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Geo,
i
B A ' B Reputation,

Health NO,  Mail From Mail To Hit Count | Bytes Flow Chart
{ElAR28/AD Event, B CPU, ‘ m; 72 185.05M
User ID, Interface mi a0 164.08K
B o sl Robin » fEFERBIFHBE [Internett O B i 16 28.22K
MERBAMHIRE - REREASEN 5 i =y
‘ RIS ERRERMEEINE? YES / NO = T
10 93.83K
BHRA R IP B BEIP EX | BR#% | Packet| Byte | fERE fivd 4 =
U H 10 2.35M
DNS: hacker.com 192.168.1.222 BIEE 168.95.1.1 TW | Hinet |60 4,260 F/)EF | SW-1-GE1/0/1 8 1.88M
= 8 833M

HTTPS: Google Gmail Access 192.168.1.33 I 8888 US | Google[ 251 203K FARE | SW-2-FE24

BitTorrent: Peer-to-Peer

% -]
Communications 192.168.1.33 #EE | 210.100.38.101 RU 157 115K MPIRE | SW-2-FE24

Warning!
Best check yo self,you’re not looking too good.

MS-RPC: Microsoft Server
Service Buffer Overflow

192.168.2.88 T8 | 210.71.213.25 SG | Yahoo | 19 3,822 FBIE | SW-5-GE2/1

192.168.2.88 ‘R 121.2.15.177 CN | Botnet | 4 617 IR | SW-5-GE2/1
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(Performance Monitoring, PM)
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soi NAGETT AT - BIEAE RS (Web Service) MEEEBEH 70 Al T EIFEER :

Service Monitoring (Time Metrics) : bahamut with N-Cloud

R
1. DNS Query and Response 202106108 0000 - 2021105109 235 e e 5min .
1.95K
2. TCP Connection |
£ 098K
3.SSL 0
06:00 09:00 12:00 15:00 18:00 21:00
4. Response ® DN Lookup Max:912.18 Avg: 81.75 Current: 32.09
@ Connection Max:1.7K Avg: 227.16 Current: 340.61
) @ SSL Max:1.6K Avg: 214.56 Current: 325.31
5. The First Page Download @ Respond Max:239.69 Avg: 23 Current: 36.13

@ Download Max:34.38 Avg: 0.9271 Current: 0.4

N Reporter/N-Cloud # &£ RTT B2 Web IR RS A EE & EE E E 5 E
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MR - SMERIAE
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EOAEBENER
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AE%HTE“EEDH*E
IR on &k

ot st il | saod
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Exts s /HMES S Hit Count + HitCount
102.136.180 ' fgdn=ezvuu.com
59.124.120.28  34.102.13 fqdn=ezvuu.com
59.124.1656.30 34.102.136.180 ' fgdn=ezvuu.com
211.75.7.110 103.17.8.47
60.251.183.211  103.17.8.47
12211719775 118.184.176.22
§9.124.202.210  103.17.8.47

210.61.181.25

EHIP S
220.135.152.19
36.229.124.178
36.239.151.21
218.164.217.132
118.161.6.79
1144579111
59,126.203.43

BIREIEHE HILLT IEEDNSER
MEIZR HIRIPHER

4. 3164.08%

IE®DNSERH
IREIR B

51 152 ) M B 5

Count
2021

Hit Count <
25.94i

6.39K
3.84K
3.48K
287K
284K
2,82K
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UDP Port Scan
TCP SYN Port Scan

Host Scan

Land Attack

SQL Server Host Scan
MySQL Host Scan

Possible Spoofed TCP SYN DDoS Attack
Possible Spoofed TCP SYN/ACK DDoS Attack
Possible Spoofed TCP FIN/ACK DDoS Attack
Possible Spoofed TCP Rst DDoS Attack
Possible Spoofed TCP NULL Flag Attack
Possible Spoofed ICMP DDoS Attack

TCP SYN Host Scan

Possible Spoofed UDP DDoS Attack

Burst Session on Source

Burst Session on Destinatit

N-Partner BYPSEXTB
DDoS B EE REHTE

N-Reporter/N-Cloud A& % & £ % it 8 =8 # & -
BAANLIEEEERRE HEFEREINRSEHE
(NetFlow/sFlow) {TRIBS D47 - BEERSBITREMME
o S MEBEEERBIBEEERELLHRENRE -
AR EF K ETHEAPEE - B R KBREA

< | B Poi Session Packet : Byte +  BIARM <

222.186.169.217

TCP SYNHost  (CHINANET 2020/03/12
Ea CP 28282 67.18K 78.19K 3.05M 2020/03/1218:26 |
Scan jiangsu province 18:23
backbone)

;‘;;SYNH“‘ 808270187  TCP 7777  28.36K 35.36K 138M fgz;n:/oamz 2020103/12 18:26 @

TCP SYN Host 202000312
o % 22211210746 TCP 8545  142.94K 165.94K 6.48M P 2020/03/1218:26 [
;S: SYNHOSt 113477101103 TCP 8291 53.14K 11351K 5.69M fg?:;mm 2020/03/1218:26 [

O yBEEHN O REZEH

AEZEEEREBEEE
2% NetFlow/sFlow B EIIF 8238 DDoS WE
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2 J & -
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[IP #hiF] BhREEHN - EIRLESHEREER

2020/09/22 14:50:00 2020/09/22 14:51:00 | 2020/09/22 14:52:00 14:53:00 14:54:00 |
> L L = =
1450 1451 14:52 1453 14.54
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L . . N-Cloud System Health Monitoring
* Full HA 5ol BH2etE - 1358 SR B B pE &l M1k _PubliciP & e
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- o = Data St d Analysis Unit
o T EPS BRIER  HARE CP M P S
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NoSQL
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N-Reporter/N-Cloud Edf ' AR SHBAEEMVEEFESLR
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RN RAR RSB EREED
B SRR E R

828788 (Prediction) 2 HES AR INERINES EIERE IR
RESBARD - IRISES AT A9 FERI TN BE 2 Ak A2 BR #8220 (Short-term
Prediction) MUK R Hi#8 2, (Long-term Prediction) - & 2 RN &M
A9 N-Reporter #2 N-Cloud Zm# - TREHANERE IS
WBEREEMANIE - ERBBBEFEHETUERRRE/NFE
FRENEDRE(L, MEMBRAZRYBENRLIRE - B
EAETEENSIEMRE - N-Reporter 81 N-Cloud B2 412 2 451281
FEEERAEER -

A [B : 889 XX EAR=E CPU #57% 83 K12 F%E 95% A= A @R Internet 7TEDREAF L 90 K12 E%E 1 Gbps

N-Reporter 2 N-Cloud EmREBHEFFANIEE :

o ST ZAMIFEREIRMBETRA - CPU/Memory/Disk Utilization
Interface Throughput
TR
R 2-3 R#Y

R BEEHIA
HERARRBUNRRIES TR

o SEHERSIEEMBETRA - ICMP Piing Round Trip Time (RTT)

* HERERBENB2RE - S22 EHENDEREES
DNS Query and Response — TCP Connection — SSL —
Response — The First Page Download

72
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N-Partner RS EEHR & IT AFTHARBERSH

B R AR AS] (N-Partner Technology Ltd. Co.)
BRI 201 5 - BEMIR G - HEET T AEBEWE -
SUEREUREZD TS EEE -

Mt EBRZ LR B HEAEE 15 FREFESRABHEEL
MERAS B SR ACER - j<caiﬂﬁi-E§ZE - EZEZ BB Kernel »
BIIERSAE I - CRES -~ PHP/Java » ERIE - REUBE
BEERE FEEES  UABENEARITHEM R
B Rita TEEEZEAEHARRNEBRE HREE
BERIRIE KR - R - ERERIEREREK 2508 %Xﬁ
NZEBGTHKEE - 58  SXEMEE - BEEX -
BB E AT R - BERE S ETIEEEANEME &&
AN EBHLESEREZBEE D INREREE: - RERS
EXIT ANREEETRER
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Tel:04-23752860 Fax:04-23757458
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Sales Information : sales@npartnertech.com

Technical Support : support@npartnertech.com



