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Prefac

This document is mainly to introduce how N-Reporter users manage Exchange Server message
tracking audit log. The first step is to deploy Exchange message tracking. Secondly, use the Open
Source tool, NXLOG Community Edition, to convert the message tracking record into Syslog, and
send to N-Reporter. Since there are some difference setting between Windows and Exchange, the
deployment of Exchange Management Console(EMC) may be different. The deploy environment of
this document is Windows server 2003 64bit with Exchange 2007, Windows server 2008 R2 with
Exchange 2010 and Windows server 2012 with Exchange 2013.

Message tracking record is the detailed mail record of all the message transmission including
Exchange server with Hub Transport server role, Mailbox server role or the computer with Edge
Transport server role. The Exchange Server with Client Access server role or Unified messaging
server role does not have message tracking record. The deployment of this document is for Exchange

Server with Hub Transport server role or Edge Transport server role.

Note: Exchange Server enable message tracking logging by default.
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How do user manage Exchange Server message tracking audit log

1 Set up Exchange Server 2007 message tracking log
You can set up message tracking log file by either [Exchange Management Console] or [Exchange
Management Shell].

1. Using Exchange Management Console
(1) Log in Exchange server as the administrator.
(2) Click [Start] =» [All programs] = [ Microsoft Exchange Server 2007 ]

=> [ Exchange Management Console].
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(3) Click [Server Configuration] =» [Exchange Server], here it is "WIN2K3ENG-AD" = Right

click = Properties °

Em:hange Management Console o [m] 3
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(4) Click [Log settings] = Check [Enable message tracking logging] = Set the message
tracking log file. Default setting is
"C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\MessageTracking" -
Click [ OK ], complete.
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2. Using [ Exchange Management Shell ] To Set Up
(1) Log in Exchange server as the administrator.
(2) Click [Start] =» [All Programs] =» [ Microsoft Exchange Server 2007 | =

[ Exchange Management Shell ].
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Enable message tracking. Type in program:

(3)

Set-TransportServer <Serverldentity> -MessageTrackingLogEnabled $True —MessageTrackingLogPath

<LocalFilePath>

Set-MailboxServer <Serverldentity> -MessageTrackingLogEnabled $True -MessageTrackingLogPath

<LocalFilePath>

<Serverldentity> is the computer name of Exchange Serve, <LocalFilePath> is the path of
message tracking,

Default setting is : "C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\MessageTracking"
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In this example we type in:
Set-TransportServer NPARTNER-012A02 -MessageTrackingLogEnabled $True -MessageTrackingLogPath "C:\Program
Files\Microsoft\Exchange Server\TransportRoles\Logs\MessageTracking"

ﬁ- Machine: nparimer-012a02 | Scope: npexchange local

[PE]1 C:s>Set-TransportServer NPARTHER-B12A82 -MesszageTrackingLogEnabhled $True —I‘Iu
essagerackingLogPath “"C:“Program Files“MicrosoftsExchange ServersIransportRoles
“Logs“MessageTracking''

[PE]1 C=x>

(4) Check the setting of message tracking record. Type in program:

Get-TransportServer npartner-012a02 | Select-Object *Track*

ﬁ-Hachine: npartner-012a02 | Scope: npexchange local

[PE]1 C:~>Get—TransportServer npartner—MA12aB2 | Select—Object *Track=

MessageTrackingLogEnabhled True

MessageTrackingLogMaxfAge 30.90:88:98

MessageTrackingLogMaxDirectorySize 250MB

MezszageTrackingLogMaxFileSize 18ME

MessageTrackingLogPath C=“Program Files“Microsoft“Exchange 5
erver~ITransportRolessLogssMessageTrac
king

MessageTrackingLogSubjectLoggingEnabhled True
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2 Set up Exchange Server 2010 message tracking log
You can set up message tracking log file by either [Exchange Management Console] or
[Exchange Management Shell].

1. Using Exchange Management Console:
(1) Log in Exchange server as the administrator.
(2) Click [Start] =» [All programs] = [ Microsoft Exchange Server 2010 | =

[ Exchange Management Console] °
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(3) Click [ Microsoft Exchange On-Premises]=>» [Server Configuration] = [Hub Transport].
Click [Exchange Server], here it is “MAIL.” Then, click [Properties].
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(4) Click [Log Settings]. Check [Enable message tracking log], type in [Message tracking log
path].
Default setting is "C:\Program Files\Microsoft\Exchange Server\V14\TransportRoles\Logs\MessageTracking".

Click [OK], complete.
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2. Using [Exchange Management Shell]:
(1) Log in Exchange server as the administrator.
(2) Click [Start] =» [All programs] = [ Microsoft Exchange Server 2010 ] = [ Exchange

Management Shell ].

@ Inkernet Explorer (64-bit) ————
& Internet Explorer <
windows Update I .
ACCEsS0rEs
Adminiskrative Tools
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Maintenance

I Microsoft Exchange Server 2010 I
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| E Exchange Management Shell | = :
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adminiskrative Tools 3
Help and Support

Run...

Windows Security

| |Sear§1 programs and files Fel Log aff | »

(3) Enable message tracking. Type in program:

ay |

Set-TransportServer <Serverldentity> -MessageTrackingLogEnabled $True -MessageTrackingLogPath <LocalFilePath>

Set-MailboxServer <Serverldentity> -MessageTrackingLogEnabled $True -MessageTrackingLogPath <LocalFilePath>

<Serverldentity> is the computer name of Exchange Server. <LocalFilePath> is the path of
message tracking, default setting is

"C:\Program Files\Microsoft\Exchange Server\V14\TransportRoles\Logs\MessageTracking".

In this example, we type in:

Set-TransportServer MAIL -MessageTrackingLogEnabled $True -MessageTrackingLogPath "C:\Program

Files\Microsoft\Exchange Server\V14\TransportRoles\Logs\MessageTracking"
E £ mail exchange nparimertech com

[PS]1 C:~Mindows~system32>Set—TransportServer MAIL —MessageTlrackingLogEnahled $True —MessageTrackingLogPath "C:“Program Fu
iles“\Microsoft“Exchange Server“Ui4\IransportRoles\Logs“\MessageTracking" =

(4) Check the message tracking log deployment. Type in program:

Get-TransportServer MAIL | Select-Object *Track*

r:_'ﬁﬁ: mail exchange nparimertech com
[PS]1 C:~Mindowsssystem32>get—transportserver MAIL | select-ohject *track=

MessageTrackingLogEnabled : True
eTrackingLogMaxfige - 30.08:88:80
eTrackingLogMaxDirectorySize : 1888 MB <1.0848.576.808 bytes)
eTrackinglogMaxFileSize : 18 MB (18.485.768 hytes>
MeszageTrackingLogPath : C:vProgram Files“Microsoft:Exchange ServerJlidrIransportRoles*Logs\MessageTra
cking
MezsageTrackingLogSubjectLoggingEnabled @ True
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3 Set up Exchange Server 2013 message tracking log
You can set up message tracking log file by either [Exchange Admin Center/EAC] or [Exchange
Management Shell]

1. Using [ Exchange Admin Center/EAC]:

(1) Start the server.

» Internal URL: “https://<CASServerName or private IP>/ecp”. The internal URL is to access
EAC in the organization firewall.

» External URL: “https://<MailHostName or public IP>/ecp”. The external URL is to access

EAC outside the organization firewall.
Here we type in URL: “https://192.168.2.71/ecp”, to connect Exchange Admin Center.

(2) Type in the Exchange Server administrator and password in the login webpage of

Exchange Admin Center(EAC).

o =] -
e@l_ﬁ hittps /1921681100 e cp/ D~ 3 Certificat.., G” _$ rnailboxes - Microsoft Exch.. | | ﬂb S‘:,L? ﬁ}

(] Enterprise Office 365 Administrator v 2 =

Exchange admin center
recipients mailboxes groups resources contacts shared migration

permissions

compliance management R el IR

organization DISPLAY NAME 4| MAILBOX TYPE EMAIL ADDRESS

organizatior

protection npartner User npartner@exchange.npartnertech.com Administrator

shrink User shrink@exchange.npartnertech.com User mailbox |:

mail flow Administrator@exchange.npartnertech.c
Title:

mabile Office:

public folders Work phone:

unified messaging Phane and Voice Features
Unified Messaging: Disabled v

servers Fnahle

hvbrid 1 selected of 3 total

VO
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(3) Click [Server]. Double click Exchange Server. Here we double click "MAIL".

< JOIP R T N ) [P

] Enterprise Office 365

Exchange admin center

recipients servers databases database availability groups wirtual directories  certif
permissicns

. > 3
compliance management £ Pre

; i MNAME & | SERVER ROLES WERSION
organization

MAIL Mailbox, Client Access Version 15.0 {(Build 847....

protection
mail flow
mobile

public folders

unified messgling

senvers

hwbrid

1 selected of 1 total

(4) Click [transport logs] = Check [Enable message tracking log]. Set the message tracking
log path. Exchange 2013 default setting is
"C:\Program Files\Microsoft\Exchange Server\ V15\TransportRoles \Logs\MessageTracking".

Click [Save], complete.
= Exchange Server - Windows Internet Explorer - | o[

Help

MAIL

general
Message tracking log

databases and database Enable message tracking log

availability groups Message tracking log path:

POP3 |C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking |
IMAP4

unified messaging Connectivity log ‘
DNS lookups Enable connectivity log

Connectivity log path:
|C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\Hub\Connectivity |

transport limits

» transport logs

Qutlook Anywhere

Protocel log
Send protocol log path:

|C:\Program Files\Microsoft\Exchange ServeriV'1 5\TransportRoIes\Logs\Hub\ProtocoILog\,Smtp|

Receive protocol log path:
|C:\Program Files\Microsoft\Exchange Serveri\V1 5\TransportRoIes\Logs\Hub\ProtocoILog\Smtp|

save | cancel |

®100% v |
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2. Using [ Exchange Management Shell]:

(1) Log in Exchange server as the administrator.

(2) Click [Start ] = [Exchange Management Shell ].

Server Manager

A

Computer

Control Panel
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(&

Administrative
Tools

(3) Enable message tracking. Type in program:

i)

Windows
PowerShell
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e

Intemnet Explorer

E

Group Policy
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g

ADSI Edit

=

Active Directory
Users and...

e

Active Directory
Sites and...

R
r"'"-.‘

Failover Cluster
Manager

®

Windows Media
Player

Active Directory
Module for...

Active Directory
Domains and...

4

Active Directory
Administrative...

ol

¥

Default
Programs

o

Character Map

=

Disk Cleanup

Intermet
Information...

Snipping Tool

Math Input Panel

Exchange
Management...

Cluster-Aware
Updating

Internet
Informatien...

Sound Recorder

L]

Active Directory

Exchange
Toolbox

Set-TransportService <Serverldentity> -MessageTrackingLogEnabled $True -MessageTrackingLogPath <LocalFilePath>

<Serverldentity> is the computer name of Exchange Server. <LocalFilePath> is the message

Tracking path, default setting is

"C:\Program Files\Microsoft\Exchange Server\ V15\TransportRoles \Logs\MessageTracking".

Here we type in:

Set-TransportService win2012ad -MessageTrackingLogEnabled $True -MessageTrackingLogPath "C:\Program

Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking"
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3 Machine: WIN2012AD.win2012cht.local I;Ii-

[PS]1 C:“Mindows“system32>8et-TransportService win2@12ad —MessageTrackingLogEnabled $True —MessageTrackingLogPath “C:“Profy
iyram Files“Mice ft~Exchange Server-UiS5:\TransportRoles“Logs“MessageTracking"
[PS] C:~Mindouws“system327

icrosoft Mew Phonetic

(4) Check the message tracking log setting.
Type in program:

Get-TransportService win2012ad | Select-Object *Track*

% ) Machine: WIN2012AD.win2012cht.local ILli-

[P5]1 C:“MWindowsssystem3d2>Get—TransportService win2@l2ad | select—obhject *Track

eszageTrackingLogEnabled : True
geTrackingLogMaxAge : 30.P0:00:80
gelrackingLogMaxDirectorySize : 1888 MB <1.848.576.888 hytes>
geTrackingLogMaxFileSize : 18 MB {18.485.768 hytes)>
essageTrackingLogPath : C:»Program Files“Microsoft*Exchange Server-WiS:\IranszportRoles“Logs“Messagelra
cking
essagelrackingLogSubjectLogyingEnabled : True

[P3]1 C:~lWindous“system32>
icrosoft Mew Phonetic 2 :

4 Set up NXLOG

(1) Log in Widnows Server as Administrator.
(2) Download NXLOG: go to http://sourceforge.net/projects/nxlog-ce/files/,
download {nxlog-ce-x.x.x.msi}.

(3) Install NXLOG: Click {nxlog-ce-x.x.x.msi}, install NXLOG.

Note:

Install NXLOG on 32 bit operating system at " C:\Program Files\nxlog\conf\nxlog.conf

Install NXLOG on 64 bit operating system at“C:\Program Files (x86)\nxlog\conf\nxlog.conf *
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(4) Set Up NXLOG:
(a) Download NXLOG Exchange setting profile:

http://www.npartnertech.com/download/tech/nxlog_exchange.conf
(b) Edit NXLOG profile “C:\Program Files (x86)\nxlog\conf\nxlog.conf”. Copy NXLOG
Exchange setting profile contents: nxlog_exchange.conf. Paste it and overwrite

nxlog.conf.

Moduledir %ROOT%\modules
CacheDir %RO0T%\data
Pidfile %9ROOT%\data\nxlog.pid
SpoolDir %RO0T%\data
LogFile %RO0T%\data\nxlog.log
<Extension syslog>
Module xm_syslog
</Extension>
define BASEDIR
<Input in_exchange>
Module im_file
File
SavePos TRUE
</Input>
<Output out_exchange>
Module  om_udp
Host
Port 514
Exec $SyslogFacilityValue = 2;
Exec $SourceName = 'Exchange’;
Exec to_syslog_bsd();
</Output>
<Route exchange>

Path in_exchange => out_exchange

</Route>
Please choose the correct install path of NXLOG about green words.
The environment of this example is a 64 bit system.
Choose “define ROOT C:\Program Files (x86)\nxlog”.
About red words "define BASEDIR $dir ", please type in the message tracking log path of
Exchange Server in $dir.
This example we use Exchange 2007

The default path is “C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\MessageTracking”.
About red words "Host $N _Reporter IP", please setting ‘$N-Reporter_IP’ to real N-Reporter IP.
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In this example the IP is 192.168.2.64.

For example :

E C:\Program Files {x86)nxlog',confynxlog.conf - Notepad ++ [Administrator]
File Edit Search Wiew Encoding Language Settings Macro Run Plugins Window 7 b4

o = s e &) D2 | 4 s ((BE|51|EE(EF| B = BRI

=] nilag.conf E3 |
the RCOT to the folder your nxlog was installed into,
it will not start.

Moduledi
CacheDir

LogFile :
<Extension

Module
¢/Extension:
define B JIR C 1lesMi ft 5 g lolesyLogs \M { i { default dir

%#define A i il oft! g WY1 s / ' ge 2018 default dir

#define { iles: g ryWL5Y P S f ' 3 default dir
<Input 1n_

Module

Module
Host

</Output
<Route exchange>

Path in_exchange => out_exchange
(fRouteﬂ

Perl source file length : 1398  lines : 37 Ln:36 Col:9 Sel:0|0 Dos!indows UTF-& w/o BOM NS

(3) Start NXLOG :

a. Start NXLOG by using [Command Prompt] or b. [Services]

a. Click [Start] =» [All programs] =» [Accessories] = Right click [Command Prompt] =
Click [Run as administrator], run as system administrator.

Type in command prompt:

net stop nxlog

net start nxlog

b. Click [Start] = [All programs] = [Administrative Tools] = [Services], right click [ nxlog | =
Click [Start] or [Restart].

(4) Check whether does NXLOG runs normally:

Check the log file of NXLOG “C:\Program Files (x86)\nxlog\data\nxlog.log”. If it does not show

Error, means it is running normally.
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Technical Support :

Email: support@npartnertech.com
Skype : support@npartnertech.com
Sales Information :

Email: sales@npartnertech.com
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