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Preface
This document describes how N-Reporter user can use open source tool, NXLOG, to manage
Windows AD Server 2000/2003/2008/2012/2016/2019/2022 log (eventlog), transfer events to Syslog,
and then forward them to N-Reporter for normalization, audit, and analysis.
The environments in the document are Windows Server 2000 AD, Windows Server 2003 AD,
Windows Server 2008 AD, Windows Server 2012 AD, Windows Server 2016 AD, Windows Server 2019
AD and Windows Server 2022 AD.

Audit Policy Recommendations: https://docs.microsoft.com/zh-tw/windows-server/identity/ad-

ds/plan/security-best-practices/audit-policy-recommendations

Events to Monitor: https://docs.microsoft.com/zh-tw/windows-server/identity/ad-ds/plan/appendix-I--

events-to-monitor

Connect Windows Security Event: https://docs.microsoft.com/zh-tw/azure/sentinel/connect-windows-

security-events

Note: This document serves only as a reference for configuring log output. It is recommended that you

still contact the manufacturer of the device or software for assistance with setting up log output.
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1. NXLog
1.1 Configure NXLOG in Windows Server AD

(1) Download NXLOG CE (Community Edition)

Go to URL: https://nxlog.co/products/nxlog-community-edition/download

Download the latest nxlog-ce-x.x.xxxx.msi; here, it’s nxlog-ce-3.2.2329.msi.

T

(1]

P Windows
£y

Windows x86-64 nxlog-ce-3.2.2329.msi

(2) Install NXLOG
<2.1> Windows 2008 or later operating systems

Click “nxlog-ce-3.2.2329.msi - Next.”
{i# NXLog-CE Setup [_ (O] x|

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will install NXLog-CE on your computer,
Click Next to continue or Cancel to exit the Setup Wizard.

Back I Cancel I
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Check “l accept the terms in the License Agreement” and click “Next.”

{3 NXLog-CE Setup P =]

End-User License Agreement & 3
Please read the following license agreement carefully '
NXLOG PUBLIC LICENSE v1.0 il

1. DEFINTTIONS
“License” shall mean version 1.0 of the NXL.OG PUBLIC
LICENSE, 1.e. the tertns and conditions set forth in this document;
“Software” shall mean the source code and object code form, all
associated media, printed matenals, and "online" or electronic
documentation. All such software and matenals are referred to ~

E/' T accept the terms in the License Agresment i

Print ‘ Back | i Cancel ‘

Click “Next.”
i NXLog-CE Setup =o)X

Destination Folder 3
Click Next ta install to the default Folder or click Change to choose another. '

Install NXLog-CE to:

|C:'|,Program Files\nxlog),

Change... |

Back Mext Cancel
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Click “Install.”

it NXLog-CE Setup == |
A7

Ready to install NXLog-CE w

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back [ mstal ]| concel |

Click “Finish.”
i NXLog-CE Setup = B3

Completed the NXLog-CE Setup Wizard

Click the Finish button to exit the Setup Wizard,

[~ Open README.txt to read important installation notes

Ei'az:h ]:Iar“:’fl
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<2.2> Windows 2003

Click “nxlog-ce-3.2.2329.msi—>Install>Finish.”

#F NXLog-CE Setup — >

Ready to install NXLog-CE @

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

<2.3> Windows 2000

Go to the old version website of NXLog CE at https://sourceforge.net/projects/nxlog-ce/ . Click on “See All

Activity” on the left side, then download NXLOG CE version that supports Windows 2000, which is nxlog-
ce-2.8.1248.msi here.
Click “nxlog-ce-2.8.1248.msi” and check “l accept the terms in the License Agreement” then click

“Install-> Finish.”

NXLOG PUBLIC LICENSE

v1.0

1. DEFINITIONS
“License” shall mean version 1.0 of the
NZILOG PUBLIC LICENSE, i.e. the
terms and conditions set forth in this
document;

“Software” shall mean the source code and
Alvinet ande favessllinsesaiabadieaodin .1]

v I accept the terms in the License Agreement
Cancel I
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https://sourceforge.net/projects/nxlog-ce/

1.2 NXLog Configuration File Download
1.2.1 For Windows 2003 or Its Earlier Versions

1.2.1.1 Output Host Audit, Object Access, and Account Management Event Logs

(1) Click “Command Prompt.”

Command Prompt

(2) Download NXLog Windows 2003 configuration file and overwrite the Windows system NXLog
configuration file.

Download link: http://www.npartner.com/download/tech/nxlog Win2003Server.conf

¢\ Command Prompt =] B3

C:\>copy "C:\nxlog_Win2003Server.conf" "C:\Program Files\nxlog\conf\nxlog.conf" .
/'y

1 file(s) copied.
IGaN>.

If the operating system is 64-bit, modify the following setting in red part: "C:\Program Files

(x86)\nxlog\conf\nxlog.conf"
Note: It is recommended to use this default setting. This configuration file only outputs event logs such

as host audit, object access, and account management, thus reducing the burden on Windows Server

performance.
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http://www.npartner.com/download/tech/nxlog_Win2003Server.conf

1.2.1.2 Output All Event Logs

(1) Click “Command Prompt.”

Command Prompt

(2) Download NXLog Windows 2003 configuration file and overwrite the Windows system NXLog

configuration file

Download Link: http://www.npartner.com/download/tech/nxlog Win2003All.conf
_[O] %]

cv|Command Prompt

C:\>copy "C:\nxlog_Win20B3A1ll.conf" "C:\Program Files\nxlog\conf\nxlog.conf"
1 file{(s)> copied.

/y=

CaNdo

If the operating system is 64-bit, modify the following setting in red part: "C:\Program Files

(x86)\nxlog\conf\nxlog.conf"
Note: This configuration file outputs all Windows event logs.
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http://www.npartner.com/download/tech/nxlog_Win2003All.conf

1.2.2 For Windows 2008 or Its Later Versions

1.2.2.1 Output Host Audit, Object Access, and Account Management Event Logs

(1) Click “Windows Powershell.”

o
Windows
PowerShell

(2) Download NXLog Windows 2008 configuration file and overwrite the Windows system NXLog

configuration file

Download link: http://www.npartner.com/download/tech/nxlog Win2008Server.conf

PS C:\>

2 Administrator: Windows PowerShell

PS C:\> Invoke-UWebhRequest —Uri ’http://uww.npartner.com/download/tech/nxlog_Win20888Server.conf’ —OutFile ’C:\Program Filu
es\nxlog\conf\nxlog.conf’ ||
PS C:\>

If the operating system is 64-bit, modify the following setting in red part: 'C:\Program Files

(x86)\nxlog\conf\nxlog.conf'

Note: It is recommended to use this default setting. This configuration file only outputs event logs such
as host audit, object access, and account management, thus reducing the burden on Windows Server

performance.
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http://www.npartner.com/download/tech/nxlog_Win2008Server.conf

1.2.2.2 Output All Event Logs for Applications, Security, and System

(1) Click “Windows PowerShell.”

&

Windows
PowerShell

(2) Download NXLog Windows 2008 configuration file and overwrite the Windows system NXLog
configuration file.

Download link: http://www.npartner.com/download/tech/nxlog Win2008All.conf

& Administrator: Windows PowerShell

PS C:\> Invoke-UWehRequest —-Uri ’http://wwu.npartner.com/download/tech/nxlog_Win208@8A1ll.conf’ —-OutFile ’C:\Program Files\u
nxlog\conf\nxlog.conf’ |
PS G:\> .

If the operating system is 64-bit, modify the following setting in red part: 'C:\Program Files

(x86)\nxlog\conf\nxlog.conf'

Note: This configuration file outputs all event logs for Windows applications, security, and system.

10 &7 N-Partner


http://www.npartner.com/download/tech/nxlog_Win2008All.conf

1.3 NXLog Configuration

1.3.1 For Windows 2003 or Its Earlier Versions

1.3.1.1 Output Host Audit, Object Access, and Account Management Event Logs

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud  192.168.3.50

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfile  %ROOT%\data\nxlog.pid
SpoolDir %ROOT%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## Windows Server 2000 - 2003 Event Log use the following:
<Input in_eventlog>
Module im_mseventlog
ReadFromLast TRUE
SavePos TRUE
Exec parse_syslog_bsd(); \
if (BEventID == 672 or $EventID == 673 or $EventID == 675 or $EventID == 528 or $EventID == 529 or
$EventID == 538 or $EventID == 540 or $EventID == 551 or $EventID == 560 or $EventID == 612 or $EventID ==
624 or $EventID == 626 or $EventID == 627 or $EventID == 628 or $EventID == 629 or $EventID == 630 or
$EventID == 631 or $EventID == 632 or $EventID == 633 or $EventID == 634 or $EventID == 635 or $EventID ==
636 or $EventID == 637 or $EventID == 638 or $EventID == 641 or $EventlD == 642 or $EventlD == 644 or
$EventID == 645 or $EventID == 646 or $EventID == 647) { $SyslogFacilityValue = 13; } \
else if ($SourceName == "Service Control Manager") { $SyslogFacilityValue = 13; } \
else if ($SourceName =~ /*MSSQL*/) { $SyslogFacilityValue = 18; } \

<Qutput out_eventlog>
Module om_udp
Host %NCloud%
Port 514
Exec $Message = string($EventID) + ": " + $Message;
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if (SEventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if (SEventType =="INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue =5; }
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>

Enter N-Reporter system IP address in blue part.
define NCloud  192.168.3.50

If the operating system is 64-bit, please change the setting to the following:
define ROOT C:\Program Files\nxlog
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1.3.1.2 Output All Event Logs

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.3.50

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules

CacheDir %ROOT%\data

Pidfile %RO0OT%\data\nxlog.pid
SpoolDir %RO0OT%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## Windows Server 2000 - 2003 Event Log use the following:

<Input in_eventlog>
Module im_mseventlog
ReadFromLast TRUE
SavePos TRUE
Exec parse_syslog_bsd();
</Input>

<Qutput out_eventlog>
Module om_udp
Host %NCloud%
Port 514
Exec $Message = string($EventID) + ": " + $Message,;
Exec if (JEventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if (JEventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if (SEventType =="INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue =5;}
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>

Enter N-Reporter system IP address in blue part.

define NCloud  192.168.3.50

If the operating system is 64-bit, please change the setting to the following:
define ROOT C:\Program Files\nxlog
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1.3.2 For Windows 2008 or Its Later Versions

1.3.2.1 Output Host Audit, Object Access, and Account Management Event Logs

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud  192.168.3.50

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %RO0OT%\modules
CacheDir %ROOT%\data

Pidfle = %ROOT%\data\nxlog.pid
SpoolDir  %ROO0T%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## define Security Events

define SecurityEvents 1100, 1102, 4768, 4769, 4771, 4616, 4657, 4624, \
4625, 4634, 4647, 4648, 5140, 5142, 5143, 5144, \
5145, 5168, 4656, 4658, 4660, 4663, 4664, 4688, \
4985, 5051, 4670, 4719, 4739, 4720, 4722, 4723, \
4724, 4725, 4726, 4738, 4740, 4767, 4727, 4728, \
4729, 4730, 4731, 4732, 4733, 4734, 4735, 4737, \
4764, 4741, 4742, 4743, 4744, 4745, 4748, 4749, \
4750, 4753, 4754, 4755, 4756, 4758, 4759, 4760, \
4763, 4778, 4783, 4800, 4801

## define Other Events

define OtherEvents 7036

## Windows Server 2008 or higher Event Log use the following:
<Input in_eventlog>
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query 1d="0">\
<Select Path="Security">*</Select> \
<Select Path="System">*</Select> \
</Query>\
</QueryList>
Exec if (BEventID NOT IN (%SecurityEvents%)) and \
($EventID NOT IN (%OtherEvents%)) drop();
</Input>

<Output out_eventlog>
Module om_udp
Host  %NCloud%
Port 514
Exec $SyslogFacilityValue = 17,
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if (JEventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if (SEventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if (SEventType =="INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue =5; }
Exec to_syslog_bsd();
</Output>
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<Route eventlog>

Path in_eventlog => out_eventlog
</Route>

Enter N-Reporter system IP address in blue part:
define NCloud  192.168.3.50

If the operating system is 64-bit, please change the setting to the following:
define ROOT C:\Program Files\nxlog

14 i
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1.3.2.2 Output All Event Logs for Applications, Security, and System

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud  192.168.3.50

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules

CacheDir %ROOT%\data

Pidfile %RO0OT%\data\nxlog.pid
SpoolDir %RO0OT%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## Windows Server 2008 or higher Event Log use the following:
<Input in_eventlog>
Module im_masvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query 1d="0">\
<Select Path="Application">*</Select>\
<Select Path="Security">*</Select>\
<Select Path="System">*</Select>\
</Query>\
</QueryList>
</Input>

<Qutput out_eventlog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 17,
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if (JEventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if (EventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if (JEventType =="INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue =5;}
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>

Enter N-Reporter system IP address in blue part:
define NCloud  192.168.3.50

If the operating system is 64-bit, please change the setting to the following:
define ROOT C:\Program Files\nxlog
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1.4 NXLog Startup
1.4.1 For Windows 2003 or Its Earlier Versions

(1) Click “Command Prompt.”

Command Prompt

(2) Start NXLog and verify that there are no error messages from NXLog.
C:\>
C:\>

¢ Command Prompt

C:\>net start nxlog
The nxlog service is starting.
The nxlog service was started successfully.

C:\>type "C:\Program Files\nxlog\data\nxlog.log"
2024-084—-12 15:29:82 UARNING no functional input modules?
2824-84-12 15:29:82 UARNING no routes defined!?
2024-8B4—-12 15:29:82 INFO nxlog—ce—-3.2.2329 started
—12 16:13:58 WARNING stopping nxlog service
—12 16:13:58 WARNING nxlog—ce received a termination request signal, exit

16:13:57 INFO nxlog—ce—-3.2.2329 started

(3) Enter the following blue part to enable the service.

¢ |Command Prompt =]

C:\>Services.msc

ICaNYL
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(4) Open NXLog Service

Please select “nxlog” and click .

le Action View Help

Fuserviees _________________________________________________________________HEK
Fil

« = |m

4 Services (Local) % Services {Local)

Securiby Sun.

Provides.s

nxlog _Mame 7 ] Description | Status I Startup Type I Log On As | ﬂ
%Network DDEDSDM  Manages D... Disabled Local System

Stop the service @R Network Location A... Collects an...  Started Manual Local System

Restart the service %Network Provisionin... Manages X... Manual Local System

Description:

Th

Started

A i

This service is responsible For running the
M¥XLog agent. See www.nxlog.co.

%Plug and Play

%Print Spooler
%Protected Storage

%Remote Reqistry
& Removable Storage

B nacidkank €k f Na

Performance Logs ...

é%;)Portab!e Media Seri...

%Remote Access Aut...
%Remote Access Co...
“4Remote Desktop H...
“%Remote Procedure ...
“4Remote Procedure ...

Collects pe...
Enables ac...
Retrieves t..,
Manages al...
Protects st...
Creates a ...
Creates a ...
Manages a...
Serves as k...
Enables re...
Enables re...
Manages a...

Crablas =

Started

Started
Started

Started

Started

Automatic

Network ...
Automatic Local System
Manual Local System
Automatic Local System
Automatic Local System
Manual Local System
Manual Local System
Manual Local System
Automatic MNetwork S...
Manual Metwork S...
Automatic Local Service
Manual

Local System
H

| amal Coimbmrn

Bd=meesl

Extended A Standard /

(5) Select “Automatic” of “Startup type” in “General.”
NXLog Properties {Local Computer)

| General LLog Dn] Fiecoveryl Dependenciesl

Service name: nxlog
Display name: iNXL°9
Description: This service is responsible for running the NXLog ~ « |

agent. See www.nxlog.co) =

Path to executable;
i"C:"sF'rogram Fileshnzloginzlog.exe'" -c "C:\Program Fileshhzloghconfinzlog.

Startup type:

lAutomatic v l

Service status:  Started

ark I

You can specify the start parameters that apply when you start the service
from here.

(e

Stop I Pause l

Hesume I

Start parameters: I

o |

Cancel Loply

17
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(6) Select “Restart the Service” of “First, Second and Subsequent Failures” in “Recovery” and click “OK”

NXLog Properties {Local Computer) [ 2 X}

- Recovery IJ ependencies |

Select the computer's response if this service fails.

General | Log On

First failure: HRestart the Service

|

Second failure: | Restart the Service

!

Subsequent failures: | Restart the Service

Reset fail count after: IU days
Restart service after: |1 mihutes

— Hun program

Froaran:
I Browse.., |

Lommand line parameters;

[ Zppendfail count to end af command line (/fail=%1%]

Hestart Computer Uptions. ..

[ ok | cancal | o
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1.4.2 For Windows 2008 or Its Later Versions

(1) Click “Windows PowerShell.”

o
Windows
PowerShell

(2) Restart NXLog and check for any errors.

ows PowerShell

PS C:\> Restart—Service —Name nxlog
PS C:\> Get—-Service —Name nxlog | Select—-Object —Property Name.Status.StartType

Status StartType

Running

PS C:\> Get—Content ’C:\Program Files\nxlog\data\nxlog.log’

2024-84-12 15:39:85 UARNING no functional input modules?

2024-84-12 15:39:85 UARNING no routes defined!?

2024-84-12 15:39:85 INFO nxlog—ce—3.2.2329 started
16:31:38 WARNING stopping nxlog service
16:31:38 WARNING nxlog—ce received a termination request signal, exiting...
16:31:39 INFO nxlog-—ce—3.2.2329 started

(3) Enter the following blue part to enable the service.

B dminstrtor windowspowershet T i

2 Administrator: Windows PowerShell | _ (O] |
PS C:\> Services.msc !
PS C:\> _ -
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(4) Open NXLog Service

Please select “nxlog” and click El .

‘Q,Services [_[O0] .
. Services (Local) q Services (Local)
nxlog Ngme A | Description ] Status ] Startup Type | Log On As ] :l
&hNetwork Location A... Collects an..,  Started Automatic MNetwork S...
Stop the service Chhlebiork Stare Tnte his seryi autamati acal Service
Restart the service Anxlog This servic...  Starte Automatic (D... Local System
A ... Enablesre... Manual Local Service
Description: S\' Performance Logs ...  Performan... Manual Local Service ___‘
This service is responsible for running the £Plug and Play Enables ac... Started Automatic Local System
NXLog agent. See www.nxlog.co. :ChPAP-X IP Bus Enum... The PnP- ... Disabled Local System
Q Portable Device En... Enforces g... Manual Local System
;ﬁ"; Power Manages p... Started Automatic Local System
& J:Print Spooler Loads files ...  Started Automatic Local System
»S;’; Problem Reports an... This servic... Manual Local System Ll

Extended A Standard /

(5) Select “Automatic (Delayed Start)” of “Startup type” in “General.”

nxlog Properties (Local Computer)

Log Dn] Recoveryl Dependenciesl

Service name:

Display name:

Description:

Path to executable:
"C:\Program Files\nxzloginzlog.exe' - "C:\Program Fileshhzloghconfinzlog.

Startup type: [lAutomatic [Delayed Start) :J.l

Help me configure service startup options.

nxlog

nxlog

This service is responsible for running the NXLog ;I
agent. See www.nzlog.co. LI

Service status:

Start

Started

Stop I Pause Fesume

You can specify the start parameters that apply when you start the service

from here.

Start parameters:

| oK I Cancel Spply
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(6) Select “Restart the Service” of “First, Second and Subsequent Failures” in “Recovery” and click “OK.”

nxlog Properties (Local Computer) [ X]
General I Log On [lil ependencies I

Select the computer's response if this service fails. Help me set up recovery

actions.
First failure: | Restart the Service
Second failure: Restart the Service

Subsequent failures:

Reset fail count after: days
Restart service after: |1 minutes

[~ Enable actions for stops with errors. Hestart Eomputer Options:., I

= Hun program

Frogram:
| Browse, |
Eommand line parameters; l

I™ | Append fafl count to end of command line [/fal=%1%)

Cancel Apply
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2. For Windows 2000

Windows Audit Policy Settings

Please refer to the “Audit Policy Recommendation” link provided in “preface” for detailed explanations.

¢ Below are the settings for both domain and workgroup configurations.
2.1 Domain
2.1.1 Organizational Unit Setup

(1) Click “Active Directory Users and Computers.”

&

Active Directory
Users and
Computers

(2) Add Your Organizational Unit

Right-click on your “Domain Name,” (in this example, it is “npartner.local), select “New” and click

“Organizational Unit.”

4% Active Directory Users and Computers M=] B3

| <) Console  Window Help l;lﬁlll
[ acon vew || &= » | Om | #RB | 2] a8 TG o |
Tree I | npartner.Jocal 5 objects
< Active Directory Users and Compy | Name [ Type | Description I
e huiiltinDomain
Delegate Control... ntainer Default container for upar...
[;l Computer Find... ganizational ...  Default container for new ...
(&) Domain Cc  Connect to Domain. .. ntainer Default container For secu...
@#-(_] ForeignSe  Connect to Domain Controller... ntainer Default container for upar...
[+ D Users Operations Masters...
Computer
Contact

View
New Window from Here

Refresh User
Export List. .. Shared Folder

Properties

Help

T G|

[Create a new object...
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(3) Name Your Organizational Unit

Enter your “Organizational Unit Name,” (In this example, it is “Servers.”)
Note: Please create your organizational unit name according to the actual environment 3nd click “OK.”

New Object - Organizational Unit

Create in:  npartner.local?

Name:

“Sewersl I

| oK I Cancel

(4) Move Your Server to New Organizational Unit

Select your organizational unit(the example here is “Computers”) -> Right-click on the “WIN2000-ENG”

server.Note: Please select the Windows Server host based on actual environment -s Click “Move.”

4 Active Directory Users and Computers H=] B3

| <5 Console Window Help I;.Iilﬁ]
| adion vew || & » | AE XEFRHE R/ @it v&E
Tree I | Computers 1 objects

6 Active Directory Users and Compt
=2 npartner.local
1 Builtin
=5 Computersl

"] Doman Controllers
(L ForeignSecurityPrincipals

(& Servers

(3 users
Delete
Refresh
Properties
Help

< I 2

Moves the current selection to another organizational unit. | ]
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(5) Select Your Organizational Unit

Select your organization unit (the example here is “Servers”) -> Click “OK.”

Container to move object to:

=2 npartner
#-(_] Builtin
-] Computers
#-{&) Domain Controllers
& ign5 ecurityPrincipals

(6) Confirm Your Server Has Been Moved to the New Organizational Unit

Click on your organizational unit (the example here is “Servers”) to confirm that the “WIN2000-ENG”

server has been moved.

4 Active Directory Users and Computers

| <) Console  Window  Help

| adion vew || & =» |AE| X@FRBEB 2| e@bvEe

Tree l | Servers 1 objects

Ié Active Directory Users and Compt

[ Type [ Description

[#-(_] Builtin

. Computers

--(&3) Domain Controllers

+]-[ ) ForejgnSecurityPrincipals

=189 npartner.local = winzo00-ENG

Computer

24
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2.1.2 Group Policy Settings

(1) Open “Active Directory Users and Computers.”

&

Active Directory
Users and
Computers

(2) Select your organizational unit (the example here is “Servers”) and right-click on “Properties.”

Q Active Directory Users and Computers !E E
| <5 Console  Window Help | 181 =]
| adion vew ||« = |@m XFRBE R BFavrEE
Tree I | Servers 1 objects
lé Active Directory Users and Compy |ame [ Type | Description I
= @ npartner.local QWINZDUU-ENG Computer
[+ Builtin

-] Computers
(&3] Domain Controllers
[#-[_] ForeignSecurityPrincipals

Delegate Control. .,
Add members to a group...

Move...

Find...

Mew »
All Tasks »
View »

MNew Window from Here

Delete
Rename
Refresh
Export List...

< |

[Opens property sheeerororecarrerm -

7Help
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(3) Enter Your Group Policy Object Name

Click on the “Group Policy” page and click “New.”

Servers Properties K

General | Managed By Group Palicy I

Current Group Policy Object Links for Servers

Group Policy Object Links | No Override | Disabled |

Group Policy Objects higher in the list have the highest priority.
This list obtained from: win2000-ad-ena.npartner.local

o | _w |
Hptiong,, l Eroperties | Bowr I

[" Block Palicy inheritance

Close I Cancel | Aoply |
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(4) Name Your Group Policy Object
Enter your group policy object name (the example here is “N-Partner Policy”) Note: Please create your

group object name based on the actual environment -> Click “Edit.”

Servers Properties K B3

General | Managed By Group Policy I

Current Group Policy Object Links for Servers

| Group Policy Object Links No Override | Disabled |

N-Partner Policy

Group Policy Dbjects higher in the list have the highest priority.
This list obtained from: win2000-ad-eng.npartner.local

New sgd. || Ed

B oWy

Up I
i

Options... | Delete... | Properties

™ Block Policy inheritance

| Close I Eancel | Apply |
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings”

> “Local Policies”-

> “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” “Audit logon

events,” “Audit object access,” and “Audit system events,” items -> Check “Define these policy settings”:

Success, Failure. -> Click “OK.”

g Group Policy

J Action  View IJQ‘-'I ->|l><||§

i [=] B3

Tree | Policy / | computer Setting

Y3 IN-Partner Policy [w1n2000 -ad-eng.r .Audlt account logon events Success, Failure

@1 Audlt account management Success, Failure
o Lot defined
Success, Failure ’
Success, Failure
28] Audit policy change Mot defined
Audit privilege use Mot defined
M f king Blat defined
Audit system events Success, Failure

l e‘;@ Event Log

-8 Restricted Groups Audit logon events
-8 System Services ‘;g'

- Registry

&= (@ File System [V Define these policy settings
#-(Z] Public Key Policies S
' -8, 1P Security Policies « Audit these attempts:
: l l’j Administrative Templates IV Slicoess
[=- 5& User Configuration -

([ software Settings IV Eailure
([ windows Settings

(C) Administrative Templates | Cancel

Security Policy Setting [ 2 X] |

< | i
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(6) Event Logs: Retention Method for Security Log
Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Event Log” -
“Settings for Event Log Settings” -> Click on “Retention method for security log” -> And check “Define this

policy setting”: -> Select “Overwrite events as needed” -> Click “OK.”

g€ Group Policy _[of x]
vew || & = | B@m| X B2
Policy / l Computer Setting |
-eng.npartner. Maximum application log size Mot defined
Maximum security log size Mot defined
Maximum system log size Mot defined
Restrict guest access to application log Mot defined
Restrict guest access ko security log Mot defined
Restrict guest access to system log Mot defined
- @ Account Policies Retain application log Mot defined
E" Local Policies [B8]Retain security log Mot defined
: Audit ?OI'CV : .Retaln system log Not defined
User Rights Assignment .Retentlon method for apphcatlon Iog Not deﬁned
: - &g Security Options e = T = %
E]El Ever;t ::.:g e J EE Retention method For system log Mot defined
. [+-¢¢] Settings for Event Logs | : X
TS Restricted Groups Shut down the computer when the security a... Not defined
-8 System Services Security Policy Setting [ 2] %] |

@ Reaqistry

C@ File ?ystem B Ig'—i

+-(_] Public Key Policies

I .g IP Security Policies on Active
l C] Administrative Templates 'V Define this policy setting:}
=- @ User Configuration -
&[] Software Settings
-] Windows Settings
-] Administrative Templates

Retention method for security log

Ovenwrite events by days

" Do not ovenwite events (clear log manually)

l ' Cancel
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” -> “Windows Settings”

> “Security Settings”

> “Event Log” -

“Settings for Event Logs”-> And click on “Maximum security log size” -> Check “Define this policy setting”

-> Enter 204800 KB

Note: Please adjust the number based on the actual environment -> Click [OK].

J Action  View H L] -D|@[>< |(§

Tree |

Policy 7 I Computer Setting

¥=7i N-Partner Policy [win2000-ad-eng.npartner.
=] 7 Computer Configuration |
[+-[_] Software Settings

E! D Windows Settings

crip s (S artup;'Shutdown}
-~ @ Account Policies

) 2¢d Local Policies

o) Audit Policy

User Rights Assignment

T Restricted Groups
» @ System Services
-8 Registry
-9 File System
[#-(_] Public Key Policies
g 1P Security Policies on Active
-] Administrative Templates
=42 User Configuration

-] Software Settings

-] Windows Settings

[#-(L] Administrative Templates

< | i

Eﬁ Maximum ap Iication lo size

Not defined
28] Maximum security log 20 '

28] Maximum system log size Not defined
Restrict guest access to application log Mot defined
Restrict quest access to security log Mot defined
Restrict quest access to system log Mot defined
Retain application log Mot defined
Retain security log Mot defined
Retein system log Mot defined
Retention method for application log Mot defined
Retention method for security log As needed
Retention method for system log Mot defined
| Shut down the computer when the security a... Not defined

Maximum security log size

204800 kilobytes

-

Security Policy Setting K B3 I

Cancel
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(8) Open “Command Prompt” on your Windows Server.

Command Prompt

(9) Enter the command below to refresh group policy.
C:\>

[¢%]command Prompt

C:\>secedit /refreshpolicy machine_policy /enforce
Group policy propagation from the domain has been initiated for this computer. I
t may take a few minutes for the propagation to complete and the new policy to t
gke)effect. Please check Application Log for errors, if any.

N2
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2.2 Workgroup
2.2.1 Audit Policy Settings

(1) Search

Click on “Start” -> “Search” -> “For Files or Folders.”

Windows Update

Programs
Documents

Settings

s N For Files or Folders...
Search [ i ot aibie .
4 Onthe Internet...
Q] For People...

Shut Down..,

Aot || ) & < ||

e
8
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(2) Search for Group Policy

Enter “gpedit.msc” -> And click “Search Now” -> Click on “gpedit” in the search results.

#\ Search Results H= E3

J File Edit View Favorites Tools Help |ﬁ
| Back v =~ HaSearch R Folders |®History [ 05 X v | EE-
I

Address ISJ Search Results

L] @Go

Search X = e |

- .| gpedit
Cx Mew | @ h@ In Folder: C:\WINNT\system32
- Size: 53,248 bytes
] Search for Files and Folders Search Results Type: Microsoft Common Console Document

Modified: 2003/6/20 _£4F 05:00

Search for files or folders named:

Ilgpedil.msc I

Containing text:

l

Look in:

{Q Local Harddrives [C:) _'J

"Ageawh Now I StopSearch |

Search Options >>

Search for other items:
Files or Folders
Computers

Peaple

Intermet

Type: Microsoft Common Console Document Size: 52.0 KB
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(3) Local Group Policies: Audit Policies

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Local Policies” -
> “Audit Policy” -> And click on “Audit account logon events,” “Audit account management,” “Audit logon
events,” “Audit object access,” and “Audit system events,” items -> Check “Audit these attempts”:

“Success” & “Failure” -> Click “OK.”

g#Group Policy O] x|
| aion vew || & = |@@m| X B2

Tree | Policy _/
Audit account logon events Success, Failure Mo auditing
28] audit account management Success, Failure Mo auditing
4] dit dirto service access Mo auditin Mo auditin

28] Audit logon events Success, Failure udi
9] audit object access Success, Failure

= Security Settings, Audit policy change Mo auditing Mo auditing

" g Account Policies Audit privilege use Mo auditing No auditing

EI-C Local Policies #:%] Audit process tracking Mo auditing Mo auditing
- B8] Audit system events Success, Failure Mo auditin

[#- (8 User Rights Ass
(2] Public Key Policies
-8, 1P Security Policies ¢
. @[] Administrative Templates
=% User Configuration

[#-((] Software Settings

([ Windows Settings lNO auditing

(2 Administrative Templates

Audit logon events

Effective policy setting:

Local policy setting
Audit these a:

v i

[V Failure

If domain-level policy settings are defined, they override local policy

settings.
[ 0K Cancel |

Command Prompt
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(5) Enter the command below to refresh group policy.

S CAWINNT system 32\ cmd.exe

C:\>secedit /refreshpolicy machine_policy /enforce

Group policy propagation from the domain has been initiated for this computer. I.
t may take a few minutes for the propagation to complete and the new policy to t
ake)effect. Please check Application Log for errors, if any.

GaN>L
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2.2.2 Event Log Settings

(1) Open “Search”

Click on “Start” -> “Search” -> “For Files or Folders.”

Windows Update

Programs
Documents

Settings

Q] For People...

e
] 8

Shut Down..,

Aot || ) & < ||

36 &/ N-Partner



(2) Search for “Event Viewer”

Enter “Event Viewer” -> And click “Search Now” -> Click on “Event Viewer” in the search results.
&\ search Results = B3

] File Edit View Favorites Tools Help

| &Back » = v HQSearch [ Folders  AHistory | [F B X v | EE-

_|Ac_ldress Iﬁ Search Results

_1] PGO

Search X

Ko | S

E‘| Search for Files and Folders

Search for files or folders named:

"Event Viewer I

LContaining text:

Look in:

IQ Local Harddrives (C:) :J

| Search Now Il Stop Search |

Search Options >>

Search for other items:
Files or Folders
Computers

People

Internet

Search Results

L

8]

Event Yiewer

In Folder: C:\Documents and SettingsiAll UsersiStart
Menu\ProgramsiAdministrative Tools

Size: 1,443 bytes

Type: Shortcut

Modified: 2024/4/10 T4 12:41

@ s

@ s

Web Events Mim_mseventl... eventlog.dl  eventwwr eventvwr  Faxevent.dl

ENENCNE

AppEvent.Evt SecEvent.Evt SysEvent.Evt regevent.mof

@) (s

netevent.dl  nwevent.dl

[Displays monitoring and troubleshooting messages from Windows and other programs.

(3) Edit Security Log

Right-click on “Security Log” -> And click on “Properties.”

H Event Yiewer !E
J Action  Yiew H

Tree l Security Log 16 event(s)

|40]) Event Viewer (Local) Type | Date | Time | Source | catea

b &f Success Audit  4/12/2024 4:56:20PM  Security Object

2 <uccess Audit 4/12)2024 4:56:20 PM  Security Object

Open Log File ccess Audit 4/12/2024 4:56:20 PM  Security Object

SavelogFileds.. | oooaidic 4/12/2024  4:56:20PM  Security Object

New Log View ccess Audit 4/12j2024  4:51:31PM Security Object

Clear all Events ccess Audit 4/12j2024  4:51:31PM Security Object

View » pccess Audit  4/12/2024 4:51:31 PM  Security Object

- ccess Audit  4/12/2024 4:51:31 PM  Security Object

Rename ccess Audit 47122024 4:51:22PM  Security Obiject

Refresh ccess Audit 4122024 4:51:22PM  Security Object

Export List... ccess Audit 4/12)2024 4:51:22PM  Security Object

F,_,,p:m,‘ "i cess Audit  4/12/2024 4:51:22PM  Security Object

= itcess Audit  4/12/2024 4:51:11 PM  Security Object

Help ccess Audit  4/12/2024 4:51:11 PM  Security Object

g) Success Audit  4/12/2024 4:51:11 PM  Security Object

g’ Success Audit  4/12/2024 4:51:11 PM  Security Object

| | i3

Opens property sheet for the current selection,
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(4) Configure Security Log
Enter maximum log file size: 204800 KB Note: Please adjust the number according to the actual

environment.

-> Click on “Overwrite events as needed” -> Click “OK.”
Security Log Properties B m

General ' Filter I

Display hame: |Security Log

Log name: |C:*-.'W’INNT\System32\.config\8 ecEvent.Evt
Size: 64.0 KB (65,536 bytes)

Created: Wednesday, April 10, 2024 12:43:49 PM
Modified: Wednesday, April 10, 2024 12:46:58 PM
Accessed: Wednesday, April 10, 2024 12:46:58 PM
—Loag size

Mazimum log size: 204800_:_] KB

When mazimum log size is reached:

_j‘ days

" Do not ovenwrite events
[clear log manually)

Restore Defaults I

" Using a low-speed connection Clear Log I

Cancel I Apply |

38 A&/ N-Partner



3. For Windows 2003

Windows Audit Policy Settings

Please refer to the “Audit Policy Recommendation” link provided in “preface” for detailed explanations.

¢ Below are the settings for both domain and workgroup configurations.
3.1 Domain
3.1.1 Organizational Unit Configuration

(1) Open “Active Directory Users and Computers.”

Active Directory
Users and
Computers

(2) Add Organizational Unit

Right-click on your “Domain Name,” (in this example, it is “npartner.local), select “New” and click

“Organizational Unit.”

4% Active Directory Users and Computers | _ (O] %]
@ File Action View Window Help \ 18] x|
«» | Am B FER 2 B vEn
(fa Active Directory Users and Computer npartner.ocal S objects
Saved Queries —
I‘:'ﬁ.i} npartner.local Name Type Description I
-] Builtin Delegate Contral... uiltinDomain
(] Computers  Find... ontainer Default container for upagr...
(3] Domain Coi Connect to Domain. .. rganizational ..,  Default container for dom...
(] ForeignSec  Connect to Domain Controller... ontainer Default container for secu...
(0 users Raise Domain Functional Level... ontainer Default container for upgr...
Operations Masters. ..
Computer
Contact
View » Sl
I:|ew ‘Window from Here RSl F
- MSMQ Queue Alias
Refresh rga onal Unit |
Export List... Printer "
P = User
foperties Shared Folder
Help |
0] E— I
|Create anew object...
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(3) Name Your Organizational Unit

Enter your “Organizational Unit Name,” (In this example, it is “Servers”)

Note: Please create your organizational unit name according to the actual environment 3nd click “OK.”

New Object - Organizational Unit

Create in:  npartner.local/

“ Serverg I

i I | Cancel I

(4) Move Your Server to New Organizational Unit

Select your organizational unit(the example here is “Computers”) -> Right-click on the “WIN2003-ENG”

server - Note: Please select the Windows Server host based on actual environment -> Click “Move.”

:fé Active Directory Users and Computers !El .
< Fle Action View Window Help | 18] x|
¢ AW $BIXFER 2B EREEGETE D
@ Active Directory Users and Computer Computers 1 objects
(L] saved Queries = = —
=& npartner.local Z
L. Ruilkin
= Computers =3
(2] Domain Controllers Reset fccouit
(L ForeignSecurityPrincipals
(&) Servers
(3 users Al Tasks >
Cut
Delete
Properties
Help
KN I 2l
|Moves the current selection to another organizational unit.
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(5) Select Your Organizational Unit

Select your organization unit (the example here is “Servers”) -> Click “OK.”

Move object into container:

= @ npartner
(] Builtin
-] Computers

{&] Domain Controllers
' S ecurityPrincipals

0K ‘ Cancel |

(6) Confirm Your Server Has Been Moved to the New Organizational Unit

Click on your organizational unit (the example here is “Servers”) to confirm that the “WIN2003-ENG”

server has been moved.

:{! Active Directory Users and Computers !EI m

<5 Ele  Action View Window Help | o = |
e¢= | an e FRR 2E BB TYLE

<5 Actve Drectory Users and Computer
(] saved Queries T o |
g @ npartner.local Name vpe escription

-1 Builtin

o [:I Computers

~{&] Domain Controllers

(L] ForeignSecurityPrincipals

[ 12 Servers |

8] WINZOO3-ENG  Computer
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3.1.2 Group Policy Settings

(1) Open “Active Directory Users and Computers.”

(ol

Active Directory
Users and
Computers

4

(2) Select your organizational unit (the example here is “Servers”) and right-click on “Properties.”

:g' Active Directory Users and Computers =] B3

<) File Action View Window Help \ =181 x|
&= A B XETRR 2B 8T HBTE T
é Active Directory Users and Computer SRR BEEHES
-] Saved Queries T
: ¥
=t @ npartner.local =
-2 buikin =) \wWINZOO3-ENG  Computer
[ Computers
(2] Domain Controllers
- oreignSecurityPrincipals
Delegate Contral...
Move...
Find...
Mew
All Tasks
View
New Window from Here
Cut
Delete
Rename
Refresh
Export List...
Help
< | iaj|
|0pens the properties dialog box for the current selection.
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(3) Enter Your Group Policy Object Name

Click on the “Group Policy” page and click “New.”

Servers Properties ﬂ m
General | Managed By | COM »
l:r.—;. Current Group Policy Object Links for Servers
Group Policy Object Links | No Overide | Disabled l

Group Palicy Objects higher in the list have the highest priority.
This list obtained from: WIN2003-AD-ENG.npartner.local

New | agd. | Ear | |
Delete I Properties | Down |

™ Block Policy inheritance

[ptions

| OK I Cancel | Spply |

(4) Edit Your Group Policy Object

Enter your group policy object name (the example here is N-Partner Policy)

Note: Please create your group object name based on the actual environment -s Click “Edit.”

Genelall Managed By| COM+ Group Policy |

Current Group Policy Object Links for Servers

No Override | Disabled

fN-Partner Policy

Group Policy Objects higher in the list have the highest priority.
This list obtained from: WIN2003-AD-ENG.npartner.local

New 4dd.. Edit | Up |
Options... | Delete... I Properties Down |

I~ Block Policy inheritance

Close I Cancel I Spply '
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Local Policies”-
> “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” “Audit logon
events,” “Audit object access,” and “Audit system events,” items -> Check “Define these policy settings”:

Success, Failure. -> Click “OK.”

‘T Group Policy Object Editor

File Action “ew Help

«=»|.T|xt@|@-

| Policy Setting |
Success, Failure
Success, Failure

o dit directo e e 3 Mot Defined
.Audit logon events - Succégg;?gflml
Audit object access Success, Failure
28] audit policy change Not Defined
.Audlt prlwlege use Mot Defined

j Iot Defined

@1 Audit system events Success, Failure
Audit logon events Properties [ 2| X|

Security Policy Setting ] Explain This Setting |
-~ Audit logon events
{_E File System ; ;a s
Y wireless Network (
-] Public Key Policies : .
(L] Software Restrictic V Defme these pollcy seltmg&
3 g‘ IR S-.ecunty Policies Audit these attempts:
-] Administrative Templates
= @ User Configuration [V Success
-] Software Settings ;
-] Windows Settings IV Eaile
-] Administrative Templates
q I l _'I oK Cancel | Spply |
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(6) Event Logs: Retention Method for Security Log

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Event Log” ->

Click on “Retention method for security log” -> And check “Define this policy setting”-> Select “Overwrite

events as needed” -> Click “OK.”
'fm Group Policy Object Editor

File Action View Help

I [=] B

« = | AE|XEFRB| 2

I Paolicy Setting I

o

I ilf N-Partner Policy [WIN2003-AD-ENC | Policy  /

- Computer Configuration| 28] Maximum application log size Mot Defined
-] Software Settings Maximum security log size Mot Defined
E1- L] Windows Setting [R8]Maximum system log size Mot Defined
Prevent local guests group from accessing a... Mot Defined
Prevent local guests group from accessing s... Mot Defined
Prevent local guests group from accessing s... Mot Defined

Retain application log Mot Defined
s @Retain security log Mot Defined
(8 system Services Retain system log Mot Defined
(8 Registry Renio eto r Iitionlo
8 File System [#g]Retention method for security log

(1 Public Key Policies
(L] Software Restrictic
B, 1P Security Policies
[#-(_] Administrative Templates
=42 User Configuration

-] Software Settings

-] Windows Settings

-] Administrative Templates

Y wireless Network { Retention method For system log Mot Defined
Retention method for security log Properties K E3

Secuity Policy Setting | Explain This Setting |
Retention method for security log

Define this policy setting

" Ovemwiite events by days

E° E,\_l‘erwnie events as neeEeE]

" Do not overwrite events (clear log manually)

& Modifying this setting may affect compatibility with clients, services,
and applications.
For more information, see Retention method for security log.
[2823659)

o ] coee | o
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Event Log” -

And click on “Maximum security log size” -> Check “Define this policy setting” -> Enter 204800 KB

Note: Please adjust the number based on the actual environment. _> Click [OK].

‘T Group Policy Object Editor

File Action View Help

I [=] B3

¢=-»|-|_|><t@|@-

i 4 Restricted Groups
l =8 System Services
-8 reqgistry

-8 File System
Y wireless Network (
-1 Public Key Policies
-] Software Restrictic
-8, IP Security Policies
-] Administrative Templates
B & User Configuration

(] Software Settings

(] Windows Settings

[ Administrative Templates

Policy / l Policy Setting l

28] Maxmum appllcatlon Iog size

Mot Defined

204300 kilobytes

g |Maximum system log size ot Defined
Prevent local quests group from accessing a... Mot Defined
Prevent local guests group from accessing s... Mot Defined
Prevent local quests group from accessing s... Mot Defined
[24]Retain application log Mot Defined
Retain security log Mot Defined
Retain system log Mot Defined
Retention method for application log Mot Defined
Retention method For security log As needed

Retention method for system log Mot Defined

Maximum security log size Properties ﬂ m l
Security Policy Setting | Explain This Setting |
— 4.4 Maximum security log size
=S
204800 =] Kiobytes
& Modifying this setting may affect compatibility with clients, services,
and applications.
For more information, see Maximum security log size. (823659)
i#
‘ 0K Cancel I Apply I
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(8) Open “Command Prompt” on your Windows Server.

Command Prompt

(9) Enter the command below to refresh group policy.

C:\> gpupdate /force

¢ |Command Prompt

Microsoft Windows [Uersion 5.2.37981
(GC> Copyright 1985-2803 Microsoft Corp.

C:\Documents and Settings\Administrator>gpupdate /force
Refreshing Policy...

User Policy Refresh has completed.
Computer Policy Refresh has completed.

To check for errors in policy processing, review the event log.

C:\Documents and Settings\Administrator>__

(10) Enter the command below to view group policy applied status.

C:\> gpresult /v
¢ |Command Prompt |

GPO: Local Group Policy
KeyName = Software\Policies\Microsoft\Windows NT\Reliabhility\
ShutdownReasonOn
Ualue: A. 8, 8. @
State: Enabled

Local Group Policy
Software\Policies\Microsoft\Windows NT\Reliabhility\

disabled

CN=Administrator,CN=Users.DC=npartner,.DC=local

Last time Group Policy was applied: 4,/15,/2024 at 2:24:46 PM

Group Policy was applied from: WIN28B3-AD-ENG.npartner.local
Group Policy slow link threshold: 5688 kbps

Domain Name: NPARTNER

Domain Type: Windows 2000

Applied Group Policy Objects
Default Domain Policy
following GPOs were not applied because they were filtered out

Local Group Policy
Filtering: Not Applied (Empty>

user is a part of the following security groups

Domain Users
Everyone
BUILTINNAdministrators
BUILTIN\Users
BUILTIN\Pre—Windows 2008 Compatible Access
REMOTE INTERACTIUE LOGON
NT AUTHORITYNINTERACTIVE
NT AUTHORITYNAuthenticated Users
This Organization
CAL

Enterprise Admins

Group Policy Creator Ouners
Domain Admins

Schema Admins
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3.2 Workgroup
3.2.1 Audit Policy Settings

(1) Open Search

Click on “Start” -> “Search.”

Adminisirator ‘

L \E Manage Your Server g‘ My Computer
TP Control Panel »
f Windows Explorer B’ =
-’&/ = P
% Administrative Tools >

Command Prompt

L‘é Printers and Faxes

@ Motepad

!)) Help and Support

‘:j Windows Security

All Programs  »

Log Off @ Shut Down

E=lce |
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(2) Search for Group Policy

Enter “gpedit.msc” -> And click “Search” -> Click on “gpedit” in the search results.

B Search Results Hi=] E3

File Edit Wew Favorites Tools Help l b

WDEack » &) (¥ || O search [ Folders | | 3 X 9 | -

Address IJ Search Results LI Go
= R

Search Companion X

Search by any or all of Lﬁ
the criteria below.
Ilc_;pedltmsc—l ; Gl

A word or phrase in the file:
Look in:
|~1v Local Hard Drives (C:) j

When was it modified? p
What size is it? 4
More advanced >
options

Other search options
Change preferences
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(3) Local Group Policies: Audit Policies
Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Local Policies” -
> “Audit Policy” -> And click on “Audit account logon events,” “Audit account management,” “Audit logon

events,” “Audit object access,” and “Audit system events,” items -> Check “Audit these attempts”:

“Success” & “Failure” -> Click “OK.”
"t Group Policy Object Editor P ] 3 |

File Action View Help

¢ OB XEFR BE

licy / | Security Settin
8] Audit account logon events Success, Failure
EE Audit account management Success, Failure
28] Audit directory service access No auditing
T Seripts (otart Ehudtlogon svents Faird)
i 28 audit object access Success, Failure)
S Audit policy change No auditing : :
2 s L S Audit logon events Properties [ 2] %]
: s Audlt privilege use Mo auditing
- "8 User Rights As: Aud?t process tracking Mo auditing . Local Security Setting I Explain This Setting |
{88 security Option 28] Audit system events Success, Fallure] _ el ;
-(_] Public Key Policies i;;g LR IR
(L] Software Restrictic
g 1P Security Policies

-] Administrative Templates
= @ User Configuration

() Software Settings

-] windows Settings

-] Administrative Templates

T oc ] cowd | oo |

Command Prompt
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(5) Enter the command below to refresh group policy.

¢ |Command Prompt

Microsoft Windows [Uersion 5.2.37981]
(GC> Copyright 1985-2883 Microsoft Corp.

C:\Documents and Settings\Administrator>gpupdate /force
Refreshing Policy...

User Policy Refresh has completed.
Computer Policy Refresh has completed.

To check for errors in policy processing, review the event log.

C:\Documents and Settings\Administrator>
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3.2.2 Event Log Settings

(1) Open “Search.”

Click on “Start” -> “Search.”

Adminisirator

L \E Manage Your Server 9’ My Computer
T e Control Panel »
A Windows Explorer G’ =
-’«/ p (==
Cﬁj Administrative Tools >

M command Prompt

B MNotepad

Lré Printers and Faxes

@) Help and Support

Opens a window where you can pick search options and work with search results,

£

.J Windows Security

all Programs  »

‘ Log Off @ Shut Down
Estartll Ze |
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(2) Search for “Event Viewer”

Enter “Event Viewer” -> And click “Search Now” -> Click on “Event Viewer” in the search results.

B Search Results !El B

File Edit View Favorites Tools Help | ?,"
D Back ~ &) ~ (¥ || O search (=7 Folders | & 3 X O | [3-

Address D Search Results ;' Go
Search Companion X T

Search by any or all of
the criteria below.

All or part of the file name:
ﬂ Event Viewer I
A word or phrase in the file:

Look in:
I‘v Local Hard Drives (C:);I

When was it modified? p
What size is it? >

More advanced [ 4
options

Other search options
Change preferences
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(3) Edit Security Log

Right-click on “Security” -> And click on “Properties.”

ﬂ Event Yiewer !E m
File Action View Help
¢+ |E@EERDR @@
|on I Type | Date TTime l Source | Cal ~
? Open Log File... Success Audit 4/12/2024 5:44:52 PM  Security Ob
Save Log File as... ¥ Success Audit 4/12/2024 5:44:52PM  Security Ob
MNew Log View ! Success Audit 41212024 S:35:00PM  Security Pol
Clear all Events ' Success Audit 4/12/2024 5:35:00PM  Security Ob
— . :Success Audit 4/12/2024 5:35:00PM  Security Ob
= Success Audit 4/12/2024 5:35:00PM  Security Ob
Rename ’ Success Audit 4/12/2024 S:35:00PM  Security Ob
Refresh ’ Success Audit 41212024 5:34:45PM  Security Pal
Export List. .. ' Success Audit 4/12/2024 5:34:45PM  Security Ob
' Success Audit 41212024 5:34:45PM  Security Ob
Success Audit 4/12/2024 5:34:45PM  Security Ob
Help Success Audit 4/12/2024 5:34:45PM  Security Ob
@ Success Audit 4/12/2024 5:34:42PM  Security Paol
@} Success Audit 4/12/2024 5:34:42PM  Security Ob
@‘7 Success Audit 4/12/2024 5:34:42PM  Security Ob
@; Success Audit 4/12/2024 5:34:42PM  Security Ob
@" Success Audit 4/12/2024 S:34:42PM  Security Ob =
B g ar SSCTEERE ..MMH.] AR %

[Opens the properties dialog box for the current selection.

(4) Configure Security Log

Enter maximum log file size: 204800 KB

Note: Please adjust the number according to the actual environment.

-> Click on “Overwrite events as needed” -> Click “OK.”

Security Properties ﬂ m

General l Filter I

Display name:
Log name: IC: SWINDDWSASystem32\confighSecE vent. Exvt
Size: 64.0 KB (65,536 bytes)
Created: \Wednesday, April 10, 2024 3:12:33 PM
Modified: Wednesday, April 10, 2024 2:28:26 PM
Accessed: ‘Wednesday, April 10, 2024 2:28:26 PM
~ Log size

Maximum log size; |{204800 = kB

When marimum log size is reached:

I (+ Ovenwiite events as needed]

" Do not ovenwrite events
[clear log manually)

¢ Overwrite events older than |7 :lJ days

Restore Defaults |

™ Using a low-speed conhection

Clear Log I

o< ]

Cancel | Loply |
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4. For Windows 2008

Windows Audit Policy Settings

Please refer to the “Audit Policy Recommendation” link provided in “preface” for detailed explanations.

¢ Below are the settings for both domain and workgroup configurations.
4.1 Domain
4.1.1 Organizational Unit Setup

(1) Click “Active Directory Users and Computers.”

Active Directory
Users and
Computers

(2) Add Your Organizational Unit
Right-click on your “Domain Name” (In this example, it is “npartner.local”), select “New” and click

“Organizational Unit.”

B Active Directory Users and Computers !E m
File Action View Help
o = o T —
e @0 Ec= HE 38 5TI%
| Active Directory Users and Comput N‘_ame ] Type I Description |
_ Builtin builtinDomain
| Camnkare ontainer Default container for upar...
- D.eiegate Control... rganizational ...  Default container For dom...
. Compgterf Find... ; ontainer Default container For secu...
o Doméln Cc  Change Domain... ontainer Default container For man...
| ForeignSe:  Change Domain Controller... ontainer Default container for upar...
| Managed ! Raise domain Functional level. ..
| Users Operations Masters. .,
| Computer
Contact
View 4 Group
InetOrgPerson
Refresh msImaging-PSPs
Export List. .. M5MQ Queue Alias
z Organizational Unit
Properties Printer
Help User
Shared Folder
al | |
|Create a new object...
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(3) Name Your Organizational Unit

Enter your “Organizational Unit Name,” (In this example, it is “Servers”) Note: Please create the

organizational unit name based on the client's environment. _> Click “OK.”

New Object - Organizational Unit

— Create in:  npartner.local/

Name:

|!Sewers{ I

[V Protect container from accidental deletion

‘ Cancel Help I

(4) Move Your Server to New Organizational Unit

Select your organizational unit from the original folder (the example here is “Computers”) -> Right-click

on the “WIN2008-ENG” server.

Note: Please select the Windows server host based on actual environment. -> Click “Move.”

B Active Directory Users and Computers | _ (O] x|
File Action View Help
= 1= g =l e — == o I~ L
e @ 40XDd=HE|B@a5Ta%R
: Active Directory Users and Comput | hay ipki
[# | Saved Queries
S| ;’3 npartner local addto a group...
& Disable Account
Compgters Reset Account
[+ 2| Domain Controllers
[# | ForeignSecurityPrincipals = =
[# | Managed Service Accounts 9
# 2] Servers All Tasks >
[+ | Users —
Cut
Delete
Properties
Help
4 | 3|
[Moves the current selection to another organizational unit.
-
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(5) Select Your New Organizational Unit

Select your organizational unit (the example here is “Servers”) -> Click “OK.”

Move object into container:

(=134 npartner
[#-< | Builtin
[+ | Computers

[#-2 | Domain Controllers

[+ | ForeignSecurityPrincipals
A Service Accounts

[ ‘ Cancel l

(6) Confirm Your Server Has Been Moved to the New Organizational Unit

Click on your organizational unit (the example here is “Servers”) to confirm that the “WIN2008-ENG”

server has been moved.

File Action View Help

- Active Directory Users and Computers

=] B3

e | nmlode= BHa|%® 57 3

W

: Active Directory Users and Comput
| Saved Queries
= F4 npartner.local

# || Builtin
| Computers
# = Domain Controllers
[# | ForeignSecurityPrincipals

Managed Service Accounts

Narne I Type

l Description

(RIWINZODS-ENG  Computer
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4.1.2 Group Policy Settings

(1) Open “Group Policy Management.”

|Group Palic
[Management

(2) Select your organizational unit (the example here is “Servers”) and right-click on “Create a GPO in this

domain and Link it here...”.

g Group Policy Management !E m

'z File Action View Window Help

BT

&9 | »m 0|/RE | HE

;;’, Group Policy Management

= ﬁ Forest: npartner.local
[ (55 Domains

= 33 npartner.local

=_J

5 WMI Filt
] Starter ¢

Default Domain Policy
Domain Controllers

Servers

Linked Group Policy Objects I Group Policy Inheritance | Delegation |

Link Order « | GPO

| Enforced | Link Enabled | GPO Status | witl |

is domain, and Link it here...

Block Inheritance

& Sites
5% Group Policy Mo
\«, Group Policy Res

Group Policy Modeling Wizard. .,
MNew Organizational Unit

View
Mew Window from Here

Delete
Rename
Refresh

Properties

Help

Create a GPO in this domain and link it to this container
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(3) Name Your Group Policy Object

Enter your group policy object name (the example here is “N-Partner Policy”).

Note: Please create your group object name based on the actual environment -> Click “Edit.”

Mame:

IN-Partner Palicy II

Source Starter GPD:

| [hone) L‘
[ o ] oo |

(4) Edit Your Group Policy Object

Select and right-click your group policy object name (the example here is N-Partner Policy) and click

“Edit.”
g Group Policy Management !r!j m

‘Z File Action View Window Help I:.[.'ill‘.l

&9 2@ X H&E
1= Group Policy Management N-Partner Policy
= ‘ﬂ quest: n?artner.local Scope | Delailsl Settingsl Delegationl
= | Z5 Domains S
=) 3 npartner.local Links
i Default Domain Policy Display links in this location: [npartrer local =]
[# 5| Domain Controllers . . .
B &1 Servers The following sites, domains, and OUs are linked ta this GPO:

M-Partner P

tner Policy I
Paolicy Objectd

| Enforced | Link Enabled | Path

[ |5 Groy ‘ e - No Yes npartner.local/Servel

# [ WMIFilters Enforced

[ [ Starter GPOs v Link Enabled l .
@ Sites Save Report. .. —‘I

5% Group Policy Modeling

) Group Policy Results Yiew »

New Window fromHere  |PO can only apply ta the following groups, users, and computers:

Delete I
Rename sers
Refresh

Help

Add... I Remove | Properties I

‘WMI Filtering
This GPO is linked to the following W filter:

I <none> ZI [Open |

(Open the GPO editor | |
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration”

> “Windows Settings”

> “Security Settings”

> “Local Policies”-

> “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” “Audit logon

events,” “Audit object access,” and “Audit system events,”

Success, Failure. -> Click “OK.”

File

E Group Policy Management Editor
Action  View Help

items -> Check “Define these policy settings”:

ISi[=] B3

@@I

F“lxm_xnl@
Polic

08 AD-ENG.NPARTR

[+ j Event Log

Q Restricted Groups

_ 3 System Services

4 Reqistry

File System

o) Wired Network (IEEE 802

| Windows Firewall with Ac
:] MNetwork List Manager Po

caff Wireless Network (IEEE ¢

_ Public Key Policies

| Software Restriction Poli

|| Network Access Protectic

| Application Control Policie

‘g IP Security Policies on Ac

|| Advanced Audit Policy C

[+
[+
[+
[+
[+

]

]

HEEHEBE

)i Policy-based QoS

| Palicy Setting

;' & Audit dlrector; Service access
[ Audit logon events

] Audit object access

Success, Failure
Success, Failure

ot Defined

EEE—
Success, Failure I
Success, Failure

1] Audit policy change

Mot Defined
Mot Defined

[# | Preferences
= 33, User Configuration
| Policies

| Preferences

l | Administrative Templates: Policy

|Audit process tracking Mot Defined
I[T Audit sEstem events Success, Failure I

Audit logon events Properties

Security Policy Setting I Explain |

Audit logon events

Lin

v Define these policy settings
Audit these attempts:
IV Success

IV Failure

60

Cancel Apply

A&/ N-Partner



(6) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Event Log” ->

And click on “Maximum security log size” -> Check “Define this policy setting” -> Enter 204800 KB

Note: Please adjust the number based on the actual environment. _> Click [OK].

E Group Policy Management Editor

File Action View Help

i[=1E3

&9 2m|XE = |H

=[ N-Partner Policy [WIN2008-AD-ENG.NPARTH
| E Computer Configurationl

= Policies

| Software Settings

| Name Resolution Policy

| Scripts (Startup/Shutdown)
-~ Account Policies
Local Policies

4 Restricted Groups

A System Services

4 Reqistry

File System

‘Wired Network (IEEE 802

| Windows Firewall with Ac
: Metwork List Manager Po

aff Wireless Network (IEEE €

" Public Key Policies

| Software Restriction Poli

| Network Access Protectic

| Application Control Policie

g IP Security Policies on Ac

| Advanced Audit Policy C

)y Policy-based QoS

| Administrative Templates: Policy

| Preferences

User Configuration

| Policies

_ Preferences

HEEHBE

HEEBHRER

# F e @

Policy = | Policy Setting

12| Maximum application log size Mot Defined
1] Maximun security log size 204300 kilobytes

2| Maximum system log size Mot Defined
12| Prevent local guests group from accessing application log Mot Defined
12| Prevent local guests group from accessing security log Mot Defined
\is| Prevent local guests group from accessing system log Mot Defined
12| Retain application log Mot Defined
1) Retain security log Mot Defined
"o Retain system log Mot Defined

2| Retention method for application log Mot Defined
2| Retention method for security log As needed
2| Retention method for system log Mot Defined

Maximum security log size Properties

Security Policy Setting I Explain I

3 Maximum security log size
=W7
=t

¥ Define this policy seting

and applications.
For more information, see Maximum security log size. (0823653)

484

Modifying this setting may affect compatibility with clients, services,

K B3

Cancel

o 1

Apply
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(7) Event Logs: Retention Method for Security Log
Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Event Log” ->
Click on “Retention method for security log” -> And check “Define this policy setting”: -> Select

“Overwrite events as needed” -> Click “OK.”

ﬂ Group Policy Management Editor _ (O] x| |
File Action View Help

@ @ XRE = HE

= N-Partner Policy [WINZ008-AD-ENG.NPARTHN | Policy = | Policy Setting ]
|E_& Computer Configuration | 1) Maximum application log size Mot Defined
= Pelicies 11 Maximum security log size 204800 kilobytes
__| Software Settings 12 Maximurn system log size Not Defined
1) Prevent local guests group from accessing application log Mot Defined
Ol Nae'ne Resolution Policy 1) Prevent local guests group from accessing security log Mot Defined
Shutdown) \io| Prevent local guests group from accessing system log Mot Defined
= Aceount Policies 172) Retain application log Mot Defined
Local Policies 1| Retain security log Mot Defined
S Evertlog 12| Retain system log Mot Defined
G roups ,,‘B_e'l.;e_n_tien method for ap vlication lo N'?_‘I‘:_Eefi.ned
{4 System Services 7] Retention method for security log As neede
A Registry "1/ Retention method For system log Not Defined
Y S\Ifle de;tetm K (IEEE 802 Retention method for security log Properties B m
+ ~pj Wired Networl 2
| Windows Firewall with Ac Security Policy Setting I Explain I
~ | Network List Manager Po
caff Wireless Network (IEEE ¢ 'ja' Retention method for security log
| Public Key Policies =@
| Software Restriction Poli
4 Metwork Access Protectic Wmm
.| Application Control Policie
.‘g IP Security Policies on Ac " Dverwrite events by days
Eo—iic?f;aa:::ng;dlt Policy. €4 F.! Dvenarite events as needed]
| Administrative Templates: Policy " Do not ovenwrite events (clear log manually)
N PreferencesA Modifying this setting may affect compatibility with clients, services,
= User Configuration /L. and applications.
|| Policies For more information, see Retention method for security log.
| Preferences (0823659)

Cancel Spply

TR 2! .

(8) Open “Windows PowerShell” on your Windows server.
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(9) Enter the command below to refresh group policy.

PS C:\>

£ Administrator: Windows PowerShell [_ (O] x|
Windows PowerShell
Copyright (C> 2813 Microsoft Corporation. All »rights reserved.

PS C:\Users\Administrator> gpupdate /force
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

PS C:\Users\Administrator> _

(10) Enter the command below to generate a report on Windows server group policy at the AD domain

server.

PS C:\>

£ Administrator: Windows PowerShell - [O0]

PS C:\UsersMdministrator> Get—GPResultantSetofPolicy —Computer WIN2BB8-ENG —-Path C:\tmp\WIN2BB8—-ENG.html —ReportType htE
ml

: Logging

: \\WIN2888-ENG\Root \Rsop\NS88B7CBA8_43A2_4485_8E2D_E6951C81A7BE
: WIN2888-ENG

: NPARTNER\Administrator

: Computer

PS C:\UsersMdministrator> _

Please enter your Windows server hostname and the folder path including the file name in red text.
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(11) Open your report. -> Confirm your Windows server hostname. -> Apply the N-Partner Policy Group

Policy.

£XNPARTNER\WIN2008-ENG - Internet Explorer - O[]

0 x| 42| 2 NPARTHER|WINZODE-ENG

CIk |£] ciitmptwimnzoos-EnG. heml

No data available.

Enforce password history

Maximum password age

Minimum password age

Minimum password length

Password must meet complexity requirements

Store using yp!

Account Policies/Account Lockout Policy

Policy
Account lockout threshold

Local Policies/Audit Policy
Policy
Audit account logon events
Audit account management
Audit logon events
Audit object access
Audit system events

Local Policies/Security Opéi

Network Access

Policy
Network access: Allow anonymous SID/Name translation

Network Security

Setting

24 passwords remembered
42 days

1days

7 characters

Enabled

Disabled

Setting
0 invalid logon attempts

Setting

Success, Failure
Success, Failure
Success. Failure
Success, Failure
Success, Failure

Setting
Disabled

x |l

Winning GPO

Default Domain Policy
Default Domain Policy
Default Domain Policy
Default Domain Policy
Default Domain Policy
Default Domain Policy

Winning GPO
Default Domain Policy

Winning GPO

N-Partner Policy
N-Partner Policy
N-Partner Policy
N-Partner Policy
N-Partner Policy

Winning GPO
Default Domain Policy
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4.2 Workgroup
4.2.1 Audit Policy Settings

(1) Open Local Group Policy Editor

Click on “Start” -> Enter “edit group policy” to search -> Click on “Edit Group Policy.

Control Panel (1)

7 See more results

I edit gxoup policy] p Log off | » |
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(2) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Local Policies”-
> “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” “Audit logon
events,” “Audit object access,” and “Audit system events,” items -> Check “Define these policy settings”:

Success, Failure. -> Click “OK.”

H Local Group Policy Editor _ (O] %]
File Action View Help

&9 | 7mXE = HE

=[ Local Computer Policy

|5 & Computer Configuratior] | Audit account logon events Success, Failure
__Software Settings . Audit account management Success, Failure
1) Audit directory service access No auditing
" Name Resolution Policy B Auat Togon sverts TS
= L] Audit object access Success, Failure
1) Audit policy change Mo auditing
=) Local Policies 8 w"‘udﬁt privilege use = No audft?ng
4 Security Options Audit logon events Properties K3 B3
. Windows Firewall wit
j Metwork List Manage Local Security Setting I Explain I
__| Public Key Policies _ )
|| Software Restriction i' Audit logon events
|| Application Control P 5

g IP Security Policies o
| Advanced Audit Polic
aly Policy-based QoS
| Administrative Templates
= 4%, User Configuration

| Software Settings

| Windows Settings

| Administrative Templates

Audit these attempts; 3

~ This sefting might not be enforced if other policy is configured to
i overide category level audit policy.
For more information, see Audit logon events. (3921468)

20| | 2 ‘ Cancel Apply I

(3) Open “Windows PowerShell.”
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(4) Enter the command below to refresh group policy.

ws PowerShell

Windows PowerShell
Copyright (C)> 2013 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> gpupdate /force
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

PS C:\UsersMdministrator> _

(5) Enter the command below to view group policy applied status.

L gl
ing Platform Conne
Other Ob Ac Events

iled File

eri a
Other Policy
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4.2.2 Event Log Settings

(1) Search for “Event Viewer”

Enter “Event Viewer” to search -> Click on “Event Viewer” in the search results.

Programs (1)

ﬂ Event Viewer

Control Panel (1)

[v] View event logs

+/ See more results

Event Viewey E\ Log off ?I

e
1__'51.'12‘-]
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(2) Edit Security Log

Expand folder “Windows Logs.” -> And right-click on “Security.” -> And click on “Properties.”

Hl Event Yiewer [ B3 |
File Action View Help
e 2=H
{3] Event Viewer (Local) Security Number of events: 10,768 (1) ... I Actions
+ - Custom Views -
Keywords | Date and Time -
= a Audi... 2024/4/15 PM 03:08:35 © Open Saved Log...
£ s £ audi...  2024/4/15 PM 03:08:35 :
= T 24415 PM 03:08:34 ¥ Create Custom Yiew...
;._] System Create Custom Yiew. ., 24/4/15 PM 03:08:31 Import Custom Yiew...
=| Forward:  Import Custom View... 24/4/15 PM 03:08:31 = K-
1 Applications »
4 Subscriptions  ClearLog... e | W Filter Current Log...
Filter Current Log, .. icrosoft Windows X o
: tails I m Find...
SRR As't' — = b save AllEvents as...
Attach a Task TothisLog...  jowws Filtering Platform
) Attach a Task To this Log...
eyt * |n Information; I
View »
Refresh ;
Security (&l Refresh
Help » : 1
Microsoft Wi ﬂ Help N
EventID: 5157
Level: Information
User: NfA |:] Event Properties
OpCode: Info - @] Attach Task To This Event...
e v
‘Mure Information:  Event LoqLOIJ 2 copy »
I.-I Save Selected Events. .. L]

\Displays Log properties.

(3) Configure Security Log
Enter maximum log file size: 204800 KB

Note: Please adjust the number according to the actual environment.

-> Click on “Overwrite events as needed” -> Click “OK.”

General | Subscriptions l

Full Name: System

Log path: I%SystemRoot%\System32\Winevt\Logs\System.evb<
Log size: 2.07 MB(2,166,784 bytes)

Created: \Wednesday, April 10, 2024 Ph 02:56:00

Modified: Monday, April 15, 2024 PM 02:14:42

Accessed: Wednesday, &pril 10, 2024 Ph 02:56:00

¥ Enable logging
Maximum log size (KB ) r

Wifhen maximum event log size is reached:

—
2043003]

l{(" Owerarite events as needed {oldest events first)I

" Archive the log when full, do not overwrite events

" Do not overwrite events { Clear logs manually)

Clear Log I
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5. For Windows 2012

Windows Audit Policy Settings

Please refer to the “Audit Policy Recommendationlink provided in prefacefor detailed explanations.

2% Below are the settings for both domain and workgroup configurations.

5.1 Domain

5.1.1 Organizational Unit Setup

(1) Click “Active Directory Users and Computers.”

&
Active Directory
Users and

Computers

(2) Add Your Organizational Unit

Right-click on your “Domain Name,” (in this example, it is “npartner.local), select “New” and click

“Organizational Unit.”

File Action View Help

e nE Bz Hm a5 Ta%

] Active Directory Users and Com|| Name Type

b |3 npartner.local B2 Comnutare C

Saved Queries [ Builtin builtinDomain

I ' Delegate Control...

 Find...

| Change Domain...

| Change Domain Controller...

| Raise domain functional level...

| Operations Masters...

New

nal...

Description

Default container for up...
Default container for do...
Default container for sec...
Default container for ma...
Default container for up...

‘ All Tasks

| View

\ Refresh
| Export List...

\ Properties

| Help

[< m

Computer
 Contact

Group

' InetOrgPerson

' mslmaging-PSPs

| MSMQ Queue Alias

Organizational Unit

' Printer
User
| Shared Folder

Create a new object...
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(3) Name Your Organizational Unit

Enter your “Organizational Unit Name,” (in this example, it is “Servers”)

Note: Please create your organizational unit name according to the actual environment.

-> and click “OK.”

2} Createin: npartnerlocal/

Name:

[w] Protect container from accidental deletion

(4) Move Your Server to New Organizational Unit

Select your organizational unit (the example here is “Computers”) -> Right-click on the “WIN2012-ENG”

server.

Note: Please select the Windows Server host based on actual environment .-> Click “Move.”

File Action View Help

e 2nE 0| XEcE BE e Ta%

[ Active Directory Users and Com|| Name Type Description
b [ Saved Queries 3 WIN2012-ENG  Computer D———"
4 3 npartner.local i Rddtoa group...
b Builti Disable Account
L Reset Account
b =1 Domain Controllers
p [] ForeignSecurityPrincipaly - Sl
b || Managed Service Accout [ Manage
b @ Servers All Tasks ,
p 1 Users
Cut
Delete
Properties
Help
(< [T IE
Moves the current selection to another organizational unit.
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(5) Select Your Organizational Unit

Select your organization unit (the example here

Move object into container:

is “Servers”) -> Click “OK.”

B35 rpatne
w-{&] Domain Controllers
I C] ForethewrityPnncupals

(6) Confirm Your Server Has Been Moved to the

Click on your organizational unit (the example here is “Servers”) to confirm that the “WIN2012-ENG”

server has been moved.

File Action View Help

New Organizational Unit

T EEIEEEN EEY L a

] Active Directory Users and Com|| Name Type
b (| Saved Queries &/ WIN2012-ENG  Computer
4 3 npartner.local
p (| Builtin
] Computers
p (=] Domain Controllers
b ForelgnSecurrtyPrlnCIpal
anaged Service Accour

Description




5.1.2 Group Policy Settings

n

(1) Open “Group Policy Management.

(2) Select your organizational unit (the example here is “Servers”) and right-click on “Create a GPO in this

domain and Link it here...”.

3 File Action View Window Help

R EIE EE

B Group Policy Management Servers

4 £\ Forest: npartner.local

Linked Group Policy Objects | Group Policy Inhertance | Delegation |

4 (55 Domains
4 3 npartner.local
;] Default Domain
b 2| Domain Contro

b [ WMIFi|

b (3 Starter Block Inheritance

[ Sites
¢ Group Policy N
p Policy

Group Policy Update...

[%, Group Policy R

New Organizational Unit

Group Policy Modeling Wizard...

View

New Window from Here

Delete
Rename
Refresh

Properties

Enforced

Link Enabled

GPO Status

Help

Create a GPO in this domamranu it to s cornanmer
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(3) Name Your Group Policy Object

Enter your group policy object name (the example here is “N-Partner Policy”).

Note: Please create your group object name based on the actual environment. _> Click “Edit.”

(4) Edit Your Group Policy Object

Select and right-click your group policy object name (the example here is “N-Partner Policy”) and click

“Edit.”

& File Action View Window Help

e 2E X HE

5, Group Policy Management N-Partner Policy
4 A Forest np.artner.local Scope IDetais I Settings l Delegation I
4 (54 Domains -
‘ Links
4 F3 npartner.local ] R e
i) Default Domain Policy Pagteydia i i locen. |npaftnerjocal ¥
p = Domain Controllers The following sites, domains, and OUs are linked to this GPO:
4 Bl Location Erforced  Link Enabled Path
5:| N-Partner Poli . No Yo o
‘ Edit... = RS
p [} Group Policy Obje
b [ WMI Filters Enforced m [ [>]
b [E Starter GPOs Link Enabled '
@ Sites
= i i Save Report...
¥ Group Policy Modeling - iply to the following groups, users, and computers:
[, Group Policy Results View >

New Window from Here

Delete

Rename
Refresh ) | I Properties I

Help
This GPU is linked to the following WM filter:

<none>

Open the GPO editor
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Local Policies”-

> “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” “Audit logon

events,” “Audit object access,” and “Audit system events,” items -> Check “Define these policy settings”:

Success, Failure. -> Click “OK.”

=f
H

File Action View Help

e« 2@ XE = B

Group Policy Management Editor

=] N-Partner Policy [WIN2012-AD-ENG.!

-

Policy

Policy Setting

I'A & Computer Conﬁgurationl
4 | Policies
p | Software Settings
b | Name Resolution Polic
&) Scripts (Startup/Shutdc
b - Account Policies
4 ocal Policies
b 3 Audit Policy
3 User Rights Assi
b | Security Option
[3 j Event Log
p 4 Restricted Groups
4 System Services
"4 Registry
_ 4 File System
b Zg/ Wired Network (IEE
b ] Windows Firewall v
| Network List Mana
b ;ﬁg Wireless Network (I
b || Public Key Policies
b || Software Restrictior
b | Network Access Prq
b [ | Application Contro
[ “g IP Security Policies
b || Advanced Audit Po
b gl Policy-based QoS
b | Administrative Templates:
b | Preferences
4 4% User Configuration
b [ Policies
| Preferences

v v v

<] n [ >

-] Audit account logon events
.| Audit account management

Success, Failure
Success, Failure

U Audit directory service access

] Audit logon events
L] Audit object access

No auditin,
Success, Failure
Success, Failure

1) Audit policy change No auditing
1oz Audit privilege use No auditing
L2 Audit process tracking No auditing

.| Audit system events

Success, Failure

Security Policy Setting | Explain

? Audit logon events

[¥] Success
[v] Failure

] Define these policy settings
Audit these attempts:

[ ok

| [ cancel

Apply
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(6) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Event Log” ->

And click on “Maximum security log size” -> Check “Define this policy setting” -> Enter 204800 KB

Note: Please adjust the number based on the actual environment. _> Click [OK].

Group Policy Management Editor

4 & Computer Configuratior,

-

Policy
1:] Maximum application log size

Policy Setting
Not Defined

4 ] Policies

b [ Name Resolution Polic
i Scripts (Startup/Shutdc

4 Restricted Groups
b A System Services
b [4 Registry
(4 File System
o/ Wired Network (IEE
[ ] Windows Firewall w
] Network List Manay
b Zaff Wireless Network (1
p (| Public Key Policies
b || Software Restrictio
b 1 Network Access Pr(
p || Application Contro
b &, IP Security Policies
b || Advanced Audit Po
b gl Policy-based QoS
p | Administrative Templates:
p | Preferences
4 4% User Configuration
b 7] Policies
p [ Preferences

v vV

Maximum security log size

1| Prevent local guests group from accessing application log

15| Prevent local guests group from accessing security log

Retain application log
Retain security log
Retain system log

Retention method for security
1s| Retention method for system |

1| Prevent local guests group from accessing system log

Retention method for application log

log
og

204800 kilobytes
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

Security Policy Setting | Explain

%

= e

and applications.

Maximum security log size

Modifying this setting may affect compatibility with clients, services,

For more information, see Maximum security log size. (R823658)

: ﬂ oK || Cancel | [ Aoy |
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(7) Event Logs: Retention Method for Security Log

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Event Log” ->

Click on “Retention method for security log” -> And check “Define this policy setting”: -> Select

“Overwrite events as needed” -> Click “OK.”

B Group Policy Management Editor
File Action View Help
e 2[E =Y
=] N-Partner Policy [WIN2012-AD-ENG.I|| Policy o Policy Setting
E & Computer Configuration] % Maximum application log size Not Defined
4[] Policies 1y Maximum security log size 204800 kilobytes
p L Software Settings 1] Maximum system log size Not Defined
75| Prevent local guests group from accessing application log Not Defined
b [l Name Resolution Polic 1) Prevent local guests group from accessing security log Not Defined
Senls (Sartup/Shutd( 14| Prevent local guests group from accessing system log Not Defined
[ Déies %] Retain application log Not Defined
R pocab Policies 1) Retain security log Not Defined
15 Retain system log Not Defined
3 Reheted Groups 1/« Retention method for application log Not Defined
3 System Services ’@ Retention method for security log As needed ]
1| Retention method for system log Not Defined

3
4
b 4 Registry
b [ 4 File System
b 2o/ Wired Network (IEE
b 1 Windows Firewall w
(1 Network List Mana
ép‘ Wireless Network (I
|1 Public Key Policies
|| Software Restrictior
] Network Access Prq
[ Application Contro
&, IP Security Policies
[ 7] Advanced Audit Po
b gl Policy-based QoS

p | Administrative Templates:
| Preferences

User Configuration
7] Policies
| Preferences

v Y Y v v

-

3

a4
3
3

< n | >

Security Policy Setting | Explain

Retention method for security log

%

[V Define this policy setting|
(O Overwrite events by days
Ib Ovenwrite events as neededl

(O Do not overwrite events (clear log manually)

. Modifying this setting may affect compatibility with clients, services,
__'LL and applications.
For more information, see Retention method for security log.
(Q823659)

Aoply

|[ OK [ Cancel

(8) Open “Windows PowerShell” on your Windows server.

Windows
PowerShell
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(9) Enter the command below to refresh group policy.

X Select Administrator: Windows PowerShell

PS C:\> Invoke-GPUpdate -Computer WIN2012-ENG -RandomDelayInMinutes 0 -Force
PS G:\> =

Please enter your Windows Server hostname in red text.

(10) Enter the command below to generate a report on Windows server group policy at the AD domain

server.
PS C:\>
e Select Administrator: Windows PowerShell tli-

PS C:\> Get-GPResultantSetofPolicy -Computer WIN2012-ENG -Path C:\tmp\WIN2012-ENG.html -ReportType html

RsopMode : Logging

Namespace : \\WIN2012-ENG\Root\Rsop\NSDDB66620_8A19_42A7_882A_96B9BC5639F0
LoggingComputer : WIN2012-ENG

LoggingUser : NPARTNER\administrator

LoggingMode : Computer

Please enter your Windows server hostname and the folder path including the file name in red text.

(11) Open your report. -> Confirm your Windows server hostname. -> Apply the N-Partner Policy Group

Policy.

{ )| €] CAtmp\WIN2012-ENG.html p-c H @ NPARTNER\WIN2012-ENG ‘ |
Local Policies/Audit Policy i~
Policy Setting Winning GPO
Audit account logon events Success, Failure N-Partner Policy
Audit account management Success, Failure N-Partner Policy
Audit directory service access No auditing N-Partner Policy
Audit logon events Success, Failure N-Partner Policy
Audit object access Success, Failure N-Partner Policy
Audit policy change No auditing N-Partner Policy
Audtt privilege use No audting N-Partner Policy
Audit process tracking No auditing N-Partner Policy
Audit system events Success, Failure N-Partner Policy
Local Policies/Security Options
Network Access
Policy Setting Winning GPO
Network access: Allow anonymous SID/Name translation Disabled Default Domain Policy
Network Security
Policy Setting Winning GPO
Network security: Do not store LAN Manager hash value on next Enabled Default Domain Policy
password change
Network security: Force logoff when logon hours expire Disabled Default Domain Policy
Event Log
Policy Setting Winning GPO
Maximum security log size 204800 kilobytes N-Partner Policy
Retention method for security log As needed N-Partner Policy
Public Key Policies/Certificate Services Client - Auto-Enroliment Settings
Policy Setting Winning GPO
Automatic certificate management Enabled [Default setting]
Option Setting
Enroll new certificates, renew expired certificates, process pending certfficate requests and remove revoked Disabled
certificates v
Lindate and manaa: if that use cedificate temolates fom Active Directan: Disahled
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5.2 Workgroup
5.2.1 Audit Policy Settings

(1) Move the cursor to the bottom right corner and click on “Search.”

(2) Search for “Group Policy Object Editor”

Enter “Edit Group Policy” to search. -> Click on “Edit Group Policy.”

Search

Everywhere +

% Edit group policy
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g m" :.‘? " o »

(3) Local Group Policies: Audit Policies

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Local Policies” -
> “Audit Policy” -> And click on “Audit account logon events,” “Audit account management,” “Audit logon
events,” “Audit object access,” and “Audit system events,” items -> Check “Audit these attempts”:

“Success” & “Failure” -> Click “OK.”

a8 Local Group Policy Editor et A
File Action View Help
e aE XE
'=[ Local Computer Policy Policy & Security Setting
4 & Computer Configuration | Audit account logon events Success, Failure
b | Software Settings £ Audit account management Success, Failure |
f '"d°W5 Settings : ' Audit directory service access No auditing
3 , Narne Resolution Policy 17 Audit logon events Success, Failure
VScrnpAt's (Start.up/Shutdown) [ Audit object access Success, Failure
4 & SC:_"‘)’ Sml;gl : [ Audit policy change No auditing
R WAL 172 Audit privilege use Ne auditing
| Audit process tracking No auditing
E Audit system events Success, Failurel

b ['3 Security Options
b -] Windows Firewall with A

| Network List Manager Py —|ﬁ
. Local Securty Setting | Expla
» ] Public Key Policies crsidend - o

p || Software Restriction Poli = Audit logon events
p 1 Application Control Poli
b &, IP Security Policies on Lc
p [] Advanced Audit Policy C

b gjly Policy-based QoS = 1
p ] Administrative Templates Audi these attempts:
4 % User Configuration [ Success
b - Software Settings IZ Failure

p 1 Windows Settings
p || Administrative Templates

m This setting might not be enforced if other policy is configured to
8% overmide category level audit policy.
For more information, see Audit logon events. (3921468)

(4) Open “Windows PowerShell.”

Windows
PowerShell
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(5) Enter the command below to refresh group policy.

kY Administrator: Windows PowerShell |L]_1-

indows PowerShell
opyright (C) 2014 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> gpupdate /force
Updating policy...

omputer Policy update has completed successfully.
User Policy update has completed successfully.

PS C:\Users\Administrator>

icrosoft Bopomofo =

(6) Enter the command to view group policy applied status.

) Select Administrator: Windows PowerShell ILE-

PS C:\Users\Administrator> auditpol /get /category:*
System audit policy
ategory/Subcategory Setting
System
Security System Extension success Failure
System Integrity Success and Failure
IPsec Driver Success and Failure
Oother System Events Success and Failure
Security State Change Success and Failure
Logon/Logoff
Logon Success and Failure
Logoff Success and Failure
Account Lockout Success and Failure
IPsec Main Mode Success and Failure
IPsec Quick Mode Success and Failure
IPsec Extended Mode Success and Failure
Special Logon Success and Failure
other Logon/Logoff Events Success and Failure
Network Policy Server Success and Failure
User / Device Claims Success and Failure
Object Access
File System Success and Failure
Registry Success and Failure
Kernel Object Success and Failure
SAM Success and Failure
Certification Services Success and Failure
Application Generated Success and Failure
Handle Manipulation Success and Failure
File Share Success and Failure
Filtering Platform Packet Drop Success and Failure
Filtering Platform Connection Success and Failure
Other Object Access Events Success and Failure
Detailed File Share Success and Failure
Removable Storage Success and Failure
Central Policy Staging Success and Failure
Privilege Use
Non Sensitive Privilege Use No Auditing
Oother Privilege Use Events No Auditing
Sensitive Privilege Use No Auditing
Detailed Tracking
Process Creation No Auditing
Process Termination No Auditing
DPAPI Activity No Auditing
icrosoft Bopomofo = : No Auditing




5.2.2 Event Log Settings

(1) Move the cursor to the bottom right corner and click on “Search.”

(2) Search for “Group Policy Object Editor”

Enter “Edit Group Policy” to search. -> Click on “Edit Group Policy.

Search

Everywhere

Event Viewer | E

E] Event Viewer
t

Event Viewer
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(3) Edit Security Log

Expand folder “Windows Logs.” -> And right-click on “Security.” -> And click on “Properties.”

Number of even

Security

IAnolication Information:

Keywords Date and Time Source EventID Task Category A
@, Audit Succ... 4/15/2024 PM 05:03:52 Microsoft Wi... 5156 Filtering Platf...
Q\Audit Succ... 4/15/2024 PM 05:03:52 Microsoft Wi... 5156 Filtering Platf...
Open Saved Log... 024 PM 035:03:52 Microsoft Wi... 5136 Filtering Platf...
Create Custom View... 024 PM 05:03:51 Microsoft Wi... 4656 File System
024 PM 05:03:51 Microsoft Wi... 4656 File System
b i Application I L A R i 024 PM 05:03:51 Microsoft Wi.. 4658 File System
[ 24 Subscriptio Clear Log... 024 PM 05:03:51 Microsoft Wi... 4656  File System
Filter Current Log... 024 PM 05:03:51 Microsoft Wi... 4638 File System
24 PM 05:03:51 Microsoft Wi... 4690 Handle Mani...
%n s 24 PM 05:03:36 Microsoft Wi... 5156 Filtering Platf...
Save All Events As... E24 PM 03:01:51 Microsoft Wi... 5156 Filtering Platf... |
024 PM 05:01:51 Microsoft Wi... 5156 _Filtering Platf... | Y
Attach a Task To this Log... 5 =
indows security auditing. X
View 3
Refresh <
Help » ng Platform has permitted a connection.

(<]

< m [>

Displays Log properties.

(4) Configure Security Log

Enter maximum log file size: 204800 KB

Note: Please adjust the number according to the actual environment.

-> Click on “Overwrite events as needed” -> Click “OK.”

General

Full Name: Security

Log path:

%SystemRoot%\System32\Winevt\Logs\Security.evtx

Log size: 5.07 MB(5,312,512 bytes)

Created: Wednesday, April 10, 2024 PM 03:30:07

Modified: Monday, April 15, 2024 PM 03:26:55

Accessed: Wednesday, April 10, 2024 PM 03:30:07

[/] Enable logging
Maximum log size (KB ):

When maximum event log size is

F?j Overwrite events as needed (oldest events first)l

O Archive tHe log when full, do not overwrite events

) Do not overwrite events ( Clear logs manually )

Clear Log

B [ =
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6. For Windows 2016

Windows Audit Policy Settings

Please refer to the “Audit Policy Recommendationlink provided in prefacefor detailed explanations.

¢ Below are the settings for both domain and workgroup configurations.

6.1 Domain

6.1.1 Organizational Unit Setup

(1) Click “Active Directory Users and Computers.”

&

Active Directory
Users and
Computers

(2) Add Your Organizational Unit

Right-click on your “Domain Name,” (in this example, it is “npartner.local), select “New” and click

“Organizational Unit.”

] Active Directory Users and Computers

File Action View Help

9| R BEBcE HE RRETER

» 2| Domain Ci

- Change Domain...
» || ForeignSec

M J Change Domain Controller...
> L anaged !
, [ Users Raise domain functional level...

Operations Masters...

All Tasks
View
Refresh
Export List...
Properties

Help

< >

>

: Active Directory Users and Com|| Name Type
> L Saved Quenes 77 Builtin builtinDomain
v | npartner.local -
5 || Builtin Delegate Control...
» || Computer Find...

Description

Default container for up...
Default container for do...
Default container for sec...
Default container for ma...

Default container for up...

Computer

Contact

Group

InetOrgPerson
msDS-ShadowPrincipalContainer
mslmaging-PSPs

MSMQ Queue Alias
Organizational Unit

Create a new object...

Printer
User

Shared Folder
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(3) Name Your Organizational Unit

Enter your “Organizational Unit Name,” (in this example, it is “Servers”)

Note: Please create your organizational unit name according to the actual environment.

-> and click “OK.”

New Object - Organizational Unit

-7—/ Createin:  npartnerlocal/

Name:

Protect container from accidental deletion

[

(4) Move Your Server to New Organizational Unit

Héip

Select your organizational unit (the example here is “Computers”) -> Right-click on the “WIN2016-ENG”

server.

Note: Please select the Windows Server host based on actual environment. -> Click “Move.”

] Active Directory Users and Computers

File Action View Help

o9 2@ 0| XECE HE T RETER

m}

X

] Active Directory Users and Com|| Name Type Description
> I Soved Querics [ WiN2016-ENG_Computer
v 4 npartner.ocal Add to a group...
> il Buikin Disable Account
» = Domain Controllers Réset Account
» [ ] ForeignSecurityPrincipal Move...
> [ Managed Service Accout Manage
> [ Users
@ Servers All Tasks
Cut
Delete
Properties
Help
< >
Moves the current selection to another organizational unit.
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(5) Select Your Organizational Unit

Select your organization unit (the example here is “Servers”) -> Click “OK.”

Move X

Move object into container:

=3 npartner
62 Buitin
@_J Computers
-3 Domain Controllers
EJ_J ForeignSecurityPrincipals

[#-{ | Managed Service Accounts

Servers|

(6) Confirm Your Server Has Been Moved to the New Organizational Unit

Click on your organizational unit (the example here is “Servers”) to confirm that the “WIN2016-ENG”

server has been moved.

] Active Directory Users and Computers
File Action View Help

o= | 7H B EBEE HRE|DRETE%

= AFtive Directory Users and Com|| Name Type
> M Soved Queries 1IWIN2016-ENG Computer
v 34 npartner.local
> [ ] Builtin
| Computers

» 2| Domain Controllers
> | ForeignSecurityPrincipal:
> || Managed Service Accout

> | Users
;| Servers

Description
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6.1.2 Group Policy Settings

(1) Open “Group Policy

-

|Group Polic
[Management

Management.”

(2) Select your organizational unit (the example here is “Servers”) and right-click on “Create a GPO in this

domain and Link it here

n”

'L Group Policy Management = O X
Z File Action View Window Help - &%
= 2@ B8|XE G HE
_ﬁ Group Policy Management Servers
v £\ Forest: npartner.local Linked Group Policy Objects Group Policy Inheritance  Delegation

v [Z5 Domains —
v 3 npartner.local Link Order GPO Enforced Link Enabled GPO Status \
5
>
e, LGl Starter Block Inheritance
o v Group Policy Updat
9 Group Policy roup Policy Update...
¢, Group Policy Group Policy Modeling Wizard...
New Organizational Unit
View
New Window from Here
Delete
Rename
Refresh

( Properties 2

Create a GPO in this dom Help
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(3) Name Your Group Policy Object

Enter your group policy object name (the example here is “N-Partner Policy”).

Note: Please create your group object name based on the actual environment. -> Click “Edit.”

New GPO X
Name:

N-Partner Policy| ‘
Source Starter GPO:
{none) v

| Cancel |

(4) Edit Your Group Policy Object

Select and right-click your group policy object name (the example here is “N-Partner Policy”) and click
“Edit.”

' Group Policy Management

- O X
& File Action View Window Help -8 %
e 75FE X ¢
' Group Policy Management N-Partner Policy
v _ﬂ F?rest: npartner.local Scope Detalls Settings Delegation
= p :
v 5 -omams Links
v 3 npartner.local i . "
[‘ﬁf Default Domain Policy Display links in this location: npartnerlocal AA
> |2 Domain Controllers The following sites, domains, and QUs are linked to this GPO:
v 2| Servers
= NP Location Enforced Link Enabled Path
> ,_-_jGroup Policy Obje “ Edit... I No Yes npartner local/$
> [ WMI Filters Enforced ’ >
_ > Gl Starter GPOs v LinkEnabled :
_f!i — . . Save Report...
52 Group Policy Modeling e Tl d o
& Group Policy Results w o the following groups, users, and computers:

New Window from Here

Delete

Rename
Refresh e ‘ Properties

Help
“ This GPO is linked to the following WMI filter:

“nnnas vl Onan

Open the GPO editor
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” -> “Policies” -> “Windows Settings” -> “Security Settings” ->

“Local Policies”-> “Audit Policy.” And click on “Audit account logon events,” “Audit account management,

n”

“Audit logon events,” “Audit object access,” and “Audit system events,” items -> Check “Define these

policy settings”: Success, Failure. -> Click “OK.”

=l Group Policy Managem
File Action View Help

s 2FEXER HE

=[ N-Partner Policy [WIN2016-AD-ENG.NPA
v & Computer Configuration
v || Policies

Policy

Policy Setting

L Audit account logon events
E‘,i“ Audit account management

Success, Failure
Success, Failure

r;;m L | Audit directory service access Not Defined
v || Windows Settings = =
S e e Reselition Policy @Audft loqon events Success, Faflure
(& Scripts (Startup/Shutdown ——sudit chject access auccgzz Fallus.
, = Deployed Printers \¢| Audit policy change Not Defined
) Audit privilege use Not Defined
. =2 Account Policies || Audit process tracking Not Defined
Local Policies IE Audit system events Success, Failure]
Audit logon events Properties ? X
> = UserRights Assignr|
> j Security Options Security Policy Setting  Explain
> j Event Log s
» |4 Restricted Groups - e g
» ['4 System Services S
. A Registry -
> [ & File System [A] Define these policy settings
> Z-Jéf Wired Network (IEEE 8( Audit these attempts:
_] Windows flrewall with S s
| Network List Manager
> ;_.ﬁ Wireless Network (IEEE Failure
. || Public Key Policies
» | Software Restriction Pc|
| Application Control Po
> @ IP Security Policies on )
» || Advanced Audit Policy|
> il Policy-based QoS
» || Administrative Templates: Pol
» | Preferences
v % User Configuration
» | Policies
» || Preferences
< > ] o
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(6) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Event Log” ->
And click on “Maximum security log size” -> Check “Define this policy setting” -> Enter 204800 KB
Note: Please adjust the number based on the actual environment. _> Click [OK].

IZ[ Group Policy Ma nent Editor

File Action View Help

e | fFEIXEE HE

'=[ N-Partner Policy [WIN2016-AD-ENG.NPA) Policy Policy Setting
v (E?mpt..lt.er Configuration || Maximum application log size Not Defined
X N Bolictes - l@.M'ax'imun;n security log size 204200 ki'bbytresr
2 Software Settings 12 Maximum system log size Not Defined l
v | Windows Setting iy . — )
3 _j T hon Policy & Prevent local guests group from access!ng appllc.atlon log Not Deffned
) Scripts (Startup/Shutdown|| 4 Prevent local guests group from accessing security log Not Defined
Deploved Printers i, Prevent local guests group from accessing system log Not Defined
Security Settings 1.z Retain application log Not Defined
.~ = Account Policies 12| Retain security log Not Defined
3 | ocal Policies 1| Retain system log Not Defined
ls) Retention method for application log Not Defined
Restricted Groups || Retention method for security log Not Defined
> _g System Services 1| Retention method for system log Not Defined
» (3 Registry : ? : :
s (i File System Maximum security log size Properties ? X
b f_gj Wired Network (IEEE 8( Securty Policy Setting  Bxplain
> | Windows Firewall with
| Network List Manager E Maximum security log size
> Zaf Wireless Network (IEEE _z#
> || Public Key Policies -
» [ Software Restriction Pc {1 Define tis polcy settng]

| Application Control Po
> g IP Security Policies on )
> 1 Advanced Audit Policy’

2 Wl Policy-based QoS Modifying this setting may affect compatibility with clients, services
> || Administrative Templates: Pol Q and applications. ' '
> || Preferences For more information, see Maximum security log size. (3823653)
v & User Configuration
> | Policies

5 || Preferences

< 5, -m\ Cancel | | Aoply
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(7) Event Logs: Retention Method for Security Log

Expand folder “Computer Configuration” -> “Policies” -> “Windows Settings” -> “Security Settings” ->

“Event Log” -> Click on “Retention method for security log” -> Check “Define this policy setting”: -> And

select “Overwrite events as needed” -> Click “OK.”

File Action View Help

e | HFEXE = HE

= N-Partner Policy [WIN2016-AD-ENG.NPA

v & Computer Configuration|
v ] Policies
> Software Settings

> | Name Resolution Policy

| Scripts (Startup/Shutdown

= Deployed Printers

% -4 Account Policies

5 i Local Policies

> 3 Restricted Groups

» [[A System Services
> 4 Registry
> A File System
> igr Wired Network (IEEE 8(
| Windows Firewall with
| Network List Manager
> ;'j Wireless Network (IEEE
> [ ] Public Key Policies
| Software Restriction Pc
| Application Control Po
> g, IP Security Policies on )
> || Advanced Audit Policy
> ally Policy-based QoS
» || Administrative Templates: Pol
> ] Preferences
v # User Configuration
| Policies
> || Preferences

Security Policy Setting = Explain

Retention method for security log

i

| Define this policy settingl
(O Overwrite events by days
@ Overwrite events as needed |

#%.  and applications.

(Q823659)

(O Do not overwrite events (clear log manually)
Modifying this setting may affect compatibility with clients, services,

Policy Policy Setting

iy, Maximum application log size Not Defined

L) Maximum security log size 204800 kilobytes

lg| Maximum system log size Not Defined

| Prevent local guests group from accessing application log Not Defined

lz| Prevent local guests group from accessing security log Not Defined

l2z| Prevent local guests group from accessing system log Not Defined

12| Retain application log Not Defined

|| Retain security log Not Defined

[/ Retain system log Not Defined

L Retention method for application log Not Defined
[@ Retention method for securit:y log Nbf'befinedl'

1" Retention method for system log Not Defined

Retention method for security log Properties ? X

For more information, see Retention method for security log.

[ ok ||| conce Apply
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(8) Open “Windows PowerShell” on your Windows server.

Lo
Windows
PowerShell

(9) Enter the command below to refresh group policy.

PS C:\>

EN Administrator: Windows PowerShell = O X
Invoke-GPUpdate WINZ2016-ENG

Please enter your Windows server hostname in red text.

(10) Enter the command below to generate a report on Windows server group policy at the AD domain

server.

EN Administrator: Windows PowerShell — O X
WIN2016-ENG C:NtmpSWINZ2016-ENG . html

- WIN2016-ENG
- NPARTNERNadministrator

: Computer

Please enter your Windows server hostname and the folder path including the file name in red text.
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(11) Open your report.

Policy.
= X
P~ H (© NPARTNER\WIN2016-ENG DwBO
npartner.local
Default-First-Site-Name o
npartner.local/Senvers
show
Status Time Taken Last Process Time Event Log
Group Policy Infrastructure Success 738 Millisecond(s) 4/1672024 AM 11:40:12 View Log
Registry Success 16 Millisecond(s) 4/16/2024 AM 11:40:12 View Log
Security Success 313 Millisecond(s) 4/16/2024 AM 11:40:12 View Log
\‘ Setti
 Secuty St
‘ Account Policies/Password Policy
Policy Setting Winning GPO
Enforce password history 24 passwords remembered Default Domain Policy
Maximum password age 42 days Default Domain Policy
Minimum password age 1days Default Domain Policy
Minimum password length 7 characters Default Domain Policy
Password must meet complexity requirements Enabled Default Domain Policy
Store passwords using reversible encryption Disabled Default Domain Policy
‘ Account Policies/Account Lockout Policy
Policy Setting Winning GPO
Account lockout threshold 0 invalid logon attempts Default Domain Policy
1 Local Policies/Audit Policy
Policy Setting Winning GPO
Audit account logon events Success, Failure N-Partner Policy
Audit account management Success, Failure N-Partner Policy
Audit logon events Success, Failure N-Partner Policy
Audit object access Success, Failure N-Partner Policy
Audit system events Success, Failure N-Partner Policy
Local Polices/Security Options
v
‘ Network Access

AQATiE ang resery

N-Part

by M=Fariner Tec

-> Confirm your Windows server hostname. -> Apply the N-Partner Policy Group

ner



6.2 Workgroup
6.2.1 Audit Policy Settings

(1) Search for “Group Policy Object Editor.”

Enter “Edit Group Policy” to search. -> Click on “Edit Group Policy” in the search results.

= Best match
e Edit group policy
i * | Control panel

ol =5 O O 0 B o §

group policy|
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(2) Local Group Policies: Audit Policies

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Local Policies” -

> “Audit Policy” -> And click on “Audit account logon events,” “Audit account management,” “Audit logon

events,” “Audit object access,” and “Audit system events,” items -> Check “Audit these attempts”:

“Success” & “Failure” -> Click “OK.”

_fx\' Local Group Policy Editor — O
File Action View Help

e« | 7@ XE = HE

| Local Computer Policy Policy 5 Security Setting

I'v & Computer Conﬁguration]
> = Software Settings
v || Windows Settings
> || Name Resolution Policy
& Scripts (Startup/Shutdown)

> = Deployed Printers
> Account Policies
~ 4 Local Policies
> 4 Audit Policy
> a UserRights Assignment

» |4 Security Options
> 1 Windows Firewall with Advan
| Network List Manager Policie:
> || Public Key Policies

| Software Restriction Policies
> || Application Control Policies
> g IP Security Policies on Local C

> ull Policy-based QoS
| Administrative Templates
v & User Configuration
> || Software Settings
| Windows Settings
» || Administrative Templates

| Advanced Audit Policy Confic

Success, Failure
Success, Failure
No auditing

Success, Failure

11 Audit account logon events
1y, Audit account management
o

& 3,‘ Audit directory service access
£ Audit logon events

L. Audit object access

Success, Failure

1 Audit policy change No auditing
2] Audit privilege use No auditing
; No auditing

Audit process tracking
I[‘; Audit system events

Success, Failurel

Audit logon events Properties
Local Security Setting  Explain

Audit logon events

Audit these attempts:
Success
Failure

This setting might not be enforced if other policy is configured to
overmide category level audit policy.
For more information, see Audit logon events. (3921468)

A

[ o ]|l o

Apply
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(3) Open “Windows PowerShell.”

Lo
Windows
PowerShell

(4) Enter the command below to refresh group policy.

PSC:\>

EX Administrator: Windows PowerShell - O X
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(5) Enter the command to view group policy applied status.

EN Administrator: Windows PowerShell - O X

nd Failure
| Failur
nd Failure
| Failure

Failure
nd Failure

| Failure
| Failure

| Failu

| Failure
| Failure
| Failure

Puf
Fllfc11 ¢ Platform Poli
Ex

a Su, nd Failure
oup Ma 1 | Fai
on Group M i ; | 1
m Group Ma
| Failure
| Failure

Directory
[|1 e flu'n‘

No Aud

nd Failure
| Failure
| Failur
| Failure
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6.2.2 Event Log Settings

(1) Search for “Group Policy Object Editor”

Enter “Edit Group Policy” to search. -> Click on “Edit Group Policy.

Best match

el

Settings

=1 View event logs

ol =S O 0 B o= g

Event Viewerl
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(2) Edit Security Log

Expand folder “Windows Logs.”

-> And right-click on “Security.”

-> And click on “Properties.”

a X

Source

Micros...
Micros...
Micros...
Micros...
Micros...
Micros...
Micros...
Micros...
Micros...
Micros...
Micros...

Event ID

5156
5158
5158
4656
4658
4656
4658
4690
4658
4656
4658

Security Number of events: 998 (!) New events available

Task Categon ™

Filtering Platf
Filtering Platf
Filtering Platf
File System
Registry
Registry
Registry
Handle Mani)
Registry
Registry
Reaistry v

indows security auditing.

{2] Event Viewer
File Action View Help
@ = | 25
2] Event Viewer (Local)
> [ Custom Views
- Keywor... Date and Time
@ Audi.. 4/16/2024 AM 09:51:32
@, Audi... 4/16/2024 AM 09:51:32
Open Saved Log... v109:51:32
System Create Custom View... v109:50:52
o E] Ff)rw'ard Import Custom View... ¥109:50:52
> L Application: v 09:50:52
4 Subscriptior Clear Log... v 09:50:52
Filter Current Log... v1 09:50:52
| Propeties  oeso
— i v 09:50:52
Save All Events As... 08502
Attach a Task To this Log...
View >
Refresh
Help
|Aoblication Information:
- =
< >
Displays Log properties.

s 9 Platform has permitted a connection.

99

&Y N-Partner



A

(3) Configure Security Log
Enter maximum log file size: 204800 KB

Note: Please adjust the number according to the actual environment.

-> Click on “Overwrite events as needed” -> Click “OK.”

Log Properties - Security (Type: Administrative) X
General

Full Name: Security

Log path: %eSystemRoot%\System32\Winevt\Logs\Security.evix

Log size: 1.07 MB(1,118,208 bytes)

Created: Wednesday, April 10, 2024 PM 07:44:35

Modified: Tuesday, April 16, 2024 AM 09:32:14

Accessed: Wednesday, April 10, 2024 PM 07:44:35

Enable logging

Maximum log size (KB ): 204300.,::{

When maximum event log size is reached:

I@ Overwrite events as needed (oldest events first)]

O Archive the log when full, do not overwrite events

(O Do not overwrite events ( Clear logs manually )

Clear ng i ‘

- | Ganc i : Y
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7. For Windows 2019

Windows Audit Policy Settings

Please refer to the “Audit Policy Recommendation” link provided in “preface” for detailed explanations.

¢ Below are the settings for both domain and workgroup configurations.
7.1 Domain
7.1.1 Organizational Unit Setup

(1) Click “Active Directory Users and Computers.”

&

Active Directory
Users and
Computers

(2) Add Your Organizational Unit

Right-click on your “Domain Name,” (in this example, it is “npartner.local), select “New” and click

“Organizational Unit.”

] Active Directory Users and Computers == O X
File Action View Help

s | HF BB HRE| TRETER

] Active Directory Users and Com|| Name Type Description
.Ea,f’ff’ Quecies 7 Builtin builtinDomain
nj T I C t- I = E Default container for up...
¢ .’_'1 Cl::mmuter ve SRR OO 1al.. Default container for do...
5 Domgin C Find... Default container for sec...
~ . Change Domain... Default container for ma...
__| ForeignSe
. ] Managed Change Domain Controller... Default container for up...
] Users Raise domain functional level...
Operations Masters...
“ n ew ; I Computer
All Tasks > Contact
View 3 Group
InetOrgPerson
Relieh msDS-ShadowPrincipalContainer
s mslmaging-PSPs
Properties MSMQ Queue Alias
Help | Organizational Unit l
Printer
User
< >
Shared Folder

Creates a new item in this container.
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(3) Name Your Organizational Unit

Enter your “Organizational Unit Name,” (in this example, it is “Servers”)

Note: Please create your organizational unit name according to the actual environment.

-> and click “OK.”

New Object - Organizational Unit X

N

— Createin: npartnerlocal/

Name:

Servers|

Protect container from accidental deletion
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(4) Move Your Server to New Organizational Unit

Select your organizational unit (the example here is “Computers”) -> Right-click on the “WIN2019-ENG”

server.

Note: Please select the Windows Server host based on actual environment. -> Click “Move.”

] Active Directory Users and Computers

File Action View Help

&= | 7T 48| XE

O X

CR Hm 2 aETE%

] Active Directory Users and Com
5 || Saved Queries
v 3 npartner.local

> 2| Domain Controllers

» || ForeignSecurityPrincipal
> [ ] Managed Service Accour
> [] Users

= Servers

< >

Name Type Description

f

|

Addto a group...

Disable Account
Reset Account

Move...

Manage
All Tasks >

Cut
Delete

Properties

Help

Moves the current selection to another organizational unit.

(5) Select Your Organizational Unit

Select your organization unit (the example here is “Servers”) -> Click “OK.”

Move

Move object into container:

X

=3 npartner
{7 Buitin
("] Computers
)-{Z] Domain Controllers

EEm

Users

El_] ForeignSecurityPrincipals
¥ | Managed _Service Accounts
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(6) Confirm Your Server Has Been Moved to the New Organizational Unit

Click on your organizational unit (the example here is “Servers”) to confirm that the “WIN2019-ENG”

server has been moved.

] Active Directory Users and Computers

File Action View Help

o R BB HR|TRETESR

] Active Directory Users and Com
> || Saved Queries
v 33 npartner.local
> || Builtin
| Computers
5 2| Domain Controllers
5> || ForeignSecurityPrincipal:
> || Managed Service Accour

| Users

Name Type
IR WIN2019-ENG  Computer

Description
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= —*3‘- | 4 - -
7.1.2 Group Policy Settings
(1) Open “Group Policy Management.”
|Group Polic
[Management
(2) Select your organizational unit (the example here is “Servers”) and right-click on “Create a GPO in this
domain and Link it here...”.

\Z, Group Policy Management - O X
& File Action View Window Help -5 %
= 2@ 0|XEGC HE
__ﬁ Group Policy Management Servers
v A F?rest: npartner.local Linked Group Policy Objects  Group Policy Inheritance ~ Delegation

v 55 Domains —-
v ia npartner.local Link Order GPO Enforced Link Enabled GPO Status \
i/ Default Domain||
> & Domain Contro
> 5 Group | Create a GPO in this domain, and Link :
> [ WMIFIl Link an Existing GPO...
» LG Starter | Block Inheritance
> [ Sites .
= G Policy Update...
st Group Policy N TR
¢ Group Policy R Group Policy Modeling Wizard...
New Organizational Unit
View >
New Window from Here
Delete
Rename
Refresh
Properti >

- roperties

Create a GPO in this doma Help

105

&Y N-Partner



(3) Name Your Group Policy Object

Enter your group policy object name (the example here is “N-Partner Policy”).

Note: Please create your group object name based on the actual environment. -> Click “Edit.”

New GPO

Name:

X

| N-Partner Policy|

Source Starter GPO:

| Conel |

(4) Edit Your Group Policy Object

Select and right-click your group policy object name (the example here is “N-Partner Policy”) and click

“Edit.”

' Group Policy Management
Z File Action
= 2@ X G|

View Window Help

'z, Group Policy Management
v 4\ Forest: npartner.local
v (£ Domains
v 3 npartner.local
s/ Default Domain Policy
> 2| Domain Controllers
v (3] Servers
SATET
(5t Group Policy Object

> [ WMI Filters
> [ Starter GPOs
> L@ Sites
st% Group Policy Modeling
_+, Group Policy Results

New Window from Here

= O X
- | 0 | R
N-Partner Policy
Scope Detalls Settings Delegation
Links
Display links in this location: .npadner local v
The following sites, domains, and OUs are linked to this GPO:
Enforced Link Enabled Path
No Yes npartner.locg
Enforced '
>
~ Link Enabled 4
Save Report...
X ply to the following groups, users, and computers:
View >

Delete
Rename -
Refresh love Properties
Help
This GPO is linked to the following WMI fitter:
| ennnas v Nn=n
Open the GPO editor
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” -> “Policies” -> “Windows Settings” -> “Security Settings” ->

“Local Policies”-> “Audit Policy.” And click on “Audit account logon events,” “Audit account management,”

“Audit logon events,” “Audit object access,” and “Audit system events,” items -> Check “Define these

policy settings”: Success,

Group Policy Ma

Uit

File Action View Help

Failure. -> Click “OK.”

&0 | AFXE = HE

=[ N-Partner Policy [WIN2019-AD-ENG
b & Computer Configuration
v || Policies
> | Software Settings
v 1 Windows Settings|
> | Name Resolution Poli
2 Scripts (Startup/Shutc
> = Deployed Printers
Iv E Security Seﬁingsl
> -4 Account Policies
v | Local Policies
3_Audit Poli
> j User Rights As
» [ Security Optio
> i Eventlog
> |4 Restricted Groups
> [ System Services
» [[4 Registry
> [ File System
> 7u Wired Network (IE
> || Windows Defende
| Network List Man
> ;_.,g Wireless Network
|| Public Key Policie
| Software Restrictic
| Application Contr
» &, IP Security Policie
» || Advanced Audit P
> ull Policy-based QoS
| Administrative Template:
| Preferences
v 4®, User Configuration
, ] Policies
| Preferences

Policy

Policy Setting

[ Audit account logon events
] Audit account management

Success, Failure|
Success, Failure

g Audit directory service access

Not Defined

] Audit logon events
L;,_“ Audit object access

Success, Failure

Success, Failure

[, Audit policy change
\z| Audit privilege use

Not Defined
Not Defined

by i king
1| Audit system events

Not
Success, Failure

Audit logon events Properties
Security Policy Setting  Explain

g'i' Audit logon events
£

—

Define these policy settings
Audit these attempts:
Success

Failure

Apply
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(6) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Event Log” ->

And click on “Maximum security log size” -> Check “Define this policy setting” -> Enter 204800 KB

Note: Please adjust the number based on the actual environment. _> Click “OK.”

_EJ Group Policy |

Management Editor

File Action View Help

e 2mXEE HE

=" N-Partner Policy [WIN2013-AD-ENG
v & Computer Configuration
v | Policies
5 || Software Settings
I'v | Windows Settingq
> | Name Resolution Poli
&) Scripts (Startup/Shutc
> = Deployed Printers

> 4 Local Policies

> |4 Restricted Groups
> [ @ System Services
> |4 Registry
> [ File System
> Fg Wired Network (IE
5 || Windows Defende
| Network List Man
> ég Wireless Network
> || Public Key Policie
5 || Software Restrictic
» || Application Contr
> &, IP Security Policie
> | Advanced Audit P
> ulli Policy-based QoS
> || Administrative Template:
5 || Preferences
v 4% User Configuration
> | Policies
> | Preferences

Policy - Policy Setting
Maximum application log size Not Defined
Maximum security log size 204800 kilobyteq

1 Maximum system log size Not Defined

[y Prevent local guests group from accessing application log Not Defined

12 Prevent local guests group from accessing security log Not Defined

L4 Prevent local guests group from accessing system log Not Defined

\s| Retain application log Not Defined

l2¢) Retain security log Not Defined

L) Retain system log Not Defined

L4 Retention method for application log Not Defined

(¢ Retention method for security log Not Defined

1y Retention method for system log Not Defined

Maximum security log size Properties

Security Policy Setting  Explain

Maximum securiy log size

%

|E Define this policy setting |

and applications.

?

Modifying this setting may affect compatibility with clients, services,

For more information, see Maximum security log size. (R823659)
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(7) Event Logs: Retention Method for Security Log

Expand folder “Computer Configuration” -> “Policies” -> “Windows Settings” -> “Security Settings” ->

“Event Log” -> Click on “Retention method for security log” -> Check “Define this policy setting”: -> And

select “Overwrite events as needed” -> Click “OK.”

| Group Policy Management Editor

Wi

File Action View Help

e | 2RIXE= HE

N-Partner Policy [WIN2019-AD-ENG

& Computer Configuration
v || Policies

> j Software Settings

[v | Windows Setting

> j Name Resolution Poli

|| Scripts (Startup/Shutc

Deployed Printers

v =h Securi

> [@ System Services
> L4 Registry
» |4 File System
> 2o/ Wired Network (IE
> || Windows Defende
| Network List Man
> Zal Wireless Network
> [] Public Key Policie
» || Software Restrictic
> || Application Contr
> ‘g IP Security Policie
> [] Advanced Audit P
> ulli Policy-based QoS
> || Administrative Template:
> [ Preferences
v % User Configuration
| Policies
> || Preferences

Policy Policy Setting

[ Maximum application log size Not Defined

l2g) Maximum security log size 204800 kilobytes

{2y Maximum system log size Not Defined

ls| Prevent local guests group from accessing application log Not Defined

l2g) Prevent local guests group from accessing security log Not Defined

L) Prevent local guests group from accessing system log Not Defined

L4 Retain application log Not Defined

(| Retain security log Not Defined

[g Retain system log Not Defined

\;| Retention method for application log Not Defined
Retention method for security log As needéd‘r

\;| Retention method for system log Not Defined

Retention method for security log Properties ? X

Security Policy Setting ~ Explain

# Retention method for security log

—

I

[B Define this policy setting|

(O Overwrite events by days
[@ Overwrite events as neededl

(O Do not overwrite events (clear log manually)

Modifying this setting may affect compatibility with clients, services,
£3% and applications.

For more information, see Retention method for security log.

(2823659)

l [ Cancel | | Aooly
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(8) Open “Windows PowerShell” on your Windows server.

&

Windows
PowerShell

(9) Enter the command below to refresh group policy.

PS C:\>

EN Administrator: Windows PowerShell - O X

Invoke-GPUpdate

Please enter your Windows server hostname in red text.

(10) Enter the command below to generate a report on Windows server group policy at the AD domain

server.

E¥ Administrator: Windows PowerShell = O X
WIN2019-ENG C: \tmp\WIN2019-ENG. html html

Please enter your Windows server hostname and the folder path including the file name in red text.
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(11) Open your report. -> Confirm your Windows server hostname. -> Apply the N-Partner Policy Group

Policy.

27 C\tmp\WIN2019-ENG.html
& NPARTNER\WIN2019-ENG % || °
Security Settings
A Policies/P 1 Pol

Policy
Enforce password history
Maximum password age
Minimum password age
Minimum password length
Password must meet complexity requirements

Store passwords using reversible encryption

Account Policies/Account Lockout Policy

Policy
Account lockout threshold

Local Policies/Audit Policy

Policy

Audit account logon events

Audit account management

Audit logon events

Audit object access

Audit system events
Network Access

Policy
Network access: Allow anonymous SID/Name translation

Setting

24 passwords remembered
42 days

1days

7 characters

Enabled

Disabled

Setting
0 invalid logen attempts

Setting

Success, Failure
Success, Failure
Success, Failure
Success, Failure

Success, Failure

Setting
Disabled

111

~ & | Search..

Winning GPO

Default Domain Policy
Default Domain Policy
Default Domain Policy
Default Domain Policy
Default Domain Policy
Default Domain Policy

Winning GPO
Default Domain Policy

Winning GPO

N-Partner Policy
N-Partner Policy
N-Partner Policy
N-Partner Policy
N-Partner Policy

Winning GPO
Default Domain Policy
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7.2 Workgroup
7.2.1 Audit Policy Settings

(1) Search for “Group Policy Object Editor”

Enter “Edit Group Policy” to search. -> Click on “Edit Group Policy” in the search results.

0 33 Filters v

Best match
|

¢, Editgroup policy
* I Control panel

£ group policyi
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(2) Local Group Policies: Audit Policies

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Local Policies” -
> “Audit Policy” -> And click on “Audit account logon events,” “Audit account management,” “Audit logon
events,” “Audit object access,” and “Audit system events,” items -> Check “Audit these attempts”:

“Success” & “Failure” -> Click “OK.”

f

ocal Group Policy Editor O

Local Group Policy Editor - Ll

File Action View Help
o7 XE = HE

= Local Computer Policy Policy & Security Setting
& _Cc?rgpft::ve_r Cc)snﬁguratlonl L. Audit account logon events Success, Failure
l) Tj V:' 3 e Seettt:nqs_l U Audit account management Success, Failure
v n s -
sy ] .|| 2y Audit directory service access No auditing
b 'j Name Resolution Policy = . "
< Scripts (Startup/Shutdo @ Audit logon events Success, Failure
X ; Deiloved Printars U, Audit object access Success, Failure
| Audit policy change No auditing
: P'a Account Policies (g Audit privilege use No auditing
¥ | & Local Policies i Audit process tracking No auditing
. —;‘i Audit Policy IE Audit system events Success, Failurel
> _g UserRights Assii
. (4 Security Options Audit logon events Properties ? X
| Windows Defender - -
| Network List Manac Local Securty Setting . Explain
> _J Public Key Policies = Audit logon events
| Software Restriction =5 |

| Application Control
> .g IP Security Policies ¢
5 || Advanced Audit Pol
> ol Policy-based QoS Audit these attempts:
| Administrative Templates [] Success
v 4% User Configuration
» || Software Settings
> || Windows Settings

[/] Failure

. Adminktiative Templates l This setting might not be enforced if other policy is configured to
L85 ovemide category level audit policy.
For more information, see Audit logon events. (R521468)
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(3) Open “Windows PowerShell.”

&

Windows
PowerShell

(4) Enter the command below to refresh group policy.

PSC:\>

EN Administrator: Windows PowerShell

PS C:\> ate /torce
Updati Y

Computer Policy update has completed successfully.

User Policy update has completed successfully.

PS (- \n
Po Esy> o
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(5) Enter the command to view group policy applied status.

PS C:\>

EN Administrator: Windows PowerShell 22 O X

and

Events
Server

Platform
r Object Access
Detailed Fi sh
smavah IS

)

DP+
RPC E
Pl

Directory
Dire

Direc /
Detailed
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7.2.2 Event Log Settings

(1) Search for “Group Policy Object Editor”

Enter “Edit Group Policy” to search. -> Click on “Edit Group Policy.

0 £03 Filters \/

ll

Best match
@ 4

!1 ‘H Event Viewer
Desktop app

Settings

=i View event logs

O Event Viewer{
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(2) Edit Security Log

Expand folder “Windows Logs.” -> And right-click on “Security.” -> And click on “Properties.”

] Event Viewer

File Action View Help
| %5 |
{2] Event Viewer (Local)

== m]

X

Security Number of events: 1,210 (!) New events available

) Custom Views
Keywords Date and Time Source EventID Task Category
=] Application Q,_ Audit Succ... 2024/4/16 AM 10:11:22 Microsoft Wi... 5156 Filtering Platf...
xm @, Audit Succ... 2024/4/16 AM 10:11:22 Microsoft Wi... 5158 Filtering Platf...
—| Setup Open Saved Log... /16 AM 10:11:22 Microsoft Wi... 5158 Filtering Platf...
| System Craate Cistormn View.. /16 AM 10:11:08 Microsoft Wi... 5156 Filtering Platf...
- ] Forward et itz i 1/16 AM 10:11:07 Microsoft Wi... 5156 Filtering Platf...
» L3 Application 1/16 AM 10:11:07 Microsoft Wi... 5158 Filtering Platf..
423 Subscriptior Clear Log... 116 AM 10:11:07 Microsoft Wi 5158 Filtering Platf...
Filter Current Log... }/16 AM 10:11:07 Microsoft Wi... 4656  File System
PraneIhes 16 AM 10:11:07 Microsoft Wi... 4658 Registry
Find " 1716 AM 10:11:07 Microsoft Wi... 4656 Registry
1/16 AM 10:11:07 Microsoft Wi... 4658 Registry
Save All Events As... PR R R e RN b
Attach a Task To this Log... indows security auditing. X
View >
Refresh
1g Platform has permitted a connection. A
Help >
JADDnCauun |n|uml¢ti0n: X
< >
< >

Displays Log properties.

(3) Configure Security Log

Enter maximum log file size: 204800 KB

Note: Please adjust the number according to the actual environment.

-> Click on “Overwrite events as needed” -> Click “OK.”

Log Properties - Security (Type: Administrative)

General
Full Name: Security
Log path: %SystemRoot %\ System32\Winevt\Logs\Security.evix
Log size: 1.07 MB(1,118,208 bytes)
Created: Wednesday, April 10, 2024 PM 07:44:35
Modified: Tuesday, April 16, 2024 AM 09:32:14
Accessed: Wednesday, April 10, 2024 PM 07:44:35

Enable logging

Maximum log size (KB ): |

When maximum event log size is reached:

I@ Overwrite events as needed (oldest events first)]

O Archive the log when full, do not overwrite events

(O Do not overwrite events ( Clear logs manually )

| Clear Log ‘

Apply
PF
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8. For Windows 2022

Windows Audit Policy Settings

Please refer to the “Audit Policy Recommendationlink provided in prefacefor detailed explanations.

¢ Below are the settings for both domain and workgroup configurations.
8.1 Domain
8.1.1 Organizational Unit Setup

(1) Click “Active Directory Users and Computers.”

&

Active Directory
Users and
Computers

(2) Add Your Organizational Unit

Right-click on your “Domain Name,” (in this example, it is “npartner.local”), select “New” and click

“Organizational Unit.”

] Active Directory Users and Computers == O X
File Action View Help

e n@ OBz B taETa%

] Active Directory Users and Com

Name Type Description

[ Builtin builtinDomain

Default container for up...

Delegate Control... <
9 nal.. Default container for do...

| Computel -
== P! Find... Default container for sec...
» 3| Domain C > ;
= % Change Domain... Default container for ma...
» || ForeignSe ) .
s B Managed Change Domain Controller... Default container for up...
5 [Z] Users Raise domain functional level...

Operations Masters...

II ﬁ ew > I Computer

All Tasks > Contact
View 5§ Group
InetOrgPerson
et : msDS-ShadowPrincipalContainer
S mslmaging-PSPs
Properties MSMQ Queue Alias
Help i 2’“ O
Printer
User
< >
Shared Folder

Create a new object...
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(3) Name Your Organizational Unit

Enter your “Organizational Unit Name,” (in this example, it is “Servers”)

Note: Please create your organizational unit name according to the actual environment.

-> and click “OK.”

New Object - Organizational Unit

7 | Createin: npartnerlocal/

Name:

|i Servers| I

Protect container from accidental deletion

Cancel Help

(4) Move Your Server to New Organizational Unit

Select your organizational unit (the example here is “Computers”) -> Right-click on the “WIN2022-ENG”

server.

Note: Please select the Windows Server host based on actual environment. -> Click “Move.”

] Active Directory Users and Computers

File Action View Help

- O X

o9 aF 48 XE2 HE|PRETER

] Active Directory Users and Com|| Name Type Description
> MR Saved Cuieries e T —
v 34 npartner.local Add to a group...
> Disable Account
___Computers|
> 2. Domain Controllers Ses ot
» || ForeignSecurityPrincipal:
> || Managed Service Accour Manage
> || Users
& Servers All Tasks >
Cut
Delete
Properties
Help
< >

Moves the current selection to another organizational unit.
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(5) Select Your Organizational Unit

Select your organization unit (the example here is “Servers”) -> Click “OK.”

Move

Move object into container:

X

Bﬁ npartner
¥~ | Builtin

| Computers
‘2| Domain Controllers

@
i
&
@

il Servers |

- ForeignSecurityPrincipals
-__| Managed Service Accounts

(6) Confirm Your Server Has Been Moved to the New Organizational Unit

Click on your organizational unit (the example here is “Servers”) to confirm that the “WIN2022-ENG”

server has been moved.

] Active Directory Users and Computers

File Action View Help

s FE BBz HE/TRETE%

] Active Directory Users and Com
> || Saved Queries
v 3 npartnerlocal
> ] Builtin
| Computers
, 2| Domain Controllers
» || ForeignSecurityPrincipals
> & Managed Service Accour
> [ Users

Name Type
I WIN2022-ENG  Computer

Description
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ot

8.1.2 Group Policy Settings

(1) Open “Group Policy Management.

-

|Group Paolic
[Management

n

(2) Select your organizational unit (the example here is “Servers”) and right-click on “Create a GPO in this

domain and Link it here..

n”

121

'Z, Group Policy Management = O X
=L File Action View Window Help - | &
= 27 08/ XE G Hm
=, Group Policy Management sServers
v A f?rest: npartner.jocal Linked Group Policy Objects ~ Group Policy Inheritance  Delegation

v 55 Domains -
v 3 npartner.local Link Order GPO Enforced Link Enabled GPO Stat
i Default Domain Policy
> 2. Domain Controllers
[ Servers)
> Lz Group |
> o WMIRIF== Link an Existing GPO...
)_ Wl Starter | Block Inheritance
> L@ Sites )
5 Group Policy h Group Policy Update...
) Group Policy R Group Policy Modeling Wizard...
New Organizational Unit
View >
New Window from Here
Delete
Rename
Refresh
Properties 2
Create a GPO in this doma Help
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(3) Name Your Group Policy Object

Enter your group policy object name (the example here is “N-Partner Policy”).

Note: Please create your group object name based on the actual environment. -> Click “Edit.”

New GPO X

Name:

ﬂN-Partner Policy|

Source Starter GPO:

pore) v]
[

(4) Edit Your Group Policy Object

Select and right-click your group policy object name (the example here is “N-Partner Policy”) and click

“Edit.”

'Z Group Policy Management = O X
'z File Action View Window Help - 8%
o= 25FE X G|
‘2 Group Policy Management N-Partner Policy
v A F?’em "p.mner'local Scope Details Settings Delegation

v 55 Domains
% Links
v 3 npartner.local ) O, ) :
&/ Default Domain Policy Display links in this location: @.\aftng’]ocal v|
> [Z] Domain Controllers The following sites, domains, and OUs are linked to this GPO:
v 3] Server
Location Enforced Link Enabled Path
> & dit... No Yes npartnerJocal
> [ WMIFilters Enforced "
) [ >
> Kl SedecGrO: v Link Enabled ‘
> L@ Sites
% Group Policy Modeling Save Report...
"% Group Policy Results o y to the following groups, users, and computers:

Open the GPO editor

New Window from Here

Delete

Rename

Refresh ve | Properties

Help
This GPO is linked to the following WMI fitter:
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” -> “Policies” -> “Windows Settings” -> “Security Settings” ->

“Local Policies”-> “Audit Policy.” And click on “Audit account logon events,” “Audit account management,”

“Audit logon events,” “Audit object access,” and “Audit system events,” items -> Check “Define these

policy settings”: Success, Failure. -> Click “OK.”

IZ] Group Policy Management Editor
File Action View Help

ez nEIXE = HE

=[ N-Partner Policy [WIN2022-AD-ENG.NF
v & Computer Configuration
~v || Policies
5 | Software Settings

> || Name Resolution Policy

| Scripts (Startup/Shutdow

v 5 Security Settings |

> - Account Policies
Local Policies

> | UserRights Assigl
j Security Options
> | Eventlog
> A& Restricted Groups
> LA System Services
> L& Registry
» 4 File System
> g/ Wired Network (IEEE
» ] Windows Defender Fi
| Network List Manage
> Zafl Wireless Network (IEE
> [ ] Public Key Policies
» || Software Restriction f
> | Application Control F
> @ IP Security Policies or
> | Advanced Audit Poli¢
> il Policy-based QoS
> || Administrative Templates: P¢
5 | Preferences
v % User Configuration
5 1 Policies
> || Preferences

Policy Policy Setting
1, Audit account logon events Success, Failure
.. Audit account management Success, Failure
_u Audit directo i Not Defined
@ Audit logon events Success, Failure |
L Audit object access Success, Failure

[ Audit policy change
lg Audit privilege use
|.¢| Audit process tracking

Not Defined
Not Defined
Not Defined

IE; Audit system events

Success, Failurel

Audit logon events Properties

Security Policy Setting  Explain

;? Audit logon events

‘ Define these policy settings

Audit these attempts:
[ Success

Failure

ol cne

?

Apply

123

A&/ N-Partner



(6) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” -> “Policies” -> “Windows Settings” -> “Security Settings” ->

“Event Log” -> And click on “Maximum security log size” -> Check “Define this policy setting” -> Enter

204800 KB

Note: Please adjust the number based on the actual environment. _> Click “OK.”

File Action View Help

o | 2EXE 2|

gement Editor

=

N-Partner Policy [WIN2022-AD-ENG.NF

F & Computer Configuration

v || Policies

> | Software Settings

|-"v T Windows §ettmgs|

> | Name Resolution Policy
cripts (Startup/Shutdow|

> E Account Policies
> £B LocaIPoIici_es

roups

> [ 4 System Services

> [3 Registry
> |4 File System

> Za/ Wired Network (IEEE

> [ Windows Defender Fi
] Network List Manage

> Gafl Wireless Network (IEE

> | Public Key Policies

> |1 Software Restriction

> [ Application

Control F

> 8, IP Security Policies or
> | Advanced Audit Poli¢

> il Policy-based Q

oS

> || Administrative Templates: P¢

> || Preferences

v ¢®, User Configuration
> | Policies
> | Preferences

~

Policy Policy Setting
4 Maximum application log size Not Defined
|@ Maximum securify log size 204800 k.iloby;tes
(] Maximum system log size Not Defined
|| Prevent local guests group from accessing application log Not Defined
[2| Prevent local guests group from accessing security log Not Defined
l2| Prevent local guests group from accessing system log Not Defined
l2¢| Retain application log Not Defined
1] Retain security log Not Defined
[y Retain system log Not Defined
|| Retention method for application log Not Defined
\s| Retention method for security log Not Defined
124 Retention method for system log Not Defined

Maximum security log size Properties

Security Policy Setting  Explain

Maximum security log size

Modifying this setting may affect compatibility with clients, services,

4% and applications.

For more information, see Maximum security log size. (3823659)
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(7) Event Logs: Retention Method for Security Log

Expand folder “Computer Configuration” -> “Policies” -> “Windows Settings” -> “Security Settings” -

“Event Log” -> Click on “Retention method for security log” -> Check “Define this policy setting”: -> And

select “Overwrite events as needed” -> Click “OK.”

=] Gro up Policy Management Editor

File Action View Help

> | Windows Defender Fi
| Network List Manage
> ;;g‘ Wireless Network (IEE
> | Public Key Policies
> | Software Restriction |
> [ | Application Control F
> .g IP Security Policies or
| Advanced Audit Polic
> " Policy-based QoS
> [ Administrative Templates: P«
5 || Preferences
v %, User Configuration
> || Policies
5 | Preferences

e
=/ N-Partner Policy [WIN2022-AD-ENG.NF| policy & Policy Setting
F—ﬁ F?mp‘ft_e' Coanuratlon] ¢ Maximum application log size Not Defined
edmlfolides T lg) Maximum security log size 204800 kilobytes
%ﬂé 2| Maximum system log size Not Defined
T e ReaToton Policy 12z Prevent local guests group from accessing application log Not Defined
N S fohactun Shykdow \s Prevent local guests group from accessing security log Not Defined
i) Prevent local guests group from accessing system log Not Defined
> 3 Account Policies \¢ Retain application log Not Defined
: \s| Retain security log Not Defined
iy Retain system log Not Defined
> (g Restricted Groups ls| Retention method for application log Not Defined
> [@ System Services E Retention method for secunty log As needed |
> [ A Registry iz| Retention method for system log Not Defined
> [4 File System
¥ -] Wired hlettvork ([EEE Retention method for security log Properties ? X

Security Policy Setting ~ Explain

? Retention method for security log
=@’

[g Define this policy setting]
(O Overwrite events by days
It_@ Overwrite events as neededl
(O Do not overwrite events (clear log manually)

. Modifying this setting may affect compatibility with clients, services,
_& and applications.
For more information, see Retention method for security log.
{Q823659)

e
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(8) Open “Windows PowerShell” on your Windows server.

Lo
Windows
PowerShell

(9) Enter the command below to refresh group policy.
PS C:\>

EX Administrator: Windows PowerShell — O X

PS C:\> Invoke-GPUpdate f WIN2822-ENG
PS C:\>

Please enter your Windows server hostname in red text.

(10) Enter the command below to generate a report on Windows server group policy at the AD domain

server.

’ EX Administrator: Windows PowerShell - O X

PS C:\> Get-GPResultantSetofPolicy WIN2822-ENG th C:\tmp\WIN2022-ENG.html

RsopMode : Logging

Namespace : \\WIN2822-ENG\Root\Rsop\NSE7835E87_F6F9_4870_ADAS_618186FB1B6C
LoggingComputer : WIN2@22-ENG

LoggingUser : NPARTNER\administrator

LoggingMode : Computer

Please enter your Windows server hostname and the folder path including the file name in red text.
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F

4 5% s el

(11) Open your report. -> Confirm your Windows server hostname. -> Apply the N-Partner Policy Group

Policy.

r

G @ File | Cytmp/WIN2022-ENG.html AR & S 15 I = - O
FS
NPARTNER\WIN2022-ENG hida
on: v V22Ul
During last computer policy refresh on 4/16/2024 PM 02:15:29
®)  NoEmor Detectad
1 A fast link was detacted More information...
| No data available:
Computer Details
hide |
General
hide
Computer name NPARTNER WIN2022-ENG
Domain npartner local
Site Default-First-Site-Name
Organizational Unit nparmear local Servers
Scarity Croup Membersh e
Component Status
show
Settings
hide

Name Value Reference GPO(z)
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8.2 Workgroup
8.2.1 Audit Policy Settings

(1) Edit Your Group Policy Object

Select “ and right-click your group policy object name (the example here is “N-Partner Policy”) and

click “Edit.”

Best match

D Edit group policy
Control panel

| © group policy]
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(2) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Local Policies”-

> “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” “Audit logon

events,” “Audit object access,” and “Audit system events,” items -> Check “Define these policy settings”:

Success, Failure. -> Click “OK.”

[ Local Group Policy Editor

=

- O
File Action View Help
o | 2@ XE =
\=[ Local Computer Policy Policy % Security Setting
lv [ C_ompft:‘t:r Cosnﬁsuratlon l .| Audit account logon events Success, Failure
— So. are ettl.n s .‘ X : g Eai
v || Windows Setting — . -
d i |, Audit directory service access No auditing
b 'j Name Resolution Policy &'A ) : — . Fail
=2 Scripts (Startup/Shutdov IL‘ = 7 °9°" YEnR St af LS
5 i Secufity Settings ;, Audft obj.ect access Success', .Fallure
TP aTcies i, Audit policy change No auditing
v 14 Local Policies [z Audit privilege use No auditing
3 _& Audit Policy 1o Audit process tracking No auditing
> & User Rights Assig| | lul Audit system events Success, Failure|
4 Security Options Audit logon events Properties ? X
| Windows Defender F
|1 Network List Manage Local Security Setting  Explain
> || Public Key Policies _ _
> || Software Restriction 4 Audt logon events
, [ ] Application Control | =
g IP Security Policies o
> || Advanced Audit Poli
> ull Policy-based QoS Audit these attempts:
» || Administrative Templates
V] Si
v % User Configuration s
> || Software Settings [ Failure
» 1 Windows Settings
» || Administrative Templates
This setting might not be enforced if other policy is configured to
i ovenmide category level audit policy.
For more information, see Audit logon events. (R921468)
[ox 1| coes || e
< > 3
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(3) Open “Windows PowerShell” on your Windows server.

&

Windows
PowerShell

(4) Enter the command below to refresh group policy.
PS C:\>

EN Administrator: Windows PowerShell - O X

130 %) N- Partner



(5) Enter the command to view group policy applied status.

EN Administrator: Windows PowerShell - O X

Setting

t Lockout

ode

| Failure

d Failure
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8.2.2 Event Log Settings

(1) Enter “Event Viewer” to search. -> Click on “Event Viewer.”

Best match

k. L Event Viewer
Al
App

£ Event Viewer]
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(2) Edit Security Log

Expand folder “Windows Logs” -> And right-click on “Security.” -> And click on “Properties.”

2] Event Viewer

File Action View Help
= 2w H

@ Event Viewer (Local)

> Custom Views
[ Windows Loas|
+| Application

> [ Application
(-4 Subscriptior

<

Security Number of events: 1,186 (!) New events available

Event ID

5152
5156
5158
5156
5158
5156
5158
5156
5158
5156
5158

carc

Task Category

Filtering Platf...
Filtering Platf...
Filtering Platf...
Filtering Platf...
Filtering Platf...
Filtering Platf...
Filtering Platf...
Filtering Platf...
Filtering Platf...
Filtering Platf...
Filtering Platf...

=T P [ YT

Keywords Date and Time Source
a Audit Failure 2024/4/16 AM 10:29:20 Microsoft Wi...
Q,, Audit Succ... 2024/4/16 AM 10:29:20 Microsoft Wi...
Open Saved Log... 4/16 AM 10:29:20 Microsoft Wi...
Create Custom View... 4/16 AM 10:29:19 Microsoft Wi...
Import Cuustom View.: 4/16 AM 10:29:19 Microsoft Wi...
4/16 AM 10:29:19 Microsoft Wi...
Clear Leg... 4/16 AM 10:29:19 Microsoft Wi...
Filter Current Log... 4/16 AM 10:29:16 Microsoft Wi...
] /16 AM 10:29:16 Microsoft Wi...
A /16 AM 10:29:16 Microsoft Wi...
4/16 AM 10:29:16 Microsoft Wi...
Save All Events As... Rz sl Re
Attach a Task To this Log... findows security auditing.
View >
Refresh
ng Platform has blocked a packet.
Help >

JADDIIcation Intormation:

<

Displays Log properties.
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(3) Configure Security Log
Enter maximum log file size: 204800 KB

Note: Please adjust the number according to the actual environment.

-> Click on “Overwrite events as needed” -> Click “OK.”

Log Properties - Security (Type: Administrative) X
General

Full Name: Security

Log path: %SystemRoot%\System32\Winevt\Logs\Security.evix

Log size: 1.07 MB(1,118,208 bytes)

Created: Wednesday, April 10, 2024 PM 07:44:35

Modified: Tuesday, April 16, 2024 AM 09:32:14

Accessed: Wednesday, April 10, 2024 PM 07:44:35

Enable logging

Maximum log size ( KB ): [ 20480012
L |

When maximum event log size is reached:

@ QOverwrite events as needed (oldest events first)

(O Archive the log when full, do not overwrite events

(O Do not overwrite events ( Clear logs manually )

Clesrlog
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9. N-Reporter
(1) Add a Windows Server Device:

Click “Device” -> “Device Treeview” -> And click “Add.”

©

N-Clouoc 7

@'ﬁ admin (Global) v [E) +ome / Device / Device Treeview

— & Device Treeview
Event

Search NEEl Q Start Query -B u a
Report

Analysis

Operation : Domain

* N-Robot (M Global
Offline Report Center (M Global
@ Dashboard (€@ Global
= - (@ Global
== Device
(@ Global
Device Treeview
@ m Global
Device Management
; (@ Global
Device Additional Setting
Alert Template (£@W Global
Device Abnormal Alert (Z 1 Global
Config Comparison Z M@ Global
User Defined Format
(@ Global

Performance Monitoring

Q System

il User Manual

Copyright © 2009 N-Partner. All rights reserved.
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(2) Set the Device Type for your Windows Server Device:
Click “Application / DB / OS / Server,” then click “Guided Mode.”

Device Type

Switch / Router

m A swiich Is a network hardware

HITLWUIR HiGQiuWwal ©

Application / DB / OS / Server

Host type, providing specific se

Firewall / IPS / Load Balancer / NAC/UTM/
WAF / Wireless

NETWOrK security reiated ..

N-Cloud / N-Reporter / N-Probe

N-Probe can coliect traffic at a ratio

Auto / More / User Defined Format

Customization and other equipm

Expert Mode Guided Mode 1 Cancel
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(3) Enter your device name and IP. Select “Windows or Windows (Raw)” for “Syslog Data Type.” -> And

click “Next.”

Basic Setting

Machine Name *

[[ Win2022 ENG 192.168.14.84

==

u 192.168.14.84

Domain *

Global

Syslog Data Type © ¥

‘ Windows "

User Defined Syslog Format ©

SNMP Model ©

Please select ...

Web Monitor &

D Activate Page Monitoring

[rows | v | R
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Click “Next.”

SNMP Setting

SNMP IP

Version

V2C

Read Community

public

Write Community

SNMP Timeout(sec)

S5

Encoding

UTF-8

Device (Interface and Partition) Searched Timeout (Sec)

120

SNMP V3

Lo | o |
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Click “Next.”

Syslog Setting

Facility &

Encoding

UTF-8

Syslog Normalized Data Retention Days (Max) &

Raw Data Kept and Replied
|:| Raw Data Kept

|:| Raw data format is adopted while Syslog relaying is activated in Threshold Report.

|:| The source |IP will be kept in normalized data relaying

Cancel
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Click “Next.”

Alert Template

ICMP Alert Template

Please select ...

Device Alert Template

Please select ..

Process Alert Template

Please select .

User Defined OID Template

NTP Template

Please select ...

Monitor and Connection Test
Alert Notification Setting

Alert Detail Configuration

[ | ot | R
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Click “Next.”

Other

Device lcon W

Host

Latitude and Longitude

atitude, longitude

Receive Status
@ Activated O Disabled

Device Sharing ©
D Device Sharing

= -
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10. Troubleshooting
10.1 Invoke-GPUpdate Error

(1) On AD Domain server -> Run “Invoke-GPUpdate” to update Windows Server Group Policies, but an

error message appears.

E¥ Administrator: Windows PowerShell

PS C:\> Invoke-GPUpdate t WIN2022-ENG

(2) Open “Windows PowerShell” on Windows Server.

La

Windows
PowerShell

(3) Enter the command below to check the Windows Firewall rules for “WMI-WINMGMT-In-TCP, vm-

monitoring-rpc, and MSDTC-RPCSS-In-TCP.”

PS C:\>

EN Administrator: Windows PowerShell

-NetF 1Ru
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(4) Enter the command below to check the Windows Firewall rules for “WMI-WINMGMT-In-TCP, vm-

monitoring-rpc, and MSDTC-RPCSS-In-TCP.

PS C:\>

EN Administrator: Windows PowerShell — O X

(5) Enter the command below to view the Windows Firewall rules for “WMI-WINMGMT-In-TCP, vm-

monitoring-rpc, and MSDTC-RPCSS-In-TCP.”

EN Administrator: Windows PowerShell - O X

| Select-Object MName, Dis

(6) On the AD Domain server -> Enter the command below to update Windows Server Group Policies.

PS C:\>

EN Administrator: Windows PowerShell - Od X

PS C:\> Invoke-GPUpdate t WIN2822-ENG
PS C:\> o

Please enter your Windows Server server name in the red text.
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10.2 NXLog Installation Issues

(1) Installing NXLog (3.2.2329) and click “OK” after the system shows “Installation directory must be on a

local hard drive.”

i NELog-CE Setup =0 =]
Destination Folder
Click. Mext to install to the defaulk Folder or click Change ko choose another.
Install MxLog-CE bo:

i WELog-CE Setup x|

IC:'I,F‘ru:ugr

@ Installation directory must be on a local hard drive,
Change

Back I (= I Zancel

(2) To install a previous version of NXLog:

Click “nxlog-ce-3.2.2329.msi” -> Check “I accept the terms in the License Agreement” -> And click “Install”

and then “Finish.”

Please read the NXLOG-

NXLOG PUBLIC LICENSE
v1.0

1. DEFINITIONS
“Ticense” shall mean version 1.0 of the
NHELOG PUBLIC LICENZE, 1.&. the
terms and conditions zet forth m this
document;

“Software” shall mean the source code and
abiart reda Frmen all annsciated maedia LI

v I accepk the terms in the License Agreement:
Cancel |
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{ Tel : +886%4-23752865 Fax : +886-4-23757458
Sales Information : sales@npartner.com
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