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1 NXLog

1.1 NXLog &%

(1) T& NXLog CE(Community Edition
BUEASLE https://nxlog.co/products/nxlog-community-edition/download

TE AU ERFTAR nxlog-ce-x.x.xxxx.msi - &4l nxlog-ce-3.0.2272.msi

Windows x386-64 nxlog-ce-3.2.2329.msi

T BHZE ME NXLog 32bit R4S - FFEARKIEE -

pall]g

(2) R NXLog
<2.1>  Windows 2008 I} 2 &R AR 1EZE £ 4t
252 [nxlog-ce-3.2.2329.msi] -> ¥ [Next ].

il NXLog-CE Setup P sl

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will install NXLog-CE on your computer,
Click. Mext to continue or Cancel to exit the Setup Wizard,

Bach I! ek ! Cancel |

iy
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https://nxlog.co/products/nxlog-community-edition/download

-> Z)#E [l accept the terms in the License Agreement], 3% [Next] .

{i& NXLog-CE Setup [_ Ol %]
End-User License Agreement 2
Please read the Foliowing license agreement carefully ;
NXLOG PUBLIC LICENSE v1.0 :‘:I

1. DEFINITIONS
“License” shall mean version 1.0 of the WXLOG PUELIC
LICENSE, i.e. the terms and conditions set forth in this document;
“Software” shall mean the source code and object code form, all
associated media, pnnted matenals, and "online” or electronic
documentation. All such software and matenals are referred to LI

F I accept the terms in the License Agreement

Prink | Badk | Cancel |

-> 12 [Next]. (FERRZEEIES C:\Program Files\nxlog\)

i NXLog-CE Setup [_[O[=]
Destination Folder .
Click Mext to install to the default folder or cick Change to choose another,

Install MiLog-CE to:

|C:'I.F'rl:u;ram Files\rxlog)

Change, ., |

=
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-> 1% [Install].

it NXLog-CE Setup [_[=lx=]

Ready to install N¥Log-CE @

Click Install ko begin the installation. Chick Back bo review or chanoe any of wour
installation settings. Click Cancel bo exit the wizard.,

Back |I Install ! Cancel |

-> 1% [Finish].

i NXLog-CE Setup [_ =]

Completed the NXLog-CE Setup Wizard

Click the Finish button bo exit the Setup Wizard,

[~ Open README . txt to read important installation nokes

Bac |! Finish !! izancel

MV N-Partner
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<2.2> Windows 2003
ZHZ [nxlog-ce-3.2.2329.msi] -> ## [Install] £/ [Finish].

15 MXLog-CE Setup — X

Ready to install NXLog-CE @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

<2.3> Windows 2000

it‘

¥
[+« %,

AIE NXLog CE EMR#EHE https://sourceforge.net/projects/nxlog-ce/ , 22k [See All Activity], F& NXLOG CE

& Windows2000 RS nxlog-ce-2.8.1248.msi.

252 [nxlog-ce-2.8.1248.msi] -> )% [l accept the terms in the License Agreement] -> #% [Install] £/ [Finish].

NXLOG PUBLIC LICENSE

v1.0

1. DEFINITIONS
“License” shall mean version 1.0 of the
NXLOG PUBLIC LICENSE, ie. the
terms and condihons set forth in this
document;
“Software” shall mean the source code and

5 a s -
abiant pada Farn all assaniatad saadia ..J
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1.2 NXLog s&EE T &
1.2.1 Windows 2003 3 ZRIhR A 1EE 24

(1) FRE [aARIRRFTT]

(2) RIBEFTKEZETE NXLog Windows IIS 2 EEEIEZE Windows %4t NXLog % E1E -
<21> GEMAEMRTERE:

NEjE4S ¢ http://www.npartnertech.com/download/tech/nxlog_WinIIS.conf

<2.2> K48 Cookie B EE:

N&E3#4S © http://www.npartnertech.com/download/tech/nxlog_WinIIS_no_cookie.conf
REFTEEMRERERIES

PS C:\> copy "C:\nxlog WinIIS.conf" "C:\ \nxlog\conf\nxlog.conf" /y

R4k Cookie B EEES

PS C:\> copy "C:\nxlog WinIIS_no_cookie.conf" "C:\ \nxlog\conf\nxlog.conf" /y

o R BRI

E[TEH*TE‘* "

A HEBIZ 64 UTTIFERR - BFERFE 32 I7s - ALBXFEMMBHRAFERE 'C: \Program Files (x86)

\nxlog\conf\nxlog.conf'

Fal ey


http://www.npartnertech.com/download/tech/nxlog_WinIIS.conf
http://www.npartnertech.com/download/tech/nxlog_WinIIS_no_cookie.conf

1.2.2 Windows 2008 = Z Z R A {EE % 4

(1) FERL [Windows PowerShell]

(o

Windows
PowerShell

)

(2) KIBFEKEZETE NXLog Windows IIS ;R EE i B2 Windows %4t NXLog R EHE -

<21> EHEMBEMRESE:

NE3E4E © http://www.npartnertech.com/download/tech/nxlog WinIIS.conf

<2.2> R4 8% Cookie B EE:

N&3#4S © http://www.npartnertech.com/download/tech/nxlog_WinIIS_no_cookie.conf

A EMRERERES:
PS C:\> Invoke-WebRequest -Uri[ http://www.npartnertech.com/download/tech/nxlog_
-OutFile 'C:\

PS C:\> Invoke-WebRequest -Uri
-OutFile 'C:\

E¥ =581E8 Windows PowerShell

R HEHIZ 64 UTIEERR - BIFFRAAZ 32 i - AABXFEMNBMLL FE&RE 'C: \Program Files (x86)

\nxlog\conf\nxlog.conf'

=) N-Partner


http://www.npartnertech.com/download/tech/nxlog_WinIIS.conf
http://www.npartnertech.com/download/tech/nxlog_WinIIS_no_cookie.conf
http://www.npartnertech.com/download/tech/nxlog_WinDNS.conf
http://www.npartnertech.com/download/tech/nxlog_WinDNS.conf
http://www.npartnertech.com/download/tech/nxlog_WinDNS.conf

1.3 NXLog & E1E

1.3.1 ECERFFBAEMREE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define IISpath C:\inetpub\logs\LogFiles

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR %R00T%\data

define LOGFILE %LOGDIR)%\nxlog.log
LogFile }%LOGFILE}

Moduledir %RO00T%\modules
CacheDir %R00T%\data
Pidfile %RO0T%\data\nxlog.pid

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Microsoft IIS(Internet Information Server) log file use the following:
<Input in_iilog>

Module im_file

File '%IISPath¥%\u_exx*.log'

SavePos TRUE

ReadFromLast TRUE

Recursive TRUE
</Input>

<0utput out_iislog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 22;
Exec $raw_event = "IIS [Infol: " + $raw_event ;
Exec to_syslog_bsd();
</0Output>

<Route dnslog>
Path in_iislog => out_iislog
</Route>

EBXFEMIFER A N-Reporter 4% IP address

define NCloud 192.168.8.4

AXHHRAIRIES 64bit (FERR - BIFEZRIRIZS 32bit FARLUTRE

define ROOT C:\Program Files (x86)\nxlog

EBXFEHOBREA IS BE

define IISpath C:\inetpub\logs\LogFiles

ENREEABTER nENiE BERKER 1. FREBNBER FIBEESR () - 2. ®REHEREUTF-8” LI wmisiE
RIS RTF A IE R R -

EEEZE(N): | nxlog.conf

BEs% SBEE(E): |ANSI ~ =E(S) B

al Ll



1.3.2 R4 &E Cookie EilREE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define IISpath C:\inetpub\logs\LogFiles
define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR %R00T%\data

define LOGFILE %LOGDIR)%\nxlog.log
LogFile }%LOGFILE}

Moduledir %RO0O0T%\modules
CacheDir %R0O0T%\data
Pidfile %RO0T%\data\nxlog.pid

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Microsoft IIS(Internet Information Server) log file use the following:
<Input in_iilog>

Module im_file

File '%IISPath¥%\u_ex*.log'

SavePos TRUE

ReadFromLast TRUE

Recursive TRUE
</Input>

<0utput out_iislog>
Module om_udp
Host %NCloud¥%
Port 514
Exec $SyslogFacilityValue = 22;
Exec $raw_event = "IIS [no_cookie]: " + $raw_event ;
Exec to_syslog_bsd();
</0Output>

<Route dnslog>
Path in_iislog => out_iislog
</Route>

EBXFEMIFER A N-Reporter 4% IP address

A RBIBER 64bit (FEERA - EEEZABER 32bit ARRU TRE

define ROOT C:\Program Files (x86)\nxlog

EBXFEHOBEA IS BE

define IISpath C:\inetpub\logs\LogFiles

ENREEABTER nENE BERKER 1. FREEBNBER FIBRESR () - 2. ®RBHEREUTF-8” LI misiE
RSP IRTF A IE R R -

EEEZE(N): | nxlog.conf

Ert EE(E): [ANSI ~ ZE(ES) ik}

Unicode

Unicode big endian
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1.4 NXLog EXENARFS

1.4.1 Windows 2003 = ZRIRAK{EE 2 4

(1) R [@<R~FIT]

Chv_

(2) FRYEh NXLog AR¥SFIHEEE NXLog REHRAR

PS C:\>net start nxlog
PS C:\> type "C:\Program Files\nxlog\data\nxlog.log"

o | W m R TOL
C:srnet r‘1:&!11'-1: nxlug

C:x2>type "C:sProgram Filessnxlogsdatasnxlog.log''
20280-B6-8? 189:-10:-88 INFO nxlog-—ce—2.10.2158 started

(3) FARK [AR¥5] ThEE

PS C:\> Services.msc

¢ | i B T L

al Ll
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(4) BARY NXLog FRIZAE
12 [NXLog] -> B 25358 [925)

“ BB =] E3

ERD ®TL BAY HEO |
.""|IIE @ » e 0w

axlog 2% [k [k | EEMERY | B85 |4
‘@ Network DDEDSDM  SREE... A EEEERTS

EENIRTS g Network Location Awa... USRI, DEE Fi#h AT
%H&Mmk Prmrimumng . TEdEE

R

This service is responsible for running the L :

N¥Log agent See www mdog co. el and ... SN = i R
%Plug and Play EHE. CE® 88 FERT
& Portable Media Serial N... Retrieve .. Fa THFE |

\ it (EE/

(5) [—#R] EE -> R ; RENEE: [BEh)

NXLog A% (FIBHLE) 7]

—%  lgA | eiE | e
RSEH mdog

mranw: Niloz

st D) Thas sepvace 12 responable for nonnmg the NXLog .«
WE0) ‘azent. See wyw dog co. —I

=
EVTHRFRTERSTE®H):

"C\Program Files (86 vedogindog exe” -¢ "C:\Program Files (x86)wdog

EBELE: |[EE -

ARFEARRE: E &
s | ek | EeE EEE
LS I B IR RS e -

2 ) |

&y
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(6) [MB1E] EE -> R ; F—RKMET: MBZRKMIG: MEEXRMIS: [EMRENR] -> & [BE]

NXLog A% (%A 7[X]
— |2 | BE  |ume]
PSRBT AN » BIEHIRTAEE -
BRI E): |E#EHIRS |5
BT REREE): EX ~|
BRI (U): |EH SRS =]
EEERMET#MN Q) o Ezie
BEHBEHRH O T sz
BT
T2 )
| aEe. |
RIS (O |
T ASEREt @bl £ 5136 E (fail=%1 %) (E)
EEFESTEER. |
e | =AW |

. A&V N-Partner



1.4.2 Windows 2008 = Z Z IR A {EE % 4

(1) FERL [Windows PowerShell]

o
Windows
PowerShell

(2) E#REIEN NXLog iRF5 - ##ZE NXLog ARF5FNTERE NXLog iR A IHRR

PS C:\> Restart-Service -Name nxlog
PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType
PS C:\> Get-Content 'C:\ nxlog\data\nxlog.log'

PS C:-“\> Hestart—Service nxlog
PS C:=N2> Get—Service nxlog | Select—0Object Hame .Status . StartType

nxlog Running Automatic

PS C:=5> Get—Content
2022-A3-88 16:43:19 INF0O nxlog-—ce-3.8.2272 started
PS5 G~

RIHEEHIZ NXLog 64bit M - =2 NXLog 32bit hRA + AL FEMURB A FERE 'C:\Program Files

(x86) \nxlog\conf\nxlog.conf'

(3) FARK [AR¥5] ThAE

PS C:\> Services.msc

) Partner
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(4) FARI NXLog FRIZEAR
IEIE [NXLog] -> | 283 (A

& BE - o X
RO BEA WEV) BEE
e w0z @m »eaun

o
NXLog 2% : i CL S T EARS A
EhNetwork Location Awareness WSE@Z. 0TF =58 Network Service
E-'-EE,_:E gﬂﬁ @Nehunrk Setup Service TEEST.. FEN(BRE. Local System
S . e - T
rurll:lf:;“ﬂc]: :Dr(e]’.sgg:ze:t g(ee '-;SlﬂpenSSH Authentication Agent Agentto h... CEE Local System
www.mdog.co. @Gpﬁmize drives HEEEEL F&h Local System .

Ee =E/

(5) [—#%] HE -> W% ; RIENEE: (B8 (EERIE)

NXLog A= (X REE) >

—& |BA ®F Hfe

EEEE nxlog
ETEE: NXLog
Hit This service is responsible for running the NXLog

agent. See www.nxlog.co.

W

EUTERERE
"CA\Program Files\nxlog\nxlog.exe" -c "C\Program Files\nxlog\confinxlog

EEEI(E): B8 (ZEE) Vl

EERE nTs
B9(S) FLEM EEG) 28R

oL EEEEEnaRERAEEENEE

EXBh IV

[ == | = LT

Y N-Partner
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(6) [BIR] EE -> R ; F—RKMET: MBI RKMIG: MEEXMIS: [EMRENR] -> & [BE]

NXLog A% (T REH)
-% BA | ®F |mGe
ERLEESRROEEEE - E
E—RERBE: EFEOER vl
ETREHBO) EFEDER v
EEEHEBU): EFROEE v|
SETHEREERERHEO): =
S THAREEERLORBV) I
OassEssSne rHrsRgsE - EWENEDNEEAR)..
nTEx
BEP)
2EE).
w7 HISRI(C)
BExRstHRNSIe<SER (fail=%1%)(E)
[ == B L

X

15
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2 Windows 2000

(1) FR [<LRRFTT]

PS C:\> mkdir C:\Inetpub\logs\LogFiles
PS C:\> dir C:\Inetpub\logs

C:\.Inet_puh log=
iR ¢ PHIEEREERE -
R EFYE: FCC1-ACLE

H#f: C:\Inetpub:logs
2021-88,25 11:41a {DIR>

20218825 11:41a <DIR>
2021 8825 _ <DIR>

(3) FARY [Internet BRIZEIRE

16
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(4) 7E [Web IH8] LIRBEARE > BiE [AB]

..sE Internet Information Services _-_ID.I EI
| st #R® ||« ~ | B@m B2 (8] = |
ik B i | T |
@i}_gtmt Information Services! B *win2000 2 TCPAP
= B3 *win2000
e HEEED FIP kG
+ o
* S TRLTE Web uh
# & WER SMTP HERE
& BB NNTP ERH  men
T
=ik
ge
Wigan ’
FAEIEK *
R (D)
EFREED
HAE !
—I < | LI
A EmEENATE - | |

17
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(5) [#A0k]) EHE: QE [FYARR] -> ERAPAYHFEUEE [W3C Extended Log File Format] -> 1% [N 5]

HEHD Web i65 AT 20 x|
S2EF | HITPEEE | BETeAR | (AARSSMERIER
Birs | e | SAPIEEES | xEs | =i
— Web S5 i RIRE
LTS [TRER Web 3E&
IP {4k Q- EZ353) > ERD.. |

TCP SERELE (T): |EU SSL SEIER L) |

Pt

~ EHEENW
C BE: | 1,000 548

SESRRRRAND: | 000 #
v B&R HTTP BSEIER ©

—ﬁv BRiRE I

WaC Extended Lo 2 File Format

ATE..

|EEIHS[‘{H

/L

ied

(6) [—HAR] El: BAFENRE [B8/5] > & FERFHIISERERGR] > HifEERmA

C:\Inetpub\logs\LogFiles -> 1% [f#E]

B ILERAT

—RAT | BENE |
- % Bt

- ®AD
C EmaD
c BAW
C SRBABEANO
C EBRADDED

|1_‘:J 3_ ME
|V SERFiteEEEaRSED |
= }:
||C:\Imtpub'\logs'\LngFile3 AE®
Bt &8  W3SVClexyymmddhhlog
wE | =A@ | He |

18
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(7) IBEXRAD) EME. EFCHEEDE [HE (date)] ~ [I5E (time)] - [BFE % IP ik (c-ip)] * [[EHA&E B (cs-
username)] * [AR 7 & 1§ (s-sitename)] - [fE AR 28 & 8 (s-computername)] * [fA AR 28 IP il it (s-ip)] * [fRI AR 28 i&E
%18 (s-port)] * [/53% (cs-method)] * [URI £ 52 (cs-uri-stem)] * [URI & (cs-uri-query)] * [l 17 E ik && (sc-
status)] - [ & 17 & F ik 88 (sc-substatus)] * [Win32 #X #& (sc-win32-status)] * [ % il 7T 4 (sc-bytes)] * [#%
U1 ;o4 (cs-bytes)] ~ [{EE 5 (time-taken)] - [3B&N 177 E AR & (cs-version)] * [ 1 (cs-host)] * [fE A & L8
(cs(User-Agent))] ~ [Cookie(cs(Cookie))] * [#EZE (cs(Referer))] -> & [ER]

BWRILHEAT x|

—mAE| MEAT I]

-~ WEEERIETH

v BER (date ) El
BERE (time )
AR
v B IP (Ut (c-ip)
W EREEE (csusername )
v AT & ( s-utename )
| (EAREEEH (s-compulemame )
v {E1AR 38 IP Uk (s1p)
i) {E1AR 883 ER (sport)
W Fi&E (comethod )
v URT $H3#4R ( couri-stem )
v UR] B8 (cs-uni-query )
v EERIRTEARE (sc-status )
w| Win32 488 ( s-win?2-status )
vl EEE‘JT“J‘:SFE { so-bytes )
v W EIEATTHR (cobytes)
| TEERRHRE ( tme-taken )
v SRERIRTERRA (csversion)
W ¢ (cs-host)
| B EHIRIEE (co(User-Agent))
- [w| Cookie (cs(Cookie) )
| B E (cs(Referer)) -]

[ ®mE | H?ﬂl#ﬁi@“ 5E |

(8) HE&R [C:\Inetpub\logs\LogFiles\W3SVC1] Ei}% IIS log #3%: ex*.log

38 =10l x|
| GRE ®HE WAD HHAFE IAD HHE [ = |
| wt-H - = Lf:x\@,fm EeR Pus | E X o B
B2 3] B Tnetpubioz: LogFiles\ W 25V C ~| PBE
T e NET W Y KEEL [

—

H - () ex21082514 Jog 2KB 3CFXMH 2021825 F 4 02:26
W3svCl

%ﬁﬂﬂ—fﬂlﬁ BTN

SR
BT -
1 B 105KB S #avEg Yy

. &Y N-Partner



3 Windows 2003

(1) FR [<LRRFTT]

C:h__

(2) #A1E IS LogFiles Bl FHEED IS LogFiles Eid 3
PS C:\> mkdir C:\Inetpub\logs\LogFiles
PS C:\> dir C:\Inetpub\logs
Microsoft Windows [EF X
2R 1985-28083 Microsoft Corp °
C=>Documents and Settings“™Administrator>mkdir C:sinetpub™logs“LogFiles

C=~Documents and Settings™Administrator>dir C:sinetpubslogs

C:ndinetpubslogs E@

20198327 T~ B2:12 <DIR>

2019-83/,27 [~ 82:12 <DIR> .-

20198327 T4~ #2:12 <DIR> LogFiles
o {EtE 8 {i

3 {EEH4f 81.343.418.368

C:sDocuments and Settings“Administrator’_

(3) FRI [AERMEEEMRT (1S) EEE]

20
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(4) 7E [IS Server] HIZBEAR > BE [T

I BEREEIERS (115) 825 HM=] E3
© RO HTW BRO #EW HEO =18 x|
= AE TR @@ 8 > =m0
-F SR R e RO 2 |
TINZ002 (A f ) [ _J L
ERR L ERO.. . WEERRE
B i cPERIER D) L
_ EEREEY  amem
FEan »
FETHEK »
HAEW b
BB RIS ()
BEWUBE
BEHHEEL)..
ARNHENEEEEATHE SR |

21
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(5) ZE [MihECiRFA UTF-8 R4RHER] -> & T [FERE]

WINZ003 (F{EEE) AT

R ERIRT |

1 ERERE Metabas tRER QD
FLEFADTE 11S BA1TR% + 483K 115 Metabase TH7EAE -

~UTF-8 iCik
FLEF IS {EF UTF-8 IR A EFEFBRAAR A L8 8E -

[V #@isicas UTF-8 FAREE(H) |

HH

MIME &Y

1S RIBREIE & E B MIME 18
HiEU R - SR EpE MME RN |
ZEHE R + 5% MIME 2] -

BUiH ERW A

(6) T [HERE]

s €85

2)

S EEE AR AV CRFHATRE IS EHRE#HHTEN -
T RIS 15 187

22
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(7) 7 [#80h] LIRBEAR > BE AT

' BESEAIES (11S) E25 =] E3
T BRE HiTQ ®RO RAEW HEO JRETES|
&~ | AR TR @®E|(Z > "0
€, AEEEETRR T [R5 [ 4keE
=0 WIN2003 ({4 ERE) HEaAIS 1 MiTP
w ) EAEARE
W HE. e »
FETEK »
W »
st sERE D
BHEEE
EEHEEQL)..
4] | i
AR iE RN G HE SR - |

(8) [48Df] HE: Wi [RIARIR] -> RARKIRENERE [W3C IRRRBJERER] > &T [AB]

#h AT Kl Ed
_ BigET T | HTTP #2ER | SR IRT5

8is s | APIEEES | FBs: | i

G

e EA(E) |

IP {ar k(D) |.;-‘£_-;-_35."-F_.

TCP SEfELE(T) | SS1 SEIELE (L) |

IR

SEARMEFESREQD: | 120 #

v B HTTP BsEIER O

—I!v EFH?EE!!‘.EJl

MAMRHERN).

LES e e x LAED.

EHH ()

&HEA

23
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(9) [—HR] EE : ECHRHEREE [B8/\15]-> AE [FERXMISE/EEGB]-> iRtz BiRmA
C:\Inetpub\logs\LogFiles -> & T [EM]

= i

]
& BImD
- ®BAD
C EEW
C BAM
O RERSERA D)
O EEEAEIE):

|20 = ME

Vv EERFERAERGRD |
iLERE IR L)

CAlnetpublogs\LogFiles AE@). |
Heid E2% 6 W2SVCHexonmumddhh log

M7 N-Partner
24



(10) [EPE) EH.. BT iR EIE A E [HHE (date)] - [ (time)] - [ B & IP L il (c-ip)]  [EH &R (cs-
username)] * [BR 75 & 1§ (s-sitename)] - [fa3] AR 28 =2 18 (s-computername)] - [fE AR 28 IP {1k (s-ip)] - [f2) AR 28
E IR (s-port)] * [5 % (cs-method)] * [URI E£ 52 (cs-uri-stem)] * [URI &8 (cs-uri-query)] * [ i 17 T #K 88
(sc-status)] - [Bi 1 E F AR &E (sc-substatus)] - [Win32 Ak & (sc-win32-status)] - [Ei#: It 4H (sc-bytes)] -
[IZUZAITT4B (cs-bytes)] * [TEE A (time-taken)] - [ ERZE (cs-version)]  [E# (cs-host)] * [ERER
¥ (cs(User-Agent))] * [Cookie(cs(Cookie))] * [#EZE (cs(Referer))] -> & [EE]

iLHATE [ |
—
W ETEE:
|U" Elﬂ l:d&te_:l -
v BERE (time )
BEAT
v B IF 4t (c-ip)
v IEREEE (csvsemame )
w| IRT5 AT ( s-sitename )
v EREE&# (s-computername )
w| 1510R 35 IP {ihl (sip)
v| (AR S5 EELE (s-port)
v i (cemethod ) —
v URI 8@ (csun-stem)
w| URI 50 ( csur-query)
v RERIRTEARRE [ sc-status)
v SEERRE TARE ( sc-substatus )
v Win32 RRE ( sc-wind2-status)
v PERYATCHE (sc-bytes)
v FEWEIATTH (csbyvies)
v TE BB ( time-taken )
v BEARTER A (cs-version )
v ¥ (ce-host)
v SR (cs(User-Lgent) )
w| Cookie (cs(Cookie) )
v HEEE (caReferer) ) ]

(1) & [2E] A [E]

THIFEEADES "LogFile TruncateSize” ATE * SSEATECERTHENE
BIE « Shhe T HENEE i A EE R A S ERDRIRS -

FRIRSC):
THERHIHE S
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(12) &2 [C:\Inetpub\logs\LogFiles\W3SVC1] Eil3 IIS log 152E: ex*.log

% C-\lnetpubllogs\LogFiles\W3SYC1 M= E3
RO @%O #HO HO8EQ TED HEO | A
Q" -O- 7|, m8 manx | s J X 9| @
C AlnetpubllogsilogFiles\ W3SV C L ~| B BE
I P [ [k R (B |
(D & = [ u_ex19080617 log 6KB ACFACH 201986 FTH05:38 A
= L) HA
= Y #EE
= e FEMEER C)
# | Documents and Settngs
B I Inetpub
) AdminScnpts i
B logs
= ) LogFiles
i W3SVCl
) wwwmot
| Program Files .:I
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4 Windows 2008

(1) %% IS Advanced Logging]

. BEFETNH 1IS Advanced Logging e, FHEBEMEER -

2528 [AdvancedLogging_amd64_zh-TW.msi] -> A& [HESEHRESH] > 2 [ZF] 3 8]

{2 IIS Advanced Logging 1.0 %3 o]
Micrasoft p .
Internet PN 11S Advanced Logging 1.0 BFESE
II Information
Services

MICROSOFT #xi i ¥ A BTHE X

1IS ADVANCED LOGGING 1.0 2> MICROSOFT
WINDOWS OPERATING SYSTEMS

Microsoft (4 7] (SEHRREER - 0 SAFRE
(ERTHETE) FiE RAFEAFEWNER -

= BRFRE Microsoft Windows Operating
Systems §U88 GB 4 BWIEAZ808) ( (80

#2) ) ZEHEE AEAsEWES . &
FIFrSRARERERIE » AT {50 A3 e iE

o o T Ema e . 1 7

[ BEEEhERaRA |
FiEne) | =0 R

(2) FARA [Internet Information Services (IIS) EE&H]
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(3) #EIE [US Server] -> BHEE [FCER]]

™ Internet Information Services (I1S) RS

&G o) (% ws »

=
[ R *

WEE W) HBEHE)

e
e il |8

=€ mmmmm'
I

- £
moa s

ci! WIN20OR B E

EREE: - EEG) - GEEEEne |

= i% A
Advanced  HTTP Em! MIME 2834 If’Fg.ﬂi! {FIRRER SR

Logging
-
P-4 o &
Iﬂﬂgﬁﬁ job ety 19EH

REERES

< | »

(4) RHE [IFH]

[ hwig | e

"'E Internet Information Services (11S) W&

RAERThEE

ERERS
ERhEEh
Lt ul

fEik

WIREREAEE
s &
W4T NET Framework BR#

© s
M

13

[

qi:f

@_E) [ 83 » wivaooe »

WRE WRY BHEH

@--l7 e
0y pEbEFE
= €5 WIN2008 (WIN200B\Ady
L) EREAER
# el WE

Q; £

SEThREETFAACERE 118 A R A L iRip E RS -
{ETFIREARIRL—ERFE0)

pea

iR

M)

LES 'l TRTUR 5 |
BT

ﬁmmmvemmumbmoﬂs

ERTS(E):

UTF-8 -

Era ]
18R 115 RS RR T SR AT -

& PHEC)
[Ere =]

C RN LR (LT E):

© TERUICFEN

v (R e aER S & )

AEE)... |

IH7E: Tocalhost' applicationHost config

| | N BT e =
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(5) HEREHEHCFR

"?Inlernet Information Services (IIS) 85

G [ W @ e

WEE WEY WEH

@-idl” 18 & o= ) =

G M2t 2 BUH
5 & WiNaoos (WiNaogg | MSWIESTRRIE 1S FERIAGS LB RS - g
L) EREAEE {ETFIFEE AR IR —EEiFE)
B la WS TEE - wiAisE
s @ ue
B L5
LES v[ HERRR () |
B
[SysemDrve B publogsLoghies eE. |
(B E)
UTF8 "l
Lt
By 115 R R AR AT -
& WiEe)
CI3 -

€ wh LR MEEE)
€ FERUFRSEW
¥ A AR A )

| | N BRI =

7 Tocalhost' applicationHost contig 6.

(6) 24 [Advanced Logging]

"E Internet Information Services (IIS) ¥ %

GO [ o » FEEICY
BEE WRW RA®
- WINOOR & o
@-d|7 |8 g'i' EH e 3
" Ch W g = =
= Qg ﬁfg (WINZD08\S w“ - (_;\r_;?!‘-':‘lﬁq" = 'E*i!ﬁ"mm |lﬁ§1’ﬁ§! | '!ml.
o BEREFERE i -~ Bk
H el HE b EuEh
& = *?4 =) ® B
HTT]’EIM MIME 88/ TirEE0 (EMESE WRERESER
& WEE
= B e 8 NET Framework BR#4
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2 EEESs  mRor sE @ u3
B R
= & 9 F &
it AN B B E e
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DHEER  AFNE TS
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(7) T [#REBECERRMI]

ﬁ'ﬁ Internet Information Services (IIS) ¥ &

G [ woame » |@ -~ e -
EEF ®EY =AW
w8 - -
S TE @) Advanced Logging @ el Lozsn HEESS
U 8RR . X ) : =
@ e SR PHEIE: ARHHE = RIS,
E | ERR EvA Advanced Loggmg
WCOMPUTERNAME®-S.. CLEYA FYRF RS
fREELIR B,
IR IRE
© w®
i rEe
q | [Comen] o wskea
E: localhost applicatinnHost config €.
(8) T [FRIEHRAI)
T E Ry i EHE
WIS ) [[2EAH =]
| SEBIE | FEERE [ES T | #8831 | EEEEE -
Win328tatus Win323tatus A Defanlt  sc-win32-status
W 3WP-PrivateBytes Process(wiwp)\Priv... SIEEST&ER Default  W3WP-PrivateE
UserName TserName SRR Defanlt CE-USETNAME
User Agent User-A gent ER{=0R Default ce(lTser- A gent)
URI-Stem URI-Stem P Default cs-uri-stem
URI-Querystring URI-Querystring P Default  cs-uri-query
Time-UTC Time-UTC Py Diefanlt time
Time-Local Time-Local k] Default time-local
Time Taken Time-Taken A Defanlt Time TakenMS
Substatus Substatos Py Default sc-substatus
Status Status A Default  so-status
Site Name SiteName P2 Default s-sitename
Server-IP Server-IP FE Default sip
Server Port ServerPort P Default s-port v
4| | B
SR (R).. BB E) | sawee. |
e A |
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(9) EABMIABIES: X-Forvarded-For-> EIZHERI: [Default] -> KiFLEE: [Request Header(EK1E58)] -> & AKIR

##: X-Forwarded-For-> & T [[EE]

nREIEMG

RLRBUNS F):

II-Foma.rded-Fnr
$HRIC):

ID&falJlt
~——RAE

FIFERRU(T).

(=
FEEHN):

H-Forwarded-For
m;.

il

EIE

(10) 253 [RYF Advanced Logging] 1 [FYF B B iRzc#%]

"H[nle]n:l Information Services (IIS) FIPH

G [ woe

L]

ERE WRE) HAH)

quJl] |8
- AR

= q__:] WIN2008 (WINZ009\

C ) EREAEE

#-w W&

U'i| Advanced Logging

@gggy ﬁ%&%’ﬁ%&%@ (R LB EE AR 2 S R B O S
ERiE: RAAH -
&6 - | BEm |

FCOMPUTERNAME%-S. . EEE

K| | J

BETTTVEL L

$R7E: Tocalhost' applicationHost config

31

(i) Advanced Logzing THEE(S
- —‘

HESITES .
Advanced Loger
R FIRIR
FREECARRT .
fRELIF B
WHLIEIRE.
© ##
i

&Y N-Partner



(11) %12 [%COMPUTERNAME%-Server] -> 248 [ EE]

Nl; Internet Information Services (1IS) W&

€15 BETREEX a e

EEF ®RY) HAH

e-Id|” I8 qi! Advanced Logging PRI
¥ ibaER
2 (E FRAEEEHIE T LIt R PR (R L\ e B Rt AR AR IO R = ERIIDIRER.
=% ‘F‘mﬂ:&ﬁmw SRACRMID) » L% BE R AR - X BRTETE
.- E
el 85 i FASE .
£ - EEE HUEIRER..
WCOMPUTERNAM 2V 155 Advanced Logging
S RSIREIR
R ITIMG
RHEDFES .
BRI
L
&g e
] | o [CeEsn] nseR
R ocalhost'spplicationHost condig 6.

(12) REE [FIBECERER]

NE Internet Information Services (IIS) M &

@;} | 85 » WIN2008 » & @~
WEE RV ®ED
Q- |2 |8 Q‘; Advanced Logging
(ST R
2 BRI AT LR T R TS (LSRR iR AR R0 RIS
=95 ‘{’,}%ﬁ;ﬁ?w PEIEREGT) ¢ LR B R T - K BMEETE
Bl W& B SESE - BRZHESR
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ERRSRDE
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RIMTIFES.
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(13) BMABRKERSRE: uw_ex > AE [CRA] > BEHE [B/\] > &T EIRAI]

r'h Internet Information Services
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fExm RV REE
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iRERT)
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BIREEL) |
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RMEESEE)
TEEERH A,
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(14) “A# [X-Forwarded-For] - [Win32Status(sc-win32-status)] * [UserName(cs-username)] - [User Agent(cs(User-
Agent))] - [URI-Stem(cs-uri-stem)] * [URI-Querystring(cs-uri-query)] * [Time-Local(time-local)] * [TimeTaken(Time’
[Substatus(sc-substatus)] - [Status(sc-status)] - [Site Name(s-sitename)] - [Server-IP(s-ip)] * [Server Port(s-
port)] - [Server Name(s-computername)] - [Referer(cs(Referer))] - [Protocol Version(cs-version)] - [Method(cs-
method)] - [Host(cs(Host))] - [Date-Local(date-local)] - [Cookie(cs(Cookie))] - [Client-IP (c-ip)] * [Byte Sent(sc-
bytes)] - [Bytes Received(cs-bytes)] -> #& T [(EE]

BREERN K
THEMIS )
B | EEEE E= T | 38R [ @EEEE 4|
Default
X-Forwarded-For X-Forwarded-For EEEE Diefanlt
Win32Status Win32Status A Default  sc-win32-status
[0 W3WP-PrivateBtes Process{wIwp)Priv..  SOETHEEE Defanlt WAWP-PrivateE
Uselame Usertlame EHEmE Diefanlt CE- VSR TAE
et Agzent User-A gent =9 Defanlt cxTzer-A gent)
URI-Stem URI-Ztem A Default  couri-stem
URI-Querystring URI-Querystring A Defanlt e uery
[ Time-UTC Time-UTC [ Diefanlt tiriie
[#] Time-Local Time-Local M Default  time-local
[#] Time Taken Time- Taken [ Diefanlt Time Takenhds
[4 Substatus Substatus [k - Default  sc-substatus
Status Status gk Default  sc-status
Site M SiteName [k Default  s-sitename
Server-IP Server-IP [ Default  sip
Server Port ServerPort [ Diefault sport
Server Name Servertlame (2] Default seomputemams
[ Request:PerSecand VWSSVC_WAWRLT.. SUEETtends Diefault RequestsPerSece
%_Rafmr Referer | RS Default  es(Refersr)
Proscy Via T 1860 Default  sproxy
Protocol Version ProtocolVersion | Py Default  coversion
Protocol Protocal [ Default c=protacal
Method Method [k Default  co-method
Host Host EhiEE Defanlt es(Haost)
[ EndRequest-UTC EndBequest-TUTC EL£3:| Deefenlt EndRequest-1TT
[] Date-UTC Date-UTC 3 Default  date
Date-Local Date-Local | np= Default  date-local
[ CPU-Utilization Processor(_Toll\V... WWEESHEREE Defanlt CPU-Ttlizaton
Cookie Cookie | EXEnE Defanlt exiCookie)
O ContentPath ContentPath AE Defoult  s-contentpath
Client-IP Chent-1P A2 Default  c-ip
Botes Sent BotesSent Lt Defanlt st-bortes
Bortes Recedved BotesRecetved FLobit) Defanlt o bores
[ BeginRequest-TTC BeginRequest UTC FLil ) Defanlt BeginFeqguest-T =
y of
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(15) AEEENAIMMI: [Data-Local(date-local)] - [Time-Local(time-local)] - [Site Name(s-sitename)] * [Server Name(s-
computername)] - [Server-IP(s-ip)] * [Method(cs-method)] * [URI-Stem(cs-uri-stem)] * [URI-Querystring(csuri-
query)] * [Server Port(s-port)] - [UserName(cs-username)] - [Client-IP(c-ip)] * [Protocol Version(cs-version)] *
[User Agent(cs(User-Agent))] - [Cookie(cs(Cookie))] - [Referer(cs(Referer))] - [Host(cs(Host))] - [Status(scstatus)
[Substatus(sc-substatus)] - [Win32Status(sc-win32-status)] - [Bytes Send(sc-bytes)] - [Bytes Received(csbytes)]

[Time Taken(TimeTakenMS)] - [X-Forwarded-For] -> & [EF]

" Intermet Information Services ([15) RS
G (%) W w o My e-
ERE) MRV HEH)
@-id|” I8 ) =R
o AR EERESRE. 5 KTl
5 WINZ008 (WINZ009\Adr ¥
: | BRI EE ||: EmEm R AR, B
B b : d= B Advanced Logging
I RATRNFEE = S .
F 30 e B wm
iR WLEN
= 20
[0 =]
(ol et T
- L e ]
A ] EBR (KENE)
1024
SRR
el BIRER BE  mE
Diate-Loszal date-local |
Tome-Liocal time-local &
ite Mams sl E
Server Hams s-COmpuismams &
Sarvar-IP i T
Method es~method &
TRI-Stem LU T
UEI-Coerystmg. co-un-gueny H
Sanver Port wport E4
VerMame S-S TATE &5
ClientIF Geip /
Protoeal Yermon EEWEREON &
Wser Agent el & genf) /
Coaks cofCoake) & EHRT)
Reforer exRefen) o .|
Host cefHat) &5
St -FiNms ki
Subatabis a-silbatahis =5 -
Wan32Shats B = SR |
Bvtes Sand a-hyvies & IR
Biles Received exhyies i
Tomne Takem Tirne TakenM3 & TR
H-Forwerded -For kL ;I—lgﬂlﬁﬁﬁ]ﬂ-'ﬁ 1
ERme) | GERe) |
ESilE
ARFEERE).. I
EEE I EEREHA)
A
=l
. »f [lewin] pren
TE: localhast’ apphestioniosd config "i_ll_:g
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(16) RhE [#mEEECER B 7]

@,';', [ €3 » winzoos » EERICE
WRE WAY) RAE
EE : W
e |7 |8 | 0“31 Advanced Logging FHRIVER
9 $BAEHER . o Iy A A NP phis 5 Advanced Logei
B e RS
GRS TR EAAE - B
&% - =L . (s |
HCOMPUTERNAME % Server  C3f9H RIS,
u_ex (=138 ] ® 8%
8 L5
« | ) [mean] - msen
$R7E: Tocalhost applicationHost config L=
(17) mHERfERB[BEFEFMERIEERFBER > KT [FEE]
ERIEHE ki E3
{EAREE iR BiRE):
%S ystemDrive Bhinetpubilogs\ldvancedLogs
Wirub s iz iR L)
S ystemnDrive ShinetpubMlogs\ddvancedLogs

H;

1;

(18) {&2X nxlog.conf
¥ 2% 1.3 NXLog B EE
BB FEMUEE A Microsoft IS FCEEIE B R IR

define IISpath C:\inetpub\logs\AdvancedLogs

(19) FAEX [Windows PowerShell]

Lo

Windows
PowerShell
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(20) EZERY nxlog AR¥E, & NXLog IRFEFIFERR NXLog R AR E

PS C:\> Restart-Service nxlog
PS C:\> Get-Service nxlog
PS C:\> Get-Content 'C:\Program Files(x86)\nxlog\data\nxlog.log'

2 Administrator: Windows PowerShell

PE C:%> Restart—Service nxleg
PS8 C:2\> Get—Service nxloyg

DisplayName

nxlog

Get—Content ’'C:“Program Files“nxloghdatasnxlog.log’
:@08:34 INFO nxlog-ce—3.0.2272 started
:@@:43 WARNING stopping nxlog service
:@B:43 MRNING nxlog—ce received a termination request signal, exiting...
:@A:43 INFO nxlog-ce-3.08.2272 started

(21) RAE [EWENEN] IS RS

Y Internet Information Services (1IS) ¥# & M=K

@ L | %5 wiwzooe » & @ -

B\BEFR W\ WA

s @y W00 R W

-kl |8 RS
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56 Lo e EEEE: - fEEE) - G2 | .
I .-: gziﬂzﬂtlﬁ ns n al
Bl & G ‘3 _ BRERESER
=) = 4 iy R g gn
hdvaed  HTTP EUEE MIMEBE TEEEE (ARSS2 e .
Logging 5R F E NET Framework R4
= ey !_;_-Q..'“ © 5ie
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EREE R mEESM Rae L
= N &l = :\%;_

404

| = =# [}
m&%&hﬁ #ieEE i AEERE EpiE
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THHEER — ARIDE  DIEREE

. +f [ema] mown
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(22) HE&R [C:\inetpub\logs\AdvancedLogs] E143Z IIS log #3:: u_ex*.log

B AdvancedLogs Hi=1E3
SAT, iline o)
HEEE v MASENE - HEHE - FRERR = v [ @

P 2% - | 2z 2 T [ A | |
| u_ex_H20190806-091441942 log 2019846 T 0519 ZF324 51KB
o W
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iy 88
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5 Windows 2012

(1) FARL [Internet Information Services (IIS) EEH]

BEFR "‘BRMV HEH

Q- |7 |8 |

- o
| b -95 WIN2012 Mmzmﬂ

0‘; WIN2012 B8

- Y EEQG) - GRElTe) |
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EEEEE WHExs

HEZRE

o
&

=
E=

HTTPEEE MIMEEE THREEE GAEEERE FExmME
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(3) EEKTIEBREMEIL—ELIRE: [158]-> sciftE18: [W3C]-> Bi#: YSystemDrive)\inetpub\logs\LogFiles
-> #mi%: [UTF-8] -> icif B EHRYM: [(EPRECERIE] > BEE: [B/\KF] > QAE [ERAMSEAERGA] > KT &
BN i)

9 » WINZDIZ »

SER AN BENH)
@y =

el EERE N =EfAqER cEeEmn s

0 mEELSE i =
=] -i.'| e e W

LSS
B M)
Jwac Al smens. [l
BE0:

l%ﬁmm‘\indmhﬂngﬂlugﬂh: : BE®)..

SEE:

[ors ]

EREsEMNE
SR gEAEEESEa

= PRI
) (E0R ETW BT
O ESENETWET"ER)

EHEng
i IS AR IWESEnNSE

=

O mEwh B (i) E):

1

O FERIWLEEMN)

|¥ mrzenEnazaay |

<| I | S| ] Mt | e
EE: localhost’ applicationHost.config o B
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% "y
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(4) ZE[BHA (date)] - [/ (time)] ~ [ B IP (it (c-ip)] * [EAE B8 (cs-username)] - [(RFE B8 (s-sitename)] -
[fE1 R 28 & #8 (s-computername)] * [fA AR =S IP fi il (s-ip)] - [fRIAREZEIZIE (s-port)] * [/57% (cs-method)] * [URI
F 88 (cs-uri-stem)] * [URI &:f (cs-uri-query)] * B R EAREE (sc-status)] - B E FARER (sc-substatus)] -
[Win32 ik 8& (sc- win32-status)] * [{EEITT4H (sc-bytes)] - [EULITTA (cs-bytes)] * [{EE 5@ (time-taken)] -
[#B 7 E R A (cs-version)] * [E1# (cs-host)] - [(EFA &L (cs(User-Agent))] * [Cookie(cs(Cookie))] - [ &

& (cs(Referer))] -> & [Add Field(#i1g1#1iI)]

EEROS):

[v] =38 (time)

[v] AEEIP {1 (c-ip)

[v| EEEEE [ cs-usemame)

[v] EBFEEE (s-sitename)

[v] EEZEEE (s-computername )
[v] EEEE IP it (s-ip)

[v] EEEREEE (s-port)

W] F% ( cs-method )

[#] URL =28 (Stem) ( cs-uri-stem )
[v] URI B ( cs-uri-query)

[ EEFREEREE (sc-status)

v R REF AR ( sc-substatus)
[w] Win32 #7588 ( sc-win32-status)
[v] ST (sc-bytes)

[v| BT (cs-bytes)

[v] TEMERA ( time-taken)

[v] BIRBERES ( cs-version )

(v =18 ( cs-host)

v EEELIEE (cs(User-Agent) )
[ Cookie (es(Cookie))

7| IEREE ( cs(Referer))

EETHRIC):

Ht 3 in
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(5) HMAMHMIZTE: X-Forwarded-For-> EENFLEE: [Request Header(ZEK1EHE)] -> B AKIR: X-Forwarded-For->
B’ [FEE]

(ROZEMN):

|X-Forwsrd ed-For

FEHDM):

EET

AB(S):

IX-Forward ed-For

(6) T [HERE]

EER(S):

] A5 (date)

[w] B (time)

[v] BEEIP Uzt (c-ip)

] EEEEE (cs-username)
[v] BFEEEE (s-sitename )

[v] SEELTE (sc-bytes)
[v] CEWTE (cs-bytes)
[v] TEEET (time-taken)

[ EFEEEE (cs-version)

] =& (cs-host)

[w] EREREER (cs(User-Agent) )
[« Cookie [ cs(Cookie) )

¥ EEE ( cs(Referer))

BETHEu(C):

=t i
X-Forwarded-For

xE
¥-Forwarded-For
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(1) #®T [ER]
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® FREHEL
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B vl
O WmExhER ()2
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O FEROFEEAN)

M ERTEAERERSEL)

dw | Fmewalinesa
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6 Windows 2016
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(3) EEKTIEBREMEIL—ELIRE: [158]-> sciftE18: [W3C]-> Bi#: YSystemDrive)\inetpub\logs\LogFiles
-> #mi%: [UTF-8] -> icif B EHRYM: [(EPRECERIE] > BEE: [B/\KF] > QAE [ERAMSEAERGA] > KT &
EX#R1iI]
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(4) ‘A¥E[HHEA (date)] - [/ (time)] - [AF% IP il (c-ip)] * [EFA&E &8 (cs-username)] - [AR#%5 218 (s-sitename)] -
[fE1 R 28 & #8 (s-computername)] * [fA AR =S IP fi il (s-ip)] - [fRIAREZEIZIE (s-port)] * [/57% (cs-method)] * [URI
FH#2 (csuri-stem)] * [URI &8 (cs-uri-query)] * [ R EARER (sc-status)] * [FBHE FAKEE (sc-substatus)] -
[Win32 AR & (scwin32-status)] - [fBEfI7T4E (sc-bytes)] - [EUNAITTAE (cs-bytes)] - [TEE 5 (time-taken)] -
[F R ERR A (csversion)] « [£# (cs-host)] * [ERAZE LI (cs(User-Agent))] - [Cookie(cs(Cookie))] - [HEEE
(cs(Referer))] -> ## T [Add Field(¥7iE1#1I)]
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E R EEIE ( s-port)
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URI =38 (Stem) ( cs-uri-stem )
URI E5 ( cs-uri-query )
HRER R EAREE ( sc-status)
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Win32 %8 ( sc-win32-status )
SR UTTEE (sc-bytes)
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(5) EAMRAIBIE: X-Forvarded-For-> EIERIFELER: [Request Header(ZEK1EFE)] -> B AKIR: X-Forwarded-For->
BT [fEE]
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7 Windows 2019

(1) FARL [Internet Information Services (IIS) EEH]

(2) HEIE (IS Server] -> 2% [08%]
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(3) EEKTIEBREMEIL—ELIRE: [158]-> sciftE18: [W3C]-> Bi#: YSystemDrive)\inetpub\logs\LogFiles
-> #mi%: [UTF-8] -> icif B EHRYM: [(EPRECERIE] > BEE: [B/\KF] > QAE [ERAMSEAERGA] > KT &
EX#R1iI]
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(4) ‘A¥E[HHEA (date)] - [/ (time)] - [AF% IP il (c-ip)] * [EFA&E &8 (cs-username)] - [AR#%5 218 (s-sitename)] -
[fE1 R 28 & #8 (s-computername)] * [fA AR =S IP fi il (s-ip)] - [fRIAREZEIZIE (s-port)] * [/57% (cs-method)] * [URI
FH#2 (csuri-stem)] * [URI &8 (cs-uri-query)] * [ R EARER (sc-status)] * [FBHE FAKEE (sc-substatus)] -
[Win32 AR & (scwin32-status)] - [fBEfI7T4E (sc-bytes)] - [EUNAITTAE (cs-bytes)] - [TEE 5 (time-taken)] -
[F R ERR A (csversion)] « [£# (cs-host)] * [ERAZE LI (cs(User-Agent))] - [Cookie(cs(Cookie))] - [HEEE
(cs(Referer))] -> ## T [Add Field(¥7iE1#1I)]
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(5) EAMRAIBIE: X-Forvarded-For-> EIERIFELER: [Request Header(ZEK1EFE)] -> B AKIR: X-Forwarded-For->
BT [FEE]
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8 Windows 2022
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(3) EEKTIEBREMEIL—ELIRE: [158]-> sciftE18: [W3C]-> Bi#: YSystemDrive)\inetpub\logs\LogFiles

-> #RiS: [UTF-8] -> xS H BaYi: [(ERECERE] -> BEE: [B/K] > Q& [ERAEEAERHR] > BT [E
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(4) ‘A¥E[HHEA (date)] - [/ (time)] - [AF% IP il (c-ip)] * [EFA&E &8 (cs-username)] - [AR#%5 218 (s-sitename)] -
[fE1 R 28 & #8 (s-computername)] * [fA AR =S IP fi il (s-ip)] - [fRIAREZEIZIE (s-port)] * [/57% (cs-method)] * [URI
FH#2 (csuri-stem)] * [URI &8 (cs-uri-query)] * [ R EARER (sc-status)] * [FBHE FAKEE (sc-substatus)] -
[Win32 AR & (scwin32-status)] - [fBEfI7T4E (sc-bytes)] - [EUNAITTAE (cs-bytes)] - [TEE 5 (time-taken)] -
[F R ERR A (csversion)] « [£# (cs-host)] * [ERAZE LI (cs(User-Agent))] - [Cookie(cs(Cookie))] - [HEEE
(cs(Referer))] -> ## T [Add Field(¥7iE1#1I)]
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URI =38 (Stem) ( cs-uri-stem )
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(5) EAMRAIBIE: X-Forvarded-For-> EIERIFELER: [Request Header(ZEK1EFE)] -> B AKIR: X-Forwarded-For->
BT [FEE]
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9 N-Reporter
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(2) EERBEEE
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()
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(4) Syslog MHEAZEE
Facility 1212 [(22) local use 6 (local6)]-> B [T —]
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(5) Efth
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