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1 NXLog

1.1 NXLog &%

(1) F& NXLog CE(Community Edition)
BIfE#IHE https://nxlog. co/products/nxlog-community-edition/download

TE AU ERFTAR nxlog-ce-x.x.xxxx.msi - &4l nxlog-ce-3.0.2272.msi

Windows x386-64 nxlog-ce-3.2.2329.msi

T BHZE ME NXLog 32bit R4S - FFEARKIEE -

pall]g

(2) 25 NXLog
<2.1> Windows 2008 3 Z AR EE 24
252 [nxlog-ce-3.2.2329.msi] -> ¥ [Next ].

il NXLog-CE Setup P sl

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will install NXLog-CE on your computer,
Click. Mext to continue or Cancel to exit the Setup Wizard,

Bach I! ek ! Cancel |

iy
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https://nxlog.co/products/nxlog-community-edition/download

-> Z)#E [l accept the terms in the License Agreement], 3% [Next] .

{i& NXLog-CE Setup [_ Ol %]
End-User License Agreement 2
Please read the Foliowing license agreement carefully ;
NXLOG PUBLIC LICENSE v1.0 :‘:I

1. DEFINITIONS
“License” shall mean version 1.0 of the WXLOG PUELIC
LICENSE, i.e. the terms and conditions set forth in this document;
“Software” shall mean the source code and object code form, all
associated media, pnnted matenals, and "online” or electronic
documentation. All such software and matenals are referred to LI

F I accept the terms in the License Agreement

Prink | Badk | Cancel |

-> 12 [Next]. (FERRZEEIES C:\Program Files\nxlog\)

i NXLog-CE Setup [_[O[=]
Destination Folder .
Click Mext to install to the default folder or cick Change to choose another,

Install MiLog-CE to:

|C:'I.F'rl:u;ram Files\rxlog)

Change, ., |

=
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-> 1% [Install].

it NXLog-CE Setup [_[=lx=]

Ready to install N¥Log-CE @

Click Install ko begin the installation. Chick Back bo review or chanoe any of wour
installation settings. Click Cancel bo exit the wizard.,

Back |I Install ! Cancel |

-> 1% [Finish].

i NXLog-CE Setup [_ =]

Completed the NXLog-CE Setup Wizard

Click the Finish button bo exit the Setup Wizard,

[~ Open README . txt to read important installation nokes

Bac |! Finish !! izancel
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<2.2> Windows 2003
ZHZ [nxlog-ce-3.2.2329.msi] -> #Z [Install] £/ [Finish].

15 MXLog-CE Setup — X

Ready to install NXLog-CE @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back [ fwl ] [ conce |

<2.3> Windows 2000

BIE NXLog CE ERR#BIE https://sourceforge.net/projects/nxlog-ce/ , 22k [See All Activity] , T & NXLOG CE
218 Windows2000 kA& nxlog-ce-2.8.1248.msi.

P52 [nxlog-ce-2.8.1248.msi] -> A% [l accept the terms in the License Agreement] -> 1% [Install] £/ [Finish].

NXLOG PUBLIC LICENSE

v1.0

1. DEFINITIONS
“License” shall mean version 1.0 of the
NXLOG PUBLIC LICENSE, 1.e. the
terms and condihons set forth i this
document;
“Software” shall mean the source code and

Abaact rada Freen all arcaciatad saadia .-ﬂ

7 T accopt e torms e iense Ageement] |
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https://sourceforge.net/projects/nxlog-ce/

1.2 NXLog s&EE T &

1.2.1 Windows 2003 = Z B iR A {EE % 4

(1) BRI [ RRFTT]

(2) KIBFSKEZETE NXLog Windows II1S 2 EE I ZEZ Windows %48 NXLog % E1& -
<2.1> IR A B R ER:
NE[E4S ¢ http://www.npartner.com/download/tech/nxlog_WinIIS.conf

<2.2> R4k Cookie Bl aR ELE:

NE3E4E © http://www.npartner.com/download/tech/nxlog _WinIIS_no_cookie.conf
RERFTE B EEERIES:

PS C:\> copy "C:\nxlog_WinIIS.conf" "C:\ \nxlog\conf\nxlog.conf" /y

A 4Lk Cookie Bl ERERIES:

PS C:\> copy "C:\nxlog_WinIIS_no_cookie.conf" "C:\ \nxlog\conf\nxlog.conf" /y

|:::': ﬁ%ﬁﬁ?i
Czx»ocopy "C:wnxlog WinDHCP.conf" “"C:“Program Files“nxlog>conf*nxlog.conf" -~y

T L fEfEE -

AKX HEHIZ 64 NUTTIFFEZR - BFERHRZ 32 Uit - ABXFEMUB AL FERE 'C: \Program Files (x86)

\nxlog\conf\nxlog.conf'

Fal ey


http://www.npartner.com/download/tech/nxlog_WinIIS.conf
http://www.npartner.com/download/tech/nxlog_WinIIS_no_cookie.conf

1.2.2 Windows 2008 = Z Z R A {EE % 4

(1) FBRY [Windows PowerShell]

o
Windows
PowerShell

(2) MIBFKEE & NXLog Windows IIS s E1E W& 2 Windows %4t NXLog R EHE -
<2.1> CIRFT A EMRERE:

NEE4S © http: //www.npartner.com/download/tech/nxlog_WinIIS.conf
<2.2> R foi% Cookie Bl ELE:

NE3EL © http://www.npartner. com/download/tech/nxlog_WinIIS_no_cookie.conf

RCEEFTAEMRERERES:

PS C:\> Invoke-WebRequest -Uri| http://www.npartner.com/download/tech/nxlog_WinDNS.conf'|l -OutFile
'C:\ nxlog\conf\nxlog.conf'

R4 8% Cookie BRI EIEEHIES:

PS C:\> Invoke-WebRequest -Uri| http://www.npartner.com/download/tech/nxlog _WinDNS_no_cookie.conf'
-0OutFile 'C:\

E¥ 258ER Windows PowerShell - O bt

R HEHIZ 64 UTIEERR - BIFFRMAZ 32 Iy - AR FENBEMLL FE&E 'C: \Program Files (x86)

\nxlog\conf\nxlog.conf'

) Partner


http://www.npartner.com/download/tech/nxlog_WinIIS.conf
http://www.npartner.com/download/tech/nxlog_WinIIS_no_cookie.conf
http://www.npartner.com/download/tech/nxlog_WinDNS.conf
http://www.npartner.com/download/tech/nxlog_WinDNS.conf

1.3 NXLog & E1E

1.3.1 ECERFFBAEMREE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define IISpath C:\inetpub\logs\LogFiles

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR %R00T%\data

define LOGFILE %LOGDIR)%\nxlog.log
LogFile }%LOGFILE}

Moduledir %RO00T%\modules
CacheDir %R00T%\data
Pidfile %RO0T%\data\nxlog.pid

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Microsoft IIS(Internet Information Server) log file use the following:
<Input in_iilog>

Module im_file

File '%IISPath¥%\u_exx*.log'

SavePos TRUE

ReadFromLast TRUE

Recursive TRUE
</Input>

<0utput out_iislog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 22;
Exec $raw_event = "IIS [Infol: " + $raw_event ;
Exec to_syslog_bsd();
</0Output>

<Route dnslog>
Path in_iislog => out_iislog
</Route>

EBXFEMIFER A N-Reporter 4% IP address

define NCloud 192.168.8.4

AXHHRAIRIES 64bit (FERR - BIFEZRIRIZS 32bit FARLUTRE

define ROOT C:\Program Files (x86)\nxlog

EBXFEHOBREA IS BE

define IISpath C:\inetpub\logs\LogFiles

ENREEABTER nENiE BERKER 1. FREBNBER FIBEESR () - 2. ®REHEREUTF-8” LI wmisiE
RIS RTF A IE R R -

EEEZE(N): | nxlog.conf

BEs% SBEE(E): |ANSI ~ =E(S) B
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1.3.2 R4 &E Cookie EilREE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define IISpath C:\inetpub\logs\LogFiles
define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR %R00T%\data

define LOGFILE %LOGDIR)%\nxlog.log
LogFile }%LOGFILE}

Moduledir %RO0O0T%\modules
CacheDir %R0O0T%\data
Pidfile %RO0T%\data\nxlog.pid

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Microsoft IIS(Internet Information Server) log file use the following:
<Input in_iilog>

Module im_file

File '%IISPath¥%\u_ex*.log'

SavePos TRUE

ReadFromLast TRUE

Recursive TRUE
</Input>

<0utput out_iislog>
Module om_udp
Host %NCloud¥%
Port 514
Exec $SyslogFacilityValue = 22;
Exec $raw_event = "IIS [no_cookie]: " + $raw_event ;
Exec to_syslog_bsd();
</0Output>

<Route dnslog>
Path in_iislog => out_iislog
</Route>

EBXFEMIFER A N-Reporter 4% IP address

A RBIBER 64bit (FEERA - EEEZABER 32bit ARRU TRE

define ROOT C:\Program Files (x86)\nxlog

EBXFEHOBEA IS BE

define IISpath C:\inetpub\logs\LogFiles

ENREEABTER nENE BERKER 1. FREEBNBER FIBRESR () - 2. ®RBHEREUTF-8” LI misiE
RSP IRTF A IE R R -

EEEZE(N): | nxlog.conf

Ert EE(E): [ANSI ~ ZE(ES) ik}

Unicode

Unicode big endian
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1.4 NXLog EXENARFS

1.4.1 Windows 2003 = ZRIRAK{EE 2 4

(1) PRI [ =R RZFETT)

Chv_

(2) FIEH NXLog FRFSFIRESR NXLog R84S

PS C:\>net start nxlog
PS C:\> type "C:\Program Files\nxlog\data\nxlog.log

n

o | W m R TOL
C:srnet r‘1:&!11'-1: nxlug

C:x2>type "C:sProgram Filessnxlogsdatasnxlog.log''
20280-B6-8? 189:-10:-88 INFO nxlog-—ce—2.10.2158 started

(3) FARN [AR7%] ThEE

PS C:\> Services.msc

¢ | i B T L

al Ll
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(4) FERY NXLog FRIEAE
12 [NXLog] -> B 25358 [925)

“ BB =] E3

ERD ®TL BAY HEO |
.""|IIE @ » e 0w

axlog 2% [k [k | EEMERY | B85 |4
‘@ Network DDEDSDM  SREE... A EEEERTS

EENIRTS g Network Location Awa... USRI, DEE Fi#h AT
%H&Mmk Prmrimumng . TEdEE

R

This service is responsible for running the L :

N¥Log agent See www mdog co. el and ... SN = i R
%Plug and Play EHE. CE® 88 FERT
& Portable Media Serial N... Retrieve .. Fa THFE |

\ it (EE/

(5) [—H%] BE -> #E ; RIEREL: [BE))

NXLog A% (FIBHLE) 7]

—%  lgA | eiE | e
RSEH mdog

mranw: Niloz

st D) Thas sepvace 12 responable for nonnmg the NXLog .«
WE0) ‘azent. See wyw dog co. —I

=
EVTHRFRTERSTE®H):

"C\Program Files (86 vedogindog exe” -¢ "C:\Program Files (x86)wdog

EBELE: |[EE -

ARFEARRE: E &
s | ek | EeE EEE
LS I B IR RS e -

2 ) |

&y
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(6) [B1E] BE -> W¥ ; S5—RKMES: M3 XK MREXNR: [EMMERE] > % [EE)]

NXLog AT (FEELE) HE
— | =A | BiE e
SRR AT A B+ BRSSP EE -
F—RERE: | B EERE |
BT REREE): EX ~|
IRERRE ). [EWEBIRS |
EEv R Etant ). F FZik
EHEHBHR O: T sz
~ T
2
| aEe. |
iR 280 I
I AR BRI I R (fail=%1 %) (E)
EREFESHOEER. |
e | =AW |

12 A N-Partner



1.4.2 Windows 2008 = Z Z IR A {EE % 4

(1) FBRY [Windows PowerShell]

o
Windows
PowerShell

(2) EMRIEN NXLog BRT% - 128 NXLog BRFZAMERY NXLog 2 A tHiRaN2

PS C:\> Restart-Service -Name nxlog
PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType
PS C:\> Get-Content 'C:\ nxlog\data\nxlog.log'

PS C:-“\> Hestart—Service nxlog
PS C:=N2> Get—Service nxlog | Select—0Object Hame .Status . StartType

nxlog Running Automatic

PS C:=5> Get—Content
2022-A3-88 16:43:19 INF0O nxlog-—ce-3.8.2272 started
PS5 G~

RIHEEHIZ NXLog 64bit M - =2 NXLog 32bit hRA + AL FEMURB A FERE 'C:\Program Files

(x86) \nxlog\conf\nxlog.conf'

(3) FERX [ARF%] TheE

PS C:\> Services.msc

) Partner
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(4) BIRY NXLog FRFEAR
42 [NXLog] -> | 2632 [N 5]

% BR

EEF =2EE WAV REH)

- E@Iml O N0

O

NXLog =2 a

ELEE g:x: ;:lution A?vuranm
EXaER : up Service
i

This service is responsible for

L laf =kl =

— (] X
o et EEWE BAES "
HEEET. ITF B Metwork Service
TE#EEST FEN(BRE. Local System

oca em

Agent to h_.

14

sunning the NXLog agent See :-:SlﬂpenSSH Authentication Agent 2R Local System
www.nidog.co. -_Q;Dpﬁmize drives Df 3= T Local System v
2 EE/
(5) [—M] EE -> &R ; RBEL: [BE) (EER®)]
NXLog A (Z@EE) X
—& |BA &F fHiEe
EEEE nxlog
BETEE: NXLog
wE: This service is responsible for running the NXLog
- agent. See www.nxlog.co. .
EUTERERE
"CA\Program Files\nxlog\nxlog.exe" -c "C\Program Files\nxlog\confinxlog
EXENERI(E): S (EEEE) "‘l
EEAE o=
EXEN(S) FLEM EEP £83R
EO L EEEETRYRERAEERNEE -
RYEhERI(V)
[ == | = LT
#&Y N-Partner



(6) [EIR] BE -> M5 ; SH—RKME: M5 XK MEBERNE: [EMMERE] > % [EE)]

NXLog A= (FHER) X

—% BA | EF |®Efe

SRt EEsNROTEER - EEEEEERGRE Y
E—REHEE: EFnnEE v
E-RERRE): EFEOER v|
EEEHBU): EFRNEE v
SRTHFNEERENHHO): =
SETHIRTAEFROERV) E
OuBsReEstHersahnns: . ERESHONEER..
naEs

B P

HE®)...

s M EIC):

BEREFRMNISSFIEE (fail=%1%)(E)

“ BT | ®E | ==4

15
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2 Windows 2000

(1) FR [M<RRFIT]

PS C:\> mkdir C:\Inetpub\logs\LogFiles
PS C:\> dir C:\Inetpub\logs

C:\.Inet_puh log=
iR ¢ PHIEEREERE -
R EFYE: FCC1-ACLE

H#f: C:\Inetpub:logs
2021-88,25 11:41a {DIR>

20218825 11:41a <DIR>
2021 8825 _ <DIR>

(3) FBERI [Internet FRIZFEIEE

16
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(4) TE [Web IAE8] LIBEARE -> EE [AE]

..’i Internet Information Services I | EI
| #i7@ 0RO ||« | m@m B2 8 = 1|
HMEﬁ| T |
[ Trtemmet Information Services) Srwin2000 £ TCPAP
= B3 *win2000
. .
T O THCETE Web i
- THER SMTP EERE(:
& Wk NNTP EERH: _—
i
ik
ue
wigan »
FARIMEE *
D
EWEEE
SMEE I!
—I" | LI
EENRENNTE - | |

17
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(5) [#8u%]) BE: A& [RUBECHR] -> FA A HESETUEEE [W3C Extended Log File Format] -> 1% [AA]

HEH Web I65 AT 2%
22EF | HITPARE | BETesM | (RSERES
Birs | e | SAPIEEES | xEs | =i
— Web sh SERBIES
LTS [TRER Web 3E&
IP {34t Q) EES53 > . |
TCPEEE(D: |90 SSLSERIED): |
MR
~ BEESIW
 BRAITEQM): 1,000 5E45

SESRRRRAND: | 000 #
v B&R HTTP BSEIER ©

—ﬁv BRiRE I

W3C Extended Log File Format

AED..

[ me | ®mw | =50

(6) [—RAR] BE: HEGBIRE [/ > D& [FEAAREAERDR] > Bt EEREA

C:\Inetpub\logs\LogFiles -> & [fEE]

B ILERAT

—RAT | BENE |
- % Bt

C #AD

B

— HAM

¢ SEEsEREAN D
O EREXRDIFED:

|19 3: ME

|V _SERFteEaRGR D |

)
| C \Inetpubilogs\LogFiles AE®..

Bt &8  W3SVClexyymmddhhlog

18
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(7)) BRARB EH. ERCEEREDE B (date)]  [FFRE (time)] ~ [A P& IP i1t (cip)] ~ [EAE B (cs-
username)] * [AR7% & 18 (s-sitename)] - [B AR 28 & T (s-computername)] - [AI AR =8 IP {1l (s-ip)] * [BAREREE IR
(s-port)] * [/5 7% (cs-method)] ~ [URI F £& (cs-uri-stem)] ~ [URI &8 (cs-uri-query)] ~ [ 1 1 E Ak 8 (sc-status)]
@ 15 & F AR B8 (sc-substatus)] * [Win32 #K £& (sc-win32-status)] * [{E %5 i1 70 48 (sc-bytes)] ~ [ U fiI 7o 4B (cs-
bytes)] * [{EZE 5[ (time-taken)] * [{BAL 17 E A (cs-version)] ~ [E# (cs-host)] ~ [fERAZE I (cs(User-Agent))]
[Cookie(cs(Cookie))] ~ [#EZE (cs(Referer))] -> % [EA]

BWRILHEAT x|

—HAE| BEAT I]

-~ WEEERIETH

v BEA (date ) B
v Bl (time )
BWrEAE
| FIBIRIP (Ut (c-ip)
v EREEE (csusemame )
v IRTSEHE ( s-sttename )
{EIR3E-E%E (scomputername )
v {E1AR 38 IP Uk (s1p)
| (AR 83EIBIE (sport)
AiE (cemethod )
v URI $HEHE ( co-uri-stem )
| URI B8 (cs-uri-query)
W SEERERTEARRE (sc-status)
w| Win32 488 ( s-win?2-status )
SEHAYIITAE (sc-bytes)
v W RIRDATCHE (csbytes)
| TEERBSR ( time-taken )
SEERRERR A (csversion )
W ¢ (cs-host)
v EAEHIRBZS (cs(User-Agent) )
- [w| Cookie (cs(Cookie) )
#HEE (cs(Referer) ) |

[ @ | H?ﬂ|¥ﬁi®|| 5E |

(8) H&EF [C:\Inetpub\logs\LogFiles\W3SVC1] ERI3KE IIS log 12 ex*.log

38 =10l x|
| HRE #HO WAD IHAF® ITAD HEO [ = |
| wt-H - = Lf:x\'afm EeR Pus | E X o B
]!ﬂﬂ:@  Alnetpub\logs\L ogFiles\W 3SVC :] oBE
R NEL W 7 [ e [
U - (] ex21082514 log 2KB 30T 20218725 T F 0226

W3sVCl

%‘&Hﬂ—fﬂlﬁ BTN

SHEHpE
BT -
1 @i 105KB S #avEg 4
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3 Windows 2003

(1) FR [M<RRFIT]

C:h__

(2) HrIB 1IS LogFiles ERIZEANMERR IS LogFiles & 3%
PS C:\> mkdir C:\Inetpub\logs\LogFiles
PS C:\> dir C:\Inetpub\logs
Microsoft Windows [EF X
2R 1985-28083 Microsoft Corp °
C=>Documents and Settings“™Administrator>mkdir C:sinetpub™logs“LogFiles

C=~Documents and Settings™Administrator>dir C:sinetpubslogs

C:ndinetpubslogs E@

20198327 T~ B2:12 <DIR>

2019-83/,27 [~ 82:12 <DIR> .-

20198327 T4~ #2:12 <DIR> LogFiles
o {EtE 8 {i

3 {EEH4f 81.343.418.368

C:sDocuments and Settings“Administrator’_

(3) FRI [EEFEREMRE (11S) EXEE]

20
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(4) TE[NS Server] LIiZBE AR > BEiE [AE]

D EEEEREINRD (118) 98 M[=] 3
© RO HTW BRO #EW HEO =18 x|
&= O@EEFAR PE 8 » 5
€ BB EIES |
- [ (] .
=) BHIEAS ERO).. . EEERHE
E PEFER D) fee
) EEREEE s
HiE ) b
FETIRK b
wRw b
SRR (D)
EHuNE
EHEED)..

AR EEEEATHE A -

21
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(5) ‘A [AULECERA UTF-8 ZR4RHE] -> & T [FEE]

WINZ003 (F{EEE) AT

R ERIRT |

1 ERERE Metabas tRER QD
FLEFADTE 11S BA1TR% + 483K 115 Metabase TH7EAE -

~UTF-8 iCik
FLEF IS {EF UTF-8 IR A EFEFBRAAR A L8 8E -

[V #@isicas UTF-8 FAREE(H) |

HH

MIME &Y

1S RIBREIE & E B MIME 18
HiEU R - SR EpE MME RN |
ZEHE R + 5% MIME 2] -

BUiH ERW A

(6) T [AERE]

s €85

2)

S EEE AR AV CRFHATRE IS EHRE#HHTEN -
T RIS 15 187

22
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(7) 1 [M0h] LIROBEAR > EE [AE]

'[ FERAREFEIARD (1IS5) £ 5 M [=] _
T BRE HITQ WRO #EE SO | =18 x]
&= | AR R @E 2> =0
T, AR ERRS gt B [ Axne
=9 WIN2003 Wt&%ﬂm HEaAIS 1 MiTP
=
W WA, EE »
FRETEKR »
W »
s D
BHEEE
EHEEL)..
4 | i
A BairSiUE BRI THE S - |

(8) [#8UL] BHE: 2 [RUHACE] > IRARVRCEAETVERE W3C RFRCTHERSE] > 2 [RB]

#sh AT ki E3

__ Bs#EeRw | HTTPAEER | BETeEm IR
s S | sariEmEs | B | |
LS BIE
SHEE(E) |
I {0 |(ZFIEE) x| ERED
TCP SEfELE(T) | S3L SEIEIBL) I
~SEER
SRR MESEEREQD: | 120 #

v B HTTF ASEERE©
—H« EFH?EE!I‘.EJl
A EERE L)
|stc BRI v| CHERL
mE | wmwm | =mw | e

23
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9) [—R] BE : FELEARERME [B8/)\K]-> D& [BERAMSEAERMBA]-> foikEE smA

C:\Inetpub\logs\LogFiles -> & | [EF]

—F |m |

]
& BImD
- ®BAD
C EEW
C BAM
O RERSERA D)
O EEEAEIE):

20 =< ME

Vv EERFERAERGRD |
i BRRL:

CAlnetpublogs\LogFiles AE@). |
Heid E2% 6 W2SVCHexonmumddhh log

&Y N-Partner
24



(10) [#PE] BEE.. IEFT O RIERE [ (date)] ~ [IFE (time)] ~ [ FI% IP it (c-ip)] * [EFBE B8 (cs-username)]
[AR7E &1 (s-sitename)] ~ [E AR &8 B HE (s-computername)] ~ [EARER IP it (s-ip)] * [EIAREREEEIR (s-port)] ~ [5
’% (cs-method)] * [URI £ 32 (cs-uri-stem)] * [URI &3 (cs-uri-query)] (BB EAREE (sc-status)] ~ [BHE FAR
8E (sc-substatus)] * [Win32 AR && (sc-win32-status)] ~ [fB2E 704 (sc-bytes)] ~ [ NITTA (cs-bytes)] ~ [TEE R
(time-taken)] - [3BaNLFAE AR A (cs-version)] ~ [ (cs-host)] ~ [E &I (cs(User-Agent))] ~ [Cookie(cs(Cookie))]
[#EEZE (cs(Referer))] -> & [FEE]

EHAS [X]
—#

M IEARER:

v BEA (date) =
v BERE (time )
EEAT
v PR IP (4 (c-ip)
v IEREEE (csvsemame )
v IRTER8E (s-sitename )
v {EAiR88E# (s-computername )
| {S1AR 28 IP {Sitt (sip)
v (GRS EELE (s-port)
w| Fé&E (cemethod ) o
v URI ¥8@ (couri-stem)
w| URI 50 ( csur-query)
v EERERTEAREE (sc-status)
v SEERRE TARE ( sc-substatus )
| Win32 ARRE ( sc-windZ-status )
v TESEAMAUTTAE (sc-bytes)
we| FEUTETALTGHE (csbyvtes)
| TEE AR ( time-taken )
v EERIRERR A (co-version)
w| Fit# (cohost)
v SR (cs(User-Lgent) )
v Cookie (cs(Cookde) )
v HEREE | ca(Referer) ) ]

| _shw |_mm |
(11) =N [ZE] A [EE)

THIFEEADES "LogFile TruncateSize” ATE * SSEATECERTHENE
BIE « Shhe T HENEE i A EE R A S ERDRIRS -

FEIFS(C):
THERHIHE S
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(12) #E&2 [C:\Inetpub\logs\LogFiles\W3SVC1] ERI3K IIS log 1E2: ex*.log

#% C:\Inetpub\logs\LogFiles\W3SYC1 | _ |O] x|
BEDO RBE WR0 BHSEW ITAD HBED 1

L
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# | Documents and Settngs
B I Inetpub
) AdminScnpts
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= ) LogFiles
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I wwwroot

| Program Files .:I
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4 Windows 2008

(1) %= [IIS Advanced Logging]

. BEFETNH 1IS Advanced Logging e, FHEBEMEER -

2528 [AdvancedLogging_amd64_zh-TW.msi] -> A& [HESEHRESH] > 2 [ZF] 3 8]

{2 IIS Advanced Logging 1.0 %3 o]
Micrasoft p .
Internet PN 11S Advanced Logging 1.0 BFESE
II Information
Services

MICROSOFT #xi i ¥ A BTHE X

1IS ADVANCED LOGGING 1.0 2> MICROSOFT
WINDOWS OPERATING SYSTEMS

Microsoft (4 7] (SEHRREER - 0 SAFRE
(ERTHETE) FiE RAFEAFEWNER -

= BRFRE Microsoft Windows Operating
Systems §U88 GB 4 BWIEAZ808) ( (80

#2) ) ZEHEE AEAsEWES . &
FIFrSRARERERIE » AT {50 A3 e iE

o o T Ema e . 1 7

[ BEEEhERaRA |
FiEne) | =0 R

(2) BB [Internet Information Services (I1IS) BIEE]
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(3) EIZ [IIS Server] -> 3% [RCEE]]
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AEE)... |
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(5) MEREHSEFER

N?Inl&met Information Services (IIS) 85

@_E) [ 95 » Winzom » o @

WEE A0 HEO

Q- idl” I8 @ =8 Y =

& ﬁj e LS INaoEAa | MESHEFTRAIRE 1S GRRINAE L RisERAS - %

) EREAEE {ETFFIEEAR ey —ERH#O) ki
w-(al & BE = wWIREiE
s @ ue
1AM i
CES v[ HERHR 3) |
BiEY
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SR GE)
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P SR+ AR A )
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(6) ®4%E [Advanced Logging]

"E Internet Information Services (IIS) ¥ %
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ERE  WRE REAH)
- WIN2008 e
©-i17 18 0? EH RO
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(7) T [AREERCEFEL

ﬁ'ﬁ Internet Information Services (IIS) ¥ &

G [ woame » |@ -~ e -
EEF ®EY =AW
w8 - -
S TE @) Advanced Logging @ el Lozsn HEESS
W LA B L i
= < WNe v | (EREEDET LS EEER RLEERISORBNIOTS |
3.} EREAEE IR - LESTERBEESE
o-[a] SEe BYHIIE. B WS - FRIEMIRTER. .
E | ERR EvA Advanced Loggmg
WCOMPUTERNAME®-S.. CLEYA FRREIRRR
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IR IRE
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i rEe
q | [Comen] o wskea
E: localhost applicatinnHost config €.
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ERITERN EHE
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| RIS | FEERE [ES T | #8531 | EEEEE -
Win328tatus Win323tatus A Default  sc-win32-status
W 3WP-PrivateBytes \Process(w3wp)\Priv... JAESTEER Default  W3WP-PrivateE
UserName TserName SRR Defanlt CE-USETNAME
User Agent User-A gent ER{=0R Default ce(lTser- A gent)
URI-Stem URI-Stem P Default cs-uri-stem
URI-Querystring URI-Querystring P Default  cs-uri-query
Time-UTC Time-UTC Py Diefanlt time
Time-Local Time-Local k] Default time-local
Time Taken Time-Taken A Defanlt Time TakenMS
Substatus Substatos Py Default sc-substatus
Status Status A Default  so-status
Site Name SiteName P2 Default s-sitename
Server-IP Server-IP FE Default sip
Server Port ServerPort P Default s-port v
4| | B
SR (R).. BB E) | sawee. |
= A |
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(9) BAMAIERIHE: X-Forvarded-For-> E1Z#5l: [Default] -> AREHEEL: [Request Header(ZK1RER)] -> B ARIRE

#: X-Forwarded-For-> & | [fEE]

nREIEMG

RLRBUNS F):

II-Foma.rded-Fnr
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FIFERRU(T).
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FEEHN):

H-Forwarded-For
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EL

(10) 243 [RUA Advanced Logging] 1 [RUF B P inaC %]
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(11) 1 [%COMPUTERNAME%-Server] -> 2432 [{Z R HEE]

Nl; Internet Information Services (1IS) W&

€15 BETREEX FERICE
WEE ®EG RAO
@-id|7 |8 qi! Advanced Logging RIS,
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(12) RHE [FBRCHRER

ﬁ'k Internet Information Services (IIS) M &

@E, | 85 » WIN2008 » & @~
BEE WAV REG
m 0‘? Advanced Logging
T HAAEA R
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ERRSREE
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(13) BMAEREERERSZHE: u_ex -> WE [CRMA] -> BEHRE [8/)\5] > 2F EIREN]

-'h Internet Information Services
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(1) ¥R 5

fExm RV REE
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(14) ‘A% [X-Forwarded-For]  [Win32Status(sc-win32-status)] * [UserName(cs-username)] * [User Agent(cs(User-Agent))]
[URI-Stem(cs-uri-stem)] * [URI-Querystring(cs-uri-query)] * [Time-Local(time-local)] * [TimeTaken(TimeTakenMS)]
[Substatus(sc-substatus)] * [Status(sc-status)] * [Site Name(s-sitename)] * [Server-IP(s-ip)] * [Server Port(s-port)]
[Server Name(s-computername)] * [Referer(cs(Referer))] ~ [Protocol Version(cs-version)] » [Method(cs-method)] -
[Host(cs(Host))] - [Date-Local(date-local)] ~ [Cookie(cs(Cookie))] * [Client-IP (c-ip)] * [Byte Sent(sc-bytes)] * [Bytes
Received(cs-bytes)] -> & T [ E]

BREERN K
THEMIS )
B | EEEE E= T | 38R [ @EEEE 4|
Default
X-Forwarded-For X-Forwarded-For EEEE Diefanlt
Win32Status Win32Status A Default  sc-win32-status
[0 W3WP-PrivateBtes Process{wIwp)Priv..  SOETHEEE Defanlt WAWP-PrivateE
Uselame Userfame EHEmE Diefanlt CE- VSR TAE
et Agzent User-A gent =9 Defanlt cxTzer-A gent)
URI-Stem URI-Ztem A Default  couri-stem
URI-Querystring URI-Querystring A Defanlt e uery
[ Time-UTC Time-UTC 3 Default  time
[#] Time-Local Time-Local M Default  time-local
[#] Time Taken Time- Taken [ Diefanlt Time Takenhds
[4 Substatus Substatus [k - Default  sc-substatus
Status Status gk Default  sc-status
Site M SiteName [k Default  s-sitename
Server-IP Server-IP [ Default  sip
Server Port ServerPort [ Diefault sport
Server Name Servertlame (2] Defanlt seomputemams
[ Request:PerSecand VWSSVC_WAWRLT.. SUEETtends Diefault RequestsPerSece
%_Rafmr Referer | RS Default  es(Refersr)
Proscy Via T 1860 Default  sproxy
Protocol Version ProtocolVersion | Py Default  coversion
Protocol Protocal [ Default c=protacal
Method Method [k Default  co-method
Host Host EhiEE Defanlt es(Haost)
[ EndRequest-UTC EndBequest-TUTC EL£3:| Deefenlt EndRequest-1TT
[] Date-UTC Date-UTC P Default  date
Date-Local Date-Local | np= Default  date-local
[ CPU-Utilization Processor(_Toll\V... WWEESHEREE Defanlt CPU-Ttlizaton
Cookie Cookie | EXEnE Defanlt exiCookie)
O ContentPath ContentPath AE Defoult  s-contentpath
Client-IP Chent-1P M2 Default  c-ip
Botes Sent BotesSent Lt Defanlt st-bortes
Bortes Recedved BotesRecetved FLobit) Defanlt o bores
[ BeginRequest-TTC BeginRequest UTC FLil ) Defanlt BeginFeqguest-T =
y of

| B
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(15) FAEEBAMEAL: [Data-Local(date-local)] - [Time-Local(time-local)] - [Site Name(s-sitename)] - [Server Name(s-
computername)] ~ [Server-IP(s-ip)] * [Method(cs-method)] * [URI-Stem(cs-uri-stem)] ~ [URI-Querystring(csuri-query)] *
[Server Port(s-port)] ~ [UserName(cs-username)] * [Client-IP(c-ip)] * [Protocol Version(cs-version)] * [User Agent(cs(User-

Agent))] * [Cookie(cs(Cookie))] ~ [Referer(cs(Referer))] » [Host(cs(Host))] * [Status(scstatus)] + [Substatus(sc-substatus)]

[Win32Status(sc-win32-status)] ~ [Bytes Send(sc-bytes)] * [Bytes Received(csbytes)] - [Time Taken(TimeTakenMS)] -
[X-Forwarded-For] -> &~ [EM]

"k Internet Information Services ([15) #2825
@‘-, @ ) WINIE » W Ny e -
EBRE |EV) #HEH)
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) BEEARE B BRsmn SUESY
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SRR
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Protoeal Yermon EEWEREON &
Waer &gent caiTTaer-A gent) &
Cookis cefioake) H
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Win?Entus R a— = BRIRNEOD
Biytes Sant s-byes H _HiED) I
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Eyilk
RRFHFERE).. I
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J | s Eormwn]c aen .
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(16) BHEE [#REERCERH 87

“E Internet Information Services (IIS) XS N[=] E3
G [ v » FEEICE
BEFR WAV [HAH
_e ETEAT 0’;‘ Advanced Logging —mmﬁ”“
o sk EREESE TR LR (LT E R A Advanced Logging
=5 wmios wmeanesaas | R R T e i
w8l E SrEliTis: RAAE - ERERSCIRIMAL...
a8 - =L . (s |
KCOMPUTERNAME%-Server  B3(6H IR
u_ex (=138 ] ® 8%
£ e
o | »f [omea] - moen
$R7E: Tocalhost applicationHost config L=

(17) HERERRFCEESENBRIGEER R > T [EE]

EWMIBHE

{alAREE sLik HiR )
%S ystemDrive Bhinetpubilogs\ldvancedLogs

ki E3

Wirwh e i BiRl):
S ystemnDrive ShinetpubMlogs\ddvancedLogs

(18) fEr&Z nxlog.conf
¥ 2% 1.3 NXLog B EE
EBXFEIFEER A Microsoft I1S FCifiE &R KK

define IISpath C:\inetpub\logs\AdvancedLogs

(19) FARY [Windows PowerShell]

Lo

Windows
PowerShell
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(20) ERY nxlog AR7%, 1 E NXLog FRFZFIFER NXLog R A fARAE

PS C:\> Restart-Service nxlog
PS C:\> Get-Service nxlog
PS C:\> Get-Content 'C:\Program Files(x86)\nxlog\data\nxlog.log'

2 Administrator: Windows PowerShell

PE C:%> Restart—Service nxleg
PS8 C:2\> Get—Service nxloyg

DisplayName

nxlog

Get—Content ’'C:“Program Files“nxloghdatasnxlog.log’
:@08:34 INFO nxlog-ce—3.0.2272 started
:@@:43 WARNING stopping nxlog service
:@B:43 MRNING nxlog—ce received a termination request signal, exiting...
:@A:43 INFO nxlog-ce-3.08.2272 started

(21) RAEE [EFHRLED IS BRTE

Y Internet Information Services (1IS) ¥# & M=K
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(22) #E&R [C:\inetpub\logs\AdvancedlLogs] E I3 IIS log 1E2E: u_ex*.log

B AdvancedLogs Hi=1E3
SAT, iline o)
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P 2% - | 2z 2 T [ A | |
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5 Windows 2012

(1) FARL [Internet Information Services (IIS) EEE]

BEFR "‘BRMV HEH
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(3) EEKTNIIEBREME—EERE: [I58]-> o iEE I W3C]-> B Y%SystemDrive%\inetpub\logs\LogFiles
-> #Ri%: [UTF-8] -> sLizS - ERUM: [EIRECERIE] > BFIZ: [B/\F] > A& [FRAAMEAEREmR] > &1 &
BRI

SER AN BENH)
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p-al e provm,
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e

SEE:
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EREsEMNE
SR gEAEEESEa

' FREEEL
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O ESENETWET"ER)

EHEng
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O mEwh B (i) E):

1

O FERIWESEN
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k-

(4) @E [BH (date)] ~ [FFE (time)] ~ [BER IP il (c-ip)] * [EAE B (cs-username)] * [AR7E & 1E (s-sitename)]
[BAR 88 %18 (s-computername)] - [fAIARZ3 IP il (s-ip)] ~ [EAREREREIR (s-port)] ~ [/57% (cs-method)] ~ [URI 38
(cs-uri-stem)] ~ [URI & 38 (cs-uri-query)] ~ [#B 1% E AR 85 (sc-status)] ~ [ 1% E F AR B (sc-substatus)] ~ [Win32
AREE (sc- win32-status)] ~ [fBZEAITTA (sc-bytes)] ~ U7 (cs-bytes)] ~ [TEERIE (time-taken)] ~ @17 hR
7K (cs-version)] ~ [E# (cs-host)] * [ERZEIE (cs(User-Agent))] * [Cookie(cs(Cookie))] * [H#EE (cs(Referer))] ->
% T [Add Field(¥F 12#()]

EEROS):

[w] B/ (time)

[w] BEEIP U c-ip)

[v| EEEEE [ cs-usemame)

[v] EBFEEE (s-sitename)

[v] EEEZEEE [ s-computemame )
[v] EEEE IP it (s-ip)

[v] EEEREEEE (s-port)

[V 5% (cs-method )

[v] URI 28 (Stem) ( cs-uri-stem )
[v] URI E8 ( cs-uri-query )

(v BERIBEATAE ( sc-status)

v R REF AR ( sc-substatus)
[w] Win32 #7588 ( sc-win32-status)
[v] EMEUTE (sc-bytes)

[v] EEUITTEE (cs-bytes)

[v] TEMERA ( time-taken)
MEBERT (cs-version)

=M ( cs-host)

ERELERT (cs(User-Agent) )
[ Cookie [ es(Caokie))

7| IEREE ( cs(Referer))
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(5) HWAMNIAME: X-Forvarded-For-> #EIERRHEA: [Request Header(ZEK1F88)] -> # A2KJR: X-Forwarded-For->
T [FEE]

ROZEN)
|X~Forward ed-For |

FEHDM):

EELL) v]
AE(S):

IX-Forward ed-For v ‘

(6) &N [FERE]

EEES):

v A5 (date)

[w] B (time)

[v] BEEIP Uzt (c-ip)

] EEEEE (cs-username)
[v] BFEEEE (s-sitename )

[v] SEELTE (sc-bytes)
[v] CEWTE (cs-bytes)
[v] TEEET (time-taken)

[ EFEEEE (cs-version)

] =& (cs-host)

[w] EREREER (cs(User-Agent) )
[« Cookie [ cs(Cookie) )

¥ EEE ( cs(Referer))

BETHEu(C):

=t i xE
X-Forwarded-For ¥-Forwarded-For
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(7) T [EA]
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6 Windows 2016

(1) BB [Internet Information Services (I1S) EIE &)

(2) 3EIZ [IIS Server] -> T [FoHE]
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(3) EEKTNIIEBREME—EERE: [I58]-> o iEE I W3C]-> B Y%SystemDrive%\inetpub\logs\LogFiles
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(4) ‘A [HEA (date)] ~ [R5 (time)] ~ [AAF I IP it (c-ip)] ~ [EFAAE B (cs-username)] ~ [AR#E 21 (s-sitename)]
[EARE8 28 (s-computername)] * [EAREs IP it (s-ip)] * [fAARZFEREEIE (s-port)] ~ [/57% (cs-method)] ~ [URI E58
(csuri-stem)] ~ [URI &378 (cs-uri-query)] ~ B IHBEAREE (sc-status)] - [#BaHHE FARER (sc-substatus)] ~ [Win32 Ak
B (scwin32-status)] ~ [fBiE I o4 (sc-bytes)] ~ [ ITTAE (cs-bytes)] ~ [TEE R (time-taken)] * @51 17 & R A&
(csversion)] * [E# (cs-host)] ~ [EFAZE I (cs(User-Agent))] * [Cookie(cs(Cookie))] ~ [#EZE (cs(Referer))] -> &
T [Add Field(F i #7)]

WAC &R ? X

EERES):

HEf [ date)

B8 (time)

BEEIP @ (c-ip)
FHEEE ( cs-username )
BEFEEE (s-sitename)
EIEEEE ( s-computername )
EAREE IP {Ii (s-ip)
EEREEEEE ( s-port)

FiE [ es-method )

URI =38 (Stem) ( cs-uri-stem )
URI B8 ( cs-uri-query)
BB TEAREE ( sc-status )
ERIBETINE ( sc-substatus )
Win32 %8 ( sc-win32-status )
T @2 (U TTEE ( sc-bytes)
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TEEEAD ( time-taken)
MAIBEEE ( cs-version)
= cs-host)
EEELERET (cs(User-Agent))

Cookie ( cs(Cookie) )

MR (cs(Referer))
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(5) HWAMNIAME: X-Forvarded-For-> #EIERRHEA: [Request Header(ZEK1F88)] -> # A2KJR: X-Forwarded-For->
BT [FEE]
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7 Windows 2019

(1) BB [Internet Information Services (I1S) EIE &)

(2) 3EIZ [IIS Server] -> T [FoHE]
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(3) EEKTNIIEBREME—EERE: [I58]-> o iEE I W3C]-> B Y%SystemDrive%\inetpub\logs\LogFiles
-> #RHS: [UTF-8] -> soix BB RV [EBIRFECERE] > BHE: [B/\5] > QE [ERAMSESERME] > % B
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(4) ‘A [HEA (date)] ~ [R5 (time)] ~ [AAF I IP it (c-ip)] ~ [EFAAE B (cs-username)] ~ [AR#E 21 (s-sitename)]
[EARE8 28 (s-computername)] * [EAREs IP it (s-ip)] * [fAARZFEREEIE (s-port)] ~ [/57% (cs-method)] ~ [URI E58
(csuri-stem)] ~ [URI &378 (cs-uri-query)] ~ B IHBEAREE (sc-status)] - [#BaHHE FARER (sc-substatus)] ~ [Win32 Ak
B (scwin32-status)] ~ [fBiE I o4 (sc-bytes)] ~ [ ITTAE (cs-bytes)] ~ [TEE R (time-taken)] * @51 17 & R A&
(csversion)] * [E# (cs-host)] ~ [EFAZE I (cs(User-Agent))] * [Cookie(cs(Cookie))] ~ [#EZE (cs(Referer))] -> &
T [Add Field(F i #7)]
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(5) HWAMNIAME: X-Forvarded-For-> #EIERRHEA: [Request Header(ZEK1F88)] -> # A2KJR: X-Forwarded-For->
BT [FEE]
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8 Windows 2022

(1) BB [Internet Information Services (I1S) EIE &)

(2) 3EIZ [IIS Server] -> T [FoHE]
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(3) EEKTFIIEERBEMEY —EERE: [IhE]-> soixEE I [W3C]-> B#f: %SystemDrive%\inetpub\logs\LogFiles
-> 4mH: [UTF-8] -> so#x BB Mith: [EIRECERIE] -> BEE: [B/)\] > AE [FRAMKBEAERMR] > & F &
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(4) ‘A [HEA (date)] ~ [R5 (time)] ~ [AAF I IP it (c-ip)] ~ [EFAAE B (cs-username)] ~ [AR#E 21 (s-sitename)]
[EARE8 28 (s-computername)] * [EAREs IP it (s-ip)] * [fAARZFEREEIE (s-port)] ~ [/57% (cs-method)] ~ [URI E58
(csuri-stem)] ~ [URI &378 (cs-uri-query)] ~ B IHBEAREE (sc-status)] - [#BaHHE FARER (sc-substatus)] ~ [Win32 Ak
B (scwin32-status)] ~ [fBiE I o4 (sc-bytes)] ~ [ ITTAE (cs-bytes)] ~ [TEE R (time-taken)] * @51 17 & R A&
(csversion)] * [E# (cs-host)] ~ [EFAZE I (cs(User-Agent))] * [Cookie(cs(Cookie))] ~ [#EZE (cs(Referer))] -> &
T [Add Field(F i #7)]

W3C SRR ? >
EERuS):
[ date) ~

=R (time)

BEEIP @ (c-ip)
FHEEE ( cs-username )
BEFEEE [ s-sitename)
EIEEEE ( s-computername )
EAREE IP {Ii (s-ip)

AR EEIE (s-port)

FiE (es-method )

URI =38 (Stem) ( cs-uri-stem )
URI 5 ( cs-uri-query )
HRER R EAREE ( sc-status)

MR IR E FARE ( sc-substatus)
Win32 #%5E ( sc-win32-status )
CMR(ITTHE ( sc-bytes)

CHEUW T ( cs-bytes)
TEEHAD (time-taken)
MAIBEEE ( cs-version )
=M cs-host)

EEELERE (cs(User-Agent))
Cookie ( cs(Cookie) )

HEBEE ( co(Referer)) v
EHIE (e
R mEgEE wE
ErrEEAI(A)... HEEREAIR [EEEEE
BE HiE

A N-Partner
55



(5) HWAMNIAME: X-Forvarded-For-> #EIERRHEA: [Request Header(ZEK1F88)] -> # A2KJR: X-Forwarded-For->
BT [FEE]
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RUREMN):
¥-Forwarded-For

AREEE):

FXREH ~
FIE(S):

¥-Forwarded-For ~

A

(6) & [FERE]

W3C s ? X

EERS):

BEE (date) -
B (time)

BEEE P (cip)

EBEEEE (cs-usemame )
EIEEE (s-sitename )
EEEEE (s-computerame)
EEE P U3t (s-ip)
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EEETEE (sc-bytes)
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Cookie ( cs(Cookie) )
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9 N-Reporter
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(2) EEXRBER
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(4) Syslog HHEEARE
Facility #1£ [(22) local use 6 (local6)]-> Fh#E [~ —0]
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(5) Efth
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