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1 NXLog

1.1 NXLog &%

(1) T& NXLog CE(Community Edition
BUEASLE https://nxlog.co/products/nxlog-community-edition/download

TE AU ERFTAR nxlog-ce-x.x.xxxx.msi - &4l nxlog-ce-3.0.2272.msi

Windows x386-64 nxlog-ce-3.2.2329.msi

T BHZE ME NXLog 32bit R4S - FFEARKIEE -

pall]g

(2) R NXLog
<2.1> Windows 2008 3 Z AR EE 24
252 [nxlog-ce-3.2.2329.msi] -> ¥ [Next ].

il NXLog-CE Setup P sl

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will install NXLog-CE on your computer,
Click. Mext to continue or Cancel to exit the Setup Wizard,

ek Cancel |

P

.
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https://nxlog.co/products/nxlog-community-edition/download

-> Z)#E [l accept the terms in the License Agreement], 3% [Next] .

{i& NXLog-CE Setup [_ Ol %]
End-User License Agreement 2
Please read the Foliowing license agreement carefully ;
NXLOG PUBLIC LICENSE v1.0 :‘:I

1. DEFINITIONS
“License” shall mean version 1.0 of the WXLOG PUELIC
LICENSE, i.e. the terms and conditions set forth in this document;
“Software” shall mean the source code and object code form, all
associated media, pnnted matenals, and "online” or electronic
documentation. All such software and matenals are referred to LI

F I accept the terms in the License Agreement

Prink | Badk | Cancel |

-> 12 [Next]. (FERRZEEIES C:\Program Files\nxlog\)

i NXLog-CE Setup [_[O[=]
Destination Folder .
Click Mext to install to the default folder or cick Change to choose another,

Install MiLog-CE to:

|C:'I.F'rl:u;ram Files\rxlog)

Change, ., |

=
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-> 1% [Install].

it NXLog-CE Setup [_[=lx=]

Ready to install N¥Log-CE @

Click Install ko begin the installation. Chick Back bo review or chanoe any of wour
installation settings. Click Cancel bo exit the wizard.,

Back |I Install ! Cancel |

-> 1% [Finish].

i NXLog-CE Setup [_ =]

Completed the NXLog-CE Setup Wizard

Click the Finish button bo exit the Setup Wizard,

[~ Open README . txt to read important installation nokes

Bac |! Finish !! izancel

MV N-Partner
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<2.2> Windows 2003
ZHZ [nxlog-ce-3.2.2329.msi] -> #Z [Install] £/ [Finish].

15 MXLog-CE Setup — X

Ready to install NXLog-CE @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back [ fwl ] [ conce |

<2.3> Windows 2000

BIE NXLog CE ERR#BIE https://sourceforge.net/projects/nxlog-ce/ , 22k [See All Activity] , T & NXLOG CE
218 Windows2000 kA& nxlog-ce-2.8.1248.msi.

P52 [nxlog-ce-2.8.1248.msi] -> A% [l accept the terms in the License Agreement] -> 1% [Install] £/ [Finish].

NXLOG PUBLIC LICENSE

v1.0

1. DEFINITIONS
“License” shall mean version 1.0 of the
NXLOG PUBLIC LICENSE, 1.e. the
terms and condihons set forth i this
document;
“Software” shall mean the source code and

Abaact rada Freen all arcaciatad saadia .-ﬂ
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https://sourceforge.net/projects/nxlog-ce/

1.2 NXLog s&EE T &

1.2.1 Windows 2003 B} Z BRI IR A {EZE % 4

(1) FRE [aARIRRFTT]

(2) T&k NXLog Windows 2003 File 5% E1& -> B2 Windows %#t NXLog X E1E °
NE3E4E © http://www.npartnertech.com/download/tech/nxlog Win2003File.conf

PS C:\> copy "C:\nxlog_Win2003File.conf" "C:\ \nxlog\conf\nxlog.conf" /y

B L

"Crwnxlog _Win2BB3File .conf" “C:“Program Filessnxlogsconfsnxlog.conf" -~y

1 fEiEE

A HEHIZ 64 NUTTIFFEZR - BFERHRZ 32 Uit - ABXFEMUB LA PERE 'C: \Program Files (x86)

\nxlog\conf\nxlog.conf'

Hartnel


http://www.npartnertech.com/download/tech/nxlog_Win2003File.conf

1.2.2 Windows 2008 T Z R AKIEXE R #

(1) FERL [Windows PowerShell]

Lo

Windows
PowerShell

(2) T&k NXLog Windows 2008 File :%E1& -> &2 Windows %4t NXLog & E1E

NEEA  http://www. npartnertech com/download/tech/nxlog Win2008File.conf

RXHEHIZ 64 UTTIFRZMR - BIFERHAZ 32 Uit - AEXFEMUBBANRE 'C: \Program Files (x86)

\nxlog\conf\nxlog.conf'
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http://www.npartnertech.com/download/tech/nxlog_Win2008File.conf
http://www.npartnertech.com/download/tech/nxlog_Win2008File.conf

1.3 NXLog & E1E

1.3.1  Windows 2003 = ZRI R A {EZE 2 4t

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.3.88
define ROOT C:\Program Files\nxlog

define CERTDIR }ROO0TY\cert
define CONFDIR 7%ROO0T/\conf
define LOGDIR %R0OT%\data
define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILEY%

Moduledir %RO00T%\modules
CacheDir %R00T%\data

Pidfile %RO0T%\data\nxlog.pid
SpoolDir %R0O0T%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For windows File 2000 - 2003 Event Log use the following:
<Input in_eventlog>
Module im_mseventlog

ReadFromLast TRUE
SavePos T
Exec parse_syslog_bsd();\

if ($EventID == 560 or $EventID == 561 or $EventID == 562 or $EventID == 563 or $EventID ==
564 or $EventID 567 or $EventID 528 or $EventID 529 or $EventID == 530 or $EventID ==
531 or $EventID 532 or $EventID 533 or $EventID 534 or $EventID == 535 or $EventID ==
536 or $EventID 537 or $EventID 538 or $EventID == 539 or $EventID == 540 or $EventID ==
551 or $EventID 552 or $EventID == 682 or $EventID == 683 or $EventID == 672 or $EventID ==
or $EventID == or $EventID == 675 or $EventID 676 or $EventID == 677 or $EventID == 678
$EventID == $EventID == 680 or $EventID = 681){ $SyslogFac111tyValue— 17; N\

else if ($SourceName == "Service Control Manager"){ $SyslogFacilityValue = 17;}\
else\

drop();\
</Input>

<Output out_eventlog>
Module om_udp

Host %NCloud%

Port 514

Exec $Message = string($EventID) + ": " + $Message;

Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE'){$SyslogSeverityValue =3; }\
else if ($EventType == 'WARNING') {$SyslogSeverityValue = 4; }\
else if ($EventType == 'INFO' or $EventType == 'AUDIT_SUCCESS') {$SyslogSeverityValue = 5; }

Exec to_syslog_bsd();

</0Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>

BB FEMUAER A N-Reporter 24t IP address

A& FIIRIE S 64bit fFEERGF - BIEERRIRIES 32bit BUBLUTRTE

define ROOT C:\Program Files (x86)\nxlog

EBRREREABTERER »EHE BERKER 1. ZREBABER FIBESR (1) 2. RIBHEREUTF-8” LI RmiSiE
RIS R TS IE SR -
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1.3.2 Windows 2008 = ZBhRA{EE 24

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.3.88

define ROOT C:\Program Files\nxlog

define CERTDIR %RO0T%\cert

define CONFDIR J%RO0T%\conf

define LOGDIR J%RO0T%\data

define LOGFILE %LOGDIR)%\nxlog.log

LogFile J%LOGFILEY

Moduledir %RO00T%\modules
CacheDir %R0O0T%\data

Pidfile %RO0T}%\data\nxlog.pid
SpoolDir %R00T%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Windows 2008 File Event Log use the following:
<Input in_eventlog>
Module im_mseventlog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query Id="0">\
<Select Path="Security">*[System[(EventID=4656 or EventID=4657 or EventID=4658 or
EventID=4659 or EventID=4660 or EventID=4661 or EventID=4663 or EventID=4664 or EventID=4665 or
EventID=4666 or EventID=4667 or EventID=4668 or EventID=4670 or EventID=4671 or EventID=4690 or
EventID=4691 or EventID=4698 or EventID=4699 or EventID=4700 or EventID=4701 or EventID=4702)]1]1</
Select>\
<Select Path="Security">*[System[(EventID=5140 or EventID=5142 or EventID=5143 or
EventID=5144 or EventID=5145 or EventID=5148 or EventID=5149 or EventID=5150 or EventID=5151 or
EventID=5152 or EventID=5153 or EventID=5154 or EventID=5155 or EventID=5156 or EventID=5157 or
EventID=5158 or EventID=5159 or EventID=5168 or EventID=5888 or EventID=5889 or EventID=5890)]]</
Select>\
<Select Path="Security">*[System[(EventID=4768 or EventID=4769 or EventID=4770 or
EventID=4771 or EventID=4772 or EventID=4773 or EventID=4774 or EventID=4775 or EventID=4776 or
EventID=4777 or EventID=4820)]]</Select>\
<Select Path="Security">*[System[(EventID=4624 or EventID=4625 or EventID=4626 or
EventID=4627 or EventID=4634 or EventID=4646 or EventID=4647 or EventID=4648 or EventID=4649 or
EventID=4672 or EventID=4675 or EventID=4778 or EventID=4779 or EventID=4800 or EventID=4801 or
EventID=4802 or EventID=4803 or EventID=4964 or EventID=4976 or EventID=5378 or EventID=5632 or
EventID=5633)]]1</Select>\
</Query>\
</QueryList>\
</Input>

<0Output out_eventlog>
Module om_udp
Host %NCloud’,
Port 514
Exec $SyslogFacilityValue = 17;
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE'){$SyslogSeverityValue =3; }\
else if ($EventType == 'WARNING') {$SyslogSeverityValue = 4; }\
else if ($EventType == 'INFO' or $EventType == 'AUDIT_SUCCESS') {$SyslogSeverityValue
Exec to_syslog_bsd();
</0Output>

<Route eventlog>

Path in_eventlog => out_eventlog
</Route>

BB FEMUAER A N-Reporter 24t IP address

A& FIIRIE S 64bit fFERGF - BIEERRIRIES 32bit BUBLUTRTE

define ROOT C:\Program Files (x86)\nxlog

I al L




EBUREEABTER SEHE BERAMER 1. ZRBAFBERE FIEEER () 2. RIBFEREUTF-8 LIRmiEiE
RIS AR TS A IE B R -

EEZEN): | nxlog.conf

RES EE(E): |ANSI v | =E(S) B

Unicode
Unicode big endian
2
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1.4 NXLog EXENARFS

1.4.1 Windows 2003 = ZRIRAK{EE 2 4

(1) R [@<R~FIT]

Chv_

(2) FRYEh NXLog AR¥SFIHEEE NXLog REHRAR

PS C:\>net start nxlog
PS C:\> type "C:\Program Files\nxlog\data\nxlog.log"

o | W m R TOL
C:srnet r‘1:&!11'-1: nxlug

C:x2>type "C:sProgram Filessnxlogsdatasnxlog.log''
20280-B6-8? 189:-10:-88 INFO nxlog-—ce—2.10.2158 started

(3) FARK [AR¥5] ThEE

PS C:\> Services.msc

¢ | i B T L

al Ll
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(4) BARY NXLog FRIZAE
12 [NXLog] -> B 25358 [925)

“ BB =] E3

ERD ®TL BAY HEO |
.""|IIE @ » e 0w

axlog 2% [k [k | EEMERY | B85 |4
‘@ Network DDEDSDM  SREE... A EEEERTS

EENIRTS g Network Location Awa... USRI, DEE Fi#h AT
%H&Mmk Prmrimumng . TEdEE

R

This service is responsible for running the L :

N¥Log agent See www mdog co. el and ... SN = i R
%Plug and Play EHE. CE® 88 FERT
& Portable Media Serial N... Retrieve .. Fa THFE |

\ it (EE/

(5) [—#R] EE -> R ; RENEE: [BEh)

NXLog A% (FIBHLE) 7]

—%  lgA | eiE | e
RSEH mdog

mranw: Niloz

st D) Thas sepvace 12 responable for nonnmg the NXLog .«
WE0) ‘azent. See wyw dog co. —I

=
EVTHRFRTERSTE®H):

"C\Program Files (86 vedogindog exe” -¢ "C:\Program Files (x86)wdog

EBELE: |[EE -

ARFEARRE: E &
s | ek | EeE EEE
LS I B IR RS e -

2 ) |

&y
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(6) [MB1E] EE -> R ; F—RKMET: MBZRKMIG: MEEXRMIS: [EMRENR] -> & [BE]

NXLog A% (%A 7[X]
— |2 | BE  |ume]
PSRBT AN » BIEHIRTAEE -
BRI E): |E#EHIRS |5
BT REREE): EX ~|
BRI (U): |EH SRS =]
EEERMET#MN Q) o Ezie
BEHBEHRH O T sz
BT
T2 )
| aEe. |
RIS (O |
T ASEREt @bl £ 5136 E (fail=%1 %) (E)
EEFESTEER. |
e | =AW |

i3 A&V N-Partner



1.4.2 Windows 2008 = Z Z IR A {EE % 4

(1) FERL [Windows PowerShell]

o
Windows
PowerShell

(2) E#REIEN NXLog iRF5 - ##ZE NXLog ARF5FNTERE NXLog iR A IHRR

PS C:\> Restart-Service -Name nxlog
PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType
PS C:\> Get-Content 'C:\ nxlog\data\nxlog.log'

PS C:-“\> Hestart—Service nxlog
PS C:=N2> Get—Service nxlog | Select—0Object Hame .Status . StartType

nxlog Running Automatic

PS C:=5> Get—Content
2022-A3-88 16:43:19 INF0O nxlog-—ce-3.8.2272 started
PS5 G~

RIHEEHIZ NXLog 64bit M - =2 NXLog 32bit hRA + AL FEMURB A FERE 'C:\Program Files

(x86) \nxlog\conf\nxlog.conf'

(3) FARK [AR¥5] ThAE

PS C:\> Services.msc

) Partner
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(4) FARI NXLog FRIZEAR
IEIE [NXLog] -> | 283 (A

& BE - o X
RO BEA WEV) BEE
e w0z @m »eaun

o
NXLog 2% : i CL S T EARS A
EhNetwork Location Awareness WSE@Z. 0TF =58 Network Service
E-'-EE,_:E gﬂﬁ @Nehunrk Setup Service TEEST.. FEN(BRE. Local System
S . e - T
rurll:lf:;“ﬂc]: :Dr(e]’.sgg:ze:t g(ee '-;SlﬂpenSSH Authentication Agent Agentto h... CEE Local System
www.mdog.co. @Gpﬁmize drives HEEEEL F&h Local System .

Ee =E/

(5) [—#%] HE -> W% ; RIENEE: (B8 (EERIE)

NXLog A= (X REE) >

—& |BA ®F Hfe

EEEE nxlog
ETEE: NXLog
Hit This service is responsible for running the NXLog

agent. See www.nxlog.co.

W

EUTERERE
"CA\Program Files\nxlog\nxlog.exe" -c "C\Program Files\nxlog\confinxlog

EEEI(E): B8 (ZEE) Vl

EERE nTs
B9(S) FLEM EEG) 28R

oL EEEEEnaRERAEEENEE

EXBh IV

[ == | = LT

Y N-Partner
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(6) [BIR] EE -> R ; F—RKMET: MBI RKMIG: MEEXMIS: [EMRENR] -> & [BE]

ZETHFZHEERZNHHO)

NXLog A% (FBEH)
-% BA | ®F |mGe
ERLEESRROEEEE - E
E—RERBE: EFEOER
ETREHBO) EFEDER
SEEHEH(): EFEOER

EXAERMMEISSRER (fail=%1%)(E)

| BE A

SATHRBAEREOREV) E:
O sBRsEEsmE rFigihasE - EREESFHINEER)..
ITER
=i
2E(E)...
TRl e A

X

16
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2 Windows 2000

Windows E#%Z/RAIRTE FAIRAAFESZRSNEZRAEZEE
*LUT RIS AE s PR EREA T -

21 A

211 AEEMRTE

(1) FARY AD fEREFEAS
FARY [Active Directory {5 FA & A Efi]

(2) HIBAMEM
i [EaE] B E AR > BiE [Wig] > 38 [MEaE)

% ictive Directory (B &R G ~=10i x|
|« ¥EEC WREED HRED =181 ]

| #iw #A® ||« - &[m e vdo |
fitdh B | | npartnerlocal 5 (B
— - £ [T | s
() Briltin builtinDomain
5B Default container for upgra
L@ Com;futex S0 . JEEET Default container for new ..
(&) Domain C mﬁﬁ@ l.. R Defanlt container for securi
[+-/_] ForeignSe =) Default container for upgra
-3 Users ER S ERIREC)
EEEEM)..
R
WISTRERISHRE ()
HREAE
EHEEL)..
_ ATR
SREAEH
KN I A IEN | =
— @

17
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(3) WABBEMZE

WMABRBENURME Servers 5 | BREFPREBUAMEURE > % [BE)

Wi - SR

@ HITIE:  npartner lncal/

(4) BENDRBEMAVESEM
#E1F [Computers] ZBABE NI -> 7 [Win2000] @R 1% 5 &
)|

iR, 5 BIREFIRIZERE Windows File 1 -> B2 [

'..‘ﬁ _."‘u: tive Directory (B &5 S _I_I- m] ll
| FERO REW HAO | =18 x]|

| wiw #Ro | e~ AR XFRB| 2| 2@ LT&

Eir BiE | | Computers 1 {21
T E oy - S— = | fiie |
=-#§) npartner local By PRSI &
Builtin
-y Computers
| Domam Controllers
#- ] ForeignSecurityPrincipals
-] Users et B ]
(] Servers FEIER »
Rl )
ENEED
AER)
EfEHH)
| 1] — i
S BRI BitEhE B —EEE B -
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(5) EEEFMEMEM

#E1E [Servers] AABEN -> 1% [HEE]

20
HPHEERITSRC):
H@ npartner
- Builtin
-] Computers
[ m= | wam |

(6) tEERfEAAR=RCZENEFAVABENL

253 [Servers] A& EE I - #EF Win2000 File ERzR 2% E) -

4 bctive Direchory 1R & E s
| FERC) #WEW HHA®

_ﬁl Diomain Controllers
-] Fo

.o

reignSecurityPrincipals

=10 x|
| =181 x|
| i #A® || ¢+  AE XEFR R |23 vEE
ﬁﬂﬁ#l | Servers 1 @D
7 Active Dictory BRI B R aHS |- | | 1t !
’? @3 n: mﬂ;lbm =] WINZ000 wmil
[#-(_] Builtin
~-[1 Computers

19
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21.2 BARARE

(1) BARX AD ERZMETH
FARL [Active Directory 1 FZ& F&EHK]

(2) 7 Servers AMEAI - BHERSD
£ [Servers] BB ENIZBE AR > BE [AE]

- Active Directory {EFA &5 S =101 x|
| EBRO MEW HAD NETES|

| wrw w0 |« |8 X®R Qa8 TvEde

fitik Ei | | Servers 1 &%
[ hotive Divctory (B R RS (-0 [ [ |
=@ nparter local =) w2000 =
(2] Builtin
-] Computers

(&) Domain Controllers
[# -] ForeignSecurityPrincipals
el Sl

FEiReEH...
HERSMAZ—EFET©...
12@80...

FHO...

L= :
FRIIEE ¥

R d
iSRS E (1)

ff: D)
EHan4a )
BEWNNEE
RHEEL.

] — |
PR ERIMEATE -

20

A N-Partner



(3) WmAEAFRRMERE
*E [BFARA) BE -> % (4

21x|

—g | EEs mﬂmm]

% Servers EIRTEEHER AN EE

FEER RS | Fre= | OPFA |
e B chih gAY BEE E B I A B th R (B S -
HEEFBH: WnAD2000 npartner local

wora | weo. 4585 (E) Ak
SEIE0]. FEfE(T). AEE Rl

[ EHSERSEE)

By | =Ee

21
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(4) REBRARAMMGE

WAR ARG 2T N-Partner Policy it : EIREFRIEZUFENHRME > 1R [HRE]

—f | wmEy WaAER |

& Servers ERIEVEHER I HEE

TEEE ey maAYEEE B RN B - th BB ity -
IEEF B WinktD2000 nparteer local

orw | Feo || ese AL
BT, TefR(T... AED Al F (U
[~ FHSEFREED

] Bad P ()

22
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(5) ZAHERA - HE&ERA

B

B [EREER ZE] -> [Windows & ]

%], B AEH] 1EE > BE [E

gFEREER|

-> [ZZ*% MR TE] -> [RERA] -> [FE%IRA] -> B6E [FEEMHEFE], ERIRFEAS
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(3) FARY [Windows PowerShell]
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(8) 7 Windows File falBiz§ -> FRI [Windows PowerShell]
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(4) FARY [Windows PowerShell]

&

Windows
PowerShell

(5) EFEFARRA

PS C:\> gpupdate /force

LY  Z£#=IES: Windows PowerShell
PS C:\> gpupdate /force
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(8) * Windows File {23 -> FRL [Windows PowerShell]

[
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(3) FARY [Windows PowerShell]

[
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PS C:\> gpupdate /force
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(5) BEFRFHAFRNERER

PS C:\> auditpol /get /category:*
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6.3 TERENIKERE
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(2) RHE [REM] EE -> 12 [ERH]
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7 Windows 2019
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(8) FBHRX [Windows PowerShell]
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(2) FHERA - ERRA
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(3) FARY [Windows PowerShell]

&

Windows
PowerShell

(4) EHMBARR

PS C:\> gpupdate /force

BN 5 EE S Windows PowerShell — O x

PE C:%» gpupdate ~force
Updating policy. ..

Computer Policy update has completed successfully.

User Policy update has completed successfully.
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(5) BEFRFHAFRNERER

PS C:\> auditpol /get /category:*
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#E = =W £F8 =R

B 25 Everyane =Z&EE ] EEEE® -  TEN=REEE

[(E2p ] s=® || @=© |
- smER0 |
OklgntsnTesReRERtRATNEEEEEER

| ’E ||| BE || ERW |
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(8) & [HERE]

tmp - A= i
—ar  HF  E2¥ plEmEE 83
MEEEE: Chtmp

BRI EREEEG):

S8 CREATOR OWNER

BB SYSTEM

SR Administrators (WIN2019Administrators)
BR Users (WIN201%\Users)

ZEEEER EE-T (8= - £

CREATOR OWNER FIEE(P) HEF g
e “
B
SEART
Sl ERERE
=17l
BA 2

IEsRERLEEST 55T EE - E£EW)

Ex B ERA
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8 Windows 2022

Windows E#%Z/RAIRTE FAIRAAFESZRSNEZRAEZEE
*LUT DRI DA TFRFEREAT -

8.1 A5

8.1.1 MEEIRTE

(1) FARX AD fEREMEB R
FARY [Active Directory 1 F & f1E )

&

Active Directory
EESETER

MV N-Partner
155



(2) gAML

£ (R B E AR > BE (W8] > 3E [MEaE)

T Active Directory ERESH=0H -
BER =) BRN  EHEH)
&= | F = HE/TRETIR
] Active Directary FREAER || == i | T
- t-l i =l Finpartrerlo.. i
v i npartnerlocal e THERRSNNENE
» L1 Builtin Ei0ERE)..
| Computers .
z aj Dom':in Cec e
» [l ForeignSec RERKO)..
» [ Managed! B R I 05 (C)...
» [ Users BEEmMIREHARA)..
HEZWM)...
FiE(N) ’ L]
FALIEK > WA
) i
InetOrgPerson
AER) msDS-ShadowPrincipalContainer
SHEAH) mslmaging-PSPs
MSMQ {FFIEIE
SEEEM
RS
ERE
HRAEHRK
< >
BB
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(3) WMABBEMRE
WMABRBENURME Servers 5 | BREFPREBUAMEURE > % [BE)

FEae - EEEN X

"‘5“ BiE: npartner.local/

ZEA)

fRESRLP ERSRIEE

& N-Partner
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S e

(4) BENEREREMAVABEM
#E1E [Computers] B EN -> 7 [Win2022)] B ARz 1% B E G,
&)

EE

B & PIRIZEEE Windows File 1% -> FhE [

] Active Directory EEEFI=E
BEFP =ER) wBENV F=EH
o9 2@ F8/XE E

=

HE R aETESR

O x

] Active Directory EEEF] =i |
» [ BEES
v 3 npartner local

< >

s L Builtin
| Computers FR®RA(S)
v 2] Domain Controllers EEESA
» [] ForeignSecurityPrincipe BV,
» [ Managed Service Acco 5=
> [ Users
2| Servers HEETENK y
BT
fE D)
AER)
=|EHEH)

SEmEREEEAAE—HEESET -
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(5) EiEAAMEM
#E1E [Servers] AABEN -> 1% [HEE]

BEE X

EMSEHIEEM)

B_ig npartner
Lﬂ_] Builtin
I:H;l Computers
/8] Domain Controllers
#-L7] ForeignSecurityPrincipals
- d Service Accounts

(6) FERERZECHBEEHAVAMEN
Eh#E [Servers] A E M - &Y Win2022 File BRZBE%E) -

] Active Directory EEEREE — O X
BEFP ZERQ) w\ENV =FEH)

o | 7@ /0 X HE/ A aETER
] Active Directory EEEFIEE V| =& B3 mit

> [ BTER MWin2022 W
v i npartner.local

» [ Builtin

| Computers

2| Domain Controllers
| ForeignSecurityPrincipals
~| Managed Service Accour
“ lsare
2| Servers

W W N
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8.1.2 EHARAIRTE

(1) FREHERAIEE
FIRL (B AR RIEIE]

(2) 7 Servers fAMEENI - FMERFARAMH

£ [Servers] B ENIZBEAR -> FE [EERMPEPEI GPO WEALT..]

2 maEnsE -
4 =R @Ea BEW =W =R
=@ 6 HE

|

pes

- |

mi/ Default Domai|| | A g% npartnerlocal

5 main Contre
. 3] Servers

2 #ERRIEE HAFNER
v i B%: npartnerlocal Az
v [y -
v i npartner.local =%

> ;;ﬁ?ﬁ-!la EEEENTAT GPO RLTHETEE(C)..
> Gy WMI REIAALG GPOL).

» [ AMGE
gan O Red®
b BEmR R EREENR)..

[ MmN BEFNSIAEG).
HRETMON)

iEENERAEW)

Rl D)
EFsEM)
Ex=EfR

AER)
E iz )]

L4

< >
EEEEETEL GPO UETESIEEESE
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(3) WmAEAFRRMERE
WARARAY U2 N-Partner Policy it : EIREFRIEZUFENHRME > 1R [FEE]

§1 GPO X

EE(N):

|lN-F"artner Policy Il

HBAM GPO(S):

(&) ‘|
BE

(4) #mEERARAMG
£ [N-Partner Policy] ZHHRAIMH B EG R -> FE [#REE]

2 BEERREE — O >
3 BRP =2ER BRM) |FEW =FEHH - 8 %
=@ G HmE
5 HERRIEE HEFHEH
v A\ B%: npartnerlocal AE
v 5 #s
v g npartner.local £
i/ Default Domain Policy | | A #i%: npartner.local
» 2] Domain Controllers
L T )
_?r B = | . £ .-m_
2 AMCPO =N
, i ’ v EESZ)
ey BERRRD @ERE(S)...
o HANAR HEEREFAEW)
RBED)
EEsEM)
EFXEEF
=EH)
< >
< >
HEI GPO BEE
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(5) AHRA : FExRA

B [EIEERTE] -> [[RAI] -> [Windows &

PEASH] EZREASH BE

RIE] -> [ZEMRE] -> [FRIRA] -> [fEZ/RA] -> RE EaMEFEY, Bk
-> B [EREBLERARE]: & [N & (K] -> & [EE]

_j EEFIEESIES
WMEF @R WwEN EEER
o 2@ XED = HE

| M-Partner Palicy \WINAD2022 MPAR
v F BESE
v [ R

> [l ﬂﬁ

w _] Z‘EEEEJ
) mEEE
S ] B E A
y @ R2EER
> Gl SHTaE
» [ WIRIRE
» Lg R5EE
» (& 8
b
>
&

A EExE
iy W (EEE BO2.2
T EEEETEsEnW
O EEEEEERER
» i SASEEE (IEEE 8021
y [ CHEREE
» ] EREREREIEA
» [ EEEEESFE
, B PR (IS
» [ EENERIEE
> ol HEBIEEE QoS
y L BEERES CtsEER
| Bigmr
v i, EESEE
» [ =R
» [ BFEE

~

L] EEIEE
L EBESRETR EES.
: s e ]
|;a@m¢¢m I, £
BRE - F:1 EESS ]

LG BLE S%TS

’!E'EFIA!"F m, =M

EES]

mm, =N

BER ) Es-RE

E2EFRRE MmN

_'ﬂ WEEASH

EHELFIRED)
BEELED
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M=RF
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¥
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(6) EBHFCiRE  EEURBEXNNZEKE
B [EBIEERRE] -> [[RAI] -> [Windows R3] -> [ZE MR E] -> [EHRCIRIE] > BE [T UREE X/ NEAE]|IER >
D)E [EEEERAERE]: > WA 204800 KB &t : BB FIRIEHRAE > 17 [lEE]
EEF BER) BAV) BEH)
e nEXD= HE
WINAD2022 NPAR| | =gy : SRimE
., W FansRREZRR RS =TS
— LR BrAREShASEPSSE METH
oy p— L XaezrarEsnEResosE $=3E
%# e 204500 k8|
D) A . B/ W EZEESRESSE TETT ]
L EEEERERERN HEES
L &ERSER I BAE METE
L AETBEESSS HETS
" L 2EFSERERY METE
> L EHRTESESEE SES
N L EREnEsEsExE EES
; L EEETPSEEREY METE
. (A BERSR —
5 i&: &85 (IEEE 8025 TEEISENIERE-TE ? >
» O] BEEEREZSENW
© EpmEEmssn||| Sotoec BR
> Lf BEREE (EEE 8027 - _
O AmemEE - FLEEHEx |\ BxE
» o BRERSIEA
, ] mEESSAFRE —
, B pEzeEE (0 [Zzs=a=agz0 |
y O] EEwEFIET
» ol LRI EEE Qos
, [ &EEEET CHTREE
» [ BEETE
v i EEERE 4, fEzERTEevEasss . ERRaREsEoEse.
» 3 =8 B mEEaEs 2g¥scers £ « (Q823659)
>y O EBERE
[ =z . mB =AM
£ >
)
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(7) BHEHRE  ZEURBRERFEGE
R [BISRRE] -> [[RA] -> [Windows F2E] -> [ZEMERTE] -> [BHRCEE] -> ME [ZEUREERE A 1BE > 23
B [EEEERARE]: > ME [REEBREH] > & [BTE]

| aEnsEEEs -
BEH DEA BRV BEE
s 2@ XE2 HE

E] M-Partner Policy (WINAD2022 NPAR|| =8| - EREE
v i BERE L FABTERESRESLESE mETE
— EELEEE e s =T
— L FaFTARETHNRESESE HETE
' = .
T ZEETEE Ul 204800 KB
B=cersessss amEme |
-3 TR e ]
e == 1 BT BEER
et o T
: L RERSEREFE HETE
o ETEL L EEErESERSE mEER
> (B REER L EERRESENETE T
, (4 BS L RRESESERERE CES T
» [g EERE
y [ BEEEESEaW
o gmzEsEaEn| | TEEFURE R
+ Gl SiEEE (EEE 8024 _ .
- reve : EEUFSEERES
y [ RBMRAIEE -
, [ RS KesEE
> @rzzeEn e || [Hrszasuzo |
y [ empsEngE
o HEEI RS Qos O EEEEEESF0)
> (5 RFEEE ChzaER I @EEEIEFFFMI
y [ EFRE
v i EmERE QFEEEEs LERSEERESN)
> & = sLEERTIEERE s  HEEEESSEaESE -
y O BiFgE M nEReRF SE¥EsirsEcEE s - (Q823659)
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(8) FBHRX [Windows PowerShell]

[
Windows
PowerShell

(9) EE# Windows File falkz8 842 R Al

PS C:\> Invoke-GPUpdate -Computer -RandomDelayInMinutes O -Force

Hin2822

A FEIFE T A Windows File @233

(10) ZE=4 Windows File falfR 238340 R AIIRE

PS C:\> Get-GPResultantSetofPolicy -Computer -ReportType html

RzopHode : Logging

Namespace : ssUWin2B22%RootS\Rsop~HNSAESBAEFE_23F4_4C47_9534_AB3I?B9DC18AA
LoggingComputer = Win2@22

Logginglser : NPARTHER~administrator

LoggingMode : Computer

P8 C:xn>

LB FEBAIFEEI A Windows File EARZR BN BRI KB EEEZHE

=) N-Partner
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(11) BARRIRER - &2 Windows File falfk28 - EF N-Partner Policy ##48/R Al

im] I [3 MPARTNER\WIN2022 X l + - O X
C O ®= | CG/Amp/Win2022html B O @ 8
RPARTNER\WIN2022 =
s
—ik
aE= |
TLIFHR R
mE=
BE
EERE
mae
IEEER/EERA
=
IEFERIEEHZERA
CE
iEF FRl/Kerberos [ERI
==
THER/EERR
L =
L] 5E Bs PO
wEENEER W) » SR M-Partner Policy
BEBRFREAEF RID - R M-Partner Policy
|ER =S B SR M-Partner Policy
EHER/EHEEERER
==
EEER/Z2ITRE -
HiTRE
. ==
2l ] =E & GPO
ESEEHEESSE BEETE M-Partner Policy
EEEFBESERE 204500 KB M-Partner Policy
LCReERRR/EEEERFR - SREREE e
LHSRBR/NERERE
==
B R
==
WAL EiEE
B
EREEEEN
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8.2 T(r&sd

8.21 MHEZERAIRRTE

(1) FREEEFARRGE
ez Bl o= > 9 A AR > BIE REARL)

RELH

. EEBEER
- mEs

2 smaEE

&Y N-Partner
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(2) FHERA - ERRA

R R [EINERRE] -> [Windows R E] -> [

], FEREASH] I8E > DERZEBLEER: [RI] & KK -> % [BE]

LZEMRRTE] -> [FERR] -> [ERRA) -> FE [ERYEEFH, ERIRFEAS

EEF DR BEV) NEH
| 2@ XE= HEE

£

A MECETEARALEEENESREEE  geraEmmans

B

J TREE F 6 s
, L BEERRNER BEEE
— L mERsEes FEEE
%u [[E5ns=n =0, =5
o ———y -r B L EERRRE SEEE
: L mEanERES FEEs
——NEE |i JEEBRERASE B, 58
v .4 ZHEE L BEESEE EERE
» L3 BEEL BEBASS B, S8
T h EmEEnE wREERER rERE
y @ E2edn - -
y [ RAEESey| | RREABSF-AE
O fEEEEEaT
mEsene
L AEEEEE TRESEEE Bm
» O maEmssn - EEE s
» O mRESSAEN __ﬂ
> B pE2iEeEp (0
y [ EEmEFRRT
s ol LUERE S8 Qos
y ] hiEEEET
v il EEEEE wEELER
y [0 BT
» [ Windows B b &2(S)
y O] REEERT )
E ]
MEEpES  BEEMEEE \=e . (Q921468)
BT
£ >

ERN

168

&Y N-Partner



(3) FARY [Windows PowerShell]

"
Windows
PowerShell

(4) EHMBHARR

PS C:\> gpupdate /force

BN &5EER Windows PowerShell - O *

PE C:%» gpupdate ~Force
Updat ing policy...

Computer Policy update has completed successfully.

Ugeyr Policy update has completed successfully.

PE Gz

=) N-Partner
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(5) BEFRFHAFRNERER

PS C:\> auditpol /get /category:*

EE: Windows PowerShell
PE C:nd auditpol Fget Acategory:s=
System awd
CategorysSubcategory
System
Security System Extenzion
System Integrity
IPsec Driver
Other System Events
Security State Change
Logon#Logof £
Logon
Logot £
Account Lockout
IPzec Main Mode
IPsec Quick Mode
IPzec Extended Mode
Special Logon
Other LogonsLogoff Events
Hetwo Policy Server
laims
Growp Membership
Obhject Hcc
File &
Registry
HKernel Object
SAH
Ceptification Services
Application Generated
Handle Hanipulation
File Share
Filtering Platform Packet Drop
Filtering Flatform Connection
Other Object Access Euvents
Detailed File Share
Removahble Storage
Central Policy Staging
Privilege lsze
Hon Se ive Privilege lUse
Other Privilege Use Events
Sensitive Privilege Use
Detailed Tracking
Creation
cess lTermination
DPAPI Activity
RPC Events
Plug and Play Events
Token Right Adjusted Events
Policy Change
findit Policy Change
Authentication Policy Change
Authorization Policy Change
MPSSUG Rule—-Level Folicy GChange
Filtering Platform Policy Change
Other Policy Change Events
ficcount Management
Computer Account Management
decurity Group Management
Diztribution Group Management
Application Group Management
Other ficcount Management Events
User Account Management
DS Access
Directory Service Access
Directory Service Changes
Divectory Service Replication
Detailed Directory Service Replication
Account Logon
Kerheros Service Ticket Operations
Other Account Logon Events
Herberos Authentication Servvice
Cr tial Validation
PS C:=n2

Setting

Ho Auditing
Success and
Ho Auditing
Success and

Failuwre

Failure

| Failure
| Failure

Failure
Failurse
Failuwre

| Failuwre
| Failure

Failure
Failure
Failuwre

| Failure

Failure
Failure
Failure

| Failure
| Failure

Succe
Success

Failure
Failure
Failure

| Failure
| Failure

Failure
Failure
Failure

| Failure

Auditing
Auditing
Auditing

Auditing
Auditing
fAuditing
Auditing
Auditing
Auditing

Success
Success
Ho Auditing
Ho Auditing
Mo Auditing
Ho Auditing

BuCcess
SUCCESS
Ho Auditing
Mo Auditing
Ho fuditing
Success

Success

Ho Auditing
Ho Auditing
Ho Auditing

Success and
Success and
and
and
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8.2.2 EHEERRT

(1) FR [BREHTERE]
gz @l jem) > A SHRE > 2 (BHREE]

BELY

Qe E R
O mEER

Jol 15 ¥

MV N-Partner
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(2) #HwEZEMRCHE

BB [Windows FCEE] -> £ [Z2 4] B EA R > & [AF]

@ s+maE - O e
BER 2EW wRNV EREBEH

«=|m Hr
[ s=wEs (T®

FBEEETNES0).
B ETHRAR).. y
oy TR EREEEC)..
S E R ]
RN)..
EEESEIERE. -
B TR S A). :
=M > 5
ETTaEnE -
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(3) REZXRZEMTEE

B A B KRCERIE R/ 204800 KB #f @ B IKEFIRIFRAE > HE [REEERSMH > %2 [EE]

—&

ZE(F:
EaEEEL):
Ty
EroE
Fr e
=EEE:

ETFEE&(E)
EFECEEE AT (KB)):

L 204800/
EESEsEs [ FELER

ElAE - Z2& (3R &HE¥E

Security

%5ystemnRoot %6\ System3 A\ Winewt\Logs\Security.evix

16,07 MB(16,246,348 {1 7048)
02253888 T 0e0442
20223”1178 L5 10:15:30

202253217 L5 10:15:30

CELLZ s o rra

O EZHECRNETHE  FEREERMW
O FTEEESH (FHERESEEN

HE

BE

EEIHR)

EHP)

x
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R gt T
Sl

8.3 MEREMIIERTE

(1) EEERZ [BERX] RERGHR > ME [WE]

il 4 s | TEER O - O X
Ll == == &= (7]
« « 4 i EH > ZWER(C) v O P

* REER

m=E +

¥ TE +

& X+ *

& PerfLogs Program Files Program Files

= =R + (xB6)

[

o #jE
tmp Windows EEE
HE(O)
EWSENERE
123 (RETE]
BETREEZG) b
BESEMV
MAZERR0 ?
fRIREEEP
BESIMN 2
=T
ERC)
BURE@S
RO
EFsEm)
RER)

6EEE CEk1EEE =)

Y N-Partner
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(2) RHE [REM] EE -> 12 [ERH]

tmp - A= x

—% =8 | E2= II;IiWQHEI -1}

HiEEN: Chtmp

BEnEEEIEG):

B2 sYSTEM

& Administrator (WIN2022\Administrator)
B2 Administrators (WIN2022\Administrators)

TEREEE  BE-T (S8 | aE®.

SYSTEM 238PR(P) T ==

w2l

Bt

EERAMT

FlaEsHEnE

&8

EA

OERRERNSERE  EER-T [EHE -

CALLLsLs

= s AW

&Y N- Partner
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(3) RAE [fE#%] BEE -> % [#iiE]

L mp FTEEREEET ] =
Efi: Chtmp
"aEE Administrators MWIN202B\Administrators) B 2E(C)
we = | - | AR
MERTES  BERTREES - oREFYREEE c WERES - 2R T (S0 oRes) -
BEES:
mE == f=3:n EF%E - iSE
[T T
ERER))
HepsrnTEsIReEEREsaTasRBESm

o NNF’EI“tner
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(4) RAE [EIR—EER

tmp EEENE o

WD == ol
®FF) =ElEx - TEEcERE w

A EE T e

SR E e S () WM ek

(5) MHRBIBEA Everyone ERFIARF > & [MERE] > & [EE]

AnGREANNE X
SWERNFERS)
B | MEREO)..

HEROED: |
[WiN2022 | aEQ-
BE A NsEREEER (B8O

Everyone I mEEZRO |

 mma 2= |l = |

&Y' N-Partner
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(6) HHENERE [ZEF] > WE [EZH] > & [BE]

| trp EIEENE

EM:  Everyore @5 —EIZHE

Az ||== w

=73 | EElaE - TROREAX -]

BT
[ e
=L
EmEsmis
B MRS
[=] iR
=E2

miEsRYR

OFEmE=REETREE R0 o0 (o e8m

L Ee b1 b

HE s
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(7) HERTEIZERE [Everyone] -> 1% [FETE]

U mp TEREEERT o x
Efi: Chtmp
aEE: Administrators (WIN2022\Administrators) WP 2E(C)
2 == ;i ANTR#E

TRRTER RENTREES - oREFNOEES - WERES - ®EE—T (HE) (OReF) -

AEES:
mE == f=3:n EF%E - iSE
iL =m Evaryone ZEmE n BEEHEHE - FTREREEE

BER || SEO
sESIN) |

HEsmErnTEsReEERSFAFOsRBEESM
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(8) & [HERE]

tmp - A= x

—& mE E2E LEsEE =7

iEEHE Citmp
BENERESEG):
88 SYSTEM

& Administrator (WIN2022\Administrator)
B2 Administrators (WIN2022\Administrators)

EEQEER  =5-T (826 &)

SYSTEM 29@PR(P) ==

=2

1=
HERANT
HEENENE
L

EA
ORREEENEENT  BE—T (RE £

&
]

ALK

= == |p==an
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9 N-Reporter

(1) #ri€ Windows File %%
RBEE] > [RERAARE] -> B2 (371D

2= O EFa S Eel-EiEE) E n a

.. @) Global (10/10) I

= e

1 =H&E (0/3)

= =EZE

REEEESE

HEMREE

mEAERE

HEESSE
RERTEE=EDY

e

& s5em

B r==m
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(2) EERBEEE

42 [Application/DB/OS/Server]-> 2% [5EE )

aha WP x

=iEEE

Switch / Router

d
]
=]

Application /DB /

..'|'| o

S | Server

Firewall / IPS / Load Balancer / NAC / UTM /
WAF / Wireless

sE e S oER

i
i
el
+

1

i
1
i

N-Cloud / N-Reporter / N-Probe

MNCloud £ NReporter S8R 25 FUTTIRT Syslog = N

Auto / More / User Defined Format

A Eel SR

1]

FxRE#EA SiEE Bl
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9.1 Windows 2003 3 ZEI R A {EZE £ 4

(1)

REBEEFRE

) A\ 52 B 2 A 1P->Syslog ERMETLELE [Windows]-> BHEE [F—]

b WM - RAEEARE x

REEARE

o~

REER

‘ WinFiles-192.168.8.76

P~

‘ 192.168.8.76

P -

‘ Global

Syslog EREH O

‘ Windows

SERREAL O

SNMP Model ©

‘ Host Mib

Web &7 0
[ ] mmase=ma
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(2) Syslog tHEAZRE

Facility #12 [(17) local use 1 (local1)] F#R#E S = : [BIG 5] -> 2i&E [F—]

(=A% [Raw Data {RE8] - Rl [S34E39] 8~ Raw Data E:)

&h W - Syslog HHREDE X

Syslog HHBERE

P

Facility ®

‘ (17) local use 1 (locall)

R

‘ BIGS

Syslog FA{EEREREXYM LR O

Raw Data REESS

5

A Raw Data =,

s | T (R
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(3) Efth
#2178 Icon EE [Host]-> BUWIRARERE [RUA]-> R4 [ N —F]->[1E:T]

& RN - e x

Ry ~
24 lcon ||

‘Hw v
BULIREE

|§:| ETE I:::I = FH

BRE

it
i}
it
Wi

= [T—ﬁ} Bl

SEMARREER  REREHEEMELSERE-> ME (8]

£ EERBRREE - RERDHAEREERRE 2

&7 N-Partner
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9.2 Windows 2008 T Z B IR A {EXE £ 4

(1)

REBEEFRE

) A\ 52 B 2 A 1P->Syslog ERMETLELE [Windows]-> BHEE [F—]

b WM - RAEEARE x

REEARE

o~

REER

‘ WinFiles-192.168.8.76

P~

‘ 192.168.8.76

P -

‘ Global

Syslog EREH O

‘ Windows

SERREAL O

SNMP Model ©

‘ Host Mib

Web &7 0
[ ] mmase=ma
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(2) Syslog MHEAZEE
Facility #£1Z [(17) local use 1 (local1)] f#wiE S I0: [UTF-8] -> Fh%E [ F—F]
(523 [Raw Data &) - Rl [E#E)] B/~ Raw Data Eifl)

s WIS - Sysiog MEDE X

Syslog HMEE -
Facility &

‘ (17) local use 1 (locall) v
REA

‘ UTF-8 v

Syslog FA{EEREREXYM LR O

Raw Data REESS

s+ 3£ Raw Data 5=
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(3) Efth
#2178 Icon EE [Host]-> BUWIRARERE [RUA]-> R4 [ N —F]->[1E:T]

& RN - e x

Ry ~
24 lcon ||

‘Hw v
BULIREE

|§:| ETE I:::I = FH

BRE

it
i}
it
Wi

= [T—ﬁ} Bl

SEMARREER  REREHEEMELSERE-> ME (8]

£ EERBRREE - RERDHAEREERRE 2
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10 [EREHEER

10.1 Invoke-GPUpdate #&:%

(1) £ AD #31Ei{A AR 28 -> #1T Invoke-GPUpdate E#7 Windows File £ 41/F I IREE R R

N 255E R Windows Powershel — O b4

(2) 7 Windows File fafiz8 - FRY [Windows PowerShell]

(o

Windows
PowerShell

(3) &% Windows Firewall £ WMI-WINMGMT-In-TCP * vm-monitoring-rpc * MSDTC-RPCSS-In-TCP {8l
PS C:\> Get-NetFirewallRule -Name "WMI-WINMGMT-In-TCP", "vm-monitoring-rpc", "MSDTC-RPCSS-In-TCP" |

Select-Object Name, DisplayName, Enabled, Direction, Action | Format-Table
BN SEEHA: Vin: e - =]

P2 Cind Oet-HerPire ! Selest-Ohject Hamo. Displavkans. Enabled. Birection. fovisn ! Parsat-Tahle

PS C:\> Set-NetFirewallRule -Name "WMI-WINMGMT-In-TCP", "vm-monitoring-rpc", "MSDTC-RPCSS-In-TCP"
-Enabled True

EN =2=E8ER Windaws PowerShel

PE C:wy Set-MetFirewallRule
PE Gy o
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(5) &% Windows Firewall 4 WMI-WINMGMT-In-TCP * vm-monitoring-rpc * MSDTC-RPCSS-In-TCP {1l

PS C:\> Get-NetFirewallRule -Name "WMI-WINMGMT-In-TCP", "vm-monitoring-rpc", "MSDTC-RPCSS-In-TCP" |
Select-Object Name, DisplayName, Enabled, Direction, Action | Format-Table

| Select-Okject Mane. Displaydane. Enabled. Birection. fActies § Format-Tabls
Enabled Birestion &

Trea
Tree

=r LRPC-EFMRE > all
Wl -Ind Tres Imbaund Allou

(6) T AD #BIS{ERRSE -> =4 Windows File B4 E A

PS C:\> Invoke-GPUpdate -Computer -RandomDelayInMinutes O -Force

BN 25 EEE- Windows PowerShell — O oo

# X FEbMUIEE A Windows Server faliRzz 27
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