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Preface

This document describes how N-Reporter users can configure Windows file event logging using
the open-source tool NXLog.

NXLog converts Windows file event logs into syslog format and forwards them to N-Reporter for
normalization, auditing, and analysis.

This document applies to Windows Server 2000, 2003, 2008, 2012, 2016, 2019, and 2022.

References

Audit Policy Recommendations:

https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-

practices/audit-policy-recommendations

Events to Monitor:

https://learn.microsoft.com/windows-server/identity/ad-ds/plan/appendix-l--events-to-

monitor
Note: This document is provided solely as a reference for configuring log output. It is recommended

that you contact the device or software vendor for assistance with the appropriate log export

methods.
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1. NXLog
1.1 NXLog Installation

(1) Download NXLog CE (Community Edition)

Please go to: https://nxlog.co/products/nxlog-community-edition/download

Download the latest version of nxlog-ce-x.x.xxxx.msi.

Example Here: nxlog-ce-3.2.2329.msi

Windows x86-64 nxlog-ce-3.2.2329.msi

Note: If you require the 32-bit version of NXLog, please contact our support team.

(2) Install NXLog

<2.1> For Windows Server 2008 or later:

T F
7o MHCeg-CL Setup

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will install NXLog-CE on your computer,
Click Next to continue or Cancel to exit the Setup Wizard,

|
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https://nxlog.co/products/nxlog-community-edition/download

(3) Select “ accept the terms in the License Agreement,” then click “Next.”

{i# NXLog-CE Setup [_ X
End-User License Agreement 2
Please read the following license agreement carefully '
NXLOG PUBLIC LICENSE v1.0 i—l

1. DEFINITIONS
“License” shall mean version 1.0 of the NXLOG PUBLIC
LICENSE, 1.e. the terms and conditions set forth in this document,
“Software” shall mean the source code and object code form, all
associated media, printed matenals, and "online" or electronic
documentation. All such software and matenals are referred to |

F 1 accept thetennshtheUcemeAqeemaa
Print I Back Cancel I

(4) Click “Next.” (The default installation path is (C:\Program Files\nxlog\).

{&# NXLog-CE Setup =] B3
Destination Folder 2
Click Next ta install to the default Folder or chick Change to choose another,

Install NXLog-CE to:

|C \Program Files\nxlog),

Change.., I

Back | | [ Cancel I
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(5) Click “Install.”

{i NXLog-CE Setup

(6) Click “Finish.”

.‘ NXLog-CE Setup

Carncel
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Copyright © Al rights are reservad by M-Fariner Technologies Co



vf’
S

fﬁ.
[ & K

NS
NPy e

<2.2> For Windows Server 2003:
Download File: nxlog-ce-3.2.2329.msi. - Select “Install” and proceed until the installation completes. >
Click “Finish” to exit.

7 NXLog-CE Setup — X

Ready to install NXLog-CE @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

<2.3> For Windows 2000:

(1) Navigate to the NXLog CE legacy download page: https://sourceforge.net/projects/nxlog-ce/

(2) Click “See All Activity” and download the Windows 2000—compatible version “/nxlog-ce-
2.8.1248.msi.”

(3) Launch “nxlog-ce-2.8.1248.msi,” and accept the license terms, click “Install,” and then “Finish.”

NXLOG PUBLIC LICENSE

v1.0

1. DEFINITIONS
“License” shall mean version 1.0 of the
NXLOG PUBLIC LICENSE, i.e. the
terms and conditions set forth in this
document,
“Software” shall mean the source code and

Abhiact cada Frven all arcacintad snadia



https://sourceforge.net/projects/nxlog-ce/

1.2 Download NXLog Configuration File
1.2.1 For Windows Server 2003 or earlier:

(1) Open “Command Prompt.”

Command
Prompt

(2) Download the “NXLog Windows 2003 File” and overwrite the existing NXLog configuration file in the
Windows system.

Download link: http://www.npartner.com/download/tech/nxlog Win2003File.conf

C:\> copy "C:\nxlog_Win2003File.conf" "C:\ Program Files \nxlog\conf\nxlog.conf" /y

¢ |Command Prompt

C:\>copy “"C:\nxlog Win2003F1le.conf”™ "C:\Program Files\nxlog\conf\nxlog.conf" /yi

1 fi1le(s) copied.

Note: The example above is for a 64-bit operating system. For a 32-bit operating system, replace the

highlighted text with: 'C:\ Program Files (x86)\nxlog\conf\nxlog.conf'
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http://www.npartner.com/download/tech/nxlog_Win2003File.conf

1.2.2 For Windows Server 2008 or later

(1) Open “Windows PowerShell.”

(o
Windows
PowerShell

(2) Download the “NXLog Windows 2008 File” and overwrite the existing NXLog configuration file in the

Windows system.
Download link: http://www.npartner.com/download/tech/nxlog Win2008File.conf

PS C:\> Invoke-WebRequest -Uri ‘http://www.npartner.com/download/tech/nxlog_Win2008File.conf' -

OutFile 'C:\ \nxlog\conf\nxlog.conf'
2 Select Administrator: Windows PowerShell = 0] x|
' 1 -WebRequest -Uri "http: /S, npartner. com/down | oad/t ech/ne | og_WinDHCP. conf ™ =DutFile "C:\Program Fileynx I-:u

ont —

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text

with: 'C:\ Program Files(x86)\nxlog\conf\nxlog.conf'
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http://www.npartner.com/download/tech/nxlog_Win2008File.conf

1.3 NXLog Configuration

1.3.1 For Windows Server 2003 or earlier

## Please get the ROOT to the folder wour nxlog was installed into, otherwizme it will not atart.
define NCloud 192.168.8.4

define ECOOT C:\Program Fileginxlog

define CERTDIE %RO0T%%cert

define CONFDIR #ROOT%\conf

define LOGDIR #RO0T%\data

define LOGFILE %LOGDIR®\nxloz.log

LogFile %LOGFILE®

Moduledir ZROOT%\modules
CacheDir %RO0T%\data

Pidfile #ROOT%\data‘nxlog.pid
SpoolDir BROOT%\data

## Load the modules needed by the outputs
<Extenzion avalops

Hodule xm_syslog
</BExtenzion>

## For windows File 2000 - 2003 Event Log uge the following:
zInput in_eventlogs
Module in_meeventlog
ReadFronLast TRUE
SavePog TRUE
Exec parse ayzlog bad();
if ($EventlD = 560 or $EventlD = 561 or $EventlD — 562 or $EventID = 563 or $EventlD = 564 or $EventID =567 or $EventID
$EventID = 529 or $EventID = 530 or $EventID = 531 or $EventID = 532 or $EventID = 533 or $EventID = 534 or $EventID = 535
$EventID = 536 or $EventID = 537 or $EventID = 538 or $EventID = 539 or ¥EventID = 540 or ¥EventID = 551 or $EwventID = 552
$EventID — 682 or $EventID — 683 or $EventID — 672 or $EventID — 673 or $EventID — 674 or $Event[D — 675 or $EventID — 676
$EventID = 677 or $EventID = 678 or 3EventID = 679 or FEventlD — 620 or FEventID = 6813 { $SwvzlogFacilityValue = 17; | 4
elze if [(FSourcellame = "Service Control Manarer") { $SvalogFacilityValue = 17; 13
elael

{4
drop():h
</ Inputs>

<0utput ont_eventlog:
Module om_udp
Hozt  #lClound%
Port 514
Exec $Message = string($EventlD) + + $Message;
Exec if ($EventType — 'ERROR' or $EventType — 'AUDIT FAILURE') { $SyslogSeverityValue = 3; 1 &
elze if ($EventType = 'WARNING Y { $SyzlogSeverityWalue = 4 Py
elge if ($EventType =— 'INFO' or $EventType — 'AUDIT SUCCESS' ) { $SyslogSeverityValue = 5; }
Exec to_gvalog bad();
=f0utputs

zRoute eventlogs
Path in_eventlog == out_eventlog
</Route>

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define ROOT  C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR  %ROO0OT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %RO0T%\modules
CacheDir %ROOT%\data
Pidfile  %ROOT%\data\nxlog.pid

SpoolDir %ROO0T%\data

## Load the modules needed by the outputs
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<Extension syslog>
Module xm_syslog

</Extension>

## For windows File 2000 - 2003 Event Log use the following:
<Input in_eventlog>
Module im_mseventlog
ReadFromLast TRUE
SavePos TRUE
Exec parse_syslog_bsd(); \
if (SEventID == 560 or SEventID == 561 or SEventID == 562 or SEventID == 563 or $SEventID == 564 or SEvent|D ==567
or SEventID == 528 or SEventID == 529 or SEventID == 530 or SEventID == 531 or SEventID == 532 or SEventID == 533 or
SEventID == 534 or SEventID == 535 or SEventID == 536 or SEventID == 537 or SEventID == 538 or SEventID == 539 or
SEventID == 540 or SEventID == 551 or SEventID == 552 or SEventID == 682 or SEventID == 683 or SEventID == 672 or
SEventID == 673 or SEventID == 674 or SEventID == 675 or SEventID == 676 or SEventID == 677 or SEventID == 678 or
SEventID == 679 or SEventID == 680 or SEventID == 681) { SSyslogFacilityValue = 17; } \
else if (5SourceName == "Service Control Manager") { $SyslogFacilityValue = 17; } \
else\
{\
drop();\
}
</Input>
<Output out_eventlog>
Module om_udp
Host  %NCloud%
Port 514
Exec SMessage = string(SEventID) + ": " + SMessage;
Exec if (SEventType == 'ERROR' or SEventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \

else if (SEventType == "WARNING') { SSyslogSeverityValue = 4; }\

else if (SEventType =='INFO' or SEventType == 'AUDIT_SUCCESS') { SSyslogSeverityValue = 5; }

Exec to_syslog_bsd();

</Output>

<Route eventlog>
Path in_eventlog => out_eventlog

</Route>
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Enter the N-Reporter system IP address in the blue text section.
define NCloud 192.168.3.88

This example is based on a 64-bit operating system.

For a 32-bit operating system, use the following setting instead:

define ROOT C:\Program Files (x86)\nxlog

File name: hxlog.conf . ‘ Save I
Save as type: All Files ;I Cancel
Encoding: ANSI ﬂ

Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as

type, select “All Files (*.*)”. For Encoding, select UTF-8 to avoid encoding errors that could prevent the

service from starting.
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1.3.2 For Windows Server 2008 or later

## Pleaze get the ROOT to the folder wour nxlog waz installed into, otherwize it will not start.

define NCloud  192.168.8.4

define ROOT C:VProgram Filezs\nxlog
define CERTDIE %ROOT%\cert

define CONFDIE #ROOT%\conf

define LOGDIE  %ROOT%%data

define LOGFILE %LOGDIE%\nxlog. log
LogFile %LOGFILE%

Hoduledir $R0OCT% \modules
CacheDir %RE00T#\data

Fidfile #9ROOT%%data‘nxloz.pid
SpoolDir SROOT%%data

## Load the modules needed by the outputs
<Extenzion syslogs

Hodule x¥n_svalog
</Extenzion=

## define Security Events

define SecurityEvents 4656, 4657, 4658, 4659, 4660, 4661, 4663, 4664,
4665, 4666, 4667, 4668, 4670, 4671, 4683, 4690, 4
4601, 4698, 4699, 4700, 4701, 4702, 5140, 5142,
5143, 5144, 5145, 5148, 5149, 5150, 5151, 5152,
5153, 5154, 5155, 5156, 5157, 5158, 5159, 5168,
5888, 5880, 5800, 4768, 4769, 4770, 4771, 4772,
4773, 4774, 4715, 4776, 4777, 4820, 4624, 4625,
4626, 4627, 4634, 4646, 4647, 4648, 4649, 4672,
4675, 4778, 4779, 4300, 4801, 4802, 4803, 4964,
4976, 5378, 5632, 5633

## Windows Server 2008 or higher Ewvent Log uze the following:
<[nput in_eventlogs
Hodule im mevistalog
ReadFroulazt TRUE
SavePos TRUE
Query QueryList=
<Query Id="0"= 1\
<select Path="Security">*</Select>
</Querys
<fQuervl izts
Exec if (¥EventID NOT IN (#SecurityEventz®)) drop();
<{Input=

<0utput ont_ewventlogs
Hodule om udp
Host  HHCloud%
Port 514
Exec $SyzlogFacilityValue = 17;
Exec $Meszage = gtring($Sonrcellane) + + ztring($EventID) +
Exec if ($EwentIype — 'ERROR' or $EventType — 'AUDIT_FAILURE') { S
elze if (FEventType = 'WERHING ) [ %SysloeSeverityValne = 4
elze if (FEventType — 'INFQ' or $EventType — 'AUDIT_SUCCESS' )
Exec to_svzlog bad();
<{0utputs

<Ronte eventlogs
FPath in eventlog == out _eventlog
</Rontes

Enter the N-Reporter system IP address in the blue text section.
define NCloud 192.168.3.88

This example is based on a 64-bit operating system.

For a 32-bit operating system, use the following setting instead:
define ROOT C:\Program Files (x86)\nxlog

+ FHezzage;
valogSeverityValue = 3; | 4

[
I $SyzlogSeverityValue = 5;

i
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File name: |mdog.conf

=

s s e

~ Hde Falders

Enceding: |UTF-5 :l -I Cancel |

ANSI

=

4

Unicode

Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as

type, select “All Files (*.*)”. For Encoding, select UTF-8 to avoid encoding errors that could prevent the

service from starting.

13
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1.4 Starting the NXLog Service
1.4.1 For Windows Server 2003 or earlier

(1) Open “Command Prompt.”

(2) Start the NXLog service and verify that there are no error messages:

C:\>
C:\>

G:\>net start nxlog
The nxlog service 1s starting.
The nxlog service was started successfully.

CiN>o

(3) Enter the command below to open the Services console:

¢+ Command Prompt

C:\2>Services.msc

C:N\>o
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(4) Open the NXLog service properties: select “NXLog” = Click “Properties.”

4 Services =10 x|
|J Action  View H - #|$§|\@|J y m Il o
Tree | Name _/ | Description | Status | Startup Type [ Logonas | 4]
% Services (Local) %8 Network DDE Provides n... Manual LocalSystem
Network DDE DSDM Manages s... Manual LocalSystem

Started

% Performance Logs a... Configures. .. Manual LocalSystem
%Plug and Play Manages d... Started Automatic LocalSystem
%Print Spooler Loads files .., Started Autaomatic LocalSystem
%Prutected Storage Provides pr... Started Automatic LocalSystem :I

Manual
Automatic

Lo

(5) On the General tab, verify that Startup type is set to Automatic (Delayed Start).

8
S -
S -

nxlog Properties (Local Computer)

General | Log On | Recovery | Dependencies |
Service name: nxlog
Display name: nxlog
Description: This service is responsible for running the nxlog agent. ¢

21 x|

Path to executable:
C:%Program Files\n=log\nzlog.exe -c "C:\Proagram Files\nxlogiconfinzlog. cc

Startup type: Automatic :l
Service status:  Started
Start | Stop I FPause Hesume |

Y'ou can specify the start parameters that apply when you start the service

from here.

Start parameters;

0K Cancel

Apply

15
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(6) On the Recovery tab, verify that First failure, Second failure, and Subsequent failures are all set to

“Restart the Service”, then click “OK.”

nxlog Properties {Local Computer) 27| x|

General' Log On| Recovery Dependenciesl

Select the computer's response if this service fails.

First failure: I Restart the Service ;I
Second failure: IFIestarl the Service ;I
Subsequent failures: IFIestart the Service ;I
Reset fail count after: 0 days
Restart service after: 1 minutes
— Hur file

File:

I Browse...

Command line parameters:

™ Append fail count to end of command line [/fail=%1%]

Restart Computer Options...

16
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1.4.2 For Windows Server 2008 or later

(1) Open “Windows Powershell.”

(2) Restart the NXLog service, verify that it is running, and ensure there are no error messages:

PS C:\> Restart-Service -Name nxlog
PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType
PS C:\> Get-Content 'C:\ Program Files\ nxlog\data\nxlog.log'

2 Administrator: Windows Powershell

elect-Object -Property Mame,Status,

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text

with: 'C:\Program Files(x86)\nxlog\conf\nxlog.conf'

(3) Enter the command below to open the Services console:

PS C:\> Services.msc
2 Administrator: Windows PowerShell
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(4) Open the NXLog service properties: select “NXLog” = E Click “Properties.”
=10/
&9 [m|0]s

= HE| » 8 nw

l_a

., Services (Local) L)}, Services (Local)
nxlog Name - | Descripton | Status | StartupType |Llogonas | 4|
‘%, Multimedia Class Sc... Enablesrel... Manual Local System
Stop the service ‘. Net.Msmq Listener ... Receivesa... Disabled Network S...
Restart the service i NetPipe Listener A... Receivesa... Started  Automatic Local Service
" Net.Tcp Listener A... Receivesa... Started Automatic Local Service
Description: 4, Net.Tcp Port Sharin... Provides a... Started Automatic Local Service
m::;‘;zt‘s ;ﬁﬁmfgm the 7 Netlogon Maintains a... Started  Automatic Local System
S Network Access Pr... The Netwo... Manual Network S...
"+ Network Connections Manages 0... Started Manual Local System
‘% Network List Service  Identifies t... Started Manual Local Service
“; Network Location A... .. Started Automatic Network S...
1

(5) On the General tab, verify that Startup type is set to Automatic (Delayed Start).

x
Service name: mdog
Display name: rdog

Description service is responsible for running the NXLog i

: . See www ndog.co. o j
Path to executable:

"C:\Program Files\redog'rodog exe” ¢ "C:\Program Files\rodog'\conf\radog »
Statuptype: | |Automatic (Delayed Start) |

Start | Stop I Pause Hesume I
You can specify the start parameters that apply when you start the service
from here.
Start parameters I

0K Cancel Epply
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(6) On the Recovery tab, verify that First failure, Second failure, and Subsequent failures are all set to

“Restart the Service”, then click “OK.”

nxleg Properties (Local Computer)
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2. Windows Server 2000
2.1 Domain

Windows Audit Policy Configuration:

For detailed information, refer to the Audit Policy Recommendations link in the references.

The following sections describe the configuration methods for Domain and Workgroup environments.

2.1.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

td
Active

Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Controllers, select “New,” and click “Organizational Unit.”

4% Active Directory Users and Computers

=10 x|

J<§ Console  Window Help

=181 ]

| acion vew ||« = Bm FRB 2|2 v& o

|

Tree I npartner.local 5 objects
) Active Directory Users and rlt‘lame [ Type | Description [
ERE b rpartner.local [_1Builtin builtinDomain
(] Builtin Delegate Control... r Default container for upar...
Q Computer  Find... tional ...  Default container for new ...
1&2] Domain G Connect to Domain... r Default container for secu...
l:] ForeignSe  Connect to Domain Controller. .. r Default container for upar. ..
L] Users Operations Masters. ..
New » Computer
All Tasks »  Contact
) Group
View 4 ;
Organizational Unit
New Window From Here ; c
Printer N
Refresh User
Export List... Shared Folder
Properties
Help
< | >
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK.”

New Object - Organizational Unit

@ Create in:  npartner.local/

Name:

||Servers

A

Carcel |

(4) Move the Server to your New Organizational Unit:

Select the “Computers” organizational unit (OU) - right-click on the “WIN2000-ENG” server.

Note: Please select the Windows File server according to the actual environment. = click “Move.”

| % Active Directory Usersand Computers =101 x]
| < Console  Window Help | =181 ]

Jaon yew || =» B@E XER R 2B vTED |
Tree I Computers 1 objects
<7 Active Directory Users and Name 1 | Description
S| @ npartner.local
] Builtin Disable Account
‘N Computers Reset Account
2] Domain Controllers
(L] ForeignSecurityPrir Manage
D Users
(D) Servers All Tasks »
Delete
Refresh
Properties
Help
< I v
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

21|

Container to move object to:

E]*@ npartner
#-(_] Builtin
-] Computers
{&&] Domain Controllers
-] ForeignSecurityPrincipals

#-[_] Users

Cancel I

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2000-

ENG” server has been moved.

4% Active Directory Users and Computers = |D|£I

& comsole_wndow wep JRETE|
J Action  View “@ 4||X|@|J;ﬁi§“@v@%

Tree | | Servers 1 objects
@ Active Directory Users and Eme l Type l Description I
E]@ npartner.local WINZODD-ENG ~ Computer
{1 Builtin
(] Computers
-] Domain Controllers

(] FareignSecurityPrir
&[] Users
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2.1.2 Group Policy Settings

(1) Click “Active Directory Users and Computers.”

d
Active

Directory
Users and
Computers

(2) In the “Servers” organizational unit (OU), right-click and select “Properties.”

4 Active Directory Users and Computers

J@ Console  Window  Help

=10/.%|

| =181 ]

“ Action  View “ & -

AmXTrRB R el v_ae

Tree |

@ Active Directory Users and
= @ npartner.local
(1 Builtin
-] Computers
(] Domain Controllers
(_] ForeignSars wikuDrir
(] Users

Find...

Servers 1 objects

MName l Type l Description |

=) wINZ000-ENG  Computer

Delegate Control...
Add members to a group...
Mave...

MNew

All Tasks 4

View

Mew Window from Here

Delete
Rename
Refresh

Export List...

< |

iastart”J ] § Help || “_ﬂdl @rl “_jcl %5"5:\ I?)b 2:39 PM
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(3) Enter the Group Policy Object (GPO) name

On the “Group Policy” page - click “New.”

Genelall Managed By

Current Group Policy Object Links for Servers

%

Group Policy Dbject Links | No Dverride | Disabled |

Group Policy Objects higher in the list have the highest priority.
This list obtained from: win2000-ad-eng.npartner.local

Add.. | Edit I Up |

[ptions... Delete,.. | Froperties | Down |

™ Block Policy inheritance

0K I Cancel | Apply |

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)
Note: Please create the GPO name according to the actual environment.

- select “Edit.”

Servers Properties ﬂﬁl

Generall Managed By Group Policy I

Current Group Policy Object Links for Servers

%ﬁg

Group Policy Object Links No Uvelridel Disabled|

Group Policy Objects higher in the list have the highest priority.
This list obtained from: win2000-ad-eng.npartner.local

New add. || ea | s

Options... | Delete... I Properties Down I

™ Block Policy inheritance

Close | Cancel Apply
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” - “Local Policies”

- “Audit Policy.” And click on “Audit account logon events,” “Audit logon events,” and “Audit object

access” = check “Define these policy settings”: Success, Failure. = click “OK.”

¥ Group Policy

|J Action  View |J e - || Pl ||§

=101.x]

Tree I

f_..;;i M-Partner Policy [win2000-ad-eng.npartner ;[
Computer Configuration|
[+-|_] Software Settings

(1] Windows Settings

/

] Computer Settin

%% Audit account logon events

Success, Failure

ne| Audit account management
Ei Audltlrector service access

HIJle‘ || 0gon eve

_ Not defined

Mot defined

Failure

| Scripts (Startup/Shutdown) Audlt object access Success, Failure
: a%) Audit policy change Mot defined
2 Account Policies Audit privilege use Mot defined
= £¢] Local Policies &%) audit process tracking Not defined
z£ Audit Policy ®¥) Audit system events Mot defined
=& User Rights Assignment p—— (x|
¢ Schrity ODtiDns
g‘a Event Log |4 Auditlogon events
(_9 Restricted Groups E‘
(8 System Services
8 Reqgistry [V Define these policy settings
(8 File System Audi these attempts:
-1 Public Key Policies [ Success
3 g IP Security Policies on Active [ Faiue
l {1 Administrative Templates
= @ IUser Configuration
— 0K Cancel
[ Software Settings S _ e
4| | ARl ] i
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(6) Event Log: Security Log Retention Method

Expand “Computer Configuration” = “Windows Settings” = “Security Settings” = “Event Log” -

“Settings for Event Logs” = select “Retention method for security log” = check “Define this policy

setting” = select “Overwrite events as needed” - click “OK.”

¢f Group Policy

g
|J Action  View |J s - || Pl ’@

=10/ x|

Tree |

M-Partner Policy [win2000-ad-eng.npartner ;[
A Computer Configuration |
[ Software Settings

: indows Setting

Event Log
-@ Settings for Event Logs
Restricted Groups
(8 system Services
(8 Reqistry
8 File System
[+ Public Key Paolicies
[+ .g IP Security Policies on Activ:

_ -] Administrative Templates
= @ User Configuration

(] Software Settings
(] Windows Settings

« (L) Administrative Templatels _|;|
4 >

Policyy #

] Computer Setting

Maximum application log size
Maximum security log size
Maximum system log size

Restrict quest access to application log
Restrict guest access to security log
Restrict guest access to system log
Retain application log

Retain security log

Retain system log

#g]Retention methad far <
Shut down the computer when the security a. .,

Security Policy Setting ]

=
——y
_=5
r|7 Define this policy :elting:l
™ Overwrite events by days
| Dverwite events as needed|

Retention method for security log

" Do not overwrite events (clear log manually)

<

a ll s | - | - |

26

Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined

Mot defined
Mot defined
21xl

i 2
==

F 2N

E=Tiel=Nal¥]
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” - “Windows Settings” - “Security Settings” - “Event Log” -

“Settings for Event Logs” = and click on “Maximum security log size” - Check “Define this policy setting”

- enter 204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

7§ Group Policy

=
|J Action  View |J &= O xXB| 2

=101.x]

Tree |

M-Partner Policy [win2000-ad-eng.npartner ;[

Computer Configuration|
-] Software Settings
|E] [j WlndDWS Settingg_l
]] Scripks (Startupj/Shutdown)
Security Settings |
& Account Policies
Local Policies

Event Log

#-_8 System Services
9 Rreqistry

#-(@ File System

(L] Public Key Palicies

- Administrative Templates
=42 User Configuration
#-[_] Software Settings

. 3 Settings For Event Logs
Restricted Groups

g IP Security Policies on Active

Policy /

] Computer Setting

Efi Maximum application log size
ximum security log size

Ei Maximum system log size

Restrict quest access to application log

Restrict guest access to security log

Restrict guesk access to system log

Retain application log

Retain security log

Retain system log

Retention method For application log

Retention method Faor security log

Not defined

Security Policy Setting
Maximum security log size

V' Define this policy setting

Shut down the computer when the security a...

Mot defined

Notdeﬁned
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
As needed
Mot defined
Mot defined
gid .3

(1 Windows Settings 25400 =] obpes
+-|__] Administrative Templat:is hd
1 v 4 =
IAI - Cancel_| —II—J
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(8) On the Windows File server, open “Command Prompt.”

Command
Prompt

(9) Enter the command below to refresh group policy.

C:\>secedit /refreshpolicy machine_policy /enforce

Group policy propagation from the domain has been initiated for this computer
t may take a few minutes for the propagation to complete and the new policy t
ake effect. Please check Application Log for errors,. if any.

CiN>
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2.2 Workgroup
2.2.1 Audit Policy Configuration

(1) Click on “Start” = click “Search” = click on “For Files or Folders”

Prompt
% Windows Update

oxs| Programs
% Documents
4
% Settings
4
—~ €
-
@ Help 6 For Printers...
: For People. ..
2 A _For Peos

Mstart| | 1 @ < || 2o.| W @] 34| &

(2) Search for the Group Policy Object Editor

Type gpedit.msc - click “Search now” - select “gpedit.”

&\ Search Results § =10] x|

J File Edit View Favorites Tools Help Ii
| #=Eack - = - H@Search [yFolders  (History | i 2 X = | EE-

JAddress IE'I Search Results ZI 6o
Search X | | Name | In Folder Releva... |
ct New | @ gpedit.msc CAWINNT\system32

] Search for Files and Folders :I

Search for files or folders named:

||gpedil>msc |

Containing test:

| |
Look in:

IQ Local Harddrives [C:) ZI [k

@ Stop Search | ||« |

1 file(s) found

| A
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(3) Local Group Policies: Audit Policy
Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” - “Local Policies”
- “Audit Policy.” And click on “Audit account logon events,” “Audit logon events,” and “Audit object

access” items = check “Define these policy settings”: Success, Failure. = click “OK.”

&¥ Group Policy ;Iglll
J Action  View “ e = ‘ ‘ b ‘ E%
Palicy  / I Local Setting I Effective Setting
ﬂ{]ﬁ.udit account logon events Success, Failure No auditing I

Mo auditing Mo auditing
Mo auditing Mo auditing

Mo auditing

&%) Audit account management

[_] Software Settings

- |5 windows Settings |
' = Scripts (Startup/Shutdo
g Security Settings
[+ {j Account Policies
= {j Local Policies
3 audit Policy
[ User Rights Ass
@ Security Option:
1] Public Key Policies
+ E IP Security Policies ¢
(] Administrative Templates
= @ User Configuration
g Software Settings e e
(] Windows Settings
(] Administrative Templates

no]Audit object access Success, Failure Mo auditing

&i Audit policy change Mo auditing Mo auditing

Audit priviege use Mo auditing Mo auditing

B_’-}_{]Audit process tracking Mo auditing Mo auditing

B’ﬁ{]ﬁ.udit syskem events Mo auditing Mo auditing
E 21x]

Local Security Policy Setting

Audit logon events

Effective policy setting:
INn auditing

Audit these attempts:
V¥ Success

[V Failure

4 I l LI 4 | |f domain-level policy settings are defined. they override local policy I _pl

settings.

{ |
Cancel | =
‘E;ﬂStartl A a8 en || o6l BEd &@ 2 r L8 aanpm

(4) On Windows File server, open “Command Prompt.”

Command
Prompt

(5) Enter the command below to refresh group policy.

] Command Prompt

C:\>secedit /refreshpolicy machine_policy senforce

Group policy propagation from the domain has been initiated for this computer
t may take a few minutes for the propagation to complete and the new policy t
ake effect. Please check Application Log for errors, if any.

CiN>
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2.2.2 Event Log Settings

(1) Search for “Event Viewer”

Click “Start” - select “Administrative Tools” = “Event Viewer.”

"Lﬁ] Component Services

Q Computer Management

Windows Update

Configure Your Server
Data Sources (ODBC)
Distributed File System

Programs N L7 Accessories

e G (@

';; Administrative Tools »

T ooomts 0 e U g
@ & nternet Explorer 4 Licensing
s % Settings i’ @ Local Security Polic
3 3 Outlook Express o’ 75
Performance
o @ Search 4 =
8 =} Routing and Remote Access
o~ 6 Help % Services
a ﬂ Telnet Server Administration
2 Run
_g : % Terminal Services Client Creator
£ @ . ,. Terminal Services Configuration
Shut Down... =
; 1[51 Terminal Services Licensing

|§istart|“ & =3 H &3 comm... | QLocaID...I a

f£ Terminal Services Manager

(2) Edit Security Log

Right-click “Security” and select “Properties.”

Boventviewer =T
J Action  View H - ‘ |||‘£§

Tree I I Event Viewer (Local)
5] Event Viewer (Local); Mame
4| Application Log EI Application Log
. @158'3 rity Logy  IT] Ry og
i System Log Open Log File Lg
Save Log File As...
New Log Yiew

Clear all Events

Rename
Refresh

Opens property : |_ Help
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(3) Configure Security Log
Enter maximum log file size: 204800 KB

Note: Please adjust the number according to the actual environment.

- click on “Overwrite events as needed” - click “OK.”

Security Log Properties 2%

General I Filter |

Display name: ISecurity Log

Log name: |C:'\WINNT'\S ystem32\confighSecE vent. Evt
Size: 64.0 KB (65,536 bytes)

Created: Monday, May 06, 2024 9:53:06 AM
Modified: Monday, May 06, 2024 10:00:00 &M
Accessed: Monday, May 06, 2024 10:00:00 &M

~Log size

Maximum log size: |204800 _l; KB

‘When maximum log size is reached:

|+ Dverwite events as needed|
" Ovenwrite events older than |7 _|: days

" Do not ovenarite events Restore Default
[clear log manually) I A I

™ Using a low-speed connection Clear Log I

et | |
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2.3 Folder Audit Configuration

(1) Right-click the target folder to be audited (the example here is tmp) - select “Properties.”

-ioix

J File Edit V“iew Favorites Tools Help |

| GBack v = - | Qisearch [YFolders (BHistory |3 05 X w2 | E-

Jnddress IL’Q Local Disk (C:) ;I 6o
L L] ] 0O & e
= .
- Documents  Program Files share
Local Disk (C:) and Settings Open
Explore
tmp | Search...
File Folder
WINNT Sharing...
Madified: 8/15/2025 5:16 PM
Send To »
Attributes: {normal)
Cut
Copy
Create Shorkcut
Delete
Rename
Displays the properties of the selected items. 4

(2) Go to the “Security” tab = click “Advanced.”

General | Sharing| Security

Name | Add...
’ Everyone
Remove
Permissions: Allow Deny
Full Control
Modify

Read & Execute
List Folder Contents
Read

Write

Advanced... |

v Allow inheritable permissions from parent to propagate to this
object

AoE0OoAanE
OOo0ooo

oK Cancel Apply
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(3) Open the “Auditing” tab = click “Add.”

Access Control Settings for tmp 2| x|
Permissions Owner |
Auditing Entries:
Type | Name | Access | Apply to |
Add... | Hemove Yiew/Edi...
[V Allow inheritable auditing entries from parent to propagate to this object
r Reset auditing entries on all child objects and enable propagation of inheritable
auditing entries.
| 0K I Cancel | Apply |

(4) In the object name field, enter “Everyone” to audit all users = click “Check Names” - click “OK.”

: Select User or Group

Lookin: |} wINZ0DO-ENG

| Name | In Folder

ﬂz Everyone
ﬂzAuthenticaled Users

€7 ANONYMOUS LOGON
€7 BaTCH

€7 CREATOR DWNER
ﬂ?rnramn GRROLIP

MName: ||Everyone
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(5) For access types, select “Full Control” for both “Success” and “Failure,” and then click “OK.”

Auditing Entry for tmp ﬂﬂ
wm|
Name: |Everyone
Apply onto: IThis folder, subfolders and files EI
Access: Successful  Failed '
Traverse Folder / Execute File =
List Folder / Read Data
Read Attributes

Read Extended Attributes
Create Files / Write Data
Create Folders / Append Data
Write Attributes

Write Extended Attributes
Delete Subfolders and Files
Delete

Read Permissions

EEEEEEREEEREEEREER

Change Permissions
Tealie Muiie mea et

r Apply these auditing entries to objects Clear All |

and/or containers within this container only

NEREEEEEEREER

oK | Cancel |

(6) Confirm that the auditing entries shows “Everyone” = click “OK.”

Al

Access Control Settings for tmp | l]l]

Permissions  Auditing I anerl

Auditing Entries:

Type | Name I Access | Apply to I
QAII Everyone Full Control This folder, subfolders and files
Add... Remove View/Edit...

This auditing entry is defined directly on this object. This auditing entry is inherited by child
objects.

IV Allow inheritable auditing entries from parent to propagate to this object
r Reset auditing entries on all child objects and enable propagation of inheritable

auditing entries.
0K I Cancel Apply
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(7) Click “OK” again to confirm and close.

tmp Properties

Full Control

Modify

Read & Execute
List Folder Contents
Read

Write
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3. Windows Server 2003
3.1 Domain

Windows Audit Policy Configuration:

For detailed information, refer to the Audit Policy Recommendations link in the references.

The following sections describe the configuration methods for Domain and Workgroup environments.

3.1.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

td
Active

Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Controllers, select “New,” and click “Organizational Unit.”

_Ioix]
é File Action View Window Help ‘ =8| x|
&« |mE PR 2B CELKTED
@ o ga PR Qe STl Active Directory Users and Computers [WIN2003-AD-ENG.n...
[ ] Saved Queries N = Descron
BB rpartrier.local, ame YPe Jduzaz
- Builtin Delegate Contral.., 7 Folder ta -
(] Computer  Find... Domain
[#-{<] Domain C¢  Connect ko Domain. ..
#-(_] Foreignse  Connect ko Domain Controller. ..
B LostAndFc  Raise Domain Functional Level. .
[+-&d] Microsoft Operations Masters. ..
- Microsoft
#)-[_] Program C Ak Contact
-{&) servers Group
New Window from Here
-0 System i InetOrgPerson
- Users Refresh msExchDynamicDistributionList
MSMQ Queue Alias
el Organizational Unit
Help Printer 2
User
Shared Folder
K I 3| K1 | i
Create a new object. .. |
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK.”

New Object - Organizational Unit

@ Create in.  npartner.local/

Name:

||S ervers |

A

o 1o |

(4) Move the Server to your New Organizational Unit:

Select the “Computers” organizational unit (OU) - right-click on the “WIN2003-ENG” server.

Note: Please select the Windows File server according to the actual environment. = click “Move.”

L=
< Fle  Action View Window Help | =181 x]
e~ Am B XFLR 2E| gk TvE T
-] Saved Queries
B @ npartner. local

[#--[_] Builtin

[#-{] Domain Controllers Bizable Acount

[#-[_] ForeignSecurityPrincipals Reset Account

[+ LostAndFound

[#-{&4] Microsoft Exchange Security Manage

[ Microsoft Exchange System C All Tasks

[+ NTDS Quotas

[_j Program Data Cut

(&) Servers Delete

[ System

& users Properties

Help

1] | 2l | 2

|Moves the current selection to ancther organizational unit.

38

& N-Partner



(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

Move object into container:

21|

= @ npartner

-] Buitin
[ Computers

#1-{] Domain Controllers

[ ForeignSecurityPrincipals

#-(_] LostAndFound

(] Microsoft Exchange Security Groups
#-[_] Microsoft Exchange System Objects
(L1 NTDS Quatas

-] Program Data

Servers

#-__] Swstem

— =

|»

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2003-

ENG” server has been moved.

4‘? Active Directory Users and Computers

< Ele  Action View Window Help

RT=TEY
| =181 ]

= |OmeFRB|2E

A va o

&) Active Directory Users and Computer
-] Saved Queries
=2 npartner.local

Servers 2 objects

Mame | Type

-] Builtin

i+ (] Domain Controllers

#)-[_]) ForeignSecurityPrincipals

- ] LostandFound

#-{&3] Microsoft Exchange Security
i) Microsoft Exchange System C
-] NTDS Quotas

M- Program Data

+

WINZ003-AD-ENG
WINZ003-ENG

Computer
Computer I
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3.1.2 Group Policy Settings

(1) Click “Active Directory Users and Computers.”

Active

Directory
Users and
Computers

(2) In the “Servers” organizational unit (OU), right-click and select “Properties.”

-‘9 Active Directory Users and Computers &I.nlﬁl
< Ele  Action View Window Help | =18 x|
¢ AE B XTOR 2B R TEE

@ Active Directory Users and Computer B e o e

-] saved Queries

EI@ npartner.local Name Type
-3 Builtin E-WINEDUB-AD-ENG Computer
(il Computers =) wIN2003-ENG Computer

+)-{Z] Domain Controllers

1] ForeignSecurityPrincipals
&[] LostandFound

(&3] Microsoft Exchange Security
-] Microsoft Exchange System ¢
-] NTDS Quotas

é ;Proiram Data
Bl System Delegate Contral. ..

ol D Users Move...
Find...

| | o

Mew 3 |
All Tasks

Wiew
Mew Window from Here

|0pens the properties

Cut
Delete
Rename

Refresh
Export List...
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(3) Enter the Group Policy Object (GPO) name

On the “Group Policy” page - click “New.”

Servers Properties ﬂﬂ

General | Mansged By | Object | Secuty | come [ Group Polcy |

':.=: Current Group Policy Object Links for Servers

Group Policy Objects higher in the list have the highest priority.
This list obtained from: WIN2003-AD-ENG.npartner. local

New agd.. | Edt | Up

Group Policy Object Links | Mo Ovenide | Disabled

Options... | Delete. I Properties | Down

I~ Black Palicy inheritance

Close I Cancel I Lpply

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)
Note: Please create the GPO name according to the actual environment.

- select “Edit.”

Servers Properties llll

General | Managed By | Obiject | Secuity | COM+ Group Polcy |

':.=: Current Group Policy Object Links for Servers

Group Policy Object Links No Ovenide | Disabled

Group Policy Objects higher in the list have the highest priority.
This list obtained from: WIN2003-AD-ENG.npartner local

New Add.. Il Up I
Options... | Delete... I Properties Down |

I~ Block Policy inheritance

Close I Cancel I Lpply
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” - “Local Policies”

- “Audit Policy.” And click on “Audit account logon events,” “Audit logon events,” and “Audit object

access” = check “Define these policy settings”: Success, Failure. = click “OK.”

"fi Group Policy Object Editor

File Action View Help

=101%]

€~ |[E[@| X &R

@

Computer Configuration
[+-|__] Software Settings
- Wlnows Settings|

@[ Administrative Templates
= ﬁ User Configuration
(L] Software Settings
-] Windows Settings
(L1 Administrative Templates

KT I

=y N-Partner Policy [WINZ003-AD-EN

-] Software Restrictic
B g IP Security Policies

2

Policy /

| p

Setting

%] Audit account logon events

Success, Failure |

8] Audit accounkt management

EE! Audit directory service access
Audit logon events

28] Audit object access

Mok Defined
Mok Defined

Success, Failure

Success, Failure

= 28] Audit policy change Mok Defined
T .Audit privilege use Not Defined
" o8] User Rights s: ) Audit process tracking ot Defined
. [ 5 Security Optior [-‘giﬂnudit system events Mot Defined

- 2g) Event Log

{_8 Restricted Groups Securty Policy Setiing l Explain This Setling |

[ﬂ--f:@ Syskem Services

{8 Registry AU logon everte

#-_@ File System

Y wireless Network

[#-(_] Public Key Policies

21

| O |

Apoly I
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(6) Event Log: Security Log Retention Method

Expand “Computer Configuration” = “Windows Settings” = “Security Settings” = “Event Log” -

“Settings for Event Logs” = select “Retention method for security log” = check “Define this policy

setting” = select “Overwrite events as needed” - click “OK.”

File Action View Help

"fii Group Policy Object Editor

=10f x|

&= AW XSFR @0

[ﬂ..
{8 system Services
& {:@ Reqistry

{28 File System
B Wireless Network {
(1 Public Key Policies
-] Software Restrictic
: S IP Security Policies
[+ [::l Administrative Templates
=)-2 User Configuration
-] Software Settings
#1-[_] Windows Settings
=] Administrative Templates

Policy | Policy setting [
Maximurn application log size Mot Defined

Maximum security log size Mot Defined

Maximum system log size Mot Defined

Prevent local guests group from accessing a...  Not Defined

Prevent local guests group from accessing s... Mot Defined

Prevent local guests group from accessing s... Mot Defined

Retain application log Mot Defined

Retain security log Mot Defined

[-‘Ei{lRetain system log Not Defined

Mot Defined

(1R etention method for application log
| Retention method For security log fAs needed
s8] Retention method For system log Mot Defined

Retention method for security log Properties 21x|

Security Polcy Setling | Explain This Setting |

i Retention method for security log

=

fine g
" QOvenwrite events by days
|+ Dverwiite events as needed |
" Do pot overwrite everits (clear log manually)
& Modifying this setting may affect compatibilty with clhents, services,
and applications.

For more information, see Retention method for security log.
(@823659)

oo |
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” - “Windows Settings” - “Security Settings” - “Event Log” -

“Settings for Event Logs” = and click on “Maximum security log size” - Check “Define this policy setting”

- enter 204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

"ti Group Policy Object Editor

=101 %]

File Action ‘iew Help

¢ a0 XFR|2E

| Policy Setting

M-Partner Policy [WIN2003-AD-EMC

| =g Computer Configuration

EE-i Maximurn application log size Mot Defined
_vr'-ﬂa:-:m'uurru security log size 2043800 kilobytes
s | Maximum system log size Mot Defined
Prevent local guests group from accessing a... Mot Defined
Prevent local guests group from accessing s... Mot Defined
Prevent local guests group from accessing s... Mot Defined

|__] Software Settings

@Retain application log Mot Defined
Retain security log Mot Defined
(28 System Services [-';i{'l Retain system log Mot Defined
(-8 Registry Retentiun method for application log Mot Defined
(29 File System Retention method for security log As needed
B Wireless Network Retention method For system log Mot Defined
et Poles 21
- oftware Restrictic
| -8, 1P Security Polices Secuity Policy Settng | Explain This Setiing |
-] Administrative Templates == e
= & User Configuration E’i

[ (] Software Settings
[ windows Settings
[+-[_] Administrative Templates

IV Define this policy setting

[204800 =] kiobytes

& Modifying this setting may affect compatibility with clients, services,
and applications.
For more information, see Maxmum security log size. (1823659)

o e |
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(8) On the Windows File server, open “Command Prompt.”

Command
Prompt

(9) Enter the command below to refresh group policy.
C:\> gpupdate /force

¢ |Command Prompt e

C:\>gpupdate ~force
Refreshing Policy...

User Policy Refresh has completed.
Computer Policy Refresh has completed.

To check for errors in policy processing, review the event log.

(10) Enter the command below to verify the applied group policy settings.

C:\> gpresult /v

¢ Command Prompt

C:\>gpresult /v

Microsoft (R) Windows (R)> Operating System Group Policy Result tool v2.8
Copyright {C)> Microsoft Corp. 1981-2001

Created On 8,18,2825 at 18:52:43 AM

RSOP data for WIN20A3-ENGN\Administrator on WIN2BB3-ENG : Logging Mode

Microsoft(R)> Windows{(R> Server 28603 Enterprise

08 Configuration: Standalone Server

0S Uersion: 5.2.3798

Terminal Server Mode: Remote Administration

Site Name: N/A

Roaming Profile:

Local Profile: C:\Documents and Settings“Administrator
Connected over a slow link?: Yes

COMPUTER SETTINGS

Last time Group Policy was applied: 8-18,2025 at 18:52:37 AM
Group Policy was applied from: WIN28B3-AD-ENG.npartner.local
Group Policy slow link threshold: 508 khps

Domain Name:

Domain Type: WindowsNT 4

Applied Group Policy Objects

Local Group Policy

The computer is a part of the following security groups

BUILTINNAdministrators
Everyone
NT AUTHORITYNAuthenticated Users

Resultant Set Of Policies for Computer
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3.2 Workgroup
3.2.1 Audit Policy Configuration

(1) Click on “Start” - click “Search.”

Administrator

(’\‘{ wind Exol & Control Panel »
48 Administrative Tools »
n Command Prompt -
);'é Printers and Faxes
3 o P
E&l Exchange Management Shell
fires
/3 Exchange Management TJRu
L/ Console
/. Active Directory Users and
Computers
all Programs  »

Logoff [0 shut Down
distart] | (3 @ | JMansge YourServer | < Active Di

(2) Search for the Group Policy Object Editor

Type gpedit.msc - click “Search now” - select “gpedit.”

File Edit View Favorites Tools Help | 'F,'
£ Back = €3 ~ i ||,O5eard1  Folders | ¥ I X ‘,| =~
Address IJ Search Results EI Go

Search Companion X | | Name | In Folder
‘apedit.msc C:YWINDOWS\system32

Search by any or all of
the criteria below.

I| gpedit.msc I

& word or phrase in the file:
Look in:
|€v Local Hard Drives (C:)ﬂ

When was it modified? P
What size is it? 2
More advanced »
options

Other search options

Change preferences
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(3) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” - “Local Policies”

- “Audit Policy.” And click on “Audit account logon events,” “Audit logon events,” and “Audit object

access” items = check “Define these policy settings”: Success, Failure. = click “OK.”

" Group Policy Object Editor ;IE'EI
File Action View Help
e A@E X PR 2@E
=% | ocal Computer Poli | Security Settin |
EJ Audit account logon events Success, Failure I
i . nel|dudit account management Mo auditing
Mo auditing
Success, Failure
= Success, Failure
Rig]audit policy change No auditing
Audit privilege use Mo auditing
Ulser Rights Assignment ﬂ.udit process tracking Mo auditing
- @B Security Options Audit system events Mo auditing
(L1 Public Key Policies 21 x|

[#-(_] Software Restriction Policies
g IP Security Policies on Local Co
[+ Administrative Templates
= & User Configuration
-] Software Settings
[ Windows Settings
[+ Administrative Templates

j Audit logon events

Audit these sttempts:
¥ Success

W Failue

T =T

(4) On Windows File server, open “Command Prompt.”

Command
Prompt
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(5) Enter the command below to refresh group policy.

¢\ |Command Prompt

C:\>gpupdate /force
Refreshing Policy...

User Policy Refresh has completed.
Computer Policy Refresh has completed.

To check for errors in policy processing. review the event log.

C:N>o
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3.2.2 Event Log Settings

(1) Search for “Event Viewer”

Click “Start” - select “Administrative Tools” = “Event Viewer.”

Administrator

L \_l Manage Your Server 9’ My Computer

Ml Command Prompt B’ Control Panel 4

/B2 Certification Authority
™ % Cluster Administrator
x(é Printers and Faxes @ Component Services

; =) Computer Management
Notepad Help and Support Q

B @ telp pRer 4 Configure Your Server Wizard

).) Search 53 Data Sources (ODBC)

- Distributed File System
7~/ Run...
: - 1 Event Yiewer

-'/\Z Windows Explorer

Licensing

£
@ Local Security Policy

# Manage Your Server

g MNetwork Load Balancing Manager
B Performance

(22 Remote Desktops

= Routing and Remate Access

&y Services

1B Terminal Server Licensing

Log OFF @ Shut Down Terminal Services Configuration
; ‘? Terminal Services Manager

All Programs  »

|4 star | (@ & | ;jManaw Your Server l B commal = '

(2) Edit Security Log

Right-click “Security” and select “Properties.”

H Event Yiewer 10| x|

File Action View Help

= |m B2

44| Application Mia i

@niecurit';‘. L -

34| System  QpenLogFile... 1on
Save Log File As...
New Log View
Clear all Events
Rename
Refresh Ll
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(3) Configure Security Log
Enter maximum log file size: 204800 KB

Note: Please adjust the number according to the actual environment.

- click on “Overwrite events as needed” - click “OK.”

Security Properties ﬂﬁl

General I Filter |

Display name:

Log name: |l.'2\'w1 NDOWS4\System32\confighSecE vent Evt
Size: 8.0 MB (3,240,576 bytes)

Created: ‘Wednesday, April 10, 2024 3:12:33 PM
Modified: Friday, May 17, 2024 3:.07:07 PM

Accessed: Friday, May 17, 2024 3:07:07 PM

~Log size

Maxirum log size: |2|:|“E‘U0 _% KB

‘wWhen maximum log size is reached:

| v gvelwrite events as needed I
" Ovenwrite events older than |? :“ days

" Do not ovenarite events
(clear log manually) Restore Defaults |

™ Using a low-speed connection Clear Log |
Cancel | Apply I
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3.3 Folder Audit Configuration

(1) Right-click the target folder to be audited (the example here is tmp) = select “Properties.”

@

LWE)TUB T T

Documents and Settings
4/18{2024 5:51 PM

share
5/17/2024 2:29 PM

WINDOWS

5/17/2024 3:06 PM

nxlog_Win20034ll.conf
5/11/2021 10:46 AM
CONF File

Emp
4/20/2024 5:11

Open

Program Files (xi
5/17/2024 2:29

Explore
Search...

Sharing and Security...

nxlog_Win2003<

Send To »

6/11/2020 9:31

CONF File

Cut
Copy

Create Shortcut
Delete
Rename

(2) Go to the “Security” tab - click “Advanced.”

| tmp Properties

General | Sharing

Security

Customize |

Group or user names:

Administrators [\W

N2003-ENG\Administrators]
€7 CREATOR OWNER
€7 SYSTEM

ﬁ Users (WINZ2003-ENG\Users)

Properties

2|

Add. | Remove |
Permissions for Administrators Allow Deny
Full Control o -
Modify O
Read & Execute O
List Folder Contents O
Read O
Write O -
C mamial Darminainmna M/ m -

For special permissions or for advanced settings,

click Advanced.

Advanced

_fekncod |

oK

Cancel |

Apply |

51
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File Edit View Favorites Tools Help l ‘i',"
QsBack + ) - T | Fseach [ Folders | ' 3 X 9| [~
Address |<e C: LI Go
2
wmpub Program Files
4/10/2024 1:36 PM 4/12/2024 3:29 PM
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(3) Open the “Auditing” tab = click “Add.”

Advanced Security Settings for tmp - lll'

Pernissions Owner | Effective Permissions |

To view more information about special auditing entries, select an auditing entry, and then click Edit.

Auditing entries:
Type l MName | Access I Inherited From I Apply To I
Add... | Edit... Remove I

v Allow inheritable auditing entries from the parent to propagate to this object and all child objects. Include
these with entries explicitly defined here.

[~ Replace auditing entries on all child objects with entries shown here that apply to child objects

Learn more about auditing.

ok | Cancel | sy |

(4) In the object name field, enter “Everyone” to audit all users = click “Check Names” - click “OK.”

Select User or Group

Select this object type:

IUset, Group, or Built-in security principal Object Types...
From this location:

IWIN 2003-ENG Locations...

Enter the object name to select [examples):

21|

Everyone| || Check Names

Advanced... | 0K I Cancel
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(5) For access types, select “Full Control” for both “Success” and “Failure,” and then click “OK.”

Auditing Entry for tmp 21 x|

Object I
Name:  [Everyone Change...
Apply onto: | This folder, subfolders and files ;I

Access: Successful  Failed

Full Control

Traverse Folder / Execute File
List Folder / Read Data

Read Attributes

Read Extended Attributes
Create Files /'Wiite Data
Create Folders / Append Data
Write Attributes

Wiite Extended Attributes
Delete Subfolders and Files
Delete

Read Permissions

r Apply these auditing entries to objects Clear all |

and/or containers within this container only

[ o || conce |

(6) Confirm that the auditing entries shows “Everyone” - click “OK.”

IEEEEEEEEREEE
IEEENEEEEEE

Advanced Security Settings for tmp 21 x|
Permissions  Auditing I Owner | Effective Permissions |

To view more information about special auditing entries, select an auditing entry, and then click Edit.

Auditing enfries:
Type I Name I Access I Inherited From I Apply To I
All Everyone Full Control <not inherited> This folder, subfold...

Edi... Remove

v Allow inheritable auditing entries from the parent to propagate to this object and all child objects. Include
these with entries explicitly defined here.

[~ Replace auditing entries on all child objects with entries shown here that apply to child objects

Learm more about auditing.

oK I Cancel Apply
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(7) Click “OK” again to confirm and close.

General | Sharing Secuiity |Custornize|

Group or user names:

!ﬁ Administrators [WIN2003-ENG\Administrators)
€7 CREATOR DWNER

€% SYSTEM

ﬁ Users [(WIN2003-ENG\ sers)

Add l Remove I
Permissions for Administrators Allow Deny
Full Contral O =
Modify O
Read & Execute O
List Folder Contents O
Read O
Wiite O
C nanisl Darsissimna m m ;l

For special permissions or for advanced settings,
click Advanced.

| I
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4. Windows Server 2008
4.1 Domain

Windows Audit Policy Configuration:

For detailed information, refer to the Audit Policy Recommendations link in the references.

The following sections describe the configuration methods for Domain and Workgroup environments.

4.1.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

Active
Directory
Users and
Computers

(2) Add an Organizational Unit
Right-click on the domain name (the example here is npartner.local) - select “New,” and click

“Organizational Unit.”

B Active Directory Users and Computers =[0] x|
File Action View Help
. # = y | 3 _ —
e | HF | 40|XC o= BRI 3R 3T70%
: Active Directory Users and Comput | Name I Type | Description |
n 5 Ay
S There are no items to show in this view,
:npalmer.local
- Wi Delegate Contral...
| Computers. i
& [57 Domain Ce Change Domain. ..
@ | Foreignser  Change Domain Controller..
@ ] LostandFe  Raise domain functional level...
= O Managed ¢ Operations Masters...
@ (2] Microsoft
—— Compute
E [ Program Contact ‘
o3| Sarvers
@ [ System Refresh St
Usars InetOrgPerson
@ ] Microsofti  Properties msExchDynamicDistributionList
F | NTDS Quo Hel msImaging-P5Ps
= MSMQ Queue Alias
Organizational Unit
Printer TN
User
Shared Folder
dl | 2

|Creahe a new object...

5 &
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https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations

(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK.”

New Object - Organizational Unit x|
--3":‘ Create in:  npatner.local’

IISe'vers

¥ Protect container from accidental deletion

ok | cence Helo

(4) Move the Server to your New Organizational Unit:

Select the “Computers” organizational unit (OU) - right-click on the “WIN2008-ENG” server.

Note: Please select the Windows File server according to the actual environment. - click “Move.”

B Active Directory Users and Computers |0 x|
File Action View Help
= 4 4 P & n "
e | D FO0XRCDc = HEAE ARG TFPER
: Active Directory sers and Comput
|| Saved Queries
B 3 npartner.loca
] miidiltin
~| Computers !
B 3] Doman Controllers
| ForeignSecurityPrincipals
~ LostAndFound
| Managed Service Accounts
3 Microsoft Exchange Securit
| Program Data Cut
o | Servers Delete
~| System
~| Users Properties
| Microsoft Exchange System
=| NTDS Quotas Help
KN I il
[Moves the current selection to another organizational unit.
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

Move .

Move object into container:

B3 npartner
-] Builin
®-{"] Computers
@] Domain Controllers
] ForeignSecurtyPrincipals
[T LostAndFound
] Managed Service Accounts
(@] Microsoft Exchange Security Groups
7] Microsoft Exchange System Objects
[ 7] NTDS Quotas
| Program Data

~|
[ o |

(6) Verify the Server Has Been Moved to your New Organizational Unit:

R e R R R E T R

Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2008-

ENG” server has been moved.

B Active Directory Users and Computers =101 x|

File Action View Help

&9 7D 00o = HE 3578
j Active Directory Usars and Comput
] Saved Queries
= ,i; nparter.local

] Builtin
Computers
Domain Controllers
ForeignSecurityPrincipals
LostAndFound
Managed Service Accounts
Microsoft Exchange Securit
Program Data
.| Sy=stem
7] Users
] Microsoft Exchange Syster
| NTDS Quotas

I d YWIN2008-ENG Computer

W EEEEE
o I8 I 0 I I 2

£

H &

‘ | |4 | o
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4.1.2 Group Policy Settings

(1) Click “Group Policy Management.”

i

Group Policy
Management

(2) In the “Servers” organizational unit (OU), right-click and select “Create a GPO in this domain, and Link

it here...”
. Group Policy Management -10] x|
o, File Action View Window Help ‘ =& x|

e A2 o] W= AR ? oo

= )\ Forest: npartner.local
B [ Domains

_;-L Group Policy Management

Contents | Delegation |

Group Policy Objects in npartner.local

= &g npartner.local Name + | GPO Status
my Default Domain Policy |5/ Default Domain Controllers P... Enabled
. Domain Controllers _ =] Default Domain Policy Enabled
] Exchange Security =[ deploy_radog Erablad
Create a GPQO in this domain, and Link it here... Enablec
5 WMIF Lk an Existing GPO...
3 Starter  Block Inheritance
= 2:; ooy e Group Policy Modeing Wizard...
o Group Policy Q; MNew Organizational Unit
New Window from Here
Delete
Rename
Refresh
Properties
Help
0 I ja
< j ©

Create a GPO in this domain and link it to this container |
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(3) Enter the Group Policy Object (GPO) name

In your group policy object, (in this example, it is “N-Partner Policy”)
Note: Please create the GPO name according to the actual environment.

- select “OK.”

x|

IPJ-Partner Policy |

Source Starter GPO:

| inone)

=

(4) Edit your Group Policy Object

Right-click the Group Policy Object (GPO) (in this example, it is “N-Partner Policy”) = select “Edit.”

=10/ x|

‘a3 File Action View Window Help

=l81x]

& 2mc|HEE

_‘ﬁ Group Policy Management
= _ﬁ Forest: npartner.local

= 2 Servers
Bl N-Partner Policy

s WML Filters
G Starter GPOs
@ Sites
si3 Group Policy Modeling
&) Group Policy Results

3| Microsoft Exchange Security

L3/ Group Policy CDjects

Forest: npartner.local

Bl g3 Domains
= g3 npartner.local MName
x5 Default Domain Policy (5. Domains
2| Domain Controllers (@ Stes

§E¥ Group Policy Modeling
(% Group Policy Results

w Link Enabled
Save Report...

Mew Window from Here

Delete
Rename
Refresh

Help

< |

(Open the GPO editor
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” - “Local Policies”

- “Audit Policy.”

access” = check “Define these policy settings”: Success, Failure. = click “OK.”

And click on “Audit account logon events,” “Audit logon events,” and “Audit object

_. Group Policy Management Editor

File Action \View Help

& 7 XE = | HE

=101 x|

[ N-Partner Policy [WIN2008-AD-ENG.NPARTI |
= Computer Conhguration
=] __| Polioes
[+] Software Settings
Windows Settrgﬂ
& || Name Resolution Policy
rripts (Star fehutdown)
E ga Security Setbngs
H =5 Account Policies
H & Lecal Policies
& ﬂ_ Audit Policy
[#] E| User Rights Assignm
& EH
_:'] Event Log
g Restricted Groups

Security Options

@ System Services
g Registry
@ File System
; Wired Network (IEEE 80
| Windows Firewall with A
| Network List Manager P
aaff Wireless Network (IEEE
| Public Key Policies
| Software Restriction Pol
| Metwork Access Protect
| Application Control Polic
!, IP Security Polioes on A
E __| Advanced Audit Policy C
& gl Policy-based QoS

F H B EEEEE

F HE BB

¥ || Administrative Templates: Policy
BH | Preferences
E #®, User Configuration fm

B || Polices

= _>Ij

Policy =

Audit account logon events

| Policy Settin
Success, =aiI.Jre|

Audit account management

Audit diractney sarvice accass
A.l.ldltbgon even

Audit object access

Not Defined

Success, Failure

Success, Failure

Audit policy change
Audit privilege use
Audit process tracking
Audit system events

Securty Policy Setting | Explain |

'4? Audt logon events

¥ Define these policy settings
Audit these attempts:
¥ Success

W Failure

Mot Defined
Mot Defined
Mot Defined
Not Defined

21

Cancel
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(6) Event Log: Security Log Retention Method
Expand “Computer Configuration” = “Windows Settings” = “Security Settings” = “Event Log” - select
“Retention method for security log” = check “Define this policy setting” = select “Overwrite events as

needed” = click “OK.”
=Tk

File Action View Help

& | 5mRE = HE

[ N-Partner Palicy [WIN2008-AD-ENG.NPARTNER | Policy = | Policy Setting

5] [ Computer 'C'J'T"'Gd’ﬁhﬂrl Maximum application log size Not Defined
B [ Polides Maximum security log size 204300 kilobytes

2 axfluare Saitngs Maximum system log size Mot Defined

LE. L] Windows Settings | Prevent local guests group from accessing application log Not Defined

[ Name Resolution Policy Prevent local guests group from accessing security log Mot Defined

Scpts (Startup/Shutdown) Prevent local guests group from accessing system log Not Defined

Retain application log Not Defined

5 Account Policies

Retain security log Not Defined

5 Local Policies
S Bl ] Retain system log Not Defined
& Resticte GrouDs Retention method for anolication lo Not Defined

=
=
=
+
# [ System Services L_JF!EIention method for security log
+
+
+
+

| 28 e Systen  2ctention method for securty log Properties 21X

Lo/ Wired Network (IEEE 802.3 ;
| Windows Firewall with Adve Securty Policy Setting | Explain |
| Network List Manager Polici

i [ g Registry Retention method for system log Mot Defined

7 Zaf Wireless Network (IEEE 80 u‘ Retention methad for secutty log
H | Public Key Policies :
® __| Software Restriction Policie
+ | Network Access Protection | IF Define this policy setting I
# || Application Control Policies ' Overwrte events by days
M & IP Security Polices on Activ
- g o - 15 Overwrte everts as needed ||
#H || Advanced Audit Policy Cont
® gl Policy-based QoS " Do not overwrie events (clear log manually)
@ || Administrative Templates: Policy de Modfying this setting may affect compatibilty with chents, services,
B ] Preferences L. and appications.
c For more information. see Ratention method for security log.
= §# User Configuration 1Q823653)
M | Polices
# __| Preferences

oy o | |
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(7) Event Logs: Maximum Size of Security Log
Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” - “Event Log” =

and click on “Maximum security log size” - Check “Define this policy setting” = enter 204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

B Group Policy Management Editor =10] x|
File  Action View Help

i A2 et AERERN ? Bos

N-Pariner Policy [WIN2008-AD-ENG.NPARTNEF | Policy =

= & Computer Configuration | lax

| Policy Setting

LT -} og si7s

=] ] Polides E':Il'\ulamm security log size 204800 kilobytes
G safiugre Setiings Maximum system log size Mot Defined
|E L] Windows Settings Prevent local guests group from accessing application log Mot Defined
# L] Name Resoution Palicy Prevent local guests group from accessing security log Not Defined
St Stariup Shutdown) Prevent local guests group from accessing system log Mot Defined

M= gh Security Settings J

e Aot Eoites Retain application log ot Defined
g Account Folicies
- = = Policies Retain security log jot Defined
+ Retain system log Mot Defined
g Resinch Groups Retantion method for application log Mot Defined
ted DS
A System Services Retention method for security log Mot Defined
A Regstry Retention method for system log Not Defined

of Wired Network (IEEE 802.3

T
+

= \

+ 13 fu!e System 5 — —— 2]
5 B _"h"'“ Secs Properties

-

| Windows Firewall with Advz Securtty Policy Setting | Explain |
| Network List Manager Polici

il Wireless Network (IEEE 80: S Maximum securty log size
| Public Key Policies _"J

| Software Restriction Policie
| MNetwork Access Protection ; ¥ Define this policy setting
| Application Control Policies
] !, IP Security Poliges on Activ
# | Advanced Audit Policy Coni
% gl Policy-based QoS

.

Y| kilobytes

| [+ [+ [+ & [+ [#

r A dmini ative Ti tes: Policy d o . < -,
B -_'-ff“"_'it*f' ive |emplates: Policy de Modifying this setting may affect compatibilty with clients, services,
+ | Preferences I\ and applications.
& 4, User Configuration For more information, see Maximum security log size. (3823659)
@ | Polices
® | Preferences

0K I Cancel Apply
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(8) On the Windows File server, open “Windows PowerShell.”

Windows
PowerShell

(9) Enter the command below to refresh group policy.

_ (o] x|

(10) On the AD domain server, open “Windows PowerShell” - enter the command below to generate the
group policy report for the Windows File server.
PS C:\>

08-ENG -Path C:\tmp'\Win2008.ktm| -ReportType html

: Computer

Replace the text shown in red with the Windows File server name and the folder path/filename.
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\{\\jU o Ia C: \tmp\Win2008. html

Policy Object (GPO).

/2 NPARTNER\WIN2008-ENG - Internet Explorer

(11) Open the report and verify that the Windows File server has applied the “N-Partner Policy” Group

Security Seftings
Account Policies/Password Policy
Policy Setting
Enforce password history 24 passwords remembered Default Domain Policy
Mzximum password age 42 days Default Domain Policy
Minimum password age 1days Default Domain Policy
Minimum password length 7 characters Default Domain Policy
Password must meet complexity requirements Disabled Default Domain Policy
Store passwords using reversible encryption Disabled Default Domain Policy
Account Pobaes/Account Lockout Policy
Policy Setting
Account lockout threshold 0 invalid logon attempis Default Domain Policy
Local Policies/Audit Policy
Policy Setting
Audit account logon events Success, Failure
Audit logon events Success, Failure
Audit object access Success, Failure
Local Pokices/Security Oplions
Network Access
Policy Seting
MNetwork socess: Allow anonymous SID/Name translation Disabled Default Domain Policy
Network Security
Policy Seiing
Network security: Do not store LAN Manager hash value on next password change  Enabled Default Domain Policy
Network security: Force logoff when logon hours expire Disabled Default Domain Policy
Event Log I'%
Policy Setting
Maximum security log size 204300 kilobytes
Retention method for security log s nesded
Public Key PolcicsiCortitcate: Scraces Chent - Auto Enrollment Sciings
Policy Setting
Automatic certificate management Enabled
Option Setting
Enroll new certificates, renew expired certificates, process pending certificate requests and remove revoked certificates Disabled
Update and manage certi that use certifx Disabled v
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4.2 Workgroup
4.2.1 Audit Policy Configuration

(1) Open “Local Group Policy Editor”

Click “Start” = in the “Search” field, type group policy = click “Edit group policy.”

Programs (1)

' & Group Policy Management
Control Panel (1)

pSeemren.lt:

ﬁ @ Stdom ’|
=] & 8|2 #]7] 3|S
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(2) Local Group Policies: Audit Policy
Expand folder “Computer Configuration” - “Windows Settings” - “Security Settings” - “Local Policies”
- “Audit Policy.” And click on “Audit account logon events,” “Audit logon events,” and “Audit object

access” items = check “Define these policy settings”: Success, Failure. = click “OK.”

-loixd

File Action View Help

ke Al Gl AERERN 7 M
" Local Computer Policy Policy = ISEG..IritySE j
Audit account logon events Success, Failure I

Audit account management No auditing

SUCIE girec o = Ce 5

Audit logon events
Audit object access

Success, Failure
Success, Failure

= Sequrity Sctlings Audit policy change No auditing
+ o A
B g Local Polcies AU:II DFWI|E|;E:SZU :o au:mng
4 Audit Policy Au | process fracking o auditing
Y Jonts Assignment Audit system events Mo auditing
5 (4 Security Optons 21
i we Firowal w
@ Windows Firewall with Advanced S Local Securty Seti | p—
Network List Manager Polides
[# Public Key Policies _1' Audil logon everts
[+ Software Restriction Policies —

[# Application Control Polides
[# ,g IP Security Policies on Local Compu

# Advanced Audit Policy Configuratic Audt these attempts:
s Jj Policy-based Qo5 ¥ Success
+ Administrative Templates ¥ Falue
B 4#, User Configuration

+ Software Settings

+ Windows Settings i This setting might not be enforced if other policy is configured to
& Administrative Templates

ovamde category lavel audi policy.
For more information. see Audit logon events. (0921468)

(3) Open “Windows Powershell.”

Windows
PowerShell
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(4) Enter the command below to refresh group policy.

PS C:\>
X Administrator: Windows PowerShell

o Auditi

Failure
Failure
Failure
Failure
Failure
Failure

Failure
Failure
Failure
Failure
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4.2.2 Event Log Settings

(1) Search for “Event Viewer”

Click “Start” - select “Administrative Tools” = “Event Viewer.”

Recyde Bin FSCapture -

Shortcut

Windows

u ‘A’ SQL Server Management Studio

S
f++/| Notepad++

Q Internet Explorer
& .

i
BQ “ Event Viewer

A FSCapture - Shortcut

» All Programs

I Search programs and files

L)

Administrator

Documents

Computer

Network

Control Panel

Devices and Printers

Administrative Tools »

Help and Support

Run...

Log off ‘»

Remote Desktop Services
. Component Services
A Computer Management
=) Data Sources (ODBC)
&, iSCSI Initiator
T Local Security Policy
(%) Performance Monitor
Ty Security Configuration Wizard
“h Server Manager
Services
‘32 Share and Storage Management
% Storage Explorer
System Configuration
(1) Task Scheduler
@ Windows Firewall with Advanced Security
# Windows Memory Diagnostic
& Windows Server Backup

(2) Edit Security Log

Expand “Windows Logs” - right-click “Security” and select “Properties.”

el B &) € 1B

Event Viewer

File Action View Help

&= =H=

=101.x|

Open Saved Lo...
¥ Create Custom ...
Import Custom ...
Connect to Ano...
View 4
|3 Refresh

ﬂ Help »

{a] Event Viewer (Local) Actions
[# | Custom Views
I [l _m Windows Logs |
is| Application
Overvie .
} Setup Open Saved Log...
f] System Create Custom View...
7 Forwarc  Import Custom View...
= Applica_tio_ns Clear Log...
4 Subscription : _
Filter Current Log,,
Properties
Fnd, ..
Save All Events As...
Attach a Task To this Loag... D
Help 3
|Displays Log propertiés. |
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(3) Configure Security Log

Enter maximum log file size: 204800 KB

Note: Please adjust the number according to the actual environment.

- click on “Overwrite events as needed(oldest events first)” = click “OK.”

Log Properties - Security (Type: Administrative)

oo S Wine Logasecuy e

| Fnable logaing
cnable logging
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4.3 Folder Audit Configuration

(1) Right-click the target folder to be audited (the example here is tmp) = select “Properties.”

101 x
Q- K - computer - LocalDik (C) - v K23 [ search Lol Dk () g‘
Organize v Open Indudeinlbrary v  Sharewith v  New folder =~ [0 @
»{ Favorites : % N x
Bl Desktop
@ Downloads
| Recent Places Open
Open in new window S
4 Libraries inetpub PerfLogs Program Files (x86) share
—: Documents
o' Music %,
b= Pictures
B videos 4]
‘& Computer Users mxdog_Win2008File
ﬁ Network [Z]
o
1 (R
nxlog-ce-3.2.2329
tmp Date modified: 8/18/2025 PM 03:03
’ File folder

(2) Go to the “Security” tab - click “Advanced.”
M tmp Properties
General | Sharing [ Securty | revious Versions | Customize |
Object name: C:\tmp

Group or user names:
Ty CREATOR OWNER

x|

82 SYSTEM
82 Administrators (WIN2008-ENG\Administrators)
82, Users (WIN2008-ENG\Users)

To change pemissions, click Edit. Edit... I

Pemissions for CREATOR
OWNER Allow Deny

Modify
Read & execute
List folder contents

Full control =

Read e
Write v

For special permissions or advanced settings, Advanced
click Advanced.

Leam about access control and pemissions

[ ok | canced | gp
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(3) Open the “Auditing” tab - click “Edit.”

P Advanced Security Settings for tmp

—

¥ | [nclude inhieritable audting entries from this obiect’s parent

(4) Click “Add.”

P Advanced Security Settings for tmp

REMOYE
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(5) In the object name field, enter Everyone to audit all users = click “Check Names” - click “OK.”

Select User, Computer, Service Account, or Group i’ﬁl
Select this object type:
|U=er.Gu.p.orBd-’nsectﬂyuhcbd Object Types...
From this location:
|rpuh1a'.locd Locations... I
Enter the object name to select (examples):
[Everyone Check Names

Advanced... 0K Cancel
| X ) omd |

(6) For access types, select “Full Control” for both “Success” and “Failure,” and then click “OK.”

' Auditing Entry for tmp l(]

Object |
Name: |Everyone Change... I
Apply onto: |This folder, subfolders and files F
Access: Successful  Failed
[Ful control B
Traverse folder / execute file
List folder / read data
Read attributes
Read extended attributes
Create files / write data
Create folders / append data
Write attributes
Write extended attributes .
Delete subfolders and files
Delete

— =_ﬂ
Apply these auditing entries to objects Clear Al
™ andjor containers within this container
only
Manaqing auditing

i N

72 & N-Partner



(7) Confirm that the auditing entries shows “Everyone.”

P Advanced Security Settings for tmp

(8) Click “OK” again to confirm and close.

P. tmp Properties
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5. Windows Server 2012
5.1 Domain

Windows Audit Policy Configuration:

For detailed information, refer to the Audit Policy Recommendations link in the references.

The following sections describe the configuration methods for Domain and Workgroup environments.
5.1.1 Organizational Unit (OU) Configuration

(1) Open “Active Directory Users and Computers.”

~

&

Active
Directory
Users and

Computers

(2) Add an Organizational Unit
Right-click on the domain name (the example here is npartner.local) - select “New,” and click

“Organizational Unit.”

= Active Directory Users and Computers | = | & [
File Action View Help
e 7 Fl B E 4= ﬂ R 3aEY 2 T
] Active Directory Users and Com)|| Name “ Type
b | Saved Queries | Builtin builtin{
|4 33 npartner.local | Camnitar Contail
p | Builtin Delegate Control... Organi
p || Computer Find... Contail
b Dorrfam C Change Domain... Contail
p | ForeignSe ) G o -
Change Domain Controller... roups rgani
p | Managed !
: . . - Organi
p &7 Microsoft Raise domain functional level... ;
: Contail
b [&] Servers Operations Masters...
U | —
i I New >I Computer
All Tasks 4 Contact
View » Group
Refresh InetOrgPerson
. = Bigort Lt~ msExchDynamicDistributionList
: 5 mslmaging-PSPs
Creat  object... roperties
e - MSMQ Queue Alias

Help

N |

Organizational Unit

Printer Y
User
Shared Folder

4 #&) N-Partner


https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations

3 T Ei
7 & 2

(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK”

z’ Create in:  npartnerlocal/

[+] Protect container from accidental deletion

(4) Move the Server to your New Organizational Unit:

Select the “Computers” organizational unit (OU) - right-click on the “WIN2012” server.

Note: Please select the Windows File server according to the actual environment. = click “Move.”

File Action View Help
e nFE 0/ XDz HE 3 eauTE%
] Active Directory Users and Com|| Name “ Type
p | Saved Queries
4 33 npartner.local Add to a group...
D:B% Disable Account
Reset Account
b (2 Domain Controllers
p [ ForeignSecurityPrincipal: -
b || Managed Service Accour Manage
b (2] Microsoft Exchange Secu
2] Servers
[7] Users

<| " ] > || <]

Moves the current selection to another organizat

" o PG N-Partner



(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = Click “OK.”

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2012-

ENG” server has been moved.

File Action View Help

e nF B 0cz BHm teETak

] Active Directory Users and Com
b Saved Queries
4 3 npartner.local
b [ Builtin
| Computers
p 2. Domain Controllers
p [ | ForeignSecurityPrincipal:

b || Managed Service Accour

p (2] Microsoft Exchange Sec

] Users

Name

rFY

1% WIN2012-AD-ENG

8 WIN2012-ENG

1 WIN2012R2-ENG
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5.1.2 Group Policy Settings

(1) Click “Group Policy Management.”

(2) In the Servers organizational unit (OU), create a new Group Policy Object (GPO):

Right-click the [Servers] organizational unit = select “Create a GPO in this domain, and Link it here...”

'z File Action View Window Help
a9 27 0/ XE | B

& Group Policy Management Servers
4 _ﬁ Forest: npartner.local Linked Group Policy Objects |Gro|.p Policy If < l > ‘
4 (54 Domains
4 F3 npartner.local
i/ Default Domain Policy
b 2] Domain Controllers

b_a| Microsoft Exchange Secur
b [ Group Create a GPQ in this domain, and Link it here... h

b [ WMIFi Link an Existing GPO...

Link Order GPO

) D " Starter Block Inheritance

b [f@ Sites
5% Group Policy
_+ Group Policy R Group Policy Modeling Wizard...

Group Policy Update..,

New Organizational Unit
View

New Window from Here
Delete

Rename
Refresh

Properties

Help

g o PN Partner



(3) Edit your Group Policy Object

Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)

Note: Create your GPO name according to the actual environment. Then click “Edit.”

Name:

| N-Partner Policy |

Source Starter GPO:

| {none)

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)

right-click and select “Edit.”

& File Action View Window Help

&9 27 o/ X3 G|

& Group Policy Management
4 & Forest: npartner.local
4 (5 Domains
4 F3 npartner.local
@i/ Default Domain Policy
p = Domain Controllers
p &1 Microsoft Exchange Secur

Servers
Linked Group Policy Objects | Group Policy i < | > |

Link Drder GPO
1 i N-Partner Polic

Edit...

b [ WMIFilters
b (] Starter GPOs
b L@ Sites
4% Group Policy Modeling

 Save Report...

Enforced
Link Enabled

(%, Group Policy Results

: New Window from Here

Refresh

Delete

Rename

:Help
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Local Policies” = “Audit Policy.” And click on “Audit account logon events,” “Audit logon events,” and

“Audit object access” = check “Define these policy settings”: Success, Failure. = click “OK.”

f

File Action View Help

" EEEEELE

Group Policy Management Editor

(= Lo

=[ N-Partner Policy [WIN2012-AD-ENG.NPARTN ~
4 (A& Computer Configuration
4 || Policies
I || Software Settings
|4 Windows Settings ||
p | Name Resolution Policy
| Scripts (Startup/Shutdown)
l4 = Security Settings |

b -t Account Policies
= Local Policies
b j Audit Policy

p | UserRights Assignment
b | Security Options
i Eventlog
4 Restricted Groups
1 System Services
4 Registry
5 File System
o Wired Network (IEEE 802.3) |
| Windows Firewall with Advz
| Network List Manager Polic
Zaf Wireless Network (IEEE 802.”
b || Public Key Policies
b | Software Restriction Policies >

v v v v v v v

-

< m >

Policy Policy Setting
I_ < Audit account logon events Success, Failurel
Audit account management Not Defined

Audit directory service access

4 Audit logon events

Audit object access

Mot Defined
Success, Failure

1</ Audit policy change

Audit privilege use

o/ Audit process tracking

Audit system events

. Security Policy Setting I Explain
';r? Audit logon everts

[ I

Audit logon events Properties

[#] Define these policy settings
Audtt these attempts:
[#] Success

[w] Failure

Mot Defined
Not Defined
Mot Defined
Not Defined
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(6) Event Log: Security Log Retention Method

Expand “Computer Configuration” = “Policies” - “Windows Settings” = “Security Settings” - “Event

Log” - select “Retention method for security log” = check “Define this policy setting” - select

“Overwrite events as needed” - click “OK.”

[

File

Action

Group Policy Management Editor

View Help

o 27 XE = HE

= o

[ N-Partner Policy [WIN2012-AD-ENG.NPARTN A

|4 & Computer Configuration |

4

. Policies
| Software Settings

b

P

Windows Settinqs]

b

| =]

Name Resolution Policy
Scripts (Startup/Shutdown)

4

= Security Settings

b

> 3 Local Policies

. S " S~ s A

vvvvyw

5 Account Policies

4 Restricted Groups
g System Services
4 Registry
4 File System
g/ Wired Network (IEEE 802.3) |
| Windows Firewall with Advz
| Network List Manager Polic
2l Wireless Network (IEEE 802,
_| Public Key Policies
| Software Restriction Policies
| Network Access Protection
| Application Control Policies

S IP Security Policies on Activ v
>

-

Policy
Maximum application log size
Maximum security log size
Maximum system log size
Prevent local guests group from accessing application log
Prevent local guests group from accessing security log
Prevent local guests group from accessing system log
Retain application log
Retain security log

Retain system log

Retention method for application log Not Defined
. Retention method for security log As needed

Retention method for system log

Securty Policy Setting | Explain

Tf Retention method for security log

[+ Define this policy setting

_) Overwrite events by days

[0 Qverwrtte events as needed I

Do not overwrite events (clear log manually)

< I and applications

For more information, see Retention method for security log

(Q823659)

Retention method for security log Properties |7 NI

Modffying this setting may affect compatibility with clients, services,

Policy Setting
Not Defined
204800 kilobytes
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

Not Defined
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Event Log” —>And click on “Maximum security log size” - Check “Define this policy setting” - enter

204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

f

File Action View Help

o 2E XDz B

‘ Group Policy Management Editor

= o

" N-Partner Policy [WIN2012-AD-ENG.NPARTN ~
| 4 ¥ Computer Configuration|
4 __ Policies
p | | Software Settings
IA | Windows Settingsl
p | Name Resolution Policy
|| Scripts (Startup/Shutdown)
Settings
b 4 Account Policies
b 3 Local Policies
A Restricted Groups
4 System Services
4 Registry
4 File System
70/ Wired Network (IEEE 802.3) |
| Windows Firewall with Advz
| Network List Manager Polic
Zall Wireless Network (IEEE 802.”
| Public Key Policies
| Software Restriction Policies
. Network Access Protection
| Application Control Policies

&, IP Security Policies on Activ| v
< n >

4 7h Securi

vVvVvvvwVvyYy
m

v Vvvwv«wvvwv

-

Policy

Maximum system log size

Retain application log
Retain security log
Retain system log

Retention method for security log
Retention method for system log

Retention method for application log

Prevent local guests group from accessing application log
Prevent local guests group from accessing security log
Prevent local guests group from accessing system log

Policy Setting

Maximum application log size Not Defined
| .Mmmum security log size 204800 kilobytes

Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

Securtty Policy Setting | Explain

;rf Maximum security log size

[ Define this policy setting

204800 T kiobytes

Maximum security log size Properties |7 |

Modifying this setting may affect compatibiity with clients, services,
curtty log size. (Q823659)

and applications
< For more information, see Maximum se
[ ox
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(8) On the AD domain server, open “Windows PowerShell.”

(9) Enter the command below to refresh group policy.

PS C:\>
Administrator: Windows PowerShell |L|£-

Invoke-GPUpdate -Computer WIN2012R2-ENG -RandomDelayInMinutes 0 -Force

Replace the text shown in red with the Windows File server name.

(10) Enter the command below to generate server group policy report.

b Administrator: Windows PowerShell
b r WIN2012R2 L

63E3_1FA9_440F_ADDC_E6A83DF11F68

For the red text, please enter the Windows File server name and the folder path/file name.

&
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(11) Open the report and verify that your Windows File server is applying the N-Partner Policy Group

Policy.

Oe oo 5

NPARTNER\WIN2012R2-ENG
Data collected on: 8/18/2025 PM 03:43:20 show all
Summary show
Computer Details hide
General show
Component Status show
Settings hide
| Security Settings hide
Account Policies/Password Policy show
Account Policies/Account Lockout Policy show
Local Policies/ Audit Policy hide
Policy Setting Winning GPO
Audit account logon events Success, Faiure N-Partner Policy
Audit logon events Success, Faiure N-Partner Policy
Audit object access Success, Failure N-Partner Policy
Local Policies/User Rights Assignment show
Local Policies/ Security Options show
Event Log Ltr!Le
Policy Setting Winning GPO A
Maximum security log 204800 kilobytes N-Partner Policy
Retention method for security log As needed N-Partner Policy
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5.2 Workgroup
5.2.1 Audit Policy Configuration

(1) Open Local Group Policy Editor

Click on “Start” = enter “group policy” to search = click on “Edit Group Policy.”

Search

Everywhere ~

group policyi E

! Group Policy Management
¥

84 & N-Partner



(2) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” -> “Local Policies”

- “Audit Policy.” And click on “Audit account logon events,” “Audit logon events” and “Audit object

access” items = check “Define these policy settings”: Success, Failure. = click “OK.”

[

File Action View Help
e 2[E XE = B

[ Local Computer Policy A
|4 & Computer Configuration|
I | Software Settings
IA _| Windows Settings I
p [ | Name Resolution Policy
: Scripts (Startup/Shutdown)
IA i Security Settingsl
b |4 Account Policies
4 |_n Local Policies

a Audit Policy

b g User Rights Assignment
b a4 Security Options
B [ Windows Firewall with Advanc
| Network List Manager Policies
- __| Public Key Policies
B || Software Restriction Policies
i | Application Control Policies
I g IP Security Policies on Local C
b [ Advanced Audit Policy Config
b ol Policy-based QoS
> || Administrative Templates
4 % User Configuration

5 e £ £_aa

< m >

Local Group Policy Editor

Policy

-

|—|ﬂ-

Security Setting

I - Audit account logon events

Success, Failurel

Audit account management

Audit directo

SErVICE 3CCEss

fé Audit logon events
7 Audit object access

No auditing
No auditing
Success, Failure
Success, Failure

Audit policy change

Audit privilege use

Audit process tracking

Audit system events

(3) Open “Windows PowerShell.”

Audit logon events Properties
Local Security Setting | Explain

? Audt logon events

Audt these attempts
JUCCESS

| This setting might not be enforced if other policy is configured to
ovenide category level audt policy.
For more information, see #ud

[ ok || cance

[ I

No auditing
Ne auditing
No auditing
No auditing
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(4) Enter the command below to refresh group policy.

Administrator: Windows PowerShell |=|=x]

£

(5) Enter the command below to view group policy applied status.

PSC: \>

& Administrator: Windows Powershell  |=_| © IS
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5.2.2 Event Log Settings

(1) Search for “Event Viewer”

Enter “Event Viewer” to search = click on “Event Viewer” in the search results.

Search

event viewer ': E

@ Event Viewer

a View event logs

(2) Edit Security Log
Expand folder “Windows Logs” - right-click on “Application” = And click on “Properties.”

{3] Event Viewer |;|£-

File Action View Help
&< = B[
@ Event Viewer (Local) Actions

b L Custom Views .
|4 a Windows Logs | Event Vi...

C— Open ...
Application } ’W‘ (= p

| Setup Open Saved Log...

fs] System Create Custom View...

(] Forward Import Custom View...

b . Applicationd >
4 Subscriptior L
Filter Current Log... h
Properties N >
"

Find...

Save All Events As...
Attach a Task To this Log...
{ ]

Help »

Displays Log properties.
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(3) Configure Security Log

Enter maximum log file size: 204800 KB

Note: Please adjust the number according to the actual environment.

- click on “Overwrite events as needed (oldest events first)” = click “OK.”

General

Full Name:
Log path:
Log size:
Created:
Modified:

Accessed:

Enable logging

Security

%SystemRoot%\System32\Winevt\Logs\Security.evix

200.00 MB(209,719,296 bytes)
Wednesday, April 10, 2024 PM 03:30:07
Monday, August 18, 2025 PM 03:11:26

Wednesday, April 10, 2024 PM 03:30:07

Maximum log size (KB ): | MEI
When maximum event log size is reac

| ® Overwrite events as needed (oldest events first) |

) Archive the log when full, do not overwrite events

() Do not overwrite events ( Clear logs manually )
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5.3 Folder Audit Configuration

(1) Right-click the target folder to be audited (the example here is tmp) = select “Properties.

Home Share View » 0
@©  ~ 1 |&» ThisPC » Local Disk(C) v & [ Search Local Disk (C)
3¢ Favorites
Bl Desktop ‘ i
8 Downloads
%] Recent places } X )}
Perflogs Program Files ongram Files
1% This PC
_jm Desktop
I'| Documents Open
j Downloads ‘ Open in new window
¥ Music } } ) Share with
& Pictures ' - Restore previous versions
# Videos Users Windows L Include in library
&y Local Disk (C:) Pin to Start
G public (\\192.168.14. -
€ Network ol
Copy
Create shortcut
Delete
Rename
7it 1 it lected =
ems €m Sel e l Pro) t N

(2) Go to the “Security” tab - click “Advanced.”

| General | Sharing | Security |Previous Versions | Customize |
Object name: C:\tmp

Group or user names:
FICREATOR OWNER
82, SYSTEM
82, Administrators (WIN2012R2-ENG\Administrators)
82, Users (WIN2012R2-ENG \Users)

To change pemissions, click Edi.

Pemissions for CREATOR
OWNER

Full control

Modify

Read & execute

List folder contents
Read

Write

For special pemissions or advanced settings, Hdﬂmned
click Advanced.

oK |[ cancel || aopy |
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(3) Open the “Auditing” tab = click “Add.”

Name: C\tmp
Owner: Administrators (WIN2012R2-ENG\Administrators) 0 Change

Permissions I Auditing I Effective Access |

For additional information, double-click an audit entry. To medify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type  Principal Access Inherited from Applies to

Il Add |i| Remove II View

Disable inheritance

["]Replace all child object auditing entries with inheritable auditing entries from this object

ok || cancel ||

Apply \

(4) Click “Select a principal.”

Principal: | Select a principal

Type: | Success v ‘

Applies to: I‘I’his folder, subfolders and files v ‘

Basic permissions:
[ Full control
[[] Modify
Read & execute
List folder contents
Read
[] Write
[] Special permissions

[] Only apply these auditing settings to objects and/or containers within this container

Show advanced permissions

Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

/i\ Unable to contact Active Directory to access or verify claim types.

Add a condition
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Select this object type:
|M.Gmp.u&lhuculypthcbd

From this location:

| npartner local

Enter the object name to select (examples):

Principak  Everyone Select a principal

e |[an “||

Applies to: | This folder, subfolders and files v

Basic permissions: Show advanced permissions
¥ Modify
[v] Read & execute
[ List folder contents
[wi Read
[] Write

[] Special permissions

["] Only apply these auditing settings to objects and/or containers within this container

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

/i Unable to contact Active Directory to access or verify claim types.

Add a condition
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(7) Confirm that the auditing entries shows “Everyone” - click “OK.”

Name: C:\tmp
Owner: Administrators (WIN2012R2-ENG\Administrators) 0 Change

Permissions | Auditing | Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type  Principal Access Inherited from Applies to
8 Al Everyone Full control None This folder, subfolders and files

["1Replace all child object auditing entries with inheritable auditing entries from this object

[T Lo |

(8) Click “OK” again to confirm and close.

| General | Sharing | Securty | Previous Versions | Customize |
Object name: C:\tmp

Group or user names:

42 CREATOR OWNER

82, SYSTEM

2, Administrators (WIN2012R2-ENG\Administrators)
2, Users (WIN2012R2-ENG\Users)

To change permissions, click Edit.

Pemissions for CREATOR
OWNER

Full control

Modify

Read & execute
List folder contents
Read

Write

For special pemmissions or advanced settings.
click Advanced.

92

A&/ N-Partner

Copyright £ Al rights are eservad by M-Fartngr Technolngies Co




6. Windows Server 2016
6.1 Domain

Windows Audit Policy Configuration:

For detailed information, refer to the Audit Policy Recommendations link in the references.

The following sections describe the configuration methods for Domain and Workgroup environments.

6.1.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

(2) Add an Organizational Unit

Right-click on the domain name (the example here is npartner.local) - select “New,” and click

“Organizational Unit.”

] Active Directory Users and Computers — O X
File Action View Help
e | M= HE PaETa%
] Active Directory Users and Com|| Name Type
- Soved Queries 11 Saved Queries
v .
Builtin Delegate Control... prnain
Computer Find...
4 DNS5 Serve Change Domain...
- DOI"I'IIEIH 9 Change Domain Controller...
ForeignSec . ) )
) Raise domain functional level...
| Managed !
2] Microsoft Operations Masters...
3| Servers I New >I Computer
Users
All Tasks » Contact
Refresh L
InetOrgPerson
P
roperties msDS-ShadowPrincipalContainer
g Help msExchDynamicDistributionList
Create a new object... desaa o il

MSMQ Queue Alias
Organizational Unit N I

Printer
User

Shared Folder
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK.”

New Object - Organizational Unit

}; Createin:  npartnerlocal/

X

Nome:

‘ Servers

[“] Protect container from accidental deletion

(4) Move the Server to your New Organizational Unit:

Select “Computers” organizational unit (OU) - right-click on the “WIN2016” server.

Note: Please select the Windows file server according to the actual environment. - click “Move”

File Action View Help

T Active Directory Users and Computers

O

X

o | 2T 0/ XE HE PRETER

] Active Directory Users and Com
» [ Saved Queries
v i npartner.local

5 | Builtin

Name

-4 WIN2016-EN

Add to a group...

Disable Account

5 (5] DNS_Servers Reset Account
» 2] Domain Controllers Move... %J
» || ForeignSecurityPrincipal: Manage
» ] Managed Service Accour
> [&] Microsoft Exchange Secu All Tasks >
:_] Servers Cut
» [ ] Users
Delete
Properties
Help
< > || < >
Moves the current selection to another organizatis
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

Move X

Move object into container:

=33 npartner

¢-{ | Builtin

] Computers

21 DNS_Servers

2| Domain Controllers

] ForeignSecurityPrincipals
| Managed Service Accounts

-

13| Microsoft Exchange Security Groups

4| Users

1

+ 4+

[ ok | cancel

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2016-

ENG” server has been moved.

] Active Directory Users and Computers — O X
File Action View Help
e 2[00z HRE 3R ETE%R
] Active Directory Users and Com|| Name Type
> [ Saved Quenes 1 WIN2016-ENG Computer |
v 3 npartner.local
> || Builtin
[ | Computers
» 3| DNS_Servers
» 2| Domain Controllers
» || ForeignSecurityPrincipalt
» ] Managed Service Accout
» [3] Microsoft Exchange Sect
» ] Users
< > || < >
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6.1.2 Group Policy Settings

(1) Click “Group Policy Management.”

s
Group Policy
Management

(2) In the Servers organizational unit (OU), create a new Group Policy Object (GPO):

Right-click the [Servers] organizational unit = select “Create a GPO in this domain, and Link it here...”

'3, Group Policy Management - O X
ZL File Action View Window Help -
s |[ 6l HE
'3 Group Policy Management Group Policy Management
v f\ Forest: npartner.local Conterts

v | Z5 Domains -
v #3 npartner.local Name

./ Default Domain Policy £\ Forest: npartnerJocal

2 | DNS_Servers

3| Domain Controllers

2 | Microsoft Exchange Security 1

= Group Create a GPO in this domain, and Link it here...

+ WMIFi Link an Existing GPO...

&l Starter Block Inheritance

i Sites Group Policy Updat
sf4 Group Policy | roup Folicy Update...
) Group Policy | Group Policy Modeling Wizard...
New Organizational Unit
New Window from Here
Delete
Rename
>
< Refresh :
Create a GPO in this dom: Properties
A —
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(3) Edit your Group Policy Object
Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)
Note: Create your GPO name according to the actual environment. Then click “Edit.”

New GPO X
Name:
N-Partner Policy
Source Starter GPO:
{none) - |
o

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)
right-click and select “Edit.”

‘& Group Policy Management — O X
& File Action View Window Help - & %
9|5 ¢ HE
‘&, Group Policy Management Group Policy Management
v 4\ Forest: npartner.local Contents

v (53 Domains =
v 3 npartner.local Name
#, Default Domain Policy h&Ft'.tﬂe:st: npartner.local
» 3] DNS_Servers
> (2| Domain Controllers
» 2. Microsoft Exchange Security |
v (2] Servers
N-Partner Pulic_yl
> |-t Group Policy Object Edit...
> _-} WMI Filters Enforced
2 ] Starter GPOs " Link Enabled
. Sites . i Save Report...
i Group Policy Medeling
_¢ Group Policy Results New Window from Here
Delete
Rename
Refresh
Hel ’
< .
Open the GPO editor
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(5) Local Group Policies: Audit Policy
Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >
“Local Policies” = “Audit Policy.” And click on “Audit account logon events,” “Audit logon events,” and

“Audit object access” = check “Define these policy settings”: Success, Failure. = click “OK.”

" Group Policy Management Editor — O X

File Action View Help

o 2 XE 2 HE

[ N-Partner Policy [WIN2016-AD-ENG.NP. A Policy

i Computer Configuration I Audit account logon events

Policy Setting

Success, Failure ]

v IR Pohces : Audit account management Not Defined
IV \i:f:g:::ssseirnq;] Audit directory service access Not Defined
Name Resolution Policy S —— .
Scripts (Startup/Shutdow LI object access Success, Failure
= Deployed Printers Audit policy change Not Defined
[V & Security Settings | Audit privilege use Not Defined
~5 Account Policies Audit process tracking Not Defined
v i Local Policies Audit system events Not Defined
A;j Audit Policy Audit logon events Properties ? X
4 User Rights Assigr
J| Security Options Securty Policy Setting  Explain
:] Event Log f;‘ Audt logon events
4 Restricted Groups A
4 System Services
3 Registry Define these policy settings
3 File System Audt these attempts:
"4/ Wired Network (IEEE £ ] Suooees
| Windows Firewall witt Faiure

Network List Manage:
Ll Wireless Network (IEE
_ Public Key Policies

< > < >

[0k ||| Concel
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(6) Event Log: Security Log Retention Method

Expand “Computer Configuration” = “Policies” - “Windows Settings” = “Security Settings” - “Event
Log” = select “Retention method for security log” - check “Define this policy setting” - select
“Overwrite events as needed” - click “OK.”

Group Policy Management Editor — O X
File Action View Help
e 2@ XE | HEE

[ N-Partner Policy [WIN2016-AD-ENG.NP. A Policy Policy Setting

v Con;pIL';tt‘:r Configuration Maximum application log size Not Defined
= S - Maximum security log size 204800 kilobytes
Software Settings : s ;
- - Maximum system log size Not Defined
Rl Whricows Stngs | Prevent local quest f i lication | Not Defined
| Bt RescliiboniPoRsy revent local guests group from accesgng app xcla ion log 0 effne
= Scripts (Startup/Shutdow Prevent local guests group from accesgng security log Not De fned
I.E;l Deployed Printers Prevgnt Ioc_al gf.xests group from accessing system log Not Deffned
F = Security Settings| Retain application log Not Defined
5 Account Policies Retain security log Not Defined

H Local Policies Retain system log Not Defined

7 Eventlog Retention method for application log Not Defined
s Restricted Groups

4 System Services Retention method for system log Not Defined

4 Registry Retention method for security log Properties ? X
4 File System

5] Wired Network (IEEE ¢

Windows Firewall witt

Securtty Policy Setting  Explain
5 Retention method for securtty log

| Network List Managei
s Wireless Network (IEE Define this polcy setiing
Public Key Policies
| Software Restriction P
Application Control P
& IP Security Policies on
S AP - Modifying this setting may affect compatibilty with clients, services,
< > < [} and applications >

For more information, see Retent ethod for securtty log
{Q823659)

(O Overwrite events by days

[ (® Overwrite events as needed]

(O Do not overwrite events (clear log manually)

T ok | cons | [ oo
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Event Log” - And click on “Maximum security log size” = Check “Define this policy setting” - enter

204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

File

L= E{»

Group Policy Management Editor
View

SEN I

Action Help

' N-Partner Policy [WIN2016-AD-ENG.NP. A \ Policy

| & Computer Configuration|

v | Policies

Software Settings

v Windows Settings |

| Name Resolution Policy
)| Scripts (Startup/Shutdow
m= Deployed Printers
| v 3 Security Settings)
5 Account Policies

3 Local Policies
4 Restricted Groups
4 System Services
4 Registry
4 File System
“u/ Wired Network (IEEE ¢
Windows Firewall witt
Network List Manage:
Zal Wireless Network (IEE
Public Key Policies
| Software Restriction P
Application Control P

g, I.P .Securit).' ?O|T_Ciis (fn -

>

Policy Setting
Maximum application log size Not Defined
Maximum security log size 204800 kilobyte}
Maximum system log size Not Defined
Prevent local guests group from accessing application log Not Defined
Prevent local guests group from accessing security log Not Defined
Prevent local guests group from accessing system log Not Defined
Retain application log Not Defined
Retain security log Not Defined
Retain system log Not Defined
Retention method for application log Not Defined
Retention method for security log Not Defined
Retention method for system log Not Defined
Maximum security log size Properties ? X

Securtty Policy Setting  Explain

#5m  Madimum securty log size
|

[ Define this policy setting

2800 2
[204800 -3 kilobytes

§\. and applications
For more information, see Max
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(8) On the AD domain server, open “Windows PowerShell.”

(9) Enter the command below to refresh group policy.

PS C:\>

EX Administrator: Windows PowerShell - O X

Replace the text shown in red with the Windows file server name.

(10) Enter the command below to generate server group policy report.

EX Administrator: Windows PowerShell - O X

For the red text , please enter the Windows file server name and the folder path/file name.
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(11) Open the report and verify that your Windows File server is applying the N-Partner Policy Group

Policy.
- O X
° <) @ file///C/tmp/Win2016htmie O ~ & | @ NPARTNERWIN20I6-ENG | | oo @
e A~
NPARTNER\WWIN2016-ENG
Data collected on: 8/18/2025 PM 04:24:14 show all
MJ
hide
show
Component Status ;
F hide
Security Settings hide
Account Policies/Password Policy g
Account Policies/Account Lockout Policy -
Local Polices/Audit Policy e
Policy Setting Winning GPO
Audit account logon events Success, Failure N-Partner Policy
Audit logon events Success, Failure N-Pariner Policy
Audit object access Success, Failure N-Pariner Policy
Local Policies/Security Options
Event Log hide
Policy Setting Winning GPO
Maximum secunity log size 204800 kilobytes N-Partner Policy
Retention method for secunity log As needed N-Pariner Policy
Public Key Policies/Certificate Services Client - Auto-Enroliment Settings - v

o2 ... B/ N-Partner



6.2 Workgroup
6.2.1 Audit Policy Configuration

(1) Open Local Group Policy Editor

Click on “Start” = enter “group policy” to search = click on “Edit Group Policy.”

Best match

o« Edit group policy |
I Control panel |

B © 0O 0 &8 o™ 4§

| group policys
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(2) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” -> “Local Policies”

- “Audit Policy.” And click on “Audit account logon events,” “Audit logon events” and “Audit object

access” items = check “Define these policy settings”: Success, Failure. = click “OK.”

= Local Group Policy Editor — O
File Action View Help

e 20 XE = HEE

= Local Computer Policy Policy - Security Setting
x Cpmputcr Configurationl [ Audit account logon events Success, Failure I

~ = 33::::55;::_:?"9(;' _;?] Audit account management Success, Failure

= Name Resolution Polic: .-._ Audit directory service access Success, Failure

5 Scripts (Startup/Shutdc Ji21 Audit logon events Success, Failure

i Deployed Printers —:‘# Audt object access Success, Failure

[ & Secunity Settings] 2 Audit policy change Success, Failure

a Account Policies __f? Audit privilege use Success, Failure

v g Local Policies _;d Audit process tracking Success, Failure

1 Audit Policy [ Audit system events Success, Failure

4 User Rights Assi Audit logon events Properties ? x

4 Security Option

§ Local Securty Setting ain
| Windows Firewall w Byl

| Network List Manac ? Audt logon events

% Public Key Policies !

_ Software Restrictior

_| Application Contro AUt these atempts:
& IP Security Policies || | | .

" Advanced Audit Po .

ully Policy-based QoS
_| Administrative Templates

v 4%, User Configuration i Th;ﬂs;mngmiwmbea::forcediothermlmucom;gumdm
- . ovenide category
_| Software Settlngs For more information, see &

| Windows Settings
| Administrative Templates
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(3) Open “Windows PowerShell.”

(4) Enter the command below to refresh group policy.
PS C:\>

EN Administrator: Windows PowerShell

epupdate /force
olicy...

rallal
:FIL-_-Z* I_:
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(5) Enter the command below to view group policy applied status.

PS C: \>

E¥ Administrator: Windows PowerShell — O x
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6.2.2 Event Log Settings

(1) Search for “Event Viewer”

Enter “Event Viewer” to search = click on “Event Viewer” in the search results.

Best match

«  View event logs
1 Control panel N

B & 0 0 B == &

| event logs
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(2) Edit Security Log

Expand folder “Windows Logs” - right-click on “Security” - And click on “Properties.”

2] Event Viewer - O X
File Action View Help
&= | HE
2] Event Viewer (Local) Actions
21y CI.IIStI:Im Views : Vi _—
Iv & Windows Logsl
Application Overvie = OpenSa..
Securi I " Create C...
] Setup Open Saved Log...
E] System Create Custom View... Import C.
~ E Forward Import Custom View... Connect...
1:| Application c View >
_ 4 Subscriptio lear Log...
Filter Current Log... Refresh
Properties a! Help 4
Find...
Save All Events As...
Attach a Task To this Log...
<
Displays Log proper Help ’

(3) Configure Security Log

Enter maximum log file size: 204800 KB

Note: Please adjust the number according to the actual environment.

- click on “Overwrite events as needed (oldest events first)” = click “OK.”

Log Properties - Security (Type: Administrative) X
General

Full Name: Security

Log path: %SystemRoot%\System32\Winevt\Logs\Security.evix

Log size: 200.00 MB(209,719,296 bytes)

Created: Wednesday, April 10, 2024 PM 07:44:35

Modified: Monday, August 18, 2025 PM 04:29:28

Accessed: Wednesday, April 10, 2024 PM 07:44:35

Enable logging

Maximum log size (KB ): I 204800}%'

When maximum event log size i1s reached:

I (® Overwrite events as needed (oldest events first)l

(O Archive the log when full, do not overwrite events

() Do not overwrite events ( Clear logs manually )

Clear Log
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6.3 Folder Audit Configuration

(1) Right-click the target folder to be audited (the example here is tmp) = select “Properties.”

il 9 = | Local Disk (C:) N .
Home Share View

« v 4 e » ThisPC » Local Disk (C:) » v O Search Local Disk (C

s Quick access
[ Desktop
& Downloads

|z] Documents

% W W N

& Pictures as

3 This PC

¥ Network

Program Files share Users Windows tmp
(x86)

10items 1 item selected

Apache24 ExchangeSetuplo inetpub Perflogs Program Files

X
2]
o

Open
Open in new window

Pin to Quick access

E Scan with Windows Defender...

Share with
Restore previous versions
Include in library

Pin to Start

Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

(2) Go to the “Security” tab = click “Advanced.”

tmp Properties X

General Sharing | Securty |Previous Versions Customize

Object name: C:\tmp

Group or user names:

CREATOR OWNER

SR SYSTEM
S2 Administrators (WIN2016-ENG"\Administrators)
82 Users (WIN2016-ENG\Users)

To change pemissions, click Edit.

Pemmissions for CREATOR

OWNER Allow Deny

Full control )
Modify

Read & execute

List folder contents

Read

Write v

For special permissions or advanced settings,
click Advanced. Advanced

Cancel Aoply

109

A&

Partner



(3) Open the “Auditing” tab = click “Add.”

- .VL

| Advanced Security Settings for tmp — a X
Name: Ci\tmp
Owner: Administrators (WIN2016-ENG\Administrators) . Change
Permissions Auditing Effective Access

Auditing entries:

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Type  Principal Access Inherited from Applies to

[[JReplace all child object auditing entries with inheritable auditing entries from this object

(4) Click “Select a principal.”

[ox ][ cancel || apab

| Auditing Entry for tmp

Principal: | Select a principal
Type:

Applies to:

[ Full control
[ Modify
| Read & execute
[ List folder contents
~|Read
| Write

Special permissions

Only apply these auditing settings to objects and/or i within this

Basic permissions: Show advanced permissions

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a condition
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(5) In the object name field, enter “Everyone” to audit all users = click “Check Names” = click “OK.”

Select User, Computer, Service Account, or Group X
Select this object type:

lUw.Grom.or Built4n security principal | - Object Types... ‘
From this location:

‘rpatner,local | Locations... ‘

Enter the object name to select (examples):

Everyone .G'led-cNanesI

== o] o

(6) Select “All” in type = enable “Full Control” = click “OK.”

Auditing Entry for tmp

Principal:  Everyone Select a principal

Type: I | All v |

Applies to: | This folder, subfolders and files v

Basic permissions: Show advanced permissions
[~ Modify
7] Read & execute
[ List folder contents
[ Read
[ Write
Special permissions

[[] Only apply these auditing settings to objects and/or containers within this container Clear all

Add a condition to limit the scope of this auditing entry. Security events will be legged only if conditions are met.

Add a condition

| 0K | Cancel
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(7) Confirm that the auditing entries shows “Everyone” - click “OK.”

Advanced Security Settings for tmp m} X
Name: C\tmp

Owner: Administrators (WIN2016-ENG\Administrators) 9 Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).
Auditing entries:

Type Principal Access Inherited from Applies to

2 An Everyone Full control None This folder, subfolders and files
[Add ]| Remove || Edit
| Disable inheritance |
[ Replace all child object auditing entries with inheritable auditing entries from this object

ok ||| Cancel || Apply |

(8) Click “OK” again to confirm and close.

trp Properties
General Sharng Securty Previous Versions Customize
Object name:  C:\tmp

Group or user names:

S8 CREATOR OWNER

S8 SYSTEM

S8 Administrators (WIN2016-ENG\Administrators)
S8 Users (WIN2016-ENG\Users)

To change pemissions, click Edit.

Pemissions for CREATOR
OWNER Allow Deny

Full control 2
Modify

Read & execute

List folder contents

Read

Write v

For special permissions or advanced settings.
click Advanced.

| OK ICamd Apply
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7. Windows Server 2019
7.1 Domain

Windows Audit Policy Configuration:

For detailed information, refer to the Audit Policy Recommendations link in the references.

The following sections describe the configuration methods for Domain and Workgroup environments.

7.1.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

(2) Add an Organizational Unit

Right-click on the domain name (the example here is nparnter.local) - select “New,” and click

“Organizational Unit.”

. Active Directory Users and Computers -
File Action View Help
e | [z BHM 3RETIR

| Active Directory Users and Com || Name Type
Saved Queries
b =3 npartner.loca']

Saved Queries

Delegate Control...

Builtin
| Compute Find...
3. DomainC Change Domain...
;CIEIQHSE Change Domain Controller...
Eys
- Lc:.-t-imdF Raise domain functional level...
Managed Operations Masters...
| Program | New >|
3| Servers T
System All Tasks >
Users Refresh
| NTDS Qu
TPM Devi Properties
Help

<

Create a new object...

Descript
Folder t«

Computer

Contact

Group

InetOrgPerson
msDS-ShadowPrincipalContainer
mslmaging-P5Ps

MSMQ Queue Alias

Organizational Unit [\ I

Printer
User
Shared Folder
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK.”

New Object - Organizational Unit X

~ Createin: npartnerlocal/

e

Protect container from accidental deletion

coce | | b

(4) Move the Server to your New Organizational Unit:

Select the “Computers” organizational unit (OU) - right-click on the “WIN2019-ENG” server.

Note: Please select the Windows file server according to the actual environment. - click “Move”

1 Active Directory Users and Computers — O X

File Action View Help

o | 2T {8 XEdzBHE deEY IS

1 Active Directory Users and Com|| Name Type Descript
| Saved Queries T WIN2010-
v 3 npartnerlocal s WIN20T ENG 3 group...
~ Builtin )
Name Mappings...
= Domain Controllers Disable Account
_| ForeignSecurityPrincipal: Reset Account
1 Keys Move... N
_: LostAndFound =
_ Managed Service Accout
| Program Data All Tasks >
3| Servers
| System Cut
| Users Delete
. NTDS Quotas .
“ TPM Devices Properties
Help
< > || < >
Moves the current selection to another org: .
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

Maove X

Move object into container:

E---';P; npartner A
f-{ " Builtin
t-{ "] Computers
#-{2] Domain Controllers
()| ForeignSecurityPrincipals
- Keys
- | LostAndFound
-] Managed Service Accounts
#-{ | NTDS Quotas
- "] Program Data

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2019-

ENG” server has been moved.

_ Active Directory Users and Computers - O X

File Action View Help
o 7@ 8 0= HmM TRETa%
j Active Directory Users and Com
> [ Saved Queries
v 3 npartner.local

| Builtin

| Computers

Name Type Descript
[% WiN2019-ENG_Computer

» [ Domain Controllers
_ ForeignSecurityPrincipal:

v | Keys

| LostAndFound

| Managed Service Accour

» | Program Data

» [] System

» [ Users

» [ NTDS Quotas
. TPM Devices
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7.1.2 Group Policy Settings

(1) Click “Group Policy Management.”

Group Policy
Management

(2) In the Servers organizational unit (OU), create a new Group Policy Object (GPO):

Right-click the [Servers] organizational unit = select “Create a GPO in this domain, and Link it here...”

' # Group Policy Management — O X

|5 File Action View Window Help

- &8 X

&= | c|H &=
& Group Policy Management Group Policy Management
v 4\ Forest: npartner.local Contents
v |54 Domains A
v F3 npartner.local Name
., Default Domain Policy A\ Forest: npartner local

2 | Domain Controllers

= Group Create a GPO in this domain, and Link it here... |\| I

+ WMIFi Link an Existing GPO...
3 Starter

@ Sites
sty Group Policy [
|+, Group Policy f

Block Inheritance

Group Policy Update...

Group Policy Modeling Wizard...

New Organizational Unit
New Window from Here

Delete
Rename

Refresh
Properties

Help

|

Create a GPO in this domain and link it to this contain
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(3) Enter your Group Policy Object

Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)
Note: Create your GPO name according to the actual environment. - then click “OK.”

New GPO X
|| N-Partner Policy II
Source Starter GPO:
{none) v
| OK I _ Cancel

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)
right-click and select “Edit.”

2 Group Policy Management - O X
z File Action View Window Help
= @ ¢l E

‘& Group Policy Management Group Policy Management
v _ﬂ Forest: npartner.local Contents

v (&5 Domains
v &3 npartner.local
=] Default Domain Policy
» 2] Domain Controllers
v (2] Servers
I"_E N-Partner Polisx

s

Name
A Forest: npartner.local

¥ Group Policy Modeling
[+ Group Policy Results

» [ Group Policy Object bummt0ite: 5
> [ WMIFilters Enforced -
> ) Starter GPOs +  Link Enabled

> {3 Sites Save Report...

New Window from Here

Delete

Rename
Refresh

Help

Open the GPO editor
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(5) Local Group Policies: Audit Policy
Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Local Policies” = “Audit Policy.” And click on “Audit account logon events,” “Audit logon events,” and

“Audit object access” = check “Define these policy settings”: Success, Failure. = click “OK.”

" Group Policy Management Editor
File Action View Help
e | 27 XE = HE

[ N-Partner Policy [WIN2019-AD-ENG.NP; A
v & Computer Configuration

v Policies
Software Settings
Iv Windows Settings |

Name Resolution Policy
Scripts (Startup/Shutdow:

== Deployed Printers

v = Security Settings|

-+ Account Policies

v | Local Policies
7 Audit Policy
Ji User Rights Assign
fj Security Options
J Eventlog
4 Restricted Groups

4 System Services
3 Registry
g File System
=y Wired Network (IEEE 8
_ Windows Defender Fir
Network List Manager
2l Wireless Network (IEEE
| Public Key Policies

< >

Policy

Policy Setting

Audit account logon events

Success, Failurel

Audit account management

Audit directory service access

Audit logon events

Audit object access

Not Defined
Not Defined
Success, Failure
Success, Failure

Audit policy change

Audit privilege use

Audit process tracking

Audit system events

Audit logon events Properties
Security Policy Setting  Explain

'('f' Audt logon events

[ Define these policy settings
Audt these attempts
Success
Failure
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Not Defined
Not Defined
Not Defined
Not Defined

X
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(6) Event Log: Security Log Retention Method

Expand “Computer Configuration” - “Policies” - “Windows Settings” = “Security Settings” - “Event

Log” - select “Retention method for security log” = check “Define this policy setting” - select

“Overwrite events as needed” - click “OK.”

" Group Policy Management Editor
File Action View Help
e 2 XE | HEE

[ N-Partner Policy [WIN2019-AD-ENG.NP/ A
Iv i Computer Configuration |

v Policies
Software Settings
Iv | Windows Settingﬂ
Name Resolution Policy
Scripts (Startup/Shutdowr
= Deployed Printers

| v & Security Settings|

5 Account Policies
7 Local Policies
4 Restricted Groups
4 System Services
4 Registry
a4 File System
“of Wired Network (IEEE 8
| Windows Defender Fir
Network List Manager
;.nf Wireless Network (IEEE
Public Key Policies
| Software Restriction P
Application Control P
g IP Security Policies on

< >

Policy

Maximum application log size
Maximum security log size
Maximum system log size

Prevent local guests group from accessing application log
Prevent local guests group from accessing security log
Prevent local guests group from accessing system log

Retain application log
Retain security log
Retain system log

Retention method for system log

Retention method for security log Properties
Security Policy Setting Explain

#5  Retention method for security log

[ Define this policy setting

(O Overwrite events by days

| ® Overwrte events as needed |

(O Do not overwrite events (clear log manually)

I and applications
For more information, see Retenti et
Q823659
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Policy Setting
Not Defined
204800 kilobytes
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

Retention method for application log Not Defined
@ Retention method for security log As needed

Not Defined
X

Modifying this setting may affect compatibility with clients, services

Apply
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Event Log” - And click on “Maximum security log size” = Check “Define this policy setting” - enter

204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

' Group Policy Management Editor
File Action View Help
o | 5@ XE | Hm

[ N-Partner Policy [WIN2019-AD-ENG.NP; A
v & Computer Configuration

v Policies
Software Settings
Iv _ Windows Settings |

Name Resolution Policy
Scripts (Startup/Shutdowr

m= Deployed Printers

v Security Settings |

= Account Policies

i Local Policies
Event Log
4 Restricted Groups

5 System Services
4 Registry
4 File System
Zo Wired Network (IEEE 8
_ Windows Defender Fir
Network List Manager
:m':‘ Wireless Network (IEEE
| Public Key Policies
Software Restriction P
Application Control P
& IP Security Policies on ,

< >

Policy ) Policy Setting
Maximum application log size Not Defined
Maximum security log size 204800 kilobytes
Maximum system log size Not Defined
Prevent local guests group from accessing application log Not Defined
Prevent local guests group from accessing security log Not Defined
Prevent local guests group from accessing system log Not Defined
Retain application log Not Defined
Retain security log Not Defined
Retain system log Not Defined
Retention method for application log Not Defined
Retention method for security log Not Defined
Retention method for system log Not Defined

Maximum security log size Properties ? X

Security Policy Setting Explain

[‘  Maximum securtty log size

[] Define this policy setting

204800 |2 kilobytes

Modifying this setting may affect compatibility with clients, services,
1. and applications
For more information, see Maximum securty log size. (Q823659)

cous | o
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(8) On the AD domain server, open “Windows PowerShell.”

(9) Enter the command below to refresh group policy.
PS C:\>

| E¥ Administrator: Windows PowerShell — O X
-GPlpdate

Replace the text shown in red with the Windows File server name.

(10) Enter the command below to generate server group policy report.

PS C:\>

E¥ Administrator: Windows PowerShell - O X

\> Get-GPResultan ofPolicy WIN2019-ENG C:\tmp W in2019. html A

L8F953_3BD1_4574_4211_6C(

For the red text , please enter the Windows File server name and the folder path/file name.
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(11) Open the report and verify that your Windows file server is applying the N-Partner Policy Group

Policy.
~ - o X
&) ()| 8) catmp\sQL2016.htmi p-c || © NPARTNER\WIN2016-ENG x[ } W €O
1
NPARTNER\WIN2016-ENG
Data collected on: 8/13/2025 PM 02:27:06 show all
Summary
show
hide |
show
show |
hide
&
hide
show |
-
hide |
Policy Setting Winning GPO
Audit account logon events Success, Failure N-Pariner Policy
Audit account management Success, Failure N-Partner Policy
Audit logon events Success, Failure N-Pariner Policy
Local Policies/User Rights Assignment o
' Local Policies/Security Options o
show
Event Log .
hide |
Policy Setting Winning GPO
Maximum application log size 204800 kilobytes N-Partner Policy
R ion method for application log As needed N-Partner Policy v

1 v B N-Partner




7.2 Workgroup
7.2.1 Audit Policy Configuration

(1) Open Local Group Policy Editor

Click on “Start” = enter “group policy” to search = click on “Edit Group Policy.”

O &
Best match

Group Policy Management
Desktop app

Settings

=1 Edit group policy

| L group policyl

123 7 N-Partner



(2) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” -> “Local Policies”

- “Audit Policy.” And click on “Audit account logon events,” “Audit logon events” and “Audit logon

events” items = check “Define these policy settings”: Success, Failure. = click “OK.”

= Local Group Policy Editor
File Action View Help
&= 27 XE =

=/ Local Computer Policy
| v &% Computer Configuration |
_| Software Settings
I | Windows Settings |
| Name Resolution Policy
& Scripts (Startup/Shutdown)
= Deployed Printers
|~ =5 Security Settings|
7 Account Policies
v | g Local Policies
4 Audit Policy
4 User Rights Assignment
4 Security Options
| Windows Defender Firewall
| Network List Manager Polic
_| Public Key Policies
| Software Restriction Policie
_ Application Control Policie
&, IP Security Policies on Loca
| Advanced Audit Policy Cor’
ulll Policy-based QoS
| Administrative Templates

H

v & User Configuration
| Software Settings
| Windows Settings
| Administrative Templates

Policy

Security Setting

l4) Audit account logon events
Lio| Audit account management

Success, Failure
Succesa Failure

Lo Audit directory service access No auditing

[s) Audit object access
[g) Audit policy change
1o Audit privilege use

L2 Audit process tracking
Lo Audit system events

Audit logon events Properties ?

Local Security Setting  Explain

} Audt logon events

Audit these attempts:
[ Success

i 1N

This setting might not be enforced if other policy is configured to
ovemide category level audi policy.
For more information, see Audit logon events. (3921468)
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No auditing
No auditing
No auditing
No auditing
No auditing

Apply

X
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(3) Open “Windows PowerShell.”

(4) Enter the command below to refresh group policy.
PS C:\>

EN Administrator: Windows PowerShell

gpu L'd ate /force

125 &7 N-Partner



(5) Enter the command below to view group policy applied status.
PS C: \>

E¥ Administrator: Windows PowerShell - O X

Setting

No Audit

nd Faillure
and Failure
d Failure
Failure
Fail
Fail
Faillure
Failure
Failure
Failure
nd Failure

nd Failure
Failure
Failure
Failure
Failure
Fail
Fail
Fail
Fail
Fail

Failure
and Failure
and Failure

Audit ill':

nditing
hduditing

thent ics

th

o kuditing
Auditing

tion 0
Eeplication No

et |-:||. erations
ants
nentl lon
alidation
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7.2.2 Event Log Settings

(1) Search for “Event Viewer”

Enter “Event Viewer” to search = click on “Event Viewer” in the search results.

Best match

«  View event logs
1 Control panel N

B & 0 0 B == &

| event logs
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(2) Edit Security Log

Expand folder “Windows Logs” - right-click on “Security” - And click on “Properties.”

{4 Event Viewer - O X
File Action View Help

&= 7 Hm

f2] Event Viewer (Local) Actions

I clfstomVIEW'S Event Viewer (Lo... «
. Windows Logs
e Open Saved ...
55| Application IWI = v

ﬂ Setu Open Saved Log... Create Cust
F Import Cust...
E| System Create Custom View...
E| Forwarc Import Custom View... Connectto ...
> | E Application Clear L View N
|24 Subscriptio carLog..
Filter Current Log... Refresh
| Properties |\| Help >

Find...
Save All Events As...
Attach a Task To this Log...

L 4 Help >

Displays Log properties.

(3) Configure Security Log

Enter maximum log file size: 204800 KB

Note: Please adjust the number according to the actual environment.

- click on “Overwrite events as needed (oldest events first)” = click “OK.”

Log Properties - Security (Type: Administrative) X
General

Full Name: Security

Log path: %SystemRoot %\ System32\Winevt\Logs\Security.evix

Log size: 128.00 MB(134,221,824 bytes)

Created: 2024=45118 09:22:50

Meodified: 2025585188 17:19:54

Accessed: 2025587188 17:19:54

Enable logging

Maximum log size (KB ): | 2048002 I
When maximum event log size is reached:

E@ Overwrite events as needed (oldest events first) |

() Archive the log when full, do not overwrite events

(O Do not overwrite events ( Clear logs manually )

Clear Log

128 . E@g|u' F"E'I"tFIEI‘



7.3 Folder Audit Configuration

(1) Right-click the target folder to be audited (the example here is tmp) - select “Properties.”

| < | Local Disk (C:)
3 v M ‘ia > ThisPC > Local Disk (C)) »

s# Quick access
I Desktop
4 Downloads

s Documents

PerflLogs Program Files

& Pictures
dhcp_eng
hostmib_eng
System32
win_ad_eng

Users Windows

[ This PC

¥ Network

8 items 1 item selected

Program Files share

(x86)

#

nxlog-ce-3.2.232
9

(2) Go to the “Security” tab = click “Advanced.”

tmp Properties

X

General Sharing Previous Versions Customize

Object name:  C:\tmp

Group or user names:

CREATOR OWNER

SR SYSTEM
88 Administrators (NPARTNER \Administrators)
$2 Users (NPARTNER\Users)

To change permissions, click Edit.

Pemissions for CREATOR

OWNER Allow

Full control

Modify

Read & execute
List folder contents
Read

White

Edit...

Deny

For special pemissions or advanced settings,
click Advanced

Advanced

Cancel

129
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X

P

tmp

2]

Open

Open in new window

Pin to Quick access

Give access to >

Restore previous versions

Include in library >
Pin to Start

Send to >
Cut

Copy

Create shortcut
Delete

Rename

Properties

Fuall’
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(3) Open the “Auditing” tab = click “Add.”

| Advanced Security Settings for tmp

Name: Ci\tmp
Owner: Administrators (NPARTNER\Administrators) . Change
Permissions Auditing Effective Access

Auditing entries:

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Type  Principal Access

Inherited from Applies to

[[]Replace all child object auditing entries with inheritable auditing entries from this object

(4) Click “Select a principal.”

|| Auditing Entry for tmp

Principal: | Select a principal
Apples to: Thisfolder, subfolders andfles

Basic permissions:
|| Full control
["IModify
|| Read & execute
|| List folder contents
|| Read
[ ] Write
[ Special permissions

[ ] Only apply these auditing settings to objects and/or containers within this container

Show advanced permissions

Add a condition

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.
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(5) In the object name field, enter “Everyone” to audit all users = click “Check Names” = click “OK.”

Select this object type:

Select User, Computer, Service Account, or Group

X

User, Group, or Builtin security principal

Object Types...

From this location:

npartner local

Enter the object name to select (examples):

[Eecocee]

| |

(6) Select “All” in type = enable “Full Control” = click “OK.”

Auditing Entry for tmp

Principal:  Everyone Select a principal

Type: I[NI ~ II

Applies to: ‘ This folder, subfolders and files v |

Basic permissions:

2] Modify

] Read & execute
List folder contents
(] Read

] Write

Special permissions

[[] Only apply these auditing settings to objects and/er containers within this container

Show advanced permissions

Clear all

Add a condition

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.
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(7) Confirm that the auditing entries shows “Everyone” - click “OK.”

Advanced Security Settings for tmp

Name: C\tmp
Owner: Administrators (NPARTNER\Administrators) e Change
Permissions Auditing Effective Access

Auditing entries:

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

" Disable inheritance

[[JReplace all child object auditing entries with inheritable auditing entries from this object

Type Principal Access Inherited from Applies to
52 Al Everyone Full control None This folder, subfolders and files
Add Remove | Edit

£

(8) Click “OK” again to confirm and close.

tmp Properties
General Sharing Securty Previous Versions Customize
Object name: C:\tmp

Group or user names:

$2 CREATOR OWNER

SR SYSTEM

ER Administrators (NPARTNER \Administrators)
B2 Users (NPARTNER\Users)

To change pemmissions, click Edi.

Pemissions for CREATOR
OWNER Alow Deny

Full control C--
Modify

Read & execute

List folder contents

Read

Write v

For special pemissions or advanced settings, a'll::ed
click Advanced. Adv

ok | Canced | Apok
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8. Windows Server 2022
8.1 Domain

Windows Audit Policy Configuration:

For detailed information, refer to the Audit Policy Recommendations link in the references.

The following sections describe the configuration methods for Domain and Workgroup environments.

8.1.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

~

[d

Active
Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Controllers, select “New,” and click “Organizational Unit.”

] Active Directory Users and Computers - O X
File Action View Help
o |T 6= HM PRETER
: Active Directory Users and Cam” Name Type Description
— 2aved Queries ~ Saved Queries Folder to store you
|v F3 npar‘tner.loca!l D )
" Builtin Delegate Control... omain
| Computer Find...
2. Domain C Change Domain...
| ForeignSe Change Domain Controller...
| Managed
51 Microsoft Raise domain functional level...
371 Servers Operations Masters...
U
- R I New }I Computer
All Tasks > Contact
Refresh L
InetOrgPerson
o msDS-ShadowPrincipalContainer
Help msExchDynamicDistributionList
mslmaging-P5Ps
MSMQ Queue Alias
< > < I Organizational Unit I

Create a new object...

Printer
User
Shared Folder
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https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations

(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK.”

New Object - Organizational Unit

~ Createin: npartnerlocal/

X

| Servers

Protect container from accidental deletion

i |

(4) Move the Server to your New Organizational Unit:

Select your organizational unit in “Domain Controllers” -> Right-click on the “WIN2022-ENG” server.

Note: Please select the Windows File server according to the actual environment. = click “Move.”

] Active Directory Users and Comp

File Action View Help

uters —

o | 253 8| XE G| H

L RET

O X

] Active Directory Users and Com
_| Saved Queries
v 3 npartner.local
Builtin
2 | Domain Controllers
| ForeignSecurityPrincipal:
| Managed Service Accour
3| Microsoft Exchange Sect
3. Servers
| Users

< >

Moves the current selection to another

Name

1%, E3V3-WIN2016-HY
1% WIN2016-HYPER-V

1 WIN2022-HYP

Add to a group...
Disable Account

Reset Account

Move... N I

<

Manage
All Tasks >

Cut
Delete

Properties

Help
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

Move

Move object into container:

X

= &4 npartner
@] Buitin
@] Computers
@21 Domain Controllers
‘_+’) | ForeignSecurityPrincipals

@] Users

@#-_ ] Managed Service Accounts
¢ .3 | Microsoft Exchange Security Groups

(6) Verify the Server Has Been Moved to your New Organizational Unit:

[_ox ]| cance

Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2022-

ENG” server has been moved.

. Active Directory Users and Computers —

File Action View Help

e 27 0 EeR HE/ 2 e TE%

O

. Active Directory Users and Com
> [ ] Saved Queries
v 3 npartner.local

> [ Builtin

| Computers

» 2| Domain Controllers

» [ ForeignSecurityPrincipal:

» ] Managed Service Accout

» 3| Microsoft Exchange Sect

| Users

Name

il -AD-ENG
1 WIN2022-ENG
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8.1.2 Group Policy Settings

(1) Click “Group Policy Management.”

*»

Group Policy
Management

(2) In the Servers organizational unit (OU), create a new Group Policy Object (GPO):

Right-click the [Servers] organizational unit = select “Create a GPO in this domain, and Link it here...”

& Group Policy Management - O X
'3, File Action View Window Help - || &
a9 2@ O/c@m
2 Group Policy Management Group Policy Obje
A .
v i)\ Forest: npiartner.local Contents Delegation
v 55 Domains .
v 3 npartner.local Name
’L; Default Domain pOllcy ;1' Default Domain (
2 | Domain Controllers \=[ Default Domain |
2 | Microsoft Exchange Security Gro ' N-Partner AD Po
2 | Servers
 Group Create a GPO in this domain, and Link it here...
SWMIFi  Link an Existing GPO... s
&l Starter Block Inheritance
(@ Sites

Group Policy Update...
srs Group Policy I P Sdal

«, Group Policy F Group Policy Modeling Wizard...

New Organizational Unit
New Window from Here

Delete
<

Rename

Create a GPO in this domsz Refresh

Properties

Help
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(3) Edit your Group Policy Object
Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)
Note: Create your GPO name according to the actual environment. Then click “Edit.”

New GPO X
Name:
N-Partner Policy |
Source Starter GPO:
{mne} “
ok ||| Ccancel
lax

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)
right-click and select “Edit.”

& Group Policy Management — O X
&, File Action View Window Help - & X
= 2/ 06 . HE
|# Group Policy Management npartner.local
v _ﬁ Forest: npartner.local Status  Linked Group Policy 0

v &5 Domains
v rjpartner.lncal ] , This page shows the status of
»i/ Default Domain Policy Active Directory and SYSVOL
» . Domain Controllers replication for this domain as it
» @ Microsoft Exchange Security Gro
W _;J Servers Status Details
l,ﬂ N-Partner Policyl L i
» L5t Group Policy Object | Edit. |§ -
> —':r WMI Filters Enforced
_ > [ Starter GPOs v Link Enabled
} ‘E Sites : _ Save Report... fton
st% Group Policy Modeling |
"+ Group Policy Results New Window from Here @
Delete
Rename
Refresh
4
Help
Open the GPO editor
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(5) Local Group Policies: Audit Policy
Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >
“Local Policies” = “Audit Policy.” And click on “Audit account logon events,” “Audit logon events,” and

“Audit object access” = check “Define these policy settings”: Success, Failure. = click “OK.”

' Group Policy Management Editor = O X
File Action View Help
& 2@ XE = HE
[ N-Partner Policy [WIN2022-AD-ENG.N A ‘ Policy Policy Setting
v Con;prtgr Configusation ‘[ Audit account logon events Success, Failure |
el l;'e:n o ‘ Audit account management Not Defined
are o : g
c,’_ S |hgs Audit directory service access Not Defined
Iv | Windows Settings| - 5 Exi
" " uccess, Failure
Name Resolution Policy — N—
Scripts (Startup/Shutdo Audft ObJ'ECt access Success,‘ Failure
[ & Security Settings | Audft p?'ls)’ change Not Deffned
== Account Policies Audit privilege use Not Defined
g j} Local Policies Audit process tracking Not Defined
3 Audit Policy Audit system events Not Defined
gl User Rights Assi | Audit logon events Properties ? X
3| Security Options
,:TJ Event Log E Security Policy Setting  Explain
: |
4 Restricted Groups I =g  Audt logon events
a System Services ;
4 Registry ;
a File System | Define these policy settings
; Wired Network (IEEE | Audt these attempts
Windows Defender | [ i
| Network List Manag i
,.:911_‘ Wireless Network (IE : deren
Public Key Policies ‘
| Software Restriction , .
< Ty \ < >
Goes | [ ot
A et
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(6) Event Log: Security Log Retention Method
Expand “Computer Configuration” - “Policies” - “Windows Settings” = “Security Settings” - “Event
Log” = select “Retention method for security log” - check “Define this policy setting” - select

“Overwrite events as needed” - click “OK.”

" Group Policy Management Editor — O X
File Action View Help

o 2R XE = H-E

" N-Partner Policy [WIN2022-AD-ENG.N A ‘ Policy Policy Setting
v i Computer Configuration

Not Defined
204800 kilobytes

Maximum application log size

v | Policies

Maximum security log size
Software Settings ey

r Wesciows Settimcs | Maximum system log size Not Defined
[ Name Resolution Policy Prevent local guests group from accessing application log Not Defined
) Scripts (Startup/Shutdo Prevent local guests group from accessing security log Not Defined
[F & Security settings } Prevent local guests group from accessing system log Not Defined
5 Account Policies Retain application log Not Defined
= Local Policies Retain security log Not Defined
Retain system log Not Defined
5 Restricted Groups Retention method for application log Not Defined
4 System Services Retention method for security log Not Defined
4 Registry Retention method for system log Not Defined
a4 File System | Maximum security log size Properties ? X

24 Wired Network (IEEE
Windows Defender |
Network List Manag

2 Wireless Network (IE

Securtty Policy Setting  Explain

'(“' Maxmum securty log size

Public Key Policies [ Define this policy setting
Software Restriction :
- z | [>nagn -
| Application Control ‘ [204800 2 kilobytes

g, IP Security Policies ¢

Advanced Audit Pol ¥
< > <

|

| Moddying this setting may affect compatibiity with clients, services,
| §\. and applications

| For more information, see Max ecurity log size. (Q823659)

rShell

Cancel Aoly
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(7) Event Logs: Maximum Size of Security Log
Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >
“Event Log” —>And click on “Maximum security log size” - Check “Define this policy setting” - enter

204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

" Group Policy Management Editor = O X

File Action View Help
o | 27 XE = HE

" N-Partner Policy [WIN2022-AD-ENG.N A \ Policy Policy Setting

v & Computer Configuration Not Defined

204800 kilobytes
Maximum system log size Not Defined

Maximum application log size

v | Policies

| Maximum security log size
| Software Settings - nity log

Iv Windows Settings |

[ ‘Name Resolution Policy Prevent local guests group from accessing application log Not Defined
Scripts (Startup/Shutdo Prevent local guests group from accessing security log Not Defined
[ & Security Settings ] Prevent local guests group from accessing system log Not Defined
"5 Account Policies Retain application log Not Defined
= Local Policies Retain security log Not Defined
Retain system log Not Defined
5 Restricted Groups Retention method for application log Not Defined
4 System Services Retention method for security log Not Defined
4 Registry Retention method for system log Not Defined
a4 File System { Maximum security log size Properties ? X

70/ Wired Network (IEEE
Windows Defender | |
Network List Manag

;-,,ggf Wireless Network (IE
Public Key Policies | Define this policy setting
Software Restriction

| Application Control

g IP Security Policies ¢

Advanced Audit Pol V¥
< > <

Securtty Policy Setting  Explain

'l"' Maxamum securty log size

|204800 - kilobytes

|
| Modying this setting may affect compatibiity with clients, services,
| I\ and applications

' For more information, see Maximum security log size. (Q823659)

rShell

Concel | [ Aonk
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(8) On the Windows File server, open “Windows PowerShell.”

(9) Enter the command below to refresh group policy.

PS C:\>

EN Administrator: Windows PowerShell - O X

PS C:\> Invoke-GPUpdate WIN2022-ENG
PS C:\>

Replace the text shown in red with the Windows File server name.

(10) Enter the command below to generate server group policy report.
PS C:\>

EN Administrator: Windows PowerShell — O X
PS C:\> Get-GPResultantSetofPolicy WIN2©22-ENG C:\tmp\Win2022.html

RsopMode : Logging
Namespace : \\WIN2022-ENG\Root\Rsop\NS1D95751A_ 3@CE_4E92_B7D7_1740B22EOGDE1
LoggingComputer : WIN2022-ENG

LoggingUser : NPARTNER\administrator
: Computer

For the red text, please enter the Windows File server name and the folder path/file name.
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EE

show |
Account Policies/Account Lockout Policy
show |
Local Policies/Audit Policy
lide
Policy Setting Winning GPO
Audit account logon events Success, Failure N-Partner Policy
Audit account management Success, Failure N-Partner Policy
Audit logon events Success, Failure N-Partner Policy
Audit system events Success, Failure N-Partner Policy
Local Policies/Security Options
show
Event Log
hide |
Policy Setting ‘Winning GPO
Maximum security log size 204800 kilobytes N-Partner Policy
Retention method for secunty log As needad N-Partner Policy
Public Key Policies/Certificate Services Client - Auto-Enrollment Settings .
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8.2 Workgroup
8.2.1 Audit Policy Configuration

(1) Open Local Group Policy Editor

Click on “Start” = enter “group policy” to search = click on “Edit Group Policy.”

Best match

Group Policy Management
App

Settings

=1 Edit group policy
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(2) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” -> “Local Policies”
- “Audit Policy.” And click on “Audit account logon events,” “Audit logon events” and “Audit object

access” items = check “Define these policy settings”: Success, Failure. = click “OK.”

' Local Group Policy Editor — O >
File Action View Help
o | 2@ XE 2| HE
" Local Computer Policy A || Policy ' Security Setting
I" s Con;pft:ter Cosnﬂg_;urattonl |5 Audit account logon events Success, Failure |
| - .:, :are Settttlhgsl ‘ Audit account management No auditing
— e Audit directory service access No auditing

Name Resolution Polic :
Success, Failure

Scripts (Startup/Shutdc DIk Moo eeemts

= Audit object access Success, Failure

v = Security Settings
B

a4 Account Policies Audit policy change No auditing
v _a Local Policies Audit privilege use No auditing
a Audit Policy Audit process tracking No auditing
5 User Rights Assi Audit system events No auditing
5 Security Option
? X

Windows Defender Audit logon events Properties

Network List Mana: Local Securty Settng  Explain
| Public Key Policies
| Software Restrictior

Application Contro

_‘g, IP Security Policies

| Advanced Audit Po Audt these attempts

ul)j Policy-based QoS S
Administrative Templates

v % User Configuration “

'J' Audt logon events

< >

This setting might not be enforced # other policy is configured to
! ovemde category level audt policy
For more information, see HAudt logon events. (Q921468)

==
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(3) Open “Windows PowerShell.”

(4) Enter the command below to refresh group policy.
PS C:\>

LN Administrator: Windows PowerShell -_ O] X

PS C:\> gpupdate /force
Updating policy...

Computer Policy update has completed successfully.

User Policy update has completed successfully.

PS C:\>»
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(5) Enter the command below to view group policy applied status.

EN Administrator: Windows PowerShell

> auditpol /get /category:*
System audit policy
Category/Subcategory

Events
te Change

Main Mode

ogoff Events

icy Server

-
Certification Services
Applicat
Handle M
File S

Filtering Platform Connection
Other O t Access Events
Detailed File Share

Removable Storage

Central Policy Staging
'ivil»gv Use

ensitive Privi

Token Right Adjust
Policy Char

Change
' Policy Change
MPSSVC Rule-Level Policy Change
Filtering Platform Policy Change
Poli Change Events
nt Manag nt
r Account Management
p Management
Distribution Group Management
Appl on Group Management
ount Management Events
unt Management

Replication

Service Replication

>
- cation Service
Credential Validation

Setting

No
No
No

No
No
No
No
No
No

No
No
N¢

No

anda
anag
ana
ana
and
anad
and
anag
ana
and
and

a

anda

and

anag

and

and

and

and

and

anda

and

anag

and Failure
and Failure

Auditing
Auditing
Auditing

Auditing
nudlting
Auditing
Auditing
Auditing
Auditing

Auditing
Auditing
Auditing
Auditing
ﬂudi(iﬂg
Auditing

Auditing
Auditing
. ting

Auditing
Auditing
Auditing
Auditing

and Failure
and Failure
and Failure
and Failure
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8.2.2 Event Log Settings

(1) Search for “Event Viewer”

Enter “Event Viewer” to search = click on “Event Viewer” in the search results.

Best match

[I_H Event Viewer
2 app

£ event viewe
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(2) Edit Security Log

Expand folder “Windows Logs” - right-click on “Security” - And click on “Properties.”

{2] Event Viewer -

File Action View Help

&= 5

a X

{2] Event Viewer (Local)
5 [ Custom Views

Open Saved Log...

fs] System Create Custom View...
E| Forward Import Custom View...
) Application:

-,_'f Subscriptior Clear Log...

Filter Current Log...

-

Displays Log properties.

I Properties
Find...
Save All Events As...
Attach a Task To this Log...
Help >
< > |

(3) Configure Security Log

Enter maximum log file size: 204800 KB

Note: Please adjust the number according to the actual environment.

- click on “Overwrite events as needed (oldest events first) - click “OK.”

Log Properties - Security (Type: Administrative)
General
Full Name: Security
Leg path: %SystemRoot %\ System32\Winevt\Logs\Security.evix
Log size: 200.00 MB(209,719,296 bytes)
Created: 2024548128 AM 02:00:29
Modified: 202558A188 PM 05:56:07
Accessed: 202558 A 188 PM 05:56:07

Enable logging

Maximum log size (KB ): I 204800 <+ I

When maximum event log size is reached:

I (® Overwrite events as needed (oldest events first)l

(O Archive the log when full, do not overwrite events

(O Do not overwrite events ( Clear logs manually )

=] o

Clear Log
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8.3 Folder Audit Configuration

(1) Right-click the target folder to be audited (the example here is tmp) - select “Properties.”

i | v 5 | Local Disk (C:) — [m] X
Home Share View 0
<« v A ‘& > ThisPC > Local Disk (C)) > v 0 Search Local Disk (C P

# Quick access
[ Desktop
& Downloads
| Documents
- SWinREAgent ExchangeSetupl inetpub PerfLogs Program Files Program Files ProgramData
&= Pictures ogs (x86)
dhcp_eng
dns_eng
exchange_eng pes o
Open in new window
System32 .
Pin to Quick access [ b
B This PC e o = Give access to > ;::rnAcht:gesM b C; o
&% Network Restore previous versions
Include in library >
Pin to Start
B EhosI S A)..
£ 53l tmprar'(m
I =EiaEasy ..
B =3 tmporar BT ER G R
Send to >
Cut
Copy
14 items 1 item selected Create shortcut =

Delete j
dns Rename
I Properties ,\ I

(2) Go to the “Security” tab = click “Advanced.”

tmp Properties X
General Sharing Previous Versions Customize
Object name:  C:\tmp

Group or user names:

CREATOR OWNER

SR SYSTEM
42 Administrators (NPARTNER\Administrators)
82 Users (NPARTNER\Users)

To change pemmissions, click Edit. Edit...

Permissions for CREATOR
OWNER Allow Deny

Full control -
Modify

Read & execute

List folder contents

Read

Write v

For special permissions or advanced settings, Advanced
click Advanced.

oot | | o
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(3) Open the “Auditing” tab = click “Add.”

| Advanced Security Settings for tmp - O X
Name: C:\tmp
Owner: Administrators (NPARTNER\Administrators) . Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).
Auditing entries:

Type Principal Access Inherited from Applies to

| Disable inheritance |

[CJReplace all child object auditing entries with inheritable auditing entries from this object

[ok [ Concel | [ Apply |

(4) Click “Select a principal.”

|| Auditing Entry for tmp [m} x

Principal: | Select a principal

e B
soptete Tt g maties

Basic permissions: Show advanced permissions
|| Full control

["1Modify

|| Read & execute

[v] List folder contents

] Read

[ Write

[ Special permissions

|| Only apply these auditing settings to objects and/or containers within this container -

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a condition
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(5) In the object name field, enter “Everyone” to audit all users = click “Check Names” = click “OK.”

Select User, Computer, Service Account, or Group

X

Select this object type:
User, Group, or Buitin security principal ' Object Types... |
From this location:

Enter the object name to select (examples):

Everyone

- Advanced..

j concel |

(6) Select “All” in type = enable “Full Control” = click “OK.”

Auditing Entry for tmp

Principal: ~ Everyone Select a principal
Type: I‘AII v||

Applies to: | This folder, subfolders and files v|

Basic permissions:
M Modify
[ Read & execute
[ List folder contents

[ Read
[ Write

Special permissions

[1Only apply these auditing settings to objects and/or containers within this container

Show advanced permissions

Clearall |

Add a condition

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

o o
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(7) Confirm that the auditing entries shows “Everyone” - click “OK.”

Advanced Security Settings for tmp a X
Name: C\tmp
Owner: Administrators (NPARTNER\Administrators) G Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access Inherited from Applies to
52 Al Everyone Full control None This folder, subfolders and files

[[Add ]| Remove || Edit

Disable inheritance ‘

[[JReplace all child object auditing entries with inheritable auditing entries from this object

ok ||| Concel || Apply |

(8) Click “OK” again to confirm and close.

tmp Properties X
General Sharng Securty Previous Versions Customize
Object name: C:\tmp

Group or user names:

S8 CREATOR OWNER

B2 SYSTEM

S& Administrators (NPARTNER \Administrators)
82 Users (NPARTNER\Users)

To change permissions, click Edit. Edit__

Pemissions for CREATOR
OWNER Allow Deny

Full control =
Modify

Read & execute

List folder contents

Read

Write v

For special permissions or advanced settings, anced
click Advanced. Adv
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9. N-Reporter

(1) Add a Windows WINDOWS FILE device:

Go to “Device Management” - “Device Treeview” - click “Add.”

N-Reporter 7 @
._g’ hank2 (Global) ~ B Home / Device / Davice Treeview
-

— & Device Treeview
i= Event

[shl. Report All v Search

Q Analysis + {5 Global £\ /. (198/229)
- “7 Unknown Device (0/18)
# NRobot .

T Resource Recovery Area (0/1)
@ Dashboard

== :
== Device

Device Treeview

Device Management
Device Additional Setting
Alert Template

Device Abnormal Alert
Config Comparison

User Defined Format

(2) Select the device type:

Choose “Application/DB/OS/Server” - click “Guided Mode.”

Device Category

Switch / Router
If the device only actives the

A switch is a network hardware

Host type, providing specific se

S
- Application / DB / OS / Server

l_-l’ Firewall / IPS / Load Balancer / NAC / UTM /
T 1 WAF / Wireless

N . MNetwork security related

/ \I /\ N-Cloud / N-Reporter / N-Probe

| — -] -

2 L N-Probe can collect traffic at a rafio

N ?/

Auto / More / User Defined Format
Q Customization and other equipm

Expert Mode Guided Mode Cancel
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9.1 For Windows Server 2003 or earlier

(1) Basic Device Settings:
Enter the device name and IP address - For Syslog Data Format, select “Windows” - click “Next.”

Basic Setting ~

Machine Name *

WinFiles-192.168.8.76

P~

192.168.8.76

Domain *

Global hd

—
Syslog Format € E Activate Full-text Search (FTS)

Windows h

User Defined Syslog Format ©

SNMP Model &

Host Mib e

Performance Monitoring Setting v

Pre\n'uus Next Cancel
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(2) Syslog Settings

Set “Facility” to “(18) local use 2 (local2)” and “Encoding” to “BIG5” = click “Next.”

If “Raw Data Kept” function is enabled, the “Event Query” page will display raw data information.

Syslog Setting ~

Facility &

(17) local use 1 (locall)

Encoding

BIGS ~

Syslog Normalized Data Retention Days (Max) &

7-18250

Syslog Normalized Data Retention Days (At Least) @

1-18250

Raw Data Kept and Replied

I Raw Data Kept

|:| Raw data format is adopted while Syslog relaying is activated in Threshold Report.

D The source IP will be kept in normalized data relaying

Previuus Next Cancel
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(3) Others

Set “Device lcon” to “Host” - Set “Receiving Status” to “Activated” = click “Next” = Confirm.

ita Add Device - Other x

Other -~

Device lcon

Host A

Latitude and Longitude

atitude, longitude

Remark &

Special format: [key]="value”, which can be exported into a custom field.

Tag

Receive Status

B A Y M N
(@) Activated () Disabled

Previous Cancel

4

Activate default templates for devices of the same vendor type, click “No.”

£+ Activate default template, this will apply to the same vendor type ?
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9.2 For Windows 2008 or later

(1) Device Basic Settings

Enter the device name and IP = Select “Windows” for the Syslog data format = Click “Next.”

Basic Setting

~

Machine Name *

WinFiles-192.168.8.76

P~

192.168.8.76

Domain *

Global

—
Syslog Format @ E Activate Full-text Search (FTS)

Windows

User Defined Syslog Format ©

SNMP Model &

Host Mib

Performance Monitoring Setting
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(2) Syslog Settings

Set “Facility” to “(17) local use 1 (locall)” and “Encoding” to “UTF-8” - click “Next.”

If “Raw Data Kept” is checked, the “Event Query” page will display raw data information.

Syslog Setting ~
Facility &

(17) local use 1 (local1) hd
Encoding

UTF-8 v

Syslog Normalized Data Retention Days (Max) €&

7-18250

Syslog Normalized Data Retention Days (At Least) &

1-18250

Raw Data Kept and Replied
Raw Data Kept
|:| Raw data format is adopted while Syslog relaying is activated in Threshold Report.

|:| The source IP will be kept in normalized data relaying

F'reviuus Next Cancel
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(3) Others

Set “Device lcon” to “Host” - Set “Receiving Status” to “Activated” = click “Next” = Confirm.

ita Add Device - Other x

Other -~

Device lcon

Host A

Latitude and Longitude

atitude, longitude

Remark &

Special format: [key]="value”, which can be exported into a custom field.

Tag

Receive Status

B A Y M N
(@) Activated () Disabled

Previous Cancel

4

Activate default templates for devices of the same vendor type, click “No.”

£+ Activate default template, this will apply to the same vendor type ?
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10. Troubleshooting

10.1 Invoke-GPUpdate Error

(1) On the server, run Invoke-GPUpdate to update the Windows Server Group Policy. An error message

may appear.

EX Administrator: Windows PowerShell - O b4

(2) On the Windows Server, open “Windows PowerShell.”

Windows
PowerShell

(3) Enter the following command to check the Windows Firewall rules for WMI-WINMGMT-In-TCP, vm-

monitoring-rpc, MSDTC-RPCSS-In-TCP:

PS C:\>

(4) Enter the following command to enable the Windows Firewall rules WMI-WINMGMT-In-TCP, vm-

monitoring-rpc, and MSDTC-RPCSS-In-TCP:

PS C:\>

EX¥ sdministrator: Windows PowerShel

S C:\> Set-NetFirewallRule
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(5) Enter the following command to verify the Windows Firewall rules WMI-WINMGMT-In-TCP, vm-

monitoring-rpc, MSDTC-RPCSS-In-TCP again:
PS C:\>

PS C:\> Invoke-GPUpdate -Computer -RandomDelayInMinutes 0 -Force

EN Administrator: Windows PowerShell

Note: Replace the text shown in red with the Windows Server name.
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