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Preface 

¢Ƙƛǎ ŘƻŎǳƳŜƴǘ ŘŜǎŎǊƛōŜǎ Ƙƻǿ bπwŜǇƻǊǘŜǊ ǳǎŜǊǎ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ²ƛƴŘƻǿǎ ŦƛƭŜ ŜǾŜƴǘ ƭƻƎƎƛƴƎ ǳǎƛƴƎ 

ǘƘŜ ƻǇŜƴπǎƻǳǊŎŜ ǘƻƻƭ b·[ƻƎΦ  

b·[ƻƎ ŎƻƴǾŜǊǘǎ ²ƛƴŘƻǿǎ ŦƛƭŜ ŜǾŜƴǘ ƭƻƎǎ ƛƴǘƻ ǎȅǎƭƻƎ ŦƻǊƳŀǘ ŀƴŘ ŦƻǊǿŀǊŘǎ ǘƘŜƳ ǘƻ bπwŜǇƻǊǘŜǊ ŦƻǊ 

ƴƻǊƳŀƭƛȊŀǘƛƻƴΣ ŀǳŘƛǘƛƴƎΣ ŀƴŘ ŀƴŀƭȅǎƛǎΦ 

¢Ƙƛǎ ŘƻŎǳƳŜƴǘ ŀǇǇƭƛŜǎ ǘƻ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нлллΣ нллоΣ нллуΣ нлмнΣ нлмсΣ нлмфΣ ŀƴŘ нлннΦ 

 

 

References 

!ǳŘƛǘ tƻƭƛŎȅ wŜŎƻƳƳŜƴŘŀǘƛƻƴǎΥ 

ƘǘǘǇǎΥκκƭŜŀǊƴΦƳƛŎǊƻǎƻŦǘΦŎƻƳκǿƛƴŘƻǿǎπǎŜǊǾŜǊκƛŘŜƴǘƛǘȅκŀŘπŘǎκǇƭŀƴκǎŜŎǳǊƛǘȅπōŜǎǘπ

ǇǊŀŎǘƛŎŜǎκŀǳŘƛǘπǇƻƭƛŎȅπǊŜŎƻƳƳŜƴŘŀǘƛƻƴǎ 

9ǾŜƴǘǎ ǘƻ aƻƴƛǘƻǊΥ 

ƘǘǘǇǎΥκκƭŜŀǊƴΦƳƛŎǊƻǎƻŦǘΦŎƻƳκǿƛƴŘƻǿǎπǎŜǊǾŜǊκƛŘŜƴǘƛǘȅκŀŘπŘǎκǇƭŀƴκŀǇǇŜƴŘƛȄπƭππŜǾŜƴǘǎπǘƻπ

ƳƻƴƛǘƻǊ 

 

Note: This document is provided solely as a reference for configuring log output. It is recommended 

that you contact the device or software vendor for assistance with the appropriate log export 

methods. 

 

  

https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations
https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations
https://learn.microsoft.com/windows-server/identity/ad-ds/plan/appendix-l--events-to-monitor
https://learn.microsoft.com/windows-server/identity/ad-ds/plan/appendix-l--events-to-monitor
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1. NXLog 

1.1 NXLog Installation  

όмύ 5ƻǿƴƭƻŀŘ b·[ƻƎ /9 ό/ƻƳƳǳƴƛǘȅ 9Řƛǘƛƻƴύ 

tƭŜŀǎŜ Ǝƻ ǘƻΥ ƘǘǘǇǎΥκκƴȄƭƻƎΦŎƻκǇǊƻŘǳŎǘǎκƴȄƭƻƎπŎƻƳƳǳƴƛǘȅπŜŘƛǘƛƻƴκŘƻǿƴƭƻŀŘ 

5ƻǿƴƭƻŀŘ ǘƘŜ ƭŀǘŜǎǘ ǾŜǊǎƛƻƴ ƻŦ ƴȄƭƻƎπŎŜπȄΦȄΦȄȄȄȄΦƳǎƛΦ 

9ȄŀƳǇƭŜ IŜǊŜΥ ƴȄƭƻƎπŎŜπоΦнΦнонфΦƳǎƛ 

 

 

Note: If you require the 32-bit version of NXLog, please contact our support team. 

 

όнύ Lƴǎǘŀƭƭ b·[ƻƎ 

<2.1> CƻǊ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нллу ƻǊ ƭŀǘŜǊΥ 

5ƻǳōƭŜπŎƭƛŎƪ άƴȄƭƻƎπŎŜπоΦнΦнонфΦƳǎƛΦέ 

 

  

https://nxlog.co/products/nxlog-community-edition/download
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όоύ {ŜƭŜŎǘ άL ŀŎŎŜǇǘ ǘƘŜ ǘŜǊƳǎ ƛƴ ǘƘŜ [ƛŎŜƴǎŜ !ƎǊŜŜƳŜƴǘΣέ ǘƘŜƴ ŎƭƛŎƪ άbŜȄǘΦέ  

όпύ /ƭƛŎƪ άbŜȄǘΦέ ό¢ƘŜ ŘŜŦŀǳƭǘ ƛƴǎǘŀƭƭŀǘƛƻƴ ǇŀǘƘ ƛǎ ό/ΥξtǊƻƎǊŀƳ CƛƭŜǎξƴȄƭƻƎξύΦ  
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όрύ /ƭƛŎƪ άLƴǎǘŀƭƭΦέ  

όсύ /ƭƛŎƪ άCƛƴƛǎƘΦέ 

 

 

 

1.2 Group Policy Settings  

όмύ /ƭƛŎƪ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎΦέ 
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ғнΦнҔ CƻǊ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нллоΥ 

5ƻǿƴƭƻŀŘ CƛƭŜΥ ƴȄƭƻƎπŎŜπоΦнΦнонфΦƳǎƛΦ Ҧ {ŜƭŜŎǘ άLƴǎǘŀƭƭέ ŀƴŘ ǇǊƻŎŜŜŘ ǳƴǘƛƭ ǘƘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ ŎƻƳǇƭŜǘŜǎΦ Ҧ 

/ƭƛŎƪ άCƛƴƛǎƘέ ǘƻ ŜȄƛǘΦ 

 

 

 

 

 

 

 

 

 

 

 

ғнΦоҔ CƻǊ ²ƛƴŘƻǿǎ нлллΥ 

(1) bŀǾƛƎŀǘŜ ǘƻ ǘƘŜ b·[ƻƎ /9 ƭŜƎŀŎȅ ŘƻǿƴƭƻŀŘ ǇŀƎŜΥ ƘǘǘǇǎΥκκǎƻǳǊŎŜŦƻǊƎŜΦƴŜǘκǇǊƻƧŜŎǘǎκƴȄƭƻƎπŎŜκ  

(2) /ƭƛŎƪ ά{ŜŜ !ƭƭ !ŎǘƛǾƛǘȅέ ŀƴŘ ŘƻǿƴƭƻŀŘ ǘƘŜ ²ƛƴŘƻǿǎ нлллςŎƻƳǇŀǘƛōƭŜ ǾŜǊǎƛƻƴ άκƴȄƭƻƎπŎŜπ

нΦуΦмнпуΦƳǎƛΦέ 

(3) [ŀǳƴŎƘ άƴȄƭƻƎπŎŜπнΦуΦмнпуΦƳǎƛΣέ ŀƴŘ ŀŎŎŜǇǘ ǘƘŜ ƭƛŎŜƴǎŜ ǘŜǊƳǎΣ ŎƭƛŎƪ άLƴǎǘŀƭƭΣέ ŀƴŘ ǘƘŜƴ άCƛƴƛǎƘΦέ 

 

  

https://sourceforge.net/projects/nxlog-ce/
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1.2 Download NXLog Configuration File  

1.2.1 For Windows Server 2003 or earlier:  

όмύ hǇŜƴ ά/ƻƳƳŀƴŘ tǊƻƳǇǘΦέ 

όнύ 5ƻǿƴƭƻŀŘ ǘƘŜ άb·[ƻƎ ²ƛƴŘƻǿǎ нлло CƛƭŜέ ŀƴŘ ƻǾŜǊǿǊƛǘŜ ǘƘŜ ŜȄƛǎǘƛƴƎ b·[ƻƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ƛƴ ǘƘŜ 

²ƛƴŘƻǿǎ ǎȅǎǘŜƳΦ 

5ƻǿƴƭƻŀŘ ƭƛƴƪΥ ƘǘǘǇΥκκǿǿǿΦƴǇŀǊǘƴŜǊΦŎƻƳκŘƻǿƴƭƻŀŘκǘŜŎƘκƴȄƭƻƎψ²ƛƴнллоCƛƭŜΦŎƻƴŦ 

C:\> copy "C:\nxlog_Win2003File.conf" "C:\  Program Files \nxlog\conf\nxlog.conf" /y 

 

Note: The example above is for a 64-bit operating system. For a 32-bit operating system, replace the 

highlighted text with: 'C:\  Program Files (x86)\nxlog\conf\nxlog.conf' 

  

http://www.npartner.com/download/tech/nxlog_Win2003File.conf
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1.2.2 For Windows Server 2008 or later  

όмύ hǇŜƴ ά²ƛƴŘƻǿǎ tƻǿŜǊ{ƘŜƭƭΦέ  

όнύ 5ƻǿƴƭƻŀŘ ǘƘŜ άb·[ƻƎ ²ƛƴŘƻǿǎ нллу CƛƭŜέ ŀƴŘ ƻǾŜǊǿǊƛǘŜ ǘƘŜ ŜȄƛǎǘƛƴƎ b·[ƻƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ƛƴ ǘƘŜ 

²ƛƴŘƻǿǎ ǎȅǎǘŜƳΦ 

5ƻǿƴƭƻŀŘ ƭƛƴƪΥ ƘǘǘǇΥκκǿǿǿΦƴǇŀǊǘƴŜǊΦŎƻƳκŘƻǿƴƭƻŀŘκǘŜŎƘκƴȄƭƻƎψ²ƛƴнллуCƛƭŜΦŎƻƴŦ 

PS C:\> Invoke-WebRequest -¦Ǌƛ ΨƘǘǘǇΥκκǿǿǿΦƴǇŀǊǘƴŜǊΦŎƻƳκŘƻǿƴƭƻŀŘκǘŜŎƘκƴȄƭƻƎψ²ƛƴнллуCƛƭŜΦŎƻƴŦϥ -

OutFile 'C:\  Program Files\nxlog\conf\nxlog.conf' 

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text 

with: 'C:\  Program Files(x86)\nxlog\conf\nxlog.conf' 

  

http://www.npartner.com/download/tech/nxlog_Win2008File.conf
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1.3 NXLog Configuration  

1.3.1 For Windows Server 2003 or earlier  

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start. 

define NCloud  192.168.8.4 

define ROOT   C:\Program Files\nxlog 

define CERTDIR %ROOT%\cert 

define CONFDIR %ROOT%\conf 

define LOGDIR  %ROOT%\data 

define LOGFILE %LOGDIR%\nxlog.log 

LogFile %LOGFILE% 

 

Moduledir %ROOT%\modules 

CacheDir  %ROOT%\data 

Pidfile   %ROOT%\data\nxlog.pid 

SpoolDir  %ROOT%\data 

 

## Load the modules needed by the outputs 
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<Extension syslog> 

  Module xm_syslog 

</Extension> 

 

## For windows File 2000 - 2003 Event Log use the following: 

<Input in_eventlog> 

  Module       im_mseventlog 

  ReadFromLast TRUE 

  SavePos      TRUE 

  Exec  parse_syslog_bsd(); \  

    if ($EventID == 560 or $EventID == 561 or $EventID == 562 or $EventID == 563 or $EventID == 564 or $EventID ==567 

or $EventID == 528 or $EventID == 529 or $EventID == 530 or $EventID == 531 or $EventID == 532 or $EventID == 533 or 

$EventID == 534 or $EventID == 535 or $EventID == 536 or $EventID == 537 or $EventID == 538 or $EventID == 539 or 

$EventID == 540 or $EventID == 551 or $EventID == 552 or $EventID == 682 or $EventID == 683 or $EventID == 672 or 

$EventID == 673 or $EventID == 674 or $EventID == 675 or $EventID == 676 or $EventID == 677 or $EventID == 678 or 

$EventID == 679 or $EventID == 680 or $EventID == 681) { $SyslogFacilityValue = 17; } \  

    else if ($SourceName == "Service Control Manager") { $SyslogFacilityValue = 17; } \  

    else\  

      {\  

        drop();\  

      } 

</Input> 

<Output out_eventlog> 

  Module om_udp 

  Host   %NCloud% 

  Port   514 

  Exec $Message = string($EventID) + ": " + $Message; 

  Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \  

       else if ($EventType == 'WARNING')  { $SyslogSeverityValue = 4; } \  

       else if ($EventType == 'INFO' or $EventType == 'AUDIT_SUCCESS')  { $SyslogSeverityValue = 5; }  

  Exec to_syslog_bsd(); 

</Output> 

 

<Route eventlog> 

  Path  in_eventlog => out_eventlog 

</Route> 
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9ƴǘŜǊ ǘƘŜ bπwŜǇƻǊǘŜǊ ǎȅǎǘŜƳ Lt ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ ōƭǳŜ ǘŜȄǘ ǎŜŎǘƛƻƴΦ 

define NCloud 192.168.3.88 

¢Ƙƛǎ ŜȄŀƳǇƭŜ ƛǎ ōŀǎŜŘ ƻƴ ŀ спπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΦ 

CƻǊ ŀ онπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΣ ǳǎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜǘǘƛƴƎ ƛƴǎǘŜŀŘΥ 

define ROOT C:\Program Files (x86)\nxlog 

 

Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as 

type, select άAll Files όϝΦϝύέΦ For Encoding, select UTF-8 to avoid encoding errors that could prevent the 

service from starting.  
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1.3.2 For Windows Server 2008 or later  

9ƴǘŜǊ ǘƘŜ bπwŜǇƻǊǘŜǊ ǎȅǎǘŜƳ Lt ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ ōƭǳŜ ǘŜȄǘ ǎŜŎǘƛƻƴΦ 

define NCloud 192.168.3.88 

¢Ƙƛǎ ŜȄŀƳǇƭŜ ƛǎ ōŀǎŜŘ ƻƴ ŀ спπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΦ 

CƻǊ ŀ онπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΣ ǳǎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜǘǘƛƴƎ ƛƴǎǘŜŀŘΥ 

define ROOT C:\Program Files (x86)\nxlog 
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Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as 

ǘȅǇŜΣ ǎŜƭŜŎǘ ά!ƭƭ CƛƭŜǎ όϝΦϝύέΦ For Encoding, select UTF-8 to avoid encoding errors that could prevent the 

service from starting.  
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1.4 Starting the NXLog Service  

1.4.1 For Windows Server 2003 or earlier  

όмύ hǇŜƴ ά/ƻƳƳŀƴŘ tǊƻƳǇǘΦέ 

 

 

όнύ {ǘŀǊǘ ǘƘŜ b·[ƻƎ ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ǘƘŜǊŜ ŀǊŜ ƴƻ ŜǊǊƻǊ ƳŜǎǎŀƎŜǎΥ 

C:\> net start nxlog 

C:\> type "C:\Program Files\nxlog\data\nxlog.log" 

 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ƻǇŜƴ ǘƘŜ {ŜǊǾƛŎŜǎ ŎƻƴǎƻƭŜΥ 

C:\> Services.msc 
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(4) hǇŜƴ ǘƘŜ b·[ƻƎ ǎŜǊǾƛŎŜ ǇǊƻǇŜǊǘƛŜǎΥ ǎŜƭŜŎǘ άb·[ƻƎέ Ҧ /ƭƛŎƪ άtǊƻǇŜǊǘƛŜǎΦέ  

(5) hƴ ǘƘŜ DŜƴŜǊŀƭ ǘŀōΣ ǾŜǊƛŦȅ ǘƘŀǘ {ǘŀǊǘǳǇ ǘȅǇŜ ƛǎ ǎŜǘ ǘƻ !ǳǘƻƳŀǘƛŎ ό5ŜƭŀȅŜŘ {ǘŀǊǘύΦ  
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(6) hƴ ǘƘŜ wŜŎƻǾŜǊȅ ǘŀōΣ ǾŜǊƛŦȅ ǘƘŀǘ CƛǊǎǘ ŦŀƛƭǳǊŜΣ {ŜŎƻƴŘ ŦŀƛƭǳǊŜΣ ŀƴŘ {ǳōǎŜǉǳŜƴǘ ŦŀƛƭǳǊŜǎ ŀǊŜ ŀƭƭ ǎŜǘ ǘƻ 

άwŜǎǘŀǊǘ ǘƘŜ {ŜǊǾƛŎŜέΣ ǘƘŜƴ ŎƭƛŎƪ άhYΦέ    

  



 

                     17 
 

1.4.2 For Windows Server 200 8 or later  

όмύ hǇŜƴ ά²ƛƴŘƻǿǎ tƻǿŜǊǎƘŜƭƭΦέ 

 

 

όнύ wŜǎǘŀǊǘ ǘƘŜ b·[ƻƎ ǎŜǊǾƛŎŜΣ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎΣ ŀƴŘ ŜƴǎǳǊŜ ǘƘŜǊŜ ŀǊŜ ƴƻ ŜǊǊƻǊ ƳŜǎǎŀƎŜǎΥ 

PS C:\> Restart-Service -Name nxlog 

PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType 

PS C:\> Get-Content 'C:\  Program Files\  nxlog\data\nxlog.log' 

 

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text 

with: 'C:\ Program Files(x86)\nxlog\conf\nxlog.conf' 

 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ƻǇŜƴ ǘƘŜ {ŜǊǾƛŎŜǎ ŎƻƴǎƻƭŜΥ 

PS C:\> Services.msc 
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(4) hǇŜƴ ǘƘŜ b·[ƻƎ ǎŜǊǾƛŎŜ ǇǊƻǇŜǊǘƛŜǎΥ ǎŜƭŜŎǘ άb·[ƻƎέ Ҧ /ƭƛŎƪ άtǊƻǇŜǊǘƛŜǎΦέ   

(5) hƴ ǘƘŜ DŜƴŜǊŀƭ ǘŀōΣ ǾŜǊƛŦȅ ǘƘŀǘ {ǘŀǊǘǳǇ ǘȅǇŜ ƛǎ ǎŜǘ ǘƻ !ǳǘƻƳŀǘƛŎ ό5ŜƭŀȅŜŘ {ǘŀǊǘύΦ  
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(6) hƴ ǘƘŜ wŜŎƻǾŜǊȅ ǘŀōΣ ǾŜǊƛŦȅ ǘƘŀǘ CƛǊǎǘ ŦŀƛƭǳǊŜΣ {ŜŎƻƴŘ ŦŀƛƭǳǊŜΣ ŀƴŘ {ǳōǎŜǉǳŜƴǘ ŦŀƛƭǳǊŜǎ ŀǊŜ ŀƭƭ ǎŜǘ ǘƻ 

άwŜǎǘŀǊǘ ǘƘŜ {ŜǊǾƛŎŜέΣ ǘƘŜƴ ŎƭƛŎƪ άhYΦέ    
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2. Windows Server 2000 

2.1 Domain  

²ƛƴŘƻǿǎ !ǳŘƛǘ tƻƭƛŎȅ /ƻƴŦƛƎǳǊŀǘƛƻƴΥ 

CƻǊ ŘŜǘŀƛƭŜŘ ƛƴŦƻǊƳŀǘƛƻƴΣ ǊŜŦŜǊ ǘƻ ǘƘŜ !ǳŘƛǘ tƻƭƛŎȅ wŜŎƻƳƳŜƴŘŀǘƛƻƴǎ ƭƛƴƪ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜǎΦ  

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜŎǘƛƻƴǎ ŘŜǎŎǊƛōŜ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƳŜǘƘƻŘǎ ŦƻǊ 5ƻƳŀƛƴ ŀƴŘ ²ƻǊƪƎǊƻǳǇ ŜƴǾƛǊƻƴƳŜƴǘǎΦ 

2.1.1 Organizational Unit (OU) Configuration  

όмύ /ƭƛŎƪ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎΦέ 

 

όнύ !ŘŘ ŀƴ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘ 

wƛƎƘǘπŎƭƛŎƪ ƻƴ ά5ƻƳŀƛƴ /ƻƴǘǊƻƭƭŜǊǎΣ ǎŜƭŜŎǘ άbŜǿΣέ ŀƴŘ ŎƭƛŎƪ άhǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΦέ 

 

  

https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations
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όоύ 9ƴǘŜǊ ȅƻǳǊ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘ ƴŀƳŜΥ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ 

Note: Please create the organizational unit name according to the actual environment. Ҧ ŎƭƛŎƪ άhYΦέ 

 

όпύ aƻǾŜ ǘƘŜ {ŜǊǾŜǊ ǘƻ ȅƻǳǊ bŜǿ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

{ŜƭŜŎǘ ǘƘŜ ά/ƻƳǇǳǘŜǊǎέ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ όh¦ύ Ҧ ǊƛƎƘǘπŎƭƛŎƪ ƻƴ ǘƘŜ ά²Lbнлллπ9bDέ ǎŜǊǾŜǊΦ 

Note: Please select the Windows File server according to the actual environment. Ҧ ŎƭƛŎƪ άaƻǾŜΦέ 
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όрύ {ŜƭŜŎǘ ȅƻǳǊ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

{ŜƭŜŎǘ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ Ҧ ŎƭƛŎƪ άhYΦέ 

 

όсύ ±ŜǊƛŦȅ ǘƘŜ {ŜǊǾŜǊ Iŀǎ .ŜŜƴ aƻǾŜŘ ǘƻ ȅƻǳǊ bŜǿ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

9ȄǇŀƴŘ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ ŦƻƭŘŜǊ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ ŀƴŘ ŎƻƴŦƛǊƳ ǘƘŀǘ ǘƘŜ ά²Lbнлллπ

9bDέ ǎŜǊǾŜǊ Ƙŀǎ ōŜŜƴ ƳƻǾŜŘΦ  

 

  



 

                     23 
 

2.1.2 Group Policy Settings  

όмύ /ƭƛŎƪ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎΦέ 

 

 

όнύ Lƴ ǘƘŜ ά{ŜǊǾŜǊǎέ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ όh¦ύΣ ǊƛƎƘǘπŎƭƛŎƪ ŀƴŘ ǎŜƭŜŎǘ άtǊƻǇŜǊǘƛŜǎΦέ 
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όоύ 9ƴǘŜǊ ǘƘŜ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ όDthύ ƴŀƳŜ 

hƴ ǘƘŜ άDǊƻǳǇ tƻƭƛŎȅέ ǇŀƎŜ Ҧ ŎƭƛŎƪ άbŜǿΦέ 

όпύ 9Řƛǘ ȅƻǳǊ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ  

Lƴ ȅƻǳǊ ƎǊƻǳǇ ǇƻƭƛŎȅ ƻōƧŜŎǘΣ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ άbπtŀǊǘƴŜǊ tƻƭƛŎȅέύ  

Note: Please create the GPO name according to the actual environment.  

Ҧ ǎŜƭŜŎǘ ά9ŘƛǘΦέ 
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όрύ [ƻŎŀƭ DǊƻǳǇ tƻƭƛŎƛŜǎΥ !ǳŘƛǘ tƻƭƛŎȅ 

9ȄǇŀƴŘ ŦƻƭŘŜǊ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ ά[ƻŎŀƭ tƻƭƛŎƛŜǎέ 

Ҧ ά!ǳŘƛǘ tƻƭƛŎȅΦέ !ƴŘ ŎƭƛŎƪ ƻƴ ά!ǳŘƛǘ ŀŎŎƻǳƴǘ ƭƻƎƻƴ ŜǾŜƴǘǎΣέ ά!ǳŘƛǘ ƭƻƎƻƴ ŜǾŜƴǘǎΣέ ŀƴŘ ά!ǳŘƛǘ ƻōƧŜŎǘ 

ŀŎŎŜǎǎέ Ҧ ŎƘŜŎƪ ά5ŜŦƛƴŜ ǘƘŜǎŜ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎǎέΥ {ǳŎŎŜǎǎΣ CŀƛƭǳǊŜΦ Ҧ ŎƭƛŎƪ άhYΦέ 
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όсύ 9ǾŜƴǘ [ƻƎΥ {ŜŎǳǊƛǘȅ [ƻƎ wŜǘŜƴǘƛƻƴ aŜǘƘƻŘ 

9ȄǇŀƴŘ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ ά9ǾŜƴǘ [ƻƎέ Ҧ 

ά{ŜǘǘƛƴƎǎ ŦƻǊ 9ǾŜƴǘ [ƻƎǎέ Ҧ ǎŜƭŜŎǘ άwŜǘŜƴǘƛƻƴ ƳŜǘƘƻŘ ŦƻǊ ǎŜŎǳǊƛǘȅ ƭƻƎέ Ҧ ŎƘŜŎƪ ά5ŜŦƛƴŜ ǘƘƛǎ ǇƻƭƛŎȅ 

ǎŜǘǘƛƴƎέ Ҧ ǎŜƭŜŎǘ άhǾŜǊǿǊƛǘŜ ŜǾŜƴǘǎ ŀǎ ƴŜŜŘŜŘέ Ҧ ŎƭƛŎƪ άhYΦέ 
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όтύ 9ǾŜƴǘ [ƻƎǎΥ aŀȄƛƳǳƳ {ƛȊŜ ƻŦ {ŜŎǳǊƛǘȅ [ƻƎ 

9ȄǇŀƴŘ ŦƻƭŘŜǊ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ ά9ǾŜƴǘ [ƻƎέ Ҧ 

ά{ŜǘǘƛƴƎǎ ŦƻǊ 9ǾŜƴǘ [ƻƎǎέ Ҧ ŀƴŘ ŎƭƛŎƪ ƻƴ άaŀȄƛƳǳƳ ǎŜŎǳǊƛǘȅ ƭƻƎ ǎƛȊŜέ Ҧ /ƘŜŎƪ ά5ŜŦƛƴŜ ǘƘƛǎ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎέ 

Ҧ ŜƴǘŜǊ нлпулл Y.  

Note: Please adjust the number based on the actual environment. Ҧ ŎƭƛŎƪ άhYΦέ 
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όуύ hƴ ǘƘŜ ²ƛƴŘƻǿǎ CƛƭŜ ǎŜǊǾŜǊΣ ƻǇŜƴ ά/ƻƳƳŀƴŘ tǊƻƳǇǘΦέ 

 

 

όфύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜŦǊŜǎƘ ƎǊƻǳǇ ǇƻƭƛŎȅΦ 

C:\> secedit /refreshpolicy machine_policy /enforce 
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2.2 Workgroup  

2.2.1 Audit Policy Configuration  

όмύ /ƭƛŎƪ ƻƴ ά{ǘŀǊǘέ Ҧ ŎƭƛŎƪ ά{ŜŀǊŎƘέ Ҧ ŎƭƛŎƪ ƻƴ άCƻǊ CƛƭŜǎ ƻǊ CƻƭŘŜǊǎέ 

όнύ {ŜŀǊŎƘ ŦƻǊ ǘƘŜ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ 9ŘƛǘƻǊ 

¢ȅǇŜ ƎǇŜŘƛǘΦƳǎŎ Ҧ ŎƭƛŎƪ ά{ŜŀǊŎƘ ƴƻǿέ Ҧ ǎŜƭŜŎǘ άƎǇŜŘƛǘΦέ 
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όоύ [ƻŎŀƭ DǊƻǳǇ tƻƭƛŎƛŜǎΥ !ǳŘƛǘ tƻƭƛŎȅ 

9ȄǇŀƴŘ ŦƻƭŘŜǊ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ ά[ƻŎŀƭ tƻƭƛŎƛŜǎέ 

Ҧ ά!ǳŘƛǘ tƻƭƛŎȅΦέ !ƴŘ ŎƭƛŎƪ ƻƴ ά!ǳŘƛǘ ŀŎŎƻǳƴǘ ƭƻƎƻƴ ŜǾŜƴǘǎΣέ ά!ǳŘƛǘ ƭƻƎƻƴ ŜǾŜƴǘǎΣέ ŀƴŘ ά!ǳŘƛǘ ƻōƧŜŎǘ 

ŀŎŎŜǎǎέ ƛǘŜƳǎ Ҧ ŎƘŜŎƪ ά5ŜŦƛƴŜ ǘƘŜǎŜ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎǎέΥ {ǳŎŎŜǎǎΣ CŀƛƭǳǊŜΦ Ҧ ŎƭƛŎƪ άhYΦέ 

 

όпύ hƴ ²ƛƴŘƻǿǎ CƛƭŜ ǎŜǊǾŜǊΣ ƻǇŜƴ ά/ƻƳƳŀƴŘ tǊƻƳǇǘΦέ 

 

όрύ Enter the command below to refresh group policy. 

C:\> secedit /refreshpolicy machine_policy /enforce 
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2.2.2 Event Log Settings  

όмύ {ŜŀǊŎƘ ŦƻǊ ά9ǾŜƴǘ ±ƛŜǿŜǊέ 

/ƭƛŎƪ ά{ǘŀǊǘέ Ҧ ǎŜƭŜŎǘ ά!ŘƳƛƴƛǎǘǊŀǘƛǾŜ ¢ƻƻƭǎέ Ҧ ά9ǾŜƴǘ ±ƛŜǿŜǊΦέ 

 

 

όнύ 9Řƛǘ {ŜŎǳǊƛǘȅ [ƻƎ 

wƛƎƘǘπŎƭƛŎƪ ά{ŜŎǳǊƛǘȅέ ŀƴŘ ǎŜƭŜŎǘ άtǊƻǇŜǊǘƛŜǎΦέ 
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όоύ /ƻƴŦƛƎǳǊŜ {ŜŎǳǊƛǘȅ [ƻƎ 

9ƴǘŜǊ ƳŀȄƛƳǳƳ ƭƻƎ ŦƛƭŜ ǎƛȊŜΥ нлпулл Y.  

Note: Please adjust the number according to the actual environment. 

Ҧ ŎƭƛŎƪ ƻƴ άhǾŜǊǿǊƛǘŜ ŜǾŜƴǘǎ ŀǎ ƴŜŜŘŜŘέ Ҧ ŎƭƛŎƪ άhYΦέ 
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2.3 Folder Audit Configuration  

όмύ wƛƎƘǘπŎƭƛŎƪ ǘƘŜ ǘŀǊƎŜǘ ŦƻƭŘŜǊ ǘƻ ōŜ ŀǳŘƛǘŜŘ όǘƘŜ ŜȄŀƳǇƭŜ ƘŜǊŜ ƛǎ ǘƳǇύ Ҧ ǎŜƭŜŎǘ άtǊƻǇŜǊǘƛŜǎΦέ 

όнύ Dƻ ǘƻ ǘƘŜ ά{ŜŎǳǊƛǘȅέ ǘŀō Ҧ ŎƭƛŎƪ ά!ŘǾŀƴŎŜŘΦέ  
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όоύ hǇŜƴ ǘƘŜ ά!ǳŘƛǘƛƴƎέ ǘŀō Ҧ ŎƭƛŎƪ ά!ŘŘΦέ  

όпύ Lƴ ǘƘŜ ƻōƧŜŎǘ ƴŀƳŜ ŦƛŜƭŘΣ ŜƴǘŜǊ ά9ǾŜǊȅƻƴŜέ ǘƻ ŀǳŘƛǘ ŀƭƭ ǳǎŜǊǎ Ҧ ŎƭƛŎƪ ά/ƘŜŎƪ bŀƳŜǎέ Ҧ ŎƭƛŎƪ άhYΦέ 
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όрύ CƻǊ ŀŎŎŜǎǎ ǘȅǇŜǎΣ ǎŜƭŜŎǘ άCǳƭƭ /ƻƴǘǊƻƭέ ŦƻǊ ōƻǘƘ ά{ǳŎŎŜǎǎέ ŀƴŘ άCŀƛƭǳǊŜΣέ ŀƴŘ ǘƘŜƴ ŎƭƛŎƪ άhYΦέ 

όсύ /ƻƴŦƛǊƳ ǘƘŀǘ ǘƘŜ ŀǳŘƛǘƛƴƎ ŜƴǘǊƛŜǎ ǎƘƻǿǎ ά9ǾŜǊȅƻƴŜέ Ҧ ŎƭƛŎƪ άhYΦέ 
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όтύ /ƭƛŎƪ άhYέ ŀƎŀƛƴ ǘƻ ŎƻƴŦƛǊƳ ŀƴŘ ŎƭƻǎŜΦ 

 

  






























































































































































































































































