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Note: This document is provided solely as a reference for configuring log output. It is recommended
that you contact the device or software vendor for assistance with the appropriate log export

methods.
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https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations
https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations
https://learn.microsoft.com/windows-server/identity/ad-ds/plan/appendix-l--events-to-monitor
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1 NXLog
1.1 NXLog Installation

OMR oYyt 2FR b-[23 [/ 9 0/ 2YYdzyAile 9RAGAZ2YD

tfS128KAMLIA YKk VET 23 WRKNBERAER 2y RR2IGYA 2 | R

526yt 2R GKS f | ©ENE CEENEEADRYYVA AZPF Y Ef 2 3
9 El YILE ¥ tr2fmtbol HdgY & A

Windows x86-64 nxlog-ce-3.2.2329.msi

Note: If you require the32-bit version of NXLog, please contact our support team.

6Hyaidltf b-[ 23
<2.QC2NJ 2 AY R 21m&2 WJISINBABINNIYY

,§ QXchftE Seiup

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will install NXLog-CE on your computer,
Click Next to continue or Cancel to exit the Setup Wizard.

B=ch Cancel |
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https://nxlog.co/products/nxlog-community-edition/download

e z s

6dBEIEOGE O0SLII GKS GSNYVaAERKSBMBTEIAMOSY &S ! INBS

{i# NXLog-CE Setup M= B
End-User License Agreement
Please read the following license agreement carefully '
NXLOG PUBLIC LICENSE v1.0 i—l

1. DEFINITIONS
“License” shall mean version 1.0 of the NXLOG PUBLIC
LICENSE, 1.e. the terms and conditions set forth in this document,
“Software” shall mean the source code and object code form, all
associated media, printed matenals, and "online" or electronic
documentation. All such software and matenals are referred to |

F lacceptthetenmhtheLkuseAqmeni

Cancel I

U/ f EbCB@AKS RSTFI dzf G A ¢ A NI T NI GMERELS &l K

i‘,?a NXLog-CE Setup =] B3
Destination Folder
Click Next ta install to the default Folder or chick Change to choose another,

Install NXLog-CE to:

|C \Program Files\nxlog),

Change.., |

Back | | Cancel I
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v

S

Y



Op & BOnasil t t @
{i# NXLog-CE Setup E= R

Ready to install NXLog-CE @

Click Install to beqin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

v [ oa ]| oo |

6 d Ut BQAYEA & K @
i’,§ NXLog-CE Setup P =] E3

Completed the NXLog-CE Setup Wizard

Click the Finish button to exit the Setup Wizard,

NE YR / 2 YLJzi SNE ®¢

[~ Open README.txt to read important installation notes
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7 NXLog-CE Setup — X

Ready to install NXLog-CE @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

T

|
:

f H GO2ANJ 2 AHYTR®RIY &

MblF@A3LGS (2 GKS b -[2RIL0)AYRAEOIINRSE FRBRRY B3 @E

2/ t A0l a{SS 1ttt 1 OGADBAGIecd02IMR (RDIYSE MBMERARY 234
HPy OvMHPEY DY A A

Q)[I dzy@ K i Py OmEHR yIRFAS LIG (G KS  MOWBIFEIFIRI ERIGERH KOT A

i NXLog-CE Setup 4 =[]

NXLOG PUBLIC LICENSE
v1.0

1. DEFINITIONS

“License” shall mean version 1.0 of the
NXLOG PUBLIC LICENSE, i.e. the
terms and conditions set forth in this
document,

“Software” shall mean the source code and

Abhiact cada Faven all accncintad vnadia
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https://sourceforge.net/projects/nxlog-ce/

1.2 Download NXLog Configuration File
1.2.1 For Windows Server 2003 or earlier:

OMLISH2YYEF YR & NB YL @

Command
Prompt

O oyt 2tbR [(RKEAS 2 Ay R26 ¥ RH 2 PSS NBNR S S GKYSF ASTERNIGRNBY
2 AYyR2g4a aeaisSvyo

52¢yf 2 KR GLAWKIKYS 6 6 @Y LI NI Y SNIPO2YKk R26YE 21 Rk i SOKKk Y E
C\>copy "Cinxlog_Win2003File.conf" "CProgram Filesnxlod confinxlog.conf" /y

¢4 |Command Prompt

C:\>copy “"C:\nxlog Win2003F1le.conf”™ "C:\Program Files\nxlog\conf\nxlog.conf" /yi

1 fi1le(s) copied.

Note: The example above is for abid operating systemkor a 32bit operating system, repladhe

highlighted textwith: 'C\ Program Files (x8&)xlog conf\nxlog.conf’

7 7 N-Partner


http://www.npartner.com/download/tech/nxlog_Win2003File.conf

1.2.2 For Windows Server 2008 or later

OMO @IWFR26a t26SNI KSEf o

Lo

Windows
PowerShell

OHO 526y 2] RI (KSYR26 ¥ Ru 2008 NBNR 8§ S GXYST ASEDRNIG AN AY

2 AyR2p4a aegaidsSvyo
526yt 2 KR GILINKKY 66Dy LI NIy SNIPO2YkR2gyE2F RkiSOKKYE
PS G>InvokeWebRequestt NA WK GG LIYKK 666 Y LI NIy SNIPO2 YK R-2

OutFile 'C: \nxlod confinxlog.conf'

2 Select Administrator: Windows PowerShell = 0] x|
p _ A .hF:E'-I:l vest =Uri : kit tp: ,."l,."l'.'.".'.' . hp artner.c |:|r|'|,."ll:| awni | I:I-il_lj,-'ll tech ,."ll'lj:-: | 0g_ WirnDHCP, conf T~ OutFile : Cz "'.,F'r O Fam Fi Ie"'._n W ||:=
= \ [y f -

Note: This example is for a4t operating systemkor a 32bit system, replace the highlighted text

with: 'C\ Program File&86) nxlog confinxlog.conf'

8 &7 N-Partner


http://www.npartner.com/download/tech/nxlog_Win2008File.conf

1.3 NXLog Configuration

1.3.1 For Windows Server 2003 or earlier

## Please get the ROOT to the folder wour nxlog was installed into, otherwizme it will not atart.
define NCloud 192.168.8.4

define ECOOT C:\Program Fileginxlog

define CERTDIE %RO0T%%cert

define CONFDIR #ROOT%\conf

define LOGDIR #RO0T%\data

define LOGFILE %LOGDIR®\nxloz.log

LogFile %LOGFILE®

Moduledir ZROOT%\modules
CacheDir %RO0T%\data

Pidfile #ROOT%\data‘nxlog.pid
SpoolDir BROOT%\data

## Load the modules needed by the outputs
<Extenzion avalops

Hodule xm_syslog
</BExtenzion>

## For windows File 2000 - 2003 Event Log uge the following:
zInput in_eventlogs
Module in_meeventlog
ReadFronLast TRUE
SavePog TRUE
Exec parse ayzlog bad();
if ($EventlD = 560 or $EventlD = 561 or $EventlD — 562 or $EventID = 563 or $EventlD = 564 or $EventID =567 or $EventID
$EventID = 529 or $EventID = 530 or $EventID = 531 or $EventID = 532 or $EventID = 533 or $EventID = 534 or $EventID = 535
$EventID = 536 or $EventID = 537 or $EventID = 538 or $EventID = 539 or ¥EventID = 540 or ¥EventID = 551 or $EwventID = 552
$EventID — 682 or $EventID — 683 or $EventID — 672 or $EventID — 673 or $EventID — 674 or $Event[D — 675 or $EventID — 676
$EventID = 677 or $EventID = 678 or 3EventID = 679 or FEventlD — 620 or FEventID = 6813 { $SwvzlogFacilityValue = 17; | 4
elze if [(FSourcellame = "Service Control Manarer") { $SvalogFacilityValue = 17; 13
elael

{4
drop():h
</ Inputs>

<0utput ont_eventlog:
Module om_udp
Hozt  #lClound%
Port 514
Exec $Message = string($EventlD) + + $Message;
Exec if ($EventType — 'ERROR' or $EventType — 'AUDIT FAILURE') { $SyslogSeverityValue = 3; 1 &
elze if ($EventType = 'WARNING Y { $SyzlogSeverityWalue = 4 Py
elge if ($EventType =— 'INFO' or $EventType — 'AUDIT SUCCESS' ) { $SyslogSeverityValue = 5; }
Exec to_gvalog bad();
=f0utputs

zRoute eventlogs
Path in_eventlog == out_eventlog
</Route>

## Please set the ROOT to the folder your nwag installed into, otherwise it will not start.
define NCloud 192.168.8.4

define ROOT C\Program Filésixlog

define CERTDIR %ROOY:

define CONFDIR %ROQd6éhf

define LOGDIR %ROQd&ta

define LOGFILE %LOGDIR36g.log

LogFile %LOGFILE%

Moduledir %ROOT@hodules
CacheDir %ROOVdata

Pidfile  %ROONéatal nxlog.pid
SpoolDir  %ROOTéata

## Load the modules needed by the outputs

Partner




<Extension syslog>
Module xm_syslog

</Extension>

## For windows File 206003 Event Log use the following:
<Input in_eventlog>

Module im_mseventlog

ReadFromLast TRUE

SavePos TRUE

Exec parse_syslog_bsd();

if ($EventID == 560 or $EventID == 561 or $EventID == 562 or $EventID == 563 or $EventID == 564 or $Eve

or $EventID== 528 or $EventID == 529 or $EventlD == 530 or $EventID == 531 or $EventID == 532 or $EventID == j
$EventID == 534 or $EventID == 535 or $EventID == 536 or $EventID == 537 or $EventIlD == 538 or $EventID == 53
$EventID == 540 or $EventID == 56$Bvent|D == 552 or $EventID == 682 or $EventID == 683 or $EventID == 672 or
$EventID == 673 or $EventlD == 674 or $EventID == 675 or $EventID == 676 or $EventID == 677 or $EventID == 67|
$EventID == 679 or $Event|D == 680 or $EventID == 681) { Fagdiyalue = 17\}

else if ($SourceName == "Service Control Manager") { $SyslogFacilityValué = 17; }

elsa

\

}
</Input>
<Output out_eventlog>
Module om_udp
Host  %NCloud%
Port 514
Exec $Message = string($EventID) + ": " + $Message,;
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE") { $SyslogSeverityValue = 3; }
else if ($EventType == 'WARNING') { $SyslogSeverityValue = 4; }
else if (JEventType =="INFO' or $EventType == 'AUDIT_SUCCESS') {$SyslogSeverityValue =5;}
Exec to_syslog_bsd();

</Output>

<Route eventlog>
Path in_eventlog => out_eventlog

</Route>

I al Lyl




OYVUISNWwSKIBSNHSNI aeaidSY Lt FRRNBaa Ay GKS oftdzS (S
define NCloud.92.168.3.88

¢KAE& SEI YL Soma @ILIBNR (2w I dem i SY o
C2NJOAH2ZLISNI GAy3 &deaidSYs dzaS GKS F2ftft26Ay3 &S

define ROOT\Program Files (x88)xlog

File name: hxlog.conf . ‘ Save I
Save as type: All Files ;I Cancel
Encoding: ANSI ﬂ

Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as
type, selectAll Files F PFouEnsbding, select UBRo avoid encoding errors that could prevent the

service from starting.
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1.3.2 For Windows Server 2008 or later

## Pleaze get the ROOT to the folder wour nxlog waz installed into, otherwize it will not start.
define NCloud  192.168.8.4

define ROOT C:VProgram Filezs\nxlog

define CERTDIE %ROOT%\cert

define CONFDIE #ROOT%\conf

define LOGDIE  %ROOT%%data

define LOGFILE %LOGDIE%\nxlog. log

LogFile %LOGFILE%

Hoduledir $R0OCT% \modules
CacheDir %RE00T#\data

Fidfile #9ROOT%%data‘nxloz.pid
SpoolDir SROOT%%data

## Load the modules needed by the outputs
<Extenzion syslogs

Hodule x¥n_svalog
</Extenzion=

## define Security Events

define SecurityEvents 4656, 4657, 4658, 4659, 4660, 4661, 4663, 4664,
4665, 4666, 4667, 4668, 4670, 4671, 4683, 4690, 4
4601, 4698, 4699, 4700, 4701, 4702, 5140, 5142,
5143, 5144, 5145, 5148, 5149, 5150, 5151, 5152,
5153, 5154, 5155, 5156, 5157, 5158, 5159, 5168,
5888, 5880, 5800, 4768, 4769, 4770, 4771, 4772,
4773, 4774, 4715, 4776, 4777, 4820, 4624, 4625,
4626, 4627, 4634, 4646, 4647, 4648, 4649, 4672,
4675, 4778, 4779, 4300, 4801, 4802, 4803, 4964,
4976, 5378, 5632, 5633

## Windows Server 2008 or higher Ewvent Log uze the following:
<[nput in_eventlogs
Hodule im mevistalog
ReadFroulazt TRUE
SavePos TRUE
Query QueryList=
<Query Id="0"= 1\
<select Path="Security">*</Select>
</Querys
<fQuervl izts
Exec if (¥EventID NOT IN (#SecurityEventz®)) drop();
<{Input=

<0utput ont_ewventlogs
Hodule om udp
Host  HHCloud%
Port 514
Exec $SyzlogFacilityValue = 17;
Exec $Meszage = gtring($Sonrcellane) + + ztring($EventID) + + FHezzage;
Exec if ($EwentIype — 'ERROR' or $EventType — 'AUDIT_FAILURE') { $SwvzlogSeverityValue = 3; } &
elze if (FEventType = 'WERHING ) [ %SysloeSeverityValne = 4

1Y
elze if (FEventType — 'INFQ' or $EventType — 'AUDIT_SUCCESS' ) I $SyzlogSeverityValue = 5;

Exec to_svzlog bad();
</Output=

<Ronte eventlogs

FPath in eventlog == out _eventlog
</Rontes

QY ISNIwSKENDSNI a8 &l
define NCloud.92.168.3.88

¢KAa SEI YL Somdl &L

C2NJA loH2 LISNI G Ay 3

define ROOT\Program Files (x86)xlog

i
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File name: |nxlog.conf |
=

soves e
+ Hide Folders Encoding: |UTF-8 :l -I Cancel |

ANSI )
Unicode

Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as

0@ LISz &S taSrOwfonEnabding, eledt $Bio avoid encoding errors that could prevent the

service from starting.
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1.4 Starting the NXLog Service
1.4.1 For Windows Server 2003 or earlier

6M0O hLISY da/2YYFYR t NRYLI #¢

OH W NI (KSENIDA G2 I yR OSNATeE GKFdG GKSNB I NB

Ci\>
C\>
¢+ Command Prompt

G:\>net start nxlog
The nxlog service 1s starting.
The nxlog service was started successfully.

CiN>o

6 @Y GSNI GKS O2 Y3 W RCKHIBA 2Bz A1(2S Y

¢+ Command Prompt

C:\2>Services.msc

C:N\>o

14 =7 N-Partner



@) h LISy

I KESKIE @S ABDPEBISNIF $ HONR LIINI A S& @

4 Services -0 x|
| acion view ||« » | @m[FRDE 2| > = 1 »

Tree | Name / | Description | Status | Startup Type | Logonas | 4|
% Services (Local) 5%Network DDE Provides n... Manual LocalSystem
%Network DDE DSDM Manages s... Manual LocalSystem

g .. Started  Automatic LocalSyste _|
g Performance Logs a...  Configures. ., Manual LocalSystem
%Plug and Play Manages d... Started Automatic LocalSystem
%Print Spooler Loads files .., Started Autaomatic LocalSystem

%Prutected Storage Provides pr... Started Automatic LocalSystem :I

G)hy GKS DSYySNYf Glox SSNAFE GKIG {GF NLdzLd d@ LIS

nxlog Properties (Local Computer)

General | Log On | Recovery | Dependencies |
Service name: nxlog
Display name: nxlog
Description: This service is responsible for running the nxlog agent. ¢

Path to executable:
C:%Program Files\n=log\nzlog.exe -c "C:\Proagram Files\nxlogiconfinzlog. cc

21 x|

Startup type: Automatic :l
Service status:  Started

Start | Stop I Fause Hesume |
Y'ou can specify the start parameters that apply when you start the service
from here.
Start parameters; I

0K Cancel

Apply

15
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@G)hy (GKS wSO20SNE (0% OSNATE
wSaidl NI & K6KEWHMBA DS |

nxlog Properties {(Local Computer)

General' Log On| Recovery Dependenciesl

Select the computer's response if this service fails.

0gKIFQ

21X

First failure: I Restart the Service ;I
Second failure: IFIestarl the Service ;I
Subsequent failures: IFIestart the Service ;I
Reset fail count after: 0 days
Restart service after: 1 minutes
—Hun file

File:

I Browse...

Command line parameters:

™ Append fail count to end of command line [/fail=%1%]

Restart Computer Options...

Apply

16
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1.4.2 For Windows Server 200 8 or later

OMO RBRINFR2@Ba tdEGSNEKSE f

GnmB ad NI AKNGIAMWOI>2 IBSNATFE GKIFIaG Ad A& NizgfyAy3a:s
PSC\> RestartServiceName nxlog

PS G>GetServiceName nxlog | SeleeDbject-Property Name,Status,StartType

PS Q> GetContent 'Ct Program Filésnxlod datal nxlog.log'

2 Administrator: Windows Powershell

PS C: Service -Name nxloz
Ps C: ( vice —-MName nxlog

Select-Object -Property Name,Status,StartType

Note: This example is for a4t operating systemkor a 32bit system, replace the highlighted text

with: 'CAProgram Files(x86hxlod confinxlog.conf’

6Py GSNI GKS O2 Y3 W RCKHIBA 2Bz A1(2S Y

PS G>Services.msc
2 Administrator: Windows PowerShell

17 &7 N-Partner



@hLSy GKS b-[ 23 :SINEOGHRA | INR HSIRIISNIV S5 @
5 =10l x|

= HE| > 8 nwp
i, Services (Local) L}, Services (Local)

nxlog Name - | Descripton | Status | StartupType |Llogonas | 4|
Manual

f@--&llﬁ!g

", Multimedia Class Sc... Enables rel... Local System

Stop the service ‘. Net.Msmq Listener ... Receivesa... Disabled Network S...
Restart the service i NetPipe Listener A... Receivesa... Started  Automatic Local Service
4. Net.Tcp Listener A... Receivesa... Started Automatic Local Service

Description: 4, Net.Tcp Port Sharin... Provides a... Started Automatic Local Service
“N;sofmf feiveetas )dfg;rggmg the 2% Netiogon Maintains a... Started  Automatic Local System
: R " Network AccessPr... The Netwo... Manual Network S...

. Network Connections Manages 0... Started Manual Local System

‘% Network List Service  Identifies t... Started Manual Local Service

‘«; Network Location A... Collects an... Started Automatic Network S...

Local System

r—;——pdll
G)hy GKS DSYSN}Xf GFroxX OSNRAFe GKIFG {GF NIdzLd Ge LS
x|
Lngm|nmm|nmm|

Servicename:  rudog

Display name:  rdog

Description: service is responsible for unning the NXLog ~ « |

. See www redog.co. =
Path to executable:
"C:\Program Files\rodog'rodog exe”™ < "C:\Program Files\rdog'\conf'rodog »
Statuptype: | |Automatic (Delayed Start) |

Start | Stop I Pause Hesume
You can specify the start parameters that apply when you start the service
from here.
Start parameters I

0K Cancel Epply
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wSall NI SiKEGKEB MDA DS

nxleg Properties (Local Computer)

I

LI ErOErant

Erogran:

Lommeatid ling parametens:
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2. Windows Server 2000

2.1 Domain

2 AyR2g4a ! dZRAG t2EtA08 /2y FAIdzNI GA2Y

C2NJ RSGFAT SR Ay TAMMIG A 2v 3 ONRBE WS MY (ERKIEIREEIyACRSyza A
¢KS F2f{t26Ay3 aS00A2ya RSAONAGS GKS 02y TAIdaNI

2.1.1 Organizational Unit (OU) Configuration

oMo /tAO1 a! OGAPS 5ANBOG2NE ! aSNBE YR / 2 YLz SN

Active

Directory
Users and
Computers

OHUO !'RR Yy hNBFYATFOGA2Y T ' yvAl
WABRKMR O] 2y aGa52YFAY [/ 2y(iNRftSNERSX aStSOG abSgxé

% Active Diectory Users ond Computers =
Je:§ Console  Window Help I;lgl L]I
| actin vew ||« » Bm OB R | 2BEGTE D |
Tree I npartner.local 5 objects

Name | Type | Description |

) Active Directory Users and

ERE b rpartner.local [_JBuiltin builtinDomain
(] Builtin Delegate Control,., r Default container for upar...
() Computer  Find... tional ...  Default container for new ...
(] Domain G Connect to Domain. .. r Default container for secu...
l:_] ForeignSe  Connect to Domain Controller. .. r Default container for upar. ..
(] Users Operations Masters. ..
Computer
All Tasks »  Contact
_ Group
View - -
‘ Organizational Unit A
MNew Window from Here : -
Printer N
Refresh User
Export List... Shared Folder
Properties
Help
< I v

20 &/ N-Partner
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600 9YUGSNI @2dzNJ hNAYYSKRAASFINEEEXGATI X8Yao

Note: Please create the organizational unit name according tatealenvironment. G AdD ¥ ¢

New Object - Organizational Unit 3 ﬂ
&.,_ I Create in:  npartner.local/
Name:

IIServers

A

Cancel l

onv az2@®S GKS {SNBSNJ (i2 @&2dzNJ bSg hNBIFYATFGAZ2Y I §
{ St S@iz2 YIlKBE SIHR y AT | (A Boydd I flideyOA 68 2ophHhidko&a S NI S N3p
Note: Please select the Windowsdeserveraccording to theactualenvironment TG Aé@ 2 &S ©

_ioi x|
| <) Console  Window Help I_I_J- g l'l
ation vew || & = [Am XEFR R 2B avE e |
Tree I Computers 1 objects
é Active Directory Users and | JName T | Description |
S| @ npartner.local
_] Builtin Disable Account
Reset Account
2] Domain Controllers
(L] ForeignSecurityPric Manage
[:l Users
(&) servers All Tasks *
Delete
Refresh
Properties
Help
< I v
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6p0 {StS8SO00G 82dzNJ hNAEFYATFdGA2yFE ! yAQY

{ St SO0 &2dzNJ 2NBA FKA & (i SEYNEBIHIHROEDPOA &«

Container to move object to:

E]*@ npartner
-] Builtin
-] Computers
{&&] Domain Controllers
[ ForeignS ecurityPrincipals

#-[_] Users

Cancel |

0clO *SNATeEe (GKS {SNBSNJ Il & .SSy az2@SR G2 @2dzNJ b
OELIRYRINE I yAT | 3 2K$ KL 6/ 4 G S(ES NELE ySBE Gy AABNMDb d# h i |
9bd&A SNIISNI KIa 6SSy Y20SRO®

4% Active Directory Users and Computers =10l x|
|<p console window Hep 18]
|aton vew & = | A XEFEB 2| 206 TEE

Tree | | Servers 1 objects
@ Active Directory Users and Eme l Type l Description I

E]@ npartner.local WINZODD-ENG ~ Computer

(] Builtin

(] Computers

-] Domain Controllers
(] FareignSecurityPrir
&[] Users

22 &/ N-Partner



2.1.2 Group Policy Settings

om0 &/ fONIA1IPS S5ANBOG2NE ! aSNE | yR / 2YLJzi SNE ®¢

d
Active

Directory
Users and
Computers

OHUY o EEBENHI yAT F GA 2y rEt Addy[A Gty ok 158N IBHISA K
Q Active Directory Users and Computers - |D|£I

< consle window e JRETES]
| aton veow || | B@ XFRB 2 0BBYIE |

Tree I Servers 1 objects

@ Active Directory Users and |.Mame | Type | Description |
= @ npartner.local QWINNOD-ENG Computer
(1 Builtin
[ Computers
(] Domain Controllers
(_] ForeignSars wikuDrir
(3 Users Delegate Control...
L Add members to a group...

Move...

Find...

MNew 2
All Tasks 4
Yiew »

Mew Window from Here

Delete
Rename
Refresh
Export List...

< E %
iastart”J ] & Help i “_ﬂdl @rl “_jcl %S"én I?)b 2:39 PM
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6@y I8N GKS DNRdzLI t 2t A O@

hy R dzLI¢ IR THEOO shSi
servers properties
Genelall Managed By

Current Group Policy Object Links for Servers

%

21

Group Policy Dbject Links

| No Dverride | Disabled|

Group Policy Objects higher in the list have the highest priority.
This list obtained from: win2000-ad-eng.npartner.local

Add.. | Edi I Up |
[ptions... Delete,.. | Froperties | Down |
™ Block Policy inheritance
oK I Cancel | Apply |

ony 9RA(G @2dzNJ DNRdzLJ t 2f A Oe

Ly &aepddeld 205003 oAy

M&St SO0 a9RAG DE
Servers properties 8

Generall Managed By Group Policy I

%

Current Group Policy Object Links for Servers

hoe2SOoi

6Dt ho yIYS

hoaSoi

(bfe A ANIIS/BSENY Lf2§ 3 Ol A & &
Note: Please create the GPO name according to the actual environment.

21

Group Policy Object Links

No Override | Disabled |

Group Policy Objects higher in the list have the highest priority.
This list obtained from: win2000-ad-eng.npartner.local

New add. || ea | s

Options... | Delete... I Properties

Down

™ Block Policy inheritance

Close | Cancel

Apply

24
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6p0 [20If DNRdzL) t 2f AOASAY ! dzRAG t2f A0e@

9ELI YR F2f RSNJ 6/ 2MHaRizli $ R2 6 & Vo chaNNRAig6 g SOL A yBAE
Ma! dzZRAG t2f A0egdé ' yR Of AO] 2y d!dzﬁkyﬂ?dt“dé’izoayﬁaaété
F OGS S Ol a5S8STFAYS (KS&aS LRimpODerOxSGhXxpaasY { dz00

¥ Group Policy : ;]gﬁl
|J Action  View |J e - | | Pl | £
Tree I icy | Computer Settin

¢21 N-Partner Policy [win2000-ad-eng.npartner 4| E}Ti Audit account logon events Success, Failure

Computer Configuration| s Audit account management Mot defined
Ei AU| |rector service access Not defined

[+-|__] Software Settings

(1] Windows Settings

u|j|r || DOON eve Failure

| Scripts (Startup/Shutdown) ilfi Audit object access Success, Failure
: a%) Audit policy change Mot defined
2 Account Policies Audit privilege use Mot defined
= iﬂ Local Policies &%) audit process tracking Mot defined
Audit Policy &%) audit system events Mot defined

User Rights Assignment
Security Options
¢ Event Log

Security Policy Setting d B

Audit logon events

= =
(_9 Restricted Groups =
(8 system Services
8 Reqgistry [V Define these policy settings
(8 File System Audi these attempts:
-1 Public Key Policies [V Success

I

3 g IP Security Policies on Activ ¥ Faiue

l ] Administrative Templates
= @ IUser Configuration

(] Software Settings - Cancel |
4] | >
| | |
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9 E LJIGY2RY Lidzii S NI / &g A ¥ BB & X P (SIOdNR i &g SEvVidrypa 3
d{éﬁﬁ)\yaé IHABS OBOUSY [ 2AY VY S i KAHO KFEENG TarS/OdzNINKIARE LD

A A ¥ A

aStdMmyStB OGN NI (S SEfi #osem ySSRSR

[gfGrouppolicy =101 ]
|J Action  View |J s - || Pl ’ @

Tree | Policyy # ] Computer Setting
N-Partner Policy [win2000-ad-eng.npartner & | B8 Maximum application log size Mot defined
M Computer COnﬁgurationI Maximum security log size Mot defined
|_] Software Settings Maximum system log size Mot defined
_| Windows Setting Restrict guest access to application log Mot defined

Scripts (Startup/Shutdown) Restrict guest access to security log Mot defined
¢ Security Settings Restrict quest access ko system log Mot defined
¢ Account Policies Retain application log Mot defined

¢) Local Policies Retain security log Mot defined
- ggf Event Log B]Retain system log Mot defined

-=B Settings for Event Logs . '
Restricted Groups | &S
8 system Services

(8 Reqistry
8 File System

#e|Retrntion methad Far < Mot defined
Shut down the computer when the security a... Not defined

@3 Publc Key Polices 21
# .g 1P Security Policies on Ackiv: @ Retention method for security log

_ -] Administrative Templates =

= Q User Configuration 7 D e poicy astine |

(] Software Settings
(] Windows Settings

> o - | Dverwite events as needed|
[__] Administrative Templatels _|;|
»

ﬂ " Do not overwrite events (clear log manually) I ﬂ

v || [ PN I el - I [ I F N A.ma mRa

pu— ™ Overwrite events by days

4
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9ELI YR F2f RSNJ 6/ 2MHeRizti $ R2 ¢ & yHoX dhaNGNen (g6 S8 yidhy HA 3
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Note: Please adjust the number based on the actual environnfgy® A 01 dah Y ¢

¥ Group Policy ;lglll
|J Action  View |J &= O xXB| 2

Tree | Policy | Computer Setting
#¥]Maximum application log size Mot defined
aximum security log size 204800 kilobytes
B¥]Maximum system log size Mot defined
Restrict quest access to application log Mot defined
Restrict guest access to security log Mot defined
Restrict guesk access to system log Mot defined
Retain application log Mot defined
Retain security log Mot defined
Retain system log Mot defined
Retention method For application log Mot defined
Retention method Faor security log As needed
Not defined Mot defined
Shut down the computer when the security a... Mot defined

M-Partner Policy [win2000-ad-eng.npartner ;[
=] Computer Configuration|
-] Software Settings
[=- (1 Windows Settinggs_l

=] Scripts (StartupfShutdown)
= Security Settings |

& Account Policies

Local Policies

¢l Event Log

=¢] Settings for Event Logs
Restricted Groups

L_B Syskem Services

9 Rreqistry

-8 File System

&3 Public Key Policies Security Policy Setting 21x|
- &, 1P Security Policies on Activ Maimum security log size
-] Administrative Templates
=42 User Configuration dr
1] Software Settings |
(] Windows Settings [204800 =] Kiiobtes

-] Administrative Templates _|;|
4 b »
I J l Cancel I _II—J
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Command
Prompt

7

Gp0 9YGSNI GKS O2YYFYyR 06St2¢ (2 NBFTNBAK 3INRAzLI L.
¢ 3 _Ialil

C:\>secedit /refreshpolicy machine_policy /enforce i

Group policy propagation from the domain has been initiated for this computer
t may take a few minutes for the propagation to complete and the new policy t

ake effect. Please check Application Log for errors,. if any.
C:aN\>
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2.2 Workgroup

2.2.1 Audit Policy Configuration

OMUE AO1 2O taX Sl NIBEKE A O 1@ RIyCxt S

% Windows Update

Mstart| | 1 @ < || 2o.| W @] 34| &

oxs| Programs
% Documents
4
% Settings
4
—~ €
-
@ Help 6 For Printers...
: For People. ..
2 A _For Peos

OHUO {SFNDK F2NJ 0KS DNRdzL) t 2f A 08
¢ & 1DEIS R AMhHOty & B NOKHayRAf 88 DGR A (1 ©

#\ search Results =10l x|
J File Edit View Favorites Tools Help Ii
| #=Eack - = - H@Search [yFolders  (History | i 2 X = | EE-

JAddress IE'I Search Results ZI 6o
Search X ame Releva... |

CEnew |

] Search for Files and Folders :I

Search for files or folders named:

||gpedil>msc |

Containing test:

| |
Look in:
IQ Local Harddrives [C:) ZI

&

CAWINNT\system32

1 file(s) found

29
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@O [20Ff DNRdzL) t 2f AOASAY ! dZRAG t2f A0e

R2 ¢ 2 VHoX EhiNyNERAlignG ] SOHRA yBAE
Ma! dzZRAG t2f A0edé ' yR Ot A0 2y ARlYdZBPRYHUHRDOE 80 |
I OGS aAalify30] a5STFAYS (GKSasS LRf{p@derOaSanxgaasy {d

9ELI YR F2f RSNJ 4/ 2MHaRizA ¢ R

g¥ Group Policy =10 x|
J Action  View ‘JG‘-’ -P“)‘(‘@

Tree I Policy  / | Local Setting | Effective Setting
al Computer Policy
<-4 Computer Configuration |

[_] Software Settings

ﬂ{]ﬁ.udit account logon events Success, Failure No auditing I
&%) Audit account management Mo auditing Mo auditing
ﬁ_ﬁ Audit directory service access Mo auditing Mo auditing

i |E (] Windows Settingsl udit N even No auditing
; =] Scripts (Startu Shutdo Audit object access Success, Failure Mo auditing
(= Hg Security Settings #8]audit policy change Mo auditing Mo auditing
(+-_& Account Policies Audit privilege use Mo auditing Mo auditing
SR ] Local Policies &%) audit process tracking Mo auditing Mo auditing
tj Audit Policy B’ﬁ{]ﬁ.udit system events Mo auditing No auditing

(&8 User Rights Ass ool security Polcy Setting 2]

@ Security Option:
1] Public Key Policies
[+ E IP Security Policies ¢
(] Administrative Templates
= @ User Configuration
(] Software Settings
() Windows Settings
(] Administrative Templates

Audit logon events

Effective policy setting:
INn auditing

Local policy setting

Audit these attempts:
V¥ Success

[V Failure

4 I l LI 4 | |f domain-level policy settings are defined. they override local policy I _yl

settings.

| |

Cancel | =
‘E;ﬂ‘jtartl A a8 en || o6l BEd &@ r L8 aanpm

@ohy 2 A yORZ¢Sa &S MIBENE y2R @ENP Y LI

Command
Prompt

@UEnNter the command below to refresh group policy.

¢ |Command Prompt

C:\>secedit /refreshpolicy machine_policy senforce

Group policy propagation from the domain has been initiated for this computer
t may take a few minutes for the propagation to complete and the new policy t
ake effect. Please check Application Log for errors, if any.

CiN>
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2.2.2 Event Log Settings

om0 {SFNOK FT2NJ a90Syid +=ASgSNE

It MANEMNAISEBBYA Y A & (i NFHOAIBS/ (i¢ @24 $56 S NJ

"Lﬁ] Component Services

Q Computer Management
| Configure Your Server
Data Sources (ODBC)

E Distributed File System

.E'ZA‘\ Documents > @ startup » Event Viewer

@ & nternet Explorer Licensing

g % Settings i’ @ Local Security Polic

3 3 Outlook Express o’ 75

Performance

o @ Search 4 =

8 =} Routing and Remote Access

o 6 Help % Services

a ﬂ Telnet Server Administration

2 Run

g : % Terminal Services Client Creator
£ —‘ . ,. Terminal Services Configuration

Shut Down -

g 1[51 Terminal Services Licensing
|§istart|“ m e | H &8 comm. .. I QLocalD...I S EE Terminal Services Manager

z

OHO 9RAG {SOdzNAGe [ 23

wA K K GIOENYK R & HSNIBIOENT A S&a o
1 =10] x|

JEEIE

] Action  View H - ‘

H Event Yiewer

Tree I I Event Viewer (Local)
5] Event Viewer (Local); Mame
34| Application Log $4] Application Log
_ @15812 urity Logy 43 cariwity | 0g
i i System Log Open Log File g
Save Log File As...
New Log Yiew

Clear all Events

Rename
Refresh

Opens property : |_ Help

31
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Note: Please adjust the number according to the actual environment.

A A ¥ A @~

M3 A0] 2y GhOdSNBNNKBASPSyiErd a YySSRSRE

Security Log Properties

General I Filter |

Display name: ISecurity Log

Log name: IC:'\WINNT'\S ystem32\confighSecE vent. Evt
Size: 64.0 KB (65,536 bytes)

Created: Monday, May 0B, 2024 9:53:06 AM
Modified: Monday, May 06, 2024 10:00:00 &M
Accessed: Monday, May 06, 2024 10:00:00 &M

~Log size

Maximum log size: |204800 _% KB

‘When maximum log size is reached:

|+ Dverwite events as needed|
" Ovenwrite events older than I' _l: days

" Do not ovenarite events Restore Defauts
[clear log manually] I

™ Using a low-speed connection Clear Log I

cors | _som_|
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2.3 Folder Audit Configuration

&= Local Disk (C:) : _l- _ID ﬁl
J File Edit V“iew Favorites Tools Help |i
| GBack v = - | Qisearch [YFolders (BHistory |3 05 X w2 | E-
Jnddress |L;| Local Disk (C:) ;I 6o
- L] O 0O B .
= .
- Documents  Program Files share
Local Disk (C:) and Settings Open
Explore
tmp | Search...
File Folder
WINNT Sharing...
Madified: 8/15/2025 5:16 PM
Send To »
Attributes: {normal)
Cut
Copy
Create Shorkcut
Delete
Rename
Displays the properties of the selected items. 4

- A

62 08 SIENABERE 84 R ¥ O

tmp Properties :1

R®
21

General | Sharing| Security
Name | Add..
‘ Everyone
Remove
Permissions: Allow Deny
Full Cantral (|
Modify (M|
Read & Execute O
List Folder Contents (M|
Read O
Write O
Advanced... |
v Allow inheritable permissions from parent to propagate to this
object
oK Cancel Apply
33
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0 LISy d WERSEl AMpAt 8 RIR @
21
Permissions Owner I

Auditing Entries:

Type | Name I Access | Apply to I

Add... | Remove Yiew/Edi..

[V Allow inheritable auditing entries from parent to propagate to this object
r Reset auditing entries on all child objects and enable propagation of inheritable

auditing entries.
| 0K I Cancel | Apply |

LA A

21x

Lookin: |} wINZ0DO-ENG [

: Select User or Group

Name | In Folder =
ﬂz Everyone
ﬁEAuthenticaled Users
€7 ANONYMOUS LOGON
€7 BaTCH

€7 CREATOR DWNER
€T rREATNR GROILIP i

MName: ||Evelyone

34
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udtingEntryfor tmp 8

Object |

Name: |Everyone

DOEHO QISYER | AEZHdNS § K@y dOf A O
21|

Apply onto: IThis folder, subfolders and files

Access: Successful  Failed

Traverse Folder / Execute File
List Folder / Read Data

Read Attributes

Read Extended Attributes
Create Files / Write Data
Create Folders / Append Data
Write Attributes

Write Extended Attributes
Delete Subfolders and Files
Delete

Read Permissions

EEEEEEREEEREEEREER

L |

Change Permissions
Tealie Man

NEREEEEEEREER

Apply these auditing entries to objects
and/or containers within this container only

-

Clear Al |

=

3

ok |

PN

6d @Y TFANY (i KySNBRS @ DARNR

Access Control Settings for tmp

Permissions  Auditing I anerl

Auditing Entries:

Cancel

|
QTS Of P
21X

Type | Name I Access | Apply to I
:EAII Everyone Full Control This folder, subfolders and files
Add... Remove View/Edit...

This auditing entry is defined directly on this object. This auditing entry is inherited by child

objects.

IV Allow inheritable auditing entries from parent to propagate to this object

.

auditing entries.

Reset auditing entries on all child objects and enable propagation of inheritable

0K I

Cancel

Apply
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