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Preface

This document describes how N-Reporter users can configure Windows DNS logging using the
open-source tool NXLog.

NXLog converts Windows DNS logs into syslog format and forwards them to N-Reporter for
normalization, auditing, and analysis.

This document applies to Windows Server 2008, 2012, 2016, 2019, and 2022.

Note: This document is provided solely as a reference for configuring log output. It is recommended
that you contact the device or software vendor for assistance with the appropriate log export

methods.
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1. NXLog
1.1 NXLog Installation

(1) Download NXLog CE (Community Edition)

Please go to: https://nxlog.co/products/nxlog-community-edition/download

Download the latest version of nxlog-ce-x.x.xxxx.msi.

Example Here: nxlog-ce-3.2.2329.msi

Windows x86-64 nxlog-ce-3.2.2329.msi

(2) Install NXLog

<2.1> For Windows Server 2008 or later:

Double-click “nxlog-ce-3.2.2329.msi.”

{2 NXLog-CE Setup M= R

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will install NXLog-CE on your computer,
Click Next to continue or Cancel to exit the Setup Wizard,

B=ch E Cancel |
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https://nxlog.co/products/nxlog-community-edition/download

(3) Select “ accept the terms in the License Agreement,” then click “Next.”

{i# NXLog-CE Setup [ =] B3
End-User License Agreement > ’
Please read the following license agreement carefully '
NXLOG PUBLIC LICENSE v1.0 ﬂ

1. DEFINITIONS
“License” shall mean version 1.0 of the NXLOG PUBLIC
LICENSE, i.e. the terms and conditions set forth in this document;
“Software” shall mean the source code and object code form, all
associated media, printed matenals, and "online" or electronic
documentation. All such software and matenals are referred to |

F Iacceptthetermshﬁxelicensehgeama
Print l Back Cancel I

(4) Click “Next.” (The default installation path is (C:\Program Files\nxlog\).

i NXLog-CE Setup & B3
Destination Folder -
Click Next to install to the defaulk folder or ciick Change to choose another,

Install MXLog-CE to:

IC \Program Files\nxlog\,

Change. .,

Bk ff new Jf  concel |
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(5) Click “Install.”

{i NXLog-CE Setup

(6) Click “Finish.”

.‘ NXLog-CE Setup
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<2.2> For Windows Server 2003:
Download File: nxlog-ce-3.2.2329.msi. - Select “Install” and proceed until the installation completes. >
Click “Finish” to exit.

7 NXLog-CE Setup — X

Ready to install NXLog-CE @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

<2.3> For Windows 2000:

(1) Navigate to the NXLog CE legacy download page:https://sourceforge.net/projects/nxlog-ce/

(2) Click “See All Activity” and download the Windows 2000—compatible version “/nxlog-ce-
2.8.1248.msi.”

(3) Launch “nxlog-ce-2.8.1248.msi,” and accept the license terms, click “Install,” and then “Finish.”

NXLOG PUBLIC LICENSE

v1.0

1. DEFINITIONS
“License” shall mean version 1.0 of the
NXLOG PUBLIC LICENSE, i.e. the
terms and conditions set forth in this
document,
“Software” shall mean the source code and

Abhiact cada Frven all arcacintad snadia



https://sourceforge.net/projects/nxlog-ce/

1.2 Download NXLog Configuration File

(1) Open “Windows PowerShell.”

(o
Windows
PowerShell

(2) Download the “NXLog DNS configuration file” and overwrite the existing NXLog configuration file in

the Windows system.

Download link: http://www.npartner.com/download/tech/nxlog WinDNS.conf

PS C:\> Invoke-WebRequest -Uri'http://www.npartner.com/download/tech/nxlog_WinDNS.conf" -

OutFile 'C:\ \nxlog\conf\nxlog.conf'

2. Administrator: Windows PowerShell =0l x|

= '§=|‘ZIF:E'-'IIIJE=E-+. =Uri “htte:/fwew. npartner. com/down load/tech/meloz_WinDNS.conf” -0utFile "C:\Prozram Files\nx I|:u

zont —

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text

with: 'C:\ Program Files(x86)\nxlog\conf\nxlog.conf'
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1.3 NXLog Configuration

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192 168. 3. 88

define pnspath C:‘\windows'System32'LogFilesDNS

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cCert

define CONFDIR %ROOT%\conf

define LOGDIR  %ROOT¥%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%'\modules
cacheDir %ROOTH\data
pidfile %ROOT%\data\nxlog. pid

## Load the modules needed by the outputs
<Extension syslog>

Module xm_sys log
</Extension>

## For DNS 10? file use the following:
<Input_in_dnsTog
Module 1m file
File '#DnsPath%\dns.log’
ReadFromLast TRUE

savePos TRUE
Exec if $raw_event !~ /A\d/ drop();
</Input>

<output out_dnslog>
Module om_udp
Host  %NCloud%

Port 514
Exec $SyslogFacilityvalue = 19;
Exec if $raw_event =~ fn(\d+\f\d+\f\d+)\s( ~——\s)(\d+\ \d+\ \d+\s)( +)/ Sraw_event = $1 + " " + $3 + 'AM " + $4;
Exec if Sraw_ event =~ SAOd\ N\ NS CFSF\s) (\d+h\ o \d+\ i \d+\S) (. +)/ Sraw_event = $1 + " " + $3 + 'PM ' + §$4;
Exec $raw_event = "winDNS [Infol: " + Sraw_event ;
Exec to_syslog_bsd();

</output>

<Route dnslog>
path 1in_dnslog => out_dnslog
</Route>

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define DnsPath C:\Windows\System32\LogFiles\DNS

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR %ROOT%)\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %RO0OT%\modules
CacheDir %R0O0T%\data
Pidfile %ROOT%\data\nxlog.pid

## Load the modules needed by the outputs
<Extension syslog>
Module xm_syslog

</Extension>

## For DNS log file use the following:

<Input in_dnslog>

W r<alLliiel



Module im_file

File '%DnsPath%\dns.log'

SavePos TRUE
ReadFromLast TRUE

</Input>

<Output out_dnslog>

Module om_udp

Host %NCloud%

Port 514

Exec $SyslogFacilityValue = 19;

Exec if $raw_event =~ /A\d+W\d+\\d+)\s(_EF\s)(\d+\:\d+\:\d+\s)(.+)/ $raw_event = $1 +'' + $3 + 'AM ' + $4;
Exec if $raw_event =~ /A\d+W\d+\\d+)\s( T F\s)(\d+\:\d+\:\d+\s)(.+)/ $raw_event = $1 +"'' + $3 + 'PM ' + $4;
Exec $raw_event = "WIinDNS [Info]: " + $raw_event ;

Exec to_syslog_bsd();

</Output>

<Route dnslog>

Path in_dnslog => out_dnslog

</Route>

Enter the N-Reporter system IP address in the blue text section.

define NCloud 192.168.8.4

This example is based on a 64-bit operating system.

For a 32-bit operating system, use the following setting instead:
define ROOT C:\Program Files (x86)\nxlog

If NXLog cannot access the System32 folder path, specify “Sysnative”.

Sysnative is a redirected folder:

define DhcpPath C:\Windows\Sysnative\LogFiles\DNS
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Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as

type, select “All Files (*.*)”. For Encoding, select UTF-8 to avoid encoding errors that could prevent the

service from starting.

File name: |mdog.mnf :'
Save as type: | All Files ~|
(<) Hide Folders Encoding: |UTF-8 =| Save Cancel |
ANSI e
Unicode

Unicode bii endian
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1.4 Starting the NXLog Service

(1) Open “Windows Powershell.”

(2) Restart the NXLog service, verify that it is running, and ensure there are no error messages:

PS C:\> Restart-Service -Name nxlog
PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType
PS C:\> Get-Content 'C:\ Program Files\ nxlog\data\nxlog.log'

2 Administrator: Windows Powershell

elect-Object -Property Mame,Status,

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text

with: 'C:\Program Files(x86)\nxlog\conf\nxlog.conf'

(3) Enter the command below to open the Services console:

PS C:\> Services.msc
2 Administrator: Windows PowerShell
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(4) Open the NXLog service properties: select “NXLog” = E Click “Properties.”
=10/
&9 [m|0]s

= HE| » 8 nw

l_a

., Services (Local) L)}, Services (Local)
nxlog Name - | Descripton | Status | StartupType |Llogonas | 4|
‘%, Multimedia Class Sc... Enablesrel... Manual Local System
Stop the service ‘. Net.Msmq Listener ... Receivesa... Disabled Network S...
Restart the service i NetPipe Listener A... Receivesa... Started  Automatic Local Service
" Net.Tcp Listener A... Receivesa... Started Automatic Local Service
Description: 4, Net.Tcp Port Sharin... Provides a... Started Automatic Local Service
m::;‘;zt‘s ;ﬁﬁmfgm the 7 Netlogon Maintains a... Started  Automatic Local System
S Network Access Pr... The Netwo... Manual Network S...
"+ Network Connections Manages 0... Started Manual Local System
‘% Network List Service  Identifies t... Started Manual Local Service
“; Network Location A... .. Started Automatic Network S...
1

(5) On the General tab, verify that Startup type is set to Automatic (Delayed Start).

x
Service name: mdog
Display name: rdog

Description service is responsible for running the NXLog i

: . See www ndog.co. o j
Path to executable:

"C:\Program Files\redog'rodog exe” ¢ "C:\Program Files\rodog'\conf\radog »
Statuptype: | |Automatic (Delayed Start) |

Start | Stop I Pause Hesume I
You can specify the start parameters that apply when you start the service
from here.
Start parameters I

0K Cancel Epply
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(6) On the Recovery tab, verify that First failure, Second failure, and Subsequent failures are all set to

“Restart the Service”, then click “OK.”

nxlog Properties (Local Computer)

l

e LI Progran

Frogram:

13 A&7 N-Partner
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2. Windows Server 2008

(1) Open “Windows PowerShell.”

(2) Enter the command below to create the DNS log folder:

PS C:\> New-Item -ItemType directory -Path C:\Windows\System32\LogFiles\DNS

PS C:\> Get-ChildIltem -Path C:\Windows\System32\LogFiles

* Administrator: Windows PowerShell

Ps lew-Item -ItemType directory -Path C:\Win #Files
Directory: C:\Wind:

Mode

"> Get-Childltem -Path C:'\Windo

_____ 470003 AM 10-38 UDF

14
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(4) Right-click the DNS server (the example here is Win2008-AD-ENG) - click “Properties.”

= DNS Manager
File Action View Help

=10l x|

B EE EEEN EEEE

2 I_ﬂ
[l Glohal | nas

Configure a DNS Server...

| Forward Look.  Create Default Application Directory Partitions...
|| Reverse look.  New Zone...

|| Conditional Foi  set Aging/Scavenging for All Zones...
Scavenge Stale Resource Records

Update Server Data Files

Clear Cache

Launch nslookup

Al Tasks 3

0]

View 3

Delete
Refresh
Export List...

ﬁ

kx!m&emﬁesd*:gboxﬁthmtsdecw. |

(5) On the “Debug Logging” tab - check “Log packets for debugging” - enter the “file path and name”:

C:\Windows\System32\LogFiles\DNS\dns.log and click “OK.”

WIN2008-AD-ENG Properties

—hﬂ—

Forwaders |  Advanced

To assist with debugging, you can record the packets sent and received by
_the DNS serverto a log file. Debug logging is disabled by default.

IV Log packets for debugging

Packet direction: Transport protocol:
¥ Outgoing selectat ¥ UDP }
W Incoming least one [ TCP

Packet contents: Packet type:

¥ Queres/Transfers [V Request

v Updates selectal 15 Response

r ) least one

Other options:

I™ Log unmatched incoming response packets

[ Detais
Filter,.. I

[™ Fitter packets by IP address

| Root Hints | |
Debug Logging | Event Logging | Trust Anchors | Monitoing | Securty | |

select at
least one

select &t
least one

2| ||

Log file

File path and name: ||\Wndws\5ﬁm32\l.ogﬁﬁ\[} NS'dns log I

Maoimum size (bytes): Im

15
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(6) Open “Windows PowerShell” again.

Get=ChildItem =Path C:\Windo

Directory: C:\Windows ogF i les\DNS

Miode 4 - T

- -E-,-"I ,-'I'- 1 W) a3 J0E3 dn=. | og

R
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3. Windows Server 2012

(1) Open “Windows PowerShell.”

Windows
PowerShell

(2) Enter the command below to create the DNS log folder:

PS C:\> New-Item -ltemType directory -Path C:\Windows\System32\LogFiles\DNS
PS C:\> Get-Childltem -Path C:\Windows\System32\LogFiles

X Administrator: Windows PowerShell

PS C:\> New-Item -ItemType directory -Path C:\Windows\System32\LogFiles\DNS
Directory: C:\Windows\System32\LogFiles

LastwWriteTime Length Name

8/11/2025 PMm 05:49
PS C:\> Get-Childitem -Path C:\windows\System32\LogFiles
Directory: C:\Windows\System32\LogFiles

LastwriteTime Length Name

8/22/2013 :

8/11/2025 2 DHCP
8/11/2025 - DNS
8/22/2013 - Firewall
4/13/2025 - HTTPERR
4/10/2024 - scm
4/11/2024 - sQM
4/17 /2025 = Sum
5/21/2024 s windows Portable Devices
8/11/2025

8/22/2013
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(4) Right-click the DNS server (the example here is Win2012-AD-ENG) - click “Properties.”

File Action View Help
e 2@ XEBaokz Bm i8a

2 DNS Name

4|5 WIN2012-AD-ENG Glohal | nas

[ Global Logs Configure a DNS Server...

b [ Forward Looky Create Default Application Directory Partitions...

b [~ Reverse Lookul NewZ

p [5] Trust Points - ?m'" _

p [ Conditional Fd Set Aging/Scavenging for All Zones...
Scavenge Stale Resource Records
Update Server Data Files
Clear Cache
Launch nslookup
All Tasks 3
View »
Delete
Refresh
Export List...
Properties
Help

Opens the properties dialog box for the current selection.

(5) On the “Debug Logging” tab - check “Log packets for debugging” - enter the “file path and name”:

C:\Windows\System32\LogFiles\DNS\dns.log and click “OK.”

| intefaces | Fowarders | Advanced | Root Hints
Debug Logging Event Logging | Monitoing | Security
To assist with debugaging, you can record the packets sent and received by

the DNS serverto a log file. Debug logging is disabled by default.
||§| Log padcelsfcrdebugmgl

Packet direction: Transport protocol:

(¥ Outgoing selectat [v]UDP } select at

[+] Incoming leastone [ TCP

Packet contents: Packet type:

[ Queries/Transfers [v] Request }

select at

[ Updates ot one [w] Response

[ Notifications

Other options:

["] Log unmatched incoming response packets

[[] Details

[] Filter packets by IP address

Log file
File path and name: \Windows\System32\\LogFiles\DNS"dns log [l

Maximum size (bytes): | 500000000 I

1@ _ AJN-Partner



(6) Open “Windows PowerShell” again.

Windows
PowerShell

(7) Enter the command below to verify that the file dns.log has been created:
PS C:\> Get-Childltem -Path C:\Windows\System32\LogFiles\DNS

X Administrator: Windows PowerShell
PS C:\> Get-ChildItem -Path C:\Windows\System32\LogFiles\DNS

Directory: C:\Windows\System32\LogFiles\DNS

LastwriteTime Length Name

8/11/2025 pPM 05:50 0 dns.Tog
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4. Windows Server 2016

(1) Open “Windows PowerShell.”

.

Windows
PowerShell

(2) Enter the command below to create the DNS log folder:
PS C:\> New-Item -ItemType directory -Path C:\Windows\System32\LogFiles\DNS
PS C:\> Get-ChildIltem -Path C:\Windows\System32\LogFiles

E¥ Administrator: Windows PowerShell

Vidninigtrators New-Iten

Directory: C:\Winde

Vidministrators Get-Childlten C:\Wind

¥ 1ndc
M1

20 ‘rf Partner



(4) Right-click the DNS server (the example here is Win2016-AD-ENG) - click “Properties.”

£, DNS Manager - O X

File Action View Help
o9 2R XEC= Hm i 8

£ DNS
v| 7 WIN2016-AD-ENG |
| Forward Looku Configure a DNS Server...
| Reverse Looku| Create Default Application Directory Partitions...
_| Trust Points
| Conditional Fo

‘ Name
= . - - -

New Zone...

Set Aging/Scavenging for All Zones...
Scavenge Stale Resource Records
Update Server Data Files

Clear Cache

Launch nslookup
All Tasks >
View >

Delete
Refresh
Export List...

|__Properties A |
Help

I
Opens the properties dialog bc -

(5) On the “Debug Logging” tab = check “Log packets for debugging” - enter the “file path and name”:

C:\Windows\System32\LogFiles\DNS\dns.log and click “OK.”

WIN2016-AD-ENG Properties ? X
Interfaces Forwarders Advanced Root Hints
| Debuglogging | EventLogging Monitoring Security

To assist with debugging, you can record the packets sent and received by
the DNS server to a log file. Debug logging is disabled by default.

l Log packets for debugging l

Packet direction: Transport protocol:
Outgoing selectat [ UDP } select at
Incoming least one TCP least one
Packet contents: Packet type:
Queries/Transfers Request } select at
(] Updates select at Response least one
e least one
[] Notifications
Other options:
[[] Log unmatched incoming response packets
[] Details
[] Fitter packets by IP address Fiter
Log file

File path and name: | \Windows'\System32\LogFiles\DNS\dns log |
Maximum size (bytes): | 500000000

e R [
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(6) Open “Windows PowerShell” again.

Windows
PowerShell

(7) Enter the command below to verify that the file dns.log has been created:
PS C:\> Get-Childltem -Path C:\Windows\System32\LogFiles\DNS

EN Administrator: Windows PowerShell
C:\Window
Directory: C:\Windo

LagtlWriteTine

PS C:\Users\Adninistrator> .
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5. Windows Server 2019

(1) Open “Windows PowerShell.”

2

Al .
Windows

PowerShell

(2) Enter the command below to create the DNS log folder:
PS C:\> New-Item -ltemType directory -Path C:\Windows\System32\LogFiles\DNS

PS C:\> Get-Childltem -Path C:\Windows\System32\LogFiles

£¥ Administrator: Windows PowerShell - O
= s\idministrator> New-Iten 3

Directory: C:\Wlindo

LastlriteT ine

10:09
s\idministrator> Get-Childltem

ogFiles

>
M1
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(4) Right-click the DNS server (the example here is Win2019-AD-ENG) - click “Properties.”

£, DNS Manager . O X
File Action View Help
o | 2@ XEB = Hm §EE
£ DNS ’ Name
“ = WIN2019-AD-ENG| e o o o
| Forward Looku Configure a DNS Server...
_| Reverse Lookuj Create Default Application Directory Partitions...
~ Trust Points
= Al New Zone...
| Conditional Fo
Set Aging/Scavenging for All Zones...
Scavenge Stale Resource Records
Update Server Data Files
Clear Cache
Launch nslookup
All Tasks >
View >
Delete
Refresh
Export List...
| Properties -
Help
Opens the properties dialog bo ]

(5) On the “Debug Logging” tab = check “Log packets for debugging” - enter the “file path and name”:
C:\Windows\System32\LogFiles\DNS\dns.log and click “OK.”

WIN2019-AD-ENG Properties ? X

‘ Intefaces Forwarders Advanced Root Hints
Debug Logging Event Logging Monitoring Security

To assist with debugaging, you can record the packets sent and received by
the DNS serverto a log file. Debug logging is disabled by defaut.

I Log packets for debugaing I

Packet direction: Transport protocol:

[ Outgoing selectat [UDP 1 selectat

[ Incoming least one TCP f least one

Packet contents: Packet type:

[¥] Queries/Transfers ] Request select at
dat select at least one

lz te e es. } least one E i

[C] Notifications

Other options:

[[] Log unmatched incoming response packets

[] Details

[] Fitter packets by IP address Fitter

Log file

File path and name: |\Windows\System32\.Logﬁles\DNS \dns log I %

Maximum size (bytes): | 500000000

oo | [ [
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(6) Open “Windows PowerShell” again.

Al
Windows

PowerShell

(7) Enter the command below to verify that the file dns.log has been created:
PS C:\> Get-Childltem -Path C:\Windows\System32\LogFiles\DNS

E¥ Administrator: Windows PowerShell

s\idninigtrator> Get-Childlten C:\Window

Directory: C:\Windows\Systen32\LogFiles\DNS

LagtlriteTime Length Nane
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6. Windows Server 2022

(1) Open “Windows PowerShell.”

Al .
Windows

PowerShell

(2) Enter the command below to create the DNS log folder:

PS C:\> New-Item -ltemType directory -Path C:\Windows\System32\LogFiles\DNS
PS C:\> Get-Childltem -Path C:\Windows\System32\LogFiles

EN Administrator: Windows PowerShell - O X
PS C:\Users\Administrator> New-Item directory C:\Windows\System32\LogFiles\DNS

Directory: C:\Windows\System32\LogFiles

LastWriteTime Length Name

8/12/2025 AM 10:43 DNS

PS C:\Users\Administrator> Get-ChildItem C:\Windows\System32\LogFiles

Directory: C:\Windows\System32\LogFiles

LastWriteTime Length Name

8/12/2025

8/12/2025 M . DNS
10/16/2024 N > HTTPERR
8/12/2025 M - LSA
8/12/2025 N : SAM
4/12/2024 N > setupcln
8/12/2025 M 5 Sum
8/12/2025 M < WMI

PS C:\Users\Administrator>

(3) Open DNS.

26 &7 N-Partner



(4) Right-click the DNS server (the example here is Win2022-AD-ENG) - click “Properties.”

¢

& DNS Manager = O X
File Action View Help

o9 2Rz HBm § &

£ DNS { Name

v |3 WIN2022-AD-ENC| o
" Forward Looks Configure a DNS Server...
| Reverse Looku Create Default Application Directory Partitions...
_| Trust Points New Zone...

B Candmonsirs Set Aging/Scavenging for All Zones...

Scavenge Stale Resource Records
Update Server Data Files
Clear Cache

Launch nslookup

All Tasks
Delete
Refresh
I Properties
b
Help
Opens the properties dialog bo: I

(5) On the “Debug Logging” tab - check “Log packets for debugging” - enter the “file path and name”:

C:\Windows\System32\LogFiles\DNS\dns.log and click “OK.”

WIN2022-AD-ENG Properties ? X

_Interffaces _____Forwarders Advanced Root Hints
Debug Logging Event Logging Monitoring Security

To assist with debugging, you can record the packets sent and received by
the DNS serverto a log file. Debug logging is disabled by default.

Log packets for debuggingJ
Packet direction: Transport protocol:
Outgoing selectat [ UDP } select at
Incoming leastone [ TCP least one
Packet contents: Packet type:
Queries/Transfers Request } select at
Updates select at Response least one
least one
[] Notifications
Other options:
[[] Log unmatched incoming response packets
[ Details
[] Fitter packets by IP address Filter
Log file

File path and name: AWindows\System32\LogFiles\DNS\dns log

Maximum size (bytes): (500000000 |

| Cancel Apply Help

27
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(6) Open “Windows PowerShell” again.

Windows
PowerShell

(7) Enter the command below to verify that the file dns.log has been created:
PS C:\> Get-Childltem -Path C:\Windows\System32\LogFiles\DNS

EN Administrator: Windows PowerShell - O X
PS C:\Users\Administrator> Get-ChildItem C:\Windows\System32\LogFiles\DNS

Directory: C:\Windows\System32\LogFiles\DNS

Mode LastWriteTime Length Name

-a---- 8/12/2025 AM 10:44 @ dns.log

PS C:\Users\Administrator>
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7. N-Reporter

(1) Add a Windows DNS device:

Go to “Device Management” - “Device Treeview” - click “Add.”

N-Reporter 7 @
._g’ hank2 (Global) ~ B Home / Device / Davice Treeview
-

— & Device Treeview
i= Event

[shl. Report All v Search

Q Analysis + {5 Global £\ /. (198/229)
- “7 Unknown Device (0/18)
# NRobot .

T Resource Recovery Area (0/1)
@ Dashboard

== :
== Device

Device Treeview

Device Management
Device Additional Setting
Alert Template

Device Abnormal Alert
Config Comparison

User Defined Format

(2) Select the device type:

Choose “Application/DB/OS/Server” - click “Guided Mode.”

Device Category

Switch / Router
If the device only actives the

A switch is a network hardware

Host type, providing specific se

S
- Application / DB / OS / Server

l_-l’ Firewall / IPS / Load Balancer / NAC / UTM /
T 1 WAF / Wireless

N . MNetwork security related

/ \I /\ N-Cloud / N-Reporter / N-Probe

| — -] -

2 L N-Probe can collect traffic at a rafio

N ?/

Auto / More / User Defined Format
Q Customization and other equipm

Expert Mode Guided Mode Cancel
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(3) Basic Device Settings:

Enter the device name and IP address = For Syslog Data Format, select “Windows DNS” - click

“Next.”

Basic Setting

~

Machine Name *

WIinDN5-192.168.

P~

192.168.

Domain *

Global

Syslog Format® ¥j | | Activate Full-text Search (FTS)

Windows DNS

User Defined Syslog Format ©

SNMP Model &

Mot Activated

Performance Monitoring Setting

Previous Cancel
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(4) Syslog Settings

Set “Facility” to “(19) local use 3 (local3)” = click “Next.”

If “Raw Data Kept” is checked, the “Event Query” page will display raw data information.

Syslog Setting ~
Facility &

(19) local use 3 (locald) b
Encoding

UTF-8 w

Syslog Normalized Data Retention Days (Max) ©

718250

Syslog Normalized Data Retention Days (At Least) ©

1-18250

Raw Data Kept and Replied

Raw Data Kept
|:| Raw data format is adopted while Syslog relaying is activated in Threshold Report.

|:| The source IP will be kept in normalized data relaying

Previuus Cancel
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(5) Others
Set “Device lcon” to “Host” - Set “Receiving Status” to “Activated” = click “Next” = Confirm.

&h Add Device - Other x

Other A~

Latitude and Longitude

atitude, longitude

Remark ©

special format: [key]="value”, which can be exported into a custom field.

Receive Status

(B Lty P . "
(@) Activated (_) Disabled

Previuus Cancel

Activate default templates for devices of the same vendor type, click “No.”

£+ Activate default template, this will apply to the same vendor type ?
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