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Preface

This document describes how N-Reporter users can configure Windows DHCP logging using the
open-source tool NXLog.

NXLog converts Windows DHCP logs into syslog format and forwards them to N-Reporter for
normalization, auditing, and analysis.

This document applies to Windows Server 2003, 2008, 2012, 2016, 2019, and 2022.

Note: This document is provided solely as a reference for configuring log output. It is recommended
that you contact the device or software vendor for assistance with the appropriate log export

methods.
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1. NXLog
1.1 NXLog Installation

(1) Download NXLog CE (Community Edition)

Please go to: https://nxlog.co/products/nxlog-community-edition/download

Download the latest version of nxlog-ce-x.x.xxxx.msi.

Example Here: nxlog-ce-3.2.2329.msi

Windows x86-64 nxlog-ce-3.2.2329.msi

(2) Install NXLog

<2.1> For Windows Server 2008 or later:

Double-click “nxlog-ce-3.2.2329.msi.”

{2 NXLog-CE Setup M= R

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will install NXLog-CE on your computer,
Click Next to continue or Cancel to exit the Setup Wizard,

B=ch E Cancel |

Partner


https://nxlog.co/products/nxlog-community-edition/download

(3) Select “ accept the terms in the License Agreement,” then click “Next.”

{i# NXLog-CE Setup [ =] B3
End-User License Agreement > ’
Please read the following license agreement carefully '
NXLOG PUBLIC LICENSE v1.0 ﬂ

1. DEFINITIONS
“License” shall mean version 1.0 of the NXLOG PUBLIC
LICENSE, i.e. the terms and conditions set forth in this document;
“Software” shall mean the source code and object code form, all
associated media, printed matenals, and "online" or electronic
documentation. All such software and matenals are referred to |

F Iacceptthetermshﬁxelicensehgeama
Print l Back Cancel I

(4) Click “Next.” (The default installation path is (C:\Program Files\nxlog\).

i NXLog-CE Setup & B3
Destination Folder -
Click Next to install to the defaulk folder or ciick Change to choose another,

Install MXLog-CE to:

IC \Program Files\nxlog\,

Change. .,

Bk ff new Jf  concel |
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(5) Click “Install.”

{i NXLog-CE Setup

(6) Click “Finish.”

.‘ NXLog-CE Setup
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<2.2> For Windows Server 2003:
Download File: nxlog-ce-3.2.2329.msi. - Select “Install” and proceed until the installation completes. >
Click “Finish” to exit.

7 NXLog-CE Setup — X

Ready to install NXLog-CE @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

<2.3> For Windows 2000:

(1) Navigate to the NXLog CE legacy download page:https://sourceforge.net/projects/nxlog-ce/

(2) Click “See All Activity” and download the Windows 2000—compatible version “/nxlog-ce-
2.8.1248.msi.”

(3) Launch “nxlog-ce-2.8.1248.msi,” and accept the license terms, click “Install,” and then “Finish.”

NXLOG PUBLIC LICENSE

v1.0

1. DEFINITIONS
“License” shall mean version 1.0 of the
NXLOG PUBLIC LICENSE, i.e. the
terms and conditions set forth in this
document,
“Software” shall mean the source code and

Abhiact cada Frven all arcacintad snadia



https://sourceforge.net/projects/nxlog-ce/

1.2 Download NXLog Configuration File
1.2.1 For Windows Server 2003 or earlier:

(1) Open “Command Prompt.”

(2) Download the “NXLog DHCP configuration file” and overwrite the existing NXLog configuration file in
the Windows system.

Download link: http://www.npartner.com/download/tech/nxlog WinDHCP.conf

C:\> copy "C:\nxlog_WinDHCP.conf" "C:\ Program Files \nxlog\conf\nxlog.conf" /y

¢+ Command Prompt

G:N>copy "C:ivnxlog_WinDHCP.conf" "“C:\Program Files“nxlog\conf\nxlog.conf" -y
1 file<s> copied.

ICiN>

Note: The example above is for a 64-bit operating system. For a 32-bit operating system, replace the

highlighted text with: 'C:\ Program Files (x86)\nxlog\conf\nxlog.conf'

7 7 N-Partner


http://www.npartner.com/download/tech/nxlog_WinDHCP.conf

1.2.2 For Windows Server 2008 or later

(1) Open “Windows PowerShell.”

(o
Windows
PowerShell

(2) Download the “NXLog DHCP configuration file” and overwrite the existing NXLog configuration file in

the Windows system.
Download link: http://www.npartner.com/download/tech/nxlog WinDHCP.conf

PS C:\> Invoke-WebRequest -Uri http://www.npartner.com/download/tech/nxlog_ WinDHCP.conf" -

OutFile 'C:\ \nxlog\conf\nxlog.conf'
2 Select Administrator: Windows PowerShell = 0] x|
' 1 -WebRequest -Uri "http: /S, npartner. com/down | oad/t ech/ne | og_WinDHCP. conf ™ =DutFile "C:\Program Fileynx I-:u

ont —

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text

with: 'C:\ Program Files(x86)\nxlog\conf\nxlog.conf'

: A& N-Partner
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1.3 NXLog Configuration

define CONFDIR SROOT%\conf
define LOGDIR $RO0T%\data

define LOGFILE SLOGDIR%\nxlog.l

- LA PO

ogFile 3LOGFILE%

Logrile 1LE

Moduledir %RCOOT:\modules

CacheDir %R0O0T%\data

Pidfile $ROOT%\data\nxlog.pid

ile '$DhcpPacth%\Dhcp*.log'
SavePos IRUE
ReadFromLast TRUE

</Input>

<Output out dhcplog>

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.3.88

define DhcpPath C:\Windows\System32\LogFiles\DHCP
define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR %RO0T%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules

CacheDir %ROOT%\data

Pidfile %ROOT%\data\nxlog.pid

## Load the modules needed by the outputs

<Extension syslog>

v ral Liiel



Module xm_syslog

</Extension>

## For DHCP log file use the following:

<Input in_dhcplog>

Module im_file

File '%DhcpPath%\Dhcp*.log'
SavePos TRUE

ReadFromLast TRUE

</Input>

<OQutput out_dhcplog>

Module om_udp

Host %NCloud%

Port 514

Exec $SyslogFacilityValue = 20;
Exec to_syslog_bsd();
</Output>

<Route dhcplog>

Path in_dhcplog => out_dhcplog

</Route>

Enter the N-Reporter system IP address in the blue text section.

define NCloud 192.168.3.88

This example is based on a 64-bit operating system.

For a 32-bit operating system, use the following setting instead:

define ROOT C:\Program Files (x86)\nxlog

If NXLog cannot access the System32 folder path, specify “Sysnative”.

Sysnative is a redirected folder:

define DhcpPath C:\Windows\Sysnative\LogFiles\DHCP

W r<alLliiel



Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as

type, select “All Files (*.*)”. For Encoding, select UTF-8 to avoid encoding errors that could prevent the

service from starting.

File name: |mdog.mnf :'
Save as type: | All Files ~|
(<) Hide Folders Encoding: |UTF-8 =| Save Cancel |
ANSI e
Unicode

Unicode bii endian

1 ~ #&N-Partner



1.4 Starting the NXLog Service
1.4.1 For Windows Server 2003 or earlier

(1) Open “Command Prompt.”

(2) Start the NXLog service and verify that there are no error messages:

C:\>
C:\>

G:\>net start nxlog
The nxlog service 1s starting.
The nxlog service was started successfully.

CiN>o

(3) Enter the command below to open the Services console:

¢+ Command Prompt

C:\2>Services.msc
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(4) Open the NXLog service properties: select “NXLog” = E Click “Properties.”

£} Services =10 x|
| File Action View Help
K Aol (5] ERERN ~ No RN T
., Services (Local) L)} Services (Local)
mdog Name - | Description | Status | StartupType [Logonas | 4]
‘4 Multimedia Class Sc... Enables rel... Manual Local System
Stop the SeriCE_ "+, Net.Msmq Listener ... Receives a... Disabled Network S...
Restart the service i Net.Pipe Listener A... Receivesa... Started  Automatic Local Service
.Net.TcpListener A... Receivesa... Started Automatic Local Service
Description: ) .Net.Tcp Port Sharin... Providesa... Started Automatic Local Service
L?;.sos:rvuce f;ﬁmxmnc‘gm‘g the Netiogon Maintains a... Started  Automatic Local System
e X e, " Network Access Pr... The Netwo... Manual Network S...
", Network Connections Manages 0... Started Manual Local System
‘;Network List Service  Identifies t... Started Manual Local Service
‘«; Network Location A... Collects an... Started Automatic Network S...
1

(5) On the General tab, verify that Startup type is set to Automatic (Delayed Start).

nxlog Properties (Local Computer) x|

Display name: redog

—— senvice is responsible for unning the NXLog = =
e . See www.rodog.co. Dr j
Path to executable:

"C:\Program Files‘rodog‘\rodog exe” ¢ "C:\Program Files‘rodog'confrodog +
Statuptype: | | Automatic (Delayed Start) =~

Start | Stop I Pause Hesume
You can specify the start parameters that apply when you start the service
from here.
Start parameters I

oK Cancdl | Al
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(6) On the Recovery tab, verify that First failure, Second failure, and Subsequent failures are all set to

“Restart the Service”, then click “OK.”

nxlog Properties (Local Computer)

l

e LI Progran

Frogram:

14 A&7 N-Partner
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1.4.2 For Windows Server 2008 or later

(1) Open “Windows Powershell.”

(2) Restart the NXLog service, verify that it is running, and ensure there are no error messages:

PS C:\> Restart-Service -Name nxlog
PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType
PS C:\> Get-Content 'C:\ Program Files\ nxlog\data\nxlog.log'

2 Administrator: Windows Powershell

elect-Object -Property Mame,Status,

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text

with: 'C:\Program Files(x86)\nxlog\conf\nxlog.conf'

(3) Enter the command below to open the Services console:

PS C:\> Services.msc
2 Administrator: Windows PowerShell
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(4) Open the NXLog service properties: select “NXLog” = E Click “Properties.”
=10/
&9 [m|0]s

= HE| » 8 nw

l_a

., Services (Local) L)}, Services (Local)
nxlog Name - | Descripton | Status | StartupType |Llogonas | 4|
‘%, Multimedia Class Sc... Enablesrel... Manual Local System
Stop the service ‘. Net.Msmq Listener ... Receivesa... Disabled Network S...
Restart the service i NetPipe Listener A... Receivesa... Started  Automatic Local Service
" Net.Tcp Listener A... Receivesa... Started Automatic Local Service
Description: 4, Net.Tcp Port Sharin... Provides a... Started Automatic Local Service
m::;‘;zt‘s ;ﬁﬁmfgm the 7 Netlogon Maintains a... Started  Automatic Local System
S Network Access Pr... The Netwo... Manual Network S...
"+ Network Connections Manages 0... Started Manual Local System
‘% Network List Service  Identifies t... Started Manual Local Service
“; Network Location A... .. Started Automatic Network S...
1

(5) On the General tab, verify that Startup type is set to Automatic (Delayed Start).

x
Service name: mdog
Display name: rdog

Description service is responsible for running the NXLog i

: . See www ndog.co. o j
Path to executable:

"C:\Program Files\redog'rodog exe” ¢ "C:\Program Files\rodog'\conf\radog »
Statuptype: | |Automatic (Delayed Start) |

Start | Stop I Pause Hesume I
You can specify the start parameters that apply when you start the service
from here.
Start parameters I

0K Cancel Epply
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(6) On the Recovery tab, verify that First failure, Second failure, and Subsequent failures are all set to

“Restart the Service”, then click “OK.”

nxlog Properties (Local Computer)

l

e LI Progran

Frogram:

17 A&7 N-Partner
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2. Windows Server 2003

(1) Open “Command Prompt.”

(2) Enter the command below to create the DHCP log folder:
C:\> mkdir C:\Windows\System32\LogFiles\DHCP
C:\> dir C:\Windows\System32\LogFiles

¢ Command Prompt

Czsomkdir C:sWindowssSystem3dZ2\LogFiles\DHCP

C:s>dir C:\Windows\System32\LogFiles
Uolume in drive C has no label.

Uolume Serial Number is B476—-35A4
Dirvectory of C::\Windows:\System32:\LogFiles

B8 11,2825 @A2:53 PM {DIR> .
B8 11,2825 @2:53 PM <DIR> e
B8-11-2825 B2:53 PH {DIR> DHCP
B Filed(s) B bytes
3 Dirds> 41.373.687.888 bytes

18
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(4) Right-click “DHCP Server” (the example here is win2003-ad-eng.npartner.local) - select “Properties.’

RI=TE

Fle Action View Help
¢ AE XETRR @B DD

win2003-ad-eng.npartner.local [192.168.14.75]
IEB B} in2003-ad-eng.npartner.local l—ﬁ
Display Statistics. . Status

[+-{_1] Scope [192.168.15.0] NPAF -
{_f) Server Options TNER ** Active **

New Scope...
New Superscope. ..
MNew Multicast Scope...

Backup...
Restore. ..

Reconcile all Scopes...
Unauthorize

Define User Classes. ..
Define Vendor Classes...
Set Predefined Options. ..

All Tasks »
view :
Delete

« [ | Refresh | ol

[Opens the properties dialog box for the ¢ Export List... |

Help

19
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(5) On the Advanced tab, enter the audit log file path: C:\Windows\System32\LogFiles\DHCP and click

IIOK.”
win2003-ad-eng.npartner.local [192.168.14.75] Prog _"]ﬂ
General | DNS | Advanced

Specify the number of times the DHCP server should attempt conflict

detection for an IP address before the server leases the address to a client.

Conflict detection attempts: 0 —

Audit log file path: IND O'Ww/Shsystem32\LogFilesh\DH EF‘|] Browse...

Database path: IE:'\WINDDWS\SystemEZthcp Browse...

Backup path: IE:'\'W'INDDWS\SyslemBﬂdhcp'\ba Browse...

Change server connections bindings: Bindings...

DNS dynamic updates registration credentials: Credentials...
oK Cancel | 2ol

(6) Click “Yes” to restart the DHCP Server service.

4

! : In order for changes to take effect, the service must be stopped and restarted. Would vou like to do this now?

(7) Verify that the file Dhcp.log has been generated.
& C:\ WINDOWS'\ system32'LogFilesDHCP

File Edit View Favorites Tools Help

(JBack ~ o - T | sSeacch  Folders | & F X K,"
Address Ilj CWINDOWS\system32\LogFiles\DHCP

| Name ~ | Size | Type | Date Modified | attributes |
(Z] DhepSrvLog-Mon.log | 2KB Text Document 8/11/2025 2:58 PM A
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3. Windows Server 2008

3.1 DHCP IPv4

(1) Open DHCP.

(2) Right-click “IPv4” - select “Properties.”

=10l x|

| Fle Acton View Help

e 7m0 Hm

Contents of DHCP

Actions

1 win2008-ad-eng.npart | | | Scope [192. 166

Display Statistics...

Define User Classes...

Recondie All Scopes...

View >

Refresh

More Actions >

21
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(4) On the Advanced tab, enter the audit log file path: C:\Windows\System32\LogFiles\DHCP and click
IIOK.II

[1pvs propertes ——— ST

| General | DNS | Network Access Protection | Fiters | Advanced

Specify the number of times the DHCP server should attempt conflict
detection for an |P address before the server leases the address to a client.

Confiict detection attempts: 0

Audit log file path: ||Vindows\System32'\LogFiles\DHCP Browss .

3

| OK || Cancel | fopy |
(5) Click “Yes” to restart the DHCP Server service.

x

In order for changes to take effect, the service must be stopped
and restarted. Would you like to do this now?

(v || |
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3.2 DHCP IPv6

(1) Right-click “IPv6” = select “Properties.”

File Action View Help

=101

e A ] ] N ERERENN ? o3

CF DHCP

Contents of DHCP

= i win2008-ad-eng.npart

Display Statistics. ..

&= Scope [fc00::] r
___3 Server Options

Define User Classes...
Define Vendor Classes...

Set Predefined Options...

4 [ pa

‘Opens the properties dialog box for the o|

24
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(3) On the Advanced tab, enter the audit log file path: C:\Windows\System32\LogFiles\DHCP and click

IIO K.”

IPv6 Properties

25 A&7 N-Partner
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4. Windows Server 2012
4.1 DHCP IPv4

(1) Open DHCP.

(2) Right-click “IPv4” - select “Properties.”

! e [l
File Action View Help
o9 2mE ez BE S

@ DHCP Actions

4 win2012-ad-eng.nj -
b | g IPv4 | IPvd

b @ IPvb Display Statistics... L. P

Contents of DHC
-4 Server Optiony|

L o102 141

New Scope...

New Superscope...

New Multicast Scope...
Configure Failover...
Replicate Failover Scopes...

Define User Classes...

Define Vendor Classes...
Reconcile All Scopes...

< u Set Predefined Options...

Opens the propy View »
Refresh
Export List...

Properties %l

Help

26
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[~ Automatically update statistics every:
Hours: Minutes:

| o5 [ 0=

||~7 &ableDHCPmdllgq!
server activity to a file daily to monitor system performance and
roubleshoot service i

[™ Show the BOOTP table folder
Displays the server table which can contain configuration entries to
support BOOTP clients.

(4) On the Advanced tab, enter the audit log file path: C:\Windows\System32\LogFiles\DHCP and click

llo K.II

DNS |
| Failover | Advanced

Specify the number of times the DHCP server should attempt corflict
detection for an |P address before the server leases the address to a client.

a
-

Conflict detection attempts: 05

Ifndows\Syslem!!Z\LogFila\DHCP

Change server connection bindings:

DNS dynamic update registration credentials:




(5) Click Yes to restart the DHCP Server service.

In order for changes to take effect, the service must be stopped and
restarted. Would you like to do this now?

s |||

28 A&/ N-Partner
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4.2 DHCP IPv6

(1) Right-click “IPv6” - select “Properties.”

File Action View Help

e 2FBcz BE 2

ZF DHCP Contents of DHC|| Actions

4 ﬁ win2012-ad-eng.nj | ] Scope [fc00:]

1Pv4 .3 Server Option:
[ IPvE

Display Statistics...

New Scope...

Define User Classes...
Define Vendor Classes...

Set Predefined Options...
View

Refresh

[ Automatically update statistics every:

Hours: Minutes:
| D_l:: |1u_|:;|

[ Enable DHCP audit logging
server o a file daily to monitor system performance and

troubleshoot service issues.

29
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(3) On the Advanced tab, enter the audit log file path: C:\Windows\System32\LogFiles\DHCP and click

IIO K.”

IMm\SyﬂanEZ\LngHIH\DHCP

DNS dynamic update registration credentials:

30 A&/ N-Partner
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5. Windows Server 2016
5.1 DHCP IPv4

(1) Open DHCP.

(2) Right-click “IPv4” - select “Properties.”

$ DHCP = 0 X
File Action View Help

I SRR =

? D_HCP Contents of DHC“ Actions
v 3 win2016-ad-eng.npa i3 Server O tion-‘ Pud -
[
® |Pv6 Display Statistics... €. b
New Scope...

New Superscope...

New Multicast Scope...

Configure Failover...

Replicate Failover Scopes...

Define User Classes...

Define Vendor Classes...

Reconcile All Scopes...

<
Set Predefined Options...

Opens the prop:

View

Refresh
Export List...

Properties

Help
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(3) On the General tab, verify that Enable “DHCP audit logging” is selected.

IPv4 Properties ? X

General |DNS  Fiters  Failover Advanced
% Server
[~ Automatically update statistics every:

Hours: Minutes:
g [

I | Enable DHCP audit Iugging!
ntes server activity to a file daily to monitor system performance and

troubleshoat service issues.

[~ Show the BOOTP table folder
Displays the server table which can contain configuration entries to
support BOOTP clients.

o] s ||

(4) On the Advanced tab, enter the audit log file path: C:\Windows\System32\LogFiles\DHCP and click

IIO K .II

IPv4 Properties ? X

Geneal DNS  Fiters Faiover

Specify the number of times the DHCP server should attempt conflict
detection for an IP address before the server leases the address to a client.

Conflict detection attempts: | 0 _%
Audit log file path: |[Vindows'\System32\LogFiles\DHCP |  Browse... |
Bindings

Change server connection bindings:

DNS dynamic update registration credentials: Credentials...

o] i |15
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(5) Click Yes to restart the DHCP Server service.

DHCP

In order for changes to take effect, the service must be stopped and
A restarted. Would you like to do this now?

e e |

33 &7 N-Partner
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5.2 DHCP IPv6

(1) Right-click “IPv6” - select “Properties.”

¥ DHCP - O X
File Action View Help

&= | 257 E k= R &

? [ZHCP Contents of DHC| | Actions
v § vs_/m2016-ad-eng.npa j Server Option{ | IPv6 s
% |Pvd
[ & 1PV - Scope [fc00:] More... b
Display Statistics...
New Scope...

Define User Classes...

Define Vendor Classes...

Set Predefined Options...
View >
Refresh
Export List...
<
Opens the prop fiopee l\l

b

(2) On the General tab, verify that “Enable DHCP audit logging” is selected.

IPv6 Properties ? X

DNS  Advanced

& s

™ Automatically update statistics every:
Minutes:

Hours:
I C_IZI |1E_|:'

|¥_Enable DHCP aud logging|

Writes server activity to a file daily to monitor system performance and
troubleshoot service issues.

T

34
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(3) On the Advanced tab, enter the audit log file path: C:\Windows\System32\LogFiles\DHCP and click

IIO K.”

IPv6 Properties 4 X

General DNS | Advanced

Audit log file path: || Vindows"\System32\LogFiles\DHCP Browse... |

Change server connection bindings: Bindings...

DNS dynamic update registration credentials: Credentials...

Coc | oo || i
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6. Windows Server 2019
6.1 DHCP IPv4

(1) Open DHCP.

(2) Right-click “IPv4” - select “Properties.”

@ DHCP - O X
File Action View Help
= |5 = HEE 8
2 [zHCP | Contents of DHCPi Actions
i _-_ “f-"f:\::’ad'eng'”pm”e" 3 win2019-ad-enai‘ DHCP -
’3 IPv6 Display Statistics... More... »
New Scope...

New Superscope...

New Multicast Scope...

Configure Failover...

Replicate Failover Scopes...

Define User Classes...

Define Vendor Classes...

Reconcile All Scopes...

2 Set Predefined Options...

|Opens the prope

Refresh

Properties

Help
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(3) On the General tab, verify that Enable “DHCP audit logging” is selected.

IPv4 Properties ? X

General |DNS  Fiters Failover Advanced
% Server

[~ Automatically update statistics every:
Hours: Minutes:
| 0 | 10
= =1

[ Enable DHCP audt logaing
Wiites server activity to a file daily to monitor system performance and
troubleshoot service issues.

™ Show the BOOTP table folder
Displays the server table which can contain configuration entries to
support BOOTP clients.

s | [0

(4) On the Advanced tab, enter the audit log file path: C:\Windows\System32\LogFiles\DHCP and click

IIO K .II

IPv4 Properties ? X

General DNS  Fitters Fdover

Specify the number of times the DHCP server should attempt conflict
detection for an |IP address before the server leases the address to a client.

Conflict detection attempts: 04

Audit log file path: |[Vindows\System32\LogFies\DHCP |  Browse... |

Change server connection bindings: Bindings... |

DNS dynamic update registration credentials: Credentials... |

oot || e
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(5) Click Yes to restart the DHCP Server service.

DHCP

In order for changes to take effect, the service must be stopped and
restarted. Would you like to do this now?

e e |
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e
ATh
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]
.

6.2 DHCP IPv6

(1) Right-click “IPv6” - select “Properties.”
¥ DHCP - ] X

File Action View Help

s @z HE L

@ DHCP Contents of DHCP|| Actions
v i win2019-ad-eng.npartner a win2019-ad-en{ | DHCP -
> 7 IPv4 1
> @ IPvb More ... »
Display Statistics...
New Scope...
Define User Classes...

Define Vendor Classes...

Set Predefined Options...

Refresh

Properties bl
Help

<

Opens the properties dialog box

(2) On the General tab, verify that “Enable DHCP audit logging” is selected.

|Pvb Properties ? X

[ General |DNS  Advanced
E Server

[~ Automatically update statistics every:
Hours: Minutes:
| -
[od [o

|F Enable DHCP audit logging |

Wiites server activity to a file daily to monitor system performance and
troubleshoat service issues.

ok Cancel Aoply
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(3) On the Advanced tab, enter the audit log file path: C:\Windows\System32\LogFiles\DHCP and click

IIO K.”

IPvG Properties

General DNS | Advanced

Audit log file path: | |Vindows\System32\LogFiles\DHCP Browse...

Change server connection bindings: Bindings...

Pl

DNS dynamic update registration credentials: Credentials...

=l
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7. Windows Server 2022
7.1 DHCP IPv4

(1) Open DHCP.

(2) Right-click “IPv4” - select “Properties.”

¥ DHCP ~ = =
File Action View Help
&= 5= HHE L

2 D_HCP Contents of DHC| | Actions
v = win2022-ad-eng.npartner.li| = win2022-ad-e! | DHCP -

7 Pvi Display Statistics... More Actions  »

as

New Scope...
New Superscope...

New Multicast Scope...

Configure Failover...

Replicate Failover Scopes...

Define User Classes...

Define Vendor Classes...

Reconcile All Scopes...

<

Set Predefined Options...

Opens the prog

Refresh

Properties

Help
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(3) On the General tab, verify that Enable “DHCP audit logging” is selected.

IPv4 Properties ? X

[Genea Jons  Fters Faiover Advanced
@ Server

[~ Automatically update statistics every:
Hours: Minutes:
= P |
| o= | 105

|!¢ Enable DHCP audit IEE'% I
Wiites server activity to a file daily to monitor system performance and
troubleshoot service issues.
[~ Show the BOOTP table folder

Displays the server table which can contain configuration entries to
support BOOTP clients.

Goron | [0

(4) On the Advanced tab, enter the audit log file path: C:\Windows\System32\LogFiles\DHCP and click

IIO K .II

IPv4 Properties ? X

General DNS  Filters Fa'lover

Specify the number of times the DHCP server should attempt conflict
detection for an IP address before the server leases the address to a client.

Conflict detection attempts: 05

Audt log file path: INindows\Syxtem?.?\Lngﬁl-es\DHCP Bowse... |

Change server connection bindings: Bindings... |

DNS dynamic update registration credentials: Credentials... I

=n]
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(5) Click Yes to restart the DHCP Server service.

DHCP

In order for changes to take effect, the service must be stopped and
A restarted. Would you like to do this now?

e e |
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7.2 DHCP IPv6

(1) Right-click “IPv6” - select “Properties.”

¥ DHCP - O X
File Action View Help

-1

2 DHCP Contents of DHC|| Actions

v j win2022-ad-eng.npartner.l i win2022-ad-ei | DHCP -
> g Pvd
>, IPvE More Actions P

Display Statistics...
New Scope...

Define User Classes...

Define Vendor Classes...
Set Predefined Options...
Refresh
[ Froperies S
Help

i IL L)

Opens the properties dialog box for the

(2) On the General tab, verify that “Enable DHCP audit logging” is selected.

IPv6 Properties ? X

General | DNS  Advanced

z‘) Server

[~ Automatically update statistics every:
Hours: Minutes:
- |
=R

[¥ " Enable DHCP audt logai
Writes server activity to a file daily to monitor system performance and
troubleshoot service issues.

[ ok | ocancel = Aok
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(3) On the Advanced tab, enter the audit log file path: C:\Windows\System32\LogFiles\DHCP and click

IIO K.”

IPv6 Properties

e o5 [T

Audit log file path:

|Nindows\5:istem32\Log Files\DHCP

Change server connection bindings:

DNS dynamic update registration credentials:

Cancel

Browse...

45
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Credentials....

Il

Apply
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8. N-Reporter

(1) Add a Windows DHCP device:

Go to “Device Management” - “Device Treeview” - click “Add.”

N-Reporter 7 @
._g’ hank2 (Global) ~ B Home / Device / Davice Treeview
-

— & Device Treeview
i= Event

[shl. Report All v Search

Q Analysis + {5 Global £\ /. (198/229)
- “7 Unknown Device (0/18)
# NRobot .

T Resource Recovery Area (0/1)
@ Dashboard

== :
== Device

Device Treeview

Device Management
Device Additional Setting
Alert Template

Device Abnormal Alert
Config Comparison

User Defined Format

(2) Select the device type:

Choose “Application/DB/OS/Server” - click “Guided Mode.”

Device Category

Switch / Router
If the device only actives the

A switch is a network hardware

Host type, providing specific se

S
- Application / DB / OS / Server

l_-l’ Firewall / IPS / Load Balancer / NAC / UTM /
T 1 WAF / Wireless

N . MNetwork security related

/ \I /\ N-Cloud / N-Reporter / N-Probe

| — -] -

2 L N-Probe can collect traffic at a rafio

N ?/

Auto / More / User Defined Format
Q Customization and other equipm

Expert Mode Guided Mode Cancel
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8.1 For Windows Server 2003 or earlier

(1) Basic Device Settings:
Enter the device name and IP address - For Syslog Data Format, select “Windows DHCP” = click

“Next.”

Basic Setting

Machine Name *

WinDHCP-192.168.

P~

192.168.

D P

Global

Syslog Format® Ej | | Activate Full-text Search (FTS)

Windows DHCP

User Defined Syslog Format ©

SNMP Model ©

Not Activated

Performance Monitoring Setting
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(2) Syslog Settings

Set “Facility” to “(20) local use 4 (local4)” and “Encoding” to “BIG5” = click “Next.”

If “Raw Data Kept” is checked, the “Event Query” page will display raw data information.

Syslog Setting A
Facility &

(20} local use 4 (locald) A
Encoding

BIG5 v

Syslog Normalized Data Retention Days (Max) &

7-18250

Syslog Normalized Data Retention Days (At Least) &

1-18250

Raw Data Kept and Replied

Raw Data Kept
|:| Raw data format is adopted while Syslog relaying is activated in Threshold Report.

|:| The source IP will be kept in normalized data relaying

Previous Next Cancel
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(3) Others
Set “Device Icon” to “Host” - Set “Receiving Status” to Activated” - click “Next” = Confirm.

&h Add Device - Other x

Other A~

Device Icon

Host hd

Latitude and Longitude

atitude, longitude

Remark ©

special format: [key]="value”, which can be exported into a custom field.

Receive Status

(B Lty P . "
(@) Activated (_) Disabled

Previuus Cancel

Activate default templates for devices of the same vendor type, click “No.”

£+ Activate default template, this will apply to the same vendor type ?
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8.2 For Windows Server 2008 or later

(1) Basic Device Settings:
Enter the device name and IP address - For Syslog Data Format, select “Windows DHCP” = click

“Next.”

Basic Setting

Machine Name *

WinDHCP-192.168.

P~

192.168.

D P

Global

Syslog Format® Ej | | Activate Full-text Search (FTS)

Windows DHCP

User Defined Syslog Format ©

SNMP Model ©

Not Activated

Performance Monitoring Setting
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(2) Syslog Settings

Set “Facility” to “(20) local use 4 (local4)” and “Encoding” to “UTF-8” - click “Next.”

If “Raw Data Kept” is checked, the “Event Query” page will display raw data information.

Syslog Setting A
Facility &

(20) local use 4 (locald) A
Encoding

UTF-8 w

Syslog Normalized Data Retention Days (Max) ©&

7-18250

Syslog Normalized Data Retention Days (At Least) &

1-18250

Raw Data Kept and Replied

Raw Data Kept
D Raw data format is adopted while Syslog relaying is activated in Thresheld Report.

D The source IP will be kept in normalized data relaying

Previous Next Cancel
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(3) Others
Set “Device Icon” to “Host” - Set “Receiving Status” to Activated” - click “Next” = Confirm.

&h Add Device - Other x

Other A~

Latitude and Longitude

atitude, longitude

Remark ©

special format: [key]="value”, which can be exported into a custom field.

Receive Status

(B Lty P . "
(@) Activated (_) Disabled

Previuus Cancel

Activate default templates for devices of the same vendor type, click “No.”

£+ Activate default template, this will apply to the same vendor type ?
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9. Troubleshooting

9.1 Adjusting the DHCP Log File Size

(1) Open “Windows PowerShell.”

.

Windows

PowerShell

(2) Enter the command below to view the DHCP Server audit log settings:

PS C:\>

EN Administrator: Windows PowerShell

PS C:\> Get-DhcpServerAuditlLog

C:\Windows\System32\LogFiles\DHCP

: True
1z : 70
DiskCheckInterval : 50
MinMBDiskSpace : 28

(3) Enter the command below to set the DHCP log file size:
Parameter: -MaxMBFileSize 700
700 MB + 7 days = maximum 100 MB per file

E¥ Administrator: Windows PowerShell - O X

PS C:\> Set-DhcpServerAuditlLog 700
WARNING: Please restart the DHCP server service on WIN2822-AD-ENG for

the new setting to take effect.
PS C:\>
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(4) Enter the command below to restart the DHCP Server service:

PS C:\> Restart-Service DHCPServer

EN Administrator: Windows PowerShell — O X

PS C:\> Restart-Service DHCPServer
WARNING: Waiting for service "DHCP Server (DHCPServer)' to start...

WARNING: Waiting for service 'DHCP Server (DHCPServer)' to start...
PS C:\>

(5) Enter the command below to check the DHCP Server service:

PS C:\> Get-Service DHCPServer

.
"

¥ Administrator; Windows PowerShell

PS C:\> GEt-Service DHCPServer
Status Name DisplayName

Running DHCPServer DHCP Server

PS C:\>

(6) Enter the command below to view the DHCP Server audit log settings again:

PS C:\> Get-DhcpServerAuditLog

EN Administrator: Windows PowerShell

PS C:\> Get-DhcpServerAuditLog

Path : C:\Windows\System32\LogFiles\DHCP
Enable : True
MaxMBFileSize : 700

DiskCheckInterval : 5@
MinMBDiskSpace : 28

54 &7 N-Partner



el : +886:4-23752865 Fax : +886-4-23757458
Sales Information : sales@npartner.com

Technical Support : support@npartner.com




