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Preface

This document describes how N-Reporter users can configure Windows AD event logging using
the open-source tool NXLog.

NXLog converts Windows AD event logs into syslog format and forwards them to N-Reporter for
normalization, auditing, and analysis.

This document applies to Windows Server 2000, 2003, 2008, 2012, 2016, 2019, and 2022.

References

Audit Policy Recommendations:

https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-

practices/audit-policy-recommendations

Events to Monitor:

https://learn.microsoft.com/windows-server/identity/ad-ds/plan/appendix-l--events-to-

monitor
Connect Windows Security Events:

https://docs.microsoft.com/zh-tw/azure/sentinel/connect-windows-security-events

Note: This document is provided solely as a reference for configuring log output. It is recommended
that you contact the device or software vendor for assistance with the appropriate log export

methods.
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1. NXLog
1.1 NXLog Installation

(1) Download NXLog CE (Community Edition)

Please go to: https://nxlog.co/products/nxlog-community-edition/download

Download the latest version of nxlog-ce-x.x.xxxx.msi.

Example Here: nxlog-ce-3.2.2329.msi

Windows x86-64 nxlog-ce-3.2.2329.msi

Note: If you require the 32-bit version of NXLog, please contact our support team.

(2) Install NXLog

<2.1> For Windows Server 2008 or later:

T F
7o MHCeg-CL Setup

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will install NXLog-CE on your computer,
Click Next to continue or Cancel to exit the Setup Wizard,

Partner


https://nxlog.co/products/nxlog-community-edition/download

(3) Select “ accept the terms in the License Agreement,” then click “Next.”

{i# NXLog-CE Setup [_ X
End-User License Agreement 2
Please read the following license agreement carefully '
NXLOG PUBLIC LICENSE v1.0 i—l

1. DEFINITIONS
“License” shall mean version 1.0 of the NXLOG PUBLIC
LICENSE, 1.e. the terms and conditions set forth in this document,
“Software” shall mean the source code and object code form, all
associated media, printed matenals, and "online" or electronic
documentation. All such software and matenals are referred to |

F 1 accept thetennshtheUcemeAqeemaa
Print I Back Cancel I

(4) Click “Next.” (The default installation path is (C:\Program Files\nxlog\).

{&# NXLog-CE Setup =] B3
Destination Folder 2
Click Next ta install to the default Folder or chick Change to choose another,

Install NXLog-CE to:

|C \Program Files\nxlog),

Change.., I

Back | | [ Cancel I
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(5) Click “Install.”

{i NXLog-CE Setup

(6) Click “Finish.”

.‘ NXLog-CE Setup
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<2.2> For Windows Server 2003:
Download File: nxlog-ce-3.2.2329.msi. - Select “Install” and proceed until the installation completes. >
Click “Finish” to exit.

7 NXLog-CE Setup — X

Ready to install NXLog-CE @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

<2.3> For Windows 2000:

(1) Navigate to the NXLog CE legacy download page: https://sourceforge.net/projects/nxlog-ce/

(2) Click “See All Activity” and download the Windows 2000—compatible version “/nxlog-ce-
2.8.1248.msi.”

(3) Launch “nxlog-ce-2.8.1248.msi,” and accept the license terms, click “Install,” and then “Finish.”

NXLOG PUBLIC LICENSE

v1.0

1. DEFINITIONS
“License” shall mean version 1.0 of the
NXLOG PUBLIC LICENSE, i.e. the
terms and conditions set forth in this
document,
“Software” shall mean the source code and

Abhiact cada Frven all arcacintad snadia
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https://sourceforge.net/projects/nxlog-ce/

1.2 Download NXLog Configuration File
1.2.1 For Windows Server 2003 or earlier
1.2.1.1 Export host audit, object access, and account management event logs

(1) Open “Command Prompt.”

Command
Prompt

(2) Download the “NXLog Windows 2003 File” and overwrite the existing NXLog configuration file in the
Windows system.

Download link: http://www.npartner.com/download/tech/nxlog Win2003Server.conf

C:\> copy "C:\nxlog_Win2003Server.conf" " \nxlog\conf\nxlog.conf

ommand Prompt

Note: The example above is for a 64-bit operating system. For a 32-bit operating system, replace the

highlighted text with: 'C:\ Program Files (x86)\nxlog\conf\nxlog.conf'

The recommended default setting outputs only host audit, object access, and account management

events, minimizing performance impact on the Windows Server host.

8 &7 N-Partner


http://www.npartner.com/download/tech/nxlog_Win2003Server.conf

1.2.1.2 Export All Event Logs

(1) Open “Command Prompt.”

(2) Download the “NXLog Windows 2003 File” and overwrite the existing NXLog configuration file in the
Windows system.

Download link: http://www.npartner.com/download/tech/nxlog Win2003All.conf

C:\> copy "C:\nxlog_Win2003All.conf" " \nxlog\conf\nxlog.conf" /y

ommand Prompt

C:%>copy "C:\nxlog Win2003All.conf"” "C:\Program Files\nxlog\conf\nxlog.conf" fy
1 file(s) copied.

G\

Note: The example above is for a 64-bit operating system. For a 32-bit operating system, replace the

highlighted text with: 'C:\ Program Files (x86)\nxlog\conf\nxlog.conf'

This configuration file exports all Windows event logs.
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http://www.npartner.com/download/tech/nxlog_Win2003All.conf

1.2.2 For Windows Server 2008 or later

1.2.2.1 Export host audit, object access, and account management event logs

(1) Open “Windows PowerShell.”

Lo

Windows
PowerShell

(2) Download the “NXLog Windows 2008 File” and overwrite the existing NXLog configuration file in the

Windows system.

Download link: http://www.npartner.com/download/tech/nxlog Win2008Server.conf

PS C:\> Invoke-WebRequest -Uri 'http://www.npartner.com/download/tech/nxlog_Win2008Server.conf'

\nxlog\conf\nxlog.conf

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text

with: 'C:\ Program Files(x86)\nxlog\conf\nxlog.conf'

The recommended default setting outputs only host audit, object access, and account management

events, minimizing performance impact on the Windows Server host.
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http://www.npartner.com/download/tech/nxlog_Win2008Server.conf

1.2.2.2 Export All Application, Security, and System Event Logs

(1) Open “Command Prompt.”

Command
Prompt

(2) Download the “NXLog Windows 2008 File” and overwrite the existing NXLog configuration file in the
Windows system.

Download link: http://www.npartner.com/download/tech/nxlog Win2008All.conf

C:\> Invoke-WebRequest -Uri 'http://www.npartner.com/download/tech/nxlog_Win2008All.conf" -
OutFile' \nxlog\conf\nxlog.conf'

Administrator: Windows PowerShell

III flebR -Uri “htt

Note: The example above is for a 64-bit operating system. For a 32-bit operating system, replace the

highlighted text with: 'C:\ Program Files (x86)\nxlog\conf\nxlog.conf'

This configuration file exports all Windows Application, Security, and System event logs.

1 7 N-Partner


http://www.npartner.com/download/tech/nxlog_Win2008All.conf

1.3 NXLog Configuration

1.3.1 For Windows Server 2003 or earlier

1.3.1.1 Export host audit, object access, and account management event logs

(2003Server.conf)

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud  192.168.1.184

define ROOT C:\Program Files\nxlog

define CERTDIR  %ROOT%\cert

define CONFDIR  %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %RO0T%\modules

CacheDir %ROOT%\data

Pidfile %RO0T%\data\nxlog.pid
SpoolDir %RO0T%\data

## Load the modules needed by the outputs
<Extension syslog>
Module xm_syslog

</Extension>

## Windows Server 2000 - 2003 Event Log use the following:
<Input in_eventlog>
Module im_mseventlog
ReadFromLast TRUE
SEVE TRUE
Exec parse_syslog_bsd(); \
if (SEventID == 672 or SEventID == 673 or SEventID == 675 or SEventID == 528 or SEventID == 529 or
SEventID == 538 or SEventID == 540 or SEventID == 551 or SEventID == 560 or SEventID == 612 or SEventID == 624
or SEventID == 626 or SEventID == 627 or SEventID == 628 or SEventID == 629 or SEventID == 630 or SEventID ==
631 or SEventID == 632 or SEventID == 633 or SEventID == 634 or SEventID == 635 or SEventID == 636 or $SEventID
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== 637 or SEventID == 638 or SEventID == 641 or SEventID == 642 or SEventID == 644 or SEventID == 645 or
SEventID == 646 or SEventID == 647) { SSyslogFacilityValue = 13; } \
else if (SSourceName == "Service Control Manager") { $SyslogFacilityValue = 13; } \
else if (SSourceName =~ /AMSSQL*/) { SSyslogFacilityValue = 18; } \
else\
{\
drop();\

}
</Input>

<Output out_eventlog>
Module om_udp
Host %NCloud%
Port 514

Exec SMessage = string(SEventID) + ": " + SMessage;

Exec if (SEventType == 'ERROR' or $SEventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \

else if (SEventType == "WARNING') { $SyslogSeverityValue = 4; }\
else if (SEventType =='INFO' or $EventType =="'AUDIT_SUCCESS') { $SyslogSeverityValue = 5; }
Exec to_syslog_bsd();

</Output>

<Route eventlog>
Path in_eventlog => out_eventlog

</Route>

Enter the N-Cloud system IP address in the blue text section.

define NCloud 192.168.8.184

This example is based on a 64-bit operating system.

For a 32-bit operating system, use the following setting instead:
define ROOT C:\Program Files (x86)\nxlog

m al Ly i




1.3.1.2 Export All Event Logs (2003All.conf)

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.184

define ROOT C:\Program Files\nxlog

define CERTDIR  %ROOT%\cert

define CONFDIR  %ROOT%\conf

define LOGDIR  %RO0T%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %RO0T%\modules

CacheDir %ROOT%\data

Pidfile %RO0T%\data\nxlog.pid
SpoolDir %RO0T%\data

## Load the modules needed by the outputs
<Extension syslog>
Module xm_syslog

</Extension>

## Windows Server 2000 - 2003 Event Log use the following:
<Input in_eventlog>

Module im_mseventlog

ReadFromLast TRUE

SEVE TRUE

Exec parse_syslog_bsd();

</Input>

<Output out_eventlog>
Module om_udp
Host %NCloud%
Port 514
Exec SMessage = string(SEventID) + ": " + SMessage;
Exec if (SEventType == 'ERROR' or SEventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \

else if (SEventType == 'WARNING') {SSyslogSeverityValue = 4; } \
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else if (SEventType =='INFO' or SEventType == '"AUDIT_SUCCESS') { SSyslogSeverityValue =5; }

Exec to_syslog_bsd();
</Output>

<Route eventlog>

Path in_eventlog => out_eventlog

</Route>

Enter the N-Cloud system IP address in the blue text section.

define NCloud 192.168.8.184

This example is based on a 64-bit operating system.

For a 32-bit operating system, use the following setting instead:

define ROOT C:\Program Files (x86)\nxlog

File name: Inxlog.conf j | Save |
Save as type: IAII Files j Cancel
Encoding: I ANSI Ll

Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as

type, select “All Files (*.*)”. For Encoding, select UTF-8 to avoid encoding errors that could prevent the

service from starting.

15 )
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1.3.2 For Windows Server 2008 or later

1.3.2.1 Export Host Audit, Object Access, and Account Management Event Logs

(2008Server.conf)

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud  192.168.3.50

define ROOT C:\Program Files\nxlog

define CERTDIR  %ROOT%\cert

define CONFDIR  %ROOT%)\conf

define LOGDIR  %ROOQOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfle  %ROOT%\data\nxlog.pid
SpoolDir  %ROO0T%\data

## Load the modules needed by the outputs
<Extension syslog>
Module xm_syslog

</Extension>

## define Security Events

define SecurityEvents 1100, 1102, 4768, 4769, 4771, 4616, 4657, 4624, \
4625, 4634, 4647, 4648, 5140, 5142, 5143, 5144, \
5145, 5168, 4656, 4658, 4660, 4663, 4664, 4688, \
4985, 5051, 4670, 4719, 4739, 4720, 4722, 4723, \
4724, 4725, 4726, 4738, 4740, 4767, 4727, 4728, \
4729, 4730, 4731, 4732, 4733, 4734, 4735, 4737, \
4764, 4741, 4742, 4743, 4744, 4745, 4748, 4749, \
4750, 4753, 4754, 4755, 4756, 4758, 4759, 4760, \
4763, 4778, 4783, 4800, 4801

## define Other Events

define OtherEvents 7036
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## Windows Server 2008 or higher Event Log use the following:
<Input in_eventlog>
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query Id="0">\
<Select Path="Security">*</Select> \
<Select Path="System">*</Select> \
</Query>\
</QueryList>
Exec if ($EventlD NOT IN (%SecurityEvents%)) and \
($EventID NOT IN (%OtherEvents%)) drop();

</Input>

<Qutput out_eventlog>
Module om_udp
Host  %NCloud%
Port 514
Exec $SyslogFacilityValue = 17;
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if (5EventType == 'ERROR' or $EventType =='AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if ($EventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if ($EventType =="INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue = 5; }
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog

</Route>

Enter the N-Cloud system IP address in the blue text section.

define NCloud 192.168.3.50

This example is based on a 64-bit operating system.

For a 32-bit operating system, use the following setting instead:

define ROOT C:\Program Files (x86)\nxlog
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1.3.2.2 Export All Application, Security, and System Event Logs (2008All.conf)

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud  192.168.8.184

define ROOT C:\Program Files\nxlog

define CERTDIR  %ROOT%\cert

define CONFDIR  %ROOT%\conf

define LOGDIR  %RO0T%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %RO0T%\modules

CacheDir %ROOT%\data

Pidfile %RO0T%\data\nxlog.pid
SpoolDir %RO0T%\data

## Load the modules needed by the outputs
<Extension syslog>
Module xm_syslog

</Extension>

## Windows Server 2008 or higher Event Log use the following:
<Input in_eventlog>
Module im_msvistalog
ReadFromLast TRUE
SEVE TRUE
Query <QueryList>\
<Query 1d="0">\
<Select Path="Application">*</Select>\
<Select Path="Security">*</Select>\
<Select Path="System">*</Select>\
</Query>\
</QueryList>

</Input>

<Output out_eventlog>
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Module om_udp

Host  %NCloud%

Port 514

Exec $SyslogFacilityValue = 17;

Exec SMessage = string(SSourceName) + ": " + string(SEventID) + ": "' + SMessage;

Exec if (SEventType == 'ERROR' or SEventType =="'AUDIT_FAILURE') { SSyslogSeverityValue = 3; } \

else if (SEventType == '"WARNING') {SSyslogSeverityValue = 4; } \

else if (SEventType =='INFO' or SEventType == '"AUDIT_SUCCESS') { $SyslogSeverityValue =5; }
Exec to_syslog_bsd();

</Output>

<Route eventlog>

Path in_eventlog => out_eventlog

</Route>

Enter the N-Cloud system IP address in the blue text section.

define NCloud 192.168.8.184

This example is based on a 64-bit operating system.

For a 32-bit operating system, use the following setting instead:

define ROOT C:\Program Files (x86)\nxlog

Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as

type, select “All Files (*.*)”. For Encoding, select UTF-8 to avoid encoding errors that could prevent the

service from starting.
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1.4 Starting the NXLog Service
1.4.1 For Windows Server 2003 or earlier

(1) Open “Command Prompt.”

(2) Start the NXLog service and verify that there are no error messages:
C:\>
C:\>

“  Command Prompt

C:%net start nxlog
The nxlog service 1s starting.
The nxlog service was started successfully.

C:\>type "C:\Program Files\nxlog\data‘\nxlog.log"
2025-08-15 10:47:40 INFO nxlog-ce-2.8.1248 started

G\

(3) Enter the command below to open the Services console:

C:\> Services.msc

¢+ Command Prompt

C:»\>8Sewices.msc

C:N\>
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(4) Open the NXLog service properties: select “NXLog” = Click “Properties.”

%, Services -0 x|

| ation view ||« =» | B @E([FIRDB|( @/ = 1 » l

Tree I Mame / | Description l Skatus | Startup Type | Log On As l :I
% Services (Local) &84 Network DDE Provides n... Manual LocalSystem
%Network DDE DSDM Manages s... Manual LocalSystem

NT LM Security S

rted Automa _
%% Performance Logs a...  Configures... Manual LacalSystem
s%Plug and Play Manages d... Started Automatic LocalSystem
%Print Spooler Loads files ... Started Automatic LocalSystem
%Pfutected Storage Provides pr... Started Automatic LocalSystem LI

__LocalSyste

m

I

(5) On the General tab, verify that Startup type is set to Automatic (Delayed Start).

nxlog Properties (Local Computer) 2| x|

General | Log Dnl FIecoveryI Dependenciesl

Service name: nxlog

Display name: nxlog

Description: Thig service is responsible for running the nxlog agent. ¢

Path to executable:
C:\Program Files\nxloginxlog.exe -¢ "'C:\Program Files\nxloghconfinxlog.cc

Startup type: Automatic |

Service status:  Started

Lip

| Stop I Pause Hesume |

You can specify the start parameters that apply when you start the service
from here.

Start parameters: I

0K Cancel Apply
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(6) On the Recovery tab, verify that First failure, Second failure, and Subsequent failures are all set to

“Restart the Service”, then click “OK.”

nxlog Properties {Local Computer) 27| x|

General' Log On| Recovery Dependenciesl

Select the computer's response if this service fails.

First failure: I Restart the Service ;I
Second failure: IFIestarl the Service ;I
Subsequent failures: IFIestart the Service ;I
Reset fail count after: 0 days
Restart service after: 1 minutes
— Hur file

File:

I Browse...

Command line parameters:

™ Append fail count to end of command line [/fail=%1%]

Restart Computer Options...

22
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1.4.2 For Windows Server 2008 or later

(1) Open “Windows Powershell.”

(2) Restart the NXLog service, verify that it is running, and ensure there are no error messages:

PS C:\> Restart-Service -Name nxlog
PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType
PS C:\> Get-Content 'C:\ Program Files\ nxlog\data\nxlog.log'

2 Administrator: Windows PowerShell

pa ice -MName no
Ps G : -Name nxloz ect-Object -Property Name,Status,StartType

Mame  Status StartType

atanxlog, log’

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text

with: 'C:\Program Files(x86)\nxlog\conf\nxlog.conf'

(3) Enter the command below to open the Services console:

PS C:\> Services.msc
2 Administrator: Windows PowersShell
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(4) Open the NXLog service properties: select “NXLog” —>Click E “Properties.”

=101 x|

File Action View Help

@lb”ﬁln I&i_»lﬂﬁﬂ b @

nxlog Name « Description Status Startup T
G Network Connections Manageso... Started Manual
Stop the service & MNetwork List Service  Identifies ... Started Manual

Restart the service G Metwork Location A.,. Collects an.,. Started Automatic

Lo Metwork Store Inte...
xlog
line Files

Description:
This service is responsible for running the

vy O
NXLog agent. See www.nxlog.co. -

fw Performance Count... Enablesre... Manual
(4, Performance Logs ... Performan... Manual
i Plug and Play Enables a ... Started Automatic
L4, PrP-Y IP Bus Enum,., The PrP-X ... Disabled

7 Servess Gocm)

Log On As -
Local System
Local Service
MNetwork S...

Local System
Local Service
Local Service
Local System
Local System LI

\ Extended A Standard /

(5) On the General tab, verify that Startup type is set to Automatic (Delayed Start).

x
LngDn] Recovery | Dependencies |
Service name; rodog
Display name: rodog

eription: is service is responsible for unning the NXlog =
B ' . See www rodog co. j

Path to executable:
"C-\Program Files‘\rodog'rodog.exe” < "C:\Program Files rwlog'confrodog.

Startup type: I_-'Ju_rtcmah: [Delzyed Stad) 'l

Help me corfiqure service startup options.

Service status:  Started

Start | Stop I FPause Hesume

You can specify the start parameters that apply when you start the service
from here,

Start parameters I

oK I Cancel Apply
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(6) On the Recovery tab, verify that First failure, Second failure, and Subsequent failures are all set to

“Restart the Service”, then click “OK.”

nxleg Properties (Local Computer)
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2. Windows Server 2000

Windows Audit Policy Configuration:

For detailed information, refer to the Audit Policy Recommendations link in the references.

2.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

d
Active

Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Controllers, select “New,” and click “Organizational Unit.”

é Active Directory Users and Computers

=10I.x]

Jé Console  Window Help

=181

|J Action  View Hi- -’||‘|§“;Iﬁi§ﬂ§|?@m

Tree | npartner.local 5 objects
3 Active Directory Users and EIame [ Type | Description I
fginpartner.local |_JBuiltin builtinDomain
(] Builtin Delegate Contraol... ¥ Default container for upagr...
[__] Computer  Find... tional ...  Default container for new ...
{s;ﬂ Domain ©& Connect to Domain.. . r Default container for secu. ..
1 Foreign3e  Connect to Domain Controller. .. t Default container for upar...
L1 Users Operations Masters. .,
New » Computer
All Tasks »  Contact
X Group
View 4 - ;
Organizational Unit
New Window from Here = c
Printer N
Refresh User
Export List... Shared Folder
Properties
Help
< | v
26
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https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations

(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK.”

New Object - Organizational Unit 3 ﬂ

@ Create in:  npartner.local/

Name:

IIServers

A

Cancel l

(4) Move the Server to your New Organizational Unit:

Select the “Computers” organizational unit (OU) - right-click on the “WIN2000-AD” server.

Note: Please select the Windows AD server according to the actual environment. - click “Move.”

4% Active Directory Users and Computers

=101 x|

J@ Console  ‘Window Help | =18]x]

J Action  Yiew J " -

AmXEFRBE 2| e

Tree |

<§ Active Directory Users and
= @ npartner. local

(] Builtin

] Computers

- (5] Domain Controllers|

(2] Servers

(] ForeignSecurityPrir

{F] Servers

-] Users

o | 2

Domain Controllers 2 objects

MName | Type | Descripkion I

@ Servers Organizational ...

Manage

all Tasks »

Delete
Refresh

Properties

Help

Moves the current selection to another organizational unit, |
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

Container to move object to:

21|

E]*@ npartner
#-(_] Builtin
-] Computers
{&&] Domain Controllers
-] ForeignSecurityPrincipals

#-[_] Users

Cancel I

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2000-

AD” server has been moved.

:{f Active Directory Users and Computers

]@ Console  Window Help

=10/ |

=18

J&ction View |J¢l #||X|@|J;E@E@VQHQ

Tree I Servers 1 objects

| Type

Description |

é Active Directory Users and |JName
=2 npartner.local Ewmzoao—ao...

Computer

-] Builtin

-] Computers

= (2] Domain Controllers
L@

- ForeignSecurityPrir
(&) servers

&[] Users

28
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2.2 Group Policy Settings

(1) Click “Active Directory Users and Computers.”

d
Active

Directory
Users and
Computers

(2) In the “Servers” organizational unit (OU), right-click and select “Properties.”

4% Active Directory Users and Computers - |I:I|§|

|<p Consdle window e =151 x]
| atin vew || & 5 Bm XER R 2PBVEE

Tree I | Servers 1 objects
@ Active Directory Users and | Name [ Type | Description
= npartner local =) WINZ000-AD... Computer
/(] Builtin
(] Computers
=I-{€3] Domain Controllers

egate Control. .,

add members to a group. ..
Move...

Find...

Q ForeignSecu
~{&B) Servers
(] Users

Mew
all Tasks

View 3
Mew Window from Here

Delete
Rename
Refresh

< | Export List... i B

IOpens property sheet fcm |

Er I BIEY
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(3) Enter the Group Policy Object (GPO) name

On the “Group Policy” page - click “New.”

Genelall Managed By

Current Group Policy Object Links for Servers

%

Group Policy Dbject Links | No Dverride | Disabled |

Group Policy Objects higher in the list have the highest priority.
This list obtained from: win2000-ad-eng.npartner.local

Add.. | Edit I Up |

[ptions... Delete,.. | Froperties | Down |

™ Block Policy inheritance

0K I Cancel | Apply |

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)
Note: Please create the GPO name according to the actual environment.

- select “Edit.”

Servers Properties ﬂﬁl

Generall Managed By Group Policy I

Current Group Policy Object Links for Servers

%ﬁg

Group Policy Object Links No Uvelridel Disabled|

Group Policy Objects higher in the list have the highest priority.
This list obtained from: win2000-ad-eng.npartner.local

New add. || ea | s

Options... | Delete... I Properties Down I

™ Block Policy inheritance

Close | Cancel Apply

30

A&/ N-Partner



(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” - “Local Policies”

- “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” “Audit

directory service access,” “Audit logon events,” “Audit object access,” “Audit policy change,” “Audit

process tracking” and “Audit system events” - check “Define these policy settings”

click “OK.”

r§ Group Policy

Action  View |J & = | @|‘I§

: Success, Failure. >

=10/

Tree I

£4d N-Partner Policy [win2000-ad-eng.r 4 |

=43 Computer Configuration |

-] Software Settings

|E] 1 Windows Settings |

N

{‘_j] Scripts {Startup/Shutdo

| |2 Security Settings|

-2 Account Policies
=]~ z#4 Local Policies

[+ =z¢1 Audit Policy

[+ =] User Rights Ass

¢ Security Option
2¢) Event Log

8 Restricted Groups
(8 system Services
8 Reqgistry

#-_@ File System

(] Public Key Policies

H!HHH

| &, 1P Security Policies
-] Administrative Templates

Elgﬁ User Configuration
-1 Safhware QQiI'innc

Palicy  ~

Audit account logon events

no| Audit account management

ie|Audit directory service access
Audit logon events
Audit object access
Audit policy change

Computer Settin

Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure

o

Audit privilege use

Mot defined

ig] Audit process tracking
notaudit system events

Success, Failure

Success, Failure

o

Security Policy Setting

Audit process tracking
v

[V Define these policy settings
Audit these attempts:
V' Success

V' Failure

31

21

&7 N-Partner



(6) Event Log: Security Log Retention Method

Expand “Computer Configuration” = “Windows Settings” = “Security Settings” = “Event Log” -

“Settings for Event Logs” = select “Retention method for security log” = check “Define this policy

setting” = select “Overwrite events as needed” - click “OK.”

g ¥ Group Policy =10/ x|
| aton vew ||« = @@ X B 2@ |
Tree | Policy | Computer Setti
N-Partner Policy [win2000-ad-eng.npartner I 4 Maximum application log size Mot defined
=@ Computer Configuration | Maximum security log size Not defined
Software Settings Maximum system log size Mot defined
_] Windows Settings Restrict guest access to application log Mot defined
Scripts (Startup/Shutdown) Restri-:t quest access to security log Mot defined

Security Settings |
: Account Policies
Local Policies
Event Log
Settings for Event Logs
- Restricted Groups
@ System Services
(9 Registry
(9 File System
-] Public Key Policies
[+ g IP Security Policies on Active
o) Cl Administrative Templates
= & User Configuration
(] Software Settings
(] Wwindows Settings

@171 Adminictrative Temnlatec

< |

Restrict quest access ko system log

Retain application log

Retain security log

Retain system log

@1 Retention method For application log
F-,Ett?.l'.iflljrl r|'|E:H;|EIE| flil.r' .s.eturit‘;.i .ililg e

2%8]Retention method for system log

Security Policy Setting ;1

- Retention method for security log

[¥ Define this policy setting: |

" Dvenarite events by days

[ & Dverwrite events as needed |

" Do not ovenwiite events (clear log manually)

.Shut down the computer when the security a... Mot defined

Mot defined
Mot defined
Mot defined
Mot defined

__Not Fined _

as needed
Mot defined

21|

C o

Cancel
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” - “Windows Settings” - “Security Settings” - “Event Log” -
“Settings for Event Logs” = and click on “Maximum security log size” - Check “Define this policy setting”
- enter 204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

g¥ Group Policy =101.x]
“ Action  VYiew |J & - | ‘ X | @

Tree | Policy ~ | Computer Setting
N-Partner Policy [win2000-ad-eng.npartner. | & EP! Maximurn application log size Mot defined
= Computer Configuration aximum security log size 204300 kilobytes
-] Software Settings #¥]Maximum system log size Mot defined
' Windows Settings Restrict guest access to application log Mot defined
=]l Scripts (Startup)/Shutdown) Restrict guest access to security log Mot defined
Security Settings| Restrict guest access to system log Mot defined
Account Policies Retain application log Mot defined
Local Policies @8)Retain security log Not defined
~&g) Event Log Retain system log Not defined
=£ Settings For Event Logs &8]Retention method For application log Mot defined
: Restricted Groups Retention method For security log As needed
g System Services Retentinn method For system log Mot defined
g Ei:;;;s;;tem Shut down the computer when the security a... Net defined
-] Public Key Policies 2| x|
(23] IP Security Policies on Active . . .
- D Adm%stratwe Ter:pletes % Maximum security log size

= @ User Configuration
(] Software Settings

- Windows Settings | ¥ Define this policy seuing_l
1.1 Adminictrative Temnlabes _|.
»

< |

| |2E|4BUIJ 5’ kilobytes

o
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(8) On the Windows File server, open “Command Prompt.”

Command
Prompt

(9) Enter the command below to refresh group policy.

%] Command Prompt

C:\>secedit /refreshpolicy machine_policy senforce

Group policy propagation from the domain has been initiated for this compute
t may take a few minutes for the propagation to complete and the new policy
ake effect. Please check Application Log for errors, if any.

CiN>o
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2.3 Configure WMI

Configuring WM associates Windows account information with the “Username” field in “Event Query” of
N-Reporter.

(1) Check whether N-Reporter associates Windows AD with available user data.

PR |

General lAddressl Accountl Pmlilel Telephonesl Drganizalionl Mcﬂ_’l

g npartner
First name: I Initials: I

Last name: I

Display name: [npartner
Description: Engineer

Office: |Taichung Dffice

Telephone number: I Other... |

E-mail: |

‘Web page: | Other... |

nK I Canrel [ JYSET |
General | Address | Account | Profile | Telephones Organization | Met | 2]

Title: fi

Department: ITAC

Company: I
—Manager
Name: I

Change... I Wiew I Clear I

Direct reports:

| nK I Canrel I Lnnlu l
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(2) In “Event Query,” click the information of “Username.”

Hit Count vent Type : Src Username : Dst Usermname = Policy ID : Audit User Category ;

4724 An attempt was made to reset an accounts
password (An attempt was made to reset an
account's password) (User password changed)
(npartner)

Notice 1 audit Administrator i |

U
npartn 4724 Administrator S8t
Managem

(3) The system will show the full information of username.

Hit Count < Event Type : Src Usemame : Dst Username : Policy ID:E Audit User < Category |

4724 An attempt was made to reset an accounts

npartner
) assword (An attempt was made to reset an - = User
Notice P o o _ 1 audit Administrator| & | | (npariner, TAC, 4724 Administrator
account's password) (User password changed) - Managem
. . npartner, [32])
(npartner)
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2.3.1 Add Non-Admin Accounts

(1) Open “Active Directory Users and Computers.”

td
Active

Directory
Users and
Computers

(2) Create an Account
Expand “Domain Name” (the example here is npartner.local) = right-click the “Users” organizational unit

- select “New” = select “User”

Note: Select your organizational unit according to the actual environment.

4% Active Directory Users and Computers - ||:||5]

< Consolewindow B =181 ]
J Action  View |J¢l 4|||@|J;Iﬂi§1f&l?@fﬂ

Tree I npartner.local 6 objects
Active Directory Users and |Name [ Type | Description |
=% inpartner local| (JBuiltin builtinDomain
(-] Builtin (_JComputers Container Default container for upar...
[+ L::_] Computers (& Domain Contr... Organizational ...  Default container for new ...
@-{g] Domain Contrallers | (JForeignSecuri... Container Default container for secu...
- (] ForeignSecurityPrir | (] servers Organizational ...
- Asg] Servers (users Container Default container for upar...

Delegate Contral. ..

Find...
All Tasks 12 Contact
_ Group
< I MNew Window from Here Printer
Create anew obje  Refresh
. Shared Folder
Properties
Help
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(3) Enter your full name (in this example, it is “npartner”) and user logon name (in this example, it is

“npartner”), then click “Next.”

New Object - User x|

g Create in:  npartner.local/Users

First name: | Initials: |

Last name: I

Full name: Inparlner

User logon name:

npartner npartner.local EI

User logon name (pre-windows 2000):
[NPARTNERY [rpartrer

¢ Back Cancel

(4) Enter your password and confirm the password, check “Password never expires,” then click “Next.”

New Object - User x|

g Create in.  npartner.local/Users

P assword. | RERKRRKK

| RERRERRK

LConfirm password:

™ User must change password at next logon

[~ User cannot change password

r|7 Password never expires|
[~ Account is disabled

< Back Cancel |
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(5) Click “Finish.”

New Object - User
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2.3.2 Configure DCOM Permissions

”

(1) Open “Command Prompt.

Command
Prompt

(2) Enter the command below to enable component services.

Command Pro

C:\>dcomcnfg.exe

C:z\>

(3) Enable Default Access Permissions

Please go to the “Default Security” tab and click “Edit Default”

Distributed COM Configuration Properties

Applications | Default Properties | Default Security | Default Protocols |

21|

— Default Access Permissions

You may edit who is allowed to access applications that do not
provide their own settings

— Default Launch Permissions

You may edit who is allowed to launch applications that do not
provide their own settings.

Edit Default...

Default Configuration Permissions

You may edit the list of users that are allowed to modify OLE class
configuration information.  This includes installing new OLE servers
and adjusting the configuration of existing OLE servers.

Edit Default... |

0K | Cancel | Apply |

40
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(4) Add User Permissions

Click “Add...”.

Registry Yalue Permissions ﬂ

Reaistry Value: DefaultLaunchPermission
Owner. Account Unknown

Name:
':“} Administrators Allow Launch
€ INTERACTIVE Allow Launch
&R SYSTEM Allow Launch
Type of Access: |Allow Launch ;I

oK Cancel II Remove | Help I

(5) Enter User

Enter the username (in this example, it is “npartner”) = click “OK.”

Add Users and Groups EI

List Names From: I BB NPARTNER* j
Names:
K4 ccount Operators Members can administer domain user an j

L @4 dministrators Administrators have complete and unresl

(@B ackup Operators Backup Dperators can override security

4BCen Publishers Enterprise certification and renewal ager
@D nsédming DMNS Administrators Group

afk Dnsl)pdateProxy DNS clients who are permitted to perforn
4RD omain Admins Designated administrators of the domain

4D omain Computers All workstations and servers joined to the;l
Add | Show Users Members... Search... |
Add Names:
npartner -~
Type of Access: |A|Iow Launch LI

Cancel | Help |
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(6) Click “OK.”

Registry Yalue Permissions x|

Reqgistry Value: DefaultLaunchPermission

Owner: Account Unknown

MName:
ﬁ Administrators Allow Launch
!ﬁ INTERACTIVE Allow Launch

. ¥ npartner [npartner] Allow Launch
@@ SYSTEM Allow Launch

Type of Access: IAIIow Launch LI

oK Cancel | Add... | Remaove | Help |

Select your user account (in this example, it is “npartner”), click “Add”, set type of access to “Allow

Launch,” then click “OK.”

(7) Click “OK.”

Registry ¥alue Permissions E |

Regiztry Walue:  DefaultlaunchPermizzion

Dwner. Account Unknown

Hame:
E.ﬁ.dministratnrs Allow Launch
& INTERACTIVE Allows Launch

i # npartner [npartner) Allaws Launch

i SYSTEM Allaws Launch

Tupe of Access: |;'-‘-.II|:|w Launch j

Cancel | Add.. | Remove | Help |
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(8) Click "OK.”

Distributed COM Configuration Properties [ 2] |

.-’-'-.ppliu:atiu:unsl Defaul Properies  Default Security I Drefault F'ru:utu:ucu:ulsl

— Default Access Permizsions

Y'ou may edit who iz allowed to access applications that do not
pravide their own settings

Edit Default. ..

— Default Launch Permiszions

Y'ou may edit who iz allowed ta launch applications that da not
provide their own zettings.

— Default Configuration Permiszions

'ou may edit the list of uzers that are allowed to modify OLE clasz
configuration information.  Thiz includes installing new OLE zervers
and adjusting the configuration of existing OLE zervers.

Edit Default.. |

Cancel | Apply |
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2.3.3 Configure WMI Permissions
2.3.3.1 Configure Event Log Permissions

(1) Open “Command Prompt.”

Command
Prompt

(2) Enter the command to enable WMI control service.

¢+ [Command Prompt

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

Tﬂl Windows Management Infrastructure {¥WMI}) M=l 3
[‘gﬁ] File Action Miew Favorites  Window  Help | _|ﬁ’|1|
- = || F| @

: |

Conneck to another computer ...

Lent Instrumentation {WMI)
Wiew L4

Mews Window from Here ndows Management Instrumentation (WML service,

Mew Taskpad Yiew. ..

Properties

Help

Cpens the properties dialog box for the current selection.
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(4) Edit CIMV2 Security

On the “Security” tab, expand “Root - “CIMV2,” then click “Security.”

WMI Control {Local) Properties EH |

Generall Lu:uggingl Backup/Restors]  Security .ﬁ.dvancedl

Mamezpace navigation allows pou to zet namespace specific secunty.

Security

..

D directorny
- MicrosoftMLE
& SECURITY
B it

] I Cancel Apply
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(5) Add WMI User Permissions.

Click “Add.”

Security for ROOT'\CIMY2 EHE |

Security |
Name | . |
ﬁ Administrators [MPARTMER\Adminiztrators)
Bemowve |
ﬁ Ewvemvone
Permizsions: Deny

Full “frite
Partial \Wwrite
Provider Write

Execute Methods

Enable Account
Remote Enable

Advanced... |

EEOEEEE| 2
=

ooooog
L[]

Lo

o]

Cancel

&pply

(6) Enter Your Username

Enter your username (in this example, it is “npartner”) click “Check Names,” then click “OK.”

i 5elect Users, Computers, or Groups ﬂ E

Look in: I@ npartrer. local

|

Mame | In Folder | -
m.&dminislralors ripartrer. local/Builtin —
m Users npartrer. local/Builtin
m Guests ripartrer. local/Builtin
m Backup Operators npartner. local/Builtin
m Feplicator npartrer. local/Builtin

Server Operators nparther. local/Builtin
!ﬁf—\ccount Operatorz npartner. local /B uiltin LI
Add | | Check Hames
Wnpartner (npartrerisnpartner. local I
Ok Cancel
P
46
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(7) Set Your User Permissions
Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check
“Remote Enable: Allow,” then click “OK.”

securty forvooricz G|
Security |
Marne | Add.. |
m Adminiztratars [MPARTMERMDrinistrators]
Bemove |
ﬁ Ewerone

E npartner [npartner@npartner. local] I

Permizziong: Allay Deny
Execute Methodz O O =
Full write O O
Partial ‘wiite O O
Provider wiite O O
Enable Account | O
Remaote Enable O ;I

Advanced... |

(0] 4 I Cancel Apply

(8) Click “OK.”
WMI Control {Local) Properties EHE

Generall Lu:uggingl Backup/Restore  Security Ir-\dvancedl

Mamezpace navigation allows you to set namespace specific security.

EH:I Fioot Security I
(1 BB
-0 DEFALULT
l:l directary
-0 MicrosoiMLE
&3 SECURITY
E-CT WM

Ok Cancel Apply
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2.3.3.2 Configure Permissions for Reading User Data

(1) Open “Command Prompt.”

Command
Prompt

(2) Enter the command below to enable WMI Control.

C:\>umimgnt .msc

C:z\>

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

i Windows Management Infrastructure (WMI) =10 x|
""lﬁ] Console  Window  Help ‘ D E ‘ I -|5|£|‘

‘ Action  View  Favorites ‘1— =y 2’—~J| E ‘
Tree I Favorites |

Ex WMI Control (Local)

| IR
Connect to another computer ...

jement Instrumentation (WMI)

View »

New Window From Here e Windows Management

FyYice.

MNew Taskpad View. ..

A —

Help

Opens property sheet for the current selection., {
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(4) Edit LDAP Security

On the “Security” tab, expand “Root” = “directory” - “LDAP,” then click “Security.”
WMI Control (Local) Properties EE

Generall Loggingl Backup/Festore  Security |Advanced|

Mamespace navigation allows you to zet namespace specific secunty.

=[] Roat Security
-1 CIky2
- DEFAULT
E- directary
-0 e
- MicrozofthLE
&0 SECURITY

-0 WMl

] I Cancel Apply

(5) Add WMI User Permissions

Click “Add.”

Security for ROOT  directory' LDAP

Security |

MName | Add.
Administrators [NPARTHERMAdministrators]

ﬁ Eweryone

Bemove

i

Permiszions: Aflone Dery
Execute Methods O =
Full 'write O
Prartial write O
Provider 'wiite O
E nable Account O
Fiemate Enable O =l

Advanced... |

] I Cancel Apply
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(6) Enter Your Username

Input your user account name (in this example, it is “npartner”), click “Check Names,” then click “OK.”

i 9elect Users, Computers, or Groups ﬂ E
Look in: I@ npartner. local j
MName | I Folder | -

m.ﬂ.dministrators npartner. local/Builtin —
m Uzers ripartrer local/Builin
m Guests ripartrer local/Builin
m Backup Operators nipartrer local Builtin
m Replicator nipartrer local Builtin

Server Operatars npartter lacal/Builtin
mhccnunt Operators npartier lacal/Builin LI

fdd || Check Names ||

[npartner [npartnerEnpartner locall |

0K |

Cahzel |

g

(7) Set Your User Permissions

Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check

“Remote Enable: Allow,” then click “OK.”

Security for ROOT'directory'\LDAP

SecLrity |

M ame

| Add..

ﬁ Administrators [MPARTHERNAdminiztratars]

ﬁ Everyane

ﬂ npartner [nparthen@npartner. local]

Bemove |

Permizzions: Al Derny

Execute Methods
Full frite:

Partial \Write
Provider Wit
Enable Account

Remaote Enable

Advanced... |

OOoOoOooo
I

L

Cancel

Apply
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(8) Click “OK.”

WMI Control {(Local) Properties |

Generall Lnggingl Backup/Festore  Security |.-’-'-.u:|vanu:ed|

M amezpace navigation allows vou to zet namespace zpecific security.

=1 Root
B CIM2
-] DEFAULT
=3 directary
- m O
- MicrosofttILE
& SECURITY
- WMl

Security

Ok

Cancel

Apply
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2.3.4 Configure Event Log Read Permissions

(1) Click “Active Directory Users and Computers.”

=4

Active

Directory
Users and
Computers

(2) Right-click the “Servers” organizational unit of “Domain Controllers,” and select “Properties.”

-.‘? Active Directory Users and Computers

J@ Console Window  Help |_|_|- <3 il
| adin veu || & » | B@E|IXER R 2PBTEE |
Tree I Servers 1 objects
@ fickive Directary Users and Campy [LNEMe I Type | Description |
=2 npartner local Swinzoo0-AD-ENG  Computer
#1271 Builkin

D Computers

I EHE] Domain Controllers I

Delegate Contral, ..
add members ko a group...

Mowe. ..

Find...

W= »
All Tasks 3
View 3

e \Windaw From Here

Delete
Rename
Refresh
Expott List. ..

Help |

1 | L)

|Opens property sheek For the current selection,
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(3) Edit Group Policy Object

Select your Group Policy Object (in this example, it is “N-Partner Policy”), then click “Edit.”

Servers Properties |

Generall Managed By ~ Group Policy |

& Current Group Policy Object Links for Servers

Group Policy Object Links

| Mo Overide | Dizabled |

{-Partner Policy

Group Policy Objects higher in the list have the highest priarity.

T hiz lizt obtained from; win2000-ad-eng. npartner. local

Mew | add. | Edi ||

lp |

Options... | Delete... | Propertie=s [Nk
[ Block Palicy inheritance
k. I Cancel | Apply
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(4) Configure Audit Logs

Expand “Computer Configuration” - “Windows Settings” = “Security Settings” - “Local Policies” >

“User Rights Assignment,” then select “Manage Auditing and Security Log.”

¥ Gro

up Policy

Action  Yiew |J¢. ->|[E\><. ||§

=101 x|

Tree I

artner Policy [win2000-ad-eng.npartner.h 4

Computer Cenfigurationl

N-P

-

=1-[_1 Windows Settings

Software Settings

: Security Settings
- @ Account Policies

Audit Policy

LUser Rights Assignmenl:l
i Security Options

[+ 5 Event Log

#-_8 Restricted Groups

-8 System Services

9 Rreqgistry

#-_§ File System
[#-(_] Public Key Policies
l S IP Security Policies on Active

D Administrative Templates vI
»

I

Policy /

Computer Setting ;'

Fnrce shutdown From a remote system

Generate security audits

Impersonate a client after authentication

Increase quokas

Inn:rease scheduling priority

Load and unload device drivers

Lock pages in memory

Log on as a batch job

Lug on as a service

#¥]Log on locally
$Manage auditing and security log

R¥]Modify Firmware environment values

Preﬁle single process

Preﬁle system performance

Remove computer from docking station

Replace a process level token

Restc-re files and directories

Shut down the system

4

Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
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(5) Add Auditing User

Check “Define these policy settings,” then click “Add...”.

Security Policy Setting HE |

gg t anage auditing and security log
LEN

v Define theze policy settings:él

Add... Bemove |

o]

Cancel

(6) Search for User

Click “Browse.”

Add user or group EH |

IJzer and group names

OF.

Cancel
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(7) Enter Your User Account

Input your user account (in this example, it is “npartner”), click “Check Names,” then click “OK.”

i Select Users or Groups

Loak in: I@ ripartnerlocal j
MName | In Folder | il

!ﬁ.&dministrators ripartner.local/Builtin

63 Users ripartner.local/Builtin

!ﬁ Guests ripartner.local/Builtin

m Backup Dperators npartner.lacal/Builtin

!ﬁ Replicator ripartner.local/Builtin

Server Dperators npartner.lacal/Builtin

fﬁAccount Operators nparther.local/Builtin LI

Aidd Check Mames

lngartner npartner{sinpartner. local

Ok | Cancel

A
(8) Click “OK.”
Add user or group EH |
Ilzer and group names
INF‘.-“-‘-.FETNEFi'mpartner

OF. | Canizel

(9) Confirm Audit Log Settings

Click “OK.”

Security Policy Setting E E3
4 __-,' I anage auditing and securty log
=W

¥ Define these policy settings:
HNPARTHER \nparther

Bemove |

OF. | Cancel |
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(10) Open “Command Prompt.”

Command
Prompt

(11) Enter the command below to update group policy.

[c* | Command Prompt

C:\>secedit /refreshpolicy machine_policy /enforce

Group policy propagation from the domain has been initiated for this compute
t may take a few minutes for the propagation to complete and the new policy
ake effect. Please check Application Log for errors, if any.

C:N>o
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2.3.5 Restart the WMI Service

(1) Open “Command Prompt.”

Command
Prompt

(2) Enter the command below to disable the WMI service.

mmand Prompt

C:\>net stop winmgmt
The Windows Management Instrumentation service is stopping.
The Windows Management Instrumentation service was stopped successfully.

C:N\>_

(3) Enter the command below to enable the WMI service.

ommand Prompt

C:\>net start winmgmt
The Windows Management Instrumentation service is starting.

The Windows Management Instrumentation service was started successfully.

CiN>o
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3. Windows Server 2003

Windows Audit Policy Configuration:

For detailed information, refer to the Audit Policy Recommendations link in the references.

3.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

d
Active

Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Controllers, select “New,” and click “Organizational Unit.”

e
<5 Fle Action View Window Help | =18 ]

«= AmEIBXEFRR 2B g TE& T

é Ll ol R GG R TS Domain Controllers 1 objects
- =i = . = ﬁ
=P npartner.local Name Type :

Builtin QWINZDDS-AD-ENG Computer
[Z-u:| main Controllersy
[#-|_] ForeignSecurityPrir et
#-(_] LostandFound ¥
&)-(&] Microsoft Exchang e
-] Microsoft Exchang — Contact
-] NTDS Quatas Group
#-[_] Program Data View » Y
Lg ;;::;: New Window from Here msExchDynamicDistributionLst
(] Users Refresh MSMQ Queue Alias
Export List. .. Organizational Linik
_ Printer
Properties User
Help Shared Folder
J | Ky | D
|Create a new object. ., |
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https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations

(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK.”

New Object - Organizational Unit i ll

@ Create in.  npartner.local/

Name:

||S ervers |

A

o 1o |

(4) Move the Server to your New Organizational Unit:

Select “Domain Controllers” = right-click on the “WIN2003-AD-ENG” server.

Note: Please select the Windows AD server according to the actual environment. = click “Move.”

4 Active Directory Users and Computers - I Elljl
<) File Action View Window Help | =]

e AE B XFER B AR TL @

-] Saved Queries

E@ npartner,local
[ Builtin

| ] Computers

=I-{«5] Domain Controllers

[#-[_] ForeignSecurityPrincipals

-] LostandFound
(] Microsoft Exchange Security
-] Microsoft Exchange System ¢
-1 NTDS Quotas Cut
&) Program Data Delete
(] Servers -
- System Properties
~[] Users Help
< | KN | i

[Moves the current selection to another organizational unit, | |
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

Move I F ]

Move object into container:

= @ npartner -
-[:l Builtin

+-[_] Foreign5ecuntyFrincipals

{1 LostAndFound

EJ (&] Microsoft Exchange Security Groups
{1 Microsoft Exchange System Objects
&[] NTDS Quotas

{1 Program Data

+(Z) Servers
- Ser =~

0K Cancel |

(6) Verify the Server Has Been Moved to your New Organizational Unit:
Expand “Domain Controllers” and select your OU folder (in this example, it is “Servers”) and confirm that

the “WIN2003-AD-ENG” server has been moved.

=k
|@ File Action View Window Help =8| x|
«= | OmE e FRR EEIEHEEBTL T

+-(_] Saved Queri
(-] Saved Queries %me IT'fEE T

=@ npartner Jocal
(23 Buiktin WINZ003-AD-ENG Computer I

I_EI--{__&l Domain Controllers

{:@ Servers

-] LostAndFound
[+-{3] Microsoft Exchange Security
- (L] Microsoft Exchange System C
-] NTDS Quotas
& [:] Program Data

(&) Servers
- (] System

[ Users
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3.2 Group Policy Settings

(1) Click “Active Directory Users and Computers.”

Active

Directory
Users and
Computers

(2) In the “Servers” organizational unit (OU), right-click and select “Properties.”

I
|@ File Action Wiew Window Help =T
- oy I e
= A@E LB XEFLEOR 2B e TS
-] Saved Queries =
El@ npartner local i
- (2 Buiktin WINZOD3-AD-ENG Computer
&[] Computers
=k egate Control...
oreignsecu
i Move...
& LostAndFour .
#-{] Microsoft Ex S
&[] Microsoft Ex  pew »
@A NTDS Quota  all Tasks »
[+ [:] Program Dak
+-{&4) Servers Yiew 4
-] System Mew Window from Here
[+ u
-] Users cu
Delete
Rename
Refresh
Export List...
| | | i
|Opens the properties dial | |
I
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(3) Enter the Group Policy Object (GPO) name

On the “Group Policy” page - click “New.”

Servers Properties ﬂﬂ

General | Mansged By | Object | Secuty | come [ Group Polcy |

':.=: Current Group Policy Object Links for Servers

Group Policy Object Links | Mo Ovenide | Disabled

Group Policy Objects higher in the list have the highest priority.
This list obtained from: WIN2003-AD-ENG.npartner. local

New agd.. | Edt | |

Options... | Delete. I Properties | Down |

I~ Black Palicy inheritance

Close I Cancel I Lpply

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)

Note: Please create the GPO name according to the actual environment.

- select “Edit.”

Servers Properties _?Iil

General | Managed By | Object | Secuity | COM+  Group Policy |

':=: Current Group Policy Dbject Links for Servers

Groui Polic! Dhiecl Links No Override | Disabled

Group Policy Objects higher in the list have the highest priority.
This list obtained from: WIN2003-4D-EMNG.npartner.local

[ New | g | ip
thims.“l Delete... | Broperties Doy I
[ Block Policy inheritance

Close | Cancel Bpply |
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” - “Local Policies’

4

- “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” “Audit

directory service access,” “Audit logon events,” “Audit object access,” “Audit policy change,” “Audit

process tracking” and “Audit system events” = check “Define these policy settings”: Success, Failure. >

click “OK.”

Eile Action View Help

€= @ B 2@

A Computer Configuration |

El Security Settings
o

- Sortware Settlngs

Account Policies

=#] Local Policies

Event Log

[:Q Restricted Groups
s
CRE-

RI=TEY
N Partner Policy ['‘WINZ2003-AD-ENG.NPART | Policy  / | Policz Setl:‘ng

£%]audit account logon events Success, Failure
Audit account management Success, Failure
L-‘i'ﬂhudit directory service access Success, Failure
Audit logon events Success, Failure
Audit object access Success, Failure
Ej Audit policy change Success, Failure
| |88 audit privilege use Not Defined
%] Audit process tracking Success, Failure
28] audit system events Success, Failure
20

System Services

Reqgistry

l #-_8 File System

Y wireless Network (IEEE 802
[ Public Key Policies

- ([ Software Restriction Policie
S IP Security Policies on Activ

(-] Administrative Templates
= & User Configuration

[+ Software Settings

(] Windows Settings

-] Administrative Templates

Security Policy Setting | Explain This Setting |
Audit process tracking

Audit these attempts:
[V Success
¥ Failure

=

Cancel Apply
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(6) Event Log: Security Log Retention Method

Expand “Computer Configuration” = “Windows Settings” = “Security Settings” = “Event Log” - select

“Retention method for security log” = check “Define this policy setting” = select “Overwrite events as

needed” = click “OK.”

4 Restricted Groups
(8 system Services
(8 Registry
@8 File System
Y wireless Network (IEEE 80z
- (L] Public Key Policies
(_] Software Restriction Policie
&, 1P Security Policies on Activ
(L] Administrative Templates
=2 & User Configuration
(L Software Settings
- Windows Settings
(L) Administrative Templates

Retain system log
2¥]Retention method for application log
3 _‘Ff»:-.tention method for security log
#8]Retention method for system log

Securiy Policy Setting | Explain This Setting |
E_-; Retention method for security log
v Define this polcy setting

" Qverwrite events by days
|©°_Oyerwite events as needed|

" Do not overwiite events (clear log manually)

(Q823859)

Mot Defined
Mot Defined
As needed

Mot Defined

Retention method for security log Properties i

and applications.
For more information, see Retention method for security log.

"fii Group Policy Object Editor =10] x|
File Action View Help
&= | BOm XFRB @
i D-ENG.NPART | Policy | Policy Setting
Maximum application log size Mot Defined
Maximum security log size Mot Defined
Maximum system log size Mot Defined
mllocripts (Startupfshutdown) [2¥)Prevent local quests group from accessing a... Not Defined
= Prevent local guests group from accessing s... Mot Defined
AR Polciee Prevent local quests group from accessing s...  Not Defined
=8
o Retain application log Mot Defined
-=¢§ Event L
2 g3 Event Log) Retain security log Mot Defined

21x|
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” - “Windows Settings” - “Security Settings” - “Event Log” -

and click on “Maximum security log size” - Check “Define this policy setting” = enter 204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

i Group Policy Object Editor ;Iglﬁl
File Action View Help
= | BAmE XFRB @ m

MN-Partner Policy ['WINZ003-AD-ENG.NPART | Paolicy / IPnﬁcySetting

-\ Groups
L"_ﬁ System Services
-8 Registry
[#-[_§ File System
#-Y wireless Network (IEEE 802
[#-_] Public Key Policies
[#-[_] Software Restriction Policie
- g IP Security Policies on Activ
I [ Administrative Templates
= Q User Configuration
([ Software Settings
o] [ Windows Settings
[ Administrative Templates

| |

E&Ej Maximum application log size Mot Defined

[ Maxdimum security log size

iie|Maximum system log size Mot Defined
Prevent local gquests group from accessing a... Mot Defined
Prevent local guests group from accessing s... Mot Defined
Prevent local guests group from accessing s... Mot Defined
Retain application log Mot Defined
Retain security log Mot Defined
Retain system log Mot Defined
Retention method For application log Mot Defined
Retention method For security log s needed
Retention method For system log Mot Defined

204300 kilobytes

Ttsimum securitylog sie properties ST
|
 Secuily Policy Setting | Explain This Setting |
Eg Maimum security log size
Ol
| & Define this policy setting |
|2UABL'|IJ ﬂ kilobytes
& Madifying this setting may affect compatibility with clients, services,
and apphications.
For more information, see Maximum security log size. (1823659)
|
KB i
| B
|
[
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(8) On the Windows File server, open “Command Prompt.”

Command
Prompt

(9) Enter the command below to refresh group policy.
C:\> gpupdate /force

¢+ Command Prompt

C:\>gpupdate /force
Refreshing Policy...

User Policy Refresh has completed.
Computer Policy Refresh has completed.

To check for errors in policy processing, review the event log.

(10) Enter the command below to verify the applied group policy settings.
C:\> gpresult /v

¢+ Command Prompt

C:\>gpresult v

Microsoft (R> Windows C(R> Operating System Group Policy Result tool v2.8
Copyright (C> Microsoft Corp. 1981-28061

Created On 8-19-2025 at 5:39:86 PM

RSOP data for NPARTNERNadministrator on WIN28B3-AD-ENG : Logging Mode

Microsoft(R) Windows(R)> Server 2083 Enterprise x64

08 Configuration: Primary Domain Controller

08 Uersion: 5.2.3798

Terminal Server Mode: Remote Administration

Site Name: Default-First—-Site—Name

Roaming Profile:

Local Profile: C:x\Documents and Settings“Administrator
Connected over a slow link?: No

COMPUTER SETTINGS

CN=WIN28B83-AD—ENG.OU=Servers.OU=Domain Controllers.DC=npartner.DC=local
Last time Group Policy was applied: 8-19-2825 at 5:36:87 PM

Group Policy was applied from: WIN280B3-AD-ENG.npartner.local

Group Policy slow link threshold: 588 kbps

Domain MName : npartner

Domain Type: Windows 20608

roup Policy Obj

N-Partner Policy

Default Domain Controllers Policy
Default Domain Policy

Local Group Policy
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3.3 Configure WMI

Configuring WM associates Windows account information with the “Username” field in “Event Query” of
N-Reporter.

(1) Check whether N-Reporter associates Windows AD with available user data.

2

Published Certificates | MemberOf | Diakin | Object | Secuity
Envionment | Sessions | Remote control | Teminal Services Profile | COM+
General | Address I Account I Profile I Telephones I Organization

ﬁ KH
First name: | Initials: I

Last name: |

Digplay name: |KH

Description: |Engineer

Office: | Taichung Office

Telephone number. | Other...

E-mail: |

Web page: | Other...

[ ok | camcel | ooy |
21

Published Certificates | MemberOf | Diakin | Object | Secuiity
Environrr-ertl Sessimsl Remote contrdl Terminal Services Profile | COM+
General | Addiess | Account | Profile | Telephones — Organization

Title: [

Department: |TA|:

Company: |

— Manager
Marne: |

Change... Froperties I Clear I

Direct reports:

| oK I Cancel Apply
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(2) In “Event Query,” click the information of “Username.”

Severity + Hit Count = Event Type : Src Usemame < Dst Username : Policy ID:E Audit User < Category

4724 An attempt was made to reset an accounts

) assword (An attempt was made to reset an L e User
Notice . ' \p' , 1 audit Administrator| § | - npartng @ 4724 Administrator
account's password) (User password changed) - Managem
(npartner)

(3) The system will show the full information of username.

Severity = Event & Hit Count & Event Type ¢ Src Username & Dst Username & Policy ID:E Audit User 5 Category 1

4724 An attempt was made to reset an accounts
password (An attempt was made to reset an
account's password) (User password changed)
(npartner)

| npartner
1 audit Administrator| i | | (npartner, TAC, 4724  Administrator
[ npartner, [32])

User

Notice
Managem
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3.3.1 Add Non-Admin Accounts

(1) Open “Active Directory Users and Computers.”

4

Active

Directory
Users and
Computers

(2) Create an Account

Enter the command below to create an account:
C:\> dsadd user CN= -desc "WMI query

Account" - canchpwd yes -pwdneverexpires yes

¢4 Command Prompt

C:\>dsadd user CN=npartner.CN=Users, DC=npartner,DC=local —pud npartner —desc "“WNI query Account" —canchpud yes —pudmm
||i“.‘uﬁl‘ﬁxl]il"ﬂ3; ves

dsadd Succeeded5CH=npal'tnel‘,CN=Usel‘3,DC=npa1‘tner,DC=luca1
C:\>

Note: Replace the red text with the appropriate account, password, and domain information.

(3) Enter the command below to check account status:

C:\> dsquery user -name npartner | dsget user -memberof

¢+ Command Prompt

C:\>dsquery user —name npartner | dsget user —memberof

"CN=Domain Users.CN=Users.DC=npartner.DC=local"

C:\>
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3.3.2 Configure DCOM Permissions

(1) Open “Command Prompt.”

Command
Prompt

(2) Enter the command below to enable component services.

Command Prompk

C:\>dcomcnfg.exe

CiN>

(3) Edit Computer Properties

Expand “Console Root” - “Component Services” - “Computers” = right-click “My Computer” - select

“Properties.”

_ioix

File Action View ‘Window Help
«~» @ 2E @E bl rEEE S

.+ Console RootComponent Services
[__] Console Root

=@ iComponent Services | ]
=-d E‘omputers Computers
-
Stop M5 DTC

< Active Directory User
|+;..% Event Viewer (Local)  pefresh all components

H Services (Local)
New Window From Here
Help
4 | B
Opens the properties dialog box For the current selection. l_

7
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(4) Enable Permissions

Click the “COM Security” tab = under “Launch and Activation Permissions,” click “Edit Limits.”

2]
General I Options I i .
Defaul Protocels |~ MSDTC COM Security
~Access Permissions

‘You may edit who is allowed default access to applications. You may
also et limits on applications that determine their own permissions.

Edit Limits... I

 Launch and Activation Permissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own permissions.

| Edit Limits... | I Edit Default... I

ok | cancel | ey |

(5) Add DCOM User Permissions
Click “Add.”

2]

Security Limits |

Group or user names:

T@ idccount Unknown(S-1-5-21-3353931902-2722465060-906. .
ﬂ Administrators [NPARTNERAdministrators)
[ﬁ Distributed COM Users [NPARTNER\Distributed COM Users)

(33 Everyone
Add... | Hemove I
Permissions Allow Deny
Local Launch O O
Remote Launch [l | O
Local Activation O O
Remote Activation O O

| 0K I Cancel
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(6) Enter Your Username

Enter the username (in this example, it is “npartner”) = click “Check Names” - click “OK.”

Select Users, Computers, or Groups

Select this object type:

|Users, Groups, of Built-in security principals Obiject Types... |

From this location:

Inpatner.locd Locations... |

Enter the object names to select (examples):

npartner | LCheck Names I
Advanced... | . Cancel |

(7) Configure User Permissions

Click your user account (in this example, it is “npartner”) = uncheck “Local Launch: Allow” - check

“Remote Activation: Allow” = click “OK.”

20

Security Limits |

Group or user names:
-_f? Account Unknown(S-1-5-21-3353931902-2722465060-906...
!ﬁ Administrators [NPARTNER \administrators)
tﬁ Distributed COM Users [NPARTMER\Distributed COM Users)

E verpone
€ npaitner (NPARTNER\npartner) |
Add... | Remove |
Pemissions for npartner Allow Deny
ILocaI Launch ! !I O
Remoate Launch O O
Local Activation | O
| Remote Activation O

ok || Ccancel
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(8) Click "OK.”

My Computer Properties

74 A&7 N-Partner
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3.3.3 Configure WMI Permissions
3.3.3.1 Configure Event Log Permissions

(1) Open “Command Prompt.”

Command
Prompt

(2) Enter the command to enable WMI control service.

_(oix]

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

Tm windows Management Infrastructure (WMI) — |EI|5|

‘ﬁ File Action View Favorites Window Help -5 x|
« = |m 2

E® /11 Control (Local) |

Connect to another computer ...

yent Instrumentation (WMI)

View »
New Window From Here dows Management Instrumentation (WHMI) service.

MNew Taskpad View...

Help

Opens the properties dialog box for the current selection.
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(4) Edit CIMV2 Security

On the “Security” tab, expand “Root” = “CIMV2,” then click “Security.”

WMI Control {Local) Properties 21 x|

General | Logging | Backup/Restore  Secuiity | Advanced |

Namespace navigation allows you to set namespace specific security.

-] DEFAULT

(] directory

-] Microsoft

-] MicrosoftactiveDirectory
-] MicrosoftDNS

-] Microsoftll5«2

-] MicrosoftNLE

E!C:I MSCluster

-1 perfmon

E:I Policy

w1 RSOP

(1 SECURITY

#-1 suhsrrintinon :I

Security

| 0K I Cancel | &pply |
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(5) Add WMI User Permissions.

Click “Add.”

Security for ROOT\CIMY2 7] x|

Security |

EIWD 0 User names:

Tﬁ Account Unknown(5-1-5-21-3353931902-27 22465060-906...
Administrators [r'-l PARTMER\Administrators ]
ﬁ Everyone

€7 LOCAL SERVICE

ﬁ NETWORK SERVICE

Add... | Bemove |

Permissions for Administrators Allow Deny
Execute Methods O =
Full Write O
Patial Write O
Provider Wite o
Enable &ccount O
Remote Enable O ~|

For special permissions or for advanced settings, I
click Advanced. Adyanced

ITI Cancel | Apply

(6) Enter Your Username

Enter your username (in this example, it is “npartner”) click “Check Names,” then click “OK.”

21|

Select Users, Computers, or Groups

Select this object type:

IUsels. Groups, or Built-in security principals

From this location:

Irpartner.locd

Enter the object names to select [examples]:

Object Types...

Locations...

npartner

| LCheck Names I

Advanced... I

oK

Cancel |

/4
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(7) Set Your User Permissions

Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check

“Remote Enable: Allow,” then click “OK.”

Security for ROOT\CIMY2 7| x|

Security |

Group o user names:

E Everyone ZI

€7 LOCAL SERVICE
NETWORK SERVICE
| € npartner (NPARTNER\npartner)

|

-
z
3
3

]

Permissions for npartner Allow

Partial ‘write
Provider “Write
Enable Account

Remote Enable
Read Security
Edit Security

OoOooooo
I B

For special permissions of for advanced settings.  Advanced

click Advanced.
[ ok || concel | ook

(8) Click “OK”

General | Logging | Backup/Restore  Secuity | Advanced |

MNamespace navigation allows you to set namespace specific security.

Cli
EFALULT

I
icrosoft
icrosoftactiveDirectory
icrosoftDNS
icrosoftllSv2
icrosoftNLB
SCluster

erfmon
Policy

D
directory
M
M
M
M
M
M
p

RSOP
SECURITY
71 _suhsrerintinn ;I
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3.3.3.2 Configure Permissions for Reading User Data

(1) Open “Command Prompt.”

Command
Prompt

(2) Enter the command below to enable WMI Control.

Command Pro

C:N>umimgnt .msc

GCIN>

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

"t Windows Management Infrastructure (WMI) _ |0l x|

“fh File Action View Favorites Window Help - 5] x|
- = | ®

ExF 11 Control (Local) [

Connect to another computer ...

ent Instrumentation (WMI)

Wiew »
Mew Window from Here dows Management Instrumentation (WMI) service,

MNew Taskpad View...

Opens the properties dialog box For the current selection.

LA
g
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(4) Edit LDAP Security

On the “Security” tab, expand “Root” = “directory” - “LDAP,” then click “Security.”

21
Gemrdl Luggingl Backup/Restore Advancedl

Namespace navigation allows you to set namespace specific security.

||E| ] Root| =

] aspnet
1 CIMv2
i

_] DEFAULT
=-{_] directory

1 MicrosoftdetiveDirectory

1 MicrosoftDNS

{1 MicrosoftllSv2

(L1 MicrosoftLB

{1 MSCluster

(1 pertmon e
{1 Policy

(1 RSOP

F-[1 SECLRITY ﬂ

| Security ||

ITI Cancel I Apply I

(5) Add WMI User Permissions

Click “Add.”

Security for RDOT directory'LDAP _?]il
Security I
Group or user names:
-'@ Account Unknown(5-1-5-21-3353931902-27 22465060-906...
. Administrators (NPARTNER\Administrators)
m Everyone
€7 LOCAL SERVICE
ﬂ NETWORK SERVICE
Add... I Remove I
Permissions for Administrators Allow Deny
Execute Methods o =
Full Wiite O
Partial Write O
Provider Wiite O
Enable Account O
Remate Enable a d
For special permissions or for advanced settings,
click Advanced. —lﬁ‘d"m"’d

[0k | cencel | ey |
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(6) Enter Your Username

Input your user account name (in this example, it is “npartner”), click “Check Names,” then click “OK.”

Select Users, Computers, or Groups

Select this object type:
IUsets, Groups, or Built-in security principals

From this location:
|npmtna.loc-.al

Enter the object names to select [examples):

21|

Object Types... I
_ Locaions.._ |

Locations...

ngaltnerl

gdvanced...l | oK |

| Check Names I

(7) Set Your User Permissions

Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check

“Remote Enable: Allow,” then click “OK.”

Security for ROOT" directory'\LDAP

Security |

Group or user names:

E Everjone
€7 LOCAL SERVICE

NETWORK SERVICE
€ npartner (NPARTNER\npartner]

«| |

Add. I Remove I
Pemissions for npartner Deny
Partial Wiite O ZI
Provider ‘Wiite (|
Enable &ccount O
Remate Enable O
Read Security O
Edit Security O ;l
For special permissions or for advanced settings, A ad
click Advanced _ Adyanced_|
carcel | oo |
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(8) Click “OK.”

WMI Control (Local) Properties

2] Roat
- aspnet
@ CIMv2
&3 Ci
- DEFAULT

Y02
B0 Microsoft
-] MicrosoftactiveDirectory
#-(] MicrosoftDNS
- MicrosoftllSy2
-] MicrosofthLB
-] MSCluster
#-(0 perfmon
- Policy

=1 RSOP

01 SFLHRITY
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3.3.4 Configure Event Log Read Permissions

(1) Click “Active Directory Users and Computers.”

(2) Right-click the “Servers” organizational unit of “Domain Controllers,” and select “Properties.”

4% Active Directory Users and Computers

=10l x|

<5 Flle Action View Window Help

IS

= Am B XFER 2B e R TE T

-] Saved Queries

B @ npartner.local

[+ Builtin

-] Computers
~{s2) Domain Controllers

() E—

83

AT ] roreignsecy
-] LostAndFou  MOYE...
#-(&] Microsoft Ex  Find...
(- Microsoft Ex New N
B-CINTDS Quota Tasks N
[#-(_] Program Dat
B-(g] Servers Yiew »
&[0 System New Window from Here
-] Users
Cut
Delete
Rename
Refresh
. | | Expork List... | LI
|Opens the properties di | [
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(3) Edit Group Policy Object

Select your Group Policy Object (in this example, it is “N-Partner Policy”), then click “Edit.”

Servers Properties

Generall Managed B_pl Dbiectl Secuityl

= Current Group Policy Dbject Links for Servers

21x

COM+ Group Policy I

Group Policy Objects higher in the list have

This list obtained from: WIN2003-4D-ENG.npartner.local

New |
Dpions..._|

the highest priority.

Up |
Down |

[ Block Palicy inheritance

o]

Cancel | Aoply |

(4) Configure Audit Logs

Expand “Computer Configuration” = “Windows Settings” = “Security Settings” = “Local Policies” >

“User Rights Assignment,” then select “Manage Auditing and Security Log.”

-lo/x]
File Action View Help
= | AE XFB @ E
" I-Partner Policy [WINZ003-AD-ENG.NPARTHE | Palicy | Palicy Setting | af
Debug programs Mot Defined
el 20 eIungs [R¥]oeny access to this computer from the netw... hot Defined
Lﬁ'ﬂDeny log on as a batch job Mot Defined
- ' Denv log on as a service Mot Defined
Deny log on locally Mot Defined
Deny log on through Terminal Services Not Defined
Eneble computer and user accounts ko be tr...  Not Defined
Force shutdown from a remote system Not Defined
. Generate security audits Mot Defined
ﬁ Event Log Impersonate a client after authentication Not Defined
[ Restricted Groups Increase scheduling priority Mot Defined
@ system Services Load and unload device drivers Mot Defined
=8 Registry ’.-‘f-,'{]Lock pages in memory Mok Defined
¥-{_& File System [2¥]Log on as a batch job Not Defined
"I" Wireless Network (IEEE 802.1 o|Log on as a service Mot Defined

(L] Public Key Policies
(L) Software Restriction Policies
S IP Security Policies on Active [

#1-(_) Administrative Templates

= & User Configuration

- Software Settings

[ Windows Settings

- Administrative Templates

|_ _'l"‘1-5rh5|:_]'5‘ auditing and security log
28] Modify Firmware environment values
[28]Perform volume maintenance tasks
ProFiIe single process

ProFiIe system performance
Remove computer from docking station
Replace a process level token
Restore files and directories

’.ﬁ'{]shut down the system

Svnchronize directory service data
Take ownership of files or other objects

Mot Defined
Mot Defined
Mot Defined
Not Defined
Mot Defined
Not Defined
Mokt Defined
Mot Defined
Mok Defined
Mot Defined
Mok Defined

L]
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(5) Add Auditing User

Check “Define these policy settings,” then click “Add...”.

Manage auditing and security log Properties

Security Policy Setting | Explain This Setting |

Manage auditing and security log

gl bl

Add User or Group... |

Hemove

| 0K I Cancel

&pply

(6) Search for User

Click “Browse.”

Add user or group 2] |

Uzer and group hames

] 4

Cancel
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(7) Enter Your User Account

Input your user account (in this example, it is “npartner”), click “Check Names,” then click “OK.”

Select Users, Computers, or Groups _?]il

Select this object type:

IUsets, Groups, or Built-in security principals Object Types... I

From this location:

|npam'1u.bcal Locations... I

Enter the object names to select (examples):

npartrer \l Check Names I

Advanced... | I Cancel Ig

(8) Click “OK”

Add User or Group _d"_lzl

User and group names
INF‘!&FITNEF!'mparIner

0K | Cancel

(9) Confirm Audit Log Settings

Click “OK.”
2
Secuity Policy Selting | Explain This Setting |
iag‘, Manage auditing and security log
v Define these palicy settings:
NPARTNER\npartner

(A UserorGiow.. | Fenove |

ok || Cancel Apply

86

A&/ N-Partner



(10) Open “Command Prompt.”

Command
Prompt

(11) Enter the command below to update group policy.

o x

C:\>gpupdate /force
Refreshing Policy...

User Policy Refresh has completed.
Computer Policy Refresh has completed.

To check for errors

in policy processing. review the event log.
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3.3.5 Restart the WMI Service

(1) Open “Command Prompt.”

Command
Prompt

(2) Enter the command below to disable the WMI service.

C:\> net stop winmgmt

C:\>net stop winmgmt

The following services are dependent on the Windows Management Instrumentation s
ervice .

Stopping the Windows Management Instrumentation service will also stop these ser
vices.

Windows Firewall/Internet Connection Sharing (ICS)
Do you want to continue this operation? (Y¥~/N> [NI: ¥

The Windows Firewalls/Internet Connection Sharing (ICS) service was stopped succe
ssfully.

The Windows Management Instrumentation service is stopping
The Windows Management Instrumentation service was stopped successfully.

C:N>

(3) Enter the command below to enable the WMI service.

C:\> net start winmgmt
B

GC:\>net start winmgmt
The Windows Management Instrumentation sewrvice is starting.
The Windows Management Instrumentation service was started successfully.

=10I |
B
.

C:=\>

(4) Enter the command below to enable the firewall service.

C:\> net start SharedAccess

C:\>net start SharedAccess
The Windows Firewall/Internet Connection Sharing (IC8) sewrvice is starting.
The Windows Firewall/Internet Connection Sharing <(ICS) service was started succe
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3.3.6 Configure the Firewall

(1) Open “Command Prompt.”

(2) Enter the command below to allow WMI through the firewall:

C:\> netsh firewall set service RemoteAdmin enable

C:\>netsh firewall set service RemotefAdmin enable

(3) Enter the command below to allow TCP port 135 through the firewall:
C:\> netsh firewall add portopening TCP 135 "RPC Endpoint Mapper - TCP Port 135"

¢ Command Prompt

C:\>netsh firewall add portopening TCP 135 "“RPC Endpoint Mapper — TCP Prot 135" mm|
Ok.
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(4) Enter the command below to display the current firewall configuration:

C:\> netsh firewall show config

¢ Command Prompt

C:\>netsh firewall show config
Domain profile configuration:

Disable
Enable
Enable
Enable

Operational mode

Exception mode
Multicast/broadcast response mode
Notification mode

Service configuration for Domain profile:
Customized HName

File and Printer Sharing

Port configuration for Domain profile:
Protocol

NetBIOS Session Service

SMB over TCP

NetBIOS Name Service
Enable NetBIOS Datagram Service

Standard profile configuration {current):

Operational mode

Exception mode
Multicast/broadcast response mode
Motification mode

Enable
Enable
Enable

Service configuration for Standard profile:
Customized MName

File and Printer Sharing
Remote Desktop
Remote Administration

Port configuration for Standard profile:
Protocol

RPC Endpoint Mapper — TCP Prot 135
SNMP

NetBIOS Session Service

SMB over TCP

NMetBIDS Name Service

NetBIOS Datagram Service

Remote Desktop

C:S\WINDOWSNpf irewall. log
4096 KB
Disahle
Disable

File location
Max file size
Dropped packets
Connections

Local Area Connection firewall configuration:

Operational mode
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4. Windows Server 2008

Windows Audit Policy Configuration:

For detailed information, refer to the Audit Policy Recommendations link in the references.

4.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

-

fd

Active
Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click the “Domain Controllers” organizational unit under “Domain Name” (the example here is

npartner.local) - select “New,” and click “Organizational Unit.”

B Active Directory Users and Computers O] x|
File  Action View
—x = L0 — 3 P b | L
e |mlo= HE | T3R5 TR
: Active Directory Users and Comput | Mame | Type | Description
_| Saved Queries | saved Queries Folder to stor
| [=| =+ npartner.local i npartner.local Domain
| Builtin
Delegate Contral...
“ LostAndFound Pre-create Read-only Domain Controller account...
| Managed Service 4  Find...
J :mgram Data Computer
o | Servers
= a Contact
| System a
_| Users Refresh roup
“ NTDS Quotas InetOrgPersan
B Properties msImaging-PSPs
I MSMD) Queue Alias
Help Organizational Unit
Printer
User
Shared Folder
1| | I | KN | i

|Create a new object...
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK.”

New Object - Organizational Unit x|

--;‘:' Createin:  npartnerlocal/Domain Controllers

MName:
ISenrers I

¥ Protect container from accidental deletion

(4) Move the Server to your New Organizational Unit:

Select the “Domain Controllers” organizational unit (OU) - right-click on the “WIN2008-AD-ENG” server.

Note: Please select the Windows AD server according to the actual environment. - click “Move.”

B Active Directory Users and Computers ;|g|5|
File  Action View Help
= = - = | i@ ag ko -
& | Hn| 8| XEd=HRE| 35T %
: Active Directory Users and Comput | Name | Type | DC Type
_I Saved Queries 3| Servers Organizational ...
= fj nparmer.lnml L WINZ008-AD-ENG Computer
_| Builtin Add to a group...
—OTIpUtETS Mame Mappings. ..
= = | Domain Controllers) Re=ct Accmit
o Servers
H ForeignSecurityPrincipals Enage
| LostAndFound
| Managed Service Accounts All Tasks r
| Program Data
2| Servers Cut
| System Delete
| Users Properties
| NTDS Quotas
Help
N i | KN | 1]

|Moves the current selection to another organizational unit.
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) from the “Domain Controllers” = click

IIOK n”
Lo
File Action View Help
o e I ) e -
¥ ]
0 rr—— A =
j Active Dil | DC Type
[ save Move object into container: hal ...
B 3 npari GC
TI . Efj npartner =
o e 1 Buiin
[SRETY L
O F
%I L nncipals
155 M
TI A "] Managed Service Accounts
& 5 [ NTDS Quotas
- 3 | Program Data
jl N 12| Servers —
i N 70 System LI
ok || Cancel |
T I— Y | 2

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2008-

AD-ENG” server has been moved.

- Active Directory Users and Computers

File  Action View Help

=10l x|

L EEEEE =R

j Active Directory Users and Comput
|| Saved Queries
= 3 npartner.local
[ Builtin
| Computers

|| ForeignSecurityPrincipals
| LostAndFound
] Managed Service Accounts
] Program Data

2] Servers
] System

[ Users
] NTDS Quotas

MName
(1= \WIN2008-AD-ENG

T

Computer

DC T
GC
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4.2 Group Policy Settings

(1) Click “Group Policy Management.”

LS
Group Policy
Management

(2) Right-click the “Servers” organizational unit (OU) under “Domain Controllers” and select “Create a

GPO in this domain, and Link it here...”

[E. Group Policy Management -0l x|

4 Fie Acion View Window Help | =181 x|
&= 2mo0|XE s [HE
|3, Group Policy Management Servers
E%:&;t:npasrmer.bﬁl Linked Gro DPGiCYCbiEﬁslG Policy Int a'u‘l'
B &3 neartner.local Link Order ~ | GPO [ En
;| Default Domain Polic
=] 2 | Domain Controllers
3 ault Domain Controlle
5 E oervers Creats a GPQ in this domain, and Link it here. .,
® |5} Group Polic =
# [ WMI Filters Block Inheritance
@ G S_T.tﬁsﬂ Starter GPQ Group Policy Modeling Wizard
|:': Group Policy Modeli sl unit
) Group Policy Result  vijaw »
New Window from Here
Delete
Rename
Refresh
Properties
Help
K I 1|
< |
|Create a GPO in this domain and link it to this container |
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(3) Enter the Group Policy Object (GPO) name

In your group policy object, (in this example, it is “N-Partner Policy”)

Note: Please create the GPO name according to the actual environment.

- select “OK.”

x

MNEITE

Source Starter GPO:

| none)

[
= e

(4) Edit your Group Policy Object

Right-click the Group Policy Object (GPO) (in this example, it is “N-Partner Policy”) = select “Edit.”

E Group Policy Management

4 File Action View Window Help

=10 x|

L8]]

& |55 0| XE B

|3, Group Policy Management Servers
= _ﬁ Forest: npartner.local Linked G <>
= [$4 Domains lml&umpuiw“uhq_l_]
Bl #3 npartner.local Link Order ~ | GPO =
5/ Default Domain Policy 1 5 N-Partrer Poh No
= 2| Domain Controllers
@z Default Domain Controlle
= =, Servers o
5l 1v-rartner Policy,
[= | Servers
"5 Group Policy Objects orced
L&y WMI Filters v Link Enabled
[ Starter GPOs Save Report...
® @ Sites
5% Group Policy Modeling New Window from Here
_+) Group Policy Results Delete
Rename
Refresh
Help
of | |
«| | |
[open the GPO ediitor [
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” - “Local Policies’

4

- “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” “Audit

directory service access,” “Audit logon events,” “Audit object access,” “Audit policy change,” “Audit

process tracking” and “Audit system events” = check “Define these policy settings”: Success, Failure. >

click “OK.”

File Action View Help

, Group Policy Management Editor

o277 X0 =B

A Computer Configuration
| Policies

..ﬁ User Rig
Ji Security Options

# fd Event Log
1 Restricted Groups
5 System Services
o Registry

_"3 File System

4 ired Network (IEEE 802.3) |
| Windows Firewall with Advan
| Network List Manager Policies

Zaff Wireless Network (IEEE 802,
" Public Key Policies
| Software Restriction Polides
| Network Access Protection
~ Application Control Polices

B, 1P Security Polices on Active
| Advanced Audit Policy Config

@ g Policy-based Qos

| Administrative Templates: Policy defir
|| Preferences

¢, UUser Configuration

" Policies

| Preferences

HEEEEE

HEEHEEEE

®=

e

#

| Audit system events

| Audit account logon events
| Audit account management
| Audit directory service access
2| Audit logon events
2| Audit object access

Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure

Audit process tracking Properties _?Jll

Securty Policy Settng | Explain |
I ﬁ Audit process tracking

[+ Define these policy settings
Audit these attempts:
[V Success
[V Failure
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(6) Event Log: Security Log Retention Method

it.
Pl

Expand “Computer Configuration” - “Windows Settings” = “Security Settings” = “Event Log” - select

“Retention method for security log” = check “Define this policy setting” = select “Overwrite events as

needed” = click “OK.”

=)
File Acton View Help

Group Policy Management Editor

=101

&9 5 XE = HE

=[ N-Partner Policy [WIN2008-AD-ENG.NPARTNER.L
= Computer Configuration|
=] | Policies
E—

Software Settings

E| |__| Name Resolution Policy
E Is

[# |_a Restricted Groups
& [ System Services
B [ Registry
& [ File System
& o/ Wired Network (IEEE 802.3) |
# :l Windows Firewal with Advan
| Network List Manager Polides
2 .g Wireless Network (IEEE 802.
& __ Public Key Polides
[ || Software Restriction Policies
& || Network Access Protection
& || Application Control Policies
@ &, 1P Seaurity Policies on Active
@ [ | Advanced Audit Policy Config
& gy Policy-based QoS
| Administrative Templates: Policy defir

[ || Preferences
= 4%, User Configuration

@ [ Polices

[ || Preferences

| |

 Policy I
/.| Maximum application log size Not Defined
1.2) Maximum security log size 204800 kilobytes
55| Maximum system log size Not Defined
“s| Prevent local guests group from accessing application log Not Defined
\s| Prevent local guests group from accessing security log Mot Defined
12| Prevent local guests group from accessing system log Not Defined
l_ﬂ- Retain application log Not Defined
15| Retain security log Mot Defined
L Retain system Iog Not Defined
5 As needed
<| Retention method for system Iog Not Defined

2154
Securty Polcy Seting | Explain |

E Retention method for security log

[V Define this policy setting
" Qverwrite events by days
* Ovenwrite events as needed
" Do not overwrite events (clear log manually)
Modifying this setting may affect compatibility with clients, services,
i and applications.
For more information, see Retertion method for security log.
{Q823658)
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” - “Windows Settings” - “Security Settings” - “Event Log” -

and click on “Maximum security log size” - Check “Define this policy setting” - enter 204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

ﬂ Group Policy Management Editor
File Acton View Help

=1olx]

Q--DI’I_IXD_»HII

2h|

ry,
= 5 System Services
9 Registry

#
® pof Wired Network (IEEE 802.3) |

| Windows Firewall with Advan
. Network List Manager Policies

| Public Key Polices

FEEEE

Zaff Wireless Network (IEEE 802.

__| Software Restriction Policies
| Network Access Protection
_| Application Control Policies

S IP Security Policies on Active
.| Advanced Audit Policy Config

ol Policy-based QoS

[ | Preferences
= 4#, User Configuration

[ | Policies

[ | Preferences

# | Administrative Templates: Policy defir

2. Prevent local guests group from accessing application log
| Prevent local guests group from accessing security log
| Prevent local guests group from accessing system log
../ Retain application log
.4 Retain security log
{4 Retain system log
.. Retention method for application log
.4 Retention method for security log
. Retention method for system log

Maximum security log size Properties

Securty Polcy Setting | Explain |
:ﬁ Maximum security log size

|~ Define this poiicy setting |

§[204800" =] iiobytes

A and

Modifying this setting may affect compatibility with clients, services,
and applications.

For more information, see Maximum security log size. (R823659)

21|

98

& N-Partner



(8) On the Windows File server, open “Windows PowerShell.”

Windows
PowerShell

(9) Enter the command below to refresh group policy.

PS C:\>
¥ Administrator: Windows PowerShell

Palicy update
Computer Policy upd

III

(10) On the AD domain server, open “Windows PowerShell” - enter the command below to generate the

group policy report for the Windows File server.

Replace the text shown in red with the Windows server name and the folder path/filename.
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(11) Open the report and verify that the Windows2008-AD-ENG server has applied the “N-Partner Policy”

Group Policy Object (GPO).

NPARTNER\WIN2008-AD-ENG - Internet Explorer

“5 e [B] cvmpWwinad2008.himi

A
NPARTNER\WIN2008-AD-ENG
Data collected on: 8/21/2025 PM 02:24:09

Summary
‘Computer name NPARTNERIWIN2008-AD-ENG
Domain npartner local
Site Default-First-Site-Name
Last time Group Policy was processed 872172025 PM 02:22.07
Applied GPOs
Name Link Location Revision
Local Group Policy Local AD (1). Sysvol (1)
Default Domain Policy nparter.local AD (5). Sysvol (65535)
Default Domain Controllers Policy npartner local/Domain Controllers AD (3). Sysvol (65535)
N-Partner Policy npartner.local/Domain Controllers/Servers AD (40). Sysvol (65535)
Local Polices/Audit Policy
Policy Setting Winning GPO
Audit account logon events Success, Failure N-Partner Policy
Audit account management Success, Failure N-Partner Policy
Audit directory service access Success, Failure N-Partner Policy
Audit logon events Success, Failure N-Partner Policy
Audit object access Success, Failure N-Partner Policy
Audit policy change Success, Failure N-Partner Policy
Audit process tracking Success, Failure N-Partner Policy
Audit system events Success, Failure N-Partner Policy
Event Log
Policy Setting Winning GPO
Maximum security log size 204800 kilobytes N-Partner Policy
Retention method for security log As needed N-Partner Policy
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4.3 Configure WMI

Configuring WM associates Windows account information with the “Username” field in “Event Query” of

N-Reporter.

(1) Enter the command below to check whether N-Reporter associates Windows AD with available user

data.

PS C:\> Get-ADUser -Identity KH -Properties * | Format-List DisplayName, Description,

PhysicalDeliveryOfficeName, Department, EmployeelD, EmployeeNumber

& Administrator: Windows PowerShell

Replace the red text with the username appropriate to the actual environment.

(2) In “Event Query,” click the information of “Username.”

. Hit Count % | Event Type %: Src Usemame % | Dst Usemname &  Policy ID < Audit User & | Category

4724 An attempt was made to reset an accounts

Notice ~ Password (An attemptwas made o resetan 1 audit Administrator |  npartn 4721 Aaministrator o
account's password) (User password changed) Managem
(npartner)

(3) The system will show the full information of username.

Hit Count < Event Type : Src Usemame < Dst Userame < Policy ID: Audit User = Category

4724 An attempt was made to reset an accounts

npartner
) assword (An attempt was made to reset an . User
Motice P o _IJ_ . 1 audit Administrator i | | (npartner, TAC, 4724 Administrator
account's password) (User password changed) Managem
; . npartner, [32])
(npartner)
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4.3.1 Add Non-Admin Accounts

(1) Open “Active Directory PowerShell Snap-In.”

Active Directory
PowerShell Snap-In

(2) Create an Account

Enter the command below to create an account:

PS C:\> New-AdUser -Name " " -DisplayName " " -SamAccountName " " -Description
"NReporter WMI query account"*

>> -UserPrincipalName " " -AccountPassword (ConvertTo-SecureString "
AsPlainText -force) °

>> -PasswordNeverExpires STrue -Enabled STrue

2 Administrator: Active Directory Module for Windows PowerS

"N-Reporter WMI query account" —UserPrincipalName “npartner@
npartner.local" —-AccountPassword {ConvertTo-SecureString "npartner' —-AsPlainText
—force) —-PassuordNeverExpires $True —Enabled $True

PS C:=N\>

Note: Replace the red text with the appropriate account, password, and domain information.

(3) Enter the command below to check account status:

PS C:\> Get-ADUser npartner -Properties MemberOf,PasswordNeverExpires,Enabled

2. Administrator: Active Directory Module for Windows PowerS! =10 x|

PS C:\> Get—ADUser npartner —Properties Memberdf , PasswordNeverExpires.Enabled ll

DistinguishedMame : CN=npartner,CN=Users.DC=npartner,DC=local
: True

EEE &2
: npartner
I user

1 402e5fa?-alel-4dca-bc49-adf ab??76e449

PasswordMeverExpires : True

SamAccountMamne I npartnep

: 8-1-5-21-3971121133-1396569501-2382432048-1109

: npartner@Bnpartner. local
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4.3.2 Configure DCOM Permissions

(1) Open “Windows Powershell.”

T -
YWINQOWS

(3) Edit Computer Properties

Expand “Console Root” - “Component Services” - “Computers” - right-click “My Computer” - select

“Properties.”

(%) Component Services o ] 4
%. File Action WView Window Help =] ]
= FnXE <= E=EE

|_] Console Root Mame

=l L] Computers “| DCOM Config
et My Computer s T S ——— More Actions »
Refresh all components

View 3
Mew Window from Here

Export List...

Help

q [

Opens the properties dialog box for the current selection. |
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(4) Enable Permissions

Click the “COM Security” tab = under “Launch and Activation Permissions,” click “Edit Limits.”

My Computer Properties ﬂil

General | i ult Properties I
Defautt Protocols COM Security MSDTC

 Access Pemissions
You may edit who is allowed default access to applications. You may
also set limits on applications that detemine their own pemissions.

Caution: Modifying access pemissions can affect the ability
I_\ of applications to start, connect, function and/or un
T securely.

Edt Limts... | Edit Defautt.. |

r Launch and Activation Permissions

‘You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own pemissions.

Caution: Modifying launch and activation pemissions can
., affect the ability of applications to start, connect, function
and/ar run securely,

Edit Limits... Edit Default...

Leam more about setting these properties.

oK | Cancel el

(5) Add DCOM User Permissions
Click “Add.”

Security Limits |

GI'UIJD Or User names:

F?Accourrt Unknown(S-1-5-21-3971121133-1396565501-238...
82, Administrators (NPARTNERAdministrators)

';{ Perfformance Log Users (NPARTHER" Peformance Log Us...
\.'-i?‘ Distributed COM Users (WPARTHER Distributed COM Users)

| Add. .. |! Remove |
Allow Deny

Permissions for Everyone

Local Launch O
Remote Launch O O
Local Activation O
Remote Activation O O

Leam about access control and pemissions

oK I Cancel
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(6) Enter Your Username

Enter the username (in this example, it is “npartner”) = click “Check Names” - click “OK.”

Select Users, Computers, Service Accounts, or Groups il il

Select this object type:

IUs&m, Groups, or Builtin security principals Chiject Types... |

From this location:

Inpartner]ncal Locations... |

Enter the object names to select (examples):
partner npartner@npartner local) Check Mames

o

(7) Configure User Permissions

Click your user account (in this example, it is “npartner”) = uncheck “Local Launch: Allow” = check

“Remote Activation: Allow” - click “OK.”
Security Limits |
(Group or USer Names:

52 Administrators (NPARTNER" Administrators) -
'3!, Performance Log Users (MNFARTHMERYPeformance Log Us

Digtibuted COM Lsers (NFASTNERDistibuted CUM Lsey

!'._ npartner (npartner@npartner local)

Add Remove |
Pemissions for npartner Allow Deny
Local Launch ] O
Remote Launch ] (M|
Local Activation [ | O
Remote Activation O

Leam abowut access control and pemissions

T ok || coee
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(8) Click "OK.”

My Computer Properties

106 A&7 N-Partner

Copyright © All fights are reserved by M-Fartner Technologies Co



4.3.3 Configure WMI Permissions
4.3.3.1 Configure Event Log Permissions

(1) Open “Windows Powershell.”

Windows
PowerShell

(2) Enter the command to enable WMI control service.
PS C:\>

2 Administrator: Windows Powershell

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

= WmiMgmt - [Console Root\WMI Control {(Local)] — |E||i|
File Action View Favorites Window Help | _|E|§|

e 2m[]E=

=il vt Control (Local)

:I Windows Management Instrumentation (WMI)

Mare Actions »

Configures and controls the Windows Management Instrumentation (WML) service.
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(4) Edit CIMV2 Security

On the “Security” tab, expand “Root” = “CIMV2,” then click “Security.”

WHMI Control (Local) Properties ied P

General | Backup/Restore  Security | Advanced |

Mamespace navigation allows you to set namespace specific security.

CIMV2
-4
-1 DEFAULT

I_J_| directony

#-| )1 Hardware

uJ Interop

H- )1 InventoryLogging
I_J_| Microsoft

u_| Microsoft Active Directany
I_J_| Microsoft Ofs

B[ 41 MicrosoftDNS

uJ nap

-4 PEH

- 01 Policy

mH-: R&OP hd

oK Cacel | ey |
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(5) Add WMI User Permissions.

Click “Add.”

Secuty |

Gmup ar user names:

M o therticated Users
2, LOCAL SERVICE
52 NETWORK SERVICE
T Account Unknown(5-1-5-21-3971121133-1396569501-238...
52 Admiristrators (NPARTNER' Administrators)

| Add... |! Remove |

Pemizszions for Authenticated

lsers Allow Dery
Execute Methods O =
Full Write O O
Partial Write O o
Provider Write O
Enable Accournt O -

For special pemissions or advanced settings, e
click Advanced. —l"a"

Leam about access control and pemissions

ok | Caneed | g

(6) Enter Your Username

Enter your username (in this example, it is “npartner”) click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups

Select this object type:

IUsers. Groups, or Builtin securty principals

From this location:

Inpartner]ncal

Enterthe object names to select (2amples):

Ohject Types. ..

Locations... |
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(7) Set Your User Permissions
Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check
“Remote Enable: Allow,” then click “OK.”

Security for ROOT\CIMV2 X|

Semrit}rl

Emup Qr User names:

82 NETWORK SERVICE |
%2 Account Unknown(S-1-5-21-3971121133-1396569501-238
_Administrators (MPARTMNER Administrators

E._ npartner (npartner@npartner local)

Pemissions for npartner Allow Deny
Enable Accourt | O =
Remote Enable | O
Head Securty ] O
Edit Security O O
Special permissions O O -

For special pemissions or advanced settings, el
click Advanced. —I”a”

Leam about access control and pemissions

Lo | o | |

(8) Click “OK.”
L1 Cotro Loca) properties 20

General | Logging | Backup/Restore  Security IAdvanced]

Mamespace navigation allows you to set namespace specific security.

= [ Root -
-] aspnet
- (NI
®-(] Cli
-1 DEFAULT
- directary
-1 Microsoft
-] MicrosoftactiveDirectary
-1 MicrosoftDNS
E-] MicosoftllSy2
-1 MicrosoftNLE
(- MSCluster
-1 perfmon
- Palicy
# (] RSOP
#-(] SECURITY
#1771 suhsrrintinn ;I

| Security I

ok | cancel | s |
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4.3.3.2 Configure Permissions for Reading User Data

(1) Open “Windows Powershell.”

>

0=

Windows
Powershell

(2) Enter the command below to enable WMI Control.

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

= WmiMgmt - [Console Root\WHMI Control (Local)] -0l =l
E File Acton View Favorites Window Help

e 2mLEIEF

1 oMT Control (Local)
=i wMI Control (Local) Iol I g Instr jon (WMI)

More Actions »

Configures and controls the Windows Management Instrumentation (WMI) service.
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(4) Edit LDAP Security

On the “Security” tab, expand “Root” = “directory” - “LDAP,” then click “Security.”

WMI Control {Local) Properties 2| x|

Generall Luggingl Backup/Restore Advamedl

Namespace navigation allows you to set namespace specific security.

IIE! J FRoot] =
#-_] aspnet
1 CIMv2

& Ci

_ ] DEFAULT
=-{_] directory
]
EH-] Mi
{1 MicrosoftactiveDirectory

&[] MicrosoftDNS

{1 MicrosoftllSv2

#-_] MicrosofthNLB

{1 MSCluster

&1 perfmon e
{1 Policy

-1 RSOP

- SECIIRITY ;]

| Security ||

[ ok | cancel | o

(5) Add WMI User Permissions

Click “Add.”

Security for ROOT\directory\LDAP

Gmup ar User names:

r‘.-'-".l_l‘lhEFIﬁII:EltEd Users
82 LOCAL SERVICE
2 NETWORK SERVICE
T Account Unknown(S-1-5-21-3571121133-1396569501-238 ..
82, Administrators (NPARTNER Administrators)

Add.. | Remove

Permissions for Authenticated
lUsers

Bxecute Methods
Full Write

Partial Write
Provider Write
Enable Account

=
2

jEE0O0E

For special permissions or advanced settings.,
click Advanced. 4“’“"“’"

Leam about access control and pemissions

ok | cancel | i
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(6) Enter Your Username

Input your user account name (in this example, it is “npartner”), click “Check Names,” then click “OK.”

Select Users, Computers, or Groups

Select this object type:
IUsets, Groups, or Built-in security principals

From this location:
|npmtna.loc-.al

Enter the object names to select [examples):

21|

Object Types... I
_ Locaions.._ |

Locations...

ngaltnerl

gdvanced...l | oK |

| Check Names I

(7) Set Your User Permissions

Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check

“Remote Enable: Allow,” then click “OK.”

Security for ROOT" directory'\LDAP

Security |

Group or user names:

E Everjone
€7 LOCAL SERVICE

NETWORK SERVICE
€ npartner (NPARTNER\npartner]

«| |

Add. I Remove I

Pemissions for npartner Deny

Partial Wiite O ZI

Provider ‘Wiite (|

Enable &ccount O

Remate Enable O

Read Security O

Edit Security O ;l
For special permissions or for advanced settings, A ad
click Advanced _ Adyanced_|

carcel | oo |
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(8) Click “OK.”

WMI Control (Local) Properties

2] Roat
- aspnet
@ CIMv2
&3 Ci
- DEFAULT

Y02
B0 Microsoft
-] MicrosoftactiveDirectory
#-(] MicrosoftDNS
- MicrosoftllSy2
-] MicrosofthLB
-] MSCluster
#-(0 perfmon
- Policy

=1 RSOP

01 SFLHRITY
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4.3.4 Configure Event Log Read Permissions

(1) Click “Group Policy Management.”

Group Pt
Management

(2) Expand “Domain Controllers” - “Servers” = right-click “N-Partner Policy” and select “Edit.”

E; Group Policy Management ;Iglﬂ
2L File  Action View Window Help |_|_|- & x|
e == o]
|5L Group Policy Management Group Policy Management
=] _ﬁ quest: npartner.local Contents I
B [ 55 Domains
=l 3 npartner.local MName = |
ET’.J_' Default Domain Policy 3 Forest: npartner local
= 2] Domain Controllers
@/ Default Domain Controlle
ERERE:TINC
IEllr-pariner Policy,

o | Servers

5/ Group Policy Objects =
5 WMI Filters v Link Enabled
[&] Starter GPOs Save Report...
@ Sites
E.E " . Mew Window from Here
sfx Group Policy Modeling
4 Group Palicy Results Delete
Rename
Refresh
Help
4 | ©
|open the GPO editor
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(3) Configure Auditing Log

Expand “Computer Configuration” = “Policies” - “Windows Settings” = “Security Settings” - “Local

Policies” = “User Rights Assignment,” then select “Manage Auditing and Security Log.”

E Group Policy Management Editor

File Action View Help

&= 27| XE = H=

| Name Resolution Policy
== _Seripte (Startup(Shutdown)

‘4 Restricted Groups

4 System Services

4 Registry

5 File System

2o Wired Network (IEEE 802.3) f
| Windows Firewall with Advan
" Network List Manager Policies
Zall Wireless Network (IEEE 802.:

[

| Software Restriction Policies

| Network Access Protection

| Application Control Policies
@ IP Security Policies on Active

FREHEHEBE

| Public Key Policies L

| Advanced Audit Policy Config ||
| L ;I_I ‘

|7 Log on as a batch job

lo) Modify firmware environment values
li1o) Perform volume maintenance tasks

15 Profile single process

15| Profile system performance

l1;) Remaove computer from docking station
1) Replace a process level token

1) Restore files and directories

li1o) Shut down the system

l1s) Synchronize directory service data

o) Take ownership of files or other objects

=10l x|

Palicy = | Policy Setting «
l2;) Deny log on as & service Mot Defined
1is) Deny log on locally Not Defined
\;) Deny log on through Remote Desktop Services Not Defined
1) Enable computer and user accounts to be trusted for delegation Mot Defined
liis) Force shutdown from a remote system Not Defined
|s) Generate security audits Not Defined
li1o) Impersonate a dient after authentication Mot Defined
1o Increase a process working set Not Defined
15 Increase scheduling priority Not Defined
l15) Load and unload device drivers Mot Defined
15 Lock pages in memaory Not Defined
Not Defined

Mot Defined
Mot Defined
Not Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

(4) Add Auditing User

Check “Define these policy settings,” then click “Add User or Group...”

Security Policy Setting | Explain |

Manage auditing and security log

=

I|7 Define these policy sdtings:l

2]

I Add User or Group... | Femaowve |

o< ]

Cancel

ooty |
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(5) Search for User

Click “Browse.”

Add User or Group x|

User and group names

oK Cancel |

(6) Enter Your User Account

Input your user account (in this example, it is “npartner”), click “Check Names,” then click “OK.”

2
Select this object type:
ILhuaSumﬁnnmﬂs Groups. or Built+n security principals Object Types... I
From this location:

foatrerics _ tocabors._|

Enterthe object names to select (examples):
npartner (npartner@npartner local) I Check Names I

Advanced..._| [Tok ] conce |

4

(7) Click “OK.”

2]

User and group names
INF'AFITNEFI'\.npaIIner

oK Cancel
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(8) Confirm Audit Log Settings

Click “OK.”
Manage auditing and security log Properties ilil
Secuity Policy Setting | Explain This Setting |

’3 Manage auditing and security log
=

¥ Define these policy settings:

NPARTNER\nparther

Add User or Group... | Femove

oK | Cancel Apply

(9) Open “Windows Powershell.”
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4.3.5 Restart the WMI Service

(1) Open “Windows Powershell.”

(2) Enter the command below to disable the WMI service.

PS C:\>

2. Administrator: Windows PowerShell -10] x|

ectart-Service -DisplavMName Windows Managzement Instrumentation” -Force

(3) Enter the command below to enable the WMI service.

PS C:\>

rice -DisplayMName "Windows Management Instrumentation”

Wi rmamt Hindows Management Instrumentation
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4.3.6 Configure the Firewall

(1) Open “Windows Powershell.”

PS C:\> netsh advfirewall firewall set rule group="windows management instrumentation (wmi)" new

enable=yes

wall set rule

PS C:\> netsh advfirewall firewall show rule name=all | Select-string -pattern "Windows Management

Instrumentation" -context 0,2

10 x|

tern “Wi ta nt [nstrumentation” -conl
L

n (DCOM-1n)

it Inst rum

n (W1-In)

nt Instrumeritat ion (WMI)

b Inst rume

=nt [nst rumentat ion

Instn

ent Instrumentation (WM1)
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(4) Enter the command below to configure the firewall to allow only the N-Reporter IP to Query WMI:

PS C:\> netsh advfirewall firewall set rule name="Windows Management Instrumentation (DCOM-In)" new

remoteip=

PS C:\> netsh advfirewall firewall set rule name="Windows Management Instrumentation (WMI-In)" new

remoteip=
PS C:\> netsh advfirewall firewall set rule name="Windows Management Instrumentation (ASync-In)" new

remoteip=

set rule name="Wir t Instrumentat ion (WMI-In)"

t rule name="Windows Management Instrumen

Replace the red text with the N-Reporter IP address.

(5) Enter the command below to show the current firewall WMI configuration:
PS C:\> netsh advfirewall firewall show rule name=all | Select-string -pattern "Windows Management

Instrumentation" -context 0,2

=

“Window nent Inst rumentat ion” -corld
-

n (WD

__________________________________ n (WMI-In)
on (MI)

ion (WMI-Out)

ion (WMI)

n (MDD
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5. Windows Server 2012

Windows Audit Policy Configuration:

For detailed information, refer to the Audit Policy Recommendations link in the references.

5.1 Organizational Unit (OU) Configuration

(1) Open “Active Directory Users and Computers.”

~

&

Active
Directory
Users and

Computers

(2) Add an Organizational Unit

Right-click on the domain name (the example here is npartner.local) = select “New,” and click

“Organizational Unit.”

—

File Action View Help
ooz Hm TR

= Active Directory Users and Computers

(= o |

: Active Directory Users and Com || Name Type Description
p (| Saved Queries Finpartner.local Domain
_| Saved Queries Folder to store your favo...
b [ Builtin
D Computers
|[> 2 | Domain Controllersl
b | ForeignSecurityPrin Delegate Control..
b | Managed Service A Pre-create Read-only Domain Controller account...
p 21 Microsoft Exchange Find...
o Servers I v c
9 Users ew omputer
All Tasks Contact
Refresh Group
e InetOrgPerson
msExchDynamicDistributionList
Help .
mslmaging-PSPs
MSMQ Queue Alias
Organizational Unit M I
Printer N
User
Shared Folder
< m >

Create a new object...
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK”

z’ Create in:  npartnerlocal/

[+] Protect container from accidental deletion

(4) Move the Server to your New Organizational Unit:

Select “Domain Controllers” - right-click on the “WIN2012-AD-ENG” server.

Note: Please select the Windows server according to the actual environment. = click “Move.”

File Action View Help
e« F 40/ XEz B 3 Taw

] Active Directory Users and Com|| Name
p | Saved Queries [3] Servers
4 34 npartnerlocal {3 WIN2012-AD-ENG
p [ Builtin Add to a group...
p 1 Computers Reset Account

IJ 2| Domain Controllersl

2] Servers
p | ForeignSecurityPrincipal: Manage

p | Managed Service Accour All Tasks
p @1 Microsoft Exchange Secu f
3] Servers Cut
] Users

. Properties

<] m | [> [ <] mn

Moves the current selection to another organizational unit.
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = Click “OK.”

(6) Verify the Server Has Been Moved to your New Organizational Unit:
Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2012-

AD-ENG” server has been moved.

File Action View Help
e 2@ 0/ XEc= Hm ATl

] Active Directory Users and Com|| Name Type DC Type
b [ Saved Queries [ WiN2012-ADENG Computer |
4 33 npartner.local
p [ Builtin
p || Computers

2 5. Domain Controllers
b || ForeignSecurityPrincipal:
b || Managed Service Accour
b (2] Microsoft Exchange Secy
2] Servers
] Users

W

~ AJN-Partner




5.2 Group Policy Settings

(1) Click “Group Policy Management.”

u?‘:‘?

Group Policy
Management

(2) In the Servers organizational unit (OU), create a new Group Policy Object (GPO):

Right-click the “Servers” organizational unit under “Domain Controllers” = select “Create a GPO in this

domain, and Link it here...”

g File Action View Window Help

HEE

s 2o/ XEc B

‘& Group Policy Management
4 £\ Forest: npartner.local
4 (54 Domains
4 F3 npartner.local
.| Default Domain Policy
4 (2| Domain Controllers |
Default Domain Controllers

Servers
Linked Group Policy Objects I Group Policy Inheritance I < I >
Link ®rder GPO En

| 5 Servers

b 3] Microsoft £ Create a GPO in this domain, and Link it here...

4 o Servers Link an Existing GPO...
P ._.:I' Group Poli Block Inheritance

b [ WMI Filters
b (] Starter GP(

b (@ Sites Group Policy Modeling Wizard...
&% Group Policy Mod New Organizational Unit

|, Group Policy Resu

Delete
Rename
Refresh

Properties

Help

Group Policy Update...

New Window from Here

<| ] [ >

Create a GPO in this domain and link it to this container
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(3) Edit your Group Policy Object
Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)
Note: Create your GPO name according to the actual environment. = then click “Edit.”

Name:
| N-Partner Policy |

Source Starter GPO:
| {none)

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)
right-click and select “Edit.”

\# File Action View Window Help
oo 2@ ol XE G
i Group Policy Management Servers
4 £\ Forest: npartner.local Linked Group Policy Obiects | Group Policy Inhertance | < | > |
4 [34 Domains -
4 F3 npartner.local ) Link Drder GPO En
= 1 () N-Partner AD Policy ~ Nc

s/ Default Domain Policy L :
4 (2] Domain Controllers 2 i) N-Partner Policy Ne

=i/ Default Domain Controllers
4 (2] Servers -
.| N-Partner AD Policy Z
»: N-Partner Poli
b 5] Microsoft Exchange Sed Edit...
4 (3] Servers Enforced

b [t Group Policy Objects Link Enabled

b [ WMIFiters e he
b (3 Starter GPOs e Report...
b (g Sites New Window from Here

5% Group Policy Modeling Delete
|4 Group Policy Results

Rename
Refresh

Help

Open the GPO editor
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Local Policies” = “Audit Policy.” And click on “Audit account logon events,” “Audit account

management,” “Audit directory service access,” “Audit logon events,” “Audit object access,” “Audit policy

change,” “Audit process tracking” and “Audit system events” = check “Define these policy settings”:

Success, Failure. = click “OK.”

File Action View Help

YRR EEY

N-Partner Policy [WIN2012-AD-ENG.NPART ~

= Computer Configuration
4 [ Policies

p 5

Software Settings

P

Windows Settings |

b | Name Resolution Policy

b glly Policy-based QoS
p [ Administrative Templates: Policy |

i Local Policies
b 25 Audit Policy

> i User Rights Assignme
b & Security Options
b | Eventlog
b [4 Restricted Groups
[ l—i System Services
b 4 Registry
b [4 File System
b g Wired Network (IEEE 802,
b [ Windows Firewall with Ac
[ "] Network List Manager Po
b Zaf Wireless Network (IEEE 80
p | Public Key Policies
b | Software Restriction Polic
b [ Metwork Access Protectic
p || Application Control Polic
b 8, IP Security Policies on Ac
b [ Advanced Audit Policy C

p [ | Preferences
4 g% User Configuration

< m

-

Policy

Policy Setting

22| Audit account logon events
) Audit account management
2| Audit directory service access
) Audit logon events

| Audit object access

. Audit policy change

Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure

o] Audit privilege use
H Audit process tracking
1:12) Audit system events

Not Defined
Success, Failure
Success, Failure

Securty Policy Setting | Explain
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(6) Event Log: Security Log Retention Method

Expand “Computer Configuration” = “Policies” - “Windows Settings” - “Security Settings” - “Event

Log” = select “Retention method for security log” - check “Define this policy setting” - select

“Overwrite events as needed” = click “OK.”

File Action View Help

YEE EEY

=] N-Partner Policy [WIN2012-AD-ENG.NPARTNE

4 Computer (-:onﬁguration

b i Local Policies

b _jj Eventlog)

p .4 Restricted Groups

p [ System Services

b (@ Registry

p 4 File System

b a Wired Network (IEEE 802.3) P

b -] Windows Firewall with Adva
] Network List Manager Policis

b Zaf Wireless Network (IEEE 802.1

b (| Public Key Policies

b [ Software Restriction Policies

b -] Network Access Protection

p [ -] Application Control Policies

b & IP Security Policies on Active

p [ Advanced Audit Policy Conf

b gl Policy-based QoS
p | Administrative Templates: Policy de

b | Preferences

4 % User Configuration
p | Policies
p | Preferences

-

Policy
(2:) Maximum application log size

1 Maximum security log size

{ie) Maximum system log size

12is| Prevent local guests group from accessing application log
(| Prevent local guests group from accessing security log

1| Prevent local guests group from accessing system log

! Retain application log

(2] Retain security log

1| Retain system log

etention method for security log
) Retention method for system log

Securty Policy Setting | Explain

’ Retention method for security log

v Define this policy setting
O Overwrite events by days
|® Overwrite events as needed |
(O Do not overwrite events (clear log manually)

For more information. see Retention method for securty log.
(Q823659)

Policy Setting
Not Defined
204800 kilobytes
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
As needed
Not Defined
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Event Log” - And click on “Maximum security log size” = Check “Define this policy setting” - enter

204800 KB

Note: Please adjust the number based on the actual environment. - ¢lick “OK.”

File Action View Help

e 2nE XE |

N-Partner Policy [WIN2012-AD-ENG.NPARTNE
& Computer Configuration
4 1 Policies
p | Software Settings
p . Name Resolution Policy
=4 Scripts

-

b | Local Policies
> i EventLog]

b @ Restricted Groups
b @ System Services
b A Registry
p (4 File System
b 4/ Wired Network (IEEE 802.3) P
b [ Windows Firewall with Advai
] Network List Manager Policis
b Zafl Wireless Network (IEEE 802.1
p || Public Key Policies
b [ Software Restriction Policies
b ] Network Access Protection
p [ Application Control Policies
b s IP Security Policies on Active
p | Advanced Audit Policy Conf
b gl Policy-based QoS
p | Administrative Templates: Policy de
b | Preferences
4 4% User Configuration
p 1 Policies
p ] Preferences

m Maximum security log size
Maximum system log size
1 Prevent local guests group from accessing application log
(] Prevent local guests group from accessing security log
1z| Prevent local guests group from accessing system log
[ Retain application log
(22| Retain security log
12| Retain system log
12z Retention method for application log
1) Retention method for security log
1| Retention method for system log

Policy Setting
Not Defined
204800 kilobytes
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

For more information, see Maximum securty log size. (Q823659)
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(8) On the AD domain server, open “Windows PowerShell.”

(9) Enter the command below to refresh group policy.
PS C:\>
I — | (=] -

ey Administrator: Windows PowerShell

ndomDelayInMinutes O -Force

\> Invoke-GPUpdate -Rando

LA LA

(10) Enter the command below to generate server group policy report.
-Path -ReportType html

PS C:\> Get-GPResultantSetofPolicy -Computer
Administrator: Windows PowerShell

Lol
/
olicy -Comput

C:\> Get-GPResul tantSetofPolicy

For the red text , please enter the Windows AD server name and the folder path/file name.

A N-Partner

A

&
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(11) Open the report and verify that your Windows AD server is applying the N-Partner Policy Group

Policy.
2 C\tmp\Win2012.html P =~ G| @ NPARTNER\WIN2012-AD-E... X
General show ™
Component Status show
Settings hide
Account Policies/Password Policy show
Account Policies/ Account Lockout Policy show
Account Policies/Kerberos Policy show
Local Policies/ Audit Policy hide
Palicy Setting Winning GPO
Audit account logon events Success, Failure N-Partner AD Palicy
Audit account management Success, Failure N-Partner AD Palicy
Audit directory sewvice access Success, Failure N-Partner AD Padlicy
Audit logon events Success, Failure N-Partner AD Palicy b
Audit object access Success, Failure N-Partner AD Palicy
Audit palicy change Success, Failure N-Partner AD Palicy
Audit process tracking Success, Failure N-Partner AD Palicy
Audit system events Success, Failure N-Partner AD Palicy
Local Policies/User Rights Assignment show
Local Policies/ Security Options show
Event Log hide
Policy Setting Winning GPO
Maximum security log 204800 kiobytes N-Partner AD Policy v
Retention method for secuiity log As needed N-Partner AD Pdlicy

. e S N-Part

bry M=Fartner Teg
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5.3 Configure WMI

Configuring WM associates Windows account information with the “Username” field in “Event Query” of

N-Reporter.

(1) Enter the command below to check whether N-Reporter associates Windows AD with available user

data.
PS C:\> Get-ADUser -Filter 'Name -like "*KH"' -Properties * | Format-List DisplayName, Description,

PhysicalDeliveryOfficeName, Department, EmployeelD, EmployeeNumber

e Administrator: Windows PowerShell b'i-
' es * |Format-List Di 1

Replace the red text with the username according to the actual environment.

(2) In “Event Query,” click the information of “Username.”

| Hit Count % | Event Type 4 Src Usemname 4 | Dst Usemame < | Policy ID ¢ Audit User &

4724 An attempt was made to reset an accounts

Motice passt‘;oll'cl (An a"te”.m \as made o reset an . 1 audit Administrator) 2 | npartn 4724 Administrataor User
account's password) (User password changed) Managem
(npartner)

(3) The system will show the full information of username.

| Hit Count 2 ' Event Type 4 Src Usemame % ' Dst Usemame 5 Policy ID < Audit User 5

4724 An attempt was made to reset an accounts

npartner
) assword (An attempt was made to reset an - User
Notice P ot Pt _ 1 audit Administrator 3 | | (npartner, TAC, 4724 Administrator
account's password) (User password changed) Managem
; . npartner, [32])
(npartner)
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5.3.1 Add Non-Admin Accounts

(1) Open “Active Directory Module for Windows PowerShell.”

Active

Directory
Module for
Windows
PowerShell

(2) Create an Account

Enter the command below to create an account:

PS C:\> New-AdUser -Name " " -DisplayName " " -SamAccountName " " -Description
"NReporter WMI query account"*

>> -UserPrincipalName " " -AccountPassword (ConvertTo-SecureString "
AsPlainText -force) °

>> -PasswordNeverExpires STrue -Enabled STrue

—Name '"npartner' —-DisplayName “'npartner' —SamAccountName "npal
' —Description “N-Reporter WMI query account" -UserPrincipalName “npartner®
partner.local" —AccountPa ord (ConvertTo—SecureString “npartner" —AsPlainText

Note: Replace the red text with the appropriate account, password, and domain information.

(3) Enter the command below to check account status:

PS C:\> Get-ADUser npartner -Properties MemberOf,PasswordNeverExpires,Enabled

ey Administrator: Active Directory Module for Windows PowerShell ‘LIE-

C:\> Get—ADUser npartner —Properties MemberOf . PasswordNeverExpires.Enabhled

: CN=npartner.CN=Users,.DC=npartner,.DC=local
: True

HEE &

. npartner

I user

: d9c27e9d-b?2f3-44d6-8772-8f2c267eealb

: True

I npartner

: §-1-5-21-634504633-3993990228-1641980093-1148

: npartnerBnpartner.local
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5.3.2 Configure DCOM Permissions

(1) Open “Windows Powershell.”

Windows
PowerShell

(2) Enter the command below to enable component services.
C:\>

L+ Administrator; Windows PowerShell ‘L'i-

(3) Edit Computer Properties
Expand “Console Root” - “Component Services” - “Computers” - right-click “My Computer” - select

“Properties.”

2. Component Services = =[x
. File Action View Window Help -[#=]
e« 2o E 6| Him 0| [=E

(] Console Root Actions
4 #. Component Services a

Component Servi... «

4 || Computers Computers .
b 1h My Computer More Actions 3
b §a] Event Viewer (Local) Refresh all components
b Services (Local) New Window from Here
Properties b
Help il

Opens the properties dialog box for the current selectio
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(4) Enable Permissions

Click the “COM Security” tab = under “Launch and Activation Permissions,” click “Edit Limits.”

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

Caution: Modifying access pemissions can affect the ability
/ of applications to start, connect, function and/or run
securely.

| EdtLmis.. | | EdtDefat.. |

Launch and Activation Pemmissions
You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
Caution: Modifying launch and activation permissions can
i affect the ability of applications to start, connect, function
and/or run securely.

| EdtLmis.. || | Edit Defaut..

(5) Add DCOM User Permissions
Click “Add.”

[ ALL APPLICATION PACKAGES
2o Account Unknown(S-1-5-21-634504633-3093900228-164
82, Administrators (NPARTNER\Administrators)

Performance Log Users (NPARTNER\Perfformance lchc||
< i
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(6) Enter Your Username

Enter the username (in this example, it is “npartner”) = click “Check Names” = click “OK.”

Select this object type:
|l.lsets.Gum.orEﬂ-’nsemiyp’i’x‘mds
From this location:

|matmr]ocﬂ

Enter the object names to select (examples):

(7) Configure your User Permission

Click your user account (in this example, it is “npartner”) = uncheck “Local Launch: Allow” - check

“Remote Activation: Allow” = click “OK.”

ooty s |

Group or user names:

82, Administrators (NPARTNER\Administrators)
aPerformance Log Users (NPARTNER\Perfomance Log

Distributed COM Users (NPARTNER\Distributed COM U
npartner (npartner@npartner local)

<| m

Pemissions for npartner

I Local Launch | I
Remote Launch O
Local Activation O

I Remote Activation E
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(8) Click "OK.”

General | Default Propesties
Default Protocols COM Security MSDTC

Access Pemmissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own pemissions.

Caution: Modifying access permissions can affect the ability
of applications to start, connect, function and/or run
securely.

| Edtlimts.. | | Edi Defau..

Launch and Activation Pemissions
‘You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that

Caution: Modffying launch and activation permissions can
affect the ability of applications to start, connect, function
and/or run securely.

| Edtlimts.. | | Edit Defau..
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5.3.3 Configure WMI Permissions
5.3.3.1 Configure Event Log Permissions

(1) Open “Windows Powershell.”

Windows
PowerShell

(2) Enter the command to enable WMI control service.

PS C:\>

X Administrator: Windows PowerShell

\> wmimgmt.msc

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

= WmiMgmt - [Console Root\WMI Control (Local)] |- =[x
@ File Action View Favorites Window Help & [x]
rEIEEN]E
] Console Root ‘ ) Actions
S WM Contro (LocaI]I Connec:-t‘n anolt.:;ch-omr'l;p:u.t-e_r-.: ----- ftrumentation WMI Control (Local) &~
View More Actions »

N
's Management
New Window from Here

New Taskpad View...

I Properties b I

Help

Opens the properties dialog box for the current selection.
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(4) Edit CIMV2 Security

On the “Security” tab, expand “Root” = “CIMV2,” then click “Security.”

[ General | Backup/Restore Advanced

Namespace navigation allows you to set namespace specffic security.

& % DEFAULT

Interop

InventoryLogging
Microsoft

MicrosoftActive Directory
MicrosoftDfs

Microsoft DNS
Microsoftl|Sv2

msdtc

BE-8-05-0-0-8-0-80E

3
3
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(5) Add WMI User Permissions.

Click “Add.”

" 4 Authenticated Users
H2 LOCAL SERVICE
42 NETWORK SERVICE
R Account Unknown(S-1-5-21-634504633-3093900228-1641...
H2, Administrators (NPARTNER\Administrators)

Pemissions for Authenticated
Users

Execute Methods
Full Write

Partial Write
Provider Write
Enable Account

For special pemissions or advanced settings,
click Advanced.

(6) Enter Your Username

Enter your username (in this example, it is “npartner”) click “Check Names,” then click “OK.”

Select this object type:
|Usﬂ1.Gu.ps.or&l-i1mﬂyphcbds
From this location:

|ma'tner}ncd

Enter the object names to select (examples):

Iummmmm

_ AJN-Partner



(7) Set Your User Permissions

Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check

“Remote Enable: Allow,” then click “OK.”

Sec |

Group or user names:

52 NETWORK SERVICE
2o Account Unknown(S-1-5-21-634504633-3093900228- 164
#2, Administrators (NPARTNER\Administrators)

<]

Pemissions for npartner

Enable Account
Remote Enable
Read Securty

Edit Security
Special pemissions

DOORIC)HE

For special pemmissions or advanced settings,
click Advanced.

(8) Click “OK”

General | Backup/Restore | Security | Advanced |

Namespace navigation allows you to set namespace specific security.

e
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5.3.3.2 Configure Permissions for Reading User Data

(1) Open “Windows Powershell.”

Windows
PowerShell

(2) Enter the command below to enable WMI Control.
PS C:\>

by Administrator: Windows PowerShell

\>> wmimgmt.msc

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

2 WmiMgmt - [Console Root\WMI Control (Local)] [= [T
é File Action View Favorites Window Help
e 2m B BHE

Console Root Actions

= WMI Control (Local ‘ = N 7Y NPT Y Y s tati
= ontrol (Local) rumentation WMI Control (Local) =

Connect to another computer ...

View » More Actions »
's Management

New Window from Here
New Taskpad View...

I Properties [} I

Help

Opens the properties dialog box for the current selection.
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(4) Edit LDAP Security

On the “Security” tab, expand “Root” = “directory” - “LDAP,” then click “Security.”

| General | Backup/Restore | Securtty | Advanced |

Namespace navigation allows you to set namespace specific securty.

=19 Root

MicrosoftllSv2
martc

E@@@@@@@,j

[

(5) Add WMI User Permissions

Click “Add.”

82 LOCAL SERVICE

H2 NETWORK SERVICE

Jo Account Unknown(S-1-5-21-634504633-3093900228-1641...
#2, Administrators (NPARTNER\Administrators)

E:;naissions for Authenticated

=

Execute Methods
Full Write

Partial Write
Provider Write
Enable Account

IIRO0OR | &

For special pemissions or advanced settings,
click Advanced.
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(6) Enter Your Username

Input your user account name (in this example, it is “npartner”), click “Check Names,” then click “OK.”

Select this object type:

|Usets. Groups, or Builtin security prncipals
From this location:

|rpa'tner.locd

Enter the object names to select (examples):

(7) Set Your User Permissions
Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check

“Remote Enable: Allow,” then click “OK.”

e |

Group or user names:

2 NETWORK SERVICE N
2o Account Unknown(S-1-5-21-634504633-3093900228-1641

Administrators (NPARTNER\Administrators H
arttner (npartner@npartner local)

W

< | m B

Pemissions for npartner
Enable Account
Remote Enable
Read Security

Edit Security

Special pemissions

For special pemissions or advanced settings,
click Advanced.

o v B N-Partner



(8) Click “OK”

| General | Backup/Restore | Securty ' Advanced |

Namespace navigation allows you to set namespace specfic security.

=
1 aspnet
CIMv2

Cli
DEFAULT
directory

I

el il ol
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5.3.4 Configure Event Log Read Permissions

(1) Click “Group Policy Management.”

E

& File Action View Window Help
IEEERE EEL

& Group Policy Management Servers
4 _ﬁ Forest: npartner.local Linked Group Policy Objects lG Policy | S— I o |
4 [ZL Domains : :
4 F3 npartner.local Link Drder GPO Enforced  Link Enab,

=] Default Domain Policy ; 1 @ N-Partner AD Policy ~ No Yes
2 =] N-Partner Policy No Yes

4 (3] Domain Controllers
=i/ Default Domain Contr
4 3 Servers
=i N-Partner AD Polic
5| N-Partner Policy|
p (2] Microsoft Exchange Set Edit...
=] Servers Enforced

3 ;:J Group.Policy Objects Link Enabled
p [ WMI Filters

b (] Starter GPOs SaveReport...
b [[@ Sites New Window from Here

@ Group Policy Modeling Delete
[+) Group Policy Results
Rename

Refresh

Help

e v BN-Partner



(3)

Expand “Computer Configuration” = “Policies” - “Windows Settings” - “Security Settings” - “Local

Policies” = “User Rights Assignment,” then select “Manage Auditing and Security Log.”

F

Configure Auditing Log

ile  Action View Help

s 2F XE

N-Partner Policy [WIN201 Z-AD-ENG.NPARTZ
4 & Computer Configuration

4 | Policies

B j Software Settings
p || Name Resclution Policy
<% Scripts (Startup/Shutdown)
4 h Security Settings
(e ccount Policies
4 [j| Local Policies
udit Policy

User Rights Assignm
B | Security Options
b [ Eventlog
b [ Restricted Groups
b (4 System Services
b (4 Registry
b g File System
b Zg/ Wired Network (IEEE 802.3
b -] Windows Firewall with Ad:

[} Network List Manager Pol

—="

Policy
luk| Impersonate a client after authentication
i) Increase a process working set

1] Increase scheduling pricrity

[/ Load and unload device drivers

k| Lock pages in memory

iz Log on as a batch job

! Log on as a service

DManage auditing and security log

i) Modify an object label

'EL{. Modify firmware environment values

1| Perform volume maintenance tasks

1] Profile single process

2] Profile system performance

' Remove computer from docking station
[/ Replace a process level token

‘l:| Restore files and directories

! Shut down the system

B Synchronize directory service data

1| Take ownership of files or other objects

Policy Setting
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Mot Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

[~ >

(<] n

(4)

Check “Define these policy settings,” then click “Add User or Group...”

Add Auditing User

Securty Policy Setting | Explain |

Manage auditing and security log

| (¥ Define these policy settings: |

| Remove
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(5) Search for User

Click “Browse.”

(6) Enter Your User Account

Input your user account (in this example, it is “npartner”), click “Check Names,” then click “OK.”

Select this object type:
|lbus,5&vbekcouﬂs.&ups,or&lhseaﬂypmcbds
From this location:

|rpatmr]ocd

Enter the object names to select (examples):

pattner npartner@npartner local)

(7) Click “OK”

User and group names
NPARTNER\npartner

~ AJN-Partner




(8) Confirm Audit Log Settings

Click “OK.”

Manage auditing and security log Properties _
Security Policy Setting Explain

‘j’g. Manage auditing and security log

Define these policy settings:

NPARTNER\npartner

Add User or Group...

oK ||[ cancel |[ sy

(9) Open “Windows Powershell.”

Windows
PowerShell

(10) Enter the command below to update group policy.
PS C:\>

by Administrator: Windows PowerShell |=lolx
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5.3.5 Restart the WMI Service

(1) Open “Windows Powershell.”

>

Windows

(2) Enter the command below to disable the WMI service.

PS C:\>

| Administrator: Windows PowerShell

(3) Enter the command below to enable the WMI service.

ey Administrator: Windows PowerShell

e "Windows Management Instrumentation”
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5.3.6 Configure the Firewall

(1) Open “Windows Powershell.”

Windows
PowerShell

(2) Enter the command below to configure the firewall to allow only the N-Reporter IP to Query WMI:

PS C:\> Set-NetFirewallRule -DisplayGroup "Windows Management Instrumentation (WMI)" -RemoteAddress
-Enabled True

e Administrator: Windows PowerShell [= 1o

Replace the red text with the N-Reporter IP address.

(3) Enter the command below to show the current firewall WMI configuration:

PS C:\> Get-NetFirewallRule -DisplayGroup "Windows Management Instrumentation (WMI)" -Direction
Inbound | >> Format-Table -Property Name,DisplayName,DisplayGroup, >>
@{Name='"RemoteAddress';Expression={(SPSltem | Get-NetFirewallAddressFilter).RemoteAddress}}, >>

Enabled,Direction,Action

(] Administrator: Windows PowerShell

tion A

. Win I b )
Windows Manag... Wine 1ag... 192.168.8.59 Inbound
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6. Windows Server 2016

Windows Audit Policy Configuration:

For detailed information, refer to the Audit Policy Recommendations link in the references.

6.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

~

&

Active
Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on the domain name (the example here is npartner.local) = select “New,” and click

“Organizational Unit.”

] Active Directory Users and Computers

File Action View Help
s [z HE A RETER

< )_|

Create 2 new object...

152

. Active Directory Users and Com|| Name Type
d_Saved Queries 7] Saved Queries
— 4 npartner.local Domain
| Builtin
| Computers
2| DNS Servers
I = | Domain Controllersl
| ForeignSecurityPrin Delegate Control...
_| Managed Service A Pre-create Read-only Domain Controller account...
2| Microsoft Exchange =L
3| Servers
| Users I New >I
All Tasks »
Properties
Help

Computer
Contact
Group
InetOrgPerson

msDS-ShadowPrincipalContainer

msExchDynamicDistributionList
mslmaging-P5Ps
MSMQ Queue Alias

Organizational Unit

Printer
User
Shared Folder

g

&

L
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https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations

(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK.”

New Object - Organizational Unit

:7j| Createin: npartnerlocal/Domain Controllers

X

Name:

Protect container from accidental deletion

|Servers

| OK |

(4) Move the Server to your New Organizational Unit:

Select “Domain Controllers” = right-click on the “WIN2016-AD-ENG” server.

Note: Please select the Windows file server according to the actual environment. = click “Move.”

] Active Directory Users and Computers - O X
File Action View Help
o | 1@ 0/ XEd2 HE T RETER
] Active Directory Users and Com || Name Type DC Type Site
> [&] Saved Queries 5] Servers Organizational...
v #3 npartner.local re S
? J Builtin Addto a group...
-/ Computers Reset Account
= | DNS_Servers
v = | Domain Controllers | I Move.. N I
2 Servers Manage N
> __ ForeignSecurityPrincipal:
- >
» | Managed Service Accour All Tasks
» [2] Microsoft Exchange Sect Cut
a1 Servers Delete
> [ Users
Properties
Help
< > || < >
Moves the current selection to another organizational unit.
153

&7 N-Partner

L«
Jé‘
B

(4% "



(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

Move X

Move object into container:

| Managed Service Accounts

2. Microsoft Exchange Security Groups
2| Servers

_ Users

[ ok ]| cance

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2016-

AD-ENG” server has been moved.

v 3 npartner.local
» | Builtin
| Computers
2 DNS_Servers
v L Domain Controllers
3| Servers
» . ForeignSecurityPrinci
» . Managed Service Acc
> 2. Microsoft Exchange S
= Servers
» .| Users v

| Active Directory Users and Computers O X
File Action View Help

e 2R 0B HETRETa%R

. Active Directory Users and ¢ A || Name Type DC Type

> [ Saved Queries & WIN2016-AD-ENG  Computer | GC
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6.2 Group Policy Settings

(1) Click “Group Policy Management.”

s
Group Policy
Management

(2) In the Servers organizational unit (OU), create a new Group Policy Object (GPO):
Right-click the “Servers” organizational unit under “Domain Controllers”— select “Create a GPO in this

domain, and Link it here...”

i 2 Group Policy Management . O X
& File Action View Window Help - &
o | 2@ 0(XE 6| HE

=, Group Policy Management Servers

v 4\ Forest: npartner.local Linked Group Policy Objects  Group Policy Inheritance [ ¢ |*
v &3 Domains A~
v 3 npartner.local Link Order GPO Erfos

., Default Domain Policy
2 | DNS_Servers
Iv =] Domain Controllers |

i/ Default Domain Controlle

" Microsoft £ | Create a GPO in this domain, and Link it here... &

3| Servers Link an Existing GPO...
=4 Group Poli Block Inheritance
WMI Filters
-~ .
’ |
3 Starter GPC Group Policy Update
i@ Sites Group Policy Modeling Wizard...

st% Group Policy Mod

New Organizational Unit
¢ Group Policy Resu

New Window from Here

Delete
Rename
Refresh

<

Properties
Create a GPO in this domain a
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(3) Edit your Group Policy Object

Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)
Note: Create your GPO name according to the actual environment. Then click “Edit.”

New GPO X

N-Partner Policy I

Source Starter GPO:

(none) v
[T

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)

right-click and select “Edit.”

‘& Group Policy Management

'z File Action View Window Help

e zam o XE | e

.7, Group Policy Management
v 4 Forest: npartner.local
v [Z5 Domains

Servers

Linked Group Policy Objects

Group Policy Inheritance [ ¢ | L4

v #3 npartner.local

~

Erfol

Link Order GPO
=] Default Domain Policy —
5 (2] DNS_Servers
~ [a| Domain Controllers
i/ Default Domain Controlle|| =
v 3| Servers ]
;| N-Partner AD Policy v
> @] Microsoft Exchange Sec | CEdit.. [\ ]
3l Servers Enforced -
> __:J Group Policy Objects "' |\ Fnabled
> _-'. WMI Filters Save Reort
> L5 Starter GPOs port...
_f! Sites New Window from Here
s64 Group Policy Modeling
"+ Group Policy Results Delete
Rename
Refresh
< Help
Open the GPO editor
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >
“Local Policies” = “Audit Policy.” And click on “Audit account logon events,” “Audit account
management,” “Audit directory service access,” “Audit logon events,” “Audit object access,” “Audit policy
change,” “Audit process tracking” and “Audit system events” - check “Define these policy settings”:

Success, Failure. - click “OK.”

-/ Group Policy Management Editor = O X
File Action View Help
;’ N-Partner Policy [WIN2016-AD-ENG.NPARTI A Policy g Policy Setting
v Compgtér SConbguatin ./ Audit account logon events Success, Failure
v Policies . 3
- _«, Audit account management Success, Failure
| Software Settings E . )
- - . Audit directory service access Success, Failure
I~ | | Windows Settings | L .
- 3 .y, Audit logon events Success, Failure
| Name Resolution Policy 35 3
=) Scripts (Startup/Shutdown) Aud?t ob)'ect access Success, Faflure
s Deployed Printers 2 Audft po.hf:y change Successt Failure
[~ = Security Settings | 2| Audit privilege use Not Defined
- Account Policies @y
~ 3 Local Policies | Audit system events Success, Failure
| _Audit Policy Audit process tracking Properties ? X

Ji User Rights Assignmer

jj Security Options
j Event Log 'J’;' Audt process tracking
4 Restricted Groups

Security Policy Setting Explain

2 FS{):gt.ES::ySENI(es Define these policy settings
2 I 3
g4 File System .
Z4 Wired Network (IEEE 802.3 A Bescee
| Windows Firewall with Ad Fokes
_ Network List Manager Pol
Zaf Wireless Network (IEEE 80
Public Key Policies ) ¢
< > < >
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(6) Event Log: Security Log Retention Method

Expand “Computer Configuration” = “Policies” - “Windows Settings” = “Security Settings” - “Event

Log” - select “Retention method for security log” = check “Define this policy setting” - select

“Overwrite events as needed” - click “OK.”

4 Restricted Groups
A System Services
_a Registry
4 File System
» 2/ Wired Network (IEEE 802.3) P
| Windows Firewall with Advar
| Network List Manager Policie
2 Wireless Network (IEEE 802.1°
_| Public Key Policies
| Software Restriction Policies
| Application Control Policies
S IP Security Policies on Active
| Advanced Audit Policy Confi
ulli Policy-based QoS
| Administrative Templates: Policy def

| Preferences
v 4% User Configuration
| Policies
| Preferences
< >

Retention method for security log

=/ Group Policy Management Editor - O X
File Action View Help
e 2@ XE = HE
=/ N-Partner Policy [WIN2016-AD-ENG.NPARTNEF Policy & Policy Setting
v o C_omptft.er EOTomton ¢ Maximum application log size Not Defined
X Pj)hcnes - L4 Maximum security log size 204800 kilobytes
IV - xf:::::ssse::::‘g;s] 2y Maximum system log size Not Defined
— [ Neeme Resobeiion Pokcy i Prevent local guests group from accessing application log Not Defined
= Scripts (Startup/Shutdown) (4| Prevent local guests group from accessing security log Not Defined
= Deployed Printers .4 Prevent local guests group from accessing system log Not Defined
< SecInity Sethngs . Retain application log Not Defined
5 Account Policies (4| Retain security log Not Defined
Local Policies 24 Retain system log Not Defined
Retention method for application log Not Defined

i/ Retention method for system log

Not Defined

Retention method for security log Properties ?

Security Policy Setting  Explain
'5? Retention method for security log

[ Define this policy setting
(O Overwrite events by days
|® Overwrte events as needed]
(O Do not ovenwrite events (clear log manually)

M and
For more inf 1, see Retention method for securty log
(Q823659)
Conce
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Event Log” - And click on “Maximum security log size” = Check “Define this poli

204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

cy setting” = enter

= Group Policy Management Editor - O X
File Action View Help
=/ N-Partner Policy [WIN2016-AD-ENG.NPARTNE} Policy . Policy Setting
. Compt_lt'er Configuration] x| Maximum application log size Not Defined
VI fulcies : | Maximum security log size 204800 kilobytes]
| Software Settings " " -
v & Windows Settings) 24 Maximum system log size A o Not Defrned
8 Name Resolution Policy i Prevent local guests group from accessing application log Not Defined
) Scripts (Startup/Shutdown) .| Prevent local guests group from accessing security log Not Defined
r;1 Deployed Printers i Prevent local guests group from accessing system log Not Defined
[~ = Security Settings ] . Retain application log Not Defined
,E Account Policies . Retain security log Not Defined
3 Local Policies . Retain system log Not Defined
. Retention method for application log Not Defined
a Restricted Groups . Retention method for security log Not Defined
4 System Services . Retention method for system log Not Defined
4 Registry Maximum security log size Properties ? X
_Q File System ovr———
iof Wired Network (IEEE 802.3) P
| Windows Firewall with Advar Tf Maximum securty log size
| Network List Manager Policie e
;41' Wireless Network (IEEE 802.1° Define this policy setting
_| Public Key Policies
_ Software Restriction Policies |204800 31 kilobytes
| Application Control Policies
&, 1P Security Policies on Active . o e ety o ARV W i, o,
_| Advanced Audit Policy Confi For more information, see Maximum securty log size. (2823659)
ollj Policy-based QoS
_| Administrative Templates: Policy del
| Preferences
v 4% User Configuration
_ Policies
| Preferences
< >« >
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(8) Open “Windows PowerShell.”

(9) Enter the command below to refresh group policy.
PS C:\> Invoke-GPUpdate -RandomDelaylnMinutes 0 -Force

EX Administrator: Windows PowerShell - O X
-GPUpdate

(10) Enter the command below to generate server group policy report.
PS C:\>

N Administrator: Windows PowerShell
f WIN2016-AD-ENG 116, hin html

For the red text , please enter the Windows file server name and the folder path/file name.
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(11) Open the report and verify that your Windows AD server is applying the N-Partner Policy Group

Policy.
- m} X
e G | @ file:///C:/tmp/Win2016htmiz O ~ C ‘ (@ NPARTNER\WIN2016-AD-E... l I D@
Component Status
show |
Settings
hide |
Account Policies/Password Policy
show |
Account Policies/Account Lockout Policy
showi |
Account Policies/Kerberos Policy
show |
Local Policies/Audit Policy _
hide |
Policy Setting Winning GPO
Audit account logon events Success. Failure N-Partner AD Policy &
Audit account management Success, Failure N-Partner AD Policy
Audit directory service Success, Failure N-Partner AD Policy
Audit logon events Success, Failure N-Partner AD Policy
Audit object access Success, Failure N-Partner AD Policy
Audit policy change Success, Failure N-Partner AD Policy
Audit privilege use Success, Failure N-Partner AD Policy
Audit process tracking Success, Failure N-Partner AD Policy
Audit system events Success, Failure N-Partner AD Policy
Local Policies/User Rights Assignment
show |
Local Policies/Security Options
show |
Event Log _
hide |
Policy Setting Winning GPO
Maximum secunty log size 204800 kilobytes N-Partner AD Policy
Retention method for secunty log As needed N-Partner AD Policy v
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6.3 Configure WMI

Configuring WM associates Windows account information with the “Username” field in “Event Query” of
N-Reporter.
(1) Enter the command below to check whether N-Reporter associates Windows AD with available user

data.

PS C:\> Get-ADUser -Identity KH -Properties * | Format-List DisplayName, Description,

PhysicalDeliveryOfficeName, Department, EmployeelD, EmployeeNumber

EX Administrator: Windows PowerShell — 0 %

Replace the red text with the username according to the actual environment.

(2) In “Event Query,” click the information of “Username.”

| Hit Count % | Event Type 4 Src Usemname 4 | Dst Usemame < | Policy ID ¢ Audit User &

4724 An attempt was made to reset an accounts

Motice passt‘;oll'cl (An a"te”.m \as made o reset an . 1 audit Administrator) 2 | npartn 4724 Administrataor User
account's password) (User password changed) Managem
(npartner)

(3) The system will show the full information of username.

| Hit Count 2 ' Event Type 4 Src Usemame % ' Dst Usemame 5 Policy ID < Audit User 5

4724 An attempt was made to reset an accounts

npartner
) assword (An attempt was made to reset an - User
Notice P ot Pt _ 1 audit Administrator 3 | | (npartner, TAC, 4724 Administrator
account's password) (User password changed) Managem
; . npartner, [32])
(npartner)
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6.3.1 Add Non-Admin Accounts

(1) Open “Active Directory Module for Windows PowerShell.”

o

Active

Directory
Module for
Windows
PowerShell

(2) Create an Account

Enter the command below to create an account:

PS C:\> New-AdUser -Name " " -DisplayName " " -SamAccountName "
>> -Description "N-Reporter WMI query account" -UserPrincipalName "

>> -AccountPassword (ConvertTo-SecureString " " -AsPlainText -force)

>> -PasswordNeverExpires $True -Enabled $True

Note: Replace the red text with the appropriate account, password, and domain information.

(3) Enter the command below to check account status:

PS C:\> Get-ADUser npartner -Properties PasswordNeverExpires,Enabled

EN Administrator: Active Directory Module for Windows PowerShell - O X

ser npartner ‘agsyordlNeverExpires, Enabled

» Cl=npartner,Ch=lgerg,DC=npartner,DC=local
» True

c2-bd36

-I'T_.J'IE'.I'
1-5-21-3C 871050084 -3292464314-1601

1e .
PrincipalName : npartner@partner. local
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6.3.2 Configure DCOM Permissions

(1) Open “Windows Powershell.”

Windows

PowerShell

(2) Enter the command below to enable component services.

EN Administrator: Windows Po... — O X

(3) Edit Computer Properties

PS C:\>

Expand “Console Root” = “Component Services” - “Computers” - right-click “My Computer” - select

“Properties.”

%. Component Services - =
%, File Action View Window Help

ﬂ:!'Ef” Tu|,_, E_u

(1 Console Root Actions

v #. Component Services Componant Sanvices

v | Computers Computers .
1k My Computer Mnre Actions
{4 Event Viewer (Local) Refresh all components
Services (Local) New Window from Here
Properties N
Help
Opens the properties dialog box for the current «
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(4) Enable Permissions

Click the “COM Security” tab = under “Launch and Activation Permissions,” click “Edit Limits.”

My Computer Properties ? X

General j Properties
Default Protocols I COM Securty i MSDTC

Access Pemmissions
You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

Caution: Modifying access pemissions can affect the ability
of applications to start, connect, function and/or run
securely.

Edit Limts... | Edit Defaut... |

Launch and Activation Permissions
You may edit who is allowed by default to launch applications or

activate objects. You may also set limits on applications that
determine their own pemissions.

Caution: Modifying launch and activation pemissions can
| affect the abilty of applications to start, connect, function
and/or run securely.

Leam more about setting these properies.

oK Cancel Apply

(5) Add DCOM User Permissions

Click “Add.”

Launch and Activation Permission ? X
Security Limits

Group or user names:

~

[E)ALL APPLICATION PACKAGES

& Account Unknown(S-1-5-21-3093853764-871050084-325;

82 Administrators (NPARTNER\Administrators)

82 Peformance Log Users (NPARTNER\Peformance Log Us ¥
>

<
Pemissions for Everyone Allow Deny
Local Launch ¥ |
Remote Launch O O
Local Activation ¥ |
Remote Activation O O
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(6) Enter Your Username

Enter the username (in this example, it is “npartner”) = click “Check Names” - click “OK.”

Select Users, Computers, Service Accounts, or Groups X
Select this object type:
l Users, Groups. or Builtin security principals ‘ Object Types...
From this location:
[npartnerbcal \ Locations...
Enter the object names to select (xamples):

artner (npartner@npartner local Check Names

(7) Configure your User Permission

Click your user account (in this example, it is “npartner”) = uncheck “Local Launch: Allow” = check

“Remote Activation: Allow” = click “OK.”

Launch and Activation Permission ? X
Security Limits
Group or user names:
82 Administrators (NPARTNER\Administrators) ~
82 Peformance Log Users (NPARTNER\Peformance Log Us
Distributed COM Users (NPARTNER\Distributed COM Use
npartner (npartner@npartner local)
W
>

<

Pemissions for npartner

| Local Launch
Remote Launch
Local Activation

|-F!emote Activation

S (mw .
ulalalalf; g
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(8) Click "OK.”

My Computer Properties ? X
General Options Default Properties
Default Protocols COM Security MSDTC

Access Pemmissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own pemissions.

| . of applications to start, connect, function and/or run

;_’i\ Caution: Modifying access pemissions can affect the ability
“ securely.

. Edtlimts. | Edt Defaut..

Launch and Activation Pemissions
You may edit who is allowed by default to launch applications or

activate objects. You may also set limits on applications that
detemmine their own pemissions.

Caution: Modifying launch and activation permissions can
affect the ability of applications to start, connect, function
and/or run securely.

[ Edtlmis. | EdtDefaut..

Leam more about setting these properties.
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6.3.3 Configure WMI Permissions
6.3.3.1 Configure Event Log Permissions

(1) Open “Windows Powershell.”

Windows
PowerShell

(2) Enter the command to enable WMI control service.
PS C:\>

N Administrator: Windows Po... — O X

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

& WmiMgmt - [Console Root\WMI Control (Local)] — O X

E File Action View Favorites Window Help - & X

ol A2 Y o (ERE 7 Mio:

(1 Console Root H - Actions

Ié] WMI Control (Local'| S — nt.. &

Connect to another computer ... el
. re.. b
View >

New Window from Here

New Taskpad View...

Properties B I

Help

Opens the properties dialog box for the curre
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(4) Edit CIMV2 Security

On the “Security” tab, expand “Root” = “CIMV2,” then click “Security.”

WMI Control (Local) Properties

General Backup/Restore] Secunty

Advanced

?

Namespace navigation allows you to set namespace specific securty.

X

|50 Root |

#-{J) AccessLogging
@14y Appv
1)1 aspnet
ERVRICIMV2|
-1 Gl
@14y DEFAULT

- Q) directory

#-1J) Hardware

@01 Interop

- J) InventoryLogging
&1 1 Microsoft

#-1§) MicrosoftActiveDirectory
&-{ )1 MicrosoftDfs

{1 MicrosoftDNS

@11 MicrosoftlISv2

-l 1 _mardte

[0k 1 cancel | sl
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(5) Add WMI User Permissions.

Click “Add.”

Security for ROOT\CIMV2
Security

Group or user names:

$2 LOCAL SERVICE

H2 NETWORK SERVICE

l? Account Unknown(S-1-5-21-3093853764-871050084-3292...
$2 Administrators (NPARTNER"\Administrators)

= ~
Pemissions for Authenticated

Users Allow Deny
Execute Methods [l
Full Write O [l
L]
l
a

Partial Write O
Provider Write
Enable Account

For special pemmissions or advanced settings, | vanced
click Advanced. \ =

[ ok ] cance | aopy

(6) Enter Your Username

Enter your username (in this example, it is “npartner”) click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups X
Select this object type:
l Users, Groups, or Builtin security principals | | Object Types... ‘
From this location:
|npartner local || Locations... |
Enter the object names to select (xamples):
artner (npart tner local Check Names I
Advanced... OK Cancel |
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(7) Set Your User Permissions

ol

¥

Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check

“Remote Enable: Allow,” then click “OK.”

Security
Group or user names:

£2 NETWORK SERVICE A
&> Account Unknown(S-1-5-21-3093853764-871050084-329;

Administrators (NPARTNER\Administrators)
artner tner@npartner.ocal) |

< >

Pemissions for npartner
Provider Write
Enable Account
Remote Enable

Read Securty
Edit Securty

For special pemissions or advanced settings, vanced
click Advanced. : =

Security for ROOT\CIMV2 X

IIOKICmoeI|.PppIy

(8) Click “OK”

General Backup/Restore Secuity Advanced

Namespace navigation allows you to set namespace specific security.

=] ';,lrl Root "
-1 )] AccessLogging
-1y Appv
#-| ) aspnet
P
E-ig Ci
-y DEFAULT
-1y directory
(-1 Hardware
-1 Interop
i1 InventoryLogging
-1 )7 Microsoft
-1 MicrosoftActiveDirectory
-1 )] MicrosoftDfs
-1 MicrosoftDNS
-1 )] MicrosoftlISv2
-1 01 msdte

WMI Control (Local) Properties ? X

oK ||| Cancel | Appl
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6.3.3.2 Configure Permissions for Reading User Data

(1) Open “Windows Powershell.”

Windows
PowerShell

(2) Enter the command below to enable WMI Control.
PS C:\>

EN Administrator: Windows Po... — O X

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

& WmiMgmt - [Console Root\WMI Control (Local)] - O X
E File Action View Favorites Window Help - & X
&= | 257 E|HME
[ Console Root H - Actions
IéjWMIControl (Local | AW Windoe
nt... &
Connect to another computer ...
re. P

View »

New Window from Here

New Taskpad View...

Properties N

o

Help

Opens the properties dialog box for the curre
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(4) Edit LDAP Security

On the “Security” tab, expand “Root” = “directory” - “LDAP,” then click “Security.”

WMI Control (Local) Properties ? X

General Backup/Restore Advanced

Namespace navigation allows you to set namespace specific securty.

|E] 1] Floot! A
[#-14) AccessLogging

-1 Aopv
[#-| 4] aspnet
-4 CIMV2
@1 Ch

#-. 0y DEFAULT
ERVS
]
-l Interop
[ 41 InventoryLogging
(-1 4] Microsoft
[
£
[
;

H-1 41 MicrosoftActive Directory

k| 3 MicrosoftDfs

7-1J) MicrosoftDNS

7.1 11 MicrnsoftlISy? ~

Security

[ok ] comes | sy

(5) Add WMI User Permissions
Click “Add.”

Security for ROOT\directory\LDAP X

Security

Group or user names:

Authenticated Users

S8 LOCAL SERVICE

£2 NETWORK SERVICE

& Account Unknown(S-1-5-21-3093853764-871050084-3292...
£2 Administrators (NPARTNER\Administrators)

[ ] remme
Pemissions for Authenticated

Users Allow

Deny
Execute Methods |
Full Write O ]
Partial Write O O
Provider Write [l
I

Advanced

Enable Account

For special pemissions or advanced settings,
click Advanced.

[ox 1 comest || sesn
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(6) Enter Your Username

Input your user account name (in this example, it is “npartner”), click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups X

Select this object type:

[Users. Groups, or Built-in security principals | ' Object Types... .

From this location:

‘matner]ocd | Locations...

Enter the object names to select (examples):

n n ] Check Names
- . ==

(7) Set Your User Permissions

Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check

“Remote Enable: Allow,” then click “OK.”

Security for ROOT\directon/\LDAP
Security

Group or user names:

£2 NETWORK SERVICE

& Account Unknown(S-1-5-21-3093853764-871050084-329:
£2 Administrators (NPARTNER\Administrators)

E npartner (npartner@npartner local) 1

~

Pemissions for npartner

Provider Write
Enable Account
Remote Enable
Read Security
Edit Security

For special pemissions or advanced settings, Ad
click Advanced.

[o ] oo [ o
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(8) Click “OK”

WMI Control (Local) Properties ? X

General Backup/Restore Securty Advanced

Namespace navigation allows you to set namespace specific security.

=1 Root N
1 J) Accesslogging
-1 Appv
&l CIMv2
-0 Ci
G-l DEFAULT
e
Hardware
G-\ Interop
@-[§) InventoryLogging
-1 Microsoft
@[ )7 MicrosoftActiveDirectory
-1 MicrosoftDfs
@) MicrosoftDNS
141 MicmsoftliSv? h

[Coc ) oo 11 m
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6.3.4 Configure Event Log Read Permissions

(1) Click “Group Policy Management.”

Group Pr
Management

(2) Expand “Domain Controllers” = “Servers” = right-click “N-Partner Policy” and select “Edit.”

' & Group Policy Management

‘%, File Action View Window Help

<= |5 ¢ e

& Group Policy Management
v S& Forest: npartner.local
v (55 Domains
~ 3 npartner.local
= Default Domain Policy
= | DNS_Servers
~ = Domain Controllers
=, Default Domain Controlle
v |3 Servers
5/ N-Partner AD Policy

Group Policy Management
Contents

Name

-_ﬁ Forest: npartner local

[ N-Partner Poli l

si% Group Policy Modeling
¢ Group Policy Results

< >
Open the GPO editor

2| Microsoft Exchange Sec % *
o | Servers Enforced
-/ Group Policy Objects  &# Link Enabled
e WMI Filters Save Report...
) Starter GPOs
{8 Sites New Window from Here

Delete
Rename
Refresh

Help
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(3) Configure Auditing Log
Expand “Computer Configuration” = “Policies” - “Windows Settings” - “Security Settings” - “Local

Policies” = “User Rights Assignment,” then select “Manage Auditing and Security Log.”

'=/ Group Policy Management Editor - a X
File Action View Help

e @ XE= HE

N-Partner Policy [WIN2016-AD-ENG.NPARTNEF A Policy . Policy Setting "

(I

v e ;Pmptfts' CanSigaeion (| Force shutdown from a remote system Not Defined
o ,pfh% - () Generate security audits Not Defined
|‘>’ _1 \S,;f:::‘::ssse::: ir:\gss] \.¢ Impersonate a client after authentication Not Defined
> I Nome Resolgtion Policy (4| Increase a process working set Not Defined
=) Scripts (Startup/Shutdown) (4| Increase scheduling priority Not Defined
, = Deployed Printers \.s Load and unload device drivers Not Defined
(| Lock pages in memory Not Defined
[/ Log on as a batch job Not Defined
Log on as a service Not Defined
#lManage auditing and security log Not Defined
[Zs) Modify an object label Not Defined
(e Modify firmware environment values Not Defined
> j Event Log ;| Obtain an impersonation token for another user in the same... Not Defined
> [ 4 Restricted Groups ' Perform volume maintenance tasks Not Defined
> [4 System Services (4| Profile single process Not Defined
> 75 Registry i, Profile system performance Not Defined
> [a File System .| Remove computer from docking station Not Defined

> &nf Wired Network (IEEE 802.3) P ¥ (TR N Mos g o

< > < >

(4) Add Auditing User

Check “Define these policy settings,” then click “Add User or Group...”

Manage auditing and security log Properties ? X
Security Policy Setting  Explain

ﬂ Manage auditing and security log

E Define these policy sct‘lings:l

Add User or Group... _ Remove
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(5) Search for User

Click “Browse.”

Add User or Group

User and group names

oK Cancel |

(6) Enter Your User Account

Input your user account (in this example, it is “npartner”), click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups X
Select this object type:

l Users, Service Accounts, Groups, or Built4n security principals l | Object Types... '
From this location:

[npainer]ocd l | Locations...
Enter the object names to select (sxamples):

rgartner (npatner@npartner local) Check Names
. o

(7) Click “OK.”

Add User or Group X
User and group names

NPARTNER\npartner Browse

|| oK | . Cancel
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(8) Confirm Audit Log Settings

Click “OK.”

Manage auditing and security log Properties ? X

Security Policy Setting  Explain

‘jq' Manage auditing and security log

Define these policy settings:
NPARTNER\npartner

Add User or Group... Remove

0K Cancel Poply

(9) Open “Windows Powershell.”

Windows
PowerShell

(10) Enter the command below to update group policy.
PS C:\>

EN Administrator: Windows PowerShell - | X




6.3.5 Restart the WMI Service

(1) Open “Windows Powershell.”

T
WINOOWS

PowerShel

(2) Enter the command below to disable the WMI service.

PS C:\>

EN Administrator: Windows PowerShell — O X

(3) Enter the command below to enable the WMI service.
PS C:\>

E¥ Administrator: Windows PowerShell - O X
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6.3.6 Configure the Firewall

(1) Open “Windows Powershell.”

Windows
PowerShell

(2) Enter the command below to configure the firewall to allow only the N-Reporter IP to Query WMI:
PS C:\> Set-NetFirewallRule -DisplayGroup "Windows Management Instrumentation (WMI)" -RemoteAddress
-Enabled True

E¥ Administrator: Windows PowerShell

> Set-NetFirewallRule

Replace the red text with the N-Reporter IP address.

(3) Enter the command below to show the current firewall WMI configuration:
PS C:\> Get-NetFirewallRule -DisplayGroup "Windows Management Instrumentation (WMI)" -Direction

Inbound | >> Format-Table -Property Name,DisplayName,DisplayGroup, >>

@{Name='"RemoteAddress';Expression={(SPSltem | Get-NetFirewallAddressFilter).RemoteAddress}}, >>
Enabled,Direction,Action

EN Administrator: Windows PowerShell

Get-Net allRu

Inb
}., Enabled, D
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7. Windows Server 2019

Windows Audit Policy Configuration:

For detailed information, refer to the Audit Policy Recommendations link in the references.

7.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

(2) Add an Organizational Unit

Right-click on the domain name (the example here is nparnter.local) - select “New,” and click

“Organizational Unit.”

_ Active Directory Users and Computers -

File Action View Help

=" 1 ) ﬂ 5 J. R 5V _‘ 'ujll

| Active Directory Users and Com|| Name Type
Saved Queries
b =3 npartnerloca']
Builtin
| Compute

Saved Queries

Delegate Control...
Find...

3 Domain C Change Domain...

ForeignSe Change Domain Controller..,
| Keys . . .
LostAndF Raise domain functional level...
Managed Operations Masters...
| Program | New >I
3| Servers
System All Tasks >
Users Refresh
| NTDS Qu
TPM Devi Properties
Help

<

Create a new object...

Descript
Folder ts

Computer

Contact

Group

InetOrgPerson
msDS-ShadowPrincipalContainer
mslmaging-PSPs

MSMQ Queue Alias

Organizational Unit [N I

Printer
User
Shared Folder
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https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations

(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK.”

New Object - Organizational Unit

-2;". Createin:  npartnerlocal/

X

e

[] Protect container from accidental deletion

| Cancel

Help

(4) Move the Server to your New Organizational Unit:

Select “Domain Controllers” - right-click on the “WIN2019-AD-ENG” server.

Note: Please select the Windows file server according to the actual environment. - click “Move”

v 3 npartner.local

| Active Directory Users and Computers a X
File Action View Help
e | 2@ A0/XDE2 BHMPeETE%

: Active Directory Users and Com|| Name Type DC Type Site

> [ Saved Queries |51 Servers Organizational...

Default-First-Si...

» | Builtin
_J Computers Name Mappings.
Iv = Domain Controllers | PPINGS...
y [@] Servers Reset Account
| ForeignSecurityPrincipalt I Move... ; I
1 Keys Manage
» ] LostAndFound
| Managed Service Accout All Tasks ?
| Program Data Cut
2] Servers Del
| System e
1 Users Properties
] NTDS Quotas
» 7] TPM Devices Help
< >l <
Moves the current selection to another organizational unit.
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

Maove X

Move object into container:

(=5 ';PQ npartner A
-] Buittin
#-{ | Computers
#-{2] Domain Controllers
()| ForeignSecurityPrincipals
- Keys
- | LostAndFound
-] Managed Service Accounts
#-{ | NTDS Quotas
- "] Program Data
W

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2019-

AD-ENG” server has been moved.

| Active Directory Users and Computers - O X
File Action View Help

¢ 2@ 0Bz HEIPRETEa%
] Active Directory Users and G A || Name Type DC Type Site

> [ Saved Queries [&"WiN2019-AD-ENG _ Computer GC Defaul
v 33 npartner.local

» ] Builtin
» | Computers
v 3] Domain Controllers
:ﬂ Servers
» || ForeignSecurityPrinci
» [ Keys
» ] LostAndFound

“| Manaaed Service Acc ¥
L 4 > L 4 >
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7.2 Group Policy Settings

(1) Click “Group Policy Management.”

L=
Group Policy
Management

(2) In the Servers organizational unit (OU), create a new Group Policy Object (GPO):
Right-click the “Servers” organizational unit under “Domain Controllers” = select “Create a GPO in this

domain, and Link it here...”

& Group Policy Management - O X

P

'z File Action View Window Help - 8 %
9 25 0/XE G| HFE

'z Group Policy Management Servers

v A\ Forest: npartner.local Linked Group Policy Obiects Group Policy Inhertance  Delegation
v £ Domains -
v 4 npartner.local Link Order GPO Enforced Link Enabled
| Default Domain Policy
I~ = Domain Controllers |

;| Default Domain Controlle
o | Servers
3 Servers Create a GPO in this domain, and Link it here... s |

=t Group Poli Link an Existing GPO...
7 WMI Filter Block Inheritance
. ) Starter GPC Group Policy Update...
@ Sites
s Group Policy Moc Group Policy Modeling Wizard...

g1 Group Policy Resy New Organizational Unit

View >
New Window from Here

Delete
Rename
Refresh

Properties

Help

| < >

< >

Create a GPO in this domain and link it to this container
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(3) Enter your Group Policy Object

Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)
Note: Create your GPO name according to the actual environment. - then click “OK.”

New GPO

X

Source Starter GPO:
{none)

|| N-Partner Policy II

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)

right-click and select “Edit.”

2 Group Policy Management
'z File Action View Window Help

oo 27 0 XE c| Hem

_ﬁj Group Policy Management Servers
v _{‘_\. Forest: npartner.local Linked Group Policy Objects  Group Policy In| ¢ D
v (55 Domains -
v 3 npartner.local Link Order GPO
i/ Default Domain Policy 1 mi, N-Partner Policy
v 2| Domain Controllers
i/ Default Domain Controlle
v 2] Servers .
IEE:[ N-Partner Polic'll
v 2] Servers Edit... I}J
» |- Group Policy Objects Enforced
:_:r WMI Filters ~ Link Enabled
‘ 5] Starter GPOs Save Report...
> L@ Sites
s Group Policy Medeling New Window from Here
, Group Policy Results
o proiey Delete
Rename
Refresh
Help
[ >
: |
Open the GPO editor
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >
“Local Policies” = “Audit Policy.” And click on “Audit account logon events,” “Audit account
management,” “Audit directory service access,” “Audit logon events,” “Audit object access,” “Audit policy
change,” “Audit process tracking” and “Audit system events” - check “Define these policy settings”:

Success, Failure. - click “OK.”

" Group Policy Management Editor - O X
File Action View Help
o | 2@ XE = HEE
[ N-Partner Policy [WIN2019-AD-ENG.NPARTNI A ‘ Policy : Policy Setting
v & Computer Configuration Audit account logon events Success, Failure
v Policies ) :
- Audit account management Success, Failure
Software Settings = : :
- - Audit directory service access Success, Failure
Iv || Windows Settings | ) ;
- ; Audit logon events Success, Failure
Name Resolution Policy i s Fail
Scripts (Startup/Shutdown) Audit ObJ'ECT access uccess, af ure
s Deployed Printers Audft po}lv(cv change Success‘ Failure
[ = Security Settings] Audit privilege use Not Defined

= Account Policies & Audit process tracking Success, Failure
v | Local Policies Audit system events Success, Failure

= it Poli
g - oy . Audit process tracking Properties ? X
J1 User Rights Assignment |
Ji Security Options Securty Policy Setting  Explain

i Event Log 5 Audt process tracking

4 Restricted Groups 3

A System Services

8 Registry | Define these policy settings
;3 File System ‘ Audt these attempts

7o/ Wired Network (IEEE 802.3) Success
_ Windows Defender Firewall Failure

| Network List Manager Polic
sl Wireless Network (IEEE 802.
| Public Key Policies

=1 =
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(6) Event Log: Security Log Retention Method

Expand “Computer Configuration” = “Policies” - “Windows Settings” = “Security Settings” - “Event

Log” = select “Retention method for security log” - check “Define this policy setting” - select

“Overwrite events as needed” - click “OK.”

» g Restricted Groups
4 System Services
‘A Registry
> g File System
> fg/ Wired Network (IEEE 802.3) Pol
~| Windows Defender Firewall wit
| Network List Manager Policies
) éﬁ Wireless Network (IEEE 802.11)
~| Public Key Policies
» || Software Restriction Policies
| Application Control Policies
> S IP Security Policies on Active D
» || Advanced Audit Policy Config
> wlli Policy-based QoS
| Administrative Templates: Policy defir
> || Preferences
v % User Configuration
" Policies
| Preferences

=/ Group Policy Management Editor - O X
File Action View Help
e | 2@ XE= HE
=] N-Partner Policy [WIN2019-AD-ENG.NPARTNER.| Policy . Policy Setting
v §pr:p:ft§r Configuration] (2| Maximum application log size Not Defined
R _? o X 2, Maximum security log size 204800 kilobytes
_| Software Settings - : .
w— - Ly, Maximum system log size Not Defined
Iv | Windows Settings | : 5 .
<. - . (.| Prevent local guests group from accessing application log Not Defined
» __| Name Resolution Policy i X i
= Scripts (Startup/Shutdown) .| Prevent local guests group from accessing security log Not Defined
, mm Deployed Printers it Prev'ent Ioc'al gfjests group from accessing system log Not Def!ned
v o Security Settings i Retain application log Not Defined
- 5 Account Policies (| Retain security log Not Defined
y Local Policies 4 Retain system log Not Defined
| Retention method for application log Not Defined

Retention method for security log
i Retention method for system log

As needed
Not Defined

Retention method for security log Properties ?

Securty Policy Setting  Explain

E Retention method for security log

=
=

[ Define this policy setting
O Overwrite events by days
| ® Overwrite events as needed |
(O Do not overwrite events (clear log manually)

Modifying this setting may affect compatibiity with clients, services,

X

Q and applications
For more information, see Retention method for secusity log
(Q823659)
Concd | [ oot
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Event Log” - And click on “Maximum security log size” = Check “Define this policy setting” - enter

204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

» @ Registry
» _a File System
, 7u/ Wired Network (IEEE 802.3) Pol
| Windows Defender Firewall wit
| Network List Manager Policies
) P_.g Wireless Network (IEEE 802.11)
_| Public Key Policies
» | Software Restriction Policies
» || Application Control Policies
> @ IP Security Policies on Active D
» || Advanced Audit Policy Configt
» gl Policy-based QoS
_| Administrative Templates: Policy defir
~ Preferences
v 4% User Configuration
» | Policies

| Preferences

=/ Group Policy Management Editor - O X
File Action View Help
e | 2@ XE=|HE
=/ N-Partner Policy [WIN2019-AD-ENG.NPARTNER. Policy a Policy Setting
> & C.lomp:._ltl-ar Configuration ] . Maximum application log size Mot Defined
v 4 P? I;Ii:w Setti Maximum security log size 204800 kilobytes
g V‘?nd:v::s Set:n ss e Maximum system log size Not Defined
W I
> ] Nome Rcsolation Poli iz, Prevent local guests group from accessing application log Not Defined
=) Scripts (Startup/Shutdcoywn) s Prevent local guests group from accessing security log Not Defined
. ; Deployed Printers .« Prevent local guests group from accessing system log Not Defined
- Security Settings iy Retain application log Not Defined
. 4 Account Policies .., Retain security log Not Defined
, i Local Policies s Retain system log Not Defined
i« Retention method for application log Not Defined
» _n Restricted Groups iz, Retention method for security log Not Defined
5 System Services <) Retention method for system log Not Defined

Maximum security log size Properties ?
Security Policy Setting  Explain
3? Maximum security log size
= ¥

[ Define this policy setting

204800 -2 kiobytes

Modifying this setting may affect compatibility with clients, services,
Al and applications
For more information, see Maximum security log size. (Q823659)
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(8) On the AD domain server, open “Windows PowerShell.”

(9) Enter the command below to refresh group policy.
PS C:\>

| EX Administrator: Windows PowerShell - O X

:A> Invoke-GPUpdate

(10) Enter the command below to generate server group policy report.
PS C:\>

EN Administrator: Windows PowerShell — O X
Poli WIN2019-AD-ENG C:NtmpA\WINZ019. html

01243_F39B_415D_864E_9D7E64D2DEZC

For the red text , please enter the Windows File server name and the folder path/file name.
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(11) Open the report and verify that your Windows AD server is applying the N-Partner Policy Group

Policy.
- X
(=) @ file///C:/Amp/Win2019.htmi= « ¢ || search.. P- | A xB@
(© NPARTNER\WIN2019-AD-E... * |||
Component Status
show | A
Settings :
hide
Security Settings .
hide |
Account Polices/Password Policy
™
Account Policies/Account Lockout Policy
show
Account Polices/Kerberos Policy
show
Local Polices/Audit Policy .
hide
Policy Setting Winning GPO
Audit account logon events Success, Failure N-Partner Policy
Audit account management Success, Failure N-Partner Policy
Audit directory service access Success, Failure N-Partner Policy
Audit logon events Success, Failure N-Partner Policy
Audit object access Success, Failure N-Partner Policy
Audit policy change Success, Failure N-Partner Policy
Audit process fracking Success, Failure N-Partner Policy
Audit system events Success, Failure N-Partner Policy
Local Polices/User Rights Assignment o
Local Polices/Security Opbions
Event Log
hide
Policy Setting Winning GPO
Maximum security log size 204800 kilobytes N-Partner Policy
Retention method for secunity log As needed N-Partner Policy v
Duihbin Ko Dalimaa ™ addnsta Cananas Miant Avdn Cacllenant Cothnne
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7.3 Configure WMI

Configuring WMI associates Windows account information with the “Username” field in “Event Query” of
N-Reporter.
(1) Enter the command below to check whether N-Reporter associates Windows AD with available user

data.

PS C:\> Get-ADUser -Identity KH -Properties * | Format-List DisplayName, Description,

PhysicalDeliveryOfficeName, Department, EmployeelD, EmployeeNumber

E¥ Administrator: Windows PowerShell — d X

*hysicalDel iveryOff1ceName

Replace the red text with the username according to the actual environment.

(2) In “Event Query,” click the information of “Username.”

| HitCount Event Type % Src Usemame % DstUsemame % Policy ID + Audit User 5

4724 An attempt was made to reset an accounts

Notice passworcl (An a'.tem.p? was made to reset an . 1 audit Administrator[ 3|  nparin 4774 Administrator User
account's password) (User password changed) Managem
(npartner)

(3) The system will show the full information of username.

. Hit Count = | Event Type % Src Usemame % : Dst Usemame %  Policy ID £ Audit User 5 |

4724 An attempt was made to reset an accounts

npartner
) assword (An attempt was made to reset an - User
Motice P o .|_'|. ) 1 audit Administrator] 1 | | (npartner, TAC, 4724 ° Administrator
account's password) (User password changed) Managem
) . npartner, [32])
(npartner)
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7.3.1 Add Non-Admin Accounts

(1) Open “Active Directory Module for Windows PowerShell.”

.

Active

Directory
Module for
Windows
PowerShell

(2) Create an Account

Enter the command below to create an account:

PS C:\> New-AdUser -Name " " -DisplayName " " -SamAccountName
>> -Description "N-Reporter WMI query account" -UserPrincipalName "

>> -AccountPassword (ConvertTo-SecureString " " -AsPlainText -force)

n

>> -PasswordNeverExpires STrue -Enabled $STrue

EN¥ Administrator: Active Directory Module for Windows PowerShell

Note: Replace the red text with the appropriate account, password, and domain information.

(3) Enter the command below to check account status:

PS C:\> Get-ADUser npartner -Properties PasswordNeverExpires,Enabled

E¥ Administrator: Active Directory Module for Windows PowerShell

npartner ‘asswordNeverExpires

: CN=npartner,CN=lsers,DC=npartner,DC=loc

2-4dab-acla-607edelbadb

npartner
I~

[-5

1723094790-31554
ale

serPrincipalName : npartner@partner. local
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7.3.2 Configure DCOM Permissions

(1) Open “Windows Powershell.”

o

Windows

PowerShell

(2) Enter the command below to enable component services.
PS C:\>

EN Administrator: Windows Po... — O X

\> dcomcnfg.exe

(3) Edit Computer Properties
Expand “Console Root” - “Component Services” - “Computers” - right-click “My Computer” - select

“Properties.”

%. Component Services - = X

%. File Action View Window Help -

iy

4!]15{' 7 :|..u | I Y ﬂ 36 iﬁgj
|_] Console Root | : Actions
v . Component Services — Component Services -
v Computers Computers )
A My Computer Refrech al Mara Actions »
{4] Event Viewer (Local) e s
Services (Local) New Window from Here
Properties .
Ay
Help

Opens the properties dialog box for the current
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(4) Enable Permissions

Click the “COM Security” tab = under “Launch and Activation Permissions,” click “Edit Limits.”

My Computer Properties ? X

General j It Properties
Default Protocols I COM Securty i MSDTC

Access Pemmissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

Caution: Modifying access pemissions can affect the ability
of applications to start, connect, function and/or run
securely.

Edit Limts... | Edit Defaut... |

Launch and Activation Permissions
You may edit who is allowed by default to launch applications or

activate objects. You may also set limits on applications that
determine their own pemissions.

Caution: Modifying launch and activation pemissions can
| affect the abilty of applications to start, connect, function
and/or run securely.

Leam more about setting these properies.

oK Cancel Apply

(5) Add DCOM User Permissions

Click “Add.”

Security Limits

Group or user names:
A
ALL APPLICATION PACKAGES
Account Unknown(S-1-15-3-1024-2405443489-874036122
a? Account Unknown(S-1-5-21-2363543998-1723094790-31¢

SR Administrators (NPARTNER\Administrators)
<

Launch and Activation Permission ? X

Pemissions for Everyone Allow Deny
Local Launch %] O
Remote Launch ] O
Local Activation ¥ O
Remote Activation [l O

[ ok ] cancel
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(6) Enter Your Username

Enter the username (in this example, it is “npartner”) = click “Check Names” - click “OK.”

Select Users, Computers, Service Accounts, or Groups

Select this object type:

| Users, Groups, or Builtin security principals ‘ Object Types...
From this location:

| npartner local ‘ Locations. .
Enterthe object names to select (examples):

npartner (npatner@npartner local Check Names
| hbvrced. ==

(7) Configure your User Permission

Click your user account (in this example, it is “npartner”) = uncheck “Local Launch: Allow” = check

“Remote Activation: Allow” = click “OK.”

Launch and Activation Permission
Security Limits

Group or user names:

HR Administrators (NPARTNER\Administrators)

Account Unknown(S-1-15-3-1024-2405443489-874036122 A
a? Account Unknown(S-1-5-21-2363543998-1723094790-31¢

F Anpartner (npartner@npartner local)

BB Peformance Log Users (NPARTNER\Performance Log Us ¥

< >
Pemmissions for npartner Allow Deny
I Local Launch | I |
Remote Launch I O
Local Activation L] U
| Bemote Activation % | |
[ ok ]| cancel
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(8) Click "OK.”

My Computer Properties ? X
General Options Default Properties
Default Protocols COM Security MSDTC

Access Pemmissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own pemissions.

| . of applications to start, connect, function and/or run

;_’i\ Caution: Modifying access pemissions can affect the ability
“ securely.

. Edtlimts. | Edt Defaut..

Launch and Activation Pemissions
You may edit who is allowed by default to launch applications or

activate objects. You may also set limits on applications that
detemmine their own pemissions.

Caution: Modifying launch and activation permissions can
affect the ability of applications to start, connect, function
and/or run securely.

[ Edtlmis. | EdtDefaut..

Leam more about setting these properties.
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7.3.3 Configure WMI Permissions
7.3.3.1 Configure Event Log Permissions

(1) Open “Windows Powershell.”

Windows
PowerShell

(2) Enter the command to enable WMI control service.
PS C:\>

N Administrator: Windows Po... — O X

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

& WmiMgmt - [Console Root\WMI Control (Local)] — O X
ﬁ File Action View Favorites Window Help - 8 X
&= | 15 E|HE
(1 Console Root ‘ ) Actions
Lo_s&i§ WM Control (Local) Connec‘tﬂt:a anc::;'e‘::c.:‘;puter MiCont... &

View More ... #
New Window from Here

New Taskpad View...

Properties N

Help

Opens the properties dialog box for the current sele
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(4) Edit CIMV2 Security

On the “Security” tab, expand “Root” = “CIMV2,” then click “Security.”

WMI Control (Local) Properties

General Backup/Restore] Secunty

Advanced

?

Namespace navigation allows you to set namespace specific securty.

X

|50 Root |

#-{J) AccessLogging
@14y Appv
1)1 aspnet
ERVRICIMV2|
-1 Gl
@14y DEFAULT

- Q) directory

#-1J) Hardware

@01 Interop

- J) InventoryLogging
&1 1 Microsoft

#-1§) MicrosoftActiveDirectory
&-{ )1 MicrosoftDfs

{1 MicrosoftDNS

@11 MicrosoftlISv2

-l 1 _mardte

[0k 1 cancel | sl
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(5) Add WMI User Permissions.

Click “Add.”

Security for ROOT\CIMV2 X
Security
Group or user names:
Authenticated Users

SR LOCAL SERVICE

S2 NETWORK SERVICE

&> Account Unknown(S-1-5-21-2363543998-1723094790-315...
S8 Administrators (NPARTNER\Administrators)

Permissions for Authenticated
Users Allow Deny
Execute Methods )

Full Write m O
Partial Write O Il
Provider Write Il

]

Enable Account

For special permissions or advanced settings, Adv.
click Advanced.

i

ok ] Cancel | Aosh

(6) Enter Your Username

i

Enter your username (in this example, it is “npartner”) click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups

Select this object type:

X

Users, Groups, or Builtin security principals

Object Types...

From this location:

npartner local

Enter the object names to select (examples):

npartner (npartner@npartner local)

Check Names |
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(7) Set Your User Permissions
Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check
“Remote Enable: Allow,” then click “OK.”

Security for ROOT\CIMV2 X
Security
Group or user names:

£2 NETWORK SERVICE ~
&:‘ Account Unknown(S-1-5-21-2363543998-1723094790-31%
2% Administrators (NPARTNER\Administrators

[ ‘npar‘tner (npartner@npartner local)

v
< >
Add Remove
Permissions for npartner Allow Deny
Provider Wiite m| o -
Enable Account [ | [
Remote Enable [l
Read Securty O O
Edit Security O [
For special permissions or advanced settings.
click Advanced. RS

[ =

(8) Click “OK.”

WMI Control (Local) Properties 7 X

General Backup/Restore Securty Advanced

Namespace navigation allows you to set namespace specific security.

E|4L| Root ~
EILJJ AccesslLogging
3 ooy
i
a
-\¢) DEFAULT
|4 directory
Ew Hardware
14 Interop
®-|41 InventoryLogging
141 Microsoft
Ew Microsoft ActiveDirectory
141 MicrosoftDfs
-1 4) Microsoft DNS
1) msdtc
-1y PEH

-1 41 Paliey

I Security I

o] o )
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7.3.3.2 Configure Permissions for Reading User Data

(1) Open “Windows Powershell.”

Windows
PowerShell

(2) Enter the command below to enable WMI Control.
PS C:\>

wmiment.msc

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

& WmiMgmt - [Console Root\WMI Control (Local)] - O X
E File Action View Favorites Window Help - &
&= 2/ E HFE
_ Console Root H - Actions
@ WMI Control (Local'] SO Ml.cons -
Connect to another computer ... =
- re ..
View >
New Window from Here
New Taskpad View...
Properties N
o
Help

Opens the properties dialog box for the curre

202

| 2

Partner



.;-»"

T

B

i-

Pt

(4) Edit LDAP Security

On the “Security” tab, expand “Root” = “directory” - “LDAP,” then click “Security.”

General

WMI Control (Local) Properties

Backup/Restore Securty Advanced

? X

Namespace navigation allows you to set namespace specific security.

Root
(-1} AccessLogging
@i Apv
@-Ly CIMV2
-1 Cl
- 01 DEFAULT
-1 §) directory
[#-| ) Hardware
-l Interop
(-1 InventoryLogging
-4 Microsoft
[#-1 ) Microsoft ActiveDirectory
-4y MicrosoftDfs
[t 41 Microsoft DNS
(-1 ) msdte
-l PFH

(5) Add WMI User Permissions

Click “Add.”

Security for ROOT\directory\LDAP
Security

Group or user names:

Authenticated Users

£2 LOCAL SERVICE

£2 NETWORK SERVICE
&7 Account Unknown(S-1-5-21-2363543998-1723094790-315...
82 Administrators (NPARTNER\Administrators)

Pemissions for Authenticated
Users

Execute Methods
Full Write

Partial Write
Provider Write
Enable Account

For special pemissions or advanced settings,
click Advanced.

Adv:

Cancel

i

Apply
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(6) Enter Your Username

Input your user account name (in this example, it is “npartner”), click “Check Names,” then click “OK.”

Enter the object names to select (examples):

Select Users, Computers, Service Accounts, or Groups X
Select this object type:

| Users, Groups, or Builtn security principals | Object Types... |
From this location:

lmmnerlocd | Locations... |

npartner (npartner@npartner local)

ICheckNamesI

Advanced... I ok | Cancel

(7) Set Your User Permissions

Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check

“Remote Enable: Allow,” then click “OK.”

Security for ROOT\directon/\LDAP
Security

Group or user names:

£2 NETWORK SERVICE

& Account Unknown(S-1-5-21-3093853764-871050084-329:
82 Administrators (NPARTNER\Administrators)

E npartner (npartner@npartner local) 1

~

Pemissions for npartner

Provider Write
Enable Account
Remote Enable
Read Security
Edit Security

For special pemissions or advanced settings, Ad
click Advanced.

[o ] oo [ o

204

& N-Partner



(8) Click “OK”

WMI Control (Local) Properties ? X

General Backup/Restore Securty Advanced

Namespace navigation allows you to set namespace specific security.

=1 Root N
1 J) Accesslogging
-1 Appv
&l CIMv2
-0 Ci
G-l DEFAULT
e
Hardware
G-\ Interop
@-[§) InventoryLogging
-1 Microsoft
@[ )7 MicrosoftActiveDirectory
-1 MicrosoftDfs
@) MicrosoftDNS
141 MicmsoftliSv? h

[Coc ) oo 11 m
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7.3.4 Configure Event Log Read Permissions

(1) Click “Group Policy Management.”

Group Pr
Management

(2) Expand “Domain Controllers” = “Servers” = right-click “N-Partner Policy” and select “Edit.”

' & Group Policy Management

‘%, File Action View Window Help

<= |5 ¢ e

& Group Policy Management
v S& Forest: npartner.local
v (55 Domains
~ 3 npartner.local
= Default Domain Policy
= | DNS_Servers
~ = Domain Controllers
=, Default Domain Controlle
v |3 Servers
5/ N-Partner AD Policy

Group Policy Management
Contents

Name

-_ﬁ Forest: npartner local

[ N-Partner Poli l

si% Group Policy Modeling
¢ Group Policy Results

< >
Open the GPO editor

2| Microsoft Exchange Sec % *
o | Servers Enforced
-/ Group Policy Objects  &# Link Enabled
e WMI Filters Save Report...
) Starter GPOs
{8 Sites New Window from Here

Delete
Rename
Refresh

Help
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(3) Configure Auditing Log
Expand “Computer Configuration” = “Policies” - “Windows Settings” = “Security Settings” - “Local

Policies” = “User Rights Assignment,” then select “Manage Auditing and Security Log.”

Group Policy Management Editor = O X

5

File Action View Help
o9 | 2@ XE= HE

(=] N-Partner Policy [WIN2019-AD-ENG.NPARTNE A
Iv & Computer Configuration
v [ Policies
5 | Software Settings
I~ =] Windows Settings]
> || Name Resolution Policy
(&l Scripts (Startup/Shutdown)
> = Deployed Printers
v #h Security Settings

€s
1

> CH
> i Security Options
> i Eventlog
> [ A Restricted Groups
> (4 System Services
> [[3 Registry
> L4 File System
> Zuf Wired Network (IEEE 802.3) |
> [ Windows Defender Firewall
| Network List Manager Polici
> Gafl Wireless Network (IEEE 802.1
> [ ] Public Key Policies
> | Software Restriction Policies
> [ ] Application Control Policies
> S IP Security Policies on Activi
> [ Advanced Audit Policy Coni
>yl Policy-based QoS
> 1 Administrative Templates: Policy d¢
> [ Preferences
v & User Configuration
> [ Policies

= e

Policy

iy, Create symbolic links

\.s) Debug programs

i« Deny access to this computer from the network
i Deny log on as a batch job

'« Deny log on as a service

i Deny log on locally

\.s| Deny log on through Remote Desktop Services

iz Enable computer and user accounts to be trusted for delega...

i) Force shutdown from a remote system
\:] Generate security audits
.« Impersonate a client after authentication
4| Increase a process working set
\24) Increase scheduling priority
|4 Load and unload device drivers
i Lock pages in memory
{4/ Log on as a batch job
Log on as a service

Manage auditing and security log
\2e/ Modify an object label
Wy Modify firmware environment values

\.s Obtain an impersonation token for another user in the same...

l.s Perform volume maintenance tasks

\q| Profile single process

i Profile system performance

\.s) Remove computer from docking station
\.s| Replace a process level token

(| Restore files and directories

(| Shut down the system

(| Synchronize directory service data

\s| Take ownership of files or other objects

<

Policy Setting
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
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(4) Add Auditing User

Check “Define these policy settings,” then click “Add User or Group...”

Manage auditing and security log Properties ? X
Security Policy Setting  Explain
H Manage auditing and security log
Define these policy setl:'ngs:l
Add User or Group... Remove
[k ] camcsl || ooy
(5) Search for User
Click “Browse.”
Add User or Group X
User and group names

0K  Cancel |
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(6) Enter Your User Account

Input your user account (in this example, it is “npartner”), click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups X
Select this object type:

l Users, Service Accounts, Groups, or Built4n security principals l | Object Types... '
From this location:

[npainer]ocd l | Locations...
Enter the object names to select (sxamples):

Fartner (npartner@npartner local) Check Names
. o

(7) Click “OK.”

Add User or Group X
User and group names

NPARTNER\npartner Browse .

|| oK | . Cancel
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(8) Confirm Audit Log Settings

Click “OK.”

Manage auditing and security log Properties ? X

Security Policy Setting  Explain

‘jq' Manage auditing and security log

Define these policy settings:
NPARTNER\npartner

Add User or Group... Remove

0K Cancel Poply

(9) Open “Windows Powershell.”

Windows
PowerShell

(10) Enter the command below to update group policy.
PS C:\>

EN Administrator: Windows PowerShell - | X
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7.3.5 Restart the WMI Service

(1) Open “Windows Powershell.”

] P
WINOOWS

PowerShel

(2) Enter the command below to disable the WMI service.
PS C:\>

| EN Administrator: Windows PowerShell o O X

(3) Enter the command below to enable the WMI service.
PS C:\>

| E¥ Administrator: Windows PowerShell = O X
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7.3.6 Configure the Firewall

(1) Open “Windows Powershell.”

Windows
PowerShell

(2) Enter the command below to configure the firewall to allow only the N-Reporter IP to Query WMI:
PS C:\> Set-NetFirewallRule -DisplayGroup "Windows Management Instrumentation (WMI)" -RemoteAddress
-Enabled True

EN Administrator: Windows PowerShell

Replace the red text with the N-Reporter IP address.

(3) Enter the command below to show the current firewall WMI configuration:
PS C:\> Get-NetFirewallRule -DisplayGroup "Windows Management Instrumentation (WMI)" -Direction
Inbound | >> Format-Table -Property Name,DisplayName,DisplayGroup, >>

@{Name='"RemoteAddress';Expression={(SPSltem | Get-NetFirewallAddressFilter).RemoteAddress}}, >>
Enabled,Direction,Action

EN Administrator: Windows PowerShell

ind | For

:Expression={ lter).Remot
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8. Windows Server 2022

Windows Audit Policy Configuration:

For detailed information, refer to the Audit Policy Recommendations link in the references.

8.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

~

[d

Active
Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Controllers,” select “New,” and click “Organizational Unit.”

] Active Directory Users and Computers - O X

File Action View Help

o | [ c= BHM TRETIR
: Active Directory Users and Com|| Name Type Description
- 2aved Queries Saved Queries Folder to store you
Iv F3 npar‘tner.loca!l D :
" Builtin Delegate Control... omain
| Computer Find...
2. Domain C Change Domain...
| ForeignSe Change Domain Controller...
| Managed . . .
57 Microsoft Raise domain functional level...
571 Servers Operations Masters...
| Users I MNew )I Computer
All Tasks » Contact
Refresh L
InetOrgPerson
oeiE msDS-ShadowPrincipalContainer
Help msExchDynamicDistributionList
msimaging-PSPs
MSMQ Queue Alias
< > < I Organizational Unit I I
Create a new object... Printer “w

User
Shared Folder

213 A&7 N-Partner


https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations

(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK.”

New Object - Organizational Unit X

—?"’,; Createin: npartnerlocal/

=

[¥] Protect container from accidental deletion

[ o J][ comon | [ v

(4) Move the Server to your New Organizational Unit:

Select your organizational unit in “Domain Controllers” - right-click on the “WIN2022-AD-ENG” server.

Note: Please select the Windows AD server according to the actual environment. - click “Move.”

_ Active Directory Users and Computers = O X
File Action View Help
e 2@ 0 XEB= HE/QTaETE%

] Active Directory Users and Com|| Name Type DC Type Site
> | Saved Queries

= 51 Servers Organizational...
v 3 npartner.local rWWINZOZZ-AD-EN :
> [ Builtin et
> | Computers

k ':'l'. Domain Controllers | EE R

Add to a group...

2] Servers Move... 5 '
» [ ForeignSecurityPrincipal: Manage

| Managed Service Accout

3. Microsoft Exchange Sect All Tasks $

3| Servers O

o i Delete
Properties
Help

< 2| € >

Moves the current selection to another organizational unit.
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

Move

Move object into container:

X

-3 npartner
-] Buitin
@] Computers
@#-{3] Domain Controllers
& "] ForeignSecurityPrincipals
-] Managed Service Accounts
(-2 Microsoft Exchange Security Groups

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2022-

AD-ENG” server has been moved.

» ] Saved Queries

1A WIN2022-AD-ENG  Computer

v #3 npartner.local
> | Builtin
> | Computers
v 2| Domain Controllers
3| Servers
> . ForeignSecurityPrincipal:
> || Managed Service Accout

> |3 Microsoft Exchange Sect
3| Servers
| Users

_ Active Directory Users and Computers O
File Action View Help

e 2@ 0Ec= HE P aETER

] Active Directory Users and Com|| Name Type DC Type
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8.2 Group Policy Settings

(1) Click “Group Policy Management.”

*»

Group Policy
Management

(2) In the Servers organizational unit (OU), create a new Group Policy Object (GPO):

Right-click the “Servers” organizational unit - select “Create a GPO in this domain, and Link it here...”

& Group Policy Management - O X
'3, File Action View Window Help - || &
a9 2@ O/c@m
2 Group Policy Management Group Policy Obje
A .
v i)\ Forest: npiartner.local Contents Delegation
v 55 Domains .
v 3 npartner.local Name
’L; Default Domain pOllcy ;1' Default Domain (
2 | Domain Controllers \=[ Default Domain |
2 | Microsoft Exchange Security Gro ' N-Partner AD Po
2 | Servers
 Group Create a GPO in this domain, and Link it here...
SWMIFi  Link an Existing GPO... s
&l Starter Block Inheritance
(@ Sites

Group Policy Update...
srs Group Policy I P Sdal

«, Group Policy F Group Policy Modeling Wizard...

New Organizational Unit
New Window from Here

Delete
<

Rename

Create a GPO in this domsz Refresh

Properties

Help
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(3) Edit your Group Policy Object

Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)
Note: Create your GPO name according to the actual environment. Then click “Edit.”

New GPO X
Name:
N-Partner Policy |
Source Starter GPO:
{none} “
OK ,[ | Cancel
lax

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)
right-click and select “Edit.”

& Group Policy Management - O

L File Action View Window Help
= @ cHm

a X

/& Group Policy Management Group Policy Management
v _ﬁ Forest: npartner.local Conterts
v 54 Domains ~
v 3 npartnerlocal Name
=) Default Domain Policy A\ Forest: npartnerocal
v 2| Domain Controllers
@i/ Default Domain Controllers P
v [2] Servers
w | N-Partner AD Policy
5| N-Partner Policy
» @ Microsoft Exchange Sec Edit... QJ
v (5] Servers Enforced
> __=J Group Policy Objects 8 Link Enabled
> 4 WMI Filters Save Report
» | 5] Starter GPOs
> LA Sites New Window from Here
5% Group Policy Modeling
_¢) Group Policy Results Delete
Rename
Refresh
Help
< >
Open the GPO editor
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Local Policies” = “Audit Policy.” And click on “Audit account logon events,” “Audit account

management,” “Audit directory service access,” “Audit logon events,” “Audit object access,” “Audit policy

change,” “Audit process tracking” and “Audit system events” - check “Define these policy settings”:

Success, Failure. - click “OK.”

\=] Group Policy Management Editor - O X
File Action View Help
e | @ XO= H
=] N-Partner Policy [WIN2022-AD-ENG.NPARTNER.L Policy . Policy Setting
v Clr.'>mp|._n_er Configuration iz Audit account logon events Success, Failure
v | Policies : -
- - 24 Audit account management Success, Failure
_| Software Settings . . .
T - | Audit directory service access Success, Failure
I~ | Windows Settings | ) i
= - . 2 Audit logon events Success, Failure
| Name Resolution Policy Audit obi s Eail
) Scripts (Startup/Shutdown) 2z Audit object access uccess, Failure
Security Settings loig| Audft pc_»lif:v change Succeis‘- Failure
= Account Policies i) Audit privilege use Not Defined
v | Local Policies g Audit process tracking Success, Failure
__ﬁ Audit Policy [ | Audit system events Success, Failure
) j User Rights Assignment
- .ﬂ Security Options Audit process tracking Properties X
J| Eventlog
4 Restricted Groups Securtty Policy Setting  Explain
4 Systler'n Services = Audt process tracking
4 Registry “a’
4 File System
4 Wired Network (IEEE 802.3) Pol ] Define these policy seflings
E Windows I?efender Flrewalll ‘w1t Aot attempts:
| Network List Manager Policies
Zafl Wireless Network (IEEE 802.11) B Success
~| Public Key Policies Failure
~ Software Restriction Policies
| Application Control Policies
@, 1P Security Policies on Active D
"~ Advanced Audit Policy Configy
ul)y Policy-based QoS
| Administrative Templates: Policy defin
| Preferences
v i User Configuration
[ Policies
_| Preferences
< > < >
Cancel
== oo [—
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(6) Event Log: Security Log Retention Method

Expand “Computer Configuration” = “Policies” - “Windows Settings” = “Security Settings” - “Event

Log” = select “Retention method for security log” - check “Define this policy setting” - select

“Overwrite events as needed” - click “OK.”

=] Group Policy Management Editor - a X
File Action View Help
e 2@ XE= HE
|=[ N-Partner Policy [WIN2022-AD-ENG.NPARTNER.L Policy . Policy Setting
|v [ C_P"F:P:'_m_ﬂ Configuration i) Maximum application log size Not Defined
= £ I;“:':w Setti 2] Maximum security log size 204800 kilobytes
<) Maximum system log size Not Defined
" 1] Name Resolution Policy 2| Prevent local guests group from accessing application log Not Defined
<) Scripts (Startup/Shutdown) . Prevent local guests group from accessing security log Not Defined
- Security Settings .| Prevent local guests group from accessing system log Not Defined
- 5 Account Policies ‘4| Retain application log Not Defined
» 3 Local Policies ;| Retain security log Not Defined
' 24| Retain system log Not Defined
4 Restricted Groups Retention method for application log MNot Defined
_'g System Services Retenticm method for security log As needed
A Registry iz Retention method for system log Not Defined
» [g File System
E.Hf Wired Network (IEEE 802.3) Pol Retention method for security log Properties ? X
| Windows Defender Firewall wit - )
_| Network List Manager Policies N
Zaf Wireless Network (EEE 802.11) il? Retention method for securty log
| Public Key Policies ot
_; Software Restriction Policies 2] Define this polcy seting
» | Application Control Policies O Overnrte everts by days
> S IP Security Policies on Active D [® Ovemettc cverts 23 recded ]
» | Advanced Audit Policy Configt
. “ Policy-based QoS (O Do not overwrite events (clear log manually)
» [ Administrative Templates: Policy defin yi Y rﬂ;&tz:::mg ey siect compatbity wih chenks. services.
_J Preferences Eg;;g;;;mm see Retention method for security log.
~ 4% User Configuration
» | Paolicies
_| Preferences
< >|| < >
]
() - -“ 3 »> W
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(7) Event Logs: Maximum Size of Security Log
Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >
“Event Log” - And click on “Maximum security log size” = Check “Define this policy setting” - enter

204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

=/ Group Policy Management Editor - O X

File Action View Help
o9 2EXE= HE

=/ N-Partner Policy [WIN2022-AD-ENG.NPARTNER.L Policy Policy Setting

Maximum application log size Not Defined
Maximum security log size 204800 kilobytes

v & Computer Configuration
v | Policies

| Software Settings

v | Windows Settings

i Maximum system log size Not Defined

B Name Resolution Policy (| Prevent local guests group from accessing application log Not Defined
3 Scripts (Startup/Shutdown) .| Prevent local guests group from accessing security log Not Defined
v Security Settings i Prevent local guests group from accessing system log Not Defined
> 4 Account Policies 4 Retain application log Not Defined
3| Local Policies 4| Retain security log Not Defined
: . Retain system log Not Defined
> _g Restricted Groups (s Retention method for application log Not Defined
>[4 System Services (.z| Retention method for security log Not Defined
» 4 Registry . Retention method for system log Not Defined
> [ 4 File System :
; [-jf Wired Network (IEEE 802.3) Pol Maximum security log size Properties ? X |
| Windows Defender Firewall wit Securty Policy Setting  Explain

| Network List Manager Policies
> Gafl Wireless Network (IEEE 802.11)
| Public Key Policies
| Software Restriction Policies

> | Application Control Policies W. kiobytes
> &, IP Security Policies on Active D —

| Advanced Audit Policy Configt Modiying this selting may affect compatbiy wih clierts, services.
:', “ Polir:y-based QOS A :‘:m‘c:m;msee Maximum security log size. (Q823659)
» || Administrative Templates: Policy defin
> || Preferences
v & User Configuration
> 1 Policies
> || Preferences

? Maximum security log size
=8’

[ Define this policy setting
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(8) Open “Windows PowerShell.”

(9) Enter the command below to refresh group policy.

PS C:\>

¥ Administrator; Windows PowerShell — J X

> Invoke-GPUpdate
PS C:\>

(10) Enter the command below to generate server group policy report.
PS C:\>

EN Administrator: Windows PowerShell — O X
\> Get-GPResultantSetofPolicy WIN2022-AD-ENG C:\tmp\WIN2822.html

Logging
\\WIN2622-AD-ENG\Root\Rsop\NS4FC8E355 7448 AAFE OBA©® 2A49E2F31D4A

LoggingComputer : WIN2©22-AD-ENG

LoggingUser : NPARTNER\administrator
LoggingMode : Computer

For the red text , please enter the Windows AD server name and the folder path/file name.
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C  @File C/tmp/Win2022.html

Component Status

Settings

Audit account logon events Success, Failure N-Partner AD Policy
Audit account management Success, Failure N-Partner AD Policy
Audit directory service access Success, Failure N-Partner AD Policy
Audit logon events Success, Failure N-Partner AD Policy
Audit object access Success, Failure N-Partner AD Policy
Audit policy change Success, Failure N-Partner AD Policy
Audit process tracking Success, Failure N-Partner AD Policy
Audit system events Success, Failure N-Partner AD Policy
Local Policies/User Rights Assignment
show
Local Policies/Security Options
show
Event Log .
hide |
Policy Setting Winning GPO
Maximum security log size 204800 kilobytes N-Partner AD Policy
Retention method for security log As needed N-Partner AD Policy v
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8.3 Configure WMI

Configuring WMI associates Windows account information with the “Username” field in “Event Query” of
N-Reporter.
(1) Enter the command below to check whether N-Reporter associates Windows AD with available user

data.

PS C:\> Get-ADUser -Identity KH -Properties * | Format-List DisplayName, Description,

PhysicalDeliveryOfficeName, Department, EmployeelD, EmployeeNumber

| EX Administrator: Windows PowerShell — ] X

npartner * Format-List DisplayName, Description, PhysicalDeliveryOfficeName, Department, EmployeelD, |PS

: npartner
cription : Engineer
calDeliveryOfficeName : Taichung Office
: TAC

Replace the red text with the username according to the actual environment.

(2) In “Event Query,” click the information of “Username.”

| HitCount Event Type % Src Usemame % DstUsemame % Policy ID + Audit User 5

4724 An attempt was made to reset an accounts

Notice ~ Password (An attemptwas made foresetan - 1 audit Administrator | npartn 4724 Administrator Co¢
account's password) (User password changed) Managem
(npartner)

(3) The system will show the full information of username.

. Hit Count = | Event Type % Src Usemame % : Dst Usemame %  Policy ID £ Audit User 5 |

4724 An attempt was made to reset an accounts
npartner

assword (An attempt was made to reset an - User
P o .|_'|. ) 1 audit Administrator] 1 | | (npartner, TAC, 4724 ° Administrator
account's password) (User password changed) Managem
) . npartner, [32])
(npartner)

Notice
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8.3.1 Add Non-Admin Accounts

(1) Open “Active Directory Module for Windows PowerShell.”

.

Active

Directory
Module for
Windows
PowerShell

(2) Create an Account

Enter the command below to create an account:

PS C:\> New-AdUser -Name " " -DisplayName " " -SamAccountName "
>> -Description "N-Reporter WMI query account" -UserPrincipalName "

>> -AccountPassword (ConvertTo-SecureString " " -AsPlainText -force)

>> -PasswordNeverExpires STrue -Enabled $STrue

EN Administrator: Active Directory Module for Windows PowerShell = ] X

PS C:\> New-ADUser
(ConvertTo-SecureString

Note: Replace the red text with the appropriate account, password, and domain information.

(3) Enter the command below to check account status:

PS C:\> Get-ADUser npartner -Properties PasswordNeverExpires,Enabled

EN Administrator: Active Directory Module for Windows PowerShell = O X

PS C:\> Get-ADUser npartner PasswordNeverExpires, Enabled

DistinguishedName : CN=npartner,CN=Users,DC=npartner,DC=10ocal
Enabled : True

GivenName

TS : npartner

ObjectClass : user

ObjectGUID : 7e8aeBbf-16c7-420e-936b-c0Obf512ddof

PasswordNeverExpires : True

SamAccountName : npartner

SID : S-1-5-21-475969428-1156914179-1979101651-1151
Surname :

UserPrincipalName : npartner@npartner.local
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8.3.2 Configure DCOM Permissions

(1) Open “Windows Powershell.”

o

Windows

PowerShell

(2) Enter the command below to enable component services.
PS C:\>

EN Administrator: Windows Po... — O X

\> dcomcnfg.exe

(3) Edit Computer Properties
Expand “Console Root” - “Component Services” - “Computers” - right-click “My Computer” - select

“Properties.”

%. Component Services - = X

%. File Action View Window Help -

iy

4!]15{' 7 :|..u | I Y ﬂ 36 iﬁgj
|_] Console Root | : Actions
v . Component Services — Component Services -
v Computers Computers )
A My Computer Refrech al Mara Actions »
{4] Event Viewer (Local) e s
Services (Local) New Window from Here
Properties .
Ay
Help

Opens the properties dialog box for the current
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(4) Enable Permissions

Click the “COM Security” tab = under “Launch and Activation Permissions,” click “Edit Limits.”

My Computer Properties ? X

General j It Properties
Default Protocols I COM Securty i MSDTC

Access Pemmissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

Caution: Modifying access pemissions can affect the ability
of applications to start, connect, function and/or run
securely.

Edit Limts... | Edit Defaut... |

Launch and Activation Permissions
You may edit who is allowed by default to launch applications or

activate objects. You may also set limits on applications that
determine their own pemissions.

Caution: Modifying launch and activation pemissions can
| affect the abilty of applications to start, connect, function
and/or run securely.

Leam more about setting these properies.

oK Cancel Apply

(5) Add DCOM User Permissions

Click “Add.”

Security Limits

Group or user names:
A
ALL APPLICATION PACKAGES
Account Unknown(S-1-15-3-1024-2405443489-874036122
a? Account Unknown(S-1-5-21-2363543998-1723094790-31¢

SR Administrators (NPARTNER\Administrators)
<

Launch and Activation Permission ? X

Pemissions for Everyone Allow Deny
Local Launch %] O
Remote Launch ] O
Local Activation ¥ O
Remote Activation [l O

[ ok ] cancel
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(6) Enter Your Username

Enter the username (in this example, it is “npartner”) = click “Check Names” - click “OK.”

Select Users, Computers, Service Accounts, or Groups X
Select this object type:

| Users, Groups, or Builtin security principals ‘ Object Types...
From this location:

| npartner local ‘ Locations...
Enterthe object names to select (examples):

npartner (npatner@npartner local Check Names

| hbvrced. ==

(7) Configure your User Permission

Click your user account (in this example, it is “npartner”) = uncheck “Local Launch: Allow” = check

“Remote Activation: Allow” = click “OK.”

Launch and Activation Permission ? X
Security Limits
Group or user names:
Account Unknown(5-1-15-3-1024-2405443485-874036122 A

a? Account Unknown(S-1-5-21-2363543998-1723094750-31¢
HR Administrators (NPARTNER\Administrators)

F Anpartner (npartner@npartner local)

BB Peformance Log Users (NPARTNER\Performance Log Us ¥
< >

. Add. | Remove

Pemmissions for npartner Allow

I Local Launch | I
Remote Launch
Local Activation

I Remote Activation

OO
DDDDE
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(8) Click "OK.”

My Computer Properties ? X
General Options Default Properties
Default Protocols COM Security MSDTC

Access Pemmissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own pemissions.

”‘\ Caution: Modifying access pemissions can affect the ability
y ! . of applications to start, connect, function and/or run
7 securely.

. Edtlimts. | Edt Defaut..

Launch and Activation Pemissions
You may edit who is allowed by default to launch applications or

activate objects. You may also set limits on applications that
detemmine their own pemissions.

4 Caution: Modifying launch and activation permissions can
/| affect the ability of applications to stat, connect, function
and/or run securely.

[ Edtlmis. | EdtDefaut..

Leam more about setting these properties.
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8.3.3 Configure WMI Permissions
8.3.3.1 Configure Event Log Permissions

(1) Open “Windows Powershell.”

Windows
PowerShell

(2) Enter the command to enable WMI control service.
PS C:\>

N Administrator: Windows Po... — O X

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

& WmiMgmt - [Console Root\WMI Control (Local)] — O X
ﬁ File Action View Favorites Window Help - 8 X
&= | 15 E|HE
(1 Console Root ‘ ) Actions
Lo_s&i§ WM Control (Local) Connec‘tﬂt:a anc::;'e‘::c.:‘;puter MiCont... &

View More ... #
New Window from Here

New Taskpad View...

Properties N

Help

Opens the properties dialog box for the current sele
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(4) Edit CIMV2 Security

On the “Security” tab, expand “Root” = “CIMV2,” then click “Security.”

General Backup/Restore] Secunty

WMI Control (Local) Properties

Advanced

?

Namespace navigation allows you to set namespace specific securty.

X

o

u]
R
L‘!]
R
u]
&
u]
o
LI!]
&
o
e

+-1 )] aspnet
ERFICIMv2|

IE]---i ) Root l

AccesslLogging
Appv

Cli

DEFAULT
directory
Hardware

Interop
InventoryLogging
Microsoft
Microsoft Active Directory
Microsoft Dfs
Microsoft DNS
MicrosoftlSv2

mertte

[0k 1 cancel | sl
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(5) Add WMI User Permissions.

Click “Add.”

Security for ROOT\CIMV2 X
Security
Group or user names:
Authenticated Users

SR LOCAL SERVICE

S2 NETWORK SERVICE

&> Account Unknown(S-1-5-21-2363543998-1723094790-315...
S8 Administrators (NPARTNER\Administrators)

Permissions for Authenticated
Users Allow Deny
Execute Methods )

Full Write m O
Partial Write O Il
Provider Write Il

]

Enable Account

For special permissions or advanced settings, Adv.
click Advanced.

i

ok ] Cancel | Aosh

(6) Enter Your Username

ol

¥

Enter your username (in this example, it is “npartner”) click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups

Select this object type:

X

Users, Groups, or Builtin security principals

Object Types...

From this location:

npartner local

Enter the object names to select (examples):

npartner (npartner@npartner local)

Check Names |
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(7) Set Your User Permissions
Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check
“Remote Enable: Allow,” then click “OK.”

Security for ROOT\CIMV2 X
Security
Group or user names:

£2 NETWORK SERVICE ~
&:‘ Account Unknown(S-1-5-21-2363543998-1723094790-31%
2% Administrators (NPARTNER\Administrators

[ ‘npar‘tner (npartner@npartner local)

v
< >
Add Remove
Permissions for npartner Allow Deny
Provider Wiite m| o -
Enable Account [ | [
Remote Enable [l
Read Securty O O
Edit Security O [
For special permissions or advanced settings.
click Advanced. RS

[ =

(8) Click “OK.”

WMI Control (Local) Properties 7 X

General Backup/Restore Securty Advanced

Namespace navigation allows you to set namespace specific security.

E|4L| Root ~
EILJJ AccesslLogging
3 ooy
i
a
-\¢) DEFAULT
|4 directory
Ew Hardware
14 Interop
®-|41 InventoryLogging
141 Microsoft
Ew Microsoft ActiveDirectory
141 MicrosoftDfs
-1 4) Microsoft DNS
1) msdtc
-1y PEH

-1 41 Paliey

I Security I

o] o )
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8.3.3.2 Configure Permissions for Reading User Data

(1) Open “Windows Powershell.”

Windows
PowerShell

(2) Enter the command below to enable WMI Control.
PS C:\>

wmiment.msc

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

& WmiMgmt - [Console Root\WMI Control (Local)] - O X
E File Action View Favorites Window Help - &
&= 2/ E HFE
_ Console Root H - Actions
@ WMI Control (Local'] SO Ml.cons -
Connect to another computer ... =
- re ..
View >
New Window from Here
New Taskpad View...
Properties N
o
Help

Opens the properties dialog box for the curre
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(4) Edit LDAP Security

On the “Security” tab, expand “Root” = “directory” - “LDAP,” then click “Security.”

WMI Control (Local) Properties ? X

General Backup/Restore Security Advanced

Namespace navigation allows you to set namespace specific security.

=5 Root ~
(-1} AccessLogging
@i Apv
@-Ly CIMV2
-1 Cl
- 01 DEFAULT
-1 §) directory
[#-| ) Hardware
-l Interop
(-1 InventoryLogging
-4 Microsoft
[#-1 ) Microsoft ActiveDirectory
-4y MicrosoftDfs
[t 41 Microsoft DNS
-4 msdtc
@141 PFH N

(5) Add WMI User Permissions

Click “Add.”

Security for ROOT\directory\LDAP X
Security

Group or user names:

Authenticated Users

£2 LOCAL SERVICE

£2 NETWORK SERVICE

&7 Account Unknown(S-1-5-21-2363543998-1723094790-315...
82 Administrators (NPARTNER\Administrators)

Pemissions for Authenticated
Users Allow Deny
Execute Methods O
Full Write | [l
Partial Write O Il
O

[

Provider Write
Enable Account

For special permissions or advanced settings, Adv
click Advanced.

i

ok J1 cancel |1 os
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(6) Enter Your Username

Input your user account name (in this example, it is “npartner”), click “Check Names,” then click “OK.”

Enter the object names to select (examples):

Select Users, Computers, Service Accounts, or Groups X
Select this object type:

| Users, Groups, or Builtn security principals | Object Types... |
From this location:

lmmnerlocd | Locations... |

npartner (npartner@npartner local)

ICheckNamesI

Advanced... I ok | Cancel

(7) Set Your User Permissions

Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check

“Remote Enable: Allow,” then click “OK.”

Security for ROOT\directon/\LDAP
Security

Group or user names:

£2 NETWORK SERVICE

& Account Unknown(S-1-5-21-3093853764-871050084-329:
82 Administrators (NPARTNER\Administrators)

E npartner (npartner@npartner local) 1

~

Pemissions for npartner

Provider Write
Enable Account
Remote Enable
Read Security
Edit Security

For special pemissions or advanced settings, Ad
click Advanced.

[o ] oo [ o
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(8) Click “OK”

WMI Control (Local) Properties ? X

General Backup/Restore Securty Advanced

Namespace navigation allows you to set namespace specific security.
=5

1
]

gt
|

g-E-g-g-8--g-g---0-E-0-u-a-2-g
HEEEEEENE B EEEEEEE
oQQo
m ﬁ%’
£ S
_'
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8.3.4 Configure Event Log Read Permissions

(1) Click “Group Policy Management.”

Group Pr
Management

(2) Expand “Domain Controllers” = “Servers” = right-click “N-Partner Policy” and select “Edit.”

' & Group Policy Management

‘%, File Action View Window Help

<= |5 ¢ e

& Group Policy Management
v S& Forest: npartner.local
v (55 Domains
~ 3 npartner.local
= Default Domain Policy
= | DNS_Servers
~ = Domain Controllers
=, Default Domain Controlle
v |3 Servers
5/ N-Partner AD Policy

Group Policy Management
Contents

Name

-_ﬁ Forest: npartner local

[ N-Partner Poli l

si% Group Policy Modeling
¢ Group Policy Results

< >
Open the GPO editor

2| Microsoft Exchange Sec % *
o | Servers Enforced
-/ Group Policy Objects  &# Link Enabled
e WMI Filters Save Report...
) Starter GPOs
{8 Sites New Window from Here

Delete
Rename
Refresh

Help
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(3) Configure Auditing Log

Expand “Computer Configuration” = “Policies” - “Windows Settings” = “Security Settings” - “Local

Policies” = “User Rights Assignment,” then select “Manage Auditing and Security Log.”

= Group Policy Management Editor = O
File Action View Help
o | 2@ XE= HE
(=] N-Partner Policy [WIN2019-AD-ENG.NPARTNE A Policy a Policy Setting
I" [ ;?':p:ft?' Configuration 1 Create symbolic links Not Defined
= J o l;:-fiware Settings \.s) Debug programs Not Defined
———— - Deny access to this computer from the network Not Defined
~| Windows Settings b
& > [ Name Resolgtilon Policy i Deny log on as a batch job Not Defined
i Scripts (Startup/Shutdown) s Deny log on as a service Not Defined
N l; Deployed Printers i Deny log on locally Not Defined
v Eh Security Settinas \.s| Deny log on through Remote Desktop Services Not Defined
z es 4| Enable computer and user accounts to be trusted for delega... Not Defined
| i) Force shutdown from a remote system Not Defined
> B \:] Generate security audits Not Defined
5 - User Rights Assignment (¢ Impersonate a client after authentication Not Defined
> i Security Options ‘4 Increase a process working set Not Defined
> j Event Log \24) Increase scheduling priority Not Defined
> _4 Restricted Groups [ Load and unload device drivers Not Defined
> kg :yst‘em Services . Lock pages in memory Not Defined
> L3 Registry {4/ Log on as a batch job Not Defined
> & F'If System Log on as a service Not Defined
4 ;._X,gf Wired Network (IEEE 802.3) | Manage auditing and security log Not Defined
> & :r‘“‘mwi[,)ef;‘de’ Fi’:“’al,"_ &) Modify an object label Not Defined
_?J wstv:orkNles:w 3:1("95:’5 8;2Ic1| e/ Modify firmware environment values Not Defined
: r 1l .
i "'4 pl:beu:s]: Pol?cies [ Obtain an impersonation token for another user in the same... Not Defined
; - Softwar::estridion Policies (4| Perform volume maintenance tasks Not Defined
/ j Application Control Policies \q| Profile single process Not Defined
5 S IP Security Policies on Activi i Profile system performance Not Defined
5[] Advanced Audit Policy Con \.s) Remove computer from docking station Not Defined
> ol Policy-based QoS (i Replace a process level token Not Defined
> [ Administrative Templates: Policy de (| Restore files and directories Not Defined
> [ Preferences (| Shut down the system Not Defined
v & User Configuration [y Synchronize directory service data Not Defined
> [ Policies (4| Take ownership of files or other objects Not Defined

= e

<
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(4) Add Auditing User

Check “Define these policy settings,” then click “Add User or Group...”

Manage auditing and security log Properties

? X
Security Policy Setting  Explain
H Manage auditing and security log
Define these policy setl:'ngs:l
Add User or Group... Remove
| Cancdl || Aoply
(5) Search for User
Click “Browse.”
Add User or Group X
User and group names
0K | Cancel |
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(6) Enter Your User Account

Input your user account (in this example, it is “npartner”), click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups X
Select this object type:

l Users, Service Accounts, Groups, or Built4n security principals l | Object Types... '
From this location:

[npainer]ocd l | Locations...
Enter the object names to select (sxamples):

Fartner (npartner@npartner local) Check Names
. o

(7) Click “OK.”

Add User or Group X
User and group names

NPARTNER\npartner Browse .

|| oK | . Cancel
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(8) Confirm Audit Log Settings

Click “OK.”

Manage auditing and security log Properties ? X

Security Policy Setting  Explain

‘jq' Manage auditing and security log

Define these policy settings:
NPARTNER\npartner

Add User or Group... Remove

0K Cancel Poply

(9) Open “Windows Powershell.”

Windows
PowerShell

(10) Enter the command below to update group policy.
PS C:\>

EN Administrator: Windows PowerShell - | X




8.3.5 Restart the WMI Service

(1) Open “Windows Powershell.”

(2) Enter the command below to disable the WMI service.
PS C:\>

EN Administrator: Windows PowerShell - O X

PS C:\> Restart-Service

WARNING: Waiting for service 'User Access Logging Service (UALSVC)' to
WARNING: Waiting for service 'User Access Logging Service (UALSVC)' to
PS C:\>

(3) Enter the command below to enable the WMI service.
PS C:\>

EN Administrator: Windows PowerShell — O X

PS C:\> Get-Service

Name DisplayName

Winmgmt Windows Management Instrumentation

&
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8.3.6 Configure the Firewall

(1) Open “Windows Powershell.”

Windows
PowerShell

(2) Enter the command below to configure the firewall to allow only the N-Reporter IP to Query WMI:
PS C:\> Set-NetFirewallRule -DisplayGroup "Windows Management Instrumentation (WMI)" -RemoteAddress
-Enabled True

EN Administrator: Windows PowerShell - O X

C:\> Set-NetFirewallRule 192.168.8.59
PS C:\>

Replace the red text with the N-Reporter IP address.

(3) Enter the command below to show the current firewall WMI configuration:
PS C:\> Get-NetFirewallRule -DisplayGroup "Windows Management Instrumentation (WMI)" -Direction

Inbound | >> Format-Table -Property Name,DisplayName,DisplayGroup, >>

@{Name='"RemoteAddress';Expression={(SPSltem | Get-NetFirewallAddressFilter).RemoteAddress}}, >>

Enabled,Direction,Action

¥ Administrator: Windows PowerShell

PS C:\> Get-NetFirewallRule Inbound | Format-Table

Name, DisplalPN
yName, DisplayGroup, @{Name ;Expression={( I't | Get-NetFirewallAddressFilter).RemoteAddress}}, Enabled, Direction, Action

Name DisplayName DisplayGroup RemoteAddress Enabled

WMI-ASYNC-In-TCP Windows Management Instrumentation (ASync-In) Windows Management Instrumentation (WMI) 192.168.8.59
WMI-WINMGMT-In-TCP Windows Management Instrumentation (WMI-In) Windows Management Instrumentation (WMI) 192.168.8.59

WMI-RPCSS-In-TCP Windows Management Instrumentation (DCOM-In) Windows Management Instrumentation (WMI) 192.168.8.59
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9. N-Reporter

(1) Add a Windows AD device:

Go to “Device Management” - “Device Treeview” - click “Add.”

M-Reporter? @

_g, hank? (Global) ~

'E Event
Iﬂ Report

@ Analysis
# N-Robot
@D Dashboard
E Device

Device Treeview

Device Management
Device Additional Setting
Alert Template

Device Abnormal Alert
Config Comparison

User Defined Format

E Home / Device / Device Treeview

& Device Treeview

All v Search

+ {8} Global A . (198/229)
2 Unknown Device (0/18)

[T Resource Recovery Area (0/1)

(2) Select the device type:

English ~ E

Y Filter | Reset ORSELTeIENN E

Choose “Application/DB/OS/Server” - click “Guided Mode.”

Device Category

Switch / Router
If the: device only aclives the

A switch is a network hardware

Application / DB / OS / Server

Host type, providing specific se

Firewall / IPS / Load Balancer f NAC / UTM /
WAF / Wireless

Network security related

N-Cloud / N-Reporter / N-Probe

M-Probe can collect traffic at a ratio

Auto / More / User Defined Format

Customization and other equipm

Expert Mode Cancel
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9.1 For Windows Server 2003 or earlier

(1) Basic Device Settings:
Enter the device name and IP address - For Syslog Data Format, select “Windows AD” - click “Next.”

Basic Setting ~

Machine Name *

WindowsAD-192.168.8.76

P~

192.168.8.76

Domain *

Global h

Syslog Format & (] Activate Full-text Search (FTS)

Windows AD A

User Defined Syslog Format © ([

SNMP Model &

Host Mib ~

Performance Monitoring Setting v

PrE\r'iDUS Next Cancel
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(2) Syslog Settings

Set “Facility” to “(18) local use 2 (local2)” and “Encoding” to “BIG5” = click “Next.”

If “Raw Data Kept” function is enabled, the “Event Query” page will display raw data information.

Syslog Setting ~

Facility &

(17) local use 1 (locall)

Encoding

BIGS ~

Syslog Normalized Data Retention Days (Max) &

7-18250

Syslog Normalized Data Retention Days (At Least) @

1-18250

Raw Data Kept and Replied

I Raw Data Kept

|:| Raw data format is adopted while Syslog relaying is activated in Threshold Report.

D The source IP will be kept in normalized data relaying

Previuus Next Cancel
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(3) Others
Set “Device lcon” to “Host” - Set “Receiving Status” to “Activated” = click “Next” = Confirm.

fa Add Device - Other x

Other ~

Device lcon =—

Host A

Latitude and Longitude

atitude, longitude

Remark &

Special format: [key]="value”, which can be exported into a custom field.

Tag

Receive Status

(@ Activated () Disabled

Previous Next Cancel
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(4) WMI Configuration

Enter the Windows AD WMI login account and password. If WMI is not configured, leave these fields

blank.
Action Device / VRF / Connection Related Setting A
Action Device &

VRF (Virtual Routing and Forwarding) &

Device Connection Method
SSH Telnet (@) WMI
Login Account

administrator

Users Information From AD Equipment €

Capture Users Information

API IP & Login Related Setting v

Previnl..ls Cancel
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9.2 For Windows 2008 or later

(1) Device Basic Settings

Enter the device name and IP = Select “Windows AD” for the Syslog data format = click “Next.”

Basic Setting

~

Machine Name *

WindowsAD-192.168.8.76

P~

192.168.8.76

Domain *

Global

Syslog Format € E Activate Full-text Search (FTS)

Windows AD

User Defined Syslog Format @

SNMP Model &

Host Mib

Performance Monitoring Setting

249
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(2) Syslog Settings

Set “Facility” to “(17) local use 1 (locall)” and “Encoding” to “UTF-8” - click “Next.”

If “Raw Data Kept” is checked, the “Event Query” page will display raw data information.

Syslog Setting ~
Facility &

(17) local use 1 (local1) hd
Encoding

UTF-8 v

Syslog Normalized Data Retention Days (Max) €&

7-18250

Syslog Normalized Data Retention Days (At Least) &

1-18250

Raw Data Kept and Replied
Raw Data Kept
|:| Raw data format is adopted while Syslog relaying is activated in Threshold Report.

|:| The source IP will be kept in normalized data relaying

F'reviuus Next Cancel
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(3) Others
Set “Device lcon” to “Host” - Set “Receiving Status” to “Activated” = click “Next” = Confirm.

fa Add Device - Other x

Other ~

Device lcon =—

Host A

Latitude and Longitude

atitude, longitude

Remark &

Special format: [key]="value”, which can be exported into a custom field.

Tag

Receive Status

(@ Activated () Disabled

Previous Next Cancel
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(4) WMI Configuration

Enter the Windows AD WMI login account and password. If WMI is not configured, leave these fields

blank.
Action Device / VRF / Connection Related Setting A
Action Device &

VRF (Virtual Routing and Forwarding) &

Device Connection Method
SSH Telnet (@) WMI
Login Account

administrator

Users Information From AD Equipment €

Capture Users Information

API IP & Login Related Setting v

Previnl..ls Cancel
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10. Troubleshooting

10.1 WMI Query Language Check

(1) Click “Start” - select “Run.”

@ . Windows System

D “*= Command Prompt

B8 Control Panel
&

m File Explorer

E Run

’ Task Manager

£ Type here to search

(2) Enter “wbemtest” - click “OK”

Run X

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: wbemtest v

® This task will be created with administrative privileges.
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10.1.1 Query Event Logs

(1) Click “Connect.”

Windows Management Instrumentation Tester =
— IWbemServices
Enum Classes | Enum Instances | Open Namespace | Edit Context... ]
Create Class | Create Instance | Query | Create Refresher I
Open Class I Open Instance | Notification Query |

Delete Class | Delete Instance I Execute Method |

~Method Invocation Options
" Asynchronous ™ Enable All Privileges
€ Synchronous [T Use Smended Qualifiers

[ Direct Access on Read Operations

Use NextAsync [enum. only)

|10 Batch Count {enum. only) |5000 Timeout (msec., -1 for infinite)

(2) Enter the namespace: (the example here is \\192.168.14.85\root\cimv2) - provide the username and

password - click “Connect.”

Connect

p——
\1192.168.14.85\root \cimv 2
Cancel

—Connection:
Using: I IWbemLocator (Namespaces) L]

F‘e‘ll"r""SIiII'u"."bvarrlSen.fir::es EI Completior: |Synchronous _~ |

—Credentials
User: Inpanner
Password: ||
Authority: |
—Locale — How to interpret empty password ——
| @ NULL " Blank
— Impersonation level ———— [~ Authentication level
" Identify " None (& Packet
% Impersonate " Connection  Packet integrity
" Delegate " Call " Packet privacy
254
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(3) Click “Query.”

Windows Management Instrumentation Tester e X
Namespace: Connect...
\\192.168.14.85\root \cimv2 Exit
~ |WbemServices

Create Class... Create Instance... |

Delete Class... Delete Instance... | Execute Method...

— Method Invocation Options

(" Asynchronous ™ Enable All Privileges

(" Synchronous [ Use Amended Qualffiers

(¢ Semisynchronous ™ Direct Access on Read Operations

™ Use NextAsync (enum. only)
|10 Batch Count {enum. only) |5000 Timeout {msec., -1 for infinite)

Query

Enter Query

(4) Enter the query: Select * FROM Win32_NTLogEvent = click “Apply.”

Select * FROM Win32_NTLogEvent

Query Type
fwaL

3 [ Retrieve class prototype

_ Cancel |
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(5) The query results are displayed - click “Close.”

Query Result

WQL: Select * FROM Win32_NTLogEvent |

, 4700bjeds[ max. batch: 10 F'berationhpmgess...

Win32_NTLogEvent.Logfile="Active Directory Web Services" RecordNumber=439 A
Win32_NTLogEvent. Logfile="Active Directory Web Services" RecordNumber=498
Win32_NTLogEvent.Logfile="Active Directory Web Services" RecordNumber=497
Win32_NTLogEvent.Logdfile="Active Directory Web Services" RecordNumber=436
Win32_NTLogEvent.Logfile="Active Directory Web Services" RecordNumber=455
Win32_NTLogEvent.Logfile="Active Directory Web Services" RecordNumber=434
Win32_NTLogEvent.Logfile="Active Directory Web Services” ,RecordNumber=433
Win32_NTLogEvent.Logfile="Active Directory Web Services" RecordNumber=492
Win32_NTLogEvent.Logfile="Active Directory Web Services" RecordNumber=4591
Win32_NTLogEvent.Logfile="Active Directory Web Services" RecordNumber=450
Win32_NTLogEvent. Logdfile="Active Directory Web Services" RecordNumber=489
Win32_NTLogEvent.Logfile="Active Directory Web Services" RecordNumber=488 v

< >

Add Delete
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10.1.2 Query User Data

(1) Click “Connect.”

™ Use NextAsync (enum. only)
|10 Batch Count {(enum. only)

Windows Management Instrumentation Tester A= X
S
\\192.168.14.85root \cimv2 Exit

r~ IWbemServices

Enum Classes... Enum Instances... | Open Namespace... Edit Context...
Create Class... Create Instance... Query... Create Refresher...
Delete Class... Delete Instance... | Execute Method...

~ Method Invocation Options

(" Asynchronous [~ Enable Al Privileges
" Synchronous [ Use Amended Qualfiers
(¢ Semisynchronous ™ Direct Access on Read Operations

|5000 Timeout (msec., -1 for infinite)

(2) Verify user data; enter the namespace: (the example here is \\192.168.14.85\root\cimv2) - provide

the username and password - click “Connect.”

Connect

Namespoc
\\192.168.14.85root \directory\LDAP
Cancel |

—Connection:

Using: | IWbemLocator (Namespaces)

tion Ingchronous - |

Retuming: IIWbemSenrioes EI Comple

=

—Credentials

User: Jinpartner
Pa o

Authortty: |
—Locale — How to interpret empty password ——
| @ NULL € Blank
~Impersonation level | Authentication level
" Identify " None (¢ Packet
* |mpersonate " Connection " Packet integrity
" Delegate ™ cal ™ Packet privacy
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(3) Click “Query.”

Windows Management Instrumentation Tester - X
Namespace: Connect...
\\192.168.14.85\root \directory \LDAP Exit

~ IWbemServices

Create Class... Create Instance...

Delete Class... Delete Instance...

Execute Method...

~ Method Invocation Options

" Asynchronous

" Synchronous

(¢ Semisynchronous
™ Use NextAsync (enum. only)

[10° " Batch Count enum. only)

[~ Enable All Privileges
™ Use Amended Qualffiers
I” Direct Access on Read Operations

|5000 Timeout {msec., -1 for infinite)

(4) Enter the query: Select ¥ FROM ds_user = click “Apply.”

Query
Enter Query
* FROM ds_user
Query Tipe
|WQL ;l [ Retrieve class prototype Cancel |
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(5) The query results are displayed - click “Close.”

Query Result

WQL: Select * FROM ds_user

| 26 objects | max.batch: 10 |Done

ds_user ADSIPath="LDAP://CN=Administrator CN=Users, DC=npartner, DC=local" A
ds_user ADSIPath="LDAP://CN=Guest CN=Users, DC=npartner,DC=local"

ds_user. ADSIPath="LDAP://CN=krbtgt CN=Users, DC=npartner,DCdocal"

ds_user. ADSIPath="LDAP.//CN=KH CN=Users, DC=npartner,DC=local"

ds_user ADSIPath="LDAP://CN=Exchange Online-ApplicationAccount, CN=Users DC=npa
ds_user ADSIPath="LDAP://CN=SystemMailbox{1f05a527-a308-44d0-afff-919147d8e 7b4)
ds_user. ADSIPath="LDAP://CN=SystemMailbox{bb558¢ 35-97% 1-4cb 3-8 7-d5374 1dc928c
ds_user. ADSIPath="LDAP://CN=SystemMailbox {e0dc 1c29-85¢3-4034-H678-e6c29d823ec
ds_user ADSIPath="LDAP://CN=DiscoverySearchMailbox {D919BA05-46A6-415-80AD-7|
ds_user ADSIPath="LDAP://CN=Migration.83e7716-2011-43e4-96b 1-abab2d225136,CN-
ds_user. ADSIPath="LDAP://CN=FederatedEmail .4c 1f4d8b-8179-4148-93bf-00a55a 1e04:2
ds_user ADSIPath="LDAP://CN=SystemMailbox{DOE40SAQ-AF3B-4720-32FE-AAC869B0L v

< >

Add Delete

(6) If the user account and password can successfully query data, click “Exit” to close the WMI Tester.

Windows Management Instrumentation Tester — X
Namespace:
\\192.168.14.85\root \directory \LDAP
~ |WbemServices
Enum Classes... Enum Instances... | Open Namespace... Edit Context...
Create Class... | Create Instance... Query.. | Create Refresher...
Delete Class... Delete Instance... | Execute Method...
— Method Invocation Options
" Asynchronous ™ Enable All Privileges
" Synchronous ™ Use Amended Qualffiers
(¥ Semisynchronous I” Direct Access on Read Operations
™ Use NextAsync (enum. only)
|10 Batch Count (enum. only) ISOOO Timeout {msec., -1 for infinite)
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10.2 NXLog Installation Issues

(1) If Installing NXLog (2.10.2150) displays the message: Installation directory must be on a local hard

drive.
il NXLog-CE Setup =10 x|
Destination Folder
Click Mext ko install to the default Folder or click Change ko choose another.
Install MXLog-CE to:

{i® NXLog-CE Setup _ x|

|C ‘\Progr [

Cha @ Installation directory must be on a local hard drive,
nge

Back I Next I Cancel

(2) Install an earlier version of NXLog:

Click “nxlog-ce-2.9.1716.msi” = check “I accept the terms in the License Agreement.” = click “Install”

until “Finish.”

i NXLOG-CE Setup

NXLOG PUBLIC LICENSE
v1.0

1. DEFINITIONS

“License” shall mean version 1.0 of the
NXLOGPURLIC LICENSE, 1.e. the
tertns and conditions set forth in this

document;
“Software” shall mean the source code and

Abaact cnda Faren all acraciatad vmadia
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