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Note: This document is provided solely as a reference for configuring log output. It is recommended
that you contact the device or software vendor for assistance with the appropriate log export

methods.

3 &7 N-Partner


https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations
https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations
https://learn.microsoft.com/windows-server/identity/ad-ds/plan/appendix-l--events-to-monitor
https://learn.microsoft.com/windows-server/identity/ad-ds/plan/appendix-l--events-to-monitor
https://docs.microsoft.com/zh-tw/azure/sentinel/connect-windows-security-events

1 NXLog
1.1 NXLog Installation

OMR oYyt 2FR b-[23 [/ 9 0/ 2YYdzyAile 9RAGAZ2YD
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Windows x86-64 nxlog-ce-3.2.2329.msi

Note: If you require the32-bit version of NXLog, please contact our support team.

6Hyaidltf b-[ 23
<2.QC2NJ 2 AY R 21m&2 WJISINBABINNIYY

,§ QXchftE Seiup

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will install NXLog-CE on your computer,
Click Next to continue or Cancel to exit the Setup Wizard.

B=ch Cancel |
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https://nxlog.co/products/nxlog-community-edition/download
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{i# NXLog-CE Setup M= B
End-User License Agreement
Please read the following license agreement carefully '
NXLOG PUBLIC LICENSE v1.0 i—l

1. DEFINITIONS
“License” shall mean version 1.0 of the NXLOG PUBLIC
LICENSE, 1.e. the terms and conditions set forth in this document,
“Software” shall mean the source code and object code form, all
associated media, printed matenals, and "online" or electronic
documentation. All such software and matenals are referred to |

F lacceptthetenmhtheLkuseAqmeni

Cancel I

U/ f EbCB@AKS RSTFI dzf G A ¢ A NI T NI GMERELS &l K

i‘,?a NXLog-CE Setup =] B3
Destination Folder
Click Next ta install to the default Folder or chick Change to choose another,

Install NXLog-CE to:

|C \Program Files\nxlog),

Change.., |

Back | | Cancel I

&
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{i# NXLog-CE Setup E= R

Ready to install NXLog-CE @

Click Install to beqin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

v [ oa ]| oo |

6 d Ut BQAYEA & K @
i’,§ NXLog-CE Setup P =] E3

Completed the NXLog-CE Setup Wizard

Click the Finish button to exit the Setup Wizard,

NE YR / 2 YLJzi SNE ®¢

[~ Open README.txt to read important installation notes




Jo 2
o4
ol 5% Rt ‘ =
= e
i e,

K

FHOHAR NJ 2 A Y R 2H@aY o{ SNIIS NJ
526y RWE tGEEIOH dPH oM OSYB &G VRt LINRPOSSR dzy At GTKS A
/| £ BNyl B KSEAG O

7 NXLog-CE Setup — X

Ready to install NXLog-CE @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

T
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i NXLog-CE Setup 4 =[]

NXLOG PUBLIC LICENSE
v1.0

1. DEFINITIONS

“License” shall mean version 1.0 of the
NXLOG PUBLIC LICENSE, i.e. the
terms and conditions set forth in this
document,

“Software” shall mean the source code and

Abhiact cada Faven all accncintad vnadia
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https://sourceforge.net/projects/nxlog-ce/

1.2 Download NXLog Configuration File
1.2.1 For Windows Server 2003 or earlier
1.2.1.1 Export host audit, object access, and account management event logs

OMLISH2YYEF YR & NRYLI @

Command
Prompt

ObR oy f 2R [RKEAS 2 AYRZIF RHRAOENBNAES (KS SEA&GAY T

2 XyR264a aeadisSvyo

526y f 2 KR GELAVWKIKYS 6 6 @Y LI NI Y SNIPO2YKkR246YVE 2 Rk SOKkYE
CA>copy "Cinxlog_Win2003Server.conft” \nxlog confinxlog.conf

¢4 | Command Prompt

"C:\nxlog Win2003Server.conf” "C:\Program Files\nxlog\conf\nxlog.conf" mm

1 file(s) copied.

Note: The example above is for a6 operating systemkor a 32bit operating system, repladhe

highlighted textwith: 'C\ Program Files (x8&)xlog conf\nxlog.conf’

The recommended default setting outputs only host audit, object access, and account management

events, minimizing performance impact on the Windows Server host.
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http://www.npartner.com/download/tech/nxlog_Win2003Server.conf

1.2.1.2 Export All Event Logs

OMLISH2YYF YR & NBRYLI @

O oyt 2R [RKEAS 2 AYR2ZIF RHRAOENBNAES (KS SEA&GAY T

2 AyR2gpa aeaidsSvyo

526y f 2 KR GELAVWKIKYS 6 6 Py LI NI Y SNIPO2YKkR246YVE 21 Rk SOKkYE
CA>copy "Cinxlog_Win2003All.conf'C \nxlog confinxlog.conf" /y

¢ |Command Prompt

Note: The example above is for abid operating systemk-or a 32bit operating system, repladhe

highlighted textwith: 'C\ Program Files (x8&hxlod confinxlog.conf'

This configuration file exports all Windows event logs.
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http://www.npartner.com/download/tech/nxlog_Win2003All.conf

1.2.2 For Windows Server 2008 or later
1.2.2.1 Export host audit, object access, and account management event logs

oMU @INFR2ga t2SN] KSEE o

Lo

Windows
PowerShell

OHO 524y 2[RI GKSYR26F RHRAOENBNAES (KS SEA&GAY T

2 AYyR2pa acaisSvyo
526yt 2 KR GfLWKKY 6 6 PY LI NI Y SNPO2YkR26VE2F Rk i SOKKkYE

PS G>InvokeWebRequestUri 'http://www.npartner.com/download/tech/nxlog_Win2008Server.co

\nxlog confinxlog.conf

onf’ -OutFile 'C:\Program

Note: This example is for a @4t operating systemkor a 32bit system, replace the highlighted text

with: 'C\ Program File§&86) nxlod conf\nxlog.conf’

The recommended default setting outputs only host audit, object access, and account management

events, minimizing performance impact on the Windows Server host.

10 A&/ N-Partner


http://www.npartner.com/download/tech/nxlog_Win2008Server.conf

1.2.2.2 Export All Application, Security, and System Event Logs

OMLISH2YYF YR & NBRYLI @

Command
Prompt

Ol gyt 2R [(RKAS 2 A WRZ6 ERHABSNBINRAGS G(KS SEA&GAYT

2 AyR2p4a aegaidsSvyo

526yt 2 KR GLAWKIKYS 6 6 DY LI NI Y SNIDO2YKkR26yf 2 Rkii SOKk YE
C\>InvokeWebRequestUri 'http://www.npartner.com/download/tech/nxlog_Win2008All.cond’

\nxlog confinxlog.conf’

f* -OutFile

Note: The example above is for abid operating systemk-or a 32bit operating system, repladhe

highlighted textwith: 'C\ Program Files (x8&)xlog conf\nxlog.conf’

This configuration file exports all Windows Application, Security, and System event logs.
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http://www.npartner.com/download/tech/nxlog_Win2008All.conf

1.3 NXLog Configuration

1.3.1 For Windows Server 2003 or earlier

1.3.1.1 Export host audit, object access, and account management event logs

(2003Server.conf)

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.1.184

define ROOT  C\Program Filésixlog

define CERTDIR  %ROGEYS

define CONFDIR  %RO®ddnf

define LOGDIR  %ROQdéata

define LOGFILE %LOGDH6g.log

LogFile %LOGFILE%

Moduledir %ROOTWhodules
CacheDir  %ROO\data

Pidfile %RO0OVdata\ nxlog.pid
SpoolDir %RO0OVd4ata

## Load the modules needed by the outputs
<Extension syslog>
Module xm_syslog

</Extension>

## Windows Server 2002003 Event Log use the following:
<Input in_eventlog>
Module im_mseventlog
ReadFromLast TRUE
SavePos TRUE
Exec parse_syslog_bsd();
if ($EventID == 672 or $EventID == 673 or $EventID == 675 or $EventID == 528 or $EventID ==
$EventID == 538 or $EventID == 540 or $EventID == 551 or $EventID == 560 or $EventID == 612 or $Eve
or $EventID == 626 or $EventID == 627ExehtID == 628 or $EventID == 629 or $EventID == 630 or $Event
631 or $EventID == 632 or $EventID == 633 or $EventID == 634 or $EventID == 635 or $EventID == 636

I al Lyl




== 637 or $EventlD == 638 or $EventlD == 641 or $EventID == 642 or $EventID == 644 or $EventID ==
$EventID == 646 or $EventID == 647) { $SyslogFacilityValue\=13; }

else if ($SourceName == "Service Control Manager") { $SyslogFacilityValué = 13; }

else if ($SourceName =~ /*"MSSQL*/) { $SyslogFacilityValue ¥ 18; }

elsa

{\
drop()}

}

</Input>

<Output out_eventlog>
Module om_udp
Host %NCloud%
Port 514
Exec $Message = string($EventID) + ": " + $Message;
Exec if (EventType == 'ERROR' or $EventType =="'AUDIT_FAILURE') { $SyslogSeverityValue = 3;
else if (JEventType == 'WARNING') { $SyslogSeverityValue = 4; }
else if ($EventType =='INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValug
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog

</Route>

Oy SNt tiga@Rabi SY Lt | RRNBAa
define NCloud. 92.1688.184

¢KA&a SEI YL Soma @ILINR (AW I dem G Sy o

C2NJOAH2ZLISNI GAy3 aedaidusSYs dzaS GKS F2ftt2¢6Ay3

define ROOT\Program Files (x86)xlog
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1.3.1.2 Export All Event Logs (2003All.conf)

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.184

define ROOT CAProgram Filésxlog

define CERTDIR %ROGEYS

define CONFDIR  %RO®d&n0f

define LOGDIR  %ROQd&ta

define LOGFILE %LOGDH6g.log

LogFile %LOGFILE%

Moduledir %ROOT¥hodules
CacheDir  %ROO\data

Pidfile %RO0OVdata\ nxlog.pid
SpoolDir %RO0OVd4ata

## Load the modules needed by the outputs
<Extension syslog>
Module xm_syslog

</Extension>

## Windows Server 2002003 Event Log use the following:
<Input in_eventlog>

Module im_mseventlog

ReadFromLast TRUE

SavePos TRUE

Exec parse_syslog_bsd();

</Input>

<Output out_eventlog>
Module om_udp
Host %NCloud%
Port 514
Exec $Message = string($EventID) + ": " + $Message;
Exec if ($EventType == 'ERROR' or $EventType == "'AUDIT_FAILURE') { $SyslogSeverityValue = 3;
else if (JEventType == 'WARNING') { $SyslogSeverityValue = 4; }

I al Lyl




else if ($EventType =="'INFO' or $EventType == 'AUDIT_SUCCESS'") {$SyslogSeverityValug
Exec to_syslog_bsd();

</Output>

<Route eventlog>
Path in_eventlog => out_eventlog

</Route>

Oy (SNt i #gafRbi SY Lt | RRNBaa Ay GKS ofdzS GSEG &S0t

define NCloudl92.1688.184

¢KA& SEI YL Soma @ILINR (2w 3 dem i Sy o

C2NJOAH2ZLISNI GAy3 &deaidSY>s dzaS GKS F2tft26Ay3 &aSi

define ROOT\Program Files (x86)xlog

File name: Inxlog.conf j | Save |
Save as type: IAII Files j Cancel
Encoding: I ANSI Ll

Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as

0@ LIS> astSrodFontEnadding, @lked: $Bio avoid encoding errors that could prevent the

service from starting.

15 )
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1.3.2 For Windows Server 2008 or later

1.3.2.1 Export Host Audit, Object Access, and Account Management Event Logs

(2008Server.conf)

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud  192.168.3.50

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfle  %ROOT%\data\nxlog.pid
SpoolDir  %ROO0T%\data

## Load the modules needed by the outputs
<Extension syslog>
Module xm_syslog

</Extension>

## define Security Events

define SecurityEvents 1100, 1102, 4768, 4769, 4771, 4616, 4657, 4624, \
4625, 4634, 4647, 4648, 5140, 5142, 5143, 5144, \
5145, 5168, 4656, 4658, 4660, 4663, 4664, 4688, \
4985, 5051, 4670, 4719, 4739, 4720, 4722, 4723, \
4724, 4725, 4726, 4738, 4740, 4767, 4727, 4728, \
4729, 4730, 4731, 4732, 4733, 4734, 4735, 4737, \
4764, 4741, 4742, 4743, 4744, 4745, 4748, 4749, \
4750, 4753, 4754, 4755, 4756, 4758, 4759, 4760, \
4763, 4778, 4783, 4800, 4801

## define Other Events

define OtherEvents 7036

I al Lyl




## Windows Server 2008 or higher Event Log use the following:
<Input in_eventlog>
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query ld="0">\
<Select Path="Security">*</Select> \
<Select Path="System">*</Select> \
</Query>\
</QueryList>
Exec if ($EventID NOT IN (%SecurityEvents%)) and \
($EventID NOT IN (%OtherEvents%)) drop();

</Input>

<Qutput out_eventlog>

Module om_udp

Host  %NCloud%

Port 514

Exec $SyslogFacilityValue = 17;

Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;

Exec if (5EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if ($EventType == 'WARNING') {$SyslogSeverityValue = 4; }\
else if (SEventType =="INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue =5;}

Exec to_syslog_bsd();

</Output>

<Route eventlog>
Path in_eventlog => out_eventlog

</Route>

Oy OSSNt tg@RbiSY Lt | RRNBAa E
define NCloudL.92.168.350

¢KAa SEI YL Somial &IHILIS

C2 NJokA o H2 LISNI G Ay 3

define ROOT\Program Files (x88)xlog
s
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1.3.2.2 Export All Application, Security, and System Event Logs (2008All.conf)

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.184

define ROOT  C\Program Filésixlog

define CERTDIR %ROGEYS

define CONFDIR  %RO®d&n0f

define LOGDIR  %ROQd&ta

define LOGFILE %LOGDH6g.log

LogFile %LOGFILE%

Moduledir %ROOT¥hodules
CacheDir  %ROO\data

Pidfile %RO0OVdata\ nxlog.pid
SpoolDir %RO0OVd4ata

## Load the modules needed by the outputs
<Extension syslog>
Module xm_syslog

</Extension>

## Windows Server 2008 or higher Event Log use the following:
<Input in_eventlog>
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>
<Query Id="0"%
<Select Path="Application">*</Selett>
<Select Path="Security">*</Selett>
<Select Path="System">*</Select>
</Queryx
</QueryList>

</Input>

<Output out_eventlog>

I al Lyl




Module om_udp

Host  %NCloud%

Port 514

Exec $SyslogFacilityValue = 17;

Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;

Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3;
else if (JEventType == 'WARNING') {$SyslogSeverityValue = 4; }
else if ($EventType =='INFO' or $EventType == 'AUDIT_SUCCESS') {$SyslogSeverityValug
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog

</Route>

Oy (SNt tigseRabi SY Lt | RRNBaa Ay (GKS oftdzS GSEG &S0O(
define NCloudl92.1688.184

¢KA& SEI YL Soma @ILINR (2w 3 dem G Sy o

C2NJOAH2ZLISNI GAy3 &aeaidsSY>s dzaS GKS F2ftft2gAy3 &aSi

define ROOT\Program Files (x86)xlog

Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as
08 LIS> astSpodFontEnadding, lked: $Bio avoid encoding errors that could prevent the

service from starting.
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1.4 Starting the NXLog Service

1.4.1 For Windows Server 2003 or earlier

6M0O hLISY da/2YYFYR t NRYLI #¢

“  Command Prompt

C:%net start nxlog
The nxlog service 1s starting.
The nxlog service was started successfully.

C:\>type "C:\Program Files\nxlog\data‘\nxlog.log"
2025-08-15 10:47:40 INFO nxlog-ce-2.8.1248 started

G\

6Py GSNI G§KS O2 Y3 W RCKHIBA2B3aA1(2S Y

C\>Services.msc

¢+ Command Prompt

C:»\>8Sewices.msc

C:N\>

20 F %
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*4; Services

| ation view ||« =» | B @E([FIRDB|( @/ = 1 »

z

@HhLSYy GKS b-[ 23 &aSINBOGSEY LIRENBS NEINLSAESYa ¢

=10 x|

|

Tree I Mame / | Description l Skatus | Startup Type | Log On As l :I
% Services (Local) &84 Network DDE Provides n... Manual LocalSystem
%Network DDE DSDM Manages s... Manual LocalSystem

Manual

__LocalSyste

m

d Automa _I
%% Performance Logs a...  Configures... Manual LacalSystem
s%Plug and Play Manages d... Started Automatic LocalSystem
%Print Spooler Loads files ... Started Automatic LocalSystem
%Pfutected Storage Provides pr... Started Automatic LocalSystem LI
| | |
G)hy GKS DSYSN}Yf GFrox OSNAFe GKIFOG {GFNIOdzLd de LS

nxlog Properties (Local Computer)

General | Log Dnl FIecoveryI Dependenciesl

Service name: nxlog

Display name: nxlog

Description: Thig service is responsible for running the nxlog agent. ¢

Path to executable:
C:\Program Files\nxloginxlog.exe -¢ "'C:\Program Files\nxloghconfinxlog.cc

21

Startup type: Automatic |

Service status:  Started

Start | Stop I Pause Hesume |

You can specify the start parameters that apply when you start the service
from here.

Start parameters; I

1] Cancel Apply

21
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@G)hy (GKS wSO20SNE (0% OSNATE
wSaidl NI & K6KEWHMBA DS |

nxlog Properties {(Local Computer)

General' Log On| Recovery Dependenciesl

Select the computer's response if this service fails.

0gKIFQ

21X

First failure: I Restart the Service ;I
Second failure: IFIestarl the Service ;I
Subsequent failures: IFIestart the Service ;I
Reset fail count after: 0 days
Restart service after: 1 minutes
—Hun file

File:

I Browse...

Command line parameters:

™ Append fail count to end of command line [/fail=%1%]

Restart Computer Options...

Apply

22
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1.4.2 For Windows Server 200 8 or later

OMO RBRINFR2@Ba tdEGSNEKSE f

5

Windows

Powershell

6B adlr NI GKS b-[ 23 aSNWBAOS:E @OSNATFe GKIY AG Aa
PSC\> RestartServiceName nxlog

PS Q> GetServiceName nxlog | SeleeDbject-Property Name,Status,StartType
PS Q> GetContent 'Ct Program Filésnxlod datal nxlog.log'

2 Administrator: Windows PowerShell

PS art-Service -MName nx
PS k-3
Mame Statuz StartType

nxlog Running dutomatic

“o Get-Content "C:%Pr

5-08-15 11:04:35 INFO o

Note: This example is for a4t operating systemkor a 32bit system, replace the highlighted text

with: 'CAProgram Files(x86hxlod confinxlog.conf’

6Py GSNI GKS O2 Y3 W RCKHIBA2B3aA1(2S Y

PS G> Services.msc
2 Administrator: Windows PowersShell

23 7 N-Partner
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@hLSyYy GKS b-[23 :SINBXAGRR LAl OSNBILISNITYA S & ©

File Action View Help

=

q--»ll_]:] Z|HE[ > muw

7, services (Loca)

L4, PrP-Y IP Bus Enum,., The PrP-X ...

Lo Network Store Inte...  This servic... St

Description: K ndog
This service is responsible for running the =OTTne Fles ol T
NXLog agent. See www.nxlog.co. g v

w; Performance Count... Enablesre...

(4, Performance Logs ... Performan...

i Plug and Play Enables a ... 5t

Mame = |status | StarbupType [Logonas | |
0 Network Ccmnecnor‘s Manages 0... St .&rted Manual _ocal Svstem
Stop the service .'.,'; Metwork List Service  Identifies t... Started Manual Local Service
Restart the service L4 Network Location A.,. Collects an.,. Started Automatic Metwork S...

arted Automatic Local Service
Automatic (D... Local System

Disabled Local System -
Manual Local Service
Manual Local Service
arted Automatic Local System
Digabled Local System LI

\ Extended A Standard /

G)hy GKS DSYSN}Yf GFrox OSNAFe GKIFOG {GFNIOdzLd de LS

LogDn] Recovery | Depandencies |
Service name; rodog
Display name: rodog

cription: g service is responsible for running the NXLog -
B . See www rodog.co. j

Path to executable:
"C-\Program Files‘\rodog'rodog.exe” < "C:\Program Files rwlog'confrodog.

Startup type: I_ﬂmaﬁa‘n: [Delzyed Stad) 'l

Help me configure service startup options.

Service status:  Started

Start | Stop I FPause Hesume

You can specify the start parameters that apply when you start the service
from here,

Start parameters I

x|

oK I Cancel Lnply
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@hy GKS wSO2@0SNE (lox OSNATEe GKIFIG CANRG FI A€ dz
wSall NI SiKEGKEB MDA DS

nxleg Properties (Local Computer)

I

LI ErOErant

Erogran:

Lommeatid ling parametens:

25 A&7 N-Partner
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2. Windows Server 2000

2 Ay R264 ! dRAG t ¥EAOe /2y FAIANI GA2Y

A A~ A

C2NJ RSUGUFAf SR Ay T2AMKIGG x 2y 3 ORE WS MIF MERTHEIREEIYACRSyaa | A

2.1 Organizational Unit (OU) Configuration

om0 [/ £A0]1 d&! OGAGS S5ANBOG2NE ! aSNA | yR [/ 2YLlzi SN

d
Active

Directory
Users and
Computers

6HOU ' RR Yy hNEHFEYATFGAZ2YFE ! yAdl
WARBKAO] 2y a52YFAY [/ 2yiNRttSNARE aStSO0 abSgx¢

é Active Directory Users and Computers - Iﬂlﬁl

| onsde window b =181 2]
| aton vew ||+ =» | @m FEB 2| 2B Y& o |

Tree | npartner.local 5 objects
Name l Type l Description I

3 Active Directory Users and

fginpartner.local (JBuiltin builtinDomain
(] Builtin Delegate Control... t Default container for upar...
(] Computer  Find... tional ...  Default container for new ...
{&) Domain C' Connect to Domain... r Default container for secu...
l.;] ForeignSe  Connect to Domain Controller. .. t Default container for upar...
] Users Operations Masters, ..
Computer
all Tasks »  Contact
X Group
View g -
Organizational Unit
MNew Window from Here = h
Printer N
Refresh User
Export List... Shared Folder
Properties
Help
< | v

26 A&/ N-Partner


https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations

600 9YUGSNI @2dzNJ hNAYYSKRAASFINEEEXGATI X8Yao

Note: Please create the organizational unit name according tatealenvironment. G AdD ¥ ¢

New Object - Organizational Unit X|
@ Create in:  npartner.local/
Name:

||Servers

Cancel |

onv az2@®S GKS {SNBSNJ (i2 @&2dzNJ bSg hNBIFYATFGAZ2Y I §
{ St S@iz2 YIlKB2 SIHB y AT | { A Phydd & fideyON 62 2aphHirES S NIJ S NIb
Note: Please select the Window®serveraccording to theactualenvironment TG Aéd 2 &S @

4 Active Directory Users and Computers i - 10| x|

J@ Console  ‘Window Help - | =18]x]

| ation vew || » | Em XEFRB 2 8@ TED
Tree I Domain Controllers 2 objects
< Active Directory Users and !\lame | Type | Description I
=2 npartner.local SErvers Organizational ...
(1 Builtin - bwINz000-AD. pputer
Computers
= 5| Domain Controllers|
2] Servers Manage
(] ForeignSecurityPrir
(&) servers All Tasks »
&L Users Delete
Refresh
Properties
Help
|l | 2

Moves the current selection to another organizational unit, |

27 &7 N-Partner



6p0 {StS8SO00G 82dzNJ hNAEFYATFdGA2yFE ! yAQY

{ St SO0 &2dzNJ 2NBA FKA & (i SEYNEBIHIHROEDPOA &«
20 x]

Container to move object to:

E]*@ npartner
-] Builtin
-] Computers
{&&] Domain Controllers

: ForeignSecurityPrincipals
#-[_] Users
0clO *SNATeEe (GKS {SNBSNJ Il & .SSy az2@SR G2 @2dzNJ b

OELIRYRNE yAT | i 2K$ KL /4 (0 S(ES NEBE y§BE  GAly TAASNIGD & # h i
| 3AaSNIWSNJ K& 0SSy Y20SRo

;‘? Active Directory Users and Computers

[

- 10| x|
J@ Console  Window Help =15 %]
| acin yew || &= » | B@m XER R 2B BVYRE
Tree I Servers 1 objects
<% Active Directory Users and Name | Type Description I
E]-@ npartner.local EWINZDOO-AD... Computer
-] Builtin

-] Computers
[=1-{&] Domain Controllers|

@
~|__] ForeignSecurityPrir
(&) servers
-] Users
KT— 2

28
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2.2 Group Policy Settings

om0 &/ fONIA1IPS S5ANBOG2NE ! aSNE | yR / 2YLJzi SNE ®¢

d
Active

Directory
Users and
Computers

O HU o RRISNNEF Yy AT | GA 2y ot AdylA GotydRe [3BRIBNIEA K

4% Active Directory Users and Computers -0 x|

|G consde window tob 18] ]
] Action  View |J¢| #||X|@|J;ﬂi§®?@’h

Tree I | Servers 1 objects
{3 Active Directory Users and |Name | Type | Description
=2 npartner local =)y 1N2000-AD... Computer
<[] Builtin

[:] Computers
=I-{€3] Domain Controllers

egate Control. .,

add members to a group. ..
Move...

Find...

[:] ForeignSecu
~{&B) Servers
(] Users

Mew
all Tasks

View 3
Mew Window from Here

Delete
Rename
Refresh

< | Export List... i B

|0pens property sheet fcm |
Er I BIEY
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6@y I8N GKS DNRdzLI t 2t A O@

hy R dzLI¢ IR THEOO shSi
servers properties
Genelall Managed By

Current Group Policy Object Links for Servers

%

21

Group Policy Dbject Links

| No Dverride | Disabled|

Group Policy Objects higher in the list have the highest priority.
This list obtained from: win2000-ad-eng.npartner.local

Add.. | Edi I Up |
[ptions... Delete,.. | Froperties | Down |
™ Block Policy inheritance
oK I Cancel | Apply |

ony 9RA(G @2dzNJ DNRdzLJ t 2f A Oe

Ly &aepddeld 205003 oAy

M&St SO0 a9RAG DE
Servers properties 8

Generall Managed By Group Policy I

%

Current Group Policy Object Links for Servers

hoe2SOoi

6Dt ho yIYS

hoaSoi

(bfe A ANIIS/BSENY Lf2§ 3 Ol A & &
Note: Please create the GPO name according to the actual environment.

21

Group Policy Object Links

No Override | Disabled |

Group Policy Objects higher in the list have the highest priority.
This list obtained from: win2000-ad-eng.npartner.local

New add. || ea | s

Options... | Delete... I Properties

Down

™ Block Policy inheritance

Close | Cancel

Apply

30
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6p0 [201f DNRBdzZL) t 2t AOASAY ! dzRAG t2f A 08

9ELI YR F2f RSNJ 6/ 2MHaRizli $ R2 6 & Vo chaNNRAig6 g SOL A yBAE
Ma! dzRAG t2f A0edé | yR Of A Gl dzRNVG &l 0282 deyill QX¥RAdy S ¥
RANBOG2NE £SNEBRMAS { 2A@FRAED Y EEMRA 6 ODSEE AR A OK | y -
LINE OS & 3¢ WHRIdBAMRH BS YEMSBS O A a5SFAYS GKSAS LRt oOe
@ A01 ahyoé

g# Group Policy ;]glll
‘J Action  View |J & = | @| ®
Tree | Policy / Computer Settin
#%; N-Partner Policy [win2000-ad-eng.r 4 fig] Audit account logon events Success, Failure
g- @ Computer Configuration| fig| Audit account management Success, Failure
-[_] Software Settings fig] Audit directory service access Success, Failure
= Lj windows Settings | i8] Audit logon events Success, Failure
' =] Scripts (Startup/Shutdo i1g] Audit object access Success, Failure
1= P Security Settings | fig) Audit policy change Success, Failure
: ¢ Account Policies fis) Audit privilege use Mot defined
=] 5 Local Paolicies e Audit process tracking Success, Failure
Audit Policy nelaudit system events Success, Failure

lUser Rights Ass
Security Option

o D 21
9 Restricted Groups Avudit process tiacking
v

8 system Services
(9 Registry
(L9 File System
(] Public Key Policies
| &, 1P Security Policies 1 Audit these attempts:
-] Administrative Templates '~ —
El;ﬁ User Configuration

ﬂ #. 1 Sefhmare QQil'innc Ll;l \—‘ vV Faiure LI
| 0K I Cancel I B

[V Define these policy settings

31 &7 N-Partner



OOWSY i JCdaANW & [ 23 wSiSyidAzy aSiK2R
9 E LJIGY2RY Lidzii S NI / &g A ¥ BB & X P (SIOdNR i &g SEvVidrypa 3

§ Stday3a EEbalJégé@é{Iéyﬁﬁzﬁ YSGKQ‘B@K?%@T&WZWN’J)\% fL2

aSudmyStd o6

A A ¥ A

o)
| aton vew ||« = @@ X B 2@ ‘
Tree I Policy 7 | Computer Setti
N-Partner Policy [win2000-ad-eng.npartner.l( 4 | 8] Maximum application log size Not defined
=@ Computer Configuration | ®¥]Maximum security log size Mot defined
Software Settings Maximum system log size Mot defined
Windows Settings Restrict guest access to application log Mot defined

Settings for Event Logs
- Restricted Groups

@ System Services

(9 Registry

(9 File System

Scripts (Startup/Shutdown) Restri-:t quest access to security log Mot defined
Security Settings | Restrict guest access to system log Mot defined
‘& Account Policies ®%]Retain application log Mot defined
Local Policies ®¥]Retain security log Not defined
Event Log ®%]Retain system log Not defined

m Retention method fur app
: F,.ern. N an"u d For s ng:,unt h 0g

Ilcatinn log

2%8]Retention method for system log
Shut down the computer when the security a...

__Not Fined _

as needed
Mot defined
Mot defined

[+ Public Key Policies d |
[+ g IP Security Policies on Active -4 Retention method for security log
#-(_] Administrative Templates Eﬁ
=- & User Configuration
&[] Software Settings I II; R i e I
#- (] Windows Settings :
@171 Adminictrative Temnlatec _|;| " Dverwiite events by days
l | > \- [ & Dverwrite events as needed |
I " Do not ovenwiite events (clear log manually)
(1] I Cancel

32
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[23
9ELI YR F2f RSNJ 4
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S OaIMKISLO 1t 26H SéT)\)\inS 0 KA

Sy G & Nh wn n

Note: Please adjust the number based on the actual environnng@ AO1 dahyYoé

g¥ Group Policy =101 x|
“ Action  View |J¢' -Pl‘)'(“fi?

Tree | Policy / | Computer Setting

N-Partner Policy [win2000-ad-eng.npartner. lc Hri Maximurn application log size Mot defined
=@ Computer Configuration aximum security logsize 204800

-] Software Settings R¥]Maximum system log size Mot dehned

' Windows Settings Restrict guest access to application log Mot defined

=]l Scripts (Startup)/Shutdown) Restrict guest access to security log Mot defined

Security Settings| Restrict guest access to system log Mot defined

Account Policies Retain application log Mot defined

Local Policies @8)Retain security log Not defined

Event Log Retain system log Not defined

Settings for Event Logs @8]Retention method For application log Mot defined

= Restricted Groups Retention method for security log As needed

@ System Services Retentinn method For system log Mot defined

g Eilele';:;rstem Shut down the computer when the security a... Not defined

- (22 Public Key Policies 21|
[+ g IP Security Policies on Active : : .
i - D Administrative Templates % Maximum secuity log size
B & User Configuration =
(] Software Settings I
-] Windows Settings ||7 Define this policy seuing_l
#1171 Adminictrative Tamnlates
« | o
| IZD4BUU _% kilobytes
cos

33
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2 AYR2 644 QAYS YRSHINRNFLIIZ2 LIS Y

Command
Prompt

[c*]Command Prompt

C:\>secedit /refreshpolicy machine_policy senforce
Group policy propagation from the domain has been initiated for this compute
t may take a few minutes for the propagation to complete and the new policy

ake effect. Please check Application Log for errors, if any.
CiN>o
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2.3 Configure WMI

| 2y FAIdINRA Yy 3T 2

alL |

brw S LJ2 NIi S Nab

OMKSO]l ¢ RvSLRNIISNI | 43

General lAddressl Accountl Pmlilel Telephonesl Drganizalionl Mcll_’l

nparther

€

First name: Initials: I—
Last name: I

Display name: [npartner

Description: Engineer

Office: |Taichung Dffice

Telephone number: I

Other... |

E-mail: |

Wweb page: |

Other... |

nK |

Canrel

[PPSR SRREE B 8 SRS
Generall Addressl Accountl Plolilel Telephones Organization | Meﬂ_’l

Annlu

P s |

Title: fi

Department: ITAC

PR |

Company: I
—Manager
Name: I
h Change... I Wiew I Clear I
Direct reports:
| nK I Caneel I Lnnlu l

35
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Hit Count < Event Type : Src Usemname : Dst Usemame < Policy 1D ¢ Audit User & Category |

4724 An attempt was made to reset an accounts

) assword (An attempt was made to reset an - = User
Notice P ) : o . 1 audit Administrator| i | npartng @ 4724 Administrator
account's password) (User password changed) - Managem
(npartner)

6KS a

7 A

@a0SY gAft akKz2g (GKS FdzAf AYyTF2NNIGAZ2Y 27F

Hit Count < Event Type : Src Usemame : Dst Username : Policy ID:E Audit User <

4724 An attempt was made to reset an accounts

npartner
) assword (An attempt was made to reset an - = User
Notice P o o _ 1 audit Administrator| & | | (npariner, TAC, 4724 Administrator
account's password) (User password changed) - Managem
. . npartner, [32])
(npartner)
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2.3.1 Add Non -Admin Accounts

om0 hLISYy a! OGAGS 5ANBOG2NE ! aSNER F YR [/ 2YLlzi SN&

td
Active

Directory
Users and
Computers

OGHINBLFGS Iy 1 O002dzyi
9 E LJB/RY | A YEBSDIKYSS S E I YYLUDI SNIIKy/SERpIrketi Al & & SABBLF VAT F (A 2
MaStB OGHASTE OE NJ

Note: Select your organizational unit according to #ztualenvironment

4% Active Directory Users and Computers =10| x|

| Consolewindow B =181 ]
J Action  View |J¢l 4|||@|J;Iﬁi&f@?@rﬂ

Tree I npartner.local 6 objects
Active Directory Users and Pame [ Type | Description |
=% inpartner local| (_1Builtin builtinDomain
-] Builtin [::lCurnputers Container Default container for upar...
[+ _D Computers L_ﬂ Domain Contr,,. Organizational ...  Default container for new ...
#-{&Z] Domain Controllers | _JForeignSecuri... Container Default container For secu. ..
- (] ForeignSecurityPrir | (] servers Organizational ...
- Asg] Servers (users Container Default container for upar...

Delegate Contral. ..
Find...
all Tasks » Contact
_ Group
< I New Window from Here Printer
Create anew obje  Refresh
. Shared Folder
Properties
Help
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&/ LI NS NI KSy Ot AO1 abSEIG oé
o EI

g Create in:  npartner.local/Users

First name: | Initials: |

Last name: I

Full name: Inparlner

User logon name:

npartner npartner.local EI

User logon name (pre-windows 2000):
[NPARTNERY [rpartrer

¢ Back Cancel

ony 9YUGSNI @2dzNJ LI ad62NR FyR O2yFANXY (KS LI dag?2

New Object - User ﬂ

g Create in.  npartner.local/Users

P assword. I RERKRRKK

| RERRERRK

LConfirm password:

™ User must change password at next logon

[~ User cannot change password

r|7 Password never expires|
[~ Account is disabled

< Back Cancel |
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New Object - User

39 A&7 N-Partner
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2.3.2 Configure DCOM Permissions

M0 hLISY da/ 2YYlFYR t NRYLI o€

Command
Prompt

Command Pro

C:\>dcomcnfg.exe

C:z\>

600 9YIFo0fS 5STFldz &G ' 0O0Saa t SN¥Aaarzya
ttSrasS 32 (2 GKS 45STFldz G {SOdNmaGee GFo FyR Of

Distributed COM Configuration Properties

Applications | Default Properties | Default Security | Default Protocols |

— Default Access Permissions

You may edit who is allowed to access applications that do not
provide their own settings

— Default Launch Permissions

You may edit who is allowed to launch applications that do not
provide their own settings.

Edit Default...

Default Configuration Permissions

You may edit the list of users that are allowed to modify OLE class
configuration information.  This includes installing new OLE servers
and adjusting the configuration of existing OLE servers.

Edit Default... |

0K | Cancel | Apply |

0 A7 N-Partner
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I 8 GRR®D DD

Registry Yalue Permissions 5‘

Reaistry Yalue: DefaultLaunchPermission

Owner: Account Unknown

Name:
'__(-‘T.Y Administrators Allow Launch
€5 INTERACTIVE Allow Launch
&R SYSTEM Allow Launch
Type of Access: |Allow Launch ;I
oK Cancel | Add... | Remove | Help I

Oy GSNI ! ASNJ

9y i SNI (KD AdEE SINAIAY $ Bl MELTHSIEs GG A &

Add Users and Groups x|

List Names From: I BB NPARTNER*

Mames:

=l

(@account Operators

L @4 dministrators

f Backup Operators
§HCert Publishers
ERD nsédming
gRDnsUpdateProxy
4GB0 omain Adrmins

4BD omain Computers

Administrators have complete and unrest
Backup Operators can override security
Enterprise certification and renewal ager
DMNS Administrators Group

DNS clients who are permitted to perforn
Designated administrators of the domain

All workstations and servers joined to the;l

Members can administer domain user an 4‘

Add | Show Users Members... Search... |
Add Names:
npartner -~
Type of Access: |A|Iow Launch LI
Cancel | Help |
41
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Registry Yalue Permissions

Reqgistry Value: DefaultLaunchPermission
Owner: Account Unknown
MName:

B Administrators
G INTERACTIVE

? nparther [npartner)
@@ SYSTEM

Allow Launch
Allow Launch
Allow Launch

Allow Launch

Type of Access: IAIIow Launch

0K Cancel |  Add. |

Remaove |

=

Help |

{ Sf&0dZHIS NI 1600 2 W&/ K &
[ | dFOKS Y hOfah O
GhY dé

610 [t A0

SYELIIYNEF ST IRGED | & &1 2 & A I

Registry ¥alue Permissions E |

Regiztry Walue:  DefaultlaunchPermizzion

Dwner. Account Unknown

Hame:

E Adminigtratars Allow Launch
% IMTERACTIVE Allows Launch

. ® npartner [npartner]

Allaws Launch

i STSTEM Allow Launch
Tupe of Access: |;'-‘-.II|:|w Launch j
0k I Cancel | Add.. | Remove | Help |
42 M
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Distributed COM Configuration Properties [ 2] |

.-’-'-.ppliu:atiu:unsl Defaul Properies  Default Security I Drefault F'ru:utu:ucu:ulsl

— Default Access Permizsions

Y'ou may edit who iz allowed to access applications that do not
pravide their own settings

Edit Default. ..

— Default Launch Permiszions

Y'ou may edit who iz allowed ta launch applications that da not
provide their own zettings.

— Default Configuration Permiszions

'ou may edit the list of uzers that are allowed to modify OLE clasz
configuration information.  Thiz includes installing new OLE zervers
and adjusting the configuration of existing OLE zervers.

Edit Default.. |

Cancel | Apply |
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2.3.3 Configure WMI Permissions
2.3.3.1 Configure Event Log Permissions

6M0O hLISY da/2YYFYR t NRYLI #¢

Command
Prompt

GHO 9YGSNI GKS O2YYlFIyR (2 SylrofS 2alL O2yGNRf
C\>

¢+ [Command Prompt

o0 9RAG 2alL /2y (iNRf

Ly alL /2y iNRABDERADQI foyRe ASNIS0OS 4 ©
[‘gﬁ] File Action Miew Favorites  Window  Help |_|ﬁ’|1|

€ = |[m| e 2 o
J |

Conneck to another computer ...

Lent Instrumentation {WMI)
Wiew L4

Mews Window from Here ndows Management Instrumentation (WML service,

Mew Taskpad Yiew. ..

Properties

Help

Cpens the properties dialog box for the current selection.
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WMI Control {Local) Properties EH |

Generall Lu:uggingl Backup/Restors]  Security .ﬁ.dvancedl

Mamezpace navigation allows pou to zet namespace specific secunty.

Security

..

D directorny
- MicrosoftMLE
& SECURITY
B it

] I Cancel Apply
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OdMRR 2alL ! A4SNItSNX¥AaAAA2YAEAD

I f AR ®
sccuityforroOTcvz |
Security |
NE

| . |

ﬁ Ewvemvone

Permizsions:

Administrators [MPARTMER\Adminiztrators)

Bemowve |

Deny

Execute Methods
Full wfrite

Fartial Write
Provider ‘/rite
Enable Account

Remote Enable

Advanced... |

DOEEAE| &
Ooooooo
I

Lo

o]

Cancel Apply

6c 0 9HEEBINY S

9y RSNIIBINYSY 60 KA a

i 5elect Users, Computers, or Groups

Look in: I@ npartrer. local

Mame | In Folder | -
m.&dminislralors ripartrer. local/Builtin —
m Users npartrer. local/Builtin
m Guests ripartrer. local/Builtin
m Backup Operators npartner. local/Builtin
m Feplicator npartrer. local/Builtin

Server Operators nparther. local/Builtin
!ﬁf—\ccount Operatorz npartner. local /B uiltin LI
Ldd | | Check Mames
Nnpartner [hpartherEnpartner.|ocal I
ok Cancel
4
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OT O, FEWMISNI t SNY¥Aaarz2zya

{ St&B0deHIS NI 100G daykih & S EIF MBS AKS fit a &S a! OPAKAAY !
wSY23S 9y EDK SyhObiak Qo =

SecurityforRooTiCMYz K|

Security |

Marne | Add.. |
m Adminiztratars [MPARTMERMDrinistrators]

Bemove |
ﬁ Ewerone

E npartner [npartner@npartner. local] I

Permizziong: Allay Deny
Execute Methodz O O =
Full write O O
Partial ‘wiite O O
Provider wiite O O
Enable Account | O
Remaote Enable O ;I

Advanced... |

(0] 4 I Cancel Apply

6yo [/ fA0] ahyoé
WMI Control {Local) Properties EHE

Generall Lu:uggingl Backup/Restore  Security Ir-\dvancedl

Mamezpace navigation allows you to set namespace specific security.

EH:I Fioot Security I
(1 BB
-0 DEFALULT
l:l directary
-0 MicrosoiMLE
&3 SECURITY
E-CT WM

Ok Cancel Apply
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2.3.3.2 Configure Permissions for Reading User Data

M0 hLISY da/ 2YYlFYR t NRYLI o€

Command
Prompt

GHO 9YGSNI GKS O2YYlFIYyR 06St2g (G2 SylofS 2alL /2y

Ci\>
%] Command Pro

C:\>umimgnt .msc

C:z\>

o0 9RAG 2alL /2y (iNRf

Ly alL /2y iNRABDERADQI foyRe ASNIS0OS 4 ©
-Iojx]
""Iﬁ] Console  Window Help ‘ D = n ‘ I_l— _15 5"

‘ Action  View  Favorites ‘1— =y 2’—~J| E ‘

Tree I Favorites |

| IR

Kol WMI Control {Local | [REDS—— computer ... gement Instrumentation (WMI)
HEw * le Windows M t
MNew Window From Here e‘ ndows Mianagemen
Fvice,
MNew Taskpad View. ..
Help

Opens property sheet for the current selection., {
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6n0 9RAG [5!'t {SOdaNRGe@
hy GKS a{ SOdzNR (i 8a RAINBIDGPRBIBIEFR dWBSsy i Ot A 01 a{ SOd
WM Control (Local) Properties — HEH

Generall Loggingl Backup/Festore  Security |Advanced|

Mamespace navigation allows you to zet namespace specific secunty.

=[] Roat Security
-1 CIky2
- DEFAULT
E- directary
-0 e
- MicrozofthLE
&0 SECURITY

-0 WMl

] I Cancel Apply

6p0 !' RR 2alL !aSNItSN¥XY¥Aaairzya
/| £t A01 a! RR®E

Security for ROOT  directory' LDAP

Security |

M arrie | Add...

@ Administrators [NPARTHERMAdministrators]
Bemove |
ﬁ Eweryone

Permiszions: Aflone Dery
Execute Methods O =
Full 'write O
Prartial write O
Provider 'wiite O
E nable Account O
Fiemate Enable O =l

Advanced... |

] I Cancel Apply
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6clO 9YGSNI  2dzNJ ! aSNYI YS
Ly 18R{dz8IS NJ IyO OBSHzy G G KA & $ Bl M S e A &l S sDd ai O |

i 9elect Users, Computers, or Groups ﬂ E
Look in: I@ npartner. local j
MName | I Folder | -

m.ﬂ.dministrators npartner. local/Builtin —
m Uzers ripartrer local/Builin
m Guests ripartrer local/Builin
m Backup Operators nipartrer local Builtin
m Replicator nipartrer local Builtin

Server Operatars npartter lacal/Builtin
mhccnunt Operators npartier lacal/Builin LI

fdd || Check Names ||

[npartner [npartnerEnpartner locall |

ak | Cahzel |

g

OTO, EWMISNI t SNXYAaAadA2Y A
{ St&80drHIS N 6032 daykih & @ EIF MIWZE AKS ¢it 6 &S a! OOQKAAY !
wSY20S 9yEDK Bychddiak @o =

Security for ROOT'directory'\LDAP

SecLrity |

MNarne | Add..

ﬁ Administrators [MPARTHERNAdminiztratars]
Bemove |
ﬁ Everyane

ﬂ npartner [nparthen@npartner. local]

Enable Account
Remaote Enable

Permizzions: Al Derny
Execute Methods O =
Full 'wirite O
Fartial *Afrite O
Frowider wite O

O
O

L

Advanced... |
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WMI Control {(Local) Properties |

Generall Lnggingl Backup/Festore  Security |.-’-'-.u:|vanu:ed|

M amezpace navigation allows vou to zet namespace zpecific security.

=1 Root
B CIM2
-] DEFAULT
=3 directary
- m O
- MicrosofttILE
& SECURITY
- WMl

Security

Ok

Cancel

Apply
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2.3.4 Configure Event Log Read Permissions

OMUE A O]

@

Active

Directory
Users and
Computers

6 kA K B B 6

a! OGA@S

-.‘? Active Directory Users and Computers

J @ Conszole

Window

Help

5ANBOIG

G{ SNIDSNAH ¢

2 NE

2NHFYAT FGA2Y I f

' 5 S N&

|J Action  Miew H<:=- -b||><.||§

2R van

Tree I Servers 1 objects
@ Active Directory Users and Compy | ame [ Type [ pescription |
=2 npartner local S yNzo00-AD-ENG Camputer
([ Builkin
#-[[] Computers
I -2 Domain Contralers I
D ForeignSecl  Delegabe Control...
{83 Servers #dd members to a group. .,
L[ Users Maoye. ..
Find...
W= »
All Tasks 3
View 3
e \Windaw From Here
Delete
Rename
Refresh
Expott List. ..
Help |
udl | |
|Opens property sheek For the current selection,
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Servers Properties |

Generall Managed By ~ Group Policy |

& Current Group Policy Object Links for Servers

Group Policy Object Links | Mo Overide | Dizabled |

{-Partner Policy

Group Policy Objects higher in the list have the highest priarity.
T hiz lizt obtained from; win2000-ad-eng. npartner. local

Mew | add. | Edi || Up |

Options... | Delete... | Propertie=s [Nk

[ Block Palicy inheritance

k. I Cancel | Apply |
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