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Preface 

¢Ƙƛǎ ŘƻŎǳƳŜƴǘ ŘŜǎŎǊƛōŜǎ Ƙƻǿ bπwŜǇƻǊǘŜǊ ǳǎŜǊǎ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ²ƛƴŘƻǿǎ !5 ŜǾŜƴǘ ƭƻƎƎƛƴƎ ǳǎƛƴƎ 

ǘƘŜ ƻǇŜƴπǎƻǳǊŎŜ ǘƻƻƭ b·[ƻƎΦ  

b·[ƻƎ ŎƻƴǾŜǊǘǎ ²ƛƴŘƻǿǎ !5 ŜǾŜƴǘ ƭƻƎǎ ƛƴǘƻ ǎȅǎƭƻƎ ŦƻǊƳŀǘ ŀƴŘ ŦƻǊǿŀǊŘǎ ǘƘŜƳ ǘƻ bπwŜǇƻǊǘŜǊ ŦƻǊ 

ƴƻǊƳŀƭƛȊŀǘƛƻƴΣ ŀǳŘƛǘƛƴƎΣ ŀƴŘ ŀƴŀƭȅǎƛǎΦ 

¢Ƙƛǎ ŘƻŎǳƳŜƴǘ ŀǇǇƭƛŜǎ ǘƻ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нлллΣ нллоΣ нллуΣ нлмнΣ нлмсΣ нлмфΣ ŀƴŘ нлннΦ 

 

 

References 

!ǳŘƛǘ tƻƭƛŎȅ wŜŎƻƳƳŜƴŘŀǘƛƻƴǎΥ 

ƘǘǘǇǎΥκκƭŜŀǊƴΦƳƛŎǊƻǎƻŦǘΦŎƻƳκǿƛƴŘƻǿǎπǎŜǊǾŜǊκƛŘŜƴǘƛǘȅκŀŘπŘǎκǇƭŀƴκǎŜŎǳǊƛǘȅπōŜǎǘπ

ǇǊŀŎǘƛŎŜǎκŀǳŘƛǘπǇƻƭƛŎȅπǊŜŎƻƳƳŜƴŘŀǘƛƻƴǎ 

9ǾŜƴǘǎ ǘƻ aƻƴƛǘƻǊΥ 

ƘǘǘǇǎΥκκƭŜŀǊƴΦƳƛŎǊƻǎƻŦǘΦŎƻƳκǿƛƴŘƻǿǎπǎŜǊǾŜǊκƛŘŜƴǘƛǘȅκŀŘπŘǎκǇƭŀƴκŀǇǇŜƴŘƛȄπƭππŜǾŜƴǘǎπǘƻπ

ƳƻƴƛǘƻǊ 

/ƻƴƴŜŎǘ ²ƛƴŘƻǿǎ {ŜŎǳǊƛǘȅ 9ǾŜƴǘǎΥ 

ƘǘǘǇǎΥκκŘƻŎǎΦƳƛŎǊƻǎƻŦǘΦŎƻƳκȊƘπǘǿκŀȊǳǊŜκǎŜƴǘƛƴŜƭκŎƻƴƴŜŎǘπǿƛƴŘƻǿǎπǎŜŎǳǊƛǘȅπŜǾŜƴǘǎ 

 

 

Note: This document is provided solely as a reference for configuring log output. It is recommended 

that you contact the device or software vendor for assistance with the appropriate log export 

methods. 

 

  

https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations
https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations
https://learn.microsoft.com/windows-server/identity/ad-ds/plan/appendix-l--events-to-monitor
https://learn.microsoft.com/windows-server/identity/ad-ds/plan/appendix-l--events-to-monitor
https://docs.microsoft.com/zh-tw/azure/sentinel/connect-windows-security-events
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1. NXLog 

1.1 NXLog Installation  

όмύ 5ƻǿƴƭƻŀŘ b·[ƻƎ /9 ό/ƻƳƳǳƴƛǘȅ 9Řƛǘƛƻƴύ 

tƭŜŀǎŜ Ǝƻ ǘƻΥ ƘǘǘǇǎΥκκƴȄƭƻƎΦŎƻκǇǊƻŘǳŎǘǎκƴȄƭƻƎπŎƻƳƳǳƴƛǘȅπŜŘƛǘƛƻƴκŘƻǿƴƭƻŀŘ 

5ƻǿƴƭƻŀŘ ǘƘŜ ƭŀǘŜǎǘ ǾŜǊǎƛƻƴ ƻŦ ƴȄƭƻƎπŎŜπȄΦȄΦȄȄȄȄΦƳǎƛΦ 

9ȄŀƳǇƭŜ IŜǊŜΥ ƴȄƭƻƎπŎŜπоΦнΦнонфΦƳǎƛ 

 

 

Note: If you require the 32-bit version of NXLog, please contact our support team. 

 

όнύ Lƴǎǘŀƭƭ b·[ƻƎ 

<2.1> CƻǊ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нллу ƻǊ ƭŀǘŜǊΥ 

5ƻǳōƭŜπŎƭƛŎƪ άƴȄƭƻƎπŎŜπоΦнΦнонфΦƳǎƛΦέ 

 

  

https://nxlog.co/products/nxlog-community-edition/download
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όоύ {ŜƭŜŎǘ άL ŀŎŎŜǇǘ ǘƘŜ ǘŜǊƳǎ ƛƴ ǘƘŜ [ƛŎŜƴǎŜ !ƎǊŜŜƳŜƴǘΣέ ǘƘŜƴ ŎƭƛŎƪ άbŜȄǘΦέ  

όпύ /ƭƛŎƪ άbŜȄǘΦέ ό¢ƘŜ ŘŜŦŀǳƭǘ ƛƴǎǘŀƭƭŀǘƛƻƴ ǇŀǘƘ ƛǎ ό/ΥξtǊƻƎǊŀƳ CƛƭŜǎξƴȄƭƻƎξύΦ  
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όрύ /ƭƛŎƪ άLƴǎǘŀƭƭΦέ  

όсύ /ƭƛŎƪ άCƛƴƛǎƘΦέ 

 

 

 

1.2 Group Policy Settings  

όмύ /ƭƛŎƪ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎΦέ 
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ғнΦнҔ CƻǊ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нллоΥ 

5ƻǿƴƭƻŀŘ CƛƭŜΥ ƴȄƭƻƎπŎŜπоΦнΦнонфΦƳǎƛΦ Ҧ {ŜƭŜŎǘ άLƴǎǘŀƭƭέ ŀƴŘ ǇǊƻŎŜŜŘ ǳƴǘƛƭ ǘƘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ ŎƻƳǇƭŜǘŜǎΦ Ҧ 

/ƭƛŎƪ άCƛƴƛǎƘέ ǘƻ ŜȄƛǘΦ 

 

 

 

 

 

 

 

 

 

 

 

ғнΦоҔ CƻǊ ²ƛƴŘƻǿǎ нлллΥ 

(1) bŀǾƛƎŀǘŜ ǘƻ ǘƘŜ b·[ƻƎ /9 ƭŜƎŀŎȅ ŘƻǿƴƭƻŀŘ ǇŀƎŜΥ ƘǘǘǇǎΥκκǎƻǳǊŎŜŦƻǊƎŜΦƴŜǘκǇǊƻƧŜŎǘǎκƴȄƭƻƎπŎŜκ  

(2) /ƭƛŎƪ ά{ŜŜ !ƭƭ !ŎǘƛǾƛǘȅέ ŀƴŘ ŘƻǿƴƭƻŀŘ ǘƘŜ ²ƛƴŘƻǿǎ нлллςŎƻƳǇŀǘƛōƭŜ ǾŜǊǎƛƻƴ άκƴȄƭƻƎπŎŜπ

нΦуΦмнпуΦƳǎƛΦέ 

(3) [ŀǳƴŎƘ άƴȄƭƻƎπŎŜπнΦуΦмнпуΦƳǎƛΣέ ŀƴŘ ŀŎŎŜǇǘ ǘƘŜ ƭƛŎŜƴǎŜ ǘŜǊƳǎΣ ŎƭƛŎƪ άLƴǎǘŀƭƭΣέ ŀƴŘ ǘƘŜƴ άCƛƴƛǎƘΦέ 

 

  

https://sourceforge.net/projects/nxlog-ce/
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1.2 Download NXLog Configuration File  

1.2.1 For Windows Server 2003 or earlier  

1.2.1.1 Export host audit, object access, and account management event logs  

όмύ hǇŜƴ ά/ƻƳƳŀƴŘ tǊƻƳǇǘΦέ 

όнύ 5ƻǿƴƭƻŀŘ ǘƘŜ άb·[ƻƎ ²ƛƴŘƻǿǎ нлло CƛƭŜέ ŀƴŘ ƻǾŜǊǿǊƛǘŜ ǘƘŜ ŜȄƛǎǘƛƴƎ b·[ƻƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ƛƴ ǘƘŜ 

²ƛƴŘƻǿǎ ǎȅǎǘŜƳΦ 

5ƻǿƴƭƻŀŘ ƭƛƴƪΥ ƘǘǘǇΥκκǿǿǿΦƴǇŀǊǘƴŜǊΦŎƻƳκŘƻǿƴƭƻŀŘκǘŜŎƘκƴȄƭƻƎψ²ƛƴнлло{ŜǊǾŜǊΦŎƻƴŦ 

C:\> copy "C:\nxlog_Win2003Server.conf" "C:\Program Files\nxlog\conf\nxlog.conf 

 

Note: The example above is for a 64-bit operating system. For a 32-bit operating system, replace the 

highlighted text with: 'C:\  Program Files (x86)\nxlog\conf\nxlog.conf' 

The recommended default setting outputs only host audit, object access, and account management 

events, minimizing performance impact on the Windows Server host. 

  

http://www.npartner.com/download/tech/nxlog_Win2003Server.conf
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1.2.1.2 Export All Event Logs  

όмύ hǇŜƴ ά/ƻƳƳŀƴŘ tǊƻƳǇǘΦέ 

όнύ 5ƻǿƴƭƻŀŘ ǘƘŜ άb·[ƻƎ ²ƛƴŘƻǿǎ нлло CƛƭŜέ ŀƴŘ ƻǾŜǊǿǊƛǘŜ ǘƘŜ ŜȄƛǎǘƛƴƎ b·[ƻƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ƛƴ ǘƘŜ 

²ƛƴŘƻǿǎ ǎȅǎǘŜƳΦ 

5ƻǿƴƭƻŀŘ ƭƛƴƪΥ ƘǘǘǇΥκκǿǿǿΦƴǇŀǊǘƴŜǊΦŎƻƳκŘƻǿƴƭƻŀŘκǘŜŎƘκƴȄƭƻƎψ²ƛƴнлло!ƭƭΦŎƻƴŦ  

C:\> copy "C:\nxlog_Win2003All.conf" "C:\Program Files\nxlog\conf\nxlog.conf" /y 

 

Note: The example above is for a 64-bit operating system. For a 32-bit operating system, replace the 

highlighted text with: 'C:\  Program Files (x86)\nxlog\conf\nxlog.conf' 

This configuration file exports all Windows event logs. 

  

http://www.npartner.com/download/tech/nxlog_Win2003All.conf
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1.2.2 For Windows Server 2008 or later  

1.2.2.1 Export host audit, object access, and account management event logs  

όмύ hǇŜƴ ά²ƛƴŘƻǿǎ tƻǿŜǊ{ƘŜƭƭΦέ  

όнύ 5ƻǿƴƭƻŀŘ ǘƘŜ άb·[ƻƎ ²ƛƴŘƻǿǎ нллу CƛƭŜέ ŀƴŘ ƻǾŜǊǿǊƛǘŜ ǘƘŜ ŜȄƛǎǘƛƴƎ b·[ƻƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ƛƴ ǘƘŜ 

²ƛƴŘƻǿǎ ǎȅǎǘŜƳΦ 

5ƻǿƴƭƻŀŘ ƭƛƴƪΥ ƘǘǘǇΥκκǿǿǿΦƴǇŀǊǘƴŜǊΦŎƻƳκŘƻǿƴƭƻŀŘκǘŜŎƘκƴȄƭƻƎψ²ƛƴнллу{ŜǊǾŜǊΦŎƻƴŦ 

PS C:\> Invoke-WebRequest -Uri 'http://www.npartner.com/download/tech/nxlog_Win2008Server.conf' 

-OutFile 'C:\Program Files\nxlog\conf\nxlog.conf 

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text 

with: 'C:\  Program Files(x86)\nxlog\conf\nxlog.conf' 

The recommended default setting outputs only host audit, object access, and account management 

events, minimizing performance impact on the Windows Server host. 

  

http://www.npartner.com/download/tech/nxlog_Win2008Server.conf
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1.2.2.2 Export All Application, Security, and System Event Logs  

όмύ hǇŜƴ ά/ƻƳƳŀƴŘ tǊƻƳǇǘΦέ 

όнύ 5ƻǿƴƭƻŀŘ ǘƘŜ άb·[ƻƎ ²ƛƴŘƻǿǎ нллу CƛƭŜέ ŀƴŘ ƻǾŜǊǿǊƛǘŜ ǘƘŜ ŜȄƛǎǘƛƴƎ b·[ƻƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ƛƴ ǘƘŜ 

²ƛƴŘƻǿǎ ǎȅǎǘŜƳΦ 

5ƻǿƴƭƻŀŘ ƭƛƴƪΥ ƘǘǘǇΥκκǿǿǿΦƴǇŀǊǘƴŜǊΦŎƻƳκŘƻǿƴƭƻŀŘκǘŜŎƘκƴȄƭƻƎψ²ƛƴнллу!ƭƭΦŎƻƴŦ 

C:\> Invoke-WebRequest -Uri 'http://www.npartner.com/download/tech/nxlog_Win2008All.conf' -

OutFile 'C:\Program Files\nxlog\conf\nxlog.conf' 

 

Note: The example above is for a 64-bit operating system. For a 32-bit operating system, replace the 

highlighted text with: 'C:\  Program Files (x86)\nxlog\conf\nxlog.conf' 

This configuration file exports all Windows Application, Security, and System event logs. 

  

http://www.npartner.com/download/tech/nxlog_Win2008All.conf
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1.3 NXLog Configuration  

1.3.1 For Windows Server 2003 or earlier  

1.3.1.1 Export host audit, object access, and account management event logs 

(2003Server.conf)   

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start. 

define NCloud   192.168.1.184 

define ROOT     C:\Program Files\nxlog 

define CERTDIR  %ROOT%\cert 

define CONFDIR  %ROOT%\conf 

define LOGDIR   %ROOT%\data 

define LOGFILE  %LOGDIR%\nxlog.log 

LogFile %LOGFILE% 

 

Moduledir %ROOT%\modules 

CacheDir   %ROOT%\data 

Pidfile        %ROOT%\data\nxlog.pid 

SpoolDir    %ROOT%\data 

 

## Load the modules needed by the outputs 

<Extension syslog> 

  Module    xm_syslog 

</Extension> 

 

## Windows Server 2000 - 2003 Event Log use the following: 

<Input in_eventlog> 

  Module            im_mseventlog 

  ReadFromLast TRUE 

  SavePos           TRUE 

  Exec  parse_syslog_bsd(); \  

    if ($EventID == 672 or $EventID == 673 or $EventID == 675 or $EventID == 528 or $EventID == 529 or 

$EventID == 538 or $EventID == 540 or $EventID == 551 or $EventID == 560 or $EventID == 612 or $EventID == 624 

or $EventID == 626 or $EventID == 627 or $EventID == 628 or $EventID == 629 or $EventID == 630 or $EventID == 

631 or $EventID == 632 or $EventID == 633 or $EventID == 634 or $EventID == 635 or $EventID == 636 or $EventID 
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== 637 or $EventID == 638 or $EventID == 641 or $EventID == 642 or $EventID == 644 or $EventID == 645 or 

$EventID == 646 or $EventID == 647) { $SyslogFacilityValue = 13; } \  

    else if ($SourceName == "Service Control Manager") { $SyslogFacilityValue = 13; } \  

    else if ($SourceName =~ /^MSSQL*/) { $SyslogFacilityValue = 18; } \  

    else\  

    {\  

      drop();\  

    } 

</Input> 

 

<Output out_eventlog> 

  Module  om_udp 

  Host       %NCloud% 

  Port        514 

  Exec $Message = string($EventID) + ": " + $Message; 

  Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \  

       else if ($EventType == 'WARNING')  { $SyslogSeverityValue = 4; } \  

       else if ($EventType == 'INFO' or $EventType == 'AUDIT_SUCCESS')  { $SyslogSeverityValue = 5; }  

  Exec to_syslog_bsd(); 

</Output> 

 

<Route eventlog> 

  Path    in_eventlog => out_eventlog 

</Route> 

9ƴǘŜǊ ǘƘŜ bπ/ƭƻǳŘ ǎȅǎǘŜƳ Lt ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ ōƭǳŜ ǘŜȄǘ ǎŜŎǘƛƻƴΦ 

define NCloud 192.168.8.184 

¢Ƙƛǎ ŜȄŀƳǇƭŜ ƛǎ ōŀǎŜŘ ƻƴ ŀ спπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΦ 

CƻǊ ŀ онπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΣ ǳǎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜǘǘƛƴƎ ƛƴǎǘŜŀŘΥ 

define ROOT C:\Program Files (x86)\nxlog 
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1.3.1.2 Export All Event Logs (2003All.conf)  

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start. 

define NCloud     192.168.8.184 

define ROOT       C:\Program Files\nxlog 

define CERTDIR  %ROOT%\cert 

define CONFDIR  %ROOT%\conf 

define LOGDIR   %ROOT%\data 

define LOGFILE  %LOGDIR%\nxlog.log 

LogFile %LOGFILE% 

 

Moduledir %ROOT%\modules 

CacheDir   %ROOT%\data 

Pidfile        %ROOT%\data\nxlog.pid 

SpoolDir    %ROOT%\data 

 

## Load the modules needed by the outputs 

<Extension syslog> 

  Module    xm_syslog 

</Extension> 

 

## Windows Server 2000 - 2003 Event Log use the following: 

<Input in_eventlog> 

  Module       im_mseventlog 

  ReadFromLast TRUE 

  SavePos      TRUE 

  Exec parse_syslog_bsd(); 

</Input> 

 

<Output out_eventlog> 

  Module om_udp 

  Host      %NCloud% 

  Port       514 

  Exec $Message = string($EventID) + ": " + $Message; 

  Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \  

       else if ($EventType == 'WARNING')  { $SyslogSeverityValue = 4; } \  
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       else if ($EventType == 'INFO' or $EventType == 'AUDIT_SUCCESS')  { $SyslogSeverityValue = 5; }  

  Exec to_syslog_bsd(); 

</Output> 

 

<Route eventlog> 

  Path  in_eventlog => out_eventlog 

</Route> 

9ƴǘŜǊ ǘƘŜ bπ/ƭƻǳŘ ǎȅǎǘŜƳ Lt ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ ōƭǳŜ ǘŜȄǘ ǎŜŎǘƛƻƴΦ 

define NCloud 192.168.8.184 

¢Ƙƛǎ ŜȄŀƳǇƭŜ ƛǎ ōŀǎŜŘ ƻƴ ŀ спπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΦ 

CƻǊ ŀ онπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΣ ǳǎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜǘǘƛƴƎ ƛƴǎǘŜŀŘΥ 

define ROOT C:\Program Files (x86)\nxlog 

 

Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as 

ǘȅǇŜΣ ǎŜƭŜŎǘ ά!ƭƭ CƛƭŜǎ όϝΦϝύέΦ For Encoding, select UTF-8 to avoid encoding errors that could prevent the 

service from starting.  
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1.3.2 For Windows Server 2008 or later  

1.3.2.1 Export Host Audit, Object Access, and Account Management Event Logs 

(2008Server.conf)  

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start. 

define NCloud   192.168.3.50 

define ROOT     C:\Program Files\nxlog 

define CERTDIR  %ROOT%\cert 

define CONFDIR  %ROOT%\conf 

define LOGDIR   %ROOT%\data 

define LOGFILE  %LOGDIR%\nxlog.log 

LogFile %LOGFILE% 

 

Moduledir %ROOT%\modules 

CacheDir  %ROOT%\data 

Pidfile   %ROOT%\data\nxlog.pid 

SpoolDir  %ROOT%\data 

 

## Load the modules needed by the outputs 

<Extension syslog> 

  Module  xm_syslog 

</Extension> 

 

## define Security Events 

define SecurityEvents 1100, 1102, 4768, 4769, 4771, 4616, 4657, 4624, \ 

4625, 4634, 4647, 4648, 5140, 5142, 5143, 5144, \ 

5145, 5168, 4656, 4658, 4660, 4663, 4664, 4688, \ 

4985, 5051, 4670, 4719, 4739, 4720, 4722, 4723, \ 

4724, 4725, 4726, 4738, 4740, 4767, 4727, 4728, \ 

4729, 4730, 4731, 4732, 4733, 4734, 4735, 4737, \ 

4764, 4741, 4742, 4743, 4744, 4745, 4748, 4749, \ 

4750, 4753, 4754, 4755, 4756, 4758, 4759, 4760, \ 

4763, 4778, 4783, 4800, 4801  

## define Other Events 

define OtherEvents 7036 
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## Windows Server 2008 or higher Event Log use the following: 

<Input in_eventlog> 

  Module       im_msvistalog 

  ReadFromLast TRUE 

  SavePos      TRUE 

  Query        <QueryList> \ 

    <Query Id="0"> \ 

      <Select Path="Security">*</Select> \ 

      <Select Path="System">*</Select> \ 

    </Query> \ 

  </QueryList> 

  Exec if ($EventID NOT IN (%SecurityEvents%)) and \ 

          ($EventID NOT IN (%OtherEvents%)) drop(); 

</Input> 

 

<Output out_eventlog> 

  Module om_udp 

  Host   %NCloud% 

  Port   514 

  Exec $SyslogFacilityValue = 17; 

  Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message; 

  Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \ 

       else if ($EventType == 'WARNING')  { $SyslogSeverityValue = 4; } \ 

       else if ($EventType == 'INFO' or $EventType == 'AUDIT_SUCCESS')  { $SyslogSeverityValue = 5; }  

  Exec to_syslog_bsd(); 

</Output> 

 

<Route eventlog> 

  Path  in_eventlog => out_eventlog 

</Route> 

9ƴǘŜǊ ǘƘŜ bπ/ƭƻǳŘ ǎȅǎǘŜƳ Lt ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ ōƭǳŜ ǘŜȄǘ ǎŜŎǘƛƻƴΦ 

define NCloud 192.168.3.50 

¢Ƙƛǎ ŜȄŀƳǇƭŜ ƛǎ ōŀǎŜŘ ƻƴ ŀ спπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΦ 

CƻǊ ŀ онπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΣ ǳǎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜǘǘƛƴƎ ƛƴǎǘŜŀŘΥ 

define ROOT C:\Program Files (x86)\nxlog 
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1.3.2.2 Export All Application, Security, and System Event Logs (2008All.conf)  

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start. 

define NCloud   192.168.8.184 

define ROOT     C:\Program Files\nxlog 

define CERTDIR  %ROOT%\cert 

define CONFDIR  %ROOT%\conf 

define LOGDIR   %ROOT%\data 

define LOGFILE  %LOGDIR%\nxlog.log 

LogFile %LOGFILE% 

 

Moduledir %ROOT%\modules 

CacheDir   %ROOT%\data 

Pidfile        %ROOT%\data\nxlog.pid 

SpoolDir    %ROOT%\data 

 

## Load the modules needed by the outputs 

<Extension syslog> 

  Module    xm_syslog 

</Extension> 

 

## Windows Server 2008 or higher Event Log use the following: 

<Input in_eventlog> 

  Module       im_msvistalog 

  ReadFromLast TRUE 

  SavePos      TRUE 

  Query <QueryList>\  

            <Query Id="0">\  

               <Select Path="Application">*</Select>\  

               <Select Path="Security">*</Select>\  

               <Select Path="System">*</Select>\  

            </Query>\  

        </QueryList>   

</Input> 

 

<Output out_eventlog> 
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  Module om_udp 

  Host   %NCloud% 

  Port   514 

  Exec $SyslogFacilityValue = 17; 

  Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message; 

  Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \  

       else if ($EventType == 'WARNING')  { $SyslogSeverityValue = 4; } \  

       else if ($EventType == 'INFO' or $EventType == 'AUDIT_SUCCESS')  { $SyslogSeverityValue = 5; }  

  Exec to_syslog_bsd(); 

</Output> 

 

<Route eventlog> 

  Path  in_eventlog => out_eventlog 

</Route> 

9ƴǘŜǊ ǘƘŜ bπ/ƭƻǳŘ ǎȅǎǘŜƳ Lt ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ ōƭǳŜ ǘŜȄǘ ǎŜŎǘƛƻƴΦ 

define NCloud 192.168.8.184 

¢Ƙƛǎ ŜȄŀƳǇƭŜ ƛǎ ōŀǎŜŘ ƻƴ ŀ спπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΦ 

CƻǊ ŀ онπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΣ ǳǎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜǘǘƛƴƎ ƛƴǎǘŜŀŘΥ 

define ROOT C:\Program Files (x86)\nxlog 

 

Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as 

ǘȅǇŜΣ ǎŜƭŜŎǘ ά!ƭƭ CƛƭŜǎ όϝΦϝύέΦ For Encoding, select UTF-8 to avoid encoding errors that could prevent the 

service from starting.  
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1.4 Starting the NXLog Service  

1.4.1 For Windows Server 2003 or earlier  

όмύ hǇŜƴ ά/ƻƳƳŀƴŘ tǊƻƳǇǘΦέ 

 

 

όнύ {ǘŀǊǘ ǘƘŜ b·[ƻƎ ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ǘƘŜǊŜ ŀǊŜ ƴƻ ŜǊǊƻǊ ƳŜǎǎŀƎŜǎΥ 

C:\> net start nxlog 

C:\> type "C:\Program Files\nxlog\data\nxlog.log" 

 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ƻǇŜƴ ǘƘŜ {ŜǊǾƛŎŜǎ ŎƻƴǎƻƭŜΥ 

C:\> Services.msc 
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(4) hǇŜƴ ǘƘŜ b·[ƻƎ ǎŜǊǾƛŎŜ ǇǊƻǇŜǊǘƛŜǎΥ ǎŜƭŜŎǘ άb·[ƻƎέ Ҧ /ƭƛŎƪ άtǊƻǇŜǊǘƛŜǎΦέ  

(5) hƴ ǘƘŜ DŜƴŜǊŀƭ ǘŀōΣ ǾŜǊƛŦȅ ǘƘŀǘ {ǘŀǊǘǳǇ ǘȅǇŜ ƛǎ ǎŜǘ ǘƻ !ǳǘƻƳŀǘƛŎ ό5ŜƭŀȅŜŘ {ǘŀǊǘύΦ   
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(6) hƴ ǘƘŜ wŜŎƻǾŜǊȅ ǘŀōΣ ǾŜǊƛŦȅ ǘƘŀǘ CƛǊǎǘ ŦŀƛƭǳǊŜΣ {ŜŎƻƴŘ ŦŀƛƭǳǊŜΣ ŀƴŘ {ǳōǎŜǉǳŜƴǘ ŦŀƛƭǳǊŜǎ ŀǊŜ ŀƭƭ ǎŜǘ ǘƻ 

άwŜǎǘŀǊǘ ǘƘŜ {ŜǊǾƛŎŜέΣ ǘƘŜƴ ŎƭƛŎƪ άhYΦέ    
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1.4.2 For Windows Server 200 8 or later  

όмύ hǇŜƴ ά²ƛƴŘƻǿǎ tƻǿŜǊǎƘŜƭƭΦέ 

 

 

όнύ wŜǎǘŀǊǘ ǘƘŜ b·[ƻƎ ǎŜǊǾƛŎŜΣ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎΣ ŀƴŘ ŜƴǎǳǊŜ ǘƘŜǊŜ ŀǊŜ ƴƻ ŜǊǊƻǊ ƳŜǎǎŀƎŜǎΥ 

PS C:\> Restart-Service -Name nxlog 

PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType 

PS C:\> Get-Content 'C:\  Program Files\  nxlog\data\nxlog.log' 

 

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text 

with: 'C:\ Program Files(x86)\nxlog\conf\nxlog.conf' 

 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ƻǇŜƴ ǘƘŜ {ŜǊǾƛŎŜǎ ŎƻƴǎƻƭŜΥ 

PS C:\> Services.msc 
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(4) hǇŜƴ ǘƘŜ b·[ƻƎ ǎŜǊǾƛŎŜ ǇǊƻǇŜǊǘƛŜǎΥ ǎŜƭŜŎǘ άb·[ƻƎέ Ҧ/ƭƛŎƪ  άtǊƻǇŜǊǘƛŜǎΦέ   

(5) hƴ ǘƘŜ DŜƴŜǊŀƭ ǘŀōΣ ǾŜǊƛŦȅ ǘƘŀǘ {ǘŀǊǘǳǇ ǘȅǇŜ ƛǎ ǎŜǘ ǘƻ !ǳǘƻƳŀǘƛŎ ό5ŜƭŀȅŜŘ {ǘŀǊǘύΦ   
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(6) hƴ ǘƘŜ wŜŎƻǾŜǊȅ ǘŀōΣ ǾŜǊƛŦȅ ǘƘŀǘ CƛǊǎǘ ŦŀƛƭǳǊŜΣ {ŜŎƻƴŘ ŦŀƛƭǳǊŜΣ ŀƴŘ {ǳōǎŜǉǳŜƴǘ ŦŀƛƭǳǊŜǎ ŀǊŜ ŀƭƭ ǎŜǘ ǘƻ 

άwŜǎǘŀǊǘ ǘƘŜ {ŜǊǾƛŎŜέΣ ǘƘŜƴ ŎƭƛŎƪ άhYΦέ    
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2. Windows Server 2000 

²ƛƴŘƻǿǎ !ǳŘƛǘ tƻƭƛŎȅ /ƻƴŦƛƎǳǊŀǘƛƻƴΥ 

CƻǊ ŘŜǘŀƛƭŜŘ ƛƴŦƻǊƳŀǘƛƻƴΣ ǊŜŦŜǊ ǘƻ ǘƘŜ !ǳŘƛǘ tƻƭƛŎȅ wŜŎƻƳƳŜƴŘŀǘƛƻƴǎ ƭƛƴƪ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜǎΦ  

2.1 Organizational Unit (OU) Configuration  

όмύ /ƭƛŎƪ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎΦέ 

 

όнύ !ŘŘ ŀƴ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘ 

wƛƎƘǘπŎƭƛŎƪ ƻƴ ά5ƻƳŀƛƴ /ƻƴǘǊƻƭƭŜǊǎΣ ǎŜƭŜŎǘ άbŜǿΣέ ŀƴŘ ŎƭƛŎƪ άhǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΦέ 

 

  

https://learn.microsoft.com/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations
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όоύ 9ƴǘŜǊ ȅƻǳǊ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘ ƴŀƳŜΥ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ 

Note: Please create the organizational unit name according to the actual environment. Ҧ ŎƭƛŎƪ άhYΦέ 

 

όпύ aƻǾŜ ǘƘŜ {ŜǊǾŜǊ ǘƻ ȅƻǳǊ bŜǿ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

{ŜƭŜŎǘ ǘƘŜ ά/ƻƳǇǳǘŜǊǎέ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ όh¦ύ Ҧ ǊƛƎƘǘπŎƭƛŎƪ ƻƴ ǘƘŜ ά²Lbнлллπ!5έ ǎŜǊǾŜǊΦ 

Note: Please select the Windows AD server according to the actual environment. Ҧ ŎƭƛŎƪ άaƻǾŜΦέ  
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όрύ {ŜƭŜŎǘ ȅƻǳǊ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

{ŜƭŜŎǘ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ Ҧ ŎƭƛŎƪ άhYΦέ 

 

όсύ ±ŜǊƛŦȅ ǘƘŜ {ŜǊǾŜǊ Iŀǎ .ŜŜƴ aƻǾŜŘ ǘƻ ȅƻǳǊ bŜǿ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

9ȄǇŀƴŘ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ ŦƻƭŘŜǊ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ ŀƴŘ ŎƻƴŦƛǊƳ ǘƘŀǘ ǘƘŜ ά²Lbнлллπ

!5έ ǎŜǊǾŜǊ Ƙŀǎ ōŜŜƴ ƳƻǾŜŘΦ  
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2.2 Group Policy Settings  

όмύ /ƭƛŎƪ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎΦέ 

 

 

όнύ Lƴ ǘƘŜ ά{ŜǊǾŜǊǎέ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ όh¦ύΣ ǊƛƎƘǘπŎƭƛŎƪ ŀƴŘ ǎŜƭŜŎǘ άtǊƻǇŜǊǘƛŜǎΦέ 
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όоύ 9ƴǘŜǊ ǘƘŜ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ όDthύ ƴŀƳŜ 

hƴ ǘƘŜ άDǊƻǳǇ tƻƭƛŎȅέ ǇŀƎŜ Ҧ ŎƭƛŎƪ άbŜǿΦέ 

όпύ 9Řƛǘ ȅƻǳǊ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ  

Lƴ ȅƻǳǊ ƎǊƻǳǇ ǇƻƭƛŎȅ ƻōƧŜŎǘΣ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ άbπtŀǊǘƴŜǊ tƻƭƛŎȅέύ  

Note: Please create the GPO name according to the actual environment.  

Ҧ ǎŜƭŜŎǘ ά9ŘƛǘΦέ 
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όрύ [ƻŎŀƭ DǊƻǳǇ tƻƭƛŎƛŜǎΥ !ǳŘƛǘ tƻƭƛŎȅ 

9ȄǇŀƴŘ ŦƻƭŘŜǊ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ ά[ƻŎŀƭ tƻƭƛŎƛŜǎέ 

Ҧ ά!ǳŘƛǘ tƻƭƛŎȅΦέ !ƴŘ ŎƭƛŎƪ ƻƴ ά!ǳŘƛǘ ŀŎŎƻǳƴǘ ƭƻƎƻƴ ŜǾŜƴǘǎΣέ ά!ǳŘƛǘ ŀŎŎƻǳƴǘ ƳŀƴŀƎŜƳŜƴǘΣέ ά!ǳŘƛǘ 

ŘƛǊŜŎǘƻǊȅ ǎŜǊǾƛŎŜ ŀŎŎŜǎǎΣέ ά!ǳŘƛǘ ƭƻƎƻƴ ŜǾŜƴǘǎΣέ ά!ǳŘƛǘ ƻōƧŜŎǘ ŀŎŎŜǎǎΣέ ά!ǳŘƛǘ ǇƻƭƛŎȅ ŎƘŀƴƎŜΣέ ά!ǳŘƛǘ 

ǇǊƻŎŜǎǎ ǘǊŀŎƪƛƴƎέ ŀƴŘ ά!ǳŘƛǘ ǎȅǎǘŜƳ ŜǾŜƴǘǎέ Ҧ ŎƘŜŎƪ ά5ŜŦƛƴŜ ǘƘŜǎŜ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎǎέΥ {ǳŎŎŜǎǎΣ CŀƛƭǳǊŜΦ Ҧ 

ŎƭƛŎƪ άhYΦέ 
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όсύ 9ǾŜƴǘ [ƻƎΥ {ŜŎǳǊƛǘȅ [ƻƎ wŜǘŜƴǘƛƻƴ aŜǘƘƻŘ 

9ȄǇŀƴŘ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ ά9ǾŜƴǘ [ƻƎέ Ҧ 

ά{ŜǘǘƛƴƎǎ ŦƻǊ 9ǾŜƴǘ [ƻƎǎέ Ҧ ǎŜƭŜŎǘ άwŜǘŜƴǘƛƻƴ ƳŜǘƘƻŘ ŦƻǊ ǎŜŎǳǊƛǘȅ ƭƻƎέ Ҧ ŎƘŜŎƪ ά5ŜŦƛƴŜ ǘƘƛǎ ǇƻƭƛŎȅ 

ǎŜǘǘƛƴƎέ Ҧ ǎŜƭŜŎǘ άhǾŜǊǿǊƛǘŜ ŜǾŜƴǘǎ ŀǎ ƴŜŜŘŜŘέ Ҧ ŎƭƛŎƪ άhYΦέ 
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όтύ 9ǾŜƴǘ [ƻƎǎΥ aŀȄƛƳǳƳ {ƛȊŜ ƻŦ {ŜŎǳǊƛǘȅ [ƻƎ 

9ȄǇŀƴŘ ŦƻƭŘŜǊ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ ά9ǾŜƴǘ [ƻƎέ Ҧ 

ά{ŜǘǘƛƴƎǎ ŦƻǊ 9ǾŜƴǘ [ƻƎǎέ Ҧ ŀƴŘ ŎƭƛŎƪ ƻƴ άaŀȄƛƳǳƳ ǎŜŎǳǊƛǘȅ ƭƻƎ ǎƛȊŜέ Ҧ /ƘŜŎƪ ά5ŜŦƛƴŜ ǘƘƛǎ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎέ 

Ҧ ŜƴǘŜǊ нлпулл Y.  

Note: Please adjust the number based on the actual environment. Ҧ ŎƭƛŎƪ άhYΦέ 
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όуύ hƴ ǘƘŜ ²ƛƴŘƻǿǎ CƛƭŜ ǎŜǊǾŜǊΣ ƻǇŜƴ ά/ƻƳƳŀƴŘ tǊƻƳǇǘΦέ 

 

 

όфύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜŦǊŜǎƘ ƎǊƻǳǇ ǇƻƭƛŎȅΦ 

C:\> secedit /refreshpolicy machine_policy /enforce 
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2.3 Configure WMI  

/ƻƴŦƛƎǳǊƛƴƎ ²aL ŀǎǎƻŎƛŀǘŜǎ ²ƛƴŘƻǿǎ ŀŎŎƻǳƴǘ ƛƴŦƻǊƳŀǘƛƻƴ ǿƛǘƘ ǘƘŜ ά¦ǎŜǊƴŀƳŜέ ŦƛŜƭŘ ƛƴ ά9ǾŜƴǘ vǳŜǊȅέ ƻŦ 

bπwŜǇƻǊǘŜǊΦ 

όмύ /ƘŜŎƪ ǿƘŜǘƘŜǊ bπwŜǇƻǊǘŜǊ ŀǎǎƻŎƛŀǘŜǎ ²ƛƴŘƻǿǎ !5 ǿƛǘƘ ŀǾŀƛƭŀōƭŜ ǳǎŜǊ ŘŀǘŀΦ  
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όнύ Lƴ ά9ǾŜƴǘ vǳŜǊȅΣέ ŎƭƛŎƪ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ά¦ǎŜǊƴŀƳŜΦέ  

όоύ ¢ƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǎƘƻǿ ǘƘŜ Ŧǳƭƭ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ǳǎŜǊƴŀƳŜΦ  
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2.3.1 Add Non -Admin Accounts  

όмύ hǇŜƴ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎΦέ 

  

 

 

όнύ /ǊŜŀǘŜ ŀƴ !ŎŎƻǳƴǘ 

9ȄǇŀƴŘ ά5ƻƳŀƛƴ bŀƳŜέ όǘƘŜ ŜȄŀƳǇƭŜ ƘŜǊŜ ƛǎ ƴǇŀǊǘƴŜǊΦƭƻŎŀƭύ Ҧ ǊƛƎƘǘπŎƭƛŎƪ ǘƘŜ ά¦ǎŜǊǎέ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ 

Ҧ ǎŜƭŜŎǘ άbŜǿέ Ҧ ǎŜƭŜŎǘ ά¦ǎŜǊέ 

Note: Select your organizational unit according to the actual environment.  
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όоύ 9ƴǘŜǊ ȅƻǳǊ Ŧǳƭƭ ƴŀƳŜ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ άƴǇŀǊǘƴŜǊέύ ŀƴŘ ǳǎŜǊ ƭƻƎƻƴ ƴŀƳŜ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ 

άƴǇŀǊǘƴŜǊέύΣ ǘƘŜƴ ŎƭƛŎƪ άbŜȄǘΦέ 

 

 

όпύ 9ƴǘŜǊ ȅƻǳǊ ǇŀǎǎǿƻǊŘ ŀƴŘ ŎƻƴŦƛǊƳ ǘƘŜ ǇŀǎǎǿƻǊŘΣ ŎƘŜŎƪ άtŀǎǎǿƻǊŘ ƴŜǾŜǊ ŜȄǇƛǊŜǎΣέ ǘƘŜƴ ŎƭƛŎƪ άbŜȄǘΦέ 
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όрύ /ƭƛŎƪ άCƛƴƛǎƘΦέ 
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2.3.2 Configure DCOM Permissions  

όмύ hǇŜƴ ά/ƻƳƳŀƴŘ tǊƻƳǇǘΦέ 

 

 

όнύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜƴŀōƭŜ ŎƻƳǇƻƴŜƴǘ ǎŜǊǾƛŎŜǎΦ 

C:\> dcomcnfg.exe 

 

όоύ 9ƴŀōƭŜ 5ŜŦŀǳƭǘ !ŎŎŜǎǎ tŜǊƳƛǎǎƛƻƴǎ 

tƭŜŀǎŜ Ǝƻ ǘƻ ǘƘŜ ά5ŜŦŀǳƭǘ {ŜŎǳǊƛǘȅέ ǘŀō ŀƴŘ ŎƭƛŎƪ ά9Řƛǘ 5ŜŦŀǳƭǘέ ǳƴŘŜǊ ά5ŜŦŀǳƭǘ [ŀǳƴŎƘ tŜǊƳƛǎǎƛƻƴǎΦέ 
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όпύ !ŘŘ ¦ǎŜǊ tŜǊƳƛǎǎƛƻƴǎ 

/ƭƛŎƪ ά!ŘŘΦΦΦέΦ 

 

 

όрύ 9ƴǘŜǊ ¦ǎŜǊ 

9ƴǘŜǊ ǘƘŜ ǳǎŜǊƴŀƳŜ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ άƴǇŀǊǘƴŜǊέύ Ҧ ŎƭƛŎƪ άhYΦέ 
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όсύ /ƭƛŎƪ άhYΦέ  

{ŜƭŜŎǘ ȅƻǳǊ ǳǎŜǊ ŀŎŎƻǳƴǘ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ άƴǇŀǊǘƴŜǊέύΣ ŎƭƛŎƪ ά!ŘŘέΣ ǎŜǘ ǘȅǇŜ ƻŦ ŀŎŎŜǎǎ ǘƻ ά!ƭƭƻǿ 

[ŀǳƴŎƘΣέ ǘƘŜƴ ŎƭƛŎƪ άhYΦέ 

 

όтύ /ƭƛŎƪ άhYΦέ 
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όуύ /ƭƛŎƪ ϦhYΦέ 
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2.3.3 Configure WMI Permissions  

2.3.3.1 Configure Event Log Permissions  

όмύ hǇŜƴ ά/ƻƳƳŀƴŘ tǊƻƳǇǘΦέ 

 

 

 

 

όнύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ǘƻ ŜƴŀōƭŜ ²aL ŎƻƴǘǊƻƭ ǎŜǊǾƛŎŜΦ 

C:\> wmimgmt.msc 

 

 

όоύ 9Řƛǘ ²aL /ƻƴǘǊƻƭ 

Lƴ ά²aL /ƻƴǘǊƻƭ ό[ƻŎŀƭύΣέ ǊƛƎƘǘπŎƭƛŎƪ ŀƴŘ ǎŜƭŜŎǘ άtǊƻǇŜǊǘƛŜǎΦέ 
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όпύ 9Řƛǘ /La±н {ŜŎǳǊƛǘȅ 

hƴ ǘƘŜ ά{ŜŎǳǊƛǘȅέ ǘŀōΣ ŜȄǇŀƴŘ άwƻƻǘ Ҧ ά/La±нΣέ ǘƘŜƴ ŎƭƛŎƪ ά{ŜŎǳǊƛǘȅΦέ  
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όрύ !ŘŘ ²aL ¦ǎŜǊ tŜǊƳƛǎǎƛƻƴǎΦ 

/ƭƛŎƪ ά!ŘŘΦέ 

 

 

όсύ 9ƴǘŜǊ ¸ƻǳǊ ¦ǎŜǊƴŀƳŜ 

9ƴǘŜǊ ȅƻǳǊ ǳǎŜǊƴŀƳŜ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ άƴǇŀǊǘƴŜǊέύ ŎƭƛŎƪ ά/ƘŜŎƪ bŀƳŜǎΣέ ǘƘŜƴ ŎƭƛŎƪ άhYΦέ 
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όтύ {Ŝǘ ¸ƻǳǊ ¦ǎŜǊ tŜǊƳƛǎǎƛƻƴǎ 

{ŜƭŜŎǘ ȅƻǳǊ ǳǎŜǊ ŀŎŎƻǳƴǘ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ άƴǇŀǊǘƴŜǊέύΣ ǳƴŎƘŜŎƪ ά9ƴŀōƭŜ !ŎŎƻǳƴǘΥ !ƭƭƻǿΣέ ŎƘŜŎƪ 

άwŜƳƻǘŜ 9ƴŀōƭŜΥ !ƭƭƻǿΣέ ǘƘŜƴ ŎƭƛŎƪ άhYΦέ 

 

όуύ /ƭƛŎƪ άhYΦέ 
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2.3.3.2 Configure Permissions for Reading User Data  

όмύ hǇŜƴ ά/ƻƳƳŀƴŘ tǊƻƳǇǘΦέ 

 

 

 

 

όнύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜƴŀōƭŜ ²aL /ƻƴǘǊƻƭΦ 

C:\> wmimgmt.msc 

 

 

όоύ 9Řƛǘ ²aL /ƻƴǘǊƻƭ 

Lƴ ά²aL /ƻƴǘǊƻƭ ό[ƻŎŀƭύΣέ ǊƛƎƘǘπŎƭƛŎƪ ŀƴŘ ǎŜƭŜŎǘ άtǊƻǇŜǊǘƛŜǎΦέ 
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όпύ 9Řƛǘ [5!t {ŜŎǳǊƛǘȅ 

hƴ ǘƘŜ ά{ŜŎǳǊƛǘȅέ ǘŀōΣ ŜȄǇŀƴŘ άwƻƻǘέ Ҧ άŘƛǊŜŎǘƻǊȅέ Ҧ ά[5!tΣέ ǘƘŜƴ ŎƭƛŎƪ ά{ŜŎǳǊƛǘȅΦέ 

 

όрύ !ŘŘ ²aL ¦ǎŜǊ tŜǊƳƛǎǎƛƻƴǎ 

/ƭƛŎƪ ά!ŘŘΦέ 
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όсύ 9ƴǘŜǊ ¸ƻǳǊ ¦ǎŜǊƴŀƳŜ 

LƴǇǳǘ ȅƻǳǊ ǳǎŜǊ ŀŎŎƻǳƴǘ ƴŀƳŜ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ άƴǇŀǊǘƴŜǊέύΣ ŎƭƛŎƪ ά/ƘŜŎƪ bŀƳŜǎΣέ ǘƘŜƴ ŎƭƛŎƪ άhYΦέ 

 

όтύ {Ŝǘ ¸ƻǳǊ ¦ǎŜǊ tŜǊƳƛǎǎƛƻƴǎ 

{ŜƭŜŎǘ ȅƻǳǊ ǳǎŜǊ ŀŎŎƻǳƴǘ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ άƴǇŀǊǘƴŜǊέύΣ ǳƴŎƘŜŎƪ ά9ƴŀōƭŜ !ŎŎƻǳƴǘΥ !ƭƭƻǿΣέ ŎƘŜŎƪ 

άwŜƳƻǘŜ 9ƴŀōƭŜΥ !ƭƭƻǿΣέ ǘƘŜƴ ŎƭƛŎƪ άhYΦέ 
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όуύ /ƭƛŎƪ άhYΦέ 
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2.3.4 Configure Event Log Read Permissions  

όмύ /ƭƛŎƪ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎΦέ 

 

 

 

όнύ wƛƎƘǘπŎƭƛŎƪ ǘƘŜ ά{ŜǊǾŜǊǎέ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ ƻŦ ά5ƻƳŀƛƴ /ƻƴǘǊƻƭƭŜǊǎΣέ ŀƴŘ ǎŜƭŜŎǘ άtǊƻǇŜǊǘƛŜǎΦέ 
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όоύ 9Řƛǘ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ 

{ŜƭŜŎǘ ȅƻǳǊ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ άbπtŀǊǘƴŜǊ tƻƭƛŎȅέύΣ ǘƘŜƴ ŎƭƛŎƪ ά9ŘƛǘΦέ 
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όпύ /ƻƴŦƛƎǳǊŜ !ǳŘƛǘ [ƻƎǎ 

9ȄǇŀƴŘ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ ά[ƻŎŀƭ tƻƭƛŎƛŜǎέ Ҧ 

ά¦ǎŜǊ wƛƎƘǘǎ !ǎǎƛƎƴƳŜƴǘΣέ ǘƘŜƴ ǎŜƭŜŎǘ άaŀƴŀƎŜ !ǳŘƛǘƛƴƎ ŀƴŘ {ŜŎǳǊƛǘȅ [ƻƎΦέ 

 

  
































































































































































































































































































































































































































