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Preface

This document introduces how to use WMI to manage the syslog of Windows AD Server for N-

Reporter.

Audit Policy Recommendations: https://docs.microsoft.com/zh-tw/windows-server/identity/ad-

ds/plan/security-best-practices/audit-policy-recommendations

Note: This document serves only as a reference for using WMI to capture log settings. It is recommended

to contact the device or software manufacturer for assistance with log retrieval via WMI.
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1. Windows 2000

For detailed information on setting Windows audit policies, please refer to the

“audit policy recommendations link” in the preface.

1.1 Organizational Unit Settings

(1) Click “Active Directory Users and Computers.”

Active
Directory

sers and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Controllers, select “New,” and click “Organizational Unit.”

4% Active Directory Users and Computers

J@ Console  Window — Help |_|_|— 8] =]
Jatin ven [[& = [Bm| ¥ FRB 2| 28 TaE
Tree I Domain Controllers 2 objects
@ Active Direckory Users and Compy [_MaMe I Type I Description
E&ﬂ npartner.local (£ AD_servers Crganizational ...
B[22 Builkin =)y Nz000-A0-ENG Computer
E]@ Domain Controllers
& 1. ForeignaecorityPrirl. Delegate Contral. ..
|28 Servers Add members to a group...
-2 Users Find. ..
Compuker
Al Tasks 3 Cantack
e Bl
Wiew _— n
_ Drganizational Unit
Mew ‘Window From Here
Prirter
Refresh User
Expart List. .. Shared Folder
Properties
Help
« | i

|Create a new object, ..
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the customer's environment. -> Click “OK.”

Mew Object - Organizational Unit E3 |
.,f..r Create in:  nparther.local/Domain Controllers
M ame:
ISewers{
0k, Cancel

(4) Move the Server to your New Organizational Unit:
Select your organizational unit in “Domain Controllers” -> Right-click on the “WIN2000-AD-ENG” server.

Note: Please select the Windows AD host according to the actual environment. -> Click “Move.”

-.‘,:-; Active Directory Users and Computers

J@ Console  Window  Help |;|i|i|
“&ction Yigw |Jﬁ#||X|@|J;ﬁiﬁE@7@h |
Tree I Domain Controllers 3 objects
@ Active Directary Users and Campy [f8Me [ Type | peseription I
E@ﬂ npartner . local @IAD_Servers Drganizational ...
B2 Builkin [§5] Sarver Crpanizational
(] Computers AD-ENG _ puenlaiiiiil
I[],,@ Domain Contrallers I RESEr Aeeot_ |
F-_] ForeignSecurityPrincipals Y
B{£5] Servers Manage
1] -
-3 Users all Tasks 3
Delete
Refresh
Properties
Help
KN i

|M0ves the current selection ko another organizational unit.

4 &7 N-Partner



(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) under “Domain Controllers” -> Click “OK.”

e R

Container ta move object to:

El--@ nparther
[+ Builtin
#-[_] Computers
[=-Ea Domain Contrallers]
: IE A0 _Servers

ForeignSecuritpPrincipals
(& Servers
-0 Usgers

(] 4 Il Cancel |

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) under “Domain Controllers” and

confirm that the “WIN2000-AD-ENG” server has been moved.

-.‘? Active Directory Users and Computers

J@ Console  wWindow  Help |_|- _IE 5'
Jaten yen || = | E@EIXER R e vEE
Tree I Servers 1 objects
@ Active Directory Users and Compy |4aMe [ Type | Description |
EI@ npartner. local QWINZDDD-AD-ENG Computer
- Buitin
D Computers
EHEI Domain Controllers
. F{d AD Servers
Servers
[__| Foreignecority Principals
JEI Servers
-2 Users
N | o
5
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1.2 Group Policy Settings

(1) Click “Active Directory Users and Computers.”

(2) In “Domain Controllers,” right-click on your organizational unit (in this example, it is “Servers”) and

select “Properties.”

£# Active Directory Users and Computers

J@ Consale  Window  Help |_|_|- & =]
. . = ] ! . | =l ]
| adion view || = | BE@ XE[D R | CEEBTLE
Tree I Servers 1 objects
@ Active Directory Users and Compy |_Mame I Type I Description I
=@ npartrer local (=) IzO00-60-ENG  Computer
(-1 Builkin
-] Computers
|EHE Domain Controllers |
¢ [H-{gg) AD Servers
-- Foreignoect  Delegate Conkral...
B Servers add members o & group...
-] Users Mave. ..
Find. ..
Mew 3
&l Tasks 3
Vi k
Mew Window From Here
Delete
Rename
Refresh
Export Lisk, ..
1]
Help
|Cl|:uens property sheet Feromerorrerm—eeemo s
6 M
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(3) Enter your Group Policy Object Name

On the “Group Policy” tab, click “New.”

Servers Properties ﬂ

Generall Managed By Group Palicy |

& Current Group Palicy Object Links for Servers

Group Policy Object Links | Mo Override | Dizabled |

Group Policy Objects higher inthe lizt have the highest prionty.
Thiz ligt obtained from; winZ000-ad-eng. npartner.local

New || add. | | |

[Hptions... | [Delete. . | Broperties | [ |

[ Block Palicy inheritance

0k I Cancel | Apply |

(4) Edit your Group Policy Object

Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)

Note: Create your GPO name according to the client's environment. Then click “Edit.”

Servers Properties

General | Managed By Group Policy |

& Current Graup Palicy Object Links for Servers

Group Policy Object Links | Mo Overide | [izahled |

-Partner Policy

Group Policy Objects higher in the list have the highest priariby.
Thiz izt obtained fram: win2000-ad-eng. npartner. lacal

New | agd. | Edi |

Optionz... | Delete... | Froperties | o |

[™ Black Policy inheritance

(1] 4 I Cancel | Apply |
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Local Policies”-

> “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” “Audit directory

service access,” “Audit logon events,” “Audit object access,” “Audit policy change,” “Audit process

tracking,” and “Audit system events,” items -> Check “Define these policy settings”: Success, Failure. ->

Click “OK.”

¥ Group Policy

| adion view || & o E@m| X B2

=10] x|

Tree I

Palicy  #

| Compuker Setting

Partner Policy [winz000-ad-eng.r

Compuker Cu:unFigurationI

Eﬂ Audit logon events
Eﬂ Audit object access
] &wdit policy chanoe

Eﬂ Audit account logon events
Eﬂ Audit account management
Eﬂ Audit direckory service access

Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure

SUCCE Failure

J-_"-_lﬂ.\f\.udit Drivilege use

Pok defined

Audit process tracking
m.ﬁudit syskem events

Success, Failure

Success, Failure

ﬁ Event Log

@ Reqgistry

H-28 File System

Securiby Option:

-- Restricted Groups
28 Svstem Services

="

P

¥ Define these policy settings

I:l Public Kev Policies
,g 1P Security Policies ¢

Audit thesze atternpts:

EI@ User Configuration
|:| Software Settings
-] windows Settings

-] Administrative Templates

B2 Administrative Templates

al |

i

W Success

v Failure

Security Policy Setting EH |

A4 Audt logon events

Cancel |
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(6) Event Logs: Retention Method for Security Log

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Event Log” ->

“Settings for Event Log Settings” -> Click on “Retention method for security log” -> And check “Define this

policy setting”-> Select “Overwrite events as needed” -> Then click “OK.”

g¥ Group Policy M=l B3
J ackion  Wiew |J<}= -P||X|@
Tree I Policyy  # | Compuker Setking |
M-Partmer Policy [win2000-ad-eng, npartner .| Maximum application log size Mot defined
E_@ Computer Canfiguration Maximum security log size Mat defined
&3] Software Settings Maximum syskem log size Mot defined
=[] windows Settings Restrict guest access bo application log Mok defined
=1 Seripts (Startupfshutdawn) Restritt guesk access to security log Mok defined
= Hg Security Settings Restrict qguest access ko system log Mat defined
B Account Policies Retain application log Mat defined
(g Local Policies [&¥)retain security log Mot defined
(=gl Event Log Retain swstem log hok defined

ﬁ Settings for Event Lags

gtentinn method For =

Lot defined

Restricted Groups
{E Syskem Services
@ Reqiskry

@ File: Syskem
|:| Public Keyv Palicies

-2 Administrative Templates
IEI@ Ilser Configuration
[:| software Settings
[:| Windows Settings
(2] Administrative Templates

g IP Security Policies an Active

4 ntion method For 0
i | Retention method For system log
Shut down the computer when the security a...

-
A

=

R etention method for security log

||7 Diefine this policy setting:

" Ovenwrite events by daps

o Oyenurite events as neededl

Security Policy Setting 2] |

” Do not ovenwrite events (clear log manually)

Mok defined
Mok defined
Mot defined

dl | —>| [ Ok, Cancel
| el
9 £/ N-Partner
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(7) Event Logs: Maximum Size of Security Log
Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Event Log” ->
“Settings for Event Logs”-> And click on “Maximum security log size” -> Check “Define this policy setting”

-> Enter 204800 KB

Note: Please adjust the number based on the actual environment. _> Click “OK.”

IS[=] E3

g¥ Group Policy
J Ackion  Wiew |J " = | ot | E%
Tree I Palicy # | Compuker Setking |

% M-Partner Policy [win2000-ad-eng, npartner .| Mok defined

@ Cormputer CenFiguretienI
[+-|__] Software Settings

Maximum syskem log size Mot defined
Restrict guesk access to application log Mot defined
Restriu:t guesk access bo securiky log Mok defined
Restrict quesk access to syskem log Mot defined
Retein application log Mot defined
Retain secuUrity log Mok defined
Retain system log Mok defined
Retentien method For application log Mot defined
Retentien method for security log As needed

Retentien mekthod far syskem log Mok defined
Shut down the cormputer when the security a... Mot defined

[=- gl Event Log

i ﬁ Settings for Event Logs
Frestricted aroups

@ Syskem Services

@ Regiskry

@ File Syskem

[:l Public Key Palicies

,g IP Security Policies on Ackive _ ; _
[-[Z7] Administrative Templates Eg b awimurn security lag size
EI@ User Configuration EE‘
|:| Software Settings
D Windows Settings ’|7 Define this policy setting
-] Administrative Templates

Security Policy Setting EE

|2I348EIEI j kilobytes

OF. | Cancel |
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(8) Open “Command Prompt” on your Windows Server.

(9) Enter the command below to refresh group policy.

C:\> secedit /refreshpolicy machine_policy /enforce

Command Prompt

C:wrzecedit srefrezshpolicy machine_policy Aenforce

Group policy propagation from the domain has been initiated for thiz computer. I
t may take a few minutes for the propagation to complete and the new policy to t
ake effect. Please check Application Log for errors, if any.

Gl g

11 g
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1.3 Add Non-Admin Accounts
1.3.1 Add Users

(1) Open “Active Directory Users and Computers.”

=,

. . N . . |
(2) In “Users” organizational unit of your domain name, clic 2| to create a new user.

Note: Select your organizational unit according to the actual environment

£# Active Directory Users and Computers

J @ Console  Window  Help |;|i|£|
| adion dew || & = | B@| X E [ 2 J"ﬁkﬁﬁ?@h
= I Users 18 objects [Create a new user in the current conkainer, |
% fictive Directory Users and Compy |Hame I Type | Description |
= npartret.local ﬂ Adminiskrator Iser Built-in account for admini, ..
[:l Builkin ﬁCert Publishers Security Group ... Enterprise certification an...
[:I Computers ﬁDns.ﬁ.dmins Security Group ... DMNS Adminiskrators Group
@ Damain Contrallers ﬁDnsUpdateF‘mw Security Group ... DMS clients who are permi. ..
[:' FareignSecurityPrincipals | Domain Admins Security Group ... Designated administratars. .
@ SEMVErS mDDmain Cormpubers Security Group ... Al workstations and serve, .
ﬁDDmain Controllers Security Group ... Al domain controllers in th. ..
ﬁDDmain Guests Security Group ... Al domain guests
ﬁDnmain sers Security Group ... Al domain users
ﬁEnterprise Admins Security Group ... Designated administrators, .,
ﬁGrDup Paolicy Creat,,,  Security Group ... Members in this group can. ..
Guesk Iser Built-in account for guest ...
ﬁ KH User Engineer
%krhtgt ser ke Distribution Cenker Se. ..
ﬂ nparkner2 ser
ﬁR.ﬁ.S and IAS Servers  Securitv Group ... Servers in this group can ...
ﬁﬁchema admins Security Group ... Designated administrators, ..
ﬂ TsInkternetlser User This user account is used ...
KN i
|
12 i
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(3) Enter your full name (in this example, it is “npartner”) and user logon name (in this example, it is

“npartner”), then click “Next.”

(4) Enter your password and confirm the password, check “Password never expires,” then click “Next.”

Mew Object - User E |

g Create in:  npartner. local/Users

Pazsward:

Ixxxxxxxx

LConfirm paszward:

Ixxxxxxxx

[T User must change passward at nest logon

[T User cannot change password

[T Account is dizabled

< Back |i Ment » l Cancel

(5) Click “Finish.”

Mew Object - User |

g Create in:  npartner.local/Uzers

Yw'hen pou click Finizh, the following object will be created:

Full narme: npartner
I1zer logon name: nparther@npartner. local

The paszword never expires.

< Back

Cancel |

13 #5) N-Partner



(6) Check the account status.

-.‘:-; Active Directory Users and Computers

J @ Console

Siimdio

[ ation vew || = = | OmE XFNBR 2 23T E |

Tree I

E@ npartner.local
¢ Builtin
-(Z Computers

F-{E3] Servers

@l Damain Conkrallers
|:| ForeignSecurityPrincipals

@ Ackive Direckary Users and Compu

Users 18 objects
Mame | Tvpe | Descripkion |
ﬁ Administrator ser Built-in account For admini. ..

ﬁCert Publishers
ﬁDns.ﬁ.dmins
ﬁDnsUpdatePrnxy
ﬁDumain Admins
ﬁDumain Camputers
ﬁDumain Controllers
ﬁDumain Guesks
ﬁDumain sers
ﬁEnterprise Admins
ﬁGruup Policy Creat. ..
&Guest

€ kH

€ kbt
44

nparkner

Security Group ..
Security Group ...
Security Group ..
Security Group ..
Security Group ..
Security Group ..
Security Group ..
Security Group ..
Security Group ..
Security Group ..

Liser
User
User

Enterprise certification an. ..
DMS Administrakors Group
D3 clients who are permi...
Designated administratars, ..
All workstations and serve. ..
All domain controllers in th..,
All domain guests

All domain users

Designated administratars., ..
Members in this group can...
Built-in account For quest ...
Engineer

key Distribution Center Se...

ﬁR.ﬁ.S and IAS Servers  Securiby Group ... Serwvers in this group can ...
ﬁSchema Admins Security Group ... Designated administratars, ..
ﬁ TsInkernetUser User This user account is used ..,
KN i
14
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1.3.2 Configure DCOM Permissions

(1) Open “Command Prompt.”

(2) Enter the command below to enable component services.

C:\> dcomcnfg.exe

Command Prompt

C:s>dcomenfg.exe

G

(3) Enable Default Access Permissions

Please go to the “Default Security” tab and click “Edit Default” under “Default Launch Permissions.”
Distributed COM Configuation Properties K|

Applicatiunsl Default Properties]  Default Securty | Diefault F'ru:utuc:u:ulsl

— Default Access Permissions

‘rou may edit who iz allowed to access applications that do not
provide their own zettings

— Default Launch Pemizzions

Yiou may edit who iz allowed to launch applications that do not
pravide their own settings.

Edit Default...

— Default Configuration Permizzions

Yiou may edit the lizt of uzers that are allowed to modify OLE clazs
configuration information.  This includes installing new OLE servers
and adjusting the configuration of existing OLE servers.

Edit Default... |

(] | Cancel | Apply |

T ral Liiel
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(4) Add User Permissions

Click “Add...”.

Registry Yalue Permissions

Reqgistny W alue:

Owner: Account Unknown

M amne:

i INTERACTIVE

& SYSTEM

Defaultl aunchPermiszion

Allovw Launch
Allows Launch
Allows Launch
Allows Launch

Tvpe of Access: Iﬁ'-.llu:.w Launch

-~

Help |

Cancel | Bemove |

Add...

(5) Click “Show Users.”

Add Users and Groups E |

List Mames From: I@NP&HTNEH*

M ames:

=~

: dccount Operators

Members can administer domain user arg «

A drministrators

{fi Diomain Adminz

@0 omain Computers

Adrminiztrators have complete and unres!

Backup Operators can ovemde securiby __
Enterprize certification and reneval ager
DMS Admiristrators Group

DMS clients who are permitted to perforn
Designated adminiztrators of the domain

&ll waorkstations and servers joined to theﬂ

S | tembers... Search... |
Add Mames:
-
[-
Tvpe of Access: I.&Ilnw Laurich j
] I Cancel | Help |
16 o
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(6) Select your user account (in this example, it is “npartner”), click “Add”, set type of access to “Allow

Launch,” then click “OK.”

add Users and Groups Ed |

Lizt Marnes From: I_@,NP,&,HTNEH“ j

Hames:
[,j@ SYSTERM The operating system ;I
I@Llsers Uszers are prevented from making accide
€ sdminiztrator Built-in account for administering the con
€ Guest Built-in account for quest access to the ¢
€ kh(KH) Ehgieer

ke rbbat ke Diztribtioe Center Service Semont |

npartner [nparther]
Islntermettzer [ TelntermetUser] This user account = uzed by T ermimal 'C";I

Add Show sers tembers. .. Search... |
Add Mames:
MPARTMER \npartrer =]
Tvpe of Access: If-\llnw Launch j

Cancel | Help |

(7) Click “OK.”

Registry ¥alue Permissions |

Regiztry Walue:  DefaultlaunchPermizzion

Owner Accaunt Unknown

M arne:
@.ﬁ.dministratnrs Allawe Launch
ﬁ INTERACTIVE Allows Launch

¢ ¥ npartner [npartner) &llow Launch

A S TS TEM Allaw Launch

Tupe of Access: I.-'l'-.llcuw Launch j

Cancel | Add... | Bemowve | Help |

17
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(8) Click "OK.”

Distributed COM Configuration Properties [ 2] |

.-’-'-.ppliu:atiu:unsl Defaul Properies  Default Security I Drefault F'ru:utu:ucu:ulsl

— Default Access Permizsions

Y'ou may edit who iz allowed to access applications that do not
pravide their own settings

Edit Default. ..

— Default Launch Permiszions

Y'ou may edit who iz allowed ta launch applications that da not
provide their own zettings.

— Default Configuration Permiszions

'ou may edit the list of uzers that are allowed to modify OLE clasz
configuration information.  Thiz includes installing new OLE zervers
and adjusting the configuration of existing OLE zervers.

Edit Default.. |

Cancel | Apply |

18 &7 N-Partner



1.3.3 Configure WMI Permissions
1.3.3.1 Configure Event Log Permissions

(1) Open “Command Prompt.”

(2) Enter the command to enable WMI control service.

ommand Prompk

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

Tﬂl Windows Management Infrastructure (WHI) M=l B3
% File Action Wiew Faworites  Window  Help | _|ﬁ’|5|

« - @20
|

Conneck to another computer ..

nent Instrumentation (WMI)
Wiew L4

Mews Window from Here ndows Management Instrumentation (WML service,

Mew Taskpad Yiew. ..

Propetties

Help

|O|:uens the properties dialog box For the current selection.
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(4) Edit CIMV2 Security

On the “Security” tab, expand “Root -> CIMV2,” then click “Security.”

WMI Control {Local) Properties EH |

Generall Lu:uggingl Backup/Restors]  Security .ﬁ.dvancedl

Mamezpace navigation allows pou to zet namespace specific secunty.

Security

..

D directorny
- MicrosoftMLE
& SECURITY
B it

] I Cancel Apply
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(5) Add WMI User Permissions.

Click “Add.”

Security for ROOT'\CIMY2 EHE |

Security |
Name | . |
ﬁ Administrators [MPARTMER\Adminiztrators)
Bemowve |
ﬁ Ewvemvone
Permizsions: Deny

Execute Methods
Full wfrite

Fartial Write
Provider ‘/rite
Enable Account
Remote Enable

Advanced... |

EEOEEEE| 2
=

ooooog
L[]

Lo

o]

Cancel

&pply

(6) Enter Your Username

Enter your username (in this example, it is “npartner”) click “Check Names,” then click “OK.”

i select Users, Computers, or Groups EHE
Lok ir: I@ npartner local j
Mame | In Folder | -
m.&dminislralors ripartrer. local/Builtin —
m Users npartrer. local/Builtin
m Guests ripartrer. local/Builtin
m Backup Operators npartner. local/Builtin
m Feplicator npartrer. local/Builtin
Server Operators nparther. local/Builtin
!ﬁf—\ccount Operatorz npartner. local /B uiltin LI
Add | | Check Hames
Wnpartner (npartrerisnpartner. local I
Ok Cancel
P
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(7) Set Your User Permissions
Select your user account (in this example, it is “npartner.local”),uncheck “Enable Account: Allow,” check
“Remote Enable: Allow,” then click “OK.”

securty forvooricz G|
Security |
Marne | Add.. |
m Adminiztratars [MPARTMERMDrinistrators]
Bemove |
ﬁ Ewerone

E npartner [npartner@npartner. local] I

Permizziong: Allay Deny
Execute Methodz O O =
Full write O O
Partial ‘wiite O O
Provider wiite O O
Enable Account | O
Remaote Enable O ;I

Advanced... |

(0] 4 I Cancel Apply

(8) Click “OK.”
WMI Control {Local) Properties EHE

Generall Lu:uggingl Backup/Restore  Security Ir-\dvancedl

Mamezpace navigation allows you to set namespace specific security.

EH:I Fioot Security I
(1 BB
-0 DEFALULT
l:l directary
-0 MicrosoiMLE
&3 SECURITY
E-CT WM

Ok Cancel Apply
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1.3.3.2 Configure Permissions for Reading User Data

(1) Open “Command Prompt.”

(2) Enter the command below to enable WMI Control.

ommand Prompt

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

I:m Windows Management Infrastructure (WMI)

_[O0)
Iﬁ] File  Ackion  Wiew  Fawvorites  window  Help | - |5’ |5|
- = MW EF @
: |
Connect bo anokher computer ...
ent Instrumentation (WMHMI)
Wiew b
Mew Wfindow from Here dowss Management Instrumentation (WHI) service,
Mew Taskpad Yiew. ..
Properties
Help |
|Opens the properties dialog box For the current seleckion.
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(4) Edit LDAP Security

On the “Security” tab, expand “Root”-> “directory” -> “LDAP,” then click “Security.”
WMI Control (Local) Properties EE

Generall Loggingl Backup/Festore  Security |Advanced|

Mamespace navigation allows you to zet namespace specific secunty.

=-] Roat Security
-0 Clky2
-0 DEFAULT

w1 SECURITY
-0 WMl

] I Cancel Apply

(5) Add WMI User Permissions

Click “Add.”

Security for ROOT \directory', LDAP

Securty |

Mame | Add.
Adrministrators [NPARTMER\MAdministrators]

ﬁ Everone

Bemove

i

Permizzionz: Ll Deny
Execute Methods O =
Full wiite O
Partial */rite O
Provider "Wirite O
Enable Account O
Remote Enable O LI

Advanced... |

Ok, I Cancel Apply
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(6) Enter Your Username

Input your user account name (in this example, it is “npartner”), click “Check Names,” then click “OK.”

i 9elect Users, Computers, or Groups ﬂ E
Look in: I@ npartner. local j
MName | I Folder | -

m.ﬂ.dministrators npartner. local/Builtin —
m Uzers ripartrer local/Builin
m Guests ripartrer local/Builin
m Backup Operators nipartrer local Builtin
m Replicator nipartrer local Builtin

Server Operatars npartter lacal/Builtin
mhccnunt Operators npartier lacal/Builin LI

fdd || Check Names ||

[npartner [npartnerEnpartner locall |

0K |

Cahzel |

g

(7) Set Your User Permissions

Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check

“Remote Enable: Allow,” then click “OK.”

Security for ROOT'directory'\LDAP

SecLrity |

M ame

| Add..

ﬁ Administrators [MPARTHERNAdminiztratars]

ﬁ Everyane

ﬂ npartner [nparthen@npartner. local]

Bemove |

Permizzions: Al Derny

Execute Methods
Full frite:

Partial \Write
Provider Wit
Enable Account

Remaote Enable

Advanced... |

OOoOoOooo
I

L

Cancel

Apply
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(8) Click “OK.”

WMI Control {(Local) Properties |

Generall Lnggingl Backup/Festore  Security |.-’-'-.u:|vanu:ed|

M amezpace navigation allows vou to zet namespace zpecific security.

=1 Root
B CIM2
-] DEFAULT
=3 directary
- m O
- MicrosofttILE
& SECURITY
- WMl

Security

Ok

Cancel

Apply
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1.3.4 Configure Event Log Read Permissions

(1) Click “Active Directory Users and Computers.”

omputers

(2) In the “Servers” organizational unit of “Domain Controllers,” right-click on the “Domain Controllers”

OU and select “Properties.”

-.‘? Active Directory Users and Computers

J@ Consale  Window  Help

Jaten vew | & = @@ ¥XFRD 2| eRavas |

Tree I

Servers 1 objecks

@ fickive Directory Users and Compy |ame [ Type [ pescription |
=2 npartrer local =) wnz000-A0-EMG Computer
[+ Builkin
D Computers
I =123 Domain Contrallers I

i g AD Servers

-] Foreignsec.  Delegate Contral...

{El Servers Add members to a group...

L] Users Mo, ..,
Find...
[ess 3
all Tasks 3
View L3
M Window From Here
Delete
Rename
Refresh
Expork List, .,
Help

4 | ]
|Opens property sheet Far the current selection.
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(3) Edit Group Policy Object

Select your Group Policy Object (in this example, it is “N-Partner Policy”), then click “Edit.”

Servers Properties |

Generall Managed By ~ Group Policy |

& Current Group Policy Object Links for Servers

Group Policy Object Links

| Mo Overide | Dizabled |

{-Partner Policy

Group Policy Objects higher in the list have the highest priarity.

T hiz lizt obtained from; win2000-ad-eng. npartner. local

Mew | add. | Edi ||

lp |

Options... | Delete... | Propertie=s [Nk
[ Block Palicy inheritance
k. I Cancel | Apply
28
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(4) Configure Audit Logs

Expand “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Local Policies” ->

“User Rights Assignment,” then select “Manage Auditing and Security Log.”

¥ Group Policy o] =]

J Ackion  Yiew |J L] -P‘||>'< ||§

Tree I

. ' ' -50-eng. npartnet loc:

El- Zompuber Configuration
[+-[_ ] Saoftware Settings
=[] Windows Settings |

= O = u
58 Security Settings
el 2 Account Polic

# Local Policies

25

[zl Securiby Cptions

ﬁ Event Log

@ Restricted Sroups

@ Swstem Services

-8 Registry

@ File System

(-2 Public Key Policies

-1 Administrative Templakes
I'_—'Iﬁ User Configuration
-] Software Settings
D Windows Settings
I:l Administrative Templates

@ IP Security Policies on Ackive Dir

ok defined
Mok defined

Palicy £ | Computer Setking il
Bypass kraverse checking Mok defined
Change the syskem time Mok defined
Create a pagefile Mot defined
Create a taken object Mot defined
Create global objects Mot defined
Create permanent shared objects Mok defined
Del:-ug progranms Mok defined
Deny access ko this computer From the network, Mok defined
Deny lagon as a batch job Mok defined
Den';.-' logon as a service Mot defined
Den':.f [agon locally Mok defined
Enal:ule cormputer and user accounts to be tru,.. Mot defined
Fu:uru:e shutdown From a remate system Mot defined
Generate security audits Mot defined
Impersunate a client after authentication Mot defined
Iru:rease quotas Mot defined
Increase scheduling priority Mot defined
Lu:nad and unload device drivers Mot defined
L-:u:k pages in memory Mot defined
L-:ug an as a batch job Mok defined

ok defined

B Madiy firm

<

Mok defined
F'rn:nFiIe single process Mok defined
F‘ru:uFiIe syskem performance Mot defined
Remu:u'-.fe computer From docking station Mok defined
Replace a process level koken Mot defined
Restnre files and directories Mot defined
Shut down the system Mot defined
Synchrnnize directary service data Mok defined
Take awnership af files or ather objecks Mok defined
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(5) Add Auditing User

Check “Define these policy settings,” then click “Add...”.

Security Policy Setting HE |

gg t anage auditing and security log
LEN

v Define theze policy settings:él

Add... Bemove |
k. I Cancel

(6) Search for User

Click “Browse.”

Add user or group EH |

IJzer and group names

[ Cancel

30 &7 N-Partner



(7) Enter Your User Account
Input your user account (in this example, it is “N-Partner”), click “Check Names,” then click “OK.”
Lack in: I@ npartrer. local j

M ame | In Folder | -
ﬁ.ﬁ.dministraturs ripartrer. local/B uiltin —
ﬁ Users ripartrer. local/B uiltin
ﬁ Guests ripartrer. local /B uiltin
ﬁ Backup Operators npartrer. local/Builtin
ﬁ Replicatar npartrer. local/Builtin
ﬁ Server Operatars nparttier. lacal/Builtin
fﬁ.-‘l'-.ccu:uunt O perators npartner. local/Builin ;I

fdd | Check Names |

| npartner [npartner@npartner.In:n::al]|

k. | Cancel |

A
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(8) Click “OK.”

Add user or group H |

IJzer and group names
INF'.-“-‘-.FITNEFE'mpartner

OF. | Canicel

(9) Confirm Audit Log Settings

Click “OK.”

Security Policy Setting EHE |

gg b anage auditing and security log
RER

¥ Define these policy settings:

HPARTMER“npartner

Hemove |

(10) Open “Command Prompt.”

.........................
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(11) Enter the command below to update group policy.

C:\> secedit /refreshpolicy machine_policy /enforce

C:srzecedit Arefreshpolicy machine_policy Asenforce
Group policy propagation from the domain has been initiated for this c

t may take a few minutes for the propagation to complete and the new p
ake effect. Please check Application Log for errors,. if any.
G
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1.3.5 Restart the WMI Service

(1) Open “Command Prompt.”

o

(2) Enter the command below to disable the WMI service.

C:\> net stop winmgmt

] Command Prompt I [=]

C:=wrnet stop winmgmt
The Windows Management Instrumentation service i=z stopping.

The Windows Management Instrumentation service was stopped successfully.

(3) Enter the command below to enable the WMI service.

C:\> net start winmgmt

Command Prompt

C:sonet start winmgmt

The Windows Management Instrumentation service 1is starting.
The Windows Management Instrumentation service was started

34
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2. Windows 2003

For detailed information on setting Windows audit policies, please refer to the

“audit policy recommendations link” in the preface.

2.1 Organizational Unit Settings

(1) Open “Active Directory Users and Computers.”

and Compu

(2) Select your organizational unit (the example here is “Servers”) and right-click on “Properties.”

| <% Console  Window Help

J&ction View |J¢- -D‘\X]@H;'QWFEIV@@

Tree | | Servers 1 objects
é Active Directory Users and Compy |_Name | Type | Description
= @ npartner.local QWINZOUU-ENG Computer
{21 Builtin
{1 Computers
(&3] Domain Controllers
-] ForeignSecurityPrincipals
: Servers
#-[ ] Users | Delegate Control,.,
Add members to a group...
Move...
Find...
MNew
All Tasks
View »
MNew Window from Here
Delete
Rename
Refresh
Export List...
Help
|Opens property sheeerororrecorrereorerororr—
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(3) Name Your Group Policy Object

Enter your group policy object name (the example here is “N-Partner Policy”)

Note: Please create your group object name based on the actual environment -> Click “Edit.”

New Object - Organizational Unit

Create in;  npartner.local/Domain Controllers

M ame:

IS ervery I

I Ok I Cancel

(4) Move Server to your New Organizational Unit

Select the “Domain Controllers” organizational unit, right-click on the “WIN2003-AD-ENG” server

(Note: select the Windows AD host according to the actual environment) and click “Move.”

-.‘_'_-5 Active Directory Users and Computers

<5 Elle  Action  Miew Window  Help

co | EE B XEE R @@

Gt Qo

-] Saved Queties

El@ npartner.local Ao

@ Active Directory Users and Computer By e By L del | 2 a2

Tvpe Description

(3] Srver

Organizatinnal

-] Builtin
L] Computers

(5] Domain Contrallers
& Servers

(21 ForeigngecurityPrincipals

[:l LostandFound

(L3 NTDS Quotas

[Z Program Data

[ Syskem

[ Users

l | 3 K3

All Tasks 3

Cuk
Delete

Properties

Help

|Moves the current selection to another organizational unit.
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(5) Select Organizational Unit

Choose the “Servers” organizational unit under “Domain Controllers,” then click “OK.”

ove g |

Move ohject into cantainer:

+-[_ Builtir
+-_] Computers
EI@ Dromain Contrallers

= @ niparther
£
£

1 ForeignSecuntyPrincipals
#-[_] LostdndFound

- NTDS Quotas

-1 Program Data

(€3] Servers

[:l System

@23 Users

|| Qk. ! Cancel

(6) Confirm Server Has Moved to your New Organizational Unit

Expand the “Servers” organizational unit under “Domain Controllers” and verify that the “WIN2003-AD-

ENG” server has been moved.

-.‘_'_-; Active Directory Users and Computers

@ File Action Wiew ‘Window Help |_|ﬁ'|£|
co |Bm e FER 2B T TS D

@ Active Directory Users and Computer BT R E RS
-] Saved Queries =
B Marne Type Descripkion
E--@ nparkner Jocal E

[:l Ewilkin WINZ003-A0-ENG Camputer

-2 Computers

=-{&8] Domain Controllers
L] servers

[:I ForeignSecurityPrincipals
-2 LostAndFaund

[#-(Z]] NTDS Quotas

-1 Program Data

@ Servers

-0 System

e[ Users

< | | K1 | W
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2.2 Group Policy Settings

(1) Open “Active Directory Users and Computers.”

and Campukers

(2) Select the “Servers” organizational unit under “Domain Controllers,” right-click, and choose

“Properties.”

£# Active Directory Users and Computers

@ File Action Yiew window Help |_|ﬁ’|£|
¢ | A B XEFER 2B B RETELE

@ Ackive Direckory Users and Compuker
-] Saved Queries

El@ npattrer.Jocal
(- Builkin
[+ Computers

[Eleqate Contral. .

areignaeC

[+-(&] Servers Maove. .,

- Users Find. ..
Mew k
all Tasks »
Wi g

Mew Window From Here

Cut

Delete
Rename
Refresh
Export Lisk,..

Help

“| | 2

Servers 1 ohjects
MNare Twpe Description
8 i TZ003-AD-ENG Carnputer

|0|:uens the properties dialog box for the current selection,

38

A&/ N-Partner



(3) Enter your Group Policy Object Name

Go to the “Group Policy” tab and click “New.”

Servers Properties I _"Jél

General' Managed Byl COM+| Group Policy

.:’:

= Current Group Policy Object Links for Servers

Group Policy Object Links | Mo Override | Disabled l

Group Policy Objects higher in the list have the highest priority.
This list obtained from: WIN2003-4D-ENG . npartner.local

New | agd.. | edt | o

[ptions.., Delete. I Eraperties | Down |

[~ Block Policy inheritance

| oK I Cancel l Bpply I

(4) Edit your Group Policy Object

Enter the Group Policy Object name as “N-Partner Policy”

(Note: create the GPO name according to the client's environment), then click “Edit.”

Servers Properties N _"qu

General | Managed By | COM+  Group Policy l

= Current Group Policy Object Links for Servers

[ Groui Polici Dbiect Links MNo Override | Disabled

Group Policy Objects higher in the list have the highest priority.
This list obtained from: WIN2003-4D-ENG.npartner.local

[ ew | Add. || Edit |

Options... | Delete... | Properties Down |

" Block Policy inheritance

Close | Cancel Zpply |
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Local Policies”-
> “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” “Audit directory
service access,” “Audit logon events,” “Audit object access,” “Audit policy change,” and “Audit system

events,” items -> Check “Define these policy settings”: Success, Failure. -> Click “OK.”

"I Group Policy Object Editor -|&] x|

File Action View Help

v~ @ X TR 2 E

N-Partner Policy [WIN2003-AD-ENC | Policy  / | Policy Settin l
=1 ;3 Computer Configuration dit account logon events Success, Failure

Audit account management Success, Failure
Audit directory service access Success, Failure
Audit logon events Success, Failure
@ Audit object access Success, Failure
Audit poli change Success, Failure

5y
= 5 Security Settings

[+ Account Policies

Mot Defined
p: Success, Failure

o [88) Audit system events Success, Failure
549 Eren oo 2l
[]»[} Restricted Groups 5 - 5
-G8 System Services Securty Policy Setting | Explain This Setting |
-8 Reqgistry S

A4 Audit system events

-9 File System ¥
m-Y wireless Network —
-] Public Key Policies
-] Software Restrictic v
& ‘g 1P Security Policies

Audit these attempts:
-] Administrative Templates .

I’:]--ﬂ User Configuration IV Success
(] Software Settings 5

: v

(L] Windows Settings W' Eaiue

(2 Administrative Templates

oK Cancel Apply
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(6) Event Logging: Security Log Retention Method

Expand “Computer Configuration”

> “Windows Settings”

“Security Settings”

> “Event Log”, then

select the “Retention Method for security method” item. Check “Define this policy setting,” select

“Overwrite events as needed”, and click “OK.”

‘T Group Policy Object Editor

Eile  Action  Wiew Help

- BmE xR @D

Policy  / | Palicy Setting
Maximum application log size Mot Defined
Maximum security log size 204800 kilobytes
Maximum system log size Mot Defined
Prevent local guests group From accessing a... Mot Defined
o Security Settings Prevent local quests group from accessing 5., Mot Defined
ERECEE PDIICIES Prevent local guests group From accessing s... Mot Defined
3: Retain application log Mot Defined
S Flastrictod Groups Retain security log Mt Defined
System Services .Retain system log Mot Defined
Registry Eetentinn method Eor apnlicatinn log Mot Defined
(28 File System .Retention method For security log Mot Defined |
Y wireless Network | lng|Fetention method Far system log Mot Defined
(23 Public Key Palicies Retention method for security log Properties K E
(21 software Restrictic
=, 17 Security Policies Security Policy Sefting | Explain This Setting |
[+ Administrative Templates _ .
Elﬁ User Configuration Retention method for security log
-] Software Settings l;g‘
-1 Windows Settings
=-[_1 Administrative Templates rp Define this palicy setting}
" Ovenwite events by days
r(:" Ovenaite everts az needecf-]
Do not ovenwrite events [clear log manually)
& Modif_l,ling thi_s zetting may affect compatibility with clients, services,
and applizations.
Far mare infarmation, e Retention method for security log,
[QE23654)
1 I LI ﬂ ak. “ Cancel Apply
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Event Log” ->
“Settings for Event Logs”-> And click on “Maximum security log size” -> Check “Define this policy setting”
-> Enter 204800 KB

Note: Please adjust the number based on the actual environment _> Click “OK.”

‘i Group Policy Dbject Editor I ] B3

File  Action  Wew  Help

= B@EXER 23

5—_ [-Partner Palicy ['WINZ003-80-ERN | Policy 7 | Policy Setting |
[ =@ Computer Configwation | | 8] Maximum application log size Not Defined
D Software Settings [f¥]Maximum security log size 204500 kilobytes |
I'-:-IE Windows Settingsl -Eﬁn\ Maximum system log size Mok Defined
: 2cripks (Start ke F‘revent local quests group fram accessing &... Mok Defined
— Prevent local guests group from accessing 5., Mok Defined
= ACCDUt _P,Dhcles Prevent local guests group from accessing ... Mok Defined
= e Retain application log Mot Defined
T8 Restricted Groups Retam security log Mot Defined
@ System Services Retain system log Motk Defined
@ Registry Retentinn method For application log Motk Defined
@ File System Retenti-:-n method Far security log Mok Defined
Y Wireless Mebwork ( Retentinn method For system log Mok Defined
-3 Public Key Palicies Maximum security log size Properties EE
+-|_] Software Restrictic
-8, TP Security Policies Securty Palicy Setting | Explain Thiz Setting I
[ Administrative Templates _ ; ;
I'_—'Iﬁ User Configuration I axirmum security log size
¥ ([ Software Settings ligl

[ windows Settings
-] Administrative Templates

g

IIZU“rE=DD _Iﬁ kilobytes

& toditying this zetting may affect compatibility with clients, services.
and applications.
Far mare information, see b asinum security log size. [JH23659]

4 | I LI | Cancel Apply | —
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(8) Open “Command Prompt” on your Windows Server.

(9) Enter the command below to refresh group policy.

C:\> gpupdate /force

Refreshing Policy. ..

Uzer Policy Refresh has completed.
Computer Policy Refresh has completed.

To check for errors in policy processing,. review the event log.

LN

(10) Enter the command below to view the group policy application status.

C:\> gpresult /v

ommand Prompt

C:s>gpresult sv | more

Microszoft (R> Windows ¢(R> Operating System Group Policy
Copyright <G> Microsoft Corp. 1981-26001

Created On 4-18-2024 at 1:83:45 PM

REOF data for NPARTHMER-administrator on WINZBA3-AD-ENG

Microsoft{R> Windows{R)> Se
Edition
08 Configuration: Primary Domain Controllewr
05 Uersion: L.2.3778
Terminal Server Mode: Remote Administration
Bite Name: Default-First—Site—Name
Roaming Profile:
Local Profile: C=xDocuments and Settings™
Connected over a slow link?Y: Mo

COMPUTER SETTIMNGS

CH=WIN2883-AD-ENG.OU=8ervers . OU=Domnain Controllers.
Last time Group Policy was applied: 4-18-20824 at 1:
Group Policy was applied from: WINZ2AA3-AD—ENG.
Group Policy slow link threshold: 588 khps

Domain MName: npartnep

Domain Type: Windows 2068

Applied Group Policy Objects

N-Partner Policy

Default Domain Controllewrs Policy
Default Domain Policy

Local Group Policy

computer iz a part of the following security gr

BUILTIN“Administrators

Everyone

BUILTIN~Pre—Windows 200A Compatible Access
BUILTIN~Users

Windows Authorization Access Grow
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2.3 Add a Non-Admin Account

2.3.1 Add Users

(1) Open “Active Directory Users and Computers.”

Command Prompt

(2) Enter the command below to add a new account.

e |Comanand Prompk !EI E

Civrdzadd uwzer CH=npartner, CH=Usersz. DC=npartner. DC=local —pwd npartner E!
I guery Account'" —canchpuwd yves —pudneverexpires yes
dzadd succeeded:CHM=npartner,CH=Users.DC=npartner.DC=local

o

For the red text, please enter the account password and domain information.

(3) Enter the command below to view the account status.

¢ |Command Prompt

Cisrdsgquery user —name npartner | dsget wser —membherof

"CH=Domain Users.CH=Users.DC=npartner.DC=local"
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2.3.2 Configure DCOM Permissions

(1) Open “Command Prompt.”

Command Prompt

(2) Enter the command below to open component services.

¢ |[Command Prompk

C:v>dcomenfg.exe
Con g

(3) Edit Computer Properties
Expand folder “Console Root”

and select “Properties.”

1+ Component Services

> “Component Services” -> “Computers,”

right-click on “My Computer,”

File Action Wew Window  Help
= AR *xHE | @m0

Console Root' Component Services' Computers,My Computer

([ Consale Roat
Component Services
= [:l Computers

e Windaw Fram Here

Properties

Help

i

oM+ DCOM Config Distributed
: Q My Compuker Armelimmbime- Transacki...
-3 Achive Directory Users.  22op M3 DTC
" EVEI‘!t viewer (Local) Refresh all components
- Services (Local)
Wigw L4

&

Funning
Processes
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(4) Enable Permissions

Go to the “COM Security” tab, under Launch and Activation Permissions, click “Edit Limits.”

My Computer Properties ﬂ E

General I Options I Defaylt Properte
Default Protocols | MSDTC | COM Secuiy

—Access Permizsions

You may edit wha is allowed default access to applications. You may
alzo set limits an applications that determine their own permissions.

Edit Lirnits... |

— Launch and Activation Permissions
r'ou may edit whio i allowed by default to launch applications or

activate objectz. Y'ou may alsa et limitz on applications that
determine their own permizzions.

B

Edit Limits. .. Edit Default...

0k Cancel Apply

(5) Add DCOM User Permissions

Click “Add.”

Launch Permission H |

Security Limitz |

Group ar user names:
e THE s
!ﬂ Digtributed COM Uzers [NPARTHERMD stributed COM Users)
!ﬂ Everyone
Add.. | Bemove |
Permizzions for Administrators Al Deny
Lacal Launch O
Remote Launch O
Local &ctivation O
Fiemate Activation O

(] I Cancel
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(6) Enter your Username

Input your user account: npartner, click “Check Names,” then click “OK.”

Select Users, Computers, or Groups ﬂ E

Select thiz object type:

ILlsers, Groups, or Built-in securnty principals

Frarmn thiz location:

Inpartner.lncal

Erter the object names to select [examples]:

Object Tupes. .. |
Locations... |

npartneﬂ

Advanced... |

[ Check Mamesz

(7) Set User Permissions

Select the user account: npartner, uncheck “Local Launch: Allow,” check “Remote Activation: Allow,” then

click “OK.”

Lounchpermizsion G|

Security Limitz I

Group or user names:

[ €T dministrators NPARTMER \administiators)
ﬁ Distributed COM Users [NPARTHER Distibuted COM Users)

Evenone
ﬁ nparther [npartner@npartner. local]

Add. | Bemove |
Permizzions for npartner Al Deny
I Local Launch E EI
Femate Launch O M|
Local Activation D (|
| Remaote Activation QI

Cancel |
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(8) Click “OK.”

My Computer Properties |

General I O ptions I Default Properties |
Default Protocols | MSDTC COM Security

—Accezs Permizsions

“ou may edit who iz allowed default access to applications. v'ou may
alzo zet limitz on applications that determine their own permizsions.

Edit Limits. .. Edit Default. ..

— Launch and Activation Permizsions

“ou may edit who iz allowed by default to launch applications or
activate objects. “v'ou may alzo zet limits on applications that
determine their own permiszions.

E dit Limits. .. Edit Diefault. ..

— o ] e | e
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2.3.3 Configure WMI Permissions
2.3.3.1 Set Event Log Permissions

(1) Open “Command Prompt.”

Command Prompt

(2) Enter the command below to enable component services.

¢ [Command Prompk

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

'F{h YWindows Management Infrastructure {WMI) M=l &
‘B File

Ackion  Miew  Favorites  Window  Help

| =181 x|
« o |[m] &2
: |

Connect o another compuker ...

Lent Instrumentation {(WMI)

iew k

Mew Window From Here

hdows Management Instrumentation (WMI) service,
Mew Taskpad Yiew. ..

Properties

Help

|O|:uens the properties dialog box For the current seleckion.
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(4) Edit CIMV2 Security

On the “Security” tab, expand folder “Root” -> “CIMV2,” then click “Security.”

WMI Control (Local) Properties EH

Eenerall Loggingl Backup!HestolE:I Securty .-'-‘-.dvancedl

Mamespace navigation allows you to set namezpace specific secunby.

- CiMy2
o] Ch
- DEF&ULT

D directory

{:I Microzoft

D Microzoftdctivellirectons
& MicrosoftDMNS

&7 MicrosoftlLE

{:I M S Cluzter

&0 perfmon

{:I Fualicy

&1 RSOP

&1 SECURITY

&0 subscription

-] WMl

Seciity |

ak. I Cancel Apply |

(5) Add WMI User Permissions

Click “Add.”

Security for Root K E

Secunty |

Group or user names:

ﬁ Evemone

€7 LOCAL SERVICE

ﬁ HETWIORE SERVICE

Add... Bemove |
Permizzions for Adminiztratars Al Deny

Execute Methods O =
Full Wiite O
Prartial write O
Provider ‘Write O
Enable Account O
Fiemate Enable O |

For zpecial permiszionz or for advanced zettings, Advanced |
click Advanced. =
| k. I Cancel | Spmly |
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(6) Enter User

Input your user account: npartner, click “Check Names,” then click “OK.”

Select Users, Computers, or Groups

Select thiz object type:

ILlsers, Groups, ar Built-in securty principals

FErarn thiz lacation:

Inpartner.lncal

Enter the object names to select [examples):

Object Tupes. ..

Locations. ..

R

nparthel

Advanced... |

Cancel |

[ Check Mamesz

o

(7) Set User Permissions

Select the user account: npartner, uncheck “Enable Account: Allow,” check “Remote Enable: Allow,” then

click “OK.”

securtyforRoot @R

SecLrity |

Group or uzer names:

ﬁ Adrminiztrators [MPARTHERMADminiztrators]

ﬁ Ewveryone

€7 LOCAL SERVICE

ME T'w/ORE, SERYICE
ﬁ npartner [nparthen@npartner. local]
Add... | Bemove |
Permizzionz for nparkner Al Deny

Provider wite O O -l
Enable Account D O
Remote Enable O
Fead Securty O O
E dit Security O O
Special Pamissions O O -

Faor zpecial permizsions or for advanced settings, Advanced |
click Advanced. =

|| Ok Cancel |

apply
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(8) Click “OK.”

WtI Control {Local) Properties EE |

Eenerall Ll:uggingl Backup/Festore  Security |.-i‘-.|:|vanl:ed|

M amespace navigation allows vou to zet namespace specific secunty.

=@
H-L Clky2
= Ci
#- DEFAULT
{:l directony
& Microsoft
{:l Microsoftdctivelirecton
#- MicrosoftDNS
#- MicrozoftMLE
- MSCluster
{:l perfmon
{:l Palicy
=1 RSOP
= SECURITY
{:l subscription
- Ml

| Security I

Ok

Cancel | Spply |
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2.3.3.2 Configure Permissions for Reading User Data

(1) Open “Command Prompt.”

Command Prompt

(2) Open “WMI Control.”

Command Prompt

(3) Edit WMI Control

Right-click “WMI Control (Local) = select Properties.”

':m Windows Management Infrastructure (WHI) M=l B
[%] File Action Wiew Faworites  Window  Help | =] =

€ > |[m]f |2
' |

Connect to another computer ... L
ent Instrumentation {WMI)

View 3

Mew Windaw From Here ndowes Management Instrumentation (WML service,

Mew Taskpad Wiew. ..

Propetties

Help

Opens the properties dialog box For the current seleckion,
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(4) Edit LDAP Security Settings

Go to the “Security tab - expand Root = directory - LDAP - click Security.”

WMI Control {Local) Properties |

Generall Luggingl Backupfﬁesturel SECUfit}'-'.ﬁ.dvancedl

Mamezpace navigation allows you to zet namespace specific zecurnity.

= D F ook -
] CiMy2
= Ci
{2 DEFAULT

{:l Mizrozoftdctivellinecton

-0 MicrosoftDMS

-0 MicrosoftLE

(L0 M5Cluster

-0 perfmon

-1 Policy

=1 RSOP

= SECURITY |
- subzcription

e AR hd

[ Security l
k. I Cancel | Spply |
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(5) Add WMI User Permissions

Click “Add.”

Security for ROOT  directory' LDAP

Security |

Group or user names:

i . IPARTHNER Aot
ﬁ Ewveryane
€7 LOCAL SERVICE
ﬁ NETwWORE SERYICE
Add... | Bemove |
Pemizsions for ddministrators Al Deny
Execute Methods O =
Full wiite O
Fartial "Afrite O
Froveider 'wiite O
Enable Account O
Remate Enable a =l

For special permiszions or for advanced settings, fudvanced |
click Advanced. =
2k, I Cancel | Spply |
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(6) Specify the User
Enter the user account (example: npartner) = click Check Names = click “OK.”

Select Users, Computers, or Groups EE

Select thiz object wpe:

ILlsers, Graups, ar Built-in security principals Dbject Types. .

From thiz location:

Inpartner.lncal Locations. ..

R

_Enter the object names to select [examples):

npartnel " Check Mames

Advanced... | Cancel |

4

(7) Configure User Permissions

Select the user account (npartner):
e Clear Enable Account: Allow
e Select Remote Enable: Allow

Click OK.

Security For ROOT  directory', LDAP

Security |

Group or user names:

ﬁ Admirigtrators [MPARTHERNAdminiztratars)

ﬁ Everpone

€7 LOCAL SERVICE
ME T'wWORE SERVICE
ﬁ nparther [npartner@npartner. local]

Add... | Bemove |

Permizzions for nparther Allowy Deny

Frovider 'wiite O ;I

E nable Account

Remaote Enable

Read Secunty
Edit Security
Special Permizzsions

OoOoooaq

-

For special permizzions or for adwanced settings, Advanced |
click Advanced. =
el | toy |
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(8) Click “OK.”

WMI Control {Local) Properties

(7] ]

Generall Lu:uggingl Backup/Restore  Security |.-’-'-.dvanu:eu:||

Mamespace navigation allows you to zet namespace specific security.

= L] Root
- ClMy2
&3 Ci
- DEFAULT
= directory
mO
#-C7 Microsaft
l:l Microsoftdctivelirectany
-1 MicrozoftDNS
-1 MicrosofthLE
{:l S5 Cluster
& perfmon
- Palicy
&3 RSOP
F-C SECURITY
l:l subszcription
[y WYY

[

Secirity I

| (] || Cancel | Apply |
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2.3.4 Configure Event Log Read Permissions

(1) Open “Active Directory Users and Computers.”

ifctive Directory Lsers!
and Computers i

(2) Right-click the “Servers” organizational unit under Domain Controllers, then select “Properties.”

-.? Active Directory Users and Computers

<% File

Ackion  View

\indow

Help

= | B@E R XEFDR| 2 HE

CBBvan

-0 Saved Queries

@ Active Directory Users and Computer

Servers 1

EI@ npartner local l%ﬂme Twpe Descripkion
D Builkin WINZ003-A0-EMG Computer
-] Computers
-- ----- Elegate Conkral, ..
(5] Servers Maye. ..
-0 Users Find...
[e 3
all Tasks r
Wi L4
Mew window from Here
Cub
Delete
Rename
Refresh
Expork Lisk. ..
Help
Jl | AN | 2
|O|:uens the properties dialog box For the current selection.
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(3) Edit Your Group Policy Object

Enter your group policy object name (the example here is N-Partner Policy)

Click “Edit.”

Servers Properties ﬂ E

Generall b anaged B_I,II COM+  Group Policy |
s
Current Group Palicy Object Links for Servers
SESEE

E1-Partner Policy

Group Policy Objects higher in the list have the highest priarity.
Thiz lizt obtained from: WiIN2003-AD-EMG. npartner. local

New | add. || Edt || |

Optionz... | Delete. .. | Properties | o |

[ Block Palicy inkeritance

(] I Cancel | Spply |
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(4) Configure Logging

Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” - “Local Policies”

- “User Rights Assignment.” And click on “Manage auditing and security log,” = Click “Properities.”

'Hi Group Policy Object Editor

File

gckion  Wiew  Help

= @ TR 2=

diting and sec q
e [Madify Firmware environment values
Perfnrm volume maintenance tasks
Pru:-FiIe single process
Pru:nFiIe system performance
Remeve computer From docking station
Replace a process level boken
Restnre files and directories
Shut down the system
Synchronize directary service data
Take awnership of files or other objects

25 N -A0-ENG NPARTHER | Policy  # | Palicy setting |
E_@ Computer Configuration .ﬂ.u:-:ess this computer From the network Mak Defined
7 [_] Software Settings [8%] At as part of the aperating system Mot Defined
£ (1 Windows Settings [8%] add warkstations to domain Mot Defined
| 5cr|pte (Start.up,l'Shutdewn) P.djust memory quotas For a process Mok Defined
[= 0P Security Settings) &) allow lag on lacally Mat Defined
=
L e Account _P_D L &) allow lag on through Terminal Services Mot Defined
= Local Pal
== Dcanu;;cfjiw Back up files and directories Mok Defined
':If;_f Tieer Rights Assigrmert I Bypass traverse chetlﬂng Tk DeFtned
- - Change the system time Mok Defined
i Bz Security Options . . !
5 Event Log Create a paqgefile Mok Defined
e 8 Restricted Groups Create a kaken object Mok Defined
{3 System Services Create global objects Mok Defined
w8 Registry Create permanent shared objects Mok Defined
[ File System Ei Debug programs Mot Defined
¥
"r Wireless Metwork (TEEE 802.11) Deny access ko this computer From the nebw, .. Mok Defined
-1 Public key Policies Deny log on as a batch job Mok Defined
+- (] Software Restriction Policies | (8] Deny log on as a service Mot Defined
g IP Security Policies on Active Dir Deny log on local Mot Defined
= .C\dmintstrati?'e Templates Deny log an throwgh Terminal Services Mak Defined
Elﬁ User Cnnﬁguratma Enable computer and user accounts ko be tr,., Mok Defined
(1 software Settings Force shutdawn From a remote syskem Mat Defined
[ Windows Settings ) ] !
- (] Administrative Templates _ Generate security audits Mok Defined
Impersenate a client after authentication Mok Defined
Increase scheduling priority Mok Defined
Lead and unload device drivers Mok Defined
Lock pages in memary Mok Defined
Log on as a batch job Mok Defined
Log on a5 & service Mok Defined

Mok Defined
Mok Defined
Mok Defined
Mok Defined
Mok Defined
Mok Defined
Mok Defined
Mok Defined
Mok Defined
Mok Defined
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(5) Add Audit Management Users

Select “Define these policy settings, then click Add User or Group....”

Manage auditing and security log Properties

Security Palicy Setting I Explain Thiz Setting I

4 g tanage auditing and security log
=

'|7 Define these policy settings

Add Uzer or Group...

Bemove

k. I Cancel Apply
(6) Search for Users
Click “Browse.”
Add User or Group E |

Ilzer and group names

o]

-
Browsze ..

Cancel |
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(7) Specify the User

Enter the user account (example: npartner) = click “Check Names” = click “OK.”

Select Users, Computers, or Groups ﬂ E

Select thiz object wpe:

ILlsers, Groups, or Built-in zecurity principals Dbject Types. .. |
Frarm thiz location:

Inpartner.lncal Locations. .. |
Enter the object names to select [examples]: .

npartnel Check Mamesz

Cancel |

&

Advanced... |

(8) Confirm the User

Click “OK.”

Add User or Group |

Uzer and group names
INF‘:’-‘«HTNEH'\npartner

| k. Cancel |
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(9) Confirm log settings

Click “OK.”

Manage auditing and security log Properties EHE |

Securty Policy Setting | Ex=plain Thiz Setting |

4 __-" M anage auditing and zecurity lag
ER

¥ Define thesze policy settings:

MPARTHE R \npartner

Add Uzer or Group... i Eemove

r 0k

Cancel

&pply

(10) Click “Command Prompt.”
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(11) Enter the command below to update group policy settings:
C:\> gpupdate /force

ommand Prompt

C:srgpupdate sforce
Refreshing Policy...

Uzer Policy Refrezh has completed.
Computer Policy Refresh has completed.

To check for errors in policy processing,. review the event log.
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2.3.5 Restart the WMI Service

(1) Open “Windows PowerShell.”

Cihv_

............................................

(2) Enter the command below to disable the WMI service.

C:\> net stop winmgmt

¢ [Command Prompt

Civwrnet stop winmgmt
The Windows Management Instrumentation service is stopping.
The Windows Management Instrumentation service was stopped

(3) Enter the command below to enable WMI service.

C:\> net start winmgmt

¢ [Command Prompt

C~2»net start winmgmt
The Windows Management Instrumentation service is starting.
The Windows Management Instrumentation service was started

v ral Liiel



(4) Enter the command below to enable the firewall service.

C:\> net start SharedAccess

e | Command Prompt

G:snet start SharedfAccess

The Windows Firewall/Internet Connection Sharing €ICE> service is starting.
The Windows FirewallsInternet Connection Sharing <ICS>» service was started succe
szfully.

(RN
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2.4 Firewall Configuration

(1) Open “Command Prompt.”

Chv_

(2) Enter the command below to allow WMI traffic through the firewall.
C:\> netsh firewall set service RemoteAdmin enable

¢ ICommand Prompt

C:wrnetsh firewall set service Remotefdmin enable

(3) Enter the command below to allow TCP Port 135 through the firewall.
C:\> netsh firewall add portopening TCP 135 "RPC Endpoint Mapper - TCP Port 135"

¢ | Conmmand Prompt

C:snetsh firewall add portopening TCF 135 “RPC Endpoint Mapper — TCP Port 135" E
Ok.

Gz
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(4) Enter the command below to check the firewall configuration.
C:\> netsh firewall show config

¢ | Comimand Prompk

C:w>»netszsh firewall show config

Domain profile configuration:

Multicast-broadcast response mode
Motification mode

Enable
Standard profile configuration Ccurrentl:

Operational mode

Exception mode
Multicastsbroadcast responsze mode
Motification mode

Enahle
Enahle
Enahle

Service configuration for Standard profile:
Customized Mame

Remote Desktop
Remote Administration

Port configuration for Standard profile:
Protocol Mode

Enahle RPC Endpoint Mapper — TCP Port
TCP Enahle Remote Desktop

Log configuration:

File location
Max file si=ze
Dropped packets
Connections

CasWINDOWSspfirewall. log
40?6 KB
Disable
Dizable

Local Area Connection firewall configuration:
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3. Windows 2008

For detailed information on setting Windows audit policies, please refer to the “audit policy

recommendations link” in the preface.

3.1 Organizational Unit Settings

(1) Open “Active Directory Users and Computers.”

Active Direckary
IUsers and
Compukers

(2) Add an Organizational Unit

Right-click on “Domain Controllers, select “New,” and click “Organizational Unit.”

- Active Directory Users and Computers !E[ E
File  Action Wiew Help

€3 2m| 40 RE b= |HF

?J ER—, :_ _? Z ,s%

: Active Direckory Users and Comput | Name | Type | DC Type | Sike: | Description
_| Saved Queries 1 WINZO0E-AD-ENG Camputer G Def ault-First-Sit. .
=1 = npartrer Iocal |
Builtin
| Computers
Bl Domain Controllers ]
ForeignSecuribyPrir. Delegate Contral..,
“| Managed Service & Pre-create Read-only Domain Controller account. .
3| Servers Find...
o Lsers Computer
All Tasks 3 Conkack
Wiew 3 roup
InekOrgPerson
Refresh msImaging-PSPs
Export List, .. ] M3MQ Queus Alias

Properties Printer

Help User
Shared Falder
J | o4 o

|Create a new object.., |
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit’s name according to the actual environment.

-> Click “OK.”

Mew Object - Organizational Unit

~ Create in:  npartnerlocal/Domain Controllers

I ame:

Serverd

¥ Frotect container from accidental deletion

| QF. I Cancel

Help

(4) Move the Server to your New Organizational Unit:

Select your organizational unit in “Domain Controllers” -> Right-click on the “WIN2008-AD-ENG” server.

Note: Please select the Windows AD host according to the actual environment. -> Click “Move.”

File  Action Yiew Help

B Active Directory Users and Computers [_ O]

9 ¥l ida(XEd= |Hml e 7%

] active Directory Users and Comput [ Name | Type | bC Type | sit= | Description
-] Saved Queries 2] Servers Crganizational ...
= 33 npartney.local T 05-A0-EMG Computer
| Builkin
| Computers
|2 =] Domain Cantrollers |
2 Servers
| ForeignSecurityPrincipals —_—
| Managed Service Accounts All Tasks 4
I | Servers cut
| Users
- Delete
Properties
Help
K I | Kl | ©

|Moves the current selection bo another organizational unit,
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) under “Domain Controllers” -> Click “OK.”

Move object into container:

—

=3 npartner
~| Builtin
~| Computers
=5 F:E Du:umaln Contrallers
u:lpals
_ Managed Service Accounts
2| Servers
T Userz

—

Cancel

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) under “Domain Controllers” and

confirm that the “WIN2008-AD-ENG” server has been moved.

B Active Directory Users and Computers M=l E3
File  #&ction Miew Help
5 = = n
e |2m0Ec= HE 2 a5 72%
: Active Directory Users and Comput | Mame | Twpe | D Type | Site | Descripkion
'__ Saved Queries I WINZ005-A0-ENG Compuker iz Default-First-Sit, ..,
B 3 npartner.lacal
| Builtin
| Computers
= (2] Domain Controllers
|2 | Servers
| ForeignZecurityPrincipals
| Managed Service Sccounts
o] Servers
| Users
KN I— 21l | 2
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3.2 Group Policy Settings

(1) Open “Group Policy Management.”

)
@]

Group Palicy
Management

(2) In “Domain Controllers,” right-click on your organizational unit (in this example, it is “Servers”) and

select “Create a GPO in this domain and Link it here.”

_E. Group Policy Management !EI
=L File  Action  Wiew ‘Window  Help | == x|
& %Mo 8 XE e |HAFE
_é Group Policy Management Servers

F L tner.local . . . ) . .
= —ﬁ Hresti npartner. inta Linked Group Policy Objects | Graup Policy Inherltanu:el Delegatu:unl

=l g5 Domains
=l 53 npartner.local Link Order = | GPO | Erforced | Link Enabled | GPO Status | il |

[ Defaulk Domain Palicy

A
IEI 2 | Domain Cu:untrullersl

2| Servers Create a GPO in this domain, and Link it here. ..
=p Group Policy Link an Existing GPO...

- WMIFiters — Block Inheritance
]| Starter GPO
& Sites Group Policy Modeling \Wizard. ..

j'l-._r_-: Group Policy Modelir  MEw Organizational Linik
& Group Palicy Results

H FH FH H

View 3
Mews Window From Here

Delete
Renarne
Refresh

Properties

Help

N — 1 | |

|Create a GPO in this domain and link it ko this conkainer |
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(3) Edit your Group Policy Object
Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)
Note: Create your GPO name according to the actual environment. Then click “Edit.”

New GPO |

I arne:
ﬂN-P‘artner Palicy

Source Starter GPO:

I [hiane] j

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)
right-click and select “Edit.”

g Group Policy Management

[o[x
| =Ll

Zl File Action Wiew ‘Window Help

&= 7| X HE

_55 aroup Policy Management MN-Pariner Pl.‘.lli(:]'
Faorest: npartner, local , ) .
= i\‘ . |:| Scope |Deta||s| Settmgsl Delegatlonl
=l | g5 Domains
= F3 npartner.local Links

sz Default Domain Policy Diizplay links in this location: Inpartner.local j
= 2] Domain Controllers

': Default Damain Controlle | The following sites, domains, and OUs are linked to this GRO:

=l = I Location = | Enforced | Lirk Enabled | Path
. —= Ma Tes npartrer. local/Domai

4| Servers

¢ Group Policy Objects

5 WMI Filkers v Link Enabled | [

E Skarker GPOs Save Report, .. d

[ Sites
-J'i'-_-'.f Group Policy Modeling Wigw ¥ |can only apply ta the following groups, users, and computers:
L Graup Palicy Resulks Mewy Wwindow From Here I

Delete
Rename
Refresh
Help Femove | Froperties |

Wl Filtering
Thiz GPO iz linked to the following W filker;

|<n0ne> j Hpen |
| ] ©

|Open the GPO editor | |
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Local Policies”-

> “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” “Audit directory

service access,” “Audit logon events,” “Audit object access,” “Audit policy change,” “Audit process

tracking,” and “Audit system events,” items -> Check “Define these policy settings”: Success, Failure. ->

. “ ”n
Click “OK.
H Group Policy Management Editor =] B3
File Action View Help
e | 2EXE = HE
=[ N-Partner Policy ['WINZ00S-A0-ENG.MPAR" e | F‘Uﬂc Setting
=l & Computer Configuration v, Audit account logon events Success, Failure
21| Audit account management Success, Failure
40| Audit directory service access Success, Failure
i | ) 1] Audit logon events Success, Failure
- Name Resolution Pollcdy | ) Audit object access Success, Failure
H Rigutdown, | g Audit policy change Success, Failure
_‘" | Audit privilege use Iok Defined
5 alicies = - - -
= E,Au-:ht process kracking Success, Failure
= _=E Local Policies | . )
3 audt Palicy iic] Audit system events Success, Failure
—ﬁ User l_j"ghts .‘?\SSIQI‘II Audit logon events Propetties E
Ef Security Options
i] Ewent Log Security Policy Setting | Explainl
7, Restricted Groups
5 System Services Audit logon events
2 Registry
‘a, File Syskem
=uf Wired Metwork (1EEE 3 . ) )
= Windows Firewall with v Define these policy settings
] etk List Manager F Audit these attempts:
E:@I Wireless Metwork (IEEE
h— v Success
~| Public Kev Policies o
| Software Restriction Pt V¥ Failure
= Metwork Access Prokec
~| application Contral Poli
g 1P Security Policies on s
| Advanced Audit Palicy
ul)y Policy-based Qos
| Adrninistrative Templates: Polic
| Preferences
= 4, User Configuration
| Policies
| Preferences
ool |||
KN I 2
o
“ A&/ N-Partner



(6) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Event Log” ->

“Settings for Event Logs”-> And click on “Maximum security log size” -> Check “Define this policy setting”

-> Enter 204800 KB

Note: Please adjust the number based on the actual environment. _> Click “OK”

E' Group Policy Management Editor I =]
File  Action  View Help
e | HmXE = -
=[ M-Partner Policy [WINZ00S-A0-ENG. MPARTNE | Policy = I Palicy Setting I
= Computer Configuration Maximun application loq size Mok Defined
=l || Palicies | Mazimurn security log size 204800 kilobytes |
é Softweare Settings T Maimurm system 1og size Mok Defined
I S '_\i\n'-:‘ndnws Settlngs_ _ 442 Present local guests group From accessing application log Mok Defined
| Mame Resolution Palicy L) Prevent local quests group From accessing security log Motk Defined
= Scripks (Skartup)Shukdown) ) .
L) Prevent local quests group from accessing system log Mok Defined
li14) Reekain application log Mot Defined
[s) Reekain security log Mot Defined
[10) Rekain system log Mot Defined
121s) Rekention method For application log Mok Defined
g, System Services [t Rekention method For security log As needed
7 Registry 15iz) Rekention method For system log Mok Defined
4 File System
o Wired Matwork (IEEE 502,
| windows Firessall with fds Maximum security log size Properties
:j Metwork List Manager Poli Secuity Policy S et :
=aff Wireless Netwark (TEEE 81 SRRl LA | Explain |
- Public Key PD|ICI.BSl ] rd axirmum ecurity log size
| Software Restriction Palici
| Mebwork Access Protectiol
| Application Control Policie: l_ n o " ;
v Define this pol 1
,g IP Security Policies on Ack IS AR (1) 82 |ng]
| &dvanced Audit Palicy Coi
ully Policy-based Gos I|204BDD _IE Kilobytes
_| Administrative Templates: Policy o
| Preferences
= 4, User Configuration tadifying thiz setting may affect compatibility with clients, services,
= policies b and applications. _ _ _
— Far mare information, see Masinunn security log size. [[B23659)
| Preferences
ak Cancel | Apply |
KN i
o
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(7) Event Logs: Retention Method for Security Log
Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Event Log” ->
“Settings for Event Log Settings” -> Click on “Retention method for security log” -> And check “Define this

policy setting”-> Select “Overwrite events as needed” -> Then click “OK.”

H Group Policy Management Editor O x|

File  Action  ‘iew Help

&= [ 2EIXE = | H=

_f M-Parkner Policy [WIN2003-A0-EMG. NPARTHE | Policw = I Policy Setting I

=l & Computer Configuration | Maximum application log size Mok Defined
£l [ | Palicies | Maximum security log size 204800 kilobytes

Software Settings | Maximum syskem log size Mok Defined
(=[] Windows Setfings | Prevent local guests group From accessing application log Motk Defined
I Tlame Resaldtion Policy | Presvent local guests group from accessing security log Mok Defined
| Prevent local quests group from accessing system log Mak Defined
| Retain application log Mok Defined

- . " "
= Lacal Policies | Retain security log Mok Defined

| "i— Event Log | Retain system log Mok Defined
é- Restricted Groups i ication log Iok Defined
A System Services ] Retention methad Far security log As needed

4, Registry 1] Retention method For system log Mok Defined

a4 File System
Snjf Wired Metwark (IEEE 802,

_'_' windows Firewsall with ad Retention method for security log Properties E E
j Metwork Lisk Manager Poli . ; ; :
S wireless Metwork (IEEE 51 Secuity Polcy Seting | Explan |
= Public key PDIIEI_ES_ N ':if" Retention method far security lag
| Software Restrickion Polici = ,i
| Metwork Access Prakection T
| application Contral Palicie:
@ IP Security Policies on Act BF Drefine thiz policy settingI
| Advanced sudit Policy Col - = : -
- Owvenarite events by daps
ol Policy-based Gos il
| Administrative Templates: Palicy © rﬁ' Ovenwrite events as neededI
| Preferences .
- -
= ¢ User Configuration Do ot owenanite events [clear log manually)
| Policies : Modifying thi_s zetting may affect compatibility with clients, services,
“ Preferences si.  and apph_cahons._ . .
- For more infarmation, see Betention method for security lag.
[B823653)
Coc [ coen | oo |
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(8) Open “Windows PowerShell.”

(9) Enter the command below to refresh group policy.

& Select Administrator: Windows Powershell

PS C:-%> gpupdate ~force
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

PS G:v>

(10) Enter the command below to generate server group policy report.
PS C:\>

2 Administrator: Windows Powershell =] E3
PS C:»> Get—GPResultantSetofPolicy —Computer WINZAAB-AD-ENG —Fath C:>tmp“WINZBBE-AD-ENG.html —Repur!!

RzopMode Logging

Mamespace SSHWINZB88-AD-ENGSRoot~Rzop NS61EAF2E3_A447_47C1_8CS5B_B392C5C323C2
LoggingComputer WIN2BB@8-AD-ENG

Logginglser NPFARTHER*Adninisztrator
LoggingMode Computer

For the red text, please enter the Windows AD server name and the folder path/file name.
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(11) Open the report and verify that your Windows AD server is applying the N-Partner Policy Group

Policy.

IPARTNER', WINZOOB-AD-ENG - Internet Explorer

Acoount Polices/Password Policy

Policy

Enforce passwaord history

Maximum password age

Minimum password age

Minimum password length

Password must meet complexity requirements
Store passwords using reversible encryption

Acoount Policies/Account Lockout Policy

Policy
Account lockout threshold

Acoount Policies/Kerberos Policy

Poiicy

Enforce user logon restrictions

Maximum lifetime for service ticket

Maximum lifetime for user ticket

Maximum lifetime for user ticket renewal

Maximum tolerance for computer dock synchronization

Local Policies/Audit Policy

Policy

Ludit account logon events
LAudit account management
Audit directory service access
Audit logon events

Audit object access

Audit policy change

Audit process tracking

Audit system events

Local Polices/User Rights Assignment

Policy

LAccess this computer from the network

x| 4+ 2 WPARTNERIWINZODE AD-ENG |

Setiing

24 passwords remembered
42 days

1days

7 characters

Enabled

Disabled

Setting
0 invalid logen attempts

Setting
Enabled
600 minutes
10 hours

7 days

5 minutes

Setting

Success, Failure
Success, Failure
Success. Failure
Success. Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure

Seifing
Everyone, Administrators, Authenticated Users, ENTERPRISE DOMAIN

Winning GPO

Default Domain Policy
Default Domain Policy
Default Domain Policy
Default Domain Policy
Default Domain Policy
Default Domain Policy

Winning GPO'
Default Domain Policy

Winning GPO

Default Domain Policy
Default Demain Policy
Default Domain Policy
Default Domain Policy
Default Domain Policy

Winning GPO

N-Partner Policy
N-Partner Policy
N-Partner Policy
N-Partner Policy
N-Partner Policy
N-Partner Palicy
N-Partner Palicy
N-Partner Policy

Winning GPO
Default Domain Controllers Policy
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3.3 Add a Non-Admin Account
3.3.1 Add Users

(1) Open “Windows PowerShell.”

&

Windows
PowerShell

(2) Enter the command below to add a new account.
PS C:\>

22 Administrator: Windows PowerShell

PE C:%> Mew—AdlUzer —Mame “npartner' —DisplayName "npartner” —-SamAccountMame “npartner' —-Description "N-Reporter WMI quer!
y account" —lUserPrincipalName “npartner@npartner.local" —AccountPassword (ConvertTo—SecureString “npartner" —AsPlainTe xt g
—force? -PasswordNeverExpires $True —Enabhled $True

PE C:zs2>

For the red text, please enter the account password and domain information.

(3) Enter the command below to view the account status.
PS C:\>

2 Administrator: Windows Powershell

PE C:~> Get—ADUser npartner —Properties MemberOf .PaszswordMeverExpires,Enabhled

CH=npartner,CH=Users . DC=npartner.DC=local
True

DiztinguishedHame
Enabled

GivenName

Memhbe »OFf

MHame

ObjectClass
ObjectGUID
PasswordHeverExpires
SamfAccountName
21D

Surname
UserPrincipalName

>

npartner

user

el1?hb478-d217-456c—7a58-6aSaef6l1B2ed

True

npartner
5-1-5-21-3971121133-1396569501-2382432048-1187

npartner@npartner.local
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3.3.2 Configure DCOM Permissions

(1) Open “Windows PowerShell.”

Windows
PowerShell

(2) Enter the command below to open component services.

22 Administrator: Windows Powershell

PSS C:%2> decomcnfg.exe
PS C=n>

(3) Edit Computer Properties

Expand folder “Console Root” -> “Component Services” -> “Computers,” right-click on “My Computer,”
and select “Properties.”

(¥} Component Services

%, File  Action  Wiew Window Help |_|5’|5|

R EENEREN = ==
[ Console Rook — Actions
0 Component Services

= | | Computers Computers
[ My Computer Mare Actions b
2] Event viewer (Local). Refresh all components
L, Services (Local)

Mew Window from Here

Properties

Help

Cpens the properties dialog box For the current selection.
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(4) Enable Permissions
Go to the “COM Security” tab, under Launch and Activation Permissions, click “Edit Limits.”

General I Option | Defzult Froperties
Defeull Protocols | COMSeauiy || MsDTC

Access Permissions

ou may edit who i allowed default access to applications. 'ou may
alzo zet limits on applications that determine their own permissions.

Caution: Modifving access permizsions can affect the ability
! . of applications to start, connect, function and.or run
US|

EdiLimits.. | EditDefaul.. |

i~ Launch and Activation Permizsions

ou may edit who is allowed by default to launch applications ar
activate objects. You may alzo et limitz on applications that
determine their own permisgions.

Caution: Modifving launch and activation permizgions can
affect the ability of applications o start, connect, function
anddar run zecurely.

Edit Limits... Edit Default...

Learm more about zetting these properties.

ar Cancel Apply

(5) Add DCOM User Permissions

Click “Add.”

Launch and Activation Permission

Security Limits |

GI'IZILII:I ar Uselr name:s:

52 Administratars [MPARTMERWAdministratars)
5%, Performance Log Users [NPARTHERMPerfarmance Log Us..
52 Distributed COM Users [NPARTHERDistributed COM Users)

Add...

Remove |

Permizzionz for Evenone Al Derny

Local Launch
Remate Launch
Local Activation

OoE0M™
ooon

Remate Activation

Learn about access control and permiszions

QK I Cancel
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(6) Enter your Username

Input your user account: npartner, click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups

Select thiz object type:

ILlsers, Groups, or Builk-in security principalz Object Types...

Fram thiz lacation:

Inpartner.lu:u:al Locations. ..

X

Enter the object names to select [examples]:

npartned

Advanced... |

(7) Set User Permissions

Select the user account: npartner, uncheck “Local Launch: Allow,” check “Remote Activation: Allow,” then

click “OK.”
Launch and Activation Permission E |
Security Limitz I

GTDUD Or LIEEr name:s:

52 Everpone

iniztAtors

i npartner [nparther@npartner. local]
, Ferrormance Log Users [NFaR THNERAFertarmance Log s
"13', Diizgtributed COM Uszers [MPARTHERDiztibuted COM U zers]

Add... | Remove |

Fermizzions for npartner Aillon Derm

Local Launch

Remate Launch
Local Activation

Oo0ooao

Femate Activation

| earn about access contol and permizsions

] I Cancel |
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(8) Click “OK.”
vy Computer properties ———————————Ed]

General I Options I Default Properties
Default Pratocals COMSecuity | MsDTC

—Access Permizsions

tou may edit who iz allowed default access to applications. rou may
alzo et limitz on applications that determine their awn permizsians.

Caution: Modifving access permiszionz can affect the ability
. of applications to start, connect, function and/or rwn
gecurey.

Edit Limits... Edit Default...

~ Launch and Activation Permiszionz

Y'ou may edit who iz allowed by defaulk to launch applications or
activate objects. rou may alzo zet limitz on applications that
determine their ownh permizsions.

Caution: Modifving launch and activation permizzions can
. affect the ability of applications to start, connect, function
and/or in zecurel.

EditLimits.. | Edit Default.

Learn mare about getting these properties.

k. | Cancel Apply

M7 N-Partner

83



3.3.3 Configure WMI Permissions
3.3.3.1 Set Event Log Permissions

(1) Open “Windows PowerShell.”

Windows
PowerShell

(2) Enter the command below to enable WMI control.

PS C:\>

2 Administrator: Windows Powershell

PS8 G:~» docomcnfg.exe
PS C:x>

B Administrator: Windows PowerShell [Hi[=] E3

PE C:2> wmimgmt _msc
PS C:n>

(3) Edit WMI Control

In “WMI Control (Local),” click =l (Properties).

= WmiMgmt - [Console Root WMI Control {Local)]

Configures and controls the
‘indows Management
Instrumentation (WL service,

File  Action Yiew Favortes ‘Window Help | 5]l
L = 7
[ Console Raot | Actions
" i Windows Management LI
i Instrumentation {WMI) ——
Maore Actions »
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(4) Edit CIMV2 Security

On the “Security” tab, expand folder “Root” -> “CIMV2,” then click “Security.”

WMI Control (Local) Properties 7| x|

Generall Backup.v'FEestnrel Securty .&dvancedl

Mamespace navigation allows you to set namespace specific security.

4
z
b DEFALLT
) directony
)1 Hardware
) Interop
10 InventoyLogging
) Microzoft
)1 MicrozoftctiveDirecton
)1 MicrozoftD fs
)1 MicrozoftDNS
A hap
) PEH
) Policy
1

R R R R e e e e Feo )

|ﬁ
E:U
=
|»

RSMF j

Security

] 8 I Cancel | Spply

(5) Add WMI User Permissions

Click “Add.”

Security for ROOTCIMY2 E

Security |

Group or uger names:

EAL ed L
52, LOCAL SERVICE
52 METwORK SERVICE
g,ﬁdministraturs [MPARTHER Adminiztratars)

[ Add... | Remove |
Permizzions for Authenticated
zers Al Deny
Execute Methods O =
Full 'wirite O O
Partial 'ite O O _
Provider ‘wiite O
Enable Account O -

For special permiszions or advanced settings, Advanced |
click Advanced. =

Learn about acces: control and permiszions

0k I Cancel | Apply
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(6) Enter User
Input your user account: npartner, click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups E E

Select thiz object type:

ILlsers, Groupsz, or Built-in security principals Object Types... |

Fram thiz lacation:

Inpartner.lucal Locations. .. |
Enter the object names to zelect [examples]:
Check Mames

nparther

Cancel

Advanced... |

4

(7) Set User Permissions

Select the user account: npartner, uncheck “Enable Account: Allow,” check “Remote Enable: Allow,” then

click “OK.”
Security for RODT'CIMY2 =]
SecLrty I

Group or uzer names:

52 Autherticated Users

52 LOCAL SERVICE

52 NETwWORK SERVICE

52 Adminiztrators [MPARTME RS dministrators]

npartner [nparther@nparther. local] I
Add... | Bemove |
Permizzionz far npartner Al Diery
Full w/rite o =
Fartial "rite O
Frosdider white O
Enable Account O =
Remate Enable O .

For special permizzions or advanced settings, Advanced |
click Advanced. =

L earn about access contral and permigsions

Cocel | oot |
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(8) Click “OK.”

WMI Control {Local) Properties EE |

Generall Backup/Festore  Security |.ﬁ.dvancedl

M amespace navigation allows pou to zet namespace specific secunty.

=) Root -
:---I__.I_| azpnet

- ) CIMW2

0 Chi

- ) DEFAULT

< 0 directany

< b Hardware

00 Interop

- )1 IrventoryLogging

- 0 Microzoft

- 0 MicrozoftdctiveDirectony
<0 MicrozoftDis

- 0 MicrozaftDME

<0 nap

- )y PEH

- ) Palicy

- 1 RSOP j

Security |

ok || s | o |
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3.3.3.2 Configure Permissions for Reading User Data

(1) Open “Windows PowerShell.”

PSS C:-*2 umimgmt .msc
PE C:n>

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select El (Properties).

= WmiMgmt - [Console Root',WMI Control {Local)]

= File Action Wiew Favorites  window  Help | _|5’|5|
= 2= dE
(] Consale Root Froperties B | Actions
h @l Windows Management M
| | ontrol (Local
k ' Instrumentation {WMI)
Maore Actions »

Configures and controls the
Windows Management
Instrumentation (WML service,
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(4) Edit LDAP Security

On the “Security” tab, expand “Root”-> “directory” -> “LDAP,” then click “Security.”

WMI Control (Local) Properties EE

General | Backupx’Hestor Advanced I

Mamezpace navigation allows pou to et namespace specific zecurity,

|E|---"JJ Hootl =
F-1) aspret
B0 CIMy2
-l Ch
[+-1 ) DEFALLT
=) directory
B |_[:|,-;-.,|:-
(E I ST T
-1 Interop
-1 1) IreventoryLogaing
-1 Microsoft
#-11) MicrozofthctiveDirecton e
-1 MicrosoftDfs
-1 ) MicrosoftDNS
H-1 ) nap
-1 PEH
[+~ Ij Prliru LI

Security

’TI Cancel | Apply

(5) Add WMI User Permissions

Click “Add.”

Security for ROOT  directory'LDAP

Security |

Group or LUser names:

§2 LOCAL SERVICE
52 METwORK SERYICE
Q?_ Adrniniztrators [MPARTMERMAdministrators)

[ Add... Bemove |
Pemizzions for Authenticated
Uszers Allow Derm
Execute Methods O =
Full virite O O
Fartial *Afrite: O o _
Provider \write (|
Enable Account (| -

For special permizsions or advanced settings, Advanced |
click Advanced. =

Learn about access control and permizsions

0k I Cancel | Apply
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(6) Enter Your Username

Input your user account name (in this example, it is “npartner”), click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups ﬂ E

Select thiz object type:

ILlsers, Groupz, or Buil-in security principalz Object Types...

From thig location:

N

Inpartner.lacal Locations. .

Enter the object names to zelect (examples);

nparther

Check Mames

Advanced... |

(7) Set Your User Permissions

Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check

“Remote Enable: Allow,” then click “OK.”

Security for ROOT directory' LDAP

SecLrty

Group o uger names:

51 Authenticated Users

52 LOCAL SERVICE

52 NETWORK SERVICE

SR Admiristrators INPARTNEBAdwinistrators]

l nparther [hparther@npartner. local]

Add... | Bemowve |
Permizzions for npartner Aillons Dery
Full 'write O O =
Fartial "Afrite O O
Frovider 'wite | O
E nable Account O O =
Fiemate Enable O .

For special permizzions or advanced settings, Advanced |
click Advanced. =

Learn about access control and permizsions

F, I Cancel | Apply |
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(8) Click “OK.”

WMI Control {Local) Properties EE I

Generall Backup/Festore  Securty |.-'1'-.|:|van|:eu:||
M amespace navigation allows you to et namespace specific zecurity.

=1 Foot =
-1 ) asphet
L Clk2
) Cli
)1 DEFAULT
El ) directory
- B
-1 ) Hardware
-0 Interop
-4 InvertoryLogging
-0 Microsoft
L1 MicrosoftdctiveDirectan —
L) MisrosoftDis
B0 MicrosoftDNS
lj hap
&), PEH
[+ 1y Prliru j

| Security I
Carcel | toty_|
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3.3.4 Configure Event Log read permissions

(1) Open Group Policy Management

) g
@]

Group Palicy
Managerent

(2) Edit the Group Policy Object

In the “N-Partner Policy” Group Policy Object, right-click and select “Edit.”

E Group Policy Management H=] 3
=L File  Action  View ‘Window Help | 18| =]
sl 2] Ealp , WERN ? B
_él Group Policy Management M-Partner Policy
= _%\ l;jao.re;;n?:;tner.local Scope | Detailsl Settingsl Delegationl
B 33 npartnerlacal Links
,.: Ciefault Domain Policy Display links in thiz location: Inpartner.lncal j
= 2| Domain Cantraollers
': Default Comain Contralle | The following sites, damainz, and OUs are linked to this GPO:
E = | Location = | Enfnrcedl Lirk. Enabledl Path
i HPER D oo Mo Yes npartner.local/D omain Contr
o | Servers
= Group Policy Objects Enforced
5 WMI Filers v Link Enabled | _'I
. ]| Starter GPOs Save Report. .. )
[ Sites
5B Group Policy Modeling Wig L
4 Group Policy Results Mew Window from Here can only apply to the following groups, users, and computers:
Delete I
Rename o
Refresh
Help
r
Add... Remaove | Froperties |
|
WMl Filtering
Thiz GPO iz linked to the following Wl filter:
|<n0ne> =l Dpen |
l | H
|Open the GPO editor |
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(3) Configure Log Settings

Click “Computer Configuration = Policies & Windows Settings - Security Settings - Local Policies -

User Rights Assignment.”

Select “Manage auditing and security log,” then click “Properties.”

l' Group Policy Management Editor
File  Action Wiew Help

[_[oIx]

&2 | FeIXE = HE

[ M-Partner Policy [WIN2008-A0-ENG, MPARTHER.L
[= & Computer Canfiguration
El || Palicies
Software Settings
Mame Resaolution Palicy
Shukdaown)

m Local Palicies

Audit Palic

User Rights Assignment
Security Oplions

jj Event Log

i.- ‘wired Metwork (IEEE 802.3) P
- Windows Fireweall with Sdvanc
j Metwork List Manager Policies
Zafl Wireless Network (IEEE 302.1
| Public Key Palicies
| Saftware Restriction Paolicies
| Metwark Access Prokection
| Application Contral Policies
g IP Security Palicies on Active [
| Advanced Audit Policy Configu
wly Policy-based Qos
| Administrative Templates: Policy defin
| Preferences
=1 4#, User Configuration
| Policies
| Preferences

7 Restricted Groups
5 System Services
1 Reqistry

4 File Swsterm

HEHFEBBB

| |

Policy = | Palicy setting -]
Back up files and directories Mok Defined
Evpass traverse checking Mot Defined
Change the system time Mok Defined
_hange the time zone Mok Defined
Create a pagefile Mok Defined
Create a token object Mok Defined
Create global objects Mok Defined
Create permanent shared objects Mok Defined
Create symbolic links Mot Defined
Debug programms Mok Defined
Dervy access to this computer From the network Mok Defined
Dent log on as a batch job Mok Defined
Deny log on as a service Mok Defined
Deny log on locally Mok Defined
Deny log an through Remote Desktop Services Mok Defined
Enable computer and user accounts to be trusted For delegation Mok Defined
Force shukdawn From a remote system Mok Defined
Generate security audits Mok Defined
Impersonate a client after authentication Mok Defined
Increase a process working set Mok Defined
Increase scheduling priority Mok Defined
Load and unload device drivers Mok Defined
Lock pages in memory Mok Defined
Log on a5 a batch job Mok Defined
Logon as A service Lok Diefined

Manage auditing and security log

Mok Defined

" Modify an object Tabel ot Defined
Modify firmware environment values Mok Defined
Perfarm wolume maintenance tasks Mok Defined
Profile single process Mok Defined
Profile system performance Mok Defined
Remove computer from docking station Mok Defined
Replace a process level token Mok Defined
Restare files and directories Mok Defined
Shiit dovn the swskem Mt Defined

4]
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(4) Add Audit Management User

Check “Define these policy settings,” then click “Add User or Group...”.

Manage auditing and security log Properties E |

Security Policy Setting | E =plait I

:;E. b anage auditing and security log

17 Defing these policy zettings:

Add Uzer or Group... Femave

k. I Cancel Apply

(5) Search for User

Click “Browse.”

ndduserorgrow K|

lzer and group names

|
|

1] 8 Cancel |
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(6) Enter User

Enter the user account: npartner - click “Check Names” - click “OK.”

Select Users, Computers, Service Accounts, or Groups ﬂ E

Select thiz object pe:

ILlsers, Groups, or Built-in zecurnity principals Object Types... |

From thiz location:

Inpartner.lncal Locations. .. |
Enter the object names o select [examples]:
| Check Names |

npartnel

Advanced... |

(7) Confirm User
Click “OK.”

Add User or Group |

IJzer and group names
INF'.L‘-.HTNEFEanartner

k. Cancel
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(8) Confirm Log Settings

Click “OK.”

Manage auditing and security log Properties EH |
Security Policy Setting | E «plain |

gg' Manage auditing and security log

¥ Define these policy settings:
HP&RTHER \npartner

Add User or Group.... I Hemove

(9) Open “Windows PowerShell.”
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(10) Enter the command below to update group policy settings:

PS C:\>
2 Select Administrator: Windows Powershell M=l B

PS C:=:> gpupdate force
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

PS C:\>
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3.3.5 Restart WMI Service

(1) Click “Windows PowerShell.”

Windows
PowerShell

(2) Restart WMI Service

Run the following command to restart the WMI service:
PS C:\>
& Adminiztrator: Windows PowerShell =] B3

PS5 C:»> Restart—Service —DizplayName "Windows Management Instrumentation' —Force
PS C:s>

(3) Check WMI Service Status

Verify the status of the WMI service:

2 Adminiztrator: Windows PowerShell [_ O]

PSS C:~2> Get—Service —DisplayMame "Windows Management Instrumentation® u
[

Name DizplavMame

Running Yinmgmt Windows Management Instrumentation
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3.4 Configure Firewall

(1) Open “Windows PowerShell.”

(2) Allow WMI Through the Firewall

Enable the Windows Management Instrumentation (WMI) firewall rule group:
PS C:\>

strator: Windows PowerShell

Uzer Policy update has completed successfully.
Computer Policy update has completed successfully.

PE C:~> netsh advfirewall firewall set rule group="windows management instrumentation <umi>" new enahle=yes

Updated 4 ruleds).

(3) Check WMI Firewall Rule Status

View the current WMI firewall rule status:
PS C:\>

trator: Windows PowerShell H=] E3 |

PS C:»> netsh advfirewall firewall show rule name=all | Select—string —pattern "Windows Management Instrumentation E!
text 8,2

> Rule Name: Windows Management Instrumentation <(DCOM—In>

Grouping: Windows Management Instrumentation (WMI>
LocallP: Any

RemotelP: Any

Rule Hame: Windows Management Instrumentation (WMI-In>

Grouping: Windows Management Instrumentation <(WMI>
LocallP: Any

RemotelIP: Any

Rule Hame: Windows Management Instrumentation (WMI-Out>
Enahled:

Grouping: Windows Management Instrumentation C(WMI>
LocallP: Any

RemotelIP: Any

Rule Hame: Windows Management Instrumentation (ASync—In)>

Enahled:

Grouping: Windows Management Instrumentation C(WMI>
LocallP: Any

RemotelP: Any
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(4) Configure Firewall to Allow Only N-Reporter IP to Query WMI

Restrict WMI access so that only the N-Reporter IP address is allowed:

strator: Windows Powershell

nt Instrumentation (DCOM-In)" new

ment Instrumentat ion (WMI-In)” new remoteips

ment  In=trumentat ion c-In)” mew remoteips

Note: Replace the IP address in red text with the N-Reporter IP address.

(5) Check WMI Firewall Configuration Status

Verify the updated WMI firewall rule settings:
PS C:\>

2 Administrator: Windows Powershell

advf irewall firewall show rule name=a B A ring pent Instrumentat ion® -c

Win L i ion (DCOM-In)

WM

(WHI-In)

WM

(M- 0ut )

WM

nt Instrumentat ion (WMI)
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4. Windows 2012

For detailed information on setting Windows audit policies, please refer to the “audit policy

recommendations link” in the preface.

4.1 Organizational Unit Settings

(1) Open “Active Directory Users and Computers.”

~7
td

Active Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Controllers, select “New,” and click “Organizational Unit.”

File Action View Help
e 2E 40/ XEdE BHm PeaTIih

| Active Directory Users and Com|| Name Type DC Type Site Description

b (] Saved Queries 1WIN2D12-A...  Computer GC Default-First-5i...
4 3 npartnerlocal

b [ Builtin

B [ Computers

n ; Bomaln Eontm“es'

4 ForeignSecurityPrin Delegate Control...
B[] Managed Service A

(2] Servers
B[] Users

Pre-create Read-only Domain Controller account...

Find...

I New Computer

p—
All Tasks Contact

View Group

InetOrgPerson

Refresh

Export List... mslmaging-PSPs

MSMQ Queue Alias
Organizational Unit
“Printer

User

Shared Folder

Properties

Help

Create a new chject...
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment.

-> Click “OK.”

ﬂ Createin:  npartnerlocal/Domain Controllers

[#] Protect container from accidental deletion

(4) Move the Server to your New Organizational Unit:
Select your organizational unit in “Domain Controllers” -> Right-click on the “WIN2012-AD-ENG” server.

Note: Please select the Windows AD host according to the actual environment. _> Click “Move.”

File Action View Help

e nE 8| XEd Bm PR TPER

] Active Directory Users and Com i Description
b ] Saved Queries | anizati

4 [ npartnerlocal o WIN2012-AD-ENG Computer G Default-First-5i...

b [ Builtin
- || Computers

2| Domain Controllers Reset Account

= Servers Move...

Add to a group...

I [ -] ForeignSecurityPrincipal: nage
b [ Managed Service Accour
@] Servers

All Tasks

B[] Users Cut

Properties

Maves the current selection to another crganizational unit.
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) under “Domain Controllers” -> Click “OK.”

Move object into container:

Elﬁ npartner
- Buitin
B

- | Managed Service Accounts

- | Users

(6) Verify the Server Has Been Moved to your New Organizational Unit:
Expand your organizational unit folder (in this example, it is “Servers”) under “Domain Controllers” and

confirm that the “WIN2012-AD-ENG” server has been moved.

File Action View Help
e aE OBz BE teaTE%

] Active Directory Users and Com|| Mame Type Site Description

b [] Saved Queries 1R WIN2012-AD-ENG Computer Default-First-5i...

4 3 npartnerlocal
B[] Builtin
L Computers

2| Domain Controllers|
[ Servers

[ Managed Service Accour
@] Servers

p [ Users
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4.2 Group Policy Settings

(1) Click “Group Policy Management.”

Group Palicy
Managerment

(2) In “Domain Controllers,” right-click on your organizational unit (in this example, it is “Servers”) and

select “Create a GPO in this domain and Link it here.”

=t

2L File Action View Window Help

e nE o XE . B =

ﬂ Group Policy Management Servers

4 ﬁ Forest: npartner.local

Linked Group Folicy Objects | Group Policy Inhertance | Delegation |

4 [£4 Domains
4 3 npartnerlocal
Eﬁ Default Domain Policy =
4 [3] Domain Controllers .
= Default Domain Contr
2 | Servers

—

I 2 Servers Create a GPO in this demain, and Link it here...

Link®rder

GPO

b [ Group Poli Link an Existing GPO...

[+ E WHMI Filters

Block Inherita
b (5] Starter GPC gek Innertance

b [ Sites Group Policy Update...

ti% Group Policy Mod Group Policy Modeling Wizard...
(& Group Policy Resu Mew Organizational Unit

View

Mew Window from Here

Delete
Rename

Refresh

Properties

Help

Enforced

Link Enabled

GPO Status

T
Bl

Create a GPO in this domain and link it to this container
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(3) Enter your Group Policy Object Name

Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)

Note: Create your GPO name according to the client's environment. Then click “OK.”

Mame:
M-Partner Palicy| I

Source Starter GPO:
| {none)

(4) Edit your Group Policy Object
In your group policy object, (in this example, it is “N-Partner Policy”)

right-click and select “Edit.”

=
5 File Action View Window Help

o= nE X6 B

‘J__a Group Policy Management N-Partner Policy
Fi ﬁ Forest: npartner.local Scope |Detais | Settings I Delegation |
4 [54 Domains Links

4 3 npartner.local ) A )
Eir Default Domain Policy Display links in this location:

4 21 Domain Controllers The following sites, domains, and OUs are linked to this GPO:
il Default Domain Contr|{| " = Efoced Lk Ensbled | Path

4 3] Servers Bl Servers No Yes npartnerlocal/Dom
N-Partner Policy | |||
I (2] Servers Edit...

I [ Group Pelicy Objects Enforeed B

b [ WM Filters _
b [ Starter GPOs EpkEpabled

b E‘a Sitec Save Report...
Eiﬂ Group Policy Modeling
(¢, Group Policy Results

| npartner Jocal

to the following groups, users, and computers:
View Y

New Window frem Here

Delete
Rename
Refresh

| | Properties

Help
WMI Filtering
Thiz GPO is linked to the following WM fiter:

[cone> Y |

Open the GPO editor
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Local Policies”-

> “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” “Audit directory

service access,” “Audit logon events,” “Audit object access,” “Audit policy change,” “Audit process

tracking,” and “Audit system events,” items -> Check “Define these policy settings”: Success, Failure. ->

Click “OK.”
z Group Policy Management Editor B 2
File Action View Help
o« 2nE XE =
= N-Partner Policy [WIN2012-AD-ENG.M | Palicy - Policy Setting
4 i Computer Configuration L_,,Audit account logon events Success, Failure
4 [ Policies L_R,Audit account management Success, Failure
I :_I Software Settings | Audit directory service access Success, Failure
| 4 || Windows Settings | ] Audit logon events Success, Failure
b [ Name Resolution Policy L_ﬂ,Audit object access Success, Failure
— Scriut.s (Start.upfShutdo i) Audit policy change Success, Failure
E i Securtty Settmgs_ 1 i,ﬁ\udit privilege use Mot Defined
b i Aecount Policies r@:hudit process tracking Success, Failure
4l L_ocal'Pohnes o] Audit system events Success, Failure
b 5 Audit Policy R i >
I User Rights Assi Audit logon events Properties I -
b | Security Option:
b ] Eventleg Security Policy Setting | Explain
I [ Restricted Groups _ )
b [ System Services 51'[' Audit logon events
b [ 4 Registry =l
b [ 4 File System
b :_,.J' Wired Network (IEE] [w] Define these policy settings
B[] Windows Firewall w Audit these attempts:
__ Metwerk List Manac ¥ Sucosss
b sl Wireless Metwork (Il
b (] Public Key Policies Failure
[+ || Software Restrictior
| Metwork Access Prc
|| Application Control
b 8, 1P Security Policies 1
|| Advanced Audit Po
I ulll Policy-based QoS
p [ Administrative Templates:
- | Preferences
a % User Configuration
I [ Policies
I | Preferences
< m > OK | Cancel Apply
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(6) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Event Log” ->
And click on “Maximum security log size” -> Check “Define this policy setting” -> Enter 204800 KB
Note: Please adjust the number based on the actual environment. _> Click “OK”

£ Group Policy Management Editor = | =] =
File Action View Help
s 7F XD 2
(£ M-Partner Policy [WIN2012-AD-ENG.Y | Policy - Policy Setting
a & Computer Configuration 17z Maximum application log size Mot Defined
4 | | Policies IES] Maximum security log size 204800 kilobytes |
B L Software Settings 5] Maximurm system log size Mot Defined

I 4 ] Windows Settingsl 1) Prevent local guests group from accessing application log Mot Defined

i | Mame Resolution Polic

12s| Prevent local guests group from accessing security log Mot Defined
= Scripts (Startup/Shutdo P local £ - | Mot Defined
| i Security Seftin 5| lzz) Prevent local guests group from accessing system log ot Define
. = q_ d 1) Retain application log Mot Defined
I+ _ﬁ Account Policies . . .
- . 1) Retain security log Mot Defined
I+ = Local Policies Retai ctem | Not Defined
1) Retain system log o ine
k - E?Emf Log Retention method for application lo Mot Defined
I a Restricted Groups - ) PP - 9 )
b [ System Services Retentﬁon method for security log Mot Deﬁned
b [ Registry 12| Retention method for system log Mot Defined
b L4 File System Maximum security log size Properties _
I+ faf Wired Network (IEEI
b ] Windows Firewall w Security Policy Setting | Explain |

| Metwaork List Manac
I gj Wireless Metwork (1|
i || Public Key Policies
I || Software Restrictior,
I Metwork Access Pre
- || Application Control

[= g IP Security Policies | 204800 =2 kilobytes

B Advanced Audit Po

Madmum security log size

.%”lﬁ

||E Define this policy setting I

b gl Policy-based Qo5 Modifying this setting may affect compatibilty with clisnts, services,
B [ Administrative Templates: ¢ and applications.
b 5] Preferences For mare information, see Maximum security log size. (Q823655)
a 2, User Configuration
p - Policies
B || Preferences

| ok |I| cancel Apply
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(7) Event Logs: Retention Method for Security Log
Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Event Log” ->
Click on “Retention method for security log” -> And check “Define this policy setting”-> Select “Overwrite

events as needed” -> Then click “OK.”

Group Policy Management Editor

b ] Advanced Audit Po
I uly Policy-based QoS
p [ Administrative Templates:
I | Preferences
4 i, User Configuration
I | Policies
I || Preferences

| (®) Overwrite events as needed |

4. and applications.

{Q823659)

() Do not overwrite events (clear log manually)
Modifying this setting may affect compatibility with clients, services,

For mare information, see Retention method for security log.

File Action View Help
L IEER EE
=[ N-Partner Policy [WIN2012-AD-ENG.P|| Policy - Policy Setting
s & Computer Configuration 1) Maximum application log size Mot Defined
4 [ Policies 12| Maximum security log size 204800 kilobytes
I-LTIM;} 15| Maximum system log size Not Defined
4[] Windows Setting l5s) Prevent local guests group from accessing application log Mot Defined
+ 8 N'a|_'ne el [ Prevent local guests group from accessing security log Mot Defined
Smpt_s (Start_up,-"Shuth 12| Prevent local guests group from accessing system log Not Defined
_ 12| Retain application log Mot Defined
b 58 Account Policies 15 Retain security lo hot Defined
. g
b & Local Policies Retain system lo Mot Defined
[ FventTog] e e o9 . e
b 4 Restricted Groups - Retention method for application leg Mot Defined
b [ System Services E&: F‘.etent[on method for security log As need_ed |
b [ Registry 12| Retention method for system log Not Defined
b La File System Retention method for security log Properties _
I 2of Wired Metwork (IEEI
B ] Windows Firewall w) Security Policy Setting | Bxplain
| Metwork List Manac
b E_j Wireless Network (I ;ﬁ' Retention method for security log
b [ Public Key Policies =L
b ] Software Restrictior|
[ Metwork Access Prc | Define this policy setting |
b || Application Control O Ovenwrite events by days
b & IP Security Policies

ok ||| cancel

Apply

(8) Open “Windows PowerShell.”

Windows
PowerShell
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(9) Enter the command below to refresh group policy.

(10) Enter the command below to generate server group policy report.
PS C:\>

) Administrator: Windows PowerShell |;|i-

Get-GPResultantSetofPolicy -Computer WIN2012-AD-ENG -Path C:\tmp\WIN2012-AD-ENG.htm]l -ReportType html

RsopMode gging N
Namespace \\WIN2012-AD-ENG\Root\Rsop\NS4C75AABC_CY9AA_4C21_BD09_1232169263DE

LoggingComputer WIN2012-AD-ENG
LoggingUser NPARTNER\administrator
LoggingMode Computer

For the red text, please enter the Windows AD server name and the folder path/file name.

(11) Open the report and verify that the Windows AD server is applying the N-Partner Policy Group Policy.

N ey
()G )| £] Ctmp\WIN2012-AD-ENG bt p-c || & NPARTNER\WIN2012-AD-E... ‘ | Aok
\ s
Security Settings ~
Account Policies/Password Policy

Policy Setting Winning GPO

Erforce password history 24 passwords remembered Default Domain Policy

Mazximum password age 42 days Default Domain Policy

Minimum password age 1 days Default Domain Policy

Minimum password length 7 characters Default Domain Policy

Password must meet complexity requirements Enabled Default Domain Policy

Store passwords using reversible encryption Disabled Default Domain Policy

Account Policies/Account Lockout Policy
Policy Setting Winning GPO
Account lockout threshold Dinvalid logon attempts Default Domain Policy
Account Policies/Kerberos Policy

Policy Setting Winning GPO

Erforce user logon restrictions Enabled Default Domain Policy
Mazimun lifetime for service ticket G600 minutes Default Domain Policy
Mazdimum Ifetime for user tickst 10 hours Default Domain Policy
Maxdmunm lifetime for user ticket renewal 7 days Default Domain Policy
Mazdmum tolerance for computer clock synchronization 5 minutes Default Domain Policy

Local Policies/Audit Policy

Policy Setting Winning GPO
Audit account logon events Success, Failure W-Partner Palicy
Audit account management Success, Failure W-Partner Policy
Audit directory service access Success, Failure W-Partner Policy
Audit logon events Success, Failure N-Partner Policy
Audit object access Success, Failure M-Partner Policy
Audit policy changs Success, Failure M-Partner Policy
Audit process tracking Success, Failure N-Partner Policy
Audit system events Success, Failure M-Partner Policy

Local Policies/User Rights Assignment

Policy Setting Winning GPO
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4.3 Add a Non-Admin Account
4.3.1 Add Users

(1) Open “Windows PowerShell.”

&

Windows
Powershell

(2) Enter the command below to add a new account.
PS C:\>

=) Administrator: Windows PowerShell I;Ii-

PS C:\> New-AdUser -Name "npartner" -DisplayName "npartner" -SamAccountName "npartner” -Description "N-Reporter WMI
account” -UserPrincipalName “npartner@npartner.local” -AccountPassword(ConvertTo-Securestring "npartner” -AsPlain

—-force) -PasswordNeverExpires $True -Enabled $True

Ps

For the red text, please enter the account password and domain information.

(3) Enter the command below to view the account status.

e Administrator. Windows PowerShell I;Ii-
P

C:\> Get-ADUser npartner -Properties MemberOf,PasswordNeverExpires,Enabled

DistinguishedName : CN=npartner,CN=Users,DC=npartner,DC=1ocal
Enabled : True

GivenName 3

lemberof

Name

)bjectClass

)bjectGUID : 95571959-fad6-41d9-9e28-0ea76bd1ld6F2
PasswordNeverExpires : ue

mAccountName : npartner _ _

D : 5-1-5-21-634504633-3093900228-1641980093-1110
Surname :

UserPrincipalName : npartner@npartner. local
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4.3.2 Configure DCOM Permissions

(1) Open “Windows PowerShell.”

Windows
PowerShell

(2) Enter the command below to open component services.

PS C:\>
| - | O -

X

Administrator: Windows PowerShell

dcomcnfg. exe

(3) Edit Computer Properties

Expand folder “Console Root” -> “Component Services” -> “Computers,” right-click on “My Computer,”

and select “Properties.”

By

. File Action

Component Services

View Window Help

e nmE XE G| BE D[R]

_|:|-

[_1 Console Root MName Actions
4 . Component Services " icati
emp | COM+ AFIFI“ICEtIDﬂS My Computer -
4 | | Computers | DCOM Cenfig More Acti b
b e My ':':'”"F”-'tef__ | Running Processes ore Actions
- {2 Event Viewer (Local) | Refresh all components
I Ln Services (Local)
View r
Mew Window from Here
Export List...
| Properties |
! Help
< m >
Opens the properties dialog box for the current selection.
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(4) Enable Permissions

Go to the “COM Security” tab, under Launch and Activation Permissions, click “Edit Limits.”

General I i | Properties
Default Protocols COM Security MSDTC

Access Pemmissions

You may edt who is allowed default access to applications. You may
also set limits on applications that detemine their own permissions.

Caution: Modifying access pemmissions can affect the ability
of applications to start, connect, function and.er run
securely,

| Edtlmts.. | | Edit Defaut..

Launch and Activation Permissions
You may edt who is allowed by default to launch applications or

activate objects. You may also set limits on applications that
determine their own pemissions.

Caution: Modifying launch and activation pemmissions can
affect the ability of applications to start, connect, function
and/or run securely.

Leam more about setting these properties.

(5) Add DCOM User Permissions
Click “Add.”

Security Limits

Group or user names:
Everyone
ALL APPLICATION PACKASES
52, Administrators (NPARTMER \Administrators)
%F‘erforrnance Log Users (WPARTNER\Peformance Log Us...
% Distributed COM Users (NPARTNER Distributed COM Users)

—

Permizsions for Everyone

Allow
Local Launch [w]
Remote Launch |
Local Activation [w]
Remote Activation |
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(6) Enter your Username
Input your user account: npartner, click “Check Names,” then click “OK.”

Select this object type:

| Users, Groups, or Builtin security principals

From this location:

| npartner local

(7) Set User Permissions
Select the user account: npartner, uncheck “Local Launch: Allow,” check “Remote Activation: Allow,” then
click “OK.”

Security Limits

GI'CIIJFI ar user names:

52, Administrstors (NPARTNER Administrators)
% F'erfurrnance Log Users {NF‘AHTNEH\F'erFurman::e Lng Il

Permissions for npartner

Faca'l Launch
Remote Launch
Local Activation

ﬁemnte Activation
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(8) Click “OK”

General | Options | Defautt Properties

Defautt Protocols |~ COMSecuity | MSDTC

Access Pemissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own pemissions.

Caution: Modifying access pemissions can affect the ability
of applications to start, connect, function and./or un

gecurehy.

| Edtlmis.. | | Edit Defaut.

Launch and Activation Pemissions

fou may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own pemissions.

Caution: Modifying launch and activation pemissions can
affect the ability of applications to start, connect, function
and.for nn securely.

| Edtlmis.. | | Edit Defau.

Leam mare about setting these properties.

| -
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4.3.3 Configure WMI Permissions
4.3.3.1 Set Event Log Permissions

(1) Open “Windows PowerShell.”

Windows
PowerShell

(2) Enter the command below to enable component services.
PS C:\>

X Administrator: Windows PowerShell \;‘i-

> wmimgmt.msc

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

WmiMgmt - [Console Root\WMI Control (Local)] =0 -
& File Action View Favorites Window Help !Eu
&= 7 E B
([ Console Root | . Actions
WMI Control (Local i i, Windows Management
ﬁ ( :Ii-L Conn;::“another computer:a.? Wi Control (Local) -
More Actions »
View ys
Mew Window from Here | service.
MNew Taskpad View...
Properties
Help
Opens the properties dialog box for the current selection.
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(4) Edit CIMV2 Security

On the “Security” tab, expand folder “Root” -> “CIMV2,” then click “Security.”

|Generd|Badﬂ.p.-"H&d

MNamespace navigation allows you to set namespace specific security.

- 47 DEFAULT

L‘I'J directany

[+~ 1 Hardware
ILJJ Interop

LJ'_] InventoryLogging

LJJ Microsoft

- 41 MicrosoftActive Directony
-1) MicrosoftDfs

~| &) MicrosoftDNS

_ LJ'_] msdtc

L‘I'J nap

LJJ Policy

- 11 RSOP

-

(&)

[

[+

[+

i

(5) Add WMI User Permissions

Click “Add.”

Securty

Gmup Or User names:

Authenticated Users
52, LOCAL SERVICE
2, NETWORK SERVICE
52, Administrators (NPARTNER" Administrators)

Pemissions for Authenticated
|Users

Execute Methods
Full Write

Partial Write
Provider Write
Enable Account

|RIEIOOE

For special pemissions or advanced settings,
click Advanced.
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(6) Enter User
Input your user account: npartner, click “Check Names,” then click “OK.”

Select this object type:

| |Users, Groups, or Built4in securty principals

From this location:
| npartner local

Enter the object names to select (eamples):

(7) Set User Permissions
Select the user account: npartner, uncheck “Enable Account: Allow,” check “Remote Enable: Allow,” then

click “OK.”

Securty

GI’OIJD Or User names:

2 Authenticated Users

5% LOCAL SERVICE

52 NETWORK SERVICE

52, Administrators (NPARTNER \Administratars)
3 npartner {npatner@npartner local)

Permigsions for npartner

Partial Write
Provider Write
able Accourt
ote Enable
ad Securty

]DDDDDE’

For special permissions or advanced settings,

click Advanced.
o e oo ]

E
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(8) Click “OK”

| General | Backup/Restore | Security | Advanced |

Mamespace navigation allows you to set namespace specific security.

=/ 40 Root
#-| )1 AccessLogging

Imterop
ImventaryLogging
Microsoft
Microsoft Active Directony
Microsoft Dfs

Microsoft DM

18 A&7 N-Partner
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4.3.3.2 Configure Permissions for Reading User Data

(1) Open “Windows PowerShell.”

Windows
PowerShell

(2) Enter the command below to enable WMI Control.

e Administrator: Windows PowerShell M

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

=) WmiMgmt - [Console Root\WMI Control (Local]] = [ = -
& File  Action View Favorites Window Help !EH
@ zE 5 3
([ Console Root B Actions
WMI Control (Local) | @k Windows Management
= Cocnl - =9 WMI Control (Local) -
Connect to another computer ...
Meore Actions [
View s
Mew Window from Here | service.
MNew Taskpad View...
Properties
Help
Opens the properties dialog box for the current selection.
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(4) Edit LDAP Security

On the “Security” tab, expand “Root”-> “directory” -> “LDAP,” then click “Security.”

|Eenerd|Eladﬂpr&d

Namespace navigation allows you to set namespace specific security.

InwentonyLogging
Microsoft

Microsoft Active Directony
Microsoft Dfs

Microsoft DNS

medtc

nap

Pailirs

(5) Add WMI User Permissions
Click “Add.”

Security

Group or user names:
Authenticated Users
82, LOCAL SERVICE
% NETWORK SERVICE
%Mministmtars (MPARTMER"Administratars)

=)
Pemissions for Authenticated

lsers

=

o

Execute Methods
Full Write

Partial Write
Provider White
Enable Accourt

[NESHCY Y

For special pemmigsions or advanced settings,
click Advanced.
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(6) Enter Your Username

Input your user account name (in this example, it is “npartner”), click “Check Names,” then click “OK.”

Select this object type:

| lUsers, Groups, ar Builtin security principals

From this location:

| npartner local

npartner

(7) Set Your User Permissions

Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check

“Remote Enable: Allow,” then click “OK.”

Securty

GI’OIJI] ar user names:

82, Muthenticated Users

53, LOCAL SERVICE

52 NETWORK SERVICE

52, Administrators (NPARTNER Administrators)
& npartner (npartner@npartner local)

Permissions for npartner

Full Write:
Partial Write
Provider Write

Ea‘b‘f& Accourt

]DDDDDE

For special pemissions or advanced settings.
click Advanced.

E
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(8) Click “OK”

| General | Backup/Restore | Security | Advanced |

Mamespace navigation allows you to set namespace specific security.

E- 41 Root

- )] AccessLogging
-4 CIMvz

- Cli

-L )1 DEFAULT
directony

A
Hardware
Interop
InventoryLogging
Microsoft
Microgoft Active Directory
Microgoft Dfs
Microsoft M5
madtc

nap

Palicar

IIIHHHHQ

EEEEEEEEEE nE

| Security |

=)
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4.3.4 Configure Event Log Read Permissions

(1) Open “Group Policy Management.”

tJ

Group Policy
Management

(2) Edit the Group Policy Object

In the “N-Partner Policy” Group Policy Object, right-click and select “Edit.”

=t

2 File Action View Window Help
e 2@ Xc| @

ﬂ Group Policy Management N-Partner Policy
4 ﬁh Forest: npartner.local Scope |Detds| Setti | Delegation |
4 (54 Domains .
Links
4 3 npartnerlocal ) N o
E=E_.|' Default Domain Policy Display links in this location: |npartner.|oca|

4 [2| Domain Controllers The following sites, domains, and OUs are linked to this GPO:
IfE.T Default Domain Contr

Link Enabled Path
Yes npartner local/Daom

i [=r Group Policy Objects

[+ E WMI Filters )

b @ Starter GPOs Link Enabled

I+ Ea Sites Save Report...

E?ﬂ Group Policy Modeling
[% Group Policy Results

nTorced |}|

o the following groups, users, and computers:
View -

Mew Window from Here

Delete
Rename

Refresh

Properties

Help
WMI Filtering
This GPO is linked to the following WMI fitter:

[<one> Y] |

Open the GPO editor
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(3) Configure Log Settings

“Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” - “Local Policies”

- “User Rights Assignment”

Select “Manage auditing and security log,” then click “Properties”.

File Action View Help

e« 2E XE= HE

& Computer Configuration

B || Mame Resolution Policy
=] Scripts (Startup/Shutdown)

[ = Security Options
I Ej Event Log
i [ Restricted Groups
b [ System Services

b (& Registry

[ 3 File System

[ iﬂ Wired Metwork (IEEE 802.3) Pol

B2 Windows Firewall with Advanc
7] Metwork List Manager Policies

[+ ;d Wireless Network ([EEE 802.11)

B 71 Public Key Policies

B 7] Software Restriction Policies

B || Metwork Access Protection

= Y " T

| >

Y

Policy

Policy Setting

\:| Enable computer and user accounts to be trusted for delega... Mot Defined

1| Force shutdown from a remote system
1| Generate security audits

1| Impersonate a client after authentication
1| Increase a process working set

1| Increase scheduling priority

1% Load and unload device drivers

1| Lock pages in memory

1| Log on as a batch job

io| Log on as a service

it)| Manage auditing and security log
s Modify an object label
17| Modify firmware environment values
1] Perform volume maintenance tasks
1| Profile single process
1| Profile system performance
1s| Remowve computer from docking station
1| Replace a process level token
1) Restore files and directories
12| Shut down the system
1| Synchronize directory service data
1| Take ownership of files or other objects

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

<] m
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(4) Add Audit Management Users

Select “Define these policy settings,” then click “Add User or Group....”

Securty Policy Setting | Explain |

3 Manage audting and security log

E}eﬁne these policy settings:]

(5) Search for Users

Click “Browse.”
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(6) Enter the User

Enter the user account (example: npartner) = click “Check Names” - click “OK.”

Select this object type:

|Users. Groups, or Builtin securty principals
From this location:

|rpa‘tner]ocd

Enter the object names to select (=

(7) Confirm the User

Click “OK.”

User and group names
NPARTMER \npartner

_ AJN-Partner



(8) Confirm Logging Settings

Click “OK” to apply the configuration.

Manage auditing and security log Properties \L-

Security Palicy Setting | Explain |

:—_|§| Manage auditing and securty log

Define these policy settings:

NPARTMER npartner

Add User or Group... Remove

oK ||| cancel || Appy |

(9) Click “Windows PowerShell.”

Windows
PowerShell

(10) Enter the command to update group policy:
PS C:\>
ey Administrator: Windows PowerShell I;Ii-

:\> Invoke-GPUpdate -RandomDelayInMinutes 0 -Force
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4.3.5 Restart the WMI Service

(1) Click “Windows PowerShell.”

Windows
PowerShell

(2) Enter the command below to restart the WMI service:
PS C:\>

Administrator: Windows PowerShell I;Ii-

Waiting for service 'User Access Logging Service (UALSVC)' to start...

(3) Enter the command below to Verify the WMI service status:
PS C:\>

ey Administrator: Windows PowerShell \;Ii-

PS C:\> Get-Service -DisplayName "Windows Management Instrumentation™

Status Name DisplayName

Running Winmgmt Windows Management Instrumentation
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4.4 Configure the Firewall

(1) Open “Windows PowerShell.”

Windows
PowerShell

(2) Enter the command below to configure the firewall to allow only the N-Reporter IP to query WMI:
PS C:\>

e Administrator. Windows PowerShell Hi-

S C:\> Set-NetFirewal IRule -DisplayGroup "Windows Management Instrumentation (WMI)" -RemoteAddress 192.168.8.184 -Enablj§
d True
S C:\> o

Enter the N-Reporter system IP address in the red text.

(3) Enter the command below to verify the WMI firewall rule status:
PS C:\>

kY Administrator: Windows PowerShell \;li-

Get-NetFirewallRule -DisplayGroup "Windows Management Instrumentation (WMI)" -Direction Inbound | Format-Table -
Property MName,DisplayName,DisplayGroup,@{Name="RemoteAddress';Expression={($PSItem | Get-NetFirewallAddressFilter).Remot
eAddress}},Enabled,Direction,Action

Name DisplayName DisplayGroup RemoteAddress Enabled Direction Action

MI-RPCSS-In-TCP Windows Manag... Windows Manag... 192. 8 r Inbound Allow

MI-WINMGMT-In. .. Windows Mana . Windows Manag 92. 8 s Inbound Allow
MI-ASYNC-In-TCP Windows Manag... Windows Manag... 192.168.8.18 . Inbound Allow
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5. Windows 2016

For detailed information on setting Windows audit policies, please refer to the “audit policy

recommendations link” in the preface.

5.1 Organizational Unit Settings

(1) Open “Active Directory Users and Computers.”

&

Active Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Controllers, select “New,” and click “Organizational Unit.”

] Active Directory Users and Computers - O *
File Action View Help

e’ | aF B8 XEdz HEI2RETER

: Active Directory Users and Com|| Name Type Site Description

| Saved Queries I WIN2016-AD-ENG  Computer Default-First-Si...
v 5 npartnerlocal

| Builtin

| | Computers

e =
2| Domain Controllersl

= FUFEiQ”SECUFiWP"i”I Delegate Control...

-] Managed Service A Pre-create Read-only Domain Centroller account...

Find...

3| Servers
| Users

New Computer

All Tasks Contact

View Group

InetOrgPerson
Refresh

Export List...

msD5-5hadowPrincipalContainer
mslmaging-PSPs

Properties MSMQ Queue Alias
Organizational Unit

Help

Printer
Uzer

< Shared Folder

Create a new object...
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit’s name according to the actual environment.

-> Click “OK.”

Mew Object - Organizational Unit

Createin:  npartner local/Domain Controllers

Name:

i
|| Servers|

Protect container from accidental deletion

(4) Move the Server to your New Organizational Unit:

Select your organizational unit in “Domain Controllers” -> Right-click on the “WIN2016-AD-ENG” server.

Note: Please select the Windows AD host according to the actual environment. -> Click “Move”

] Active Directory Users and Computers - O X
File Acticn View Help
o9 2@ 40| XEhE HEeETY 2

: Active Directory Users and Com || Mame Type i Description

| Saved Queries

v 3 npartner.local
| Builtin

| Computers

Servers Organizational...
WINZ2016-AD-ENG ~ Computer

Add to a group...

~ = Domain Controller;l Reset Account

=] Servers Move...

| ForeignSecurityPrincipal: Manage
| Managed Service Accour

=1 Servers All Tasks

| Users Cut

£ >

Moves the current selection to another organizational unit.
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) under “Domain Controllers” -> Click “OK.”

Move

Move object into container:

=23 npartner
#- "] Buittin
| Computers
| Domain Controllers

| Managed Service Accounts
: 2| Servers
b | Users

(6) Verify the Server Has Been Moved to your New Organizational Unit:
Expand your organizational unit folder (in this example, it is “Servers”) under “Domain Controllers” and

confirm that the “WIN2016-AD-ENG” server has been moved.

] Active Directory Users and Computers — O x
File Action View Help

2|2 8 XEC HR P eETHEY

: Active Directory Users and Com|| pame Type DC Type Site Description

| Saved Queries IEIWINZD16-AD-ENG  Computer GC Default-First-5i...
w i npartnerlocal

| Builtin
| Computers
%~ 2| Domain Controllers

o | Servers

. ForeignSecurityPrincipal:

| Managed Service Accour
o | Servers
| Users
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5.2 Group Policy Settings

(1) Click “Group Policy Management.”

(o

Group Policy
Management

(2) In “Domain Controllers,” right-click on your organizational unit (in this example, it is “Servers”) and

select “Create a GPO in this domain and Link it here.”

& Group Policy Management

& File Action View Window Help

&= 57 8|XE |

2 Group Policy Management Servers

b _‘ﬂm Forest: npartner.local Linked Group Policy Objects  Group Policy Inhertance  Delegation
v [ 55 Domains

v Z3 npartner.local Link Order GPO Enforced Link Enabled GPO Statuy

s/ Default Domain Policy
2| Dornain Controllers
[ Default Domain Co

W

2 Servers Create a GPO in this domain, and Link it here...

5 Group Poli Tink an Existing GPO...
& WMI Filter:

[ Starter GPC
i@ Sites Group Policy Update...

Block Inheritance

r_. Group F'nlfcy Mod Group Policy Modeling Wizard...
« Group Policy Resu o )
- MNew Organizational Unit

View
Mew Window from Here

Delete
Rename

Refresh

Properties

“ Help
Create a GPO in this domain and hink it to this container
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(3) Enter your Group Policy Object Name

Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)

Note: Create your GPO name according to the client's environment.
Then click “Edit.”

Mew GPO >

MName:
| M-Partner Palicy|

Source Starter GPO:
{none) -

Cancel

(4) Edit your Group Policy Object
In your group policy object, (in this example, it is “N-Partner Policy”)

right-click and select “Edit.”

'L Group Policy Management

Action  View Window Help

12 File

&9 | 7nE Xac|lHF

|54 Group Policy Management N-Partner Policy
Scope  Detals  Settings
Links
Display links in this location:

w _ﬁ Forest: npartner.local Delegation

v 54 Domains

v 3 npartner.local
[

A

Default Domain Policy npartner local

w 2| Domain Controllers

The following sites, domains, and Ols are linked to this GPO:

s/ Default Domain Contry =
—~ Location

| Servers
|21 Servers

Edit...

W

| = M-Partner Policy,

o | Servers

= Group Policy Objects Enforced

Enfarced Link Enabled
Mo es

Path

npartner loc

% WMI Filters

E Starter GPOs Link Enabled

[ Sites Save Report...

to the following groups, users, and computers:

J|-_'. Group Policy Modeling View -
+ Group Policy Results
- Mew Window from Here

Delete

Rename

Refresh

Properties

Help
I his GF0 is linked to the tollowing WM fiter:

<naone
£

Open the GPO editor
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” -> “Policies” -> “Windows Settings” -> “Security Settings” ->
“Local Policies”-> “Audit Policy.” And click on “Audit account logon events,” “Audit account management,”
“Audit directory service access,” “Audit logon events,” “Audit object access,” “Audit policy change,” “Audit
process tracking,” and “Audit system events,” items -> Check “Define these policy settings”: Success,

Failure. -> Click “OK.”

P

=

File Action View Help

e #FHXE = HE

=[] M-Partner Policy [WIN2016-AD-ENG, Palicy Policy Setting
b @ Computer Cenfiguration

E.Audit account legon events Success, Failure

~w || Policies
| Software Settings
| v || Windows Settinq;l
| Mame Resolution Polii
=] Scripts (Startup/Shutd
= Deployed Printers =
|v =, Security Settinqd | Audit privilege use Mot Defined
jﬂ Account Policies ||| Audit process tracking Success, Failure
v f| Local Policies L] Audit systemn events Success, Failure
i Audit Policy Audit logon events Properties ? =
j User Rights Asg
| Security Optior Securty Policy Setting | Explain
iH Ewventlog
7 Restricted Groups

;] Audit account management Success, Failure]

;) Audit directory service access Success, Failurel

. Audit logon events Success, Failure]

E,Audit ohject access Success, Failurel

i Audit policy change Success, Failure]

Hg. Audit logon events

7 System Services =87
7 Registry
4 File System Define these policy settings

2o Wired MNetwork (IE| Audit these attempts:

| Windows Firewall

| Metwork List Mang Success
Zall Wireless Network { Failure
| Public Key Policies
| Software Restrictio
| Application Contry
g IP Security Policies
| Advanced Audit Py

ol Policy-based QoS
| Administrative Templates

| Preferences

v 4 User Configuration

| Policies
| Preferences
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(6) Event Logs: Maximum Size of Security Log
Expand folder “Computer Configuration” -> “Policies” -> “Windows Settings” -> “Security Settings” ->
“Event Log” -> “Settings for Event Logs”-> And click on “Maximum security log size” -> Check “Define this

policy setting” -> Enter 204800 KB
Note: Please adjust the number based on the actual environment. _> Click “OK”

P
=

File Action View Help
o= | 2@ XE | H
[ M-Partner Policy [WIN2016-AD-EMNG, Policy Policy Setting

[ & Computer Configuration iy Maximum application log size Mot Defined

v [ Policies Maximum security log size 204800 kilobytes I

L [ Windows Settings 5 Maximum system log size Not Defined
- Mot Defined

T Name Resalation Poli | Prevent local guests group from accessing application log

= Scripts (Startup/Shutd

i

| Prevent local guests group from accessing security log Mot Defined
Prevent local guests group from accessing systemn log Mot Defined

Deployed Printers .

Iﬁm | Retain application log Mot Defined
EH Account Palicies | Retain security log Mot Defined
= ici | Retain systemn log Mot Defined

3 j Event Log | Retention method for application log Mot Defined

| Retention method for security log Mot Defined

4 System Services | Retention method for system log Mot Defined

1 Registry

2. File System Maximum security log size Properties

2of Wired Network (IE|

| Windows Firewall 1 Security Policy Setting | Explain

| Metwork List Mang

;;llg Wireless MNetwork |

~| Public Key Policies

—j Software Restrictio | Define this policy setting |

_| Application Contre

B P Security Policies
'g; Advance?.ﬂ\udit B 204800 2 kalobytes
ol)y Policy-based QoS
~| Administrative Templates Modifying this setting may affect gompatibility with clients, services,

| Preferences L e

::lg' Maximum security log size

. . For more irrforrnaiion, see Maximum security log size. (3823653)
w 4% User Configuration

| Policies
| Preferences
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(7) Event Logs: Retention Method for Security Log
Expand folder “Computer Configuration” -> “Policies” -> “Windows Settings” -> “Security Settings” ->
“Event Log” -> Click on “Retention method for security log” -> And check “Define this policy setting”->

Select “Overwrite events as needed” -> Then click “OK.”

P

File Action View Help
= HEIXE = HE

[ N-Partner Policy [WIN2016-AD-ENG, Palicy Palicy Setting
v i Computer Configuration

w || Policies
Software Settings

|v | Windows Settingsl

| Name Resolution Poli
| Scripts (Startup/Shutd
= Deployed Printers ; i )
|V % Security Settingsl | Retain application log Mot Defined
> o Account Policies | Retain security log Mot Defined
= i | Retain system log Mot Defined

| Maximurn application log size Mot Defined
| Maximum security log size 204800 kilobytes
| Maximum system log size Mot Defined

| Prevent local guests group from accessing application log Mot Defined
| Prevent local guests group from accessing security log Mot Defined
| Prevent local guests group from accessing system log Mot Defined

5 j Event Log Retention method for application log Mot Defined
; etention method for security log As needed

2 System Services " Retention method for system log Mot Defined
2 Registry
&, File System Retention method for security log Properties
i; Wired Metwork (1El
| Windows Firewall 1
- Metwork List Manaz
Zalf Wireless Network |
| Public Key Policies
- Soft\;trarel Restrictio | Define this policy setting |
| Application Contr
g IP Security Policies (O Ovenwrite events by days
1 Advanced Audit P | (®) Overwrite everts as nesded
uliy Policy-based QoS

| Administrative Templates

Security Policy Setting | Explain

::lg. Retention method for security log

=

() Do not overwrite events (clear log manually)

Maodifying this setting may affect compatibility with clients, services,
2 ) . v and applications.
v i, User Configuration For more information, see Retention method for security log.

| Policies (2823655)

| Preferences

| Preferences
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(8) Open “Windows PowerShell.”

Lo
Windows
PowerShell

(9) Enter the command below to refresh group policy.

PS C:\>

EN Administrator: Windows PowerShell — O >
5oL Invoke-GFTpdate

(10) Enter the command below to generate server group policy report.
PS C:\>

EN Select Administrator: Windows PowerShell — O >
Get-GPResul tantietof Policy WINZ016-A10-ERG Contmp WWINZ016-AT- ENG

For the red text , please enter the Windows AD server name and the folder path/file name.

138 &7 N-Partner



(11) Open the report and verify that the Windows AD server is applying the N-Partner Policy Group Policy.

2| CMmp WIN2016-ENG.html
Account Policies/Account Lockout Policy

Pohcy

Account lockout threshold
| Policies/Audit Poli
Policy

Audit account logon events

Public Key Policies/Encrypiing File Sy=tem
———

£ - ¢ | & NPARTNER\WIN2016-ENG

Setting
0 invalid logon attempts:

Setting

Success, Failure

Update and manage certificates that use certificate templates from Active Directory

Audit account management Success, Failure
Audit logon events Success, Failure
Audit object access Success, Failure
Audit system events. Success, Failure
Network Access
Policy Setting
Network access: Allow anonymous SID/Mame translation Disabled
Network Secunty
Palicy Setting
Network security: Do not store LAN Manager hash value on next password  Enabled
change
Network security: Force logoff when logon hours expire Disabled
Event Log
Policy Setting
Maximum security log size 204800 kilobytes
Retention method for security log As needed
Public Key Policies/Certificate Services Client - Auto-Enrollment Settings
Policy Setfing
Automatic certificate management Enabled
Option
Enrell new certif . renew expired o . process pending certificate reguests and remove revoked
certificates

Setting
Disabled

Disabled

Wnning GPO
Default Domain Policy

Wanning GPO

N-Partner Policy
N-Partner Policy
N-Partner Policy
N-Partner Policy
N-Partner Policy

Winning GPO
Default Domain Policy

Winning GPO

Default Domain Policy

Default Domain Policy

Winning GPO

N-Partner Policy
N-Partner Policy

Winning GPO
[Default setting]

m} x
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5.3 Add a Non-Admin Account
5.3.1 Add Users

(1) Open “Windows PowerShell.”

o
Windows
Powershell

(2) Enter the command below to add a new account.
PS C:\>

>>

>>

>>

EN Administrator: Windows PowerShell - O X

For the red text, please enter the account password and domain information.

(3) Enter the command below to view the account status.

PS C:\>

EN Administrator: Windows PowerShell - O X
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5.3.2 Configure DCOM Permissions

(1) Open “Windows PowerShell.”

&

Windows
PowerShell

(2) Enter the command below to open component services.
PS C:\>

EXN Administrator Windows PowerShell — O x

= doomenfy _exe

(3) Edit Computer Properties
Expand folder “Console Root” -> “Component Services” -> “Computers,” right-click on “My Computer,”

and select “Properties.”

#. Component Services — O pod
% File Action  View Window Help
e 27 XE d= BE

Console Root Marne Actions
v (% Component Services

1 COM+ Applications My Computer

v [ Computers | DCOM Config

More Actions

i My Computer

2] Event Viewer (Local) Refresh all components

- Services (Local)
WView

MNew Window from Here

Export List...

Properties

Help

£

Opens the properties dialog box for the current selection.
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(4) Enable Permissions

Go to the “COM Security” tab, under Launch and Activation Permissions, click “Edit Limits.”

My Computer Properties

General Options Defzult Properties
Default Protocols COM Securty MSDTC

Access Permissions

You may edit whao is allowed default access to applications. You may
also set limits on applications that detemine their own permissions.

Caution: Modifying access pemissions can affect the ability
of applications to start, connect, function and.for run
securely.

Edit Limits... Edit Default ...

Launch and Activation Permissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determmine their own pemmissions.

Caution: Modifying launch and activation permissions can
affect the ability of applications to start, connect, function
and/or run securely.

Leam more about setting these propertias.

(5) Add DCOM User Permissions

Click “Add.”

Launch and Activation Permission
Security Limits
Group or user names:
~ AEveryone
[EALL APPLICATION PACKAGES
4% Administrators (NPARTNER Administrators)

H® Performance Log Users (NPARTMNERPerformance Log Us...
82 Distributed COM Users (NPARTNER \Distributed COM Users)

Add. . Remaove

Pemnissions for Everyone Allow Dery

Local Launch
Remote Launch
Local Activation
Remote Activation
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(6) Enter your Username
Input your user account: npartner, click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups

Select this object type:
| Users, Groups, or Builtin security principals | Object Types...

From this location:

| npartner local Locations...

Enter the object names to select (sxamples):
npartner Check Names I

Advanced. ..

(7) Set User Permissions
Select the user account: npartner, uncheck “Local Launch: Allow,” check “Remote Activation: Allow,” then

click “OK.”

Launch and Activation Permission
Securty Limits

GI'CILIFI ar User names:

42 Administrators (NP ARTNER Administrators) ~
#% Performance Log Users (NPARTMERPeformance Log Us

& npartner (npartneri@npartner local)

£

Permissions for npartner

I Local Launch
Remate Launch
Local Activation

| Remate Activation
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(8) Click “OK.”

My Computer Properties

General COptions Default Properties
Default Protocaols COM Security MSDTC

Access Pemissions

You may edit who is allowed default access to applications. You may
also set limits on applications that detemine their own permissions.

Caution: Modifying access pemissions can affect the abilitby
of applications to start, connect, function and./or un
gecurehy.

Edit Limits... Edit Default...

Launch and Activation Pemissions

fou may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
detemine their own permissions.

Caution: Modifying launch and activation pemissions can
affect the ability of applications to start, connect, function
and.for nn securehy.

Edit Limits... Edit Default...

Leam mare about setting these properies.
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5.3.3 Configure WMI Permissions
5.3.3.1 Set Event Log Permissions

(1) Open “Windows PowerShell.”

Lo
Windows
PowerShell

(2) Enter the command below to enable component services.

PS C:\>

EN Administrator: Windows PowerShell - O X

= wnimgnt . mac

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

& WmiMgmt - [Console Root\WMI Control (Local)] — O >
E File Action View Favorites Window Help - 8 X%
&= amE HE

(1 Conscle Root
[557 WI Control (Localy

Actions

n_ i1

Connect to another computer ...

Yiew
Mew Window from Here

Mew Taskpad View...

Properties

Help

Opens the properties dialog box for the current selection,
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(4) Edit CIMV2 Security
On the “Security” tab, expand folder “Root” -> “CIMV2,” then click “Security.”

WMI Control (Local) Properties

General Backup/Restore  Secuity  Advanced

MNamespace navigation allows you to set namespace specific security.

-0 Root |
H-| ) AccessLogging

W C
[}y DEFAULT
| directory
) Hardware
4 Interop
|41 InventoryLogging
} Microsoft
|41 MicrosoftActive Directany
[}y MicrosaftDfs
[}) MicrosoftDNS
|1 msdtc
[ PEH

1 Palicw

(5) Add WMI User Permissions

Click “Add.”

Security for ROOTVCIMY2

Security

ISI'IZILIIZI ar user names:

4 futhenticated Users

R LOCAL SERVICE
52 NETWORK SERVICE
4R Administrators (NPARTNERAdministrators)

Pemissions for Authenticated
Users
BExecute Methods
Full Write ]
Partial Write |
Provider Write
Enable Accourt

>

€

]DDDDDE’

For special permissions or advanced settings, iy
click Advanced.
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(6) Enter User

Input your user account: npartner, click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups

Select this object type:

| Users, Groups, or Builtin security principals | Object Types...

From this location:

| npartner local Locations...

Enter the object names to select (sxamples):

npartnerl

Advanced...

(7) Set User Permissions

Select the user account: npartner, uncheck “Enable Account: Allow,” check “Remote Enable: Allow,” then

click “OK.”

Security for ROOTWCIMY2

Securty

GI'CILIIZI Or USer names:

8% Autherticated Users

HR LOCAL SERVICE

H® NETWORK SERVICE

A2 Adminigtrators (NPARTMER'Administrators)

a npartner {npartner@npartner local)

Add...

&
2

Permigsions for npartner

Partial Write
Provider Write
Enable Account
Remote Enable
Read Securty

oo

For special permissions or advanced settings, Advanced
click Advanced.




(8) Click “OK.”

WMI Contrel (Local) Properties

General Backup/Restore Securty  Advanced

Mamespace navigation allows you to set namespace specific security.

. .
.-\. 1

...‘. 1
...‘. 1

...h 1

...‘. 1
...‘. 1

..._‘. 1

Eld Root
-\ )1 AccesslLogaing
I Appv

...x 1

CIMW2

Cli

DEFALLT

directory

Hardware

Interop
InventonyLogaing
Microsoft

Microsoft Active Directony
Microsoft Cfs

1 MicrogoftDMNS
-1 msdic
1 PEH

1 Palicw
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5.3.3.2 Configure Permissions for Reading User Data

(1) Open “Windows PowerShell.”

o
Windows
PowerShell

(2) Enter the command to enable component services.

EN Administrator: Windows PowerShell — O >

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

& WmiMgmt - [Consele Root\WMI Control (Local)] - O X
& File Action View Favorites Window Help - 8 X
| nE E HE

(1 Conscle Root
[ Wi Control (Local]

Actions

Connect to another computer ...

Yiew
Mew Window from Here

Mew Taskpad View...

Properties

Help

Opens the properties dialog box for the current selection.
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(4) Edit LDAP Security

On the “Security” tab, expand “Root”-> “directory” -> “LDAP,” then click “Security.”

WMI Control (Local) Properties

General Backup/Restore Advanced

Namespace navigation allows you to set namespace specific security.

1 Interop

1 InventoryLogging

1 Microsoft

1 Microsoft Active Directony
1 Microsoft Dfs

|1 MicrosoftDNS

1 medtc

1t PFH

(5) Add WMI User Permissions

Click “Add.”

Security for ROCT\directon\LDAP

Security

GI'CILID ar User names:

A My thenticated Users

SR LOCAL SERVICE
42 NETWORK SERVICE
4% Administrators (NP ARTNER Administrators)

Pemissions for Autherticated
Users

Execute Methods

Full Write

Partial Write

Provider White

Enable Account

>

ooogo g‘?

<

For special permissions or advanced settings, Advericed
click Advanced.

150 A&/ N-Partner



(6) Enter Your Username
Input your user account name (in this example, it is “npartner”), click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups

Select this obhject type:

| Users, Groups, or Builtin security principals | Object Types...

From this location:

| npartner local Locations...

Enterthe object names to select (zxamples):

npartner] Check Mames

Advanced. ..

(7) Set Your User Permissions
Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check

“Remote Enable: Allow,” then click “OK.”

Security for ROOT \directony\LDAP

Security

GI'CILII:I Qr User names:

HE A thenticated Users
8 LOCAL SERVICE
H® NETWORK SERVICE

42 Administrators (NPARTNERAdministrators)
& npartner {npartner@npartner local)

Add...

Pemissions for npartner

Full Write

Partial Write
Provider Write
Enable Account
Remote Enable

>

£

]DDDDDg

Fn;-r special pemissions or advanced settings. Advanced
click Advanced.
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(8) Click “OK.”

WMI Control (Local) Properties

General Backup/Restore  Secuity  Advanced

Namespace navigation allows you to set namespace specific security.

[J) Root
| AccessLogaging
14 Appv
; CIMY2
] Cli
|1 DEFAULT
i directony
1 I
; | Hardware
| Interop
| InventonyLogging
| Microsoft
| Microsoft Active Directony
| Microsoft Dfs
|1 MicrosoftDNS
| medtc
[1 PFH
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5.3.4 Configure Event Log Read Permissions

(1) Open “Group Policy Management.”

=
(o

Group Policy
Management

(2) Edit the Group Policy Object (GPO)

In the “N-Partner Policy GPO,” right-click and select “Edit.”

5L Group Policy Management
=l File Action View Window Help

o= | 7m Xa HE

1zl Group Pelicy Management
v A4 Forest: npartner.local
v [£5 Domains
v 3 npartnerlocal
| Default Domain Palicy
2| Domain Controllers
w5 Servers

|_|ﬂ N-Partner Servers Poli

N-Partner Servers Policy
Scope  Detals  Settings
Links
Digplay links in this location:

Delegation

nipartrier local

The following sites, domains, and OUs are linked to this GPO:

~

Location Erforced Link Enabled

5t Group Policy Objects
% WMI Filters
3 Starter GPOs
@ Sites
s¢ Group Policy Medeling
 Group Policy Results

Edit... No Yes

COpen the GPO editor

Enforced

Path

npartner

Link Enabled

Save Report...

View

o the following groups, users, and computers:

-

MNew Window from Here

Delete

Rename

Refresh
Properties

Help

Ml rnnenny
This GPOQ is linked to the following WMI filter:

ZNonNe>
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(3) Configure Log Permissions

Navigate to:

“Computer Configuration - Policies & Windows Settings = Security Settings = Local Policies - User

Rights Assignment.”

Select “Manage auditing and security log,” then click E (Properties.)

=] Group Policy Management Editor
File Action View Help

o | 7EXB= HE

v i Computer Configuration

w || Policies

| v [ | Windows Settingsl

] Mame Resolution Policy
\&] Scripts (Startup/Shutdown)

= Deployed Printers
Security Settings

—= Account Policies
j Local Pelicies
5 Audit Policy

|} j User Rights Assignment
> &f Security Options

j Event Log

4 Restricted Groups

A System Services
4 Registry
4 File System
i: Wired Metwork (IEEE 802.3) P
“| Windows Firewall with Advar
| Metwork List Manager Policie
aﬂé’ Wireless Metwork (IEEE 802.11

~| Public Key Policies

| Software Restriction Policies v

>

Policy
| Generate security audits
| Impersonate a client after authentication
| Increase a process working set
| Increase scheduling priority
| Load and unload device drivers
| Lock pages in memory
|Log on as a batch job

Log on as a service

Policy Setting
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

Manage auditing and security log

| Modify an object label

| Modify firmware environment values
| Obtain an imperscnation token for another user in the same...
| Perform velume maintenance tasks

| Profile single process

| Profile system performance

| Remove computer from docking station
| Replace a process level token

| Restore files and directories

| Shut down the system

| Synchronize directory service data

| Take ownership of files or other objects

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
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(4) Add Audit Management Users

Select “Define these policy settings,” then click “Add User or Group....”

Manage auditing and security log Properties

Security Policy Setting  Beplain

Hg. Manage auditing and security log

| Define these policy settings:

|_ Add User or Group...

(5) Search for the User

Click “Browse.”

Add User or Group

|User and group names
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(6) Specify the User

Enter the user account (example: npartner) = click “Check Names” = click “OK.”

Select Users, Computers, Service Accounts, or Groups

Select this object type:

| Users, Service Accounts, Groups, or Built-in security principals | Ohject Types...

From this location:

| npartner local | Locations...

Erter the object names to select (zxamples):
npartnerl

(7) Confirm the User

Click “OK.”

Add User or Group

LIser and group names
MPARTMER npartner
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(8) Confirm the Logging Settings

Click “OK” to apply the configuration.

Manage auditing and security log Properties

Security Policy Setting  Explain

:—_g. Manage auditing and security log

Define these policy settings:

NPARTMNER \npartner

Add User or Group...

(9) Open “Windows PowerShell.”

&

Windows
PowerShell

(10) Enter to update group policy:

EN Select Administratorn Windows PowerShell — O >
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5.3.5 Restart the WMI Service

(1) Open “Windows PowerShell.”

o
Windows
PowerShell

(2) Enter the command below to restart the WMI service:

EX Administrator: Windows PowerShell - O bt

ce 'Tzer Ac

(3) Enter the command below to verify the WMI service status:
PS C:\>

EN Administrator: Windows PowerShell — O *

ent [nstrumentation
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5.4 Configure the Firewall

(1) Open “Windows PowerShell.”

o
Windows
PowerShell

(2) Enter the command below to configure the firewall to allow only the N-Reporter IP to query WMI:
PS C:\>

EN Administrator: Windows PowerShell

-NetFirewallRule

Enter the N-Reporter system IP address in the red text.

(3) Enter the command below to verify the WMI firewall rule status:
PS C:\>

EN Administrator: Windows PowerShell
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6. Windows 2019

For detailed information on setting Windows audit policies, please refer to the “audit policy

recommendations link” in the preface.

6.1 Organizational Unit Settings

(1) Open “Active Directory Users and Computers.”

&

Active Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Controllers, select “New,” and click “Organizational Unit.”

] Active Directory Users and Computers - O X
File Action View Help
e @ /0 XEo BRI 2 eETES

] Active Directory Users and Com|| Name Type DC Type Site Description
ji'_!'::WINED'I 9-A.. Computer GC Default-First-5i...

| Saved CQueries
w 3 npartner.local
| Builtin

Computers

Domain Controllers

Delegate Control...
Pre-create Read-only Domain Controller account..,

Find...

Mew Computer

All Tasks Contact

View Group
InetOrgPerson
Refresh

Export List...

msD5-ShadowPrincipal Container
mslmaging-P5Ps
Properties M5MQ Queue Alias

Help Organizational Unit

Printer
User

Shared Folder

£

Create a new chject...
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit’s name according to the actual environment. -> Click “OK”

Mew Object - Organizaticnal Unit

Createin:  npartnerlocal/Domain Controllers

Mame:

Servers|

Protect container from accidental deletion

(4) Move the Server to your New Organizational Unit:

Select your organizational unit in “Domain Controllers” -> Right-click on the “WIN2019-AD-ENG” server.

Note: Please select the Windows AD host according to the actual environment. -> Click “Move.”

] Active Directory Users and Computers - O X
File Action View Help
e« 1FE B XEB0E HE| 2 eaETE%s

: Active Directory Users and Com || pame Type DC Type i Description
| Saved Queries ==

COrganizational...

v B npartnerlocal WIN2019-AD-ENG  Computer

~| Builtin
| Computers
v o Domain Controllers

Add to a group...

Reset Account

o Servers Maove...

| ForeignSecurityPrincipal: Manage

| Managed Service Accour
T Servers All Tasks

| Users Cut
Delete
Properties

Help

< > €

Mowves the current selection to another organizational unit.
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) under “Domain Controllers” -> Click “OK.”

Maove

Move object into cortainer:

—_-:r,:_-] npartner
+-_| Builin

| Computers
= Domain Controllers
Rl Servers

mcipals
- | Managed Service Accourts
i 5] Servers
i ] Users

Corcs

(6) Verify the Server Has Been Moved to your New Organizational Unit:
Expand your organizational unit folder (in this example, it is “Servers”) under “Domain Controllers” and

confirm that the “WIN2019-AD-ENG” server has been moved.

] Active Directory Users and Computers — O >
File Action View Help

e 2m 0Bz HE 1 aETa%

: Active Directory Users and Com|| pame Type Site Description

| Saved Queries MWIN2019-AD-ENG  Computer Default-First-5i...
v i npartner.local

Builtin

| Computers

Domain Controllers

3| Servers

| ForeignbecurtyPrincipal:

Managed Service Accour
| Servers
| Users
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6.2 Group Policy Settings

(1) Click “Group Policy Management.”

"ar
7

Group Paolicy
Management

(2) In “Domain Controllers,” right-click on your organizational unit (in this example, it is “Servers”) and

select “Create a GPO in this domain and Link it here.”

|5 Group Policy Managernent
Z File  Action View Window Help
e |am 8|/ XE G HE

5L Group Pelicy Management Servers

v £\ Forest: npartnerlocal Linked Group Policy Objects  Group Policy Inhertance  Delegation
v |55 Domains _
v 3 npartner.local Link Crder GPO Erfarced Link Enabled GP

| Default Domain Policy

|~ =7 Domain Controllers |
=[ Default Domain Conti
2 | Servers

=1 Servers Create a GPO in this domain, and Link it here...

5f Group Pol Link an Existing GPO...
& WMI Filter:

E Starter GPC Block Inheritance
@ Sites Group Policy Update...

e G Policy Med
o roup e !c:'r ° Group Policy Modeling Wizard..,
1 Group Policy Resu

Mew Organizational Unit
View
Mew Window from Here

Delete
Rename

Refresh
Properties

Help

| L4

£ > |

Create a GPO in this domain and link it to this container
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(3) Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)

Note: Create your GPO name according to the client's environment.

Then click “OK.”

Mew GPO

MName:

M-Partner Policy|

Source Starter GPO:

{nane)

Cancs

(4) Edit your Group Policy Object
In your group policy object, (in this example, it is “N-Partner Policy”)
right-click and select “Edit.”

|2l Group Policy Management

|2 File Action View Window Help
= 2EIX o HE

Z Group Policy Management N-Partner Policy
v _T\i\. Forest: npartner.local Scope Detals Seftings Delegation

v [ Domains L
~ 3 npartnerlocal
Digplay links in this location:

F

Default Domain Policy npartner local

W

| Domain Controllers The following sites, domaing, and OUs are linked to this GPO:

[ Default Demain Controlle -

e Location Enforced Link Enabled
a| Servers

;| M-Partner Policy ] Servers o Yes

W

o Servers Edit...
=t Group Policy Objects
# WMI Filters

Enforced

Link Enabled

3 Starter GPOs

@ Sites Save Report...

sti Group Policy Modeling ¥z y dlytothe following groups, users, and computers:

. Group Policy Results ) ~
= Mew Window from Here

Delete
Rename

Refrezh

Help

WMI Filtering
This GPO is linked to the following WMI fiter:

<Mone:
<

Open the GPO editor
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” -> “Windows Settings” -> “Security Settings” -> “Local Policies”-
> “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” “Audit directory
service access,” “Audit logon events,” “Audit object access,” “Audit policy change,” “Audit process
tracking,” and “Audit system events,” items -> Check “Define these policy settings”: Success, Failure. ->

Click “OK.”

F

=/

File Action View Help
e | a@XE = HE

=] N-Partner Policy [WIN2013-AD-ENG.NPA Palicy Palicy Setting
v & Computer Configuration

| Audit account logon events Success, Failure

w || Policies
_| Software Settings
|~ ] Windows Settingd
| Mame Resolution Policy
=] Scripts (Startup/Shutdown]
mn Deployed Printers =
|v i:_.l Security Settingsl ;_,_,Audit privilege use Mot Defined
== Account Policies 1y Audit process tracking Success, Failure

| Audit account management Success, Failure

| Audit directory service access Success, Failure

. Audit logon events Success, Failure

| Audit chject access Success, Failure

l:io| Audit policy change Success, Failure

v j Local Policies 12| Audit systern events Success, Failure
j_-] Audit Pelicy

? :_ﬁ User Rights Assignn Audit logon events Properties ? ¥

= Security Options

__:|j Event Log Security Policy Setting  Explain
# Restricted Groups

4 System Services }lg. Audit logon events
& Registry =
7 File System
_.-__1_'.» Wired Network (IEEE 20 Define these policy settings
| Windows Defender Fire Audit these attempts:
_; Metwork List Manager [] Success
aff Wireless Metwork (IEEE
7 Public Key Policies [ Failure
| Software Restriction Po
| Application Control Po
@ IP Security Policies on £
| Advanced Audit Policy
dli Policy-based QoS

| Administrative Templates: Poli

| Preferences

~ i, User Configuration

| Policies
| Preferences
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(6) Event Logs: Maximum Size of Security Log
Expand folder “Computer Configuration” -> “Policies” -> “Windows Settings” -> “Security Settings” ->
“Event Log” -> “Settings for Event Logs”-> And click on “Maximum security log size” -> Check “Define this

policy setting” -> Enter 204800 KB

Note: Please adjust the number based on the actual environment. -> Click “OK.”

P

=

File Action View Help
2| @ XKE = HE

| N-Partner Policy [WIN2018-AD-ENG.NPA|| policy Policy Setting
» & Computer Configuration

Mazxirnurm application log size Mot Defined
Maxirmum security log size 204200 kilobytes
[ Maximurn system log size Mot Defined

w || Policies
_| Software Settings
| ~ || Windows Settingsl
| MName Resolution Policy
=] Scripts (Startup/Shutdown]
== Deployed Printers
| e i Security Settingsl | Retain application log Mot Defined
> I Account Policies | Retain security log Mot Defined
A Lacal Palicies | Retain systern log Mot Defined
| Retention method for application log Mot Defined
. Restricted Groups | Retention method for security log Mot Defined
7 System Services | Retention method for system log Mot Defined
7 Registry
1 File System
zof Wired Network (IEEE 80 . ' )
_1 Windows Defender Fire Securty Policy Setting | Explain
| Metwork List Manager | ::lg' Maximum security log size

| Prevent local guests group from accessing application log Mot Defined
| Prevent local guests group from accessing security log Mot Defined

| Prevent local guests group from accessing system log Mot Defined

Maxirmum security log size Properties ?

;jgf Wireless Network (IEEE

| Public Key Policies
| Software Restriction Po | Define this policy settingl
| Application Control Po
,g IP Security Policies on £ 204800 2 ilobyted
| Advanced Audit Policy

wlly Policy-based QoS

| Administrative Templates: Poli

Madifying this setting may affect compatibility with clients, services,
) 44 and applications.
_| Preferences For mare information, see Maximum security log size. (Q823659)

w i User Configuration

| Policies
| Preferences

166 A&/ N-Partner



(7) Event Logs: Retention Method for Security Log
Expand folder “Computer Configuration” -> “Policies” -> “Windows Settings” -> “Security Settings” ->
“Event Log” -> Click on “Retention method for security log” -> And check “Define this policy setting”->

Select “Overwrite events as needed” -> Then click “OK.”

F

=

File Action View Help
= 2HXE = HE
_.,; MN-Partner Policy [WIN2019-AD-ENG.MPA Policy Policy Setting

|v = Cf”mpf't?r Configuration | Maximum application log size Mot Defined
S EP“CIES . | Maximum security log size 204300 kilobytes
I"_‘m | Maximum system log size Mot Defined
ST Name Resoltion Policy | Prevent local guests group from accessing application log Mot Defined
=i Scripts (Startup,/Shutdown]

=

| Prevent local guests group from accessing security log Mot Defined
Denloved Printers | Prevent local guests group from accessing system log Mot Defined
ITW | Retain application log Mot Defined
=5 Account Policies | Retain security log Mot Defined
= Local Policies | Retain system log Mot Defined
Betention method for application log Mot Defined
Restricted Groups Retention metheod for security log Mot Defined
& System Services | Retention method for system log Mot Defined
4 Registry
1 File System
of Wired Metwork (IEEE 20 . ' . :
_; Windows Defender Fire Securty Policy Seting | Explain
| Metwork List Manager | S  Retention method for security log
Zalf Wireless Network (IEEE ';
| Public Key Policies
% Software Restriction Po | Define this policy seﬁingl
| Application Contrel Po
g IP Security Policies on £
| Advanced Audit Pelicy | (®) Overwrite events as needed |
wlli Policy-based QoS
| Administrative Templates: Poli

Retention methed for security log Properties ? *

=

() Overwrite events by days

() Do not overwrite events (clear log manually)

. Maodifying this setting may affect compatibility with clients, services,
| Preferences % and applications.
W ‘ﬁ,'-'_., User Configuration I_:ar more information, see Betention method for security log.
| Policies (2823655)
| Preferences
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(8) Open “Windows PowerShell.”

Lo
Windows
PowerShell

(9) Enter the command below to refresh group policy.

(10) Enter the command to generate server group policy report.

EN Administrator: Windows PowerShell - O x
ol i -AD-ENG.htnl html

For the red text, please enter the Windows AD server name and the folder path/file name.
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(11) Open the report and verify that the Windows AD server is applying the N-Partner Policy Group Policy.

2 | CAtmp\WIN2019-AD-ENG.html

& NPARTNER\WIN2019-AD-E...
Password must meet complexity requirements

Store passwords using reversible encryption

Account Policies/Account Lockout Policy

Policy
Account lockout threshold

Account Policies/Kerberos Policy

Policy

Enforce user logen restrictions
Maximum lifetime for service ticket
Maximum lifetime for user ticket
Maximum lifetime for user ticket renewal

Maximum tolerance for computer dock synchronization

Local Policies/Audit Policy

Policy

Audit account logon events
Audit account management
Audit directory senvice access
Audit logon events

Audit object access

LAudit policy change

Audit process tracking

Audit system events

Local Policies/User Rights Assignment

Poiicy

Enabled
Disabled

Setting
0 invalid logen attempts

Setting
Enabled
600 minutes
10 hours

7 days

5 minutes

Setting

Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success. Faillure

Success. Faillure

Setting

-G

Search...

Default Domain Policy
Default Domain Policy

Winning GPO
Default Domain Policy

Winning GPO

Default Domain Policy
Default Domain Policy
Default Domain Policy
Default Domain Policy
Default Domain Policy

Winning GPO

N-Partner Policy
N-Partner Policy
N-Partner Policy
N-Partner Policy
N-Partner Policy
N-Partner Policy
N-Partner Policy
N-Partner Policy

Winning GPO

[m] X
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6.3 Add a Non-Admin Account
6.3.1 Add Users

(1) Open “Windows PowerShell.”

&

Windows
PowerShell

(2) Enter the command below to add a new account.

PS C:\>
>>

>>

>>

EX Administrator: Windows PowerShell — O >

the New-fdlser

For the red text, please enter the account password and domain information.

(3) Enter the command below to view the account status.

PS C:\>

EN Administrator: Windows PowerShell

the Get-ADUzer npartner ) rdileverExpires Enabled

izhedNans

cipallans : npartner@partner.
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6.3.2 Configure DCOM Permissions

(1) Open “Windows PowerShell.”

o
Windows
PowerShell

(2) Open “Component Services.”

PS C:\>

EN Adrministrator Windows PowerShell — O >

(3) Edit Computer Properties
Expand “Console Root = Component Services - Computers.”

Right-click “My Computer” = select “Properties.”

#. Component Services — O x
. File Action View Window Help
= 2FXE = HE

[ Console Root Marne Actions
~ . Component Services

1 COM+ Applic My Computer
| DCOM Config

n

w || Computers
L My Computer

» 2] Bvent Viewer (Local) Refresh all components
5 Services (Local)

More Actions

View
Mew Window from Here

Export List..,

Properties

Help
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(4) Enable Permissions
Go to the COM Security tab.

Under Launch and Activation Permissions, click Edit Limits.

My Computer Properties

General [iptinns [efzult Properties
Defautt Protocols COM Security MSDTC

Access Pemmissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

Caution: Modifying access permissions can affect the ability
of applications to start, connect, function and/or run
securely.

Edit Limits . Edit Default ..

Launch and Activation Permissions

You may edit who is allowed by default to lsunch applications or
activate objects. You may also set limits on applications that
determine their own permissions.

Caution: Modifying launch and activation permissions can
affect the ability of applications to start, connect, function
and/ar un securely.

Edit Limits... Edit Default...

Leam more about setting these properties.

Cancel
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(5) Add DCOM User Permissions

Click “Add.”

Launch and Activation Permission

Security Limits

GI'CILIFI ar User names:

A
[E)ALL APPLICATION PACKAGES

Account Unknown(5-1-15-3-1024-2405443485-8740361 22
82 Administrators (NP ARTNERAdministrators)

4% Peformance Log Users (NPARTNER Performance Log s ¥
£ >

Add...

Pemissions for Everyone
Local Launch
Remote Launch
Local Activation
Remote Activation

(6) Specify the User

Enter the user account (example: npartner) = click “Check Names” - click “OK.”

Select Users, Computers, Service Accounts, or Groups

Select this object type:

| Uzers, Groups, or Built4n security principals | Object Types. ..

From this location:

| npartner local | Locations...

Enter the object names to select (examples):

npartner I Check Mames

Advanced. ..
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(7) Configure User Permissions
Select the user account (npartner):
e Clear Local Launch: Allow
e Select Remote Activation: Allow

Click OK.

Launch and Activation Permission

Securty Limits

GI'CILIFI ar User names:

82 Administrators (NPARTNER" Administrators) ”
82 Peformance Log Users (NPARTHERPerformance Log Us

a npartner (npartner@npartner local)

L4 >

Remove

Pemissions for npartner

Local Launch
Remote Launch
Local Activation
Remote Activation

Deny
[l
|
Ol
[l

| Cancel
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(8) Confirm User Permissions

Click “OK” to apply the settings.

My Computer Properties

General Options Default Properties
Default Protocols COM Security MSDTC

Access Permissions

You may edit who is allowed default access to applications. You may
alzo set limits on applications that detemine their own permissions.

Caution: Modifying access permissions can affect the ability
of applications to start, connect, function and/or un
securely,

Edit Limits... Edit Defauit...

Launch and Activation Permissions

You may edit whao is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own permissions.

Caution: Modifying launch and activation permissions can
affect the ability of applications to start, connect, function
and/or run securely.

Leam more about setting these properties.

OK Cancel
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6.3.3 Configure WMI Permissions
6.3.3.1 Set Event Log Permissions

(1) Open “Windows PowerShell.”

Lo
Windows
PowerShell

(2) Enter the command below to enable component services.

PS C:\>

EN Administrator Windows PowerShell — O >

ot . mac

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

E WmiMgmt - [Conscle Root\WMI Control (Local)] — O >
E File Action View Favorites Window Help - 8 %
s | nE B HE

(1 Console Root ‘
| &= WM Control (Local)|

Actions
WMI Control (Local) s

More Actions

A Windows Management

Ceonnect to another computer ...

View > F
Mew Window from Here

Mew Taskpad View...

Properties

Help

Opens the properties dialog box for the current selection.
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(4) Edit CIMV2 Security

On the “Security” tab, expand folder “Root” -> “CIMV2,” then click “Security.”

WMI Control (Local) Properties

General Backup/Restore Advanced

Mamespace navigation allows you to set namespace specific security.
|B---[_‘ | Root
-1 cessLogaing

ERie]
[J7 DEFAULT

|11 directory

1 Hardware

{11 Interop

1 InventoryLogging

- 41 Microsoft

1 Microsoft Active Directory
1 Microsoft Dfs

[J1 Microsoft DNS

- 01 madte

[ PEH

1_Paliew

(5) Add WMI User Permissions

Click “Add.”

Security for ROOTVCIMY2

Security

GI'CILID Qr User names:

A A thenticated Users

8% LOCAL SERVICE
82 NETWORK SERVICE
4% Administrators (WPARTNER \Administrators)

Pemissions for Authenticated
Users

Execute Methods

Full Write

Partial Write

Provider Write

Enable Account

For special pemmissions or advanced settings, Aeivenced
click Advanced.




(6) Enter User

Input your user account: npartner, click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups

Select this object type:

| Users, Groups, or Builtin security principals | Object Types...

From this location:

| npartner local Locations...

Enter the object names to select (examples):

npartner] Check Nameg

Advanced. .. Cancel

(7) Set User Permissions

Select the user account: npartner, uncheck “Enable Account: Allow,” check “Remote Enable: Allow,” then

click “OK.”

Security for ROOTVCIMYZ

Securty

Group or user names:
SR Authenticated Users

8 LOCAL SERVICE
8% NETWORK SERVICE

a npartner (npartner@npartner local)

Add... Remaove

Pemmissions for npartner

Full Write

Partial Write
Provider Write
Enable Account
Remote Enable

Deny

B [ mEn %

For special permissions or advanced settings,

click Advanced. Advanced
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(8) Confirm User Permissions
Click “OK.”

WMI Contral (Local) Properties

General Backup/Restore Securty  Advanced

MNamespace navigation allows you to set namespace specific security.

[J) Root

1 AccessLogging
L4 Appv

AR CIMY2

[ Ci

[} DEFAULT

| directary

| Hardware

1 Interop

1 InventoryLogging
[} Microsoft

1 Microgoft Active Directony
[} MicrosoftDfs

[}7 MicrosoftDNS

[} msdtc

|41 PEH

1 Policw

Cancel
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6.3.3.2 Configure Permissions for Reading User Data

(1) Open “Windows PowerShell.”

o
Windows
PowerShell

(2) Open “WMI Control.”

EXN Administrator: Windows PowerShell — O X

(3) Edit WMI Control

Right-click WMI Control (Local) = select “Properties.”

E WmiMgmt - [Conscle Root\WMI Contrel (Local]]

- O *
E File Action View Favorites Window Help - 8 X
= x5 3 HF
[l Console Root ‘ . Actions
| ;E&' WMI Control (Local) | @ Windows Management WMI Control (Local) N

Ceonnect to another computer ...
More Actions
View » B
MNew Window from Here

Mew Taskpad View...

Properties

Help

Opens the properties dialog box for the current selection.
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(4) Edit LDAP Security

Go to the “Security tab - expand Root = directory - LDAP” - click “Security.”

WMI Contraol (Local) Properties

General Backup/Restord Securty |Advanced

Mamespace navigation allows you to set namespace specific security.

IEI__‘J Hu:u:ltl
[Nt Accesslogaging

| Appv

| CIMv2

1 Chi

| DEFALLT

] _direct-:ur'_.'
Qe LDAP
| Hardware

| Interop

| InventoryLogging

| Microsaft

| Microsoft Active Directory
| Microsaft (s

| Microscft DNS

| msdtc

. PFH

Ly

| oy T ey O ey O g O e |

M

by T g O g Y g O g O g O g O oy O sy |
il L L i L L L L |
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(5) Add WMI User Permissions

Click “Add.”

Security for ROOT\directon\LDAP

Security

GI’DLID Or User names:

A A thenticated Users

8% LOCAL SERVICE
52 NETWORK SERVICE
42 Administrators (NPARTMER Administrators)

Pemissions for Authenticated
|gers

Execute Methods
Full Write

Partial Write
Provider White
Enable Account

For special permissions or advanced settings, Aeiveneetd
click Advanced.
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(6) Specify the User

Enter the user account (example: npartner) = click “Check Names” = click “OK.”

Select Users, Computers, Service Accounts, or Groups

Select this object type:

| Users, Groups, or Built-n security principals | Cbject Types...

From this location:

| npartnerlocal | Locations...

Enter the object names to select (examples):

npartnerl Check Mames

Advanced... Cancel

(7) Configure User Permissions
Select the user account (npartner):
e Clear Enable Account: Allow
e Select Remote Enable: Allow

Click OK.

Security for ROOT\directon\LDAP

Securty

ISI'IIILIIZI ar user names:

82 Autherticated Users

SR LOCAL SERVICE

8% NETWORK SERVICE

SR Adminjstrators (NPARTNER \Adminjstrators)
a npartner (npartneri@npartner local)

Add... Remove

Permissions for npartner

Full Write

Fartial Write
Provider Write
Enable Account
Remote Enable

| mE %

Fu_jr special pemissions or advanced settings, Advanced
click Advanced.

| Canee
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(8) Confirm User Permissions

Click “OK” to apply the settings.

WhI Control (Local) Properties

General Backup/Restore Secuity  Advanced

Mamespace navigation allows you to set namespace specific security.

=~ 11 Boot

' | AccesslLogging
I Appv

] CIMYZ

] Cli

DEFALLT

| directony
RNIgLDAP
Hardware
Interop

] InvertoryLogging
| Microsoft

| Microsoft Active Directary
| MicrosoftOfs

] MicrosoftDMS

| medtc

PFH

jrey 1O ey OO sy OO oy O oy O oy O o O oy O oy PRSP O oy O o O o O oy O o r

| Cance
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6.3.4 Configure Event Log Read Permissions

(1) Open Group Policy Management

Open “Group Policy Management.”

,}
(4

Group Policy
Management

(2) Edit the Group Policy Object

Right-click the “N-Partner Policy” Group Policy Object and select “Edit.”

\Z, Group Policy Management

Action

View Window Help
7

12 File

o= 2E XG

& Group Policy Management
W _i\_ Forest: npartner.local
v (55 Demains

~ 3 npartner.local

s/ Default Domain Palicy

~ 2 Domain Controllers
5/ Default Domain Controlle

w (3 Servers

| M-Partner Poli

N-Partner Policy
Scope  Details

Links

Settings

Display links in this location:

Delegation

npartner local

The following sites, domains, and QOls are linked to this GPO:

Location

(5] Servers

s

Erforced Lirk: Enabled
No Yes

o | Servers

Edit...

=t Group Policy Objects
+ WMI Filters
] Starter GPOs
[ Sites
sy Group Pelicy Modeling
{4 Group Policy Results

<
Open the GPO editor

Enforced

Link Enabled

Save Report...

View

Mew Window from Here
Delete

Rename

Refresh

Help

»

Pat

np&

aply to the following groups, users, and computers:

-~

WMI Filtering

This GPO is linked to the following WMI fiter:

<none:
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(3) Configure Log Permissions

Navigate to “Computer Configuration - Policies > Windows Settings - Security Settings - Local Policies

- User Rights Assignment.”

Select “Manage auditing and security log,” then click “Properties.”

=] Group Policy Management Editor

File Action View Help
e | AT XE = @@

w i Computer Configuration

w || Policies
| Software Settings
v " Windows Settings)
_~ Mame Resolution Policy
=i Scripts (Startups/Shutdown)

=

= Deployed Printers

Iv i Security Settingsl
:E Account Policies

|v j Local Policiesl
| Audit Policy

I_ﬂ User Rights Assignment
Security Options

j Event Log

1, Restricted Groups

1, System Services
4, Registry
1 File System
21/ Wired Network (IEEE 202.3) Pol
~| Windows Defender Firewall wit
| Metwork List Manager Policies
;:gg Wireless Metwork (I[EEE 802.11)
| Public Key Policies
| Software Restriction Policies

>

Policy
| Generate security audits
| Impersonate a client after authentication
| Increase a process working set
| Increase scheduling priority
| Load and unload device drivers
| Lock pages in memory
|Log on as a batch job
Log on as a service

Policy Setting
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

Manage auditing and security log
| Modify an object label

| Modify firmware environment values

| Obtain an impersonation token for another user in the same...

| Perform volume maintenance tasks

| Profile single process

| Profile system performance

| Rernowve computer from docking station
| Replace a process level token

| Restore files and directories

| Shut down the system

| Synchronize directory service data

| Take ownership of files or other objects

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
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(4) Add User for Audit Log Management

Check “Define these policy settings,” then click “Add User or Group....”

Manage auditing and security log Properties

Security Policy Setting | Explain

:—,@' Manage auditing and security log

I Define these policy settings:

Add User or Group...

Cancel
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(5) Search for User

Click “Browse.”

Add User or Group

lUser and group names

(6) Enter User Account

Enter the user account “npartner,” click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups

Select this obhject type:
| lsers, Service Accounts, Groups, or Builtin security principals | Ohbject Types...

From this location:

| npartner local Locations...

Erter the object names to select (examples):

npartner] | Check Mames

Advanced. .. Cancel

(7) Confirm User

Click “OK.”

Add User or Group

Lser and group names
MPARTHER \npartner

Cancel
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(8) Confirm Log Settings

Click “OK” to save the settings.

Manage auditing and security log Properties

Security Policy Setting  Explain

_gl Manage auditing and security log

Define these policy settings:

MPARTMNER \npartner

Add User or Group...

Cancel

(9) Open “Windows PowerShell.”

o
Windows
PowerShell

(10) Run the following command to update the policy:
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6.3.5 Restart the WMI Service

(1) Open “Windows PowerShell.”

o
Windows
PowerShell

(2) Run the following command to restart the WMI service:
PS C:\>

EN Administrator: Windows PowerShell — Od >

ceag Logging Service (TALSVC)'

to start. ..
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6.4 Configure Firewall

(1) Open “Windows PowerShell.”

o
Windows
PowerShell

(2) Configure the Firewall (Allow Only the N-Reporter IP to Query WMI):
PS C:\>

EN Administrator: Windows PowerShell O *
t-NetFirewallRule

Replace the IP address with the N-Reporter system IP address.

(3) Check the WMI Firewall Status

Run the following command to verify the firewall rule:
PS C:\>

>>

>>

E¥ Administrator: Windows PowerShell
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7. Windows 2022

For detailed information on setting Windows audit policies, please refer to the “audit policy

recommendations link” in the preface.

7.1 Organizational Unit Settings

(1) Open “Active Directory Users and Computers.”

&

Active Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Controllers, select “New,” and click “Organizational Unit.”

: Active Directory Users and Computers —
File Action View Help
e’ | 7@ {8 XEZ HETaETE%R

: Active Directory Users and Com|| Name Type DC Type Site Description
tacd Cusies I&WIN2022-AD-ENG  Computer GC Default-First-Si...

5 fﬂ npartner.local
| Builtin

| Computers

= | Domain Controllersl_

| ForeignSecurityPrin Delegate Control...
| Managed Service A

- Pre-create Read-only Domain Contreller account...
2| Servers

| Users Ao

MNew Computer

All Tazks Contact

View Group

InetOrgPerson
Refresh

Export List...

msD5-5hadowPrincipalContainer
mslmaging-P5Ps
Properties MSMO Queue Alias

Help Organizational Unit

Printer
User

@ Shared Folder

Create a new ohject...
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. -> Click “OK.”

Mew Object - Organizaticnal Unit

Createin:  npartnerlocal/Domain Controllers

MName:

Servers|

Protect container from accidental deletion

(4) Move the Server to your New Organizational Unit:

Select your organizational unit in “Domain Controllers” -> Right-click on the “WIN2022-AD-ENG” server.

Note: Please select the Windows AD host according to the actual environment. -> Click “Move”

] Active Directory Users and Computers - O X
File Action View Help
e |nE B XECR HEI2aETER

] Active Directory Users and Com|| pName Type
| Saved Queries =

Description

Organizational
- WIN2022-AD-ENG  Computer ) Default-First-5i...

w 3 npartnerlocal
| Builtin

| Computers

~ = | Domain Controllers Reset Account

Add to a group...

G
3| Servers Move...

| ForeignSecurityPrincipals

- Manage
| Managed Service Accour

o | Servers All Tasks

| Users
Cut

Delete
Properties

Help

< >

Muoves the current selection to ancther organizational unit.
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) under “Domain Controllers” -> Click “OK.”

Move

Move object into container:

=g npartner

+ ~| Builtin
[+ | Computers
[F-2 | Domain Controllers

t- | ForeignSecuntyPrncipals
£ | Managed Service Accounts
i3] Servers

i ] Users

Cancel

(6) Verify the Server Has Been Moved to your New Organizational Unit:
Expand your organizational unit folder (in this example, it is “Servers”) under “Domain Controllers” and

confirm that the “WIN2022-AD-ENG” server has been moved.

] Active Directory Users and Computers — O >
File Action View Help
e nH B Bz HE3eETE%

] Active Directory Users and Com|| Name Type
| Saved Queries

. j:'_!'::WINEDEE-AD-ENG Computer
w 3 npartner.local

_| Builtin
| Computers

w 2| Domain Controllers

d| Servers

|| ForeignSecurityPrincipal:

| Managed Service Accour
2| Servers
| Users
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7.2 Group Policy Settings

(1) Click “Group Policy Management.”

Lo

Group Policy
Management

(2) In “Domain Controllers,” right-click on your organizational unit (in this example, it is “Servers”) and

select “Create a GPO in this domain and Link it here.”

(&, Group Palicy Management

Action  View Window Help

15, File
e n@E 8| XE G HE
Z, Group Policy Management

v _ﬁ Forest: npartner.local
v (&5 Domains

Servers

Linked Group Pelicy Objects  Group Palicy Inhertance  Delegation

o~
Link Crder

v 5‘5 npartner.local GPO Erforced Link: Enabled GPO Stat

= Default Domain Palicy

Domain Controllers |
" Default Domain Conr

= | Servers

Iv 3

o Servers

Create a GPQ in this domain, and Link it here...

¢ Group Pali
= WMI Filter
Ll Starter GPt
@ Sites
sy Group Policy Mo
i+ Group Policy Resy

£

Link an Existing GPO...
Block Inheritance

Group Policy Update...

Group Policy Modeling Wizard...
Mew Crganizational Unit

View

Mew Window from Here

Delete

Rename

Refresh

Properties

Help

Create a GPQ in this domain anu mow oo vns conan e
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(3) Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)
Note: Create your GPO name according to the client's environment. Then click “Edit.”

Mew GPO

Mame:
MN-Partner Policy|

Source Starter GPO:

{none)

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)
right-click and select “Edit.”

|5 Group Policy Management
& File  Action View Window Help
= 7F X6 HE

5, Group Policy Management N-Partner Policy
v _Th Forest: npartner.local

Scope  Details Settings Delegation
Links
Display links in this location:

v [54 Domains

~ 3 npartner.local

F

Default Domain Policy npartner local

v (] Domain Contrellers The following sites, domaing, and OUs are linked to this GPO:
a:| Default Domain Con =
T Servers Location Enforced Link Enabled Path

[ M-Partner Polic [2] Servers MNa Yes npartner local

3| Servers Edit...

W

=t Group Policy Objects
5 WM Filters

3 Starter GPOs
FE! Sites Save Report... the following groups, users, and computers:

Enforced

Link Enabled

siy Group Pelicy Modeling View -
¢, Group Policy Results
- Mew Window from Here

Delete

Rename

Refresh

Help

<none:
£

Open the GPO editor
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” -> “Policies” -> “Windows Settings” -> “Security Settings” ->
“Local Policies”-> “Audit Policy.” And click on “Audit account logon events,” “Audit account management,”
“Audit directory service access,” “Audit logon events,” “Audit object access,” “Audit policy change,” “Audit
process tracking,” and “Audit system events,” items -> Check “Define these policy settings”: Success,
Failure. -> Click “OK.”

4

File Action View Help

[ N-Partner Policy [WIN2022-AD-ENG.M | policy Policy Setting
~ il Computer Configuration
~ || Policies
Software Settings
|v ~| Windows Settingsl
—«-_'1_ Mame Resolution Policy
= Scripts (Startup/Shutdo S ]
|v T Security Se‘ttingsl E-_qAUdftPDI“_’:}’ change Success,. Failure
S 1] Account Policies Audit privilege use Mot Defined

1) Audit account logon events Success, Failure

|tz Audit account management Success, Failure

Audit directory service access Success, Failure

Audit logon events Success, Failure

Audit object access Success, Failure

~ j Local Policies 1) Audit process tracking Success, Failure

S| Audit Palicy L2y Audit systern events Success, Failure

> Ef UserRights Assi
& Security Option:

j Event Log

4 Restricted Groups

2 System Services Elg' Audtt logon events

= Registry =/

5 File System
2o/ Wired Netwaork (IEE] Define these policy settings

| Windows Defender

| Metwork List Manac
Zaf Wireless Network (1l Success

| Public Key Policies 7] Failure
| Software Restrictior|

Audit logon events Properties 7

Security Policy Setting  Explain

Audtt these attempts:

| Application Control
3, IP Security Policies
| Advanced Audit Po
ol Policy-based QoS

| Administrative Templates: |

| Preferences

w % User Configuration
| Palicies
| Preferences
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(6) Event Logs: Maximum Size of Security Log
Expand folder “Computer Configuration” -> “Policies” -> “Windows Settings” -> “Security Settings” ->
“Event Log” -> “Settings for Event Logs”-> And click on “Maximum security log size” -> Check “Define this

policy setting” -> Enter 204800 KB
Note: Please adjust the number based on the actual environment.
-> Click “OK.”

F

=/

File Action View Help
e B XEIH=

[ N-Partner Policy [WIN2022- AD-ENG.P Policy Policy Setting
» il Computer Configuration
~ || Policies

2| Maximum application log size Mot Defined
— - Maximum security log size 204800 kilobytes
I_.‘qu Maximum system log size MNot Defined
v || Windows Setting ) . . .
=T Tame Resolution Polic | Prevent local guests group from accessing application log Mot Defined
| Scripts (Startup/Shutdo

Iv i Security Settingsl
:ﬂ R counT PoNCics | Retain application log Mot Defined

| Prevent local guests group from accessing security log Mot Defined

| Prevent local guests group from accessing systemn log Mot Defined

~ | Local Policies | Retain security log Mot Defined
G Audit Policy | Retain systemn log Mot Defined
..I-_j User Rights Assi | Retention method for application log Mot Defined
" ity Option: | Retention method for security log Mot Defined

j Event Leg | Retention method for system log Mot Defined

Restricted Groups

5 System Services Maxirmum security log size Properties
= Registry
& File System Security Policy Setting  Explain
“of Wired Network (EEI _
__. Windows Defender jg' Maximum security log size
| Network List Manac ="
:‘LE Wireless Network (I | Define this policy setting
_| Public Key Policies
| Software Restrictior
~| Application Control 204800 |2 kilobytes
3, IP Security Policies

_| Advanced Audit Po Modifying this setting may affect compatibility with clients, services,

ol Policy-based QoS 414 and applications. )
For more information, see Maximum security log size. (J823655)

| Administrative Templates: |
| Preferences
w % User Configuration
| Policies
| Preferences
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(7) Event Log: Maximum Size of Security Log

Navigate to “Computer Configuration = Policies - Windows Settings - Security Settings - Event Log.’

)

Select “Retention method for Security log,” check “Define this policy setting,” choose “Overwrite events

as needed,” and click “OK.”

P
=

File Action View Help
e | @ XE HE

[ N-Partner Policy [WIN2022-AD-ENG.!
v (A& Computer Configuration

w || Policies

|v ~| Windows Settingq

| Nare Resolution Polic:
= Scripts (Startup/Shutdol
|v i;l Security Settingsl
:ﬂ Account Policies
v [ Local Policies
5f Audit Palicy
| User Rights Assi
7 Security Optien:

Policy
| Maximurm application log size
| Maximum security log size
| Maximurm system log size
| Prevent local guests group from accessing application log
| Prevent local guests group from accessing security log
| Prevent local guests group from accessing system log
| Retain application log
| Retain security log
| Retain systemn log
Retention method for application log

Policy Setting
Mot Defined
204800 kilobytes
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

etention method for security log

As needed

j Event Log
Restricted Groups
4 System Services
4 Registry
4 File System
24/ Wired Network (IEE|
| Windows Defender
| Metwork List Manag
Zal Wireless Metwork (1]
_| Public Key Policies
| Software Restrictior|
~| Application Control
& IP Security Policies 1
| Advanced Audit Po
uln Policy-based QoS
| Administrative Templates: |
| Preferences
v 4, User Configuration
| Palicies
| Preferences

[] Retention method for system log

Mot Defined

Retention method for security log Properties

Security Policy Setting  Explain

::lg' Retention method for security log

| Define this policy seﬁingl

() Dverwrite everts by days

|@Overwrite events as needed |

(O Do not overwrite events (clear log manually)

and applications.

(2823859

Modifying this setting may affect compatibility with clients, services,

For more information, see Retention method for security log.
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(8) Open “Windows PowerShell.”

Lo
Windows
PowerShell

(9) Run the following command to update group policy:

PS C:\>

EN Administrator: Windows PowerShell — O >
Invoke-GPUpdate

(10) Run the following command to generate the Server Group Policy Report:

EN Administrator: Windows PowerShell - O *
WIN2822-AD-ENG C:\tmp\WIN2822-AD-ENG.html

RsopMode

Name o g -AD-ENG\Root\Rsop\NSD4C7A7FF_B62C_4AS55_B27F_©828FE1D6BCA
D-ENG
: NPARTMER\administrator
. Computer

Replace the highlighted text with the Windows AD server name and the file path for the report.

200 &7 N-Partner



(11) Open the report and verify that the WIN2022-AD-ENG server has the N-Partner Policy Group Policy

applied.

L]
:_ ] [ NPARTNERWWIN2022-AD-ENG x =+

@) (D) File | Ciftmp/WIN2022-AD-ENG.html
Computer name NPARTHMER WIN2022-AD-ENG
Domiain npartnar Jocal
Site Defanlt-First-Site-Wamea
Organizational Unit npartnar loeal Domain Controllars/Servers

Security Group Memberzhip show

Component Status

Component Name Statuz Time Taken Last Process Time Event Log

Group Pelicy Infrastructare Success 448 hMillizacond(s) 4/22/2024 PM 5 View Log
Fegistry Success 110 Mallizsecond(s) 4/22/2024 PM 04 View Log
Security Success 938 Millizacond(=) 4/22/2024 PM 04 3 Viaw Log

Windews Settingz
Security Settings

Aeccount Policiez Pazzword Poliey

Account Policiez/ Account Lockout Poliey

Aeccount Policiez Kerberoz Poliey

Local Policies/ Audit Poliey
Policy Setting Winning GPO
Aundit account logon evants Success, Failure N-Partner Policy
Audit account manazement Success, Fatlure N-Pariner Policy
Audit directery service access Success, Fatlure N-Pariner Policy
Andit logon events Success, Farlure N-Pariner Policy
Andit object access Success, Farlure N-Pariner Policy
Andit policy change Suecess, Failure N-Partner Policy

Andit procass tracking Suecess, Failure M-Partner Policy

Andit system evants Suecess, Failure N-Partner Policy
Local Policiez Uzer Rightz Azziznment

Local Policiez/Security Optionz
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7.3 Add a Non-Admin Account

7.3.1 Add Users

(1) Open “Windows PowerShell.”

&

Windows
PowerShell

(2) Enter the command below to add a new account.

PS C:\>
>>

>>

EN Adrministrator: Windows PowerShell

C:%» MNew-AdUser

{ConvertTo-SecureString

[=]

For the red text, please enter the account password and domain information.

(3) Enter the command below to view the account status.

EN Administrator: Windows PowerShell

PS C:\» Get-ADUser npartner

DistinguishedName
Enabled

GivenName

Name

ObjectClass
ObjectGUID

PasswordieverExpires
SamAccountName

51D

surname
UserPrincipallame

PasswordheverExpires, Enabled

CN=npartner,CN=Users,DC=npartner,DC=1local
True

npartner

user

68cecf78-33cd-4fa8-a4f5-bco1843bafdf

True

npartner
5-1-5-21-475969428-1156914179-19791681651-1165

npartner@npartner.local
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7.3.2 Configure DCOM Permissions

(1) Open “Windows PowerShell.”

o
Windows
PowerShell

(2) Enter the command below to open component services.

EXN Administrator: Windows PowerShell — O .

» dcomcnfg.exe

(3) Edit Computer Properties

Expand folder “Console Root” -> “Component Services” -> “Computers,” right-click on “My Computer,”

and select “Properties.”

#. Component Services
#. File Action View Window Help

[ Conscle Root
~ (%, Component Services

Mame

| COM=+ Application:| | My Computer
COM Config

| P

w || Computers

A My Computer More Actions
E Event Viewer (Local)

- Services (Local)

Refresh all components Config

View »  ore Actions

Mew Window from Here

Export List...

Properties

Help

Opens the properties dialog box for the current selection,
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(4) Enable Permissions
Go to the “COM Security” tab, under Launch and Activation Permissions, click “Edit Limits.”

My Computer Properties

General Qctions Default Propeties
Defautt Protocals COM Security MSDTC

Access Pemissions

You may edit who iz allowed default access to applications. You may
also set limits on applications that determine their own permissions.

Caution: Modifying access pemmissions can affect the ability
of applications to start, connect, function and/or un
securely.

Edit Limits... Edit Defautt...

Launch and Activation Pemmissions
You may edit who iz allowed by default to launch applications or

activate objects. You may also set limits on applications that
detemmine their own pemissions.

Caution: Modifying launch and activation pemmissions can
affect the ability of applications to start, connect, function
and./ar un securely,

Edit Limits... | Edt Defautt...

Leam more about setting these properties.

Cancel

(5) Add DCOM User Permissions

Click “Add.”

Launch and Activation Permission

Security Limits
Group or user names:
A Everyone
[EJALL APPLICATION PACKAGES
Accourt Unknown(5-1-15-3-1024-2405443485-8 740361 22
22 Administrators (MPARTNER" Administrators)

82 Performance Loa Users (NPARTNER"\Performance Log Us ¥
< >

Add... Remave

Permissions for Everyone Allow Deny

Local Launch
Remote Launch
Local Activation
Remote Activation
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(6) Enter your Username
Input your user account: npartner, click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups

Select this object type:

|L|sers. Groups, or Buit-in security principals | Object Types...

From this location:

|n|:|artner.lu:ucal Locations...

Enter the object names to select (examples):

Check Mames I

Advanced. .. Cancel

(7) Set User Permissions
Select the user account: npartner, uncheck “Local Launch: Allow,” check “Remote Activation: Allow,” then
click “OK.”

Launch and Activation Permission

Security Limits

GI'I:ILID ar user names:

H2 Administrators (NPARTNER Administrators) -
H® Pedormance Log Users (NPARTNER Pedomance Log Ls

a npartner {npartner@npartner local)

< >

Remaove

Pemissions for npartner

Deny

|Lucal Launch ]

Remote Launch ]
L]
L]

Local Activation

|Hemnte Activation

Carcs
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(8) Click “OK.”

My Corputer Properties

General Cptions Default Properties
Default Protocals COM Security MSDTC

Access Pemmissions

fou may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

Caution: Modifying access pemissions can affect the ability
of applications to start, connect, function andfar run
securely.

Edit Limits... Edit Default. ..

Launch and Activation Pemissions

You may edit wha is allowed by default to launch applications ar
activate objects. You may also set limits on applications that
determine their own permissions.

Caution: Modifying launch and activation pemissions can
affect the ability of applications to start, connect, function
and/or run securely.

Edit Limits... Edit Default. ..

Leam more about setting these properties.

Cancel
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7.3.3 Configure WMI Permissions
7.3.3.1 Set Event Log Permissions

(1) Open “Windows PowerShell.”

Lo
Windows
PowerShell

(2) Enter the command below to enable component services.

PS C:\>

EN Administrator Windows PowerShell — O x>

> wmimgmt .msc

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

E Wmilgmt - [Console Root\WMI Control (Local]] — O >
& File Action View Favorites Window Help - &8 X
L ARl (NENN 7 )i
[[7] Console Root ‘ -~ Actions
S A% Windows
| =1 WMI Control (Local) | Y — N
Connect to ancther computer ...
More Actions 4

View >

Mew Window from Here

Mew Taskpad View...

Properties

Help

Opens the properties dialog box for the current selection.
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(4) Edit CIMV2 Security
On the “Security” tab, expand folder “Root” -> “CIMV2,” then click “Security.”

WMI Contrel (Local) Properties

General Backup/Restore Advanced

Mamespace navigation allows you to set namespace specific security.

]E AccessLogging

O

; DEFAULT

| directory

| Hardware

| Interop

| InventoryLogging
| Microsoft

1 Microsoft Active Directory
1 Microsoft Dfs

| MicrosoftDNS

| madtc

] PEH

1 Policw

[
E
[
|:..
|:..
[
[
[#]-
[#]-
|:..
|:..
|:..
|:..
E..
-

(5) Add WMI User Permissions

Click “Add.”

Security for ROOTWCIMY2Z

Security

GI'CILIFI ar user names:

A M thenticated Users

H2 LOCAL SERVICE
H® NETWORK SERVICE
42 Administrators (WPARTNER Administrators)

Pemissions for Authenticated
lsers

Execute Methods

Full Write [l
Partial Write ]
Provider Wite

Enable Account

For special pemissions or advanced settings, P —
click Advanced.
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(6) Enter User
Input your user account: npartner, click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups

Select this object type:

|L|sers. Groups, or Built4in security principals | Object Types...

From this location:

|npartner.|u:ucal Locations...

Enter the object names to select (examplzs):
npartner| Check Names

Advanced. .. Cancel

(7) Set User Permissions
Select the user account: npartner, uncheck “Enable Account: Allow,” check “Remote Enable: Allow,” then

click “OK.”

Security for ROOTVCIMYZ

Securty

Group or USer names:

8% Autherticated Users

SR LOCAL SERVICE

SR NETWORK SERVICE

SR Administrators (NPARTNER Administrators)

a npartner (npartneri@npartner local)

Add... Femove

Permissions for npartner Dery

Full Write

Partial Write
Provider Write
Enable Account
Remote Enable

F-;ur special pemissions or advanced settings, T
click Advanced.

Cancel
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(8) Confirm User Permissions

Click “OK.”

WMI Control (Local) Properties

General Backup/Restore Securty  Advanced

Mamespace navigation allows you to set namespace specific security.

=I-| )] Root
| AccessLogaging
L) Appv
AR CIMY2
L) Cli
|J7 DEFALLT
| directory
41 Hardware
4 Interop
1 InventaryLogaging
'_ 1 Microsoft
| Microsoft Active Directony
1 Microsoft Dfs
|41 Microsoft DNS
41 msdtc
l& PEH

1 Palicw

e - - - - - - - - -

Cancel
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7.3.3.2 Configure Permissions for Reading User Data

(1) Open “Windows PowerShell.”
Lo
Windows
PowerShell

(2) Enter the command below to enable component services.
PS C:\>

EN Administrator: Windows PowerShell — O >

\> wmimgmt.msc

(3) Edit WMI Control

In “WMI Control (Local),” right-click and select “Properties.”

E WmiMgmt - [Console Root WM Control (Local]] — O x

& File Action View Favorites Window Help - & X

= n5EE HE

[ Console Root ‘ - Actions
Z @k Windows
[ 53 wWMI Control (Local) | Y B—— "
Connect to another computer ...
More Actions 4
View ¥

Mew Window from Here

MNew Taskpad View...

Properties

Help

Opens the properties dialog box for the current selection,
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(4) Edit LDAP Security
On the “Security” tab, expand “Root”-> “directory” -> “LDAP,” then click “Security.”

WMI Contral (Local) Properties

General Backupfﬂestn\ranced

Namespace navigation allows you to set namespace specific security.

| )1 AccessLogging

e

E-F-E- -

| DEFALULT

1 .I:Iirectnr:.'

1 Hardware

1 Interop

1 InventoryLogging
1 Microsoft

1 Microsoft Active Directory
1 Microsoft Dfs

1 Microsoft DNS

1 msdtc

! PFH

[T

e OO g O OO e O s OO e O oy OO o O e |

(5) Add WMI User Permissions

Click “Add.”

Security for ROCOTdirecton\LDAP

Security

GI'CILIIZI ar User names:

A M thenticated Users

H2 LOCAL SERVICE
H® NETWORK SERVICE
42 Administrators (NP ARTMER Administrators)

Pemmissions for Authenticated
Lzers

Execute Methods

Full Write

Partial Write

Provider Write

Enable Account

For special permigsions or advanced settings, T ——
click Advanced.
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(6) Enter Your Username

Input your user account name (in this example, it is “npartner”), click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups

Select this object type:
|L|sers, Groups, or Builtin security principals | Object Types...

From this location:

|n|:|artner.lu:ucal Locations...

Enter the object names to select (xamples):
npartner Check Names

Advanced. ..

(7) Set Your User Permissions
Select your user account (in this example, it is “npartner”), uncheck “Enable Account: Allow,” check
“Remote Enable: Allow,” then click “OK.”

Security for ROOT\directony\LDAP

Security

GI'CILIIZI ar user names:

82 Autherticated Users
82 LOCAL SERVICE
H® NETWORK SERVICE

a npartner (npartner@npartner local)

Pemissions for npartner

Full Write

Partial Write
Provider White
Enable Account
Remote Enable

Fu;ur special permissions or advanced settings, Advanced
click Advanced.

| Cancel
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(8) Confirm User Permissions

Click "OK."

WMI Control (Local) Properties

General Backup/Restore Security  Advanced

MNamespace navigation allows you to set namespace specific security.

] AccessLogging
1D Aopv
14 CIMy2
e
[y DEFAULT
' '_diredu:ur:,'

| Hardware
| Interop
| InventoryLogging
[} Microsoft
| Microsoft Active Directory
) Microsoft Dfs
[} MicrosaftDNS
| madte
i PFH
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7.3.4 Configure Event Log Read Permissions

(1) Open “Group Policy Management.”

&

Group Policy
Management

(2) Edit the Group Policy Object

Right-click the “N-Partner Policy” Group Policy Object and select “Edit.”

5L Group Policy Management

2L File Action View Window Help

e« | 2HE X6 HE

;—Q Group Policy Management N-Pariner Policy

A _ﬂFQrest:npartner.local Scope  Defails  Settings  Delegation
v Domains
& Links

Display links in this location:

~ 4 npartner.local
npartner local

| Default Domain Policy

2| Domain Controllers The following sites, domains, and OUs are linked to this GPO:
[ Default Domain Controllg ~

EI7

= Location Enforced Link Enabled
Servers

| N-Partner Poli 5] Servers No Yes

W

o Servers Edit...
=t Group Policy Objects
+ WMI Filters

] Starter GPOs
[ Sites Save Report...

Enforced

Link Enabled

sd Group Pelicy Modeling View 5 aply to the following groups, users, and computers:
) Group Policy Results ~

New Window from Here

Delete
Rename

Refresh

Help Properties

WMI Filtering
This GPQ is linked to the following WM fiter:

<none:
<

Open the GPO editor




(3) Configure Log Permissions

Navigate to “Computer Configuration - Policies - Windows Settings - Security Settings - Local Policies

- User Rights Assignment.”

Select “Manage auditing and security log,” then cIickEI “Properties.”

%[ Group Policy Management Editor
File Action View Help
e | @ XE= =

~ i Computer Configuration
v | Policies
| Software Settings
|~ 1 Windows Settings|
| Name Resolution Policy
|| Scripts (Startup/Shutdown)

Deployed Printers
|v _3_;' Security Settingsl
-+ Account Policies
w j Lecal Policies|
Audit Policy
User Rights Assignment
Security Options
f| Eventlog
4 Restricted Groups
4 System Services
4 Registry
4 File System
o/ Wired Network (IEEE 802.3) Pol
| Windows Defender Firewall wit
| Network List Manager Policies
;;“g Wireless Metwork (IEEE 802.11)
| Public Key Policies

| Software Restriction Policies

>

Policy
| Generate security audits
| Impersonate a client after authentication
| Increase a process working set
| Increase scheduling priarity
| Load and unload device drivers
| Lock pages in memory
| Log on as a batch job
Log on as a service
Manage auditing and security log
| Modify an object [abel
| Modify firmware envirenment values

| Obtain an impersonation token for another user in the same...

| Perform volume maintenance tasks

| Profile single process

| Profile systern performance

| Remove computer from docking station
| Replace a process level token

| Restore files and directories

| Shut down the system

| Synchronize directory service data

| Take ownership of files or other objects

Policy Setting
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
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(4) Add Audit Log Management User

Check “Define these policy settings, then click Add Users or Groups....”

Manage auditing and security log Properties

Security Policy Setting  Explain

_-E' Manage auditing and security log

| Define these policy settings:

Add User or Group...

Cancel

(5) Search for User

Click “Browse.”

Add User or Group

Iser and group names

Cancel
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(6) Enter User Account

Enter the user account “npartner,” click “Check Names,” then click “OK.”

Select Users, Computers, Service Accounts, or Groups

Select this object type:
| |sers, Service Accounts, Groups, or Buitt-in security principals | Object Types...

From this location:

| npartner local Locations...

Enter the object names to select (sxamples):

npartner | Check Mames

Advanced... Cancel

(7) Confirm User

Click “OK.”

Add User or Group

User and group names
MPARTMNER \npartner
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(8) Confirm Log Settings

Click “OK” to save the configuration.

Manage auditing and security log Properties

Security Policy Setting | Explain

j—@. Manage auditing and security log

Define these policy settings:

NPARTHER npartner

Add User or Group...

(9) Open “Windows PowerShell.”

&

Windows
PowerShell

(10) Run the following command to update group policy:

EX Administrator: Windows PowerShell — Oa *
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7.3.5 Restart the WMI Service

(1) Open “Windows PowerShell.”

&

Windows
PowerShell

(2) Run the following command to restart the WMI Service:
PS C:\>

EX Administrator: Windows PowerShell

;|-::_: |"* . '.I -

WARNING: Waiting for service 'Uszer Access Logging Service (TALSVC)

Fs Cih

(3) Run the following command to check the WMI Service Status:
PS C:\>

EN Administrator: Windows PowerShell

ent Inztrumentation
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7.4 Configure Firewall

(1) Open “Windows PowerShell.”

o
Windows
PowerShell

(2) Configure the Firewall (Allow Only the N-Reporter IP to Query WMI)

Run the following command:
PS C:\>

EN Administrator: Windows PowerShell - O *

t-NetFirewal lRule

Replace the highlighted IP address with the N-Reporter system IP address.

(3) Run the following command to check the WMI Firewall Status:
PS C:\>

EN¥ Administrator: Windows PowerShell

Fi 11R

221 &7 N-Partner



8. N-Reporter

(1) Add a Windows AD WMI Device

Go to “Device - Device Treeview,” then click “Add.”

% i-cLouo e

. admin (Global) ~

Device | Davice Treeview

aa Device Treeview

i= Event

[shsl Report

|- @ Global (479/495)

Analysis
¢ < “— [z} Unknown Device (0/39)

@% Dashboard

== Device

Device Treeview

Device Batch
Management

Device Additional Setting
Alert Template

Device Abnormal Alert
Config Comparison

User Defined Format
Performance Monitoring

£+ System

il User Manual

Copyright ® 2009 N-Partner. All rights reserved.
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Name: Win2003 AD Eng WMI

IP

Data Type

Device
Description

Device Alert

Template

ICMP Alert
Template

Interface

‘Windows 2003 AD Server

Pai

192.168.14.74

(W1}

Not Activated

Not Activated

rition

Engisn~ |01 | |D||R||@| =

Auto Refresh | = [OFF »

Device Type
Model
Hardware
Periormance
Status

Interface
Status

Hard Disk
Status

"

Bl Sysiog, SNMP

Host Mib

o [

ce Monitoring Status COperation Status : [All v
‘O Reset

Operation : Inferface Nar: Ints

200 w

-

-

Page 0 of0

Mo data!

[

»

>

Displaying 0 fo 0 of 0 items
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8.1 For Windows 2003 or Earlier

(1) Configure a Windows AD WMI Device

Click “Application / DB / OS / Server,” then select “Expert Mode.”

Device Type

Switch / Router

A switch is a network hardware

Application / DB / OS | Server

Host type, providing specific se

=’ Firewall / IPS / Load Balancer / NAC / UTM /
T 1 WAF [ Wireless

I Metwork security related

/ \T/\l N-Cloud / N-Reporter / N-Probe

[ =) — .

Vo2 M-Probe can collect traffic at a ratio

N4

Auto / More / User Defined Format
a Customization and other equipm

Expert Mode Guided Mode Cancel
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(2) Enter the “device name” and “IP address.” For Syslog Data Type, select “Windows 2003 AD Server
(Wml).”

Essentials SHMP Syslog Flow Action & Backup Monitor & Alert Other
Basic Setting ~

Machine Mame ~

Win2003 AD WMI 192.168.14.75

IP -

192.168.14.75

*

Domain

Global hd

Syslog Data Type &

Windows 2003 AD Server (WMI) e

User Defined Syslog Format © n

SNMP Model &

Please select ..

Web Monitor €@

|:| Activate Page Monitoring
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(3) Click “Syslog” tab and set “Encoding” to “UTF-8.”

Essentials SNMP Syslog Flow Action & Backup Monitor & Alert Other

Syslog Setting A

Facility &

Encoding

UTF-&

Syslog Normalized Data Retention Days (Max) @

Raw Data Kept and Replied
|:| Raw Data Kept
|:| Raw data format is adopted while Syslog relaying is activated in Threshold Report.

|:| The source IP will be kept in normalized data relaying
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(4) Click “Action & Backup,” tab then enter the WMI Login Account and Password.

Essentials SNMP Syslog Flow Action & Backup Monitor & Alert Other

Action Device / VRF / SSH Related Setting ~

Action Device &

VRF (Virtual Routing and Forwarding) &

Device Connection Method
@ ssH () Telnet

Login Account

npartner |

Login Password

| ‘ ® l

Enable Password

| 2]

API IP & Login Related Setting v

226 A&/ N-Partner



(5) Click “Monitor & Alert” tab. For Testing Device, select the N-Cloud device. Click “Device Connection

Test.” If the Test Result shows “Connection Test Succeeded”, the WMI login test is successful. Then click

“Submit.”

Note: If the Windows WMI device is managed by an N-Probe device, select N-Probe as the Testing

Device. The N-Probe will perform the WMI login test to the Windows device.

I
Eszzentials SNMP Syslog Flow Action & Backup Monitor & Alert Other

Alert Template

Monitor and Connection Test

Testing Device €

N-Cloud 14.1 h

Monitor and Connection Test ©

[ Start Test

.

[ SNMP Test
I

Ping Test

IP/MAC Connection Test

Device Connection Test Connection Test Succeeded

IP/MAC SNMP Test ]
1

Notification

Alert Detail Configuration

227
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(6) To enable the default reports for the Windows WMI device, click “Yes.” To disable them, click “No.”

£+ Activate default template, this will apply to the same vendor type

?
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8.2 For Windows 2008 or Later

(1) Configure a Windows AD WMI Device
Click “Application / DB / OS / Server,” then select “Expert Mode.”

ia Add Device x

Device Type

Switch / Router

A switch is a network hardware

Application / DB / OS5 / Server

Host type, providing specific se

=’ Firewall / IPS / Load Balancer / NAC / UTM /
T 1 WAF [/ Wireless

I Metwork security related

/\T/\ N-Cloud / N-Reporter / N-Probe

[ —— | . R -

d A M-Probe can collect traffic at a ratio

N4

Auto / More / User Defined Format
G Customization and other equipm

Expert Mode Guided Mode Cancel
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(2) Enter the device name and IP address. For “Syslog Data Type,” select “Windows 2003 AD Server
(Wmi).”

Eszsentials SNMP Syslog Flow Action & Backup Monitor & Alert Other
Basic Setting ~

Machine Name ~

Win2008 AD WMI 192.168.14.77

IP -

192.168.14.77

*

Domain

Global hd

Syslog Data Type ©

Windows 2008/2012 AD Server (WMI) hd

User Defined Syslog Format @ n

SNMP Model &

Please select ... hd

Web Monitor €

|:| Activate Page Monitoring
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(3) Click “Syslog” tab and set Encoding to “UTF-8.”

Essentials SHMP Syslog Flow Action & Backup Monitor & Alert Other
Syslog Setting ~
Facility €
Encoding

UTF-8 w

Syslog Normalized Data Retention Days (Max) &

|:| Raw Data Kept

Raw Data Kept and Replied

|:| Raw data format is adopted while Syslog relaying is activated in Threshold Report.

|:| The source IP will be kept in normalized data relaying

231

&7 N-Partner



(4) Left click “Action & Backup,” then enter the WMI login account and password.

Eszzentials SNMP Syslog Flow Action & Backup Monitor & Alert Other

Action Device / VRF / S5H Related Setting A

Action Device &

VRF (Virtual Routing and Forwarding) &

Device Connection Method
@ ssH () Telnet

Login Account

npartner

Login Password

® ]

Enable Password

API IP & Login Related Setting v
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(5) Left-click “Monitor & Alert” and select the N-Cloud device for Testing Device.

Click [Device Connection Test]. If the Test Result shows “Connection Test Succeeded,” the WMI login is

successful. Then click [Submit].

Note: If the Windows WMI device is managed by an N-Probe, select N-Probe as the Testing Device.

The WMI login will be tested via the N-Probe.

I
Ezzentials SNMP Syslog Flow Action & Backup Monitor & Alert Other

Alert Template v
Monitor and Connection Test A
Testing Device &

N-Cloud 14.1 ~

Monitor and Connection Test ©

[ Start Test ]

e

Ping Test

SNMP Test

IP/MAC Connection Test

Device Connection Test Connection Test Succeeded

| |
| |
l IP/MAC SNMP Test ]
| |
| |

Notification V

Alert Detail Configuration v

Previous Cancel
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(6) To enable the default reports for Windows WMI devices, click “Yes.” To disable, click “No.”

£+ Activate default template, this will apply to the same vendor type

?
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9. Troubleshooting
9.1 Invoke-GPUpdate Error

(1) On the AD domain server, an error message appears when running Invoke-GPUpdate to update the

Windows Server Group Policy.

EN Administrator: Windows PowerShell - O *

Windows
PowerShell

(3) Check the Windows Firewall rules for WMI-WINMGMT-In-TCP, vm-monitoring-rpc, and MSDTC-

RPCSS-In-TCP.
PS C:\> Get-NetFirewallRule -Name "WMI-WINMGMT-In-TCP", "vm-monitoring-rpc", "MSDTC-RPCSS-
In-TCP" | Select-Object Name, DisplayName, Enabled, Direction, Action | Format-Table

E¥ Administrator: Windows PowerShell - [m] X
PS C:\> Get-NetFirewallRule I i i SC SS-I Select-Object Name, DisplayName, Enabled, Direction, Action | Format-Table
Enabled D
tation (WMI-In)

RPC) Inbound
dinator (RPC-EPMAP) alse Inbound

(4) Enable the Windows Firewall rules: WMI-WINMGMT-In-TCP, vm-monitoring-rpc, and MSDTC-RPCSS-
In-TCP.

PS C: \> Set- NetFirewallRule -Name "WMI- WINMGMT- In- TCP", "vm- monitoring- rpc", "MSDTC-
RPCSS- In- TCP"-Enabled True

EN Administrator Windows PowerShell

Set-MetFirewallRule
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(5) Check the Windows Firewall rules for WMI-WINMGMT-In-TCP, vm-monitoring-rpc, and MSDTC-RPCSS-

In-TCP.
PS C:\> Get-NetFirewallRule -Name "WMI-WINMGMT-In-TCP", "vm-monitoring-rpc", "MSDTC-RPCSS-

In-TCP" | Select-Object Name, DisplayName, Enabled, Direction, Action | Format-Table

E¥ Administrator: Windows PowerShell
PS C:\> Get-NetFirewallRule I-WI I 4 SD RP I Select-Object Name, DisplayName, Enabled, Direction, Action | Format-Table
Enabled Directi
nagement Instrumentation (WMI-In)

rtual Machine ing (RPC) .
ion Coordinator (RPC-EPMAP) Inbound Allow

PS C:\> o

(6) On the AD domain server, update the Windows Server Group Policy.

PS C:\> Invoke-GPUpdate -Computer -RandomDelaylnMinutes 0 -Force

LN Administrator; Windows PowerShell

PS C:\> Invoke-GPUpdate

PS C:\»>

Enter the Windows Server name in the red-highlighted field.
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9.2 WMI Query Language Verification

(1) Click “Start” - type “Run” - select “Run.”

Apps
B Command Prompt

Settings (4+)

O rur|
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(2) Enter “wbemtest” - Click “OK.”

1 Run x

=i Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: I] whemtest] w

& This task will be created with administrative privileges.

Cancel EVU‘WSE---

(3) Click “Connect.”

Windows Management Instrumentation Tester *

Mamespace: Connect...

IWhemServices

Method Invocation Options
[ Enable Al Privileges

-
-

10 Batch Count (enum. only) 5000 Timeout {meec., -1 for infinite)
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(4) Enter the namespace:
\\<Windows AD IP>\root\cimv2

Enter the username and password - Click “Connect.”

Connect

MNamespace Framie

|1 §2.168.14.85\root \cimv 2
Cancel

Connection:

Ising: |I‘."'.|'I:|em Locator (Namespaces) ﬂ
Retuming: |I‘."l.|'l:|em Services j Synchronous

Credentials

User: Inpartner

Password: I ,,,,,,,, |

Authority: |

Locale How to interpret empty password

| f* NULL " Blank
Impersonation level Authertication level

" |dentify " Mone (¢ Packet

* |mpersonate " Connection © Packet integrity
(" Delegate " Call (" Packet privacy
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(5) Click “Query.”

Windows Management Instrurnentation Tester —

>
Mamespace: Connect...
L &= |

W4 192.168.14. 83 oot cimv 2 Exi

[WhemServices

Enum Classes... Erum Instances... | Open Namespace... Edit Context... |

Cuery... Create Refresher... |

Open Class. .. Open Instance... | Motfication Guer'_.'...]

Create Class... | Create Instance...

Delete Class... Delete Instance... | Execute Method... |

Method Invocation Options

" Asynchronous [ Enable All Privileges
(" Synchronous [ Use Amended Qualfiers
* Semisynchronous | Direct Access on Read Operations

[ Use Nextfsync {enum. only)

10 Batch Count {enum. anly) 5000 Timeout {msec., -1 forinfinite)

(6) Enter the query:
SELECT * FROM Win32_NTLogEvent

-> Click “Apply.”

Cluery

Enter Gueny
Select * FROM Win32_NTLogEvent|

Apply

ﬂ [ Retrieve class prototype Cancel

240

|

W,

Partner



(7) If data is returned, click “Close.”

Cuery Result

WGQL: Select * FROM Win32_NTLogEvent

25352 objects | max. batch: 10 Operation in progress...

Windd NTLoaEvent.Logfile="5ecunty” Record Number=33407
Win32_NTLogEvenrt. Lodfile="Secunty”  RecordMumber=33406
Win32_NTLogEwvent. Lodfile="Securty”  RecordMumber=33405
Win32_MNTLogEvent. Logfile="Securty” RecordMumber=33404
Win3d2_MTLogEvent. Logfile="Securty” RecordMumber=33403
Win32_MNTLogEwvent. Lodgfile="Secunty”  RecordMumber=33402
Win32_NTLogEwvent. Logfile="5Securty” . RecordMumber=33401
Win32_NTLogEwvenrt. Lodfile="Securty” RecordMumber=33400
Win32_NTLogEvenrt. Lodgfile="Securty” RecordMumber=33355
Win32_NTLogEvent. Logfile="Securty” RecordMumber=33358
Win32_MNTLogEvent. Logfile="Securty” , RecordMumber=33357
Win32_MNTLogEwvent. Lodfile="5ecurnty” RecordMumber=33356

£

Delete

(8) Click “Connect.”

Windows Management Instrumentation Tester —

ot
_ B |

W192.168.14. 83 oot \cimv 2 =

IWhemServices

Enum Classes... Enum Instances... | Open Namespace... Edit Context ...

Create Class.. Create Instance... Query ... Create Refresher. ..

Open Class. .. Open Ingtance... | Motification Guery ..

Delete Class... Delete Instance. .. Execute Method...

Method Invocation Options

" Agynchronous | Enable All Privileges

" Synchronous [ Use Amended Gualfiers

{* Semisynchronous | Direct Access on Read Operations
| Use MextAsync (enum. only)

10 Batch Count (enum. only) 5000 Timeout {msec., -1 for infinite)
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(9) Enter the namespace:
\\<Windows AD IP>\root\directory\LDAP

Enter the username and password - Click “Connect.”

Connect

[\\192.168.14.83\root directory\L DAP|

Connection:

Using: |I‘.‘1.|'|:|ernLn:ucatDr (Mamespaces) j
Retuming: |I‘."'.|'IjemSen.rices j Synchronous

Credentials

User: Inpartner

Password:

Autharity: |
Locale Haw to interpret empty password
| * MULL (" Blank

Impersonation level Authentication level
" |dentify " Mone {* Packet

{* |mpersonate (" Connection ¢ Packet integrity
" Delegate " Call (" Packet privacy

(10) Click “Query.”

Windows Management Instrumentation Tester —

oo
Namespace:
_ B |

"W192.168.14.83 oot directony\LDAP Ed

IWhemServices
Enum Classes... | Erum Instances... | Open Namespace... Edit Context... |
Create Class... | Create Instance... | Cuery ... Create Refresher... |
COpen Class... | Open Instance... | Motfication Guery ...
Delete Class... | Delete Instance... | Execute Method. ..

Method Invocation Options

" Asynchronous [ Enable All Privileges
" Synchronous | Use Amended Gualifiers
{* Semisynchronous [ Direct Access on Read Operations

[ Use NextAsyne {enum. only)

10 Batch Count {enum. anly) 5000 Timeout {msec., -1 for infinite)
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(11) Enter the query:
SELECT * FROM ds_user

- Click “Apply.”

Cuery

Enter Queny
Select * FROM ds_use |

Ppply

ﬂ [ Retrieve class prototype Cancel

(12) If data is returned, click “Close.”

Cuery Result

WaL: Select * FROM ds_user

Sobjects | max. batch: 5 [Done

ds_user ADSIPath="LDAP://CMN=Administrator CM=Users, DC=npartner, DC=local"
ds_user ADSIPath="L0OAP://CN=Guest, CN=Isers, DC=npartner, DC=ocal"
ds_user ADSIPath="LDAP://CN=krhtgt CN=Users, DC=npartner, DC=local "
ds_user ADSIPath="LDAP.//CN=KH CN=Users, DC=npartner, DC=local"

ds_user ADSIPath="LDAP://CN=npartner CN=Users DC=npartner, DCocal”
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(13) If both event logs and user data can be queried successfully, the configuration is correct.

Click “Exit” to close the WMI Tester.

>

Windows Managerment Instrumentation Tester

Mamespace: Connect ...

W192.168.14.83 oot \directony \LDAP

IWhemServices

Enum Classes... Enum Instances... | Cpen Namespace...| Edit Context ... |

| Create Refresher... |

Open Class... Open Instance. .. | Motification Cluery. .. |

Create Class. . | Create Instance... || Cluerny ...

Delete Class. . Delete Instance... | Execute Method... |

Method Invocation Options

{" Asynchronous [ Enable All Privileges

[ Use Amended Qualifiers
[ Direct Access on Read Operations

(" Synchronous
{* Semisynchronous
[ Use Nextfsync (enum. only)

|1 0 Batch Count {enum. anby) 5000 Timeout {msec., -1 for ifinite)
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