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http://www.squid-cache.org/Doc/config/logformat/

1 CentOS

1.1 CentOS 6

1.1.1 #REE Squid R EE

(1) =& Squid kR

(2) #mE¥E Squid FRELE

# vi /etc/squid/squid.conf

[root@Cent056 ~]# vi /etc/squid/squid.conf

(3) &RZE Squid HEEHEI(

logformat nreporter %ts.%03tu %>a %Ss/%03>Hs ¥%<st %rm %ru %un %Sh/%<A Jmt
access_log /var/log/squid/access.log nreporter

logformat nreporter %ts.%03tu %=a %5s5/%03>Hs %<st %rm %ru %un %5h/%<A %mt
access_log /var/log/squid/access.log nreporter

(4) ZERL Squid RFIEFNHEED Squid IRFIFIEE

# service squid restart && service squid status

[root@Cent0S6 ~]# service squid restart && service sguid status
Stopping squid:

Starting sguid:
squid (pid 6445) is running...
[root@Cent056 ~]1#

al Ll



1.1.2 EE#f Rsyslog 8 Ef

(1) & rsyslog lRA&

# rsyslogd -v

[root@Cent056 ~]# rsyslogd -v
rsyslogd 5.8.10, compiled with:
FEATURE REGEXP :
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code): No

12bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
Runtime Instrumentation (slow code): No

st

(2) & rsyslog repository :%7E
# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo

[root@Cent056 ~]# curl -o um. re J Log.repo http://rpms.adiscon.com/v8-stable/rsyslog. repo
% Total % Recel % Kfe / ge [ ime rrent
Left Speed
113 227 113

[ root@Cent056 ~]#

(3) E#irsyslog EfF

libfastjsond. ::!:!Z'.-_F:'J B:8.,99,8-1.8l6

Le

Blentlsh =

al Ll



(4) TEER rsyslog R

# rsyslogd -v

[root@Cent0S6 ~]# rsyslogd -v
rsyslogd 8.2010.0 (aka 2020.10) compiled with:
PLATFORM: %86 _64-redhat-linux-gnu

FEATURE_REGEXP: Yes

GSSAPI Kerberos 5 support: No

FEATURE DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes

64bit Atomic operations supported: Yes

memory allocator: system default
Runtime Instrumentation (slow code):

systemd support:

Config file: fetc/rsyslog.conf
PID file: /var/run/syslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@Cent056 ~]#

al Ll



1.1.3 %% Rsyslog 3% Squid log

(1) #RE8 rsyslog R EE

# vi /etc/rsyslog.conf

syslog.conf

(2) 7NE imfile & AE4H

$ModLoad imfile # provides support for file logging

##E MODULES ####

al system logging (e.g. via logger command)
upport (previously done by rklogd)
ability

(3) &% imjournal 1841

# module (load="imjournal" StateFile="imjournal.state")

# provides access to the systemd journal and file to store the position in the journal
#module(load="imjournal” StateFile="imjournal.state")

(4) &#E OmitLocalLogging

# &0mitLocallogging on

# Turn off message reception via local log socket;
# local messages are retrieved through imjournal now.
#$0mitlLocallogging on

(5) &% Squid log ¥ 2% N-Reporter

# Send Squid log to N-Reporter

input (type="imfile" File=" " Tag="[squid]:" Severity="info" Facility=
"local4d" Ruleset="nreporter")

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

="locald” Kuleset="nreporter")

A BN FEMIAR A Squid HEFESEIEZA N-Reporter 4% IP address

al Ll



(6) ZERX rsyslog BR#ZFITESD rsyslog FRIFIEE

# service rsyslog restart && service rsyslog status

[root@Cent0S6 ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: [ 1

Starting system logger: [ ]
rsyslogd {(pid 6495) is running...
[root@Cent056 ~]#

al Ll



1.2 CentOS 7

1.21 &% Squid hRA

1.2.1.1 Squid 3.5.20

(1) &% Squid k&

(2) #REE Squid FREE

# vi /etc/squid/squid.conf

[root@Cent0S7 ~]# vi /etc/squid/squid.conf

(3) #RRE Squid HEEtE(

logformat nreporter %ts.%03tu %>a %Ss/%03>Hs Y<st Y%rm %ru %un %Sh/%<A Jmt
access_log /var/log/squid/access.log nreporter

rmat nreporter %ts.%03tu %=a %S5s5/%03=Hs %<st %rm %ru %un %Sh/%<A %mt
s _log /var/log/squid/access.log nreporter

(4) ZERL Squid RFEFNHEED Squid RFIFIEE

# systemctl restart squid && systemctl status squid

UID_OPTS -f

fsquid/cache_swap.s

Aug 31 88:58:11 0 systemd| Sguid caching proxy

Aug 31 B8: ¥ . ) ¢ : Starting Squid caching proxy. ..

Aug 31 B8: g . quid[B114]: Squid Parent: will start 1 kids

Aug 31 Be: | I. F . ¢ 1[8114]: Squid Parent: (squid-1) process 8116 started

Aug 1 Cent0S ldomain systemd[1]: Started Squid caching proxy.
[ro T ~1#

al Ll



1.2.1.2 Squid 4.13

(1) &% Squid hR&

~]# squid -v

Version 4.13

(2) #W¥8 Squid FREE

# vi /etc/squid/squid.conf

[root@Cent0S57 ~]# vi /etc/squid/s

(3) &RTE Squid HEEtEI(

logformat nreporter %ts.%03tu %>a %Ss/%03>Hs ¥%<st %rm %ru %un %Sh/%<A 7mt
access_log daemon:/var/log/squid/access.log nreporter

logformat nreporter %ts.%03tu %=a %5s/%03Hs %<st %rm %ru %un %Sh/%<A %mt
access log daemon:/var/log/squid/access.log nreporter

(4) ZERY Squid IRFEFTESR Squid IRFEIEE

# systemctl restart squid && systemctl status squid

squid && systemctl ¢

i|||r1||1||r|'| since Tue :

Lreateu:l FII] fil.e (f vdr!runf:.quid pid:|

Squid Parent: will start 1 kids
i 1]: Squid Parent: (sguid-1) process 1675 started
ain systemd[1l]: Started Squid Web Proxy Server.

al Ll



1.2.2 ¥ Rsyslog Eff

(1) & rsyslog lRA&

# rsyslogd -v

[root@Cent0S7 ~1# rsyslogd -v
rsyslogd 7.4.7, compiled with:
FEATURE_REGEXP:
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code):

12bit Atomic operations supported:
64bit Atomic operations supported:
Runtime Instrumentation (slow code):
uuid support:

See http://www.rsyslog.com for more information.
[root@Cent0S57 ~]#

(2) E#rrsyslog EH

# yum -y install rsyslog

(3) TR rsyslog hR7A

# rsyslogd -v

[ t@Cent0S7 ~1# rsyslogd -v
rsyslogd 8.24.8-57.el7 9.1, compiled with:
PLATFORM: x86_64-redhat-1linux-gnu
PLATFORM (1sb_release -d):
FEATURE_REGEX Yes
GSSAPI Kerberos 5 support: Yes
FEATURE _DEBUG ( g build, slow code): No

32bit Atomic op tions supported: Yes

64bit Atomic operations supported: Yes

memory allocator: system default
Runtime Instrumentation (slow code): No

uuid support:

Number of Bits in RainerScript integers:

ee http://
aCent0S7 ~]#

al Ll



1.2.3 %% Rsyslog 3% Squid log

(1) #RE8 rsyslog R EE

# vi /etc/rsyslog.conf

[root@Cent0S7 ~]# vi /etc/rsyslog.conf

(2) & imfile 8 ARA

$ModLoad imfile # provides support for file logging

#i48% MODULES ##is

# The imjournal module bellow is now used as a message source instead of imuxsock.
$ModlLoad imuxsock # pro support for local system logging (e.g. via logger command)
oad imjournal # pro s access to the systemd journal
dload imklog # re ernel messages (the same are read from journald)
tModLoad immark provides - -MARK-- message capability
$ModlLoad imtile ¥ pri des support tor Tile Llogging

(3) &%%E Squid log i2%%l] N-Reporter

# Send Squid log to N-Reporter

1nput(type—"1mf11e" File=" " Tag="[squid]:" Severity="info" Facility=
"local4" Ruleset="nreporter")

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

Severity="in cility="locald nreporter”)
ort="514" Pry

ZI%YEY”— Bﬁi EHJ/\ Squid Bt 1EZH N-Reporter 4% IP address

(4) EZERirsyslog IRFEFNIERD rsyslog IRFZIEE

# service restart rsyslog && systemctl status rsyslog

al Ll
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2 Debian

2.1 Debian7

2.1.1 #R¥8 Squid :RELE

(1) =& Squid kR

# squid3 -v

(2) #mE¥E Squid FRELE

# vi /etc/squid/squid.conf

root@ebian7:~# vi /etc/squid/squid.conf

(3) F&TE Squid BHEFEtEX

logformat nreporter %ts.%03tu %>a %Ss/%03>Hs Y<st %rm %ru Jun %Sh/%<A Jmt
access_log syslog:local4.info nreporter

logformat nreporter %ts.%03tu %>a %S5s/%03>Hs %<st %rm %ru %un %Sh/%<A %mt
access_log syslog:locald4.info nreporter

(4) ERI Squid BRFE

# service squid3 restart

root@ebian?:~# service squid3 restart
| ] Restarting Squid HTTP Proxy 3.x: squid3[....] Waiting.......ovveivnennnnnn done.

root@lebian?:~#

(5) T Squid ARFIFIER

root@ebian7:~# service squid3 status

[ ] squid3 is running.
root@ebian :~#

al Ll
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2.1.2 &7 Rsyslog 2% Squid log

(1) & rsyslog lRA&

# rsyslogd -v

root@ebian7:~# rsyslogd -v
rsyslogd 5.8.11, compiled with:
FEATURE REGEXP:
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code):

32b1it Atomlic operations supported:
64bit Atomic operations supported:
Runtime Instrumentation (slow code):

(2) #WE¥8 Rsyslog & E1E

root@ebian7:~# vi /etc/rsyslog.conf

(3) &%%E Squid log #&2%%l] N-Reporter

# Send Squid log to N-Reporter
local4d.x* e

# Send Squid log to N-Reporter
local4d.* @192.168.8.4

A BXFEMUIEE A N-Reporter 4% IP address

(4) ERI rsyslog ARFS

# service rsyslog restart
root@ebian7:~# service rsyslog restart
| rsyslogd.

| ] Starting enhanced syslogd: rsyslogd.
root@ebiany:~#

al Ll
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(5) ®E:R rsyslog IRIEIEF

root@ebian/:~# service rsyslog status

[ | rsyslogd is running.
root@ebian/:~#

al Ll
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2.2 Debian 8

2.21 #R¥E Squid :RELE

(1) =& Squid kR

# squid3 -v

root@ebian8:~# squid3 -v

Squid Cache: Version 3.4.8

(2) #REE Squid FREE

root@ebian8:~# vi /etc/squid3/squid.conf

(3) &RZE Squid HEEtE(

logformat nreporter %ts.%03tu %>a %Ss/%03>Hs Y<st %rm %ru %un %Sh/%<A Jmt
access_log /var/log/squid3/access.log nreporter

logformat nreporter %ts.%03tu %=a %55/%03=Hs %<st %rm %ru %un %Sh/%<A %mt
access log /var/log/squid3/access.log nreporter

(4) ERL Squid RFEFNHEED Squid IRFFIEE

# systemctl restart squid3 && systemctl status squid3

root@lebian8:~# systemctl restart squid3 && systemctl status squid3
® sguid3.service LSB: Squid HTTP Proxy version 3.x
Loaded: loaded (/etc/init.d/squid3)
Active: active (running) since Mon 2021-08-30 23:08:56 EDT; 2Zms ago
Process: 7889 ExecStop=/etc/init.d/squid3 stop (c d, status=0/5UCCESS)
Process: 7911 ExecStart=/etc/init.d/squid3 start (code=exited, status=08/5UCCESS)
CGroup: fsystem.slice/squid3.service
7942 fusr/sbin/sguid3 -¥YC -f /etc/squid3/squid.conf
—7945 (squid-1) -YC -f fetc/squid3/squid.conf

Aug 30 23:08:56 Debian8 systemd[l]: Starting LSB: Squid HTTP Proxy version 3.X...

Aug 38 8:56 Debian8 squid3[7942]: Squid Parent: will start 1 kids

Aug 30 : 6 Debian8 squid3[7911]: Starting Squid HTTP Proxy 3.x: squid3.

Aug 3 8:56 Debian8 systemd[1l]: Started LS Sgquid HTTP Proxy version 3.x.

Aug 30 23:08:56 Debian8 squid3[7942]: Squid Parent: (squid-1) process 7945 started
root@lebiant:~#

al Ll

14



2.2.2 &7 Rsyslog 2% Squid log

(1) & rsyslog lRA&

# rsyslogd -v

root@ebian8:~# rsyslogd -v

rsyslogd 8.4.2, compiled with:
FEATURE REGEXP:
GSSAPI Kerberos 5 support: £
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes

memory allocator: system default
Runtime Instrumentation (slow code):
uuid support:

(2) #REE Rsyslog & EHE

# vi /etc/rsyslog.conf

root@ebian8:~# vi /etc/rsyslog.conf

(3) 10& imfile 8 ARA

$ModLoad imfile # provides support for file logging

$ModLoad imuxsock # provides support for local system
$ModlLoad imklog # provides kernel logging support
#$ModlLoad immark # provide capability
¢$ModLoad imfile # provides support for file logging

al Ll
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(4) FR7E Squid log #32Z| N-Reporter

# Send Squid log to N-Reporter
input (type="imfile" File=" " Tag="[squid]:" Severity="info" Facility=
"local4" Ruleset="nreporter")
ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

A BN FEUFEA Squid HFFEEIEZEA N-Reporter 4% IP address

(5) ERYrsyslog AR#EFNTEED rsyslog BRFZIEE

# systemctl restart rsyslog && systemctl status rsyslog

root@ebian8:~# systemctl restart rsyslog && systemctl status rsyslog
® rsyslog.service - System Logging Service
Loaded: loaded (/lib/systemd/system/rsyslog.service; enabled)
Active: active (running) since Mon 2021-88-30 23:22:24 EDT; 2ms ago
Docs: man:rsyslogd(8)
http://www.rsyslog.com/doc/

Main PID: 7978 (rsyslogd)
CGroup: /system.slice/rsyslog.service
L7978 /usr/sbin/rsyslogd -n

Aug 30 2 :24 Debian8 systemd[l]: Started System Logging Service.
root@ebiand:~#

al Ll

16



2.3 Debian9

2.3.1 #RiEE Squid :RELE

(1) =& Squid kR

root@ebian9:~# squid -v
Squid Cache: Version 3.5.23

(2) #EE Squid REE

# vi /etc/squid/squid.conf

root@ebian9:~# vi fetc/squid/squid.conf

(3) FRRE Squid HEFEET

logformat nreporter %ts.%03tu %>a %Ss/%03>Hs Y<st %rm %ru %un %Sh/%<A Jmt
access_log /var/log/squid/access.log nreporter

logformat nreporter %ts.%03tu %=a %Ss/%03Hs %<st %rm %ru %un %Sh/%<A %mt
access_log daemon:/var/log/squid/access.log nreporter

(4) ERL Squid RFEFNHEED Squid IRFFIEE

# systemctl restart squid && systemctl status squid

Starting LSE: Squid HTTP Proxy version 3.x
W start 1 kids

readable {yet?) after start: Ko such file ar directory
f i
4269 which is not eur child, We'll sest likely not notice whem it exits.

al Ll

17



2.3.2 &7 Rsyslog 2% Squid log

(1) & rsyslog lRA&

# rsyslogd -v

root@ebian9:~# rsyslogd -v
rsyslogd 8.24.0, compiled with:
PLATFORM: %86 64-pc-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
1Z2bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
root@ebian9:~#

(2) #®¥E Rsyslog FREE

root@ebian9:~# vi /etc/rsyslog.conf

(3) 7IN# imfile A
module(load="imfile") # provides support for file logging

e
#### MODULES ###
FRHHHHRRA

module({load="imuxsock") # provides support for local system logging
module(load="imklog") # provi kernel logging support
#module(load="immark") # provides --MARK-- message capability
module(load="imfile") # provides support for file Llogging

al Ll
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(4) FR7E Squid log #32Z| N-Reporter

# Send Squid log to N-Reporter
input (type="imfile" File=" " Tag="[squid]:" Severity="info" Facility=

"local4" Ruleset="nreporter")
ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

{ "locald4” Ruleset="nreporter"”)
Targ L

A ENXFEIBR A Squid HEEEEEZA N-Reporter 4% IP address

(5) ERArsyslog ARFEFNTEED rsyslog BRFZIEE

al Ll
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3 Ubuntu

3.1 Ubuntu 16

3.1.1 #Ri8 Squid FREHE

(1) =& Squid kR

root@buntul6:~# squid -v

oquid Cache: Version 3.5.12

(2) #¥8 Squid FREE

# vi /etc/squid/squid.conf

root@buntulb:~# vi /etc/squid/squid.conf

(3) F&TE Squid BHEFEtE

logformat nreporter %ts.%03tu %>a %Ss/%03>Hs %<st %rm %ru %un %Sh/%<A ’mt
access_log /var/log/squid/access.log nreporter

format nreporter %ts.%03tu %=a %5s5/% =Hs %<st %rm %ru %un %Sh/%<A %mt
access_ fvar/ /squid/ nreporter

(4) ERL Squid RFIEFNHEED Squid IRFFIEE

# systemctl restart squid && systemctl status squid

ctl restart squid systemctl status squid
uid HTTP Proxy version 3

: C enabled)
active ( i ¢ ) 23: CST; 12ms ago
man:syste -

uid stop (code=exited, status=€
JSinit.d/fsquid start (code=exited, status

8 Ubuntulb systemd[1l]: Starting LSB: Squid oxy version 3
Ubuntul6 squid B4]: * Starting Squid HTTP Pro squid
3 Ubuntulb squid[3 : Squid Parent: will start 1 kids
6 squid : ...dune.
ed LSB: Squid HTTP Proxy version 3.x.

squidlibdﬁj: Squ1d Parent: (squid-1) process 3649 started

B al Ll
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3.1.2 F%7E Rsyslog #2% Squid log

(1) & rsyslog lRA&

# rsyslogd -v

root@Ubuntuld:~# rsyslogd -v
rsyslogd 8.16.0, compiled with:
PLATFORM: x86 64-pc-linux-gnu
PLATFORM (1lsb release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
12bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yas
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
root@lbuntul6:~#

==

(2) #WE8 rsyslog & EE

# vi /etc/rsyslog.conf

root@buntul6:~# vi /etc/rsyslog.conf

(3) N imfile & AA

module(load="imfile") # provides support for file logging

module(load=
module(load=

module(load=

(4) FRiE rsyslog B9 110-squid.conf 3% E1E

# vi /etc/rsyslog.d/110-squid.conf

root@Ubuntul6:~# vi /etc/rsyslog.d/110-squid.conf

al Ll
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(5) &% Squid log ¥ 2% N-Reporter

# Send Squid log to N-Reporter

input (type="imfile" File=" " Tag="[squid]:" Severity="info" Facility=
"local4" Ruleset="nreporter")

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

" Ruleser="pnreportar

A X FEMUFE#EA Squid HESESEIEZEHM N-Reporter 4% IP address

(6) ZERA rsyslog BRFEFNTERR rsyslog IRIFIEE

# systemctl restart rsyslog && systemctl status rsyslog

root@Ubuntul6:~# systemctl restart rsyslog && systemctl status rsyslog
® rsyslog.service - tem Logging Service
Loaded: loaded (/1i stemd/system/rsyslog.service; enabled; vendor preset: enabled)
active (runn ) e Tue B8-31 14:31:54 CST; 3ms ago

(. rsyslog.com
Main PID: 3690 (rsyslogd)
Tasks: 5
Memory:
CPU:
CGroup: fsystem. frsyslog.service

fusr/sbin/rsyslogd -n

Aug 31 14:31:54 Ubuntulb systemd[l]: Starting System Logging Service...
Aug 31 14:31:54 Ubuntult systemd[l]: Started System Logging Service.
root@buntult:~#

al Ll
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3.2 Ubuntu 18
3.21 #R¥E Squid FREE

(1) =& Squid kR

root@buntul8:~# squid -v

Squid Cache: Version 3.5.27

(2) #EE Squid REE

# vi /etc/squid/squid.conf

root@buntul8:~# vi /etc/squid/squid.conf

(3) 7 Squid B
logformat nreporter %ts.%03tu %>a %Ss/%03>Hs Y%<st %rm %ru %un %Sh/%<A 7mt
access_log /var/log/squid/access.log nreporter

format nreporter %ts.%€ =8 %55/% =Hs %<st %rm %ru %un %Sh/%<A %mt
access_ /var/ /squid/access. nreporter

(4) ERL Squid RFEFNHEED Squid RFIFIEE

# systemctl restart squid && systemctl status squid

root@lbuntuls:-

B/ UTC; 5ms ago

finit.d/squid stop (cC pxited, atus=0/SUCCESS)
2te/init.d/squid start (code=exited, status=0/5
lasks:

CGroup: /system.slice/squid.service

L-24275 fusr/sbin/squid -YC -f /etc/squid/squid.conf

Aug 31 07:02:07 Ubuntul8 systemd([1l]: Stopped LSB: Squid HTTP Proxy version 3.x.
Aug 31 E 37 Ubuntul® systemd[l]: Starting L5B: 5quid HTTP Proxy version 3.Xx...
Aug 31 UbuntulB squid[2 : ¥ Starting Squid HTTP Proxy squid

Aug Ubuntul8 squid[24225]: . . .done.

Aug 3 Ubuntul8 systemd[1l]: Started LSB: Squid HTTP Proxy version 3.x.

Aug Ubuntul8 squid 75]: Squid Parent: will start 1 kids

Aug 31 Ubuntul8 squid[24275]: Squid Parent: (squid-1) process 24279 started
#
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3.2.2 F%7E Rsyslog #2% Squid log

(1) & rsyslog lRA&

# rsyslogd -v

root@buntul8:~# rsyslogd -wv
rsyslogd 8.32.08, compiled with:
PLATFORM: x86 64-pc-linux-gnu

FEATURE_REGEXP: Yes

GSSAPI Kerberos 5 support: Yes

FEATURE DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes

64bit Atomic operations supported: Yes

memory allocator: system default
Runtime Instrumentation No

uuid support: Yes

systemd support: Yes

Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
root@buntuld:~#

e

(2) #WE8 rsyslog s%%E

# vi /etc/rsyslog.conf

root@Ubuntul8:~# vi /etc/rsyslog.conf

(3) 7IN# imfile B AR

module(load="imfile") # provides support for file logging

module(load=

module(load=

(4) ¥R1E rsyslog B9 110-squid.conf :&E1E

# vi /etc/rsyslog.d/110-squid.conf

root@buntul8:~# vi /etc/rsyslog.d/110-squid.conf

al Ll
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(5) &% Squid log ¥ 2% N-Reporter

# Send Squid log to N-Reporter

input (type="imfile" File=" " Tag="[squid]:'
"local4" Ruleset="nreporter")

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

' Severity="info" Facility=

" Ruleset="nreporter"”)

A X FEUFE#EA Squid HEEESEIEZHM N-Reporter 4% IP address

(6) ZEFRA rsyslog BRFEFNTERR rsyslog RIFIEE

# systemctl restart rsyslog && systemctl status rsyslog

FEJRAEHY Squid log #EFRA 2

(7) &% Squid log ¥R

# 11 /var/log/squid/

root@buntul8:~# 11 /var/log/squid/

total 16

drwxr-xr-x 2 proxy proxy 4096 Aug

drwxrwxr-x 10 root syslog 4096 Aug
proxy proxy B Aug
proxy proxy 5179 Aug

root@buntull:~#

(8) fEEX Squid log HEMRIEAESTFEEY

# chmod o+x /var/log/squid/access.log

root@buntul8:~# chmod o+r /var/log/squid/access.log

al Ll
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(9) #BE Squid log #R

# 11 /var/log/squid/

root@buntul8:~# 11 /var/log/squid/
total 16
drwxr-xr-x 2 proxy proxy 40896 Aug

drwxrwxr-x 10 root syslog 4096 Aug
-rw-r--r-- 1 proxy proxy 0 Aug

1 proxy proxy 5179 Aug
root@buntulg:~#

(10) EZEERI rsyslog BRFEFN#EER rsyslog ARFFIEE

# systemctl restart rsyslog && systemctl status rsyslog

al Ll
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4 Windows

4.1 Windows 2019

411 NXLog

4111 NXLog &%

(1) TF& NXLog CE(Community Edition
BUEASLE https://nxlog.co/products/nxlog-community-edition/download

TE AU FRFTAR nxlog-ce-x.x.xxxx.msi - & l: nxlog-ce-3.0.2272.msi

Windows x386-64 nxlog-ce-3.2.2329.msi

T - AFBE N E NXLog 32bit IrAS - FBEFLFIEE -

pall]g

(2) %% NXLog
<2.1> Windows 2008 = Z & IR A EZE %4t
246 [nxlog-ce-3.2.2329.msi] -> 1Z [Next ].

i N¥Log-CE Setup P

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will install NXLog-CE on your computer,
Click Mext to continue or Cancel to exit the Setup Wizard,

Cancel |

MV N-Partner
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-> Z)#E [l accept the terms in the License Agreement], 3% [Next] .

{i& NXLog-CE Setup [_ Ol %]
End-User License Agreement 2
Please read the Foliowing license agreement carefully ;
NXLOG PUBLIC LICENSE v1.0 :‘:I

1. DEFINITIONS
“License” shall mean version 1.0 of the WXLOG PUELIC
LICENSE, i.e. the terms and conditions set forth in this document;
“Software” shall mean the source code and object code form, all
associated media, pnnted matenals, and "online” or electronic
documentation. All such software and matenals are referred to LI

F I accept the terms in the License Agreement

Prink | Badk | Cancel |

-> 1% [Next]. (FERRZ &% C:\Program Files\nxlog\)

i NXLog-CE Setup [_[O[=]
Destination Folder .
Click Mext to install to the default folder or cick Change to choose another,

Install MiLog-CE to:

|C:'I.F'rl:u;ram Files\rxlog)

Change, ., |

=
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-> 1% [Install].

it NXLog-CE Setup [_[=lx=]

Ready to install N¥Log-CE @

Click Install ko begin the installation. Chick Back bo review or chanoe any of wour
installation settings. Click Cancel bo exit the wizard.,

Back |I Install ! Cancel |

-> 1% [Finish].

i NXLog-CE Setup [_ =]

Completed the NXLog-CE Setup Wizard

Click the Finish button bo exit the Setup Wizard,

[~ Open README . txt to read important installation nokes

Bac |! Finish !! izancel

MV N-Partner
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<2.2> Windows 2003
ZHZ [nxlog-ce-3.2.2329.msi] -> #Z [Install] £/ [Finish].

15 MXLog-CE Setup — X

Ready to install NXLog-CE @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back [ fwl ] [ conce |

<2.3> Windows 2000

BIE NXLog CE ERR#BIE https://sourceforge.net/projects/nxlog-ce/ , 22k [See All Activity] , T & NXLOG CE
218 Windows2000 kA& nxlog-ce-2.8.1248.msi.

P52 [nxlog-ce-2.8.1248.msi] -> A% [l accept the terms in the License Agreement] -> 1% [Install] £/ [Finish].

NXLOG PUBLIC LICENSE

v1.0

1. DEFINITIONS
“License” shall mean version 1.0 of the
NXLOG PUBLIC LICENSE, 1.e. the
terms and condihons set forth i this
document;
“Software” shall mean the source code and

Abaact rada Freen all arcaciatad saadia .-ﬂ

7 T accopt e torms e iense Ageement] |

& N-Partner
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4.1.1.2 NXLog :&EHE F&

(1) FARX [Windows PowerShell]

[

Windows
PowerShell

(2) T# nxlog_WinSquid.conf ;2 E{E i B2 Windows %4 NXLog % 7E1E °

NEj3E#4S © http://www.npartnertech.com/download/tech/nxlog_WinSquid.conf

PS C:\> Invoke-WebRequest -Uri|'http://www.npartnertech.com/download/tech/nxlog_WinSquid.conf'
-OutFile 'C:\

R HEHIZ 64 UTIEERR - BIFFRAZ 32 s - AR FEMNBEMLL FE&E 'C: \Program Files (x86)

\nxlog\conf\nxlog.conf'

=) N-Partner
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41.1.3 NXLog

RELE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.

NCloud 192.168.3.88
BASEDIR C:\Squid\var\log\squid
ROOT C:\Program Files\nxlog

CERTDIR %ROOT%\cert
CONFDIR %ROOT/\conf
define LOGDIR %RO0T%\data
define LOGFILE %LOGDIR)%\nxlog.log

LogFile %LOGFILEY%

Moduledir %RO0O0T%\modules
CacheDir %R0O0Tj%\data
Pidfile %R0OO0TY

define
define

define

define
define

data\nxlog.pid

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Squid log file use the following:
<Input in_squidlog>

Module im_file

File '%BASEDIR%\access.log'

SavePos TRUE

ReadFromLast

Recursive
</Input>

TRUE
TRUE

<Output out_squidlog>
Module om_udp

Host %NCloud’
Port 514
Exec

Exec
Exec
</Output>

$SyslogFacilityValue
$raw_event

to_syslog_bsd();

20;

<Route squidlog>
Path in_squidlog => out_squidlog
</Route>

EB XTI A N-Reporter 4% IP address

define NCloud

192.168.3.88
RSB BIIRIRS 64bit FFEEF4
define ROOT C:\Program Files (x86)\nxlog
EENFEMIBE A Squid BB

define BASEDIR C:\Squid\var\log\squid
EBXFEMIGBE A Squid FLixiERER

File '%BASEDIR%\access.log'
ENREREABTER nEHiE BERKTER -
RIS RIRTF A IE B R -

1. FRELIEER MAEE () 2. FIEFEEUTF-8" YR miEiE

L
=2]

"[squid] :" + $raw_event;

- BIEERRRIRIZS 32bit BT RE

S (E): | ANS| B

Unicode

Unicode big endian
UTF-8 |2

al Ll
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4.1.1.4 NXLog FAENARTS

(1) FARX [Windows PowerShell]

[
Windows
PowerShell

(2) ERRIEN NXLog BRF5 - 1% NXLog FRFSFIFERE NXLog R AR 2

PS C:\> Restart-Service -Name nxlog

PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType
PS C:\> Get-Content 'C:\ nxlog\data\nxlog.log'

N %5 ZEE Windows PowerShell — O >

PS C:5\> Hestart—Service nxlog
PS C:=N2> Get—Service nxlog | Select—0Object Hame .Status . StartType

nxlog Running Automatic

PS C:=\> Get—Content
2022-A3-88 16:43:19 INF0 nxlog—ce—-3.8.2272 started
PS5 G~

R EHIZ NXLog 64bit BrZs - &2 NXLog 32bit iR - AT FEMIFRA FERE ' C:\Program Files

(x86) \nxlog\conf\nxlog.conf'

=) N-Partner
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4.1.2 #REE Squid FRENE

(1) FERL [Windows PowerShell]

&

Windows
PowerShell

(2) EE Squid iRA

PS C:\> C:\Squid\bin\squid.exe -v

BN %5 EEE Windows PowerShell — O x

PE GC:sny CisSguidsbinssguid. exe
Sguid Cache: Uersion 4.14

Service Mame: sguid

(3) #REE Squid FREE

PS C:\> notepad

BN %FHEEE Windows PowerShell - O >

LB FEMIFEHMA Squid 32 E R MR

(4) FRRE Squid HEFEET

logformat nreporter %ts.%03tu %>a %Ss/%03>Hs Y<st %rm %ru Jun %Sh/%<A Jmt
access_log nreporter

logformat -nreporter -%ts.%03tu-%>a %5s5/%03>Hs - %<st -%rm-%ru - HBun - ¥Sh/HB<A - Bmt
access_log- C:\Squid\var\log\squid\access.log nreporter

ALBX FEMIERA Squid B EEESR

=) N-Partner
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(5) ERX Squid RFEFTESR Squid IRFEIEE

PS C:\> Restart-Service -Name squidsrv

PS C:\> Get-Service -Name squidsrv

E¥ 2H|EES: Windows PowerShell
estart—Service sguidspey
et—Service sgquidspy

DisplayName

Status Hame

sguid for Windows

squidsre

35
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4.2 Windows 2022

421 NXLog

4211 NXLog &%

(1) T& NXLog CE(Community Edition
BUEASE https://nxlog.co/products/nxlog-community-edition/download

TE AU FRFTAR nxlog-ce-x.x.xxxx.msi - & l: nxlog-ce-3.0.2272.msi

Windows x386-64 nxlog-ce-3.2.2329.msi

51 BEHRE & NXLog 32bit A A - FEHIFFIEE -
(2) %% NXLog

<2.1> Windows 2008 5 Z A EE 24

246 [nxlog-ce-3.2.2329.msi] -> 1# [Next ].

i N¥Log-CE Setup =]

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will install N¥Log-CE on your computer,
Click. Mext to continue or Cancel to exit the Setup Wizard,

Cancel |

36
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-> Z)#E [l accept the terms in the License Agreement], 3% [Next] .

{i& NXLog-CE Setup [_ Ol %]
End-User License Agreement 2
Please read the Foliowing license agreement carefully ;
NXLOG PUBLIC LICENSE v1.0 :‘:I

1. DEFINITIONS
“License” shall mean version 1.0 of the WXLOG PUELIC
LICENSE, i.e. the terms and conditions set forth in this document;
“Software” shall mean the source code and object code form, all
associated media, pnnted matenals, and "online” or electronic
documentation. All such software and matenals are referred to LI

F I accept the terms in the License Agreement

Prink | Badk | Cancel |

-> 12 [Next]. (FERRZEEIES C:\Program Files\nxlog\)

i NXLog-CE Setup [_[O[=]
Destination Folder .
Click Mext to install to the default folder or cick Change to choose another,

Install MiLog-CE to:

|C:'I.F'rl:u;ram Files\rxlog)

Change, ., |

=
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-> 1% [Install].

it NXLog-CE Setup [_[=lx=]

Ready to install N¥Log-CE @

Click Install ko begin the installation. Chick Back bo review or chanoe any of wour
installation settings. Click Cancel bo exit the wizard.,

Back |I Install ! Cancel |

-> 1% [Finish].

i NXLog-CE Setup [_ =]

Completed the NXLog-CE Setup Wizard

Click the Finish button bo exit the Setup Wizard,

[~ Open README . txt to read important installation nokes

Bac |! Finish !! izancel

MV N-Partner
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<2.2> Windows 2003
ZHZ [nxlog-ce-3.2.2329.msi] -> #Z [Install] £/ [Finish].

15 MXLog-CE Setup — X

Ready to install NXLog-CE @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back [ fwl ] [ conce |

<2.3> Windows 2000

BI{E NXLog CE EERR#BHL https://sourceforge.net/projects/nxlog-ce/ , Z£Eh [See All Activity] , T & NXLOG CE
218 Windows2000 kA& nxlog-ce-2.8.1248.msi.

P52 [nxlog-ce-2.8.1248.msi] -> A% [l accept the terms in the License Agreement] -> 1% [Install] £/ [Finish].

NXLOG PUBLIC LICENSE

v1.0

1. DEFINITIONS
“License” shall mean version 1.0 of the
NXLOG PUBLIC LICENSE, 1.e. the
terms and condihons set forth i this
document;
“Software” shall mean the source code and

Abaact rada Freen all arcaciatad saadia .-ﬂ

7 T accopt e torms e iense Ageement] |

& N-Partner
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4.21.2 NXLog :&EHE N &

(1) FARX [Windows PowerShell]

[

Windows
PowerShell

(2) T& nxlog_WinSquid.conf ;& E1E i B2 Windows %#% NXLog & EE -

NE#EL ¢ http://www.npartnertech.com/download/tech/nxlog_WinSquid.conf
PS C:\> Invoke-WebRequest -Uri|'http://www.npartnertech.com/download/tech/nxlog_WinSquid.conf'

-OutFile 'C:\

EN Administrator: Windows PowerShell — O *
Invoke-WebReguest

A HEHIZ 64 UTTIFFEZR - BFERHAZ 32 Uit - AAEXFEMUBMLANERE 'C: \Program Files (x86)

\nxlog\conf\nxlog.conf'

» Partner
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4.2.1.3 NXLog

RELE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.

NCloud 192.168.3.88
BASEDIR C:\Squid\var\log\squid
ROOT C:\Program Files\nxlog

CERTDIR %ROOT%\cert
CONFDIR %ROOT/\conf
define LOGDIR %RO0T%\data
define LOGFILE %LOGDIR)%\nxlog.log

LogFile %LOGFILEY%

Moduledir %RO0O0T%\modules
CacheDir %R0O0Tj%\data
Pidfile %R0OO0TY

define
define

define

define
define

data\nxlog.pid

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Squid log file use the following:
<Input in_squidlog>

Module im_file

File '%BASEDIR%\access.log'

SavePos TRUE

ReadFromLast

Recursive
</Input>

TRUE
TRUE

<Output out_squidlog>
Module om_udp

Host %NCloud’
Port 514
Exec

Exec
Exec
</Output>

$SyslogFacilityValue
$raw_event

to_syslog_bsd();

20;

<Route squidlog>
Path in_squidlog => out_squidlog
</Route>

EB XTI A N-Reporter 4% IP address

define NCloud

192.168.3.88
RSB BIIRIRS 64bit FFEEF4
define ROOT C:\Program Files (x86)\nxlog
EENFEMIBE A Squid BB

define BASEDIR C:\Squid\var\log\squid
EBXFEMIGBE A Squid FLixiERER

File '%BASEDIR%\access.log'
ENREREABTER nEHiE BERKTER -
RIS RIRTF A IE B R -

1. FRELIEER MAEE () 2. FIEFEEUTF-8" YR miEiE

L
=2]

"[squid] :" + $raw_event;

- BIEERRRIRIZS 32bit BT RE

S (E): | ANS| B

Unicode

Unicode big endian
UTF-8 |2

al Ll

41



4.21.4 NXLog FAENARTS

(1) FARX [Windows PowerShell]

Windows
PowerShell

(2) E#REEN NXLog ARFS - #2 NXLog BRIZMTERE NXLog R BIERM 2

PS C:\> Restart-Service -Name nxlog
PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType
PS C:\> Get-Content 'C:\ nxlog\data\nxlog.log'

EN Administrator: Windows PowerShell - O x
Start-Service
Get-Service

Status Name

Running nxlog

nxloghdata\nxlog.log reopened

R BIE NXLog 64bit hii A - %5 E NXLog 32bit hi A - AL BN FEMIBIANERE 'C:\Program Files

(x86) \nxlog\conf\nxlog.conf'

~arcner
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4.2.2 Squid

4221 L% Squid ZEHE

(1) F& SQUID FOR WINDOWS
BIEASLE https://squid.diladele.com/

252 SQUID FOR WINDOWS T"DOWNLOAD MSI” T &} Squid Z&18

Console App

SQUID

FOR WINDOWS

= DOWNLOAD MSI

(2) %% Squid
242 [squid.msi] -> 1% [Next ].

ﬁ Squid Setup —

Welcome to the Squid Setup Wizard

The Setup Wizard will install Sguid on your computer. Click
Mext to continue or Cancel to exit the Setup Wizard.

43
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-> Z)#E [accept the terms in the License Agreement], 3% [Next] .

ﬁ Squid Setup - *

End-User License Agreement
Please read the following license agreement carefully

By accepting this notice, you agree to be bound by the following L)
agreements:

This software product, SQUID, is developed by a team of individuals,
and copyrighted (C) 2001 by the Regents of the University of California,
with all rights reserved. UCSD administered the NLANR Cache grants,
MCR 9616602 and NCR 9521745 under which most of this code was
developed.

This program is free software; you can redistribute it and/or modify it

nnder the terms nf the (3K (Seneral Puhblic | irense fvarsinn 1 as

accept the terms in the License Agreement

Print Back Cancel

-> 1% [Next]. (FRRRZEEEESR C:\Squid\)

ﬁ Squid Setup —

Destination Folder
Click Mext to install to the default folder or dick Change to choose another.

Install Squid to:

I Ci\Squidy, |

Change...

= ==

44

&Y N-Partner



-> 1% [Install].

#7 Squid Setup — x

Ready to install Squid E

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Completed the Squid Setup Wizard

Click the Finish button to exit the Setup Wizard.

45
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4.2.2.2 #REE Squid FXEE

(1) FARX [Windows PowerShell]

Windows
PowerShell

(2) EE Squid iR

PS C:\> C:\Squid\bin\squid.exe -v

EN Administrator: Windows PowerShell — O *

PS C:%» C:\Squid\bini\squid.exe

Squid Cache: Version 4.14
Service Mame: squid

(3) #¥E Squid FREE

EN Administrator: Windows PowerShell — O *

\> notepad C:\Squid\etch\squid\squid.conf

ALB X FEMIFEHMA Squid AR E RS

(4) RTE Squid BiEtER
logformat nreporter %ts.%03tu %>a %Ss/%03>Hs Y<st %rm %ru Jun %Sh/%<A Jmt

access_log nreporter

logformat nreporter Xts.X83tu X»a ¥5s/%03>Hs ¥<st Xrm Fru Xun ES5h/E<A XEmt
access_log C:\Squidivarilog\squidiaccess.log nreporter

ALBXFEAIFERA Squid HFEEEESR

~arcner
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4.2.2.3 Squid R ENARFS

(1) FARX [Windows PowerShell]

(o

Windows
PowerShell

(2) ER Squid IRFFMEEER Squid IRFFER

PS C:\> Restart-Service -Name squidsrv

PS C:\> Get-Service -Name squidsrv

EX Administrator: Windows PowerShell
Restart-Service squidsrwv
Get-Service squidsrv

Name

squidsrv Squid for Windows

rener

DI
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5 N-Reporter

(1) #ri8 Squid 5%
RBEE] > [RERAARE] -> B2 (371D

2= O EFa S Eel-EiEE) E n a

.. @) Global (10/10) I

= e

1 =H&E (0/3)

= =EZE

REEEESE

HEMREE

mEAERE

HEESSE
RERTEE=EDY

e

& s5em

B r==m

&Y N-Partner
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(2) EERBEEE

42 [Application/DB/OS/Server]-> 2% [5EE )

aha WP x

=iEEE

Switch / Router

d
]
=]

Application /DB /

..'|'| o

S | Server

Firewall / IPS / Load Balancer / NAC / UTM /
WAF / Wireless

sE e S oER

i
i
el
+

1

i
1
i

N-Cloud / N-Reporter / N-Probe

MNCloud £ NReporter S8R 25 FUTTIRT Syslog = N

Auto / More / User Defined Format

A Eel SR

1]

FxRE#EA SiEE Bl
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(3) REELXRTE
i A\ 52 B 2 A 1P->Syslog ERMETLELE [Squid]-> RhE [F—]

b WM - RAEEARE x

REEARE A~

MEEN

‘ Squid-192.168.8.76 ‘

P~

‘ 192.168.8.76 ‘

Pl -

‘ Global hd

Sysog REBZ 0 1) | | smsuns

‘ Squid v

BERREAL O

SNMP Model ©

‘ FEH e

b BE O

% | T+ i

&Y N-Partner
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(4) Syslog tHEIRRTE
Facility #£1Z [(20) local use 4 (local4)] F#wiE 5 I0: [UTF-8] -> Fh#E [F—F]
(&2 [Raw Data {RE] - Al [E# &) %/~ Raw Data E3fl)

s WIS - Sysiog MEDE X

Syslog #HMEE ~

Facility ©

‘ (20) local use 4 (locald) v

R

‘ UTF-& v

Syslog EFR{ERERAREXY (ER) 0

7-18250 ‘

Syslog ER{ERHEVREXE 0

‘ 1-18250 ‘

Raw Data REESHS
Raw Data £5

%/ Raw Data 5=

&Y N-Partner
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(5) Efth
2% lcon #IZ [Host]-> EUTARBE IR [RUFE]-> 203 [N —F]->[FER3]

& RN - R x

HE A~

BRET: keyl-"value"  TELMETLEMB - ‘

EERMARRERE  BEREHRBMEEERE-> FE [E]

£ SERAEREE - BERZHEERKEESRE 2

52
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