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1. Red Hat
1.1 Red Hat 3

1.1.1 Edit SSH Configuration File
OMY SN GKS O2YYlIYyR 0Sf2¢ (G2 SRAG (GKS aakKRyoO2y T

#vi /etc/ssh/sshd_config

[root@edHat3 root]l# vi /etc/ssh/sshd_config

OHRYYS$®EE 23aCH OAfINVRE A SOBt WKHRRERRACI ON[RRAE SUSE
+Ow. AN RSGFAT SR f233Ay3o

SyslogFacility AUTH

# SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# Logging

#obsoletes QuietMode and FascistlLogging
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LoglLevel INFO

LoglLevel VERBOSE

GPY ISNI GKS O2YYlIYR 0Sft2g G2 NBadGFNI GKS { {1l as&

# service sshd restart && service sshd status

[root@RedHat3 root]# service sshd restart && service sshd status
Stopping sshd:

Starting sshd:
sshd (pid 1002 941) is running...
[root@RedHat3 root]#

3 *v ral Liiel



l1.2Configure Syslog to Forward SSH Logs
6M0O 9YUSNI 6KS O2YYFIYyR 0St2¢g (G2 OKSO|l GKS agaf 2

# syslogdv

[root@RedHat3 root]# syslogd -v

syslogd 1.4.1
[ root@RedHat3 root]#

O USNI GKS O2YYlIYyR 0Sft2¢ G2 SRAG GKS aeaf23o02
#vi /etc/syslog.conf

[root@RedHat3 root]# vi /etc/syslog.conf

6d@YTAIdINE GKS TFIOAfAlRZ o6 820 KIOPSR yR2 OIdAl K&INK YWDK €
i 2wB L2 NI S NY

# The authpriv file has restricted access.

authpriv.*;auth.* /var/log/secure

# Send SSH log teReporter

authpriv.*;auth.* @)

#The authpriv file has restricted access.

authpriv.*;auth.* /var/log/secure
#Send SSH log to N-Reporter

authpriv.*;auth.* @192.168.3.50

Replace theed textwith the N-Reporter system IP address

6nd 9YGSNI GKS O2YYlIYyR 06St2¢ (2 NBaildlI NI GKS aea

# service syslog restart && service syslog status

[root@edHat3 root]# service syslog restart && service syslog status
Shutting down kernel logger: | ]
Shutting down system logger:

[ ]
Starting system logger: [ ]
Starting kernel logger: [ ]
syslogd (pid 1035) is running...

Klogd (pid 1039) is running...

[root@RedHat3 root]#

Ll r<alLliiel



1. Red Hat 5
1.2.1 Edit SSH Configuration File
MO 9YUSNI GKS O2YYlFIYyR 06St2¢ (2 ]

w»

0 K daKRyO?2

(s}
P
>
c

#vi /etc/ssh/sshd_config

[root@RedHat5> ~]# vi /etc/ssh/sshd _config

OHRYYS$gEE 23aCH OAfIVRE A SOBt WKHRRERRACI ON[RRAE SUSE
+9w. AN RSGFATSR f233Ay3o

SyslogFacility AUTH

# SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# Logging

# obsoletes QuietMode and Fascistlogging

SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LoglLevel INFO
LogLevel VERBOSE

GPY ISNI GKS O2YYlIYR 0St2g G2 NBadGFNI GKS { {1l &as&

# service sshd restart && service sshd status

[ root@RedHat5 ~]# service sshd restart && service sshd status
Stopping sshd:

Starting sshd:
openssh-daemon (pid 3359) is running...
[root@RedHat5 ~1#

Ll ral Liiel



1. 2l.n2st al | Rsyslog 8 Package

M0 9YGSNI GKS O2YYlIYyR 06St2¢ (2 aidz2L) GKS aeafz213

# service syslog stop

[root@RedHat5 ~]# service syslog stop
Shutting down Kernel logger:

Shutting down system logger:
[root@RedHat5 ~]#

OHD 9YGSNI GKS O2YYIl yRa
GKIFG FEf Nd¥zy € S@St a

# chkconfig syslog off

# chkconfig sysloglist

[root@RedHat5 ~]# chkconfig syslog off

[root@RedHat5 ~]# chkconfig syslog --list

syslog 0:off 12011 2:0ff 3:0ff 4:0ff 5:0ff 6:0ff
[root@RedHat5 ~]#

6o0 9YGSNI GKS O2YYlIYyR 0St2g G2 R2eyf2IR (KS

# curl-o /etc/yum.repos.d/rsyslog.repattp://rpms.adiscon.com/v8stable/rsyslog.repo

[root@RedHat5 ~]# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 227 100 227 0 0] 166 0 0:00:01 0:00:01 --:--:-
[root@RedHat5 ~]#

My SN GKS O2YYlI yR
#yum-y install rsyslog

Installed:
rsyslog.x86 64 ©:8.16.8-1.el5.centos

0

Dependency Installed:
json-c.x86_64 0:0.11-3.el5.centos libestr.x86_64 0:0.1.10-1.el5.centos 1ibgt.x86_64 0:0.3.11-1.el5.centos 1iblogging.x86_64 0:1.0.6-1.e15.centos

Replaced:
sysklogd.x86_64 0:1.4.1-46.e15

Complete
[root@edHat5 ~]#

Gp0 9YGSNI GKS O2YYIl YR ( OKSOl GKS wae

#rsyslogdv

[root@RedHatb ~]# rsyslogd -v
rsyslogd 8.16.0, compiled with:
PLATFORM: x86_64-redhat-1linux-gnu
PLATFORM (1sb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: No
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: No
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@RedHatb ~]#

I al Lyl




1.2.3 Configure Rsyslog to Forward SSH I
OMO 9YUESNI GKS O2YYIYR 06S8ft2¢ (G2 SRAG (GKS Nmeat 2
#vi /etc/rsyslog.conf

[root@RedHat5 ~]# vi /etc/rsyslog.conf

6HO [/ 2YYSyild 2dzi | dzi KLINA GdfF | yriRSdE BARKKD 22f RI N2 MR
f23a AY kKQOFINkft23IkaSOmSBRINGBNF2NBI NRAYy3I GKSY (2
# authpriv.* Ivar/log/secure

# Send SSH log toReporter

if ($syslogfacilittext == "auth" or $syslogfacilitext == "authpriv")

then { action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target=1 " Port="514" Protocol="udp")}

# The authpriv file has restricted access.
#authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

Replace theed textwith the N-Reporter system IP address.

OPY ISNI GKS O2YYlIYyR 0Sf2¢ G2 adFNI GKS Nareaft23
# service rsyslog start && service rsyslog status

[root@RedHatb ~]# service rsyslog start && service rsyslog status
Starting system logger:

rsyslogd (pid 3658) is running...

[root@RedHat5 ~]#

Gy SN GKS O2YYlIyRa 060St2¢ (2 SylroftS GKS Nreaft 2
NHzy f S@Stay

# chkconfig rsyslog on
# chkconfig rsysloglist

[root@RedHat5 ~]# chkconfig rsyslog on

[root@RedHat5 ~]# chkconfig rsyslog --list

rsyslog 0Q:off 1:0FT 2:0n 3:0n 4:0n
[root@RedHatb ~]#

v ral Liiel



1. Bed Hat 6
1. 3dlit SSH Configuration File

MO 9YUSNI GKS O2YYlIYyR 0Sf2¢ G2 SRAG (GKS aakKRyO?

#vi /etc/ssh/sshd_config

[root@edHatb ~]# vi /etc/ssh/sshd_config

OHRYYS$®EE 23aCHOAfINVRE A SOBt wWKHRRERRACI ON[RRAE SUSE
+9w. AN RSGFATSR t233Ay3o

SyslogFacility AUTH

# SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# Logging

# obsoletes QuietMode and FascistlLogging
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LoglLevel INFO

LoglLevel VERBOSE

GPY ISNI GKS O2YYlIYR 0St2g G2 NBadGkFNI GKS { {1l &aS&

# service sshd restart && service sshd status

[root@RedHatb ~]# service sshd restart && service sshd status
Stopping sshd:

Starting sshd:
openssh-daemon (pid 6803) is running...
[root@RedHatb ~]#

8 *v ~alLiiei



13. 2nst all Rsyslog 8 Package
Gy GSNI GKS O2YYIFIYR 060Sft2g (G2 OKSO|l GKS waeafz23

#rsyslogdv

[root@RedHat6 ~]# rsyslogd -v

rsyslogd 5.8.10, compiled with:
FEATURE_REGEXP:
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE_DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported:
Runtime Instrumentation (slow code):

See http://www.rsyslog.com for more information.
[root@RedHat6 ~]#

OHO 9YUGSNI GKS R2yi ¥IRAE 0RE2wadi®t 23 NBLIZAAG2NE
# curl-o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.comAgBable/rsyslog.repo

[root@RedHat6 ~]# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
113 227 143 227 0 0 134 0 0:00:01 0:00:01 --:--:-- 1146
[root@RedHat6 ~]#

GPY ISNI GKS O2YYlIYR 0St2g (G2 dzLlJRFGS GKS waeaf 23

#yum-y install rsyslog

Dependency Installed:
libestr.x86 64 0:0.1.11-1.el16 libfastjson4.x86 64 0:0.99.8-1.el6

Updated:
rsyslog.x86_64 0:8.2010.0-2.el6

Complete!
[root@edHat6 ~]#

“

GMy SN GKS O2YYlI YR 0Sft2g (G2 OSNATeEe (GKS waeaf 23

#rsyslogdv

[root@RedHat6 ~]# rsyslogd -v
rsyslogd 8.2010.0 (aka 2020.10) compiled with:
PLATFORM: x86 _64-redhat-1linux-gnu
PLATFORM (1lsb_release -d):
FEATURE_REGEXP : Yes
GSSAPI Kerberos 5 support: No
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: No
Config file: /etc/rsyslog.conf
PID file: /var/run/syslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@RedHatb6 ~]#

v ral Liiel



13. 3 Configure Rsyslog to Forward SSH Lo
OMO 9YUESNI GKS O2YYIYR 06S8ft2¢ (G2 SRAG (GKS Nmeat 2

#vi /etc/rsyslog.conf

[root@RedHat6 ~]# vi /etc/rsyslog.conf

OH®@ YYSyY (i A2vieie cap8d4 SY
# module(load="imjournal" StateFile="imjournal.state")

# provides access to the systemd journal and file to store the position in the journal
#module(load="imjournal" StateFile="imjournal.state")

Gd@YY@VWHIYAG] 20YE [ 233Ay 3

# $OmitLocalLogging on

# Turn off message reception via local log socket;
# local messages are retrieved through imjournal now.
#$0mitLocallogging on

6N ®YYSYIidzz2 AUNRRI O RR 02y TAIdzNI WSEW b2 ddiK$ 2 aNA tha
f23a AY KONkt 2IkaSOmSBRINGBNF2NB I NRAYy3I GKSY (2
# authpriv.* Ivar/log/secure
# Send SSH log toReporter
if ($syslogfacilittext == "auth" or $syslogfacilitext == "authpriv")
then {

action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target=" " Port="514" Protocol="udp")

# The authpriv file has restricted access.
#authpriv.# /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

Replace theed textwith the N-Reporter system IP address.

Op0 9YGSNI GKS O2YYlIYyR 06St2¢ (2 NBaildl NI GKS Nae

# service rsyslog restart && service rsyslog status

[root@RedHatb ~]# vi /etc/rsyslog.conf
[root@RedHatb ~]# service rsyslog restart && service rsyslog status
Shutting down system logger:

Starting system logger:
rsyslogd (pid 6893) is running...
[root@RedHatb6 ~]#

W r<alLliiel



1.Red Hat 7
1. 4Edlit SSH Configuration File

MO 9YUSNI GKS O2YYlIYyR 0Sf2¢ G2 SRAG (GKS aakKRyO?

#vi /etc/ssh/sshd_config

[root@edHat/7 ~]# vi /etc/ssh/sshd_config

OHR YY$®Et 23aCH OAfIVREIA[ SOBt WKHRRHERRACI ON[RREAE SUSE
+oOw. AN RSGFIATSR f233Ay30

SyslogFacility AUTH

# SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# Logging

SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LoglLevel INFO
LogLevel VERBOSE

ax
N

@Y GSNI GKS O2YYlIYyR 0St2¢g G2 NBadGlFNI GKS { {1

# service sshd restart && service sshd status

[root@RedHat7 ~]# systemctl restart sshd && systemctl status sshd
@ sshd.service - OpenSSH server daemon
Loaded: loaded (/usr/lib/systemd/system/sshd.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 01:13:04 CST; 8ms ago
Docs: man:sshd(8)
man:sshd_config(5)
Main PID: 13840 (sshd)
CGroup: /system.slice/sshd.service
L-13840 /usr/sbin/sshd -D

Aug 25 01:13:04 RedHat7.localdomain systemd[1]: Stopped OpenSSH server daemon.

Aug 25 01:13:04 RedHat7.localdomain systemd[1]: Starting OpenSSH server daemon...

Aug 25 01:13:04 RedHat7.localdomain sshd[13840]: Server listening on 0.0.0.0 port 22.
Aug 25 01:13:04 RedHat/.localdomain sshd[13840]: Server listening on :: port 22.

Aug 25 01:13:04 RedHat7.localdomain systemd[1]: Started OpenSSH server daemon.
[root@RedHat7 ~]#

1 *v ral Liiel



142Configure Rsyslog to Forward SSH Logs
Gy GSNI GKS O2YYIFIYR 060Sft2g (G2 OKSO|l GKS waeafz23

#rsyslogdv

[root@RedHat7 ~]# rsyslogd -v
rsyslogd 8.24.0-34.el7, compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (1sb_release -d):
FEATURE_REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@RedHat7 ~]#

O 0SNI GKS O2YYlIYyR 0St2¢ G2 SRAG GKS Naeaftz23 C
#vi letc/rsyslog.conf
[ root@edHat7 ~]# vi /etc/rsyslog.conf

6dRYYSYIidz2 KAINKA PR | RR O2y TAIdzNE SEA Yy bl dzii 6z S 2 BB § T
f23a AY kKQOFINkf23kaSOmSBRINGBNF2NBI NRAYy3I GKSY (2
# authpriv.* Ivar/log/secure
# Send SSH log toReporter
if ($syslogfacilitext == "auth" or $syslogfacilitext == "authpriv")
then { action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# The authpriv file has restricted access.

#authpriv.* /var/log/secure
# Send SSH 1log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

Replace theed textwith the N-Reporter system IP address.

W r<alLliiel
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G 9y GSNI GKS O2YYFIYyR 0St2¢ G2 NBaGFENI G§KS N&

# service rsyslog restart && service rsyslog status

enable

x-info="htt

13 o
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1.Bed Bat
15 Edit SSH Configuration Fil

)

0KS daKRypO2

[a=tN

M0 9YyUSNI GKS O2YYlIYyR 0St2¢ G2 SRA

#vi /etc/ssh/sshd_config

[root@edHat8 ~]# vi /etc/ssh/sshd_config

OHRYYS$®EE 23aCH OAfIVRE A SOBt WKHRRHERRACI ONIRRAE SUSE
+oOw. AN RSGIFIAT SR f233Ay3o

SyslogFacility AUTH

# SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# Logging

SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LogLevel INFO
LogLevel VERBOSE

w

G@PYGISNI GKS O2YYlIYR 0St2¢ G2 NBadGkFNI GKS {{1I as&
# service sshd restart && service sshd status

(/usr/ /5Ys / 5 / .sery enabled; vendor preset: enabled)
(running) since 022-08-25 CST; 12ms ago
an:sshd(8)

Main PID: 592
Tasks:
Memory

[root@RedHat8 ~]#

14 _'*':v- ~alLiiei



152Configure Rsyslog to Forward SSH Logs
OMY SN GKS O2YYlIYyR 0Sf2¢ G2 OKSO|l GKS waeafz23

#rsyslogdv

[root@RedHat8 ~]# rsyslogd -v
rsyslogd 8.37.0-13.el8, compiled with:
PLATFORM: x86_64-redhat-linux-gnu
PLATFORM (lsb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@RedHat8 ~1#

O 0SNI GKS O2YYlIYyR 0St2¢ G2 SRAG GKS Naeaftz23 C
#vi letc/rsyslog.conf

[root@edHat8 ~]# vi /etc/rsyslog.conf

6dRYYSYIidz2 KAINKA PR | RR O2y TAAdzNE SEA Yy bzl 6z S 2 BB § T
f23a AY kKQOFINkf23kaSOmSBRINGBNF2NB I NRAYy3I GKSY (2
# authpriv.* Ivar/log/secure
# Send SSH log toReporter
if ($syslogfacilitext == "auth" or $syslogfacilitext == "authpriv")
then { action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# The authpriv file has restricted access.
#authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

Replace theed textwith the N-Reporter system IP address.

v ral Liiel



G 9y GiSNJ GKS O2YYIFIYyR 0St2¢
# service rsyslog restart && service rsyslog status

]# systemctl restart r
service - System Logging Service
loaded (/usr/lib/systemd

y
Active: active (running) since Thu 202

Docs: man:rsyslogd(8)
htt www . rsyslog.com/doc/
Main PID: 5951 (rsyslogd)
Tasks: 3 (limit: 23520)

Memory: 1.1M
CGroup: ystem.slic

rsyslog.service

5951 /usr/sbin/rsyslogd -n

2517
25
25
25
30 RedHat8
[root@RedHat8 ~]#

Starting Sy m Logging Service
1]: environment variable TZ is not set,
8 systemd[1]: Started System Logging S
[origin software="

rsyslogd[5951]:

L status rsys

enabled)

>gging Servic

Service.
rsyslogd" swVersion="8.37.0-13.el

16

7

uz

x-pid

5951"

NI

auto correcting this to TZ=/etc/localtime

inf

adl NI

http://www.rsyslog.com"] start

]

m al

[v8.37.0-13.el8 try http://www.rsyslof

Ll



2. CentOS
2.1 CentOS 6
2.1.1 Edit SSH Configuration File

MO 9YUSNI GKS O2YYlIYyR 0Sft2¢ G2 SRAG GKS aakKRyO?

# vi letc/ssh/sshd_config

[root@Cent0S6 ~]# vi /etc/ssh/sshd_config

OHRYYSE@EE 23Cl OAflyRe I SOBt WK{EREIIRRACI ONRREAE SOSE
+9w. RN RSGFIAT SR f233Ay30

SyslogFacility AUTH

# SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# Logging

# obsoletes QuietMode and FascistlLogging
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LoglLevel INFO

LoglLevel VERBOSE

OB USNI GKS O2YYlFIYyR 0St2¢ G2 NBadlFNI GKS { {1 &8

# service sshd restart && service sshd status

[root@Cent0S6 ~]1# service sshd restart && service ssh status
Stopping sshd:

Starting sshd:
ssh: unrecognized service
[root@Cent0S6 ~]#

17 *v ral Liiel



21. 2 nst al | Rsyslog 8 Package

A =

OMY 0SSN GKS O2YYFIYyR 0St2¢ G2
#rsyslogdv

[root@Cent0S6 ~]# rsyslogd -v

rsyslogd 5.8.10, compiled with:
FEATURE _REGEXP :
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE_DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported:
Runtime Instrumentation (slow code):

See http://www.rsyslog.com for more information.
[root@Cent0S6 ~]#

OHO 9YUGSNI GKS R2yi ¥FIRAE 0RKE2wadi®t 23 NBLIZAAG2NE
# curl-o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.comAgBable/rsyslog.repo

[root@Cent0S6 ~]# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
113 227 113 227 0 0] 137 0 0:00:01 ©0:00:01 --:--:-- 1158
[root@Cent0S6 ~]#

OB USNI GKS O02YYIlI yR dzLJRIF S (GKS waeaf 2

#yum-y install rsyslog

Dependency Installed:
libestr.x86_64 0:0.1.11-1.el6 libfastjson4.x86_64 0:0.99.8-1.el6

Updated:
rsyslog.x86_64 0:8.2010.0-2.el6

Complete!
[root@Cent0S6 ~]#

6y GSNJ GKS O2YYIl YR GSNATeEe (KS waeaft 2

#rsyslogdv

[root@Cent0S6 ~]# rsyslogd -v
rsyslogd 8.2010.0 (aka 2020.10) compiled with:
PLATFORM: x86_64-redhat-linux-gnu
PLATFORM (1sb_release -d):
FEATURE_REGEXP : Yes
GSSAPI Kerberos 5 support: No
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: No
Config file: /etc/rsyslog.conf
PID file: /var/run/syslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@Cent0S6 ~]#

I al Lyl




2. 1Co3nfigure Rsyslog to Forward SSH Logs

M0 9YGSNI GKS O2YYlIYyR 06Sft26 (2 SRA

iKS Nreaf 2
#vi /etc/rsyslog.conf
[root@Cent0S6 ~]# vi /etc/rsyslog.conf

OHE@ YYSY (i A2vieie cap8d4 SY
# module(load="imjournal" StateFile="imjournal.state")

# provides access to the systemd journal and file to store the position in the journal
#module(load="imjournal"” StateFile="imjournal.state")

Gd@YY@VWHIYAG] 20YE [ 233Ay 3

# $OmitLocalLogging on

# Turn off message reception via local log socket;

# local messages are retrieved through imjournal now.
#%$0OmitlLocallLogging on

6N ®YYSYIidz2 aAUNR PR | RR O2y FAIdNESEAYy bl dzi 6z S2 BB BT
234 AY KOFINkf23kaSOmSBRINGBNF2NBI NRAYy3I (GKSY
# authpriv.* Ivar/log/secure

# Send SSH log toReporter

G2

if ($syslogfacilittext == "auth" or $syslogfaciliext == "authpriv")
then {

action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target=" " Port="514" Protocol="udp})

# The authpriv file has restricted access.
#authpriv.*

# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

/var/log/secure

Replace theed textwith the N-Reporter system IP address.

Op0 9YGSNI GKS O2YYlIYyR 06St2¢ (2 NBaill NI GKS Nae

# service rsyslog restart && service rsyslog status

[root@Cent0S6 ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: [ |

Starting system logger: [ ]

rsyslogd (pid 6321) is running...
[root@Cent0S6 ~]#

19 2l
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2.2 CentOS 7
2.2.1 Edit SSH Configuration File

M0 9YUSNI GKS O2YYlIYyR 0Sf2¢ (2 SRAG GKS aakKRyoO?

#vi /etc/ssh/sshd_config

[root@Cent0S7 ~]# vi /etc/ssh/sshd_config
OHRYYSE@EE 23Cl OAflyRe I SOBt WK{EREIIRRACI ONRREAE SOSE
+Ow. FENJ RSGIFIAT SR f233Ay3o
SyslogFacility AUTH
# SyslogFacility AUTHPRIV
#LogLevel INFO
LogLevel VERBOSE

# Logging

SyslogFacility AUTH
#SyslogFacility AUTHPRIV
#LoglLevel INFO

LogLevel VERBOSE

G@PYGISNI GKS O2YYlIYR 0St2¢ G2 NBadGFNI GKS {{1I as&

# systemctl restart sshd && systemctl status sshd

[root@Cent0S7 ~]# systemctl restart sshd && systemctl status sshd
® sshd.service - OpenSSH server daemon
Loaded: loaded (/usr/lib/systemd/system/sshd.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 18:29:08 CST; 9ms ago
Docs: man:sshd(8)
man:sshd _config(5)
Main PID: 8242 (sshd)
CGroup: /system.slice/sshd.service
L8242 /usr/sbin/sshd -D

Aug 25 18:29:07 Cent0S7.localdomain systemd[1l]: Stopped OpenSSH server daemon.

Aug 25 18:29:08 Cent0S7.1localdomain systemd[1]: Starting OpenSSH server daemon...
Aug 25 18:29:08 Cent0S7.localdomain sshd[8242]: Server listening on 0.0.0.0 port 22.
Aug 25 18:29:08 Cent0S7.localdomain sshd[8242]: Server listening on :: port 22.

Aug 25 18:29:08 Cent0S7.1localdomain systemd[1l]: Started OpenSSH server daemon.
[root@Cent0S7 ~]#

20 _'*':v- ~alLiiei



22. 2nst al l Rsyslog 8 Package

GMY GSNI GKS O2YYIyYyR 0Sft2¢g G2 OKSO1 waeaf 23
#rsyslogdv

[root@Cent0S7 ~]# rsyslogd -v

rsyslogd 7.4.7, compiled with:
FEATURE_REGEXP:
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE_DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported:
Runtime Instrumentation (slow code):
uuid support:

See http://www.rsyslog.com for more information.
[root@Cent0S7 ~1#

O USNI GKS O02YYIlI yR dzLJRIF S (GKS waeaf 2

#yum-y install rsyslog

Dependency Installed:
bc.x86_64 0:1.06.95-13.el7 libaio.x86_64 0:0.3.109-13.el7 libfastjson.x86_64 0:0.99.4-3.el7 1z4.x86_64 0:1.8.3-1.el7

Updated:
centos-release.x86_64 6:7-9.2009.1.e17.centos dracut.x86_64 6:033-572.el7 initscripts.x86_64 8:9.49.53-1.e17 9.1 lvm2-1ibs.x86_64 7:2.62.187-6.e17_9.5
rsyslog.x86_64 0:8.24.0-57.e17_9.1

Dependency Updated:
cryptsetup-1ibs.x86_64 6:2.6.3-6.el7 device-mapper.x86 64 7:1.02.170-6.e17_9.5 device-mapper-event.x86_64 7:1.02.170-6.e17_9.5
device-mapper-event-libs.x86_64 7:1.62.170-6.el17_9.5 device-mapper-libs.x86_64 7:1.62.178-6.el7_9.5 device-mapper-persistent-data.x86_64 0:0.8.5-3.el17 9.2
dracut-config-rescue.x86 64 0:033-572.e17 dracut-network.x86_64 0:033-572.el7 glib2.x86_64 0:2.56.1-9.e17 9
kmod.x86_64 0:20-28.el7 libgudevl.x86_64 6:219-78.e17_9.3 lvm2.x86_64 7:2.62.187-6.e17_9.5
systemd.x86_64 0:219-78.el17_9.3 systemd-1libs.x86_64 6:219-78.e17 9.3 systemd-sysv.x86_64 0:219-78.el17 9.3

Complete!
[root@Cent0S7 ~]#

@O YISNI GKS O2YYlIYyR 0Sft2g G2 OSNAFe GKS
#rsyslogdv

[root@Cent0S7 ~]# rsyslogd -v
rsyslogd 8.24.0-57.el7 9.1, compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@Cent0S7 ~]1#

m al Ly i




2. 2Co3nfigure Rsyslog to Forward SSH Logs
GMYy SN GKS O2YYlIYR 0St2g¢ (G2 SRAG GKS daKRyO2yT¥

#vi /etc/ssh/sshd_config

[root@Cent0S7 ~]# vi /etc/rsyslog.conf

OHRYYS$®EE 23aCH OAfINVRE A SOBt wWKHRRERRACI ONIRRAE SUSE
+oOw. AN RSGOIFIAT SR f233Ay3o

SyslogFacility AUTH

# SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# The authpriv file has restricted access.
#authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

GPY ISNI GKS O2YYlIYR 0St2g G2 NBadGkFNI GKS { {1l aS&
# systemctl restart rsyslog && systemctl status rsyslog

yreset: enabled)

rsyslog.service
/rsystogd -n

Starting System Loggir
84]1: [origin software= d" swVersion="8.24.0-55.el17" x-pid="8284" x-info="http://www.rsyslog..."] start

arted System Logging
n full.

22 _'*':v- ~alLiiei



2.3 CentOS 8
2.3.1 Edit SSH Configuration File

M0 9YUSNI GKS O2YYlIYyR 0Sf2¢ (2 SRAG GKS aakKRyoO?

#vi /etc/ssh/sshd_config

[root@Cent0S8 ~]# vi /etc/ssh/sshd config

OHRYYS$®@Et 23CIHOAfIVRRIA[ SOBf WKHERIRRACH ON{RRAE SOSE
+Ow. FENJ RSGIFIAT SR f233Ay3o

SyslogFacility AUTH

# SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# Logging

SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LoglLevel INFO
LogLevel VERBOSE

GPYGISNI GKS O2YYlIYR 0St2¢ G2 NBadGFNI GKS {{1I as&

# systemctl restart sshd && systemctl status sshd

ctl restart sshd && systemctl status sshd
daemon
e; enabled; vendor preset: enabled)
ive (running) since Thu 2022-0 23:19:01 CST; 1lms ago
:sshd(8)
:sshd_config(5)
9 (sshd)
(Limit: 23465)
Memory: 1.
CGroup: slice/sshd.service
sr/sbin/sshd -

Aug 25 23:19:0

Aug 23:

Aug - 0 localdomain sys

Aug 0 localdomain

Aug CentO aldomain s 9 > ing on :

Aug o localdomain s 2 2d OpenSSH server daemon.

23 g
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23. Zonfigure Rsyslog to Forward SSH Logs
Gy GSNI GKS O2YYIFIYR 060Sft2g (G2 OKSO|l GKS waeafz23

#rsyslogdv

[root@Cent0S8 ~]# rsyslogd -v
rsyslogd 8.2102.0-8.el8 (aka 2021.02) compiled with:
PLATFORM: x86_64-redhat-linux-gnu
PLATFORM (1sb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: /etc/rsyslog.conf
PID Tilte: /var/run/rsyslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@Cent0S8 ~]#

O USNI GKS O2YYlIYyR 0St2¢ G2 SRAG GKS Naeaftz23 C
#vi letc/rsyslog.conf

[root@Cent0S8 ~]# vi /etc/rsyslog.conf

.z

@0 / 2YYSyd 2dzi I dzi KLINKA GOF | y Rii BdR Rz288)\0A ML A2 NR
f23a AY KONkt 2IkaSOmSBRINGBNF2NB I NRAYy3I GKSY (2
# authpriv.* Ivar/log/secure

# Send SSH log toReporter

if ($syslogfacilittext == "auth" or $syslogfacilitext == "authpriv")

then { action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# The authpriv file has restricted access.
#authpriv.#* /var/log/secure
# Send SSH 1og to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

Replace theed textwith the N-Reporter system IP address.

24 el
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GUOYGSNI GKS O2YYlIYyR 0Sf2¢ G2 NBadGFNI GKS Nrea
# systemctl restart rsyslog && systemctl status rsyslog

[root@Cent0S8 ~]# systemc restart rsyslog && systemctl status rsyslog
® rsyslog.service S gging Service
Loaded: loaded (/usr/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 23:23:24 CST; 8ms ago
Docs: man:rsyslogd(8)
https://www.rsyslog.com/doc/
Main PID: 59¢

5900 /usr/sbin/rsysl

Aug 23:23 Cent0S8.1localdomain systemd[1]: rsyslog.service: Succeeded.

Aug 25 2 3: nt0S8.localdomain systemd[1]: Stopped System Logging Service.

Aug 4 Cent0S8.localdomain systemd[1]: Starting System Logging Service

Aug 25 23 24 Cent0S8.localdomain rsyslogd[5900]: [origin software syslogd" swVersion="8.2102.0-8.el8" x-pid="5900" x-info="https:
Aug 25 :23:24 ( 0 localdomain systemd[1]: Started System Loggi vice

Aug 25 .localdomain rsyslogd([5 imjournal: journal files éhnnged, reloading... [v8.2102.0-8.el8 try https://www.rsyslog.com/e/0 ]
[root@C

25 i
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3. OracleLinux
3.1 OracleLinux 6
3.1.1 Edit SSH Configuration File

MO 9YUSNI 0KS O2YYlIYyR 06Sft2¢ (2 SRAG GKS aakKRyoO?2

# vi letc/ssh/sshd_config

[root@racleLinuxb ~]# vi /etc/ssh/sshd config

OHRYYS$®EE 23aCH OAfIVRE A SOBt WKHRRERRACI ON[RRAE SUSE
+Ow. AN RSGFAT SR f233Ay3od

SyslogFacility AUTH

# SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# Logging

# obsoletes QuietMode and FascistlLogging
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#lLoglLevel INFO

LoglLevel VERBOSE

GPY ISNI GKS O2YYlIYR 0Sft2g G2 NBadGFNI GKS { {1l as&
# systemctl restart sshd && systemctl status sshd

[root@racleLinuxb ~]# service sshd restart && service sshd status
Stopping sshd:

Starting sshd:
openssh-daemon (pid 7779) is running...
[root@racleLinuxb ~]#

26 ol
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31. 2nstall Rsyslog 8 Package

A =

OMY GSNI GKS O2YYIFIYyR 0Sft2¢ G2 OKSO]
#rsyslogdv

[root@racleLinux6 ~]# rsyslogd -v

rsyslogd 5.8.10, compiled with:
FEATURE_REGEXP:
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE _DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported:
Runtime Instrumentation (slow code):

See http://www.rsyslog.com for more information.
[root@racleLinux6 ~]#

OHO 9YUGSNI GKS R2yi ¥IRAE 0RKE2wadi®t 23 NBLIZAAG2NE
# curl-o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.comAgBable/rsyslog.repo

[root@racleLinux6 ~]# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
113 227 113 227 0 0 44 0 0:00:05 0:00:05 --:--:-- 1182
[root@racleLinux6 ~]#

OB USNI GKS O2YYIlI yR ( dzLJRF S GKS waeaf 2

#yum-y install rsyslog

Dependency Installed:
libestr.x86_64 0:0.1.11-1.el6 libfastjson4.x86_64 0:0.99.8-1.el6

Updated:
rsyslog.x86_64 0:8.2010.0-2.el6

Complete!
[root@racleLinux6 ~]#

6y GSNJ GKS O2YYIl YR ( GSNATeEe (KS waeaft 2

#rsyslogdv

[root@raclelLinuxb ~]# rsyslogd -v
rsyslogd 8.2010.0 (aka 2020.10) compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (1sb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: No
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: No
Config file: /etc/rsyslog.conf
PID file: /var/run/syslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@raclelLinux6 ~]#

m al Ly i




3.1C8nfigure Rsyslog to Forward SSH Logs
OMO 9YUESNI GKS O2YYIYR 06S8ft2¢ (G2 SRAG (GKS Nmeat 2

#vi /etc/rsyslog.conf

[root@racleLinuxb ~]# vi /etc/rsyslog.conf

OH R YYSY( Azvdei? cap8d4 SY
#module(load="imjournal" StateFile="imjournal.state")

# provides access to the systemd journal and file to store the position in the journal
#module(load="imjournal"” StateFile="imjournal.state")

Gd@YY@VWHIYAG] 20KVt [ 233Ay 3

# $OmitLocalLogging on

# Turn off message reception via local log socket;
# local messages are retrieved through imjournal now.
#%$0OmitLocallogging on

O R®YYSYIidz2 KAINKA PR | RR O2y TAAdzNE SEA Yy bl dzi 6z S 2 BB § T
f23a AY kKQOFINkf23kaSOmSBRINGBNF2NBI NRAYy3I GKSY (2
# authpriv.* Ivar/log/secure

# Send SSH log toReporter
if ($syslogfacilitstext == "auth" or $syslogfacilitext == "authpriv")

then {
action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target=" " Port="514" Protocol="udp")

# The authpriv file has restricted access.
#authpriv.# /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

Replace theed textwith the N-Reporter system IP address.

Op0 9YGSNI GKS O2YYlIYyR 06St2¢ (2 NBaildl NI GKS Nae

# service rsyslog restart && service rsyslog status

[root@OraclelLinux6 ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: [ ]

Starting system logger: [ ]
rsyslogd (pid 7868) is running...
[root@racleLinux6 ~]1#

W r<alLliiel



3.2 OracleLinux 7
3.2.1 Edit SSH Configuration File

M0 9YUSNI GKS O2YYlIYyR 0Sf2¢ (2 SRAG GKS aakKRyoO?

#vi /etc/ssh/sshd_config

[root@racleLinux7 ~]# vi /etc/ssh/sshd _config

OHRYYS$®@Et 23CIHOAfIVRRIA[ SOBf WKHERIRRACH ON{RREAE SOSE
+Ow. FENJ RSGIFIAT SR f233Ay3o

SyslogFacility AUTH

# SyslogFacility AUTHPRIV

#LogLevel INFO

LogLevel VERBOSE

# Logging

SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LogLevel INFO
LogLevel VERBOSE

GPY ISNI GKS O2YYlIYR 0St2g G2 NBadGkFNI GKS { {1l aS&

# systemctl restart sshd && systemctl status sshd

[root@raclelLinux7 ~]# systemctl restart sshd && systemctl status sshd
® sshd.service - OpenSSH server daemon
Loaded: loaded (/usr/lib/systemd/system/sshd.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 15:56:32 CST; 27ms ago
Docs: man:sshd(8)
man:sshd_config(5)
Main PID: 11169 (sshd)
CGroup: /system.slice/sshd.service
L-11169 /usr/sbin/sshd -D

Aug 25 15:56:32 OraclelLinux7.localdomain systemd[1l]: Starting OpenSSH server daemon...

Aug 25 15:56:32 OracleLinux7.localdomain sshd[11169]: Server listening on 0.0.0.0 port 22.
Aug 25 15:56:32 OracleLinux7.localdomain sshd[11169]: Server listening on :: port 22.

Aug 25 15:56:32 OracleLinux7.localdomain systemd[1]: Started OpenSSH server daemon.
[root@0raclelLinux7 ~]#
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32. Zonfigure Rsyslog to Forward SSH Logs

~

OMY SN GKS O2YYlIYyR 0Sf2¢ (G2 SRAG (GKS aakKRyoO2y T

#rsyslogdv

[root@raclelLinux7 ~]# rsyslogd -v
rsyslogd 8.24.0-38.el7, compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (1sb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@0raclelLinux7 ~]#

O 0SNI GKS O2YYlIYyR 0St2¢ G2 SRAG GKS Naeaftz23 C
#vi letc/rsyslog.conf

[root@0racleLinux7 ~]# vi /etc/rsyslog.conf

7

6d®YYSYIidzz KADNRA F&RF | R R 10 SHAEARKIRPTNAOKEUINGRS a G2 NB t 234
KO Nkf 23 k&aSOdzNB W RLIFRBINENINR GKSY (2 b

# authpriv.* Ivar/log/secure

# Send SSH log teReporter

if ($syslogfacilittext == "auth" or $syslogfacilitext == "authpriv")

then { action(type="omfile" File="/var/log/secure")

action(type="omfwd Target=" " Port="514" Protocol="udp")}

# The authpriv file has restricted access.
#authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

Replace theed textwith the N-Reporter system IP address
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rsyslog && systemctl status rsyslog

restart rsyslog && systemctl status rsyslog
gging Servi
ib/systemd/system/ slo vendor pr
active (running) since Thu 2022-08
man:rsyslogd(8)
http://www.rsyslog.com/doc/
Main PID: 11180 (rsyslogd)
CGroup: ystem.slice/rsyslog.service
11180 /usr/sbin/rsyslogd -n

Aug 25 15:59 ac x7.localdomain systemd[1]: Starting System gging s

Aug 25 1 C ux7.1 ldomain rsyslogd[11180]: [origin s ware= " swVersion="8.24.0-38.el7" x-pid="11180" x-info="htt
Aug 25 15:59:55 OracleLinux7.localdomain systemd[1]: Started System gging Service.

Hint: Some lines e ellipsized, use -1 to sh in full.

[root@racleLinux7 ~]#
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4. Debian 11
4.1 Edit SSH Configuration File
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#vi /etc/ssh/sshd_config

OHR®YYSYyG 2dzi [ 23] S@St LbChX FYyR FRR ClI OAYt A& |
SyslogFacility AUTH

#LoglLevel INFO

LogLevel VERBOSE

# Logging
SyslogFacility AUTH
#LoglLevel INFO
LogLevel VERBOSE

GPY ISNI GKS O2YYlIYR 0Sft2g G2 NBadGkFNI GKS { {1l &aS&

# systemctl restart sshd && systemctl status sshd

root@ebianll:~# systemctl restart ssh && systemctl status ssh
® ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 16:35:24 CST; 10ms ago
Docs: man:sshd(8)
man:sshd _config(5)
Process: 526 ExecStartPre=/usr/sbin/sshd -t (code=exited, status=0/SUCCESS)
Main PID: 527 (sshd)
Tasks: 1 (limit: 4668)
Memory: 1.1M
CPU: 14ms
CGroup: /system.slice/ssh.service
L527 sshd: /usr/sbin/sshd -D [listener] 0 of 10-100 startups

Aug 25 16:35:24 Debianll systemd[1]: Starting OpenBSD Secure Shell server...
Aug 25 16:35:24 Debianll sshd[527]: Server listening on 0.0.0.0 port 22.

Aug 25 16:35:24 Debianll sshd[527]: Server listening on :: port 22.

Aug 25 16:35:24 Debianll systemd[1]: Started OpenBSD Secure Shell server.
root@ebianll:~#
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4. Zonf i gure Rsyslog to Forward SSH
oMYy (SN GKS O02YYFYyR 0St2g (2 OKSOl (KS waeat 23

#rsyslogdv

root@ebianll:~# rsyslogd -v
rsyslogd 8.2102.0 (aka 2021.02) compiled with:
PLATFORM: x86_64-pc-linux-gnu
PLATFORM (1sb_release -d):
FEATURE_REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: /etc/rsyslog.conf
PID file: /run/rsyslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
root@ebianll:~#

O USNI GKS O2YYlIYyR 0St2¢ G2 SRAG GKS Naeaftz23 C
#vi letc/rsyslog.conf

root@ebianll:~# vi /etc/rsyslog.conf

@0 [/ 2YYSyYy(d 2dzi | dzi KLINA @dfF | y R Bd&® RAZRRNGA ML INBIDE NR
f23a AY KONkt 2IkaSOmSBRINGBNF2NBI NRAYy3I GKSY (2
# authpriv.* Ivar/log/secure

# Send SSH log toReporter

if ($syslogfacilittext == "auth" or $syslogfacilitext == "authpriv")

then { action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target=" " Port="514" Protocol="udp")}

#

# First some standard log files. Log by facility.

#

#auth,authpriv.* /var/log/auth.log
* #-auth,authpriv.none -/var/log/syslog
#cron . * /var/log/cron.log
daemon . * -/var/log/daemon.log
kern.* -/var/log/kern.log
lpr.* -/var/log/1pr.log
mail.* -/var/log/mail.log
user.* -/var/log/user.log

# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/auth.log")

action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

Replace theed textwith the N-Reporter system IP address.
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# systemctl restart rsyslog && systemctl status rsyslog

root@ebianll:~# systemctl restart rsyslog && systemctl status rsyslog
® rsyslog.service - System Logging Service

Loaded:
Active:
TriggeredBy:
Docs:

Main PID:
Tasks:
Memory :
cP
CGroup:

Aug 25 16:
Aug 25 16:
Aug 25 16:
Aug 25 16
Aug 25 16
Aug 25 16:

loaded (/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
active (running) since Thu 2022-08-25 16:41:27 CST; 5ms ago
® syslog.socket

man:rsyslogd(8)

man:rsyslog.conf(5)

https://www.rsyslog.com/doc/

557 (rsyslogd)

4 (limit: 4668)

848.0K

3ms

/system.slice/rsyslog.service

L5557 /usr/sbin/rsyslogd -n -iNONE

:27 Debianll systemd[1l]: rsyslog.service: Succeeded.

:27 Debianll systemd[1l]: Stopped System Logging Service.
:27 Debianll rsyslogd[557]: imuxsock: Acquired UNIX socket '/run/systemd/journal/syslog’' (fd 3) from systemd.
:27 Debianll systemd[1]: Starting System Logging Service..
:27 Debianll rsyslogd[557]: [origin software="rsyslogd" swVersion="8.21¢ x-pid="557"
:27 Debianll systemd[1]: Started System Logging Service.
root@ebianll:~#
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x-info="https://www.rsyslog.com"] start
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5. Ubuntu
5.1 Ubuntu 18
5.1.1 Edit SSH Configuration File

MO 9YUSNI 0KS O2YYlIYyR 06Sft2¢ (2 SRAG GKS aakKRyoO?2

# vi letc/ssh/sshd_config

root@buntul8:~# vi /etc/ssh/sshd_config

OH@YYSY(l 2dz22 3§ @5t A K ELCIOARRINER2AI[¢SOSt 1298y h§BS
RSGFAT SR f233Ay3

SyslogFacility AUTH

# LogLevel INFO

LogLevel VERBOSE

GPYGISNI GKS O2YYlIYR 0St2¢ G2 NBadGFNI GKS {{I as&

# systemctl restart ssh && systemctl status ssh
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