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Preface 

¢Ƙƛǎ ŘƻŎǳƳŜƴǘ ŘŜǎŎǊƛōŜǎ Ƙƻǿ bπwŜǇƻǊǘŜǊ ǳǎŜǊǎ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ {{I ŀǳŘƛǘ ǎȅǎƭƻƎ ǳǎƛƴƎ wǎȅǎƭƻƎ ƻǊ 

{ȅǎƭƻƎŘΦ 

Lǘ ŀǇǇƭƛŜǎ ǘƻ wŜŘIŀǘ κ /Ŝƴǘh{ κ hǊŀŎƭŜ[ƛƴǳȄ κ 5Ŝōƛŀƴ κ ¦ōǳƴǘǳ κ {¦{9 κ {ƻƭŀǊƛǎ κ Itπ¦· κ !L· κ 

CǊŜŜ.{5Φ 

 

Note: This document is intended solely as a reference for configuring log output. For guidance on the 

appropriate log export methods, it is recommended to contact the respective device or software 

vendor. 
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1. Red Hat 

1.1 Red Hat  3 

1.1.1 Edit SSH Configuration File 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǎǎƘŘψŎƻƴŦƛƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/ssh/sshd_config 

όнύ /ƻƳƳŜƴǘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢ItwL± ŀƴŘ [ƻƎ[ŜǾŜƭ LbChΣ ǘƘŜƴ ŀŘŘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢I ŀƴŘ [ƻƎ[ŜǾŜƭ 

±9w.h{9 ŦƻǊ ŘŜǘŀƛƭŜŘ ƭƻƎƎƛƴƎΦ 

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ {{I ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ 

# service sshd restart && service sshd status 
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1.1.2 Configure Syslog to Forward SSH Logs 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŎƘŜŎƪ ǘƘŜ ǎȅǎƭƻƎ ǾŜǊǎƛƻƴΥ 

# syslogd -v 

όнύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǎȅǎƭƻƎΦŎƻƴŦ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/syslog.conf 

όоύ /ƻƴŦƛƎǳǊŜ ǘƘŜ ŦŀŎƛƭƛǘȅ ŀǳǘƘΦϝ ŀƴŘ ŀǳǘƘǇǊƛǾΦ ϝ [ƻƎǎ ǘƻ ōŜ ǎŀǾŜŘ ƭƻŎŀƭƭȅ ƛƴ κǾŀǊκƭƻƎκǎŜŎǳǊŜ ŀƴŘ ŦƻǊǿŀǊŘŜŘ 

ǘƻ bπwŜǇƻǊǘŜǊΥ 

# The authpriv file has restricted access.  

authpriv.*;auth.*           /var/log/secure  

# Send SSH log to N-Reporter  

authpriv.*;auth.*           @192.168.3.50 

 

Replace the red text with the N-Reporter system IP address. 

όпύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ ǎȅǎƭƻƎ ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ 

# service syslog restart && service syslog status 
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1.2 Red Hat 5 

1.2.1 Edit SSH Configuration File 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǎǎƘŘψŎƻƴŦƛƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/ssh/sshd_config 

όнύ /ƻƳƳŜƴǘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢ItwL± ŀƴŘ [ƻƎ[ŜǾŜƭ LbChΣ ǘƘŜƴ ŀŘŘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢I ŀƴŘ [ƻƎ[ŜǾŜƭ 

±9w.h{9 ŦƻǊ ŘŜǘŀƛƭŜŘ ƭƻƎƎƛƴƎΦ  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ {{I ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ  

# service sshd restart && service sshd status 
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1.2.2 Install Rsyslog 8 Package 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǎǘƻǇ ǘƘŜ ǎȅǎƭƻƎ ǎŜǊǾƛŎŜΥ 

# service syslog stop 

όнύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘǎ ōŜƭƻǿ ǘƻ ŘƛǎŀōƭŜ ǘƘŜ ǎȅǎƭƻƎ ǎŜǊǾƛŎŜ ŦǊƻƳ ǎǘŀǊǘƛƴƎ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŀǘ ōƻƻǘ ŀƴŘ ǾŜǊƛŦȅ 

ǘƘŀǘ ŀƭƭ Ǌǳƴ ƭŜǾŜƭǎ ŀǊŜ ǎŜǘ ǘƻ ƻŦŦΥ 

# chkconfig syslog off  

# chkconfig syslog ςlist 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŘƻǿƴƭƻŀŘ ǘƘŜ wǎȅǎƭƻƎ ǊŜǇƻǎƛǘƻǊȅ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo 

όпύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ƛƴǎǘŀƭƭ ǘƘŜ wǎȅǎƭƻƎ ǇŀŎƪŀƎŜΥ 

# yum -y install rsyslog 

όрύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŎƘŜŎƪ ǘƘŜ wǎȅǎƭƻƎ ǾŜǊǎƛƻƴΥ 

# rsyslogd -v 
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1.2.3 Configure Rsyslog to Forward SSH Logs 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǊǎȅǎƭƻƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/rsyslog.conf 

όнύ /ƻƳƳŜƴǘ ƻǳǘ ŀǳǘƘǇǊƛǾΦϝ ŀƴŘ ŀŘŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǘƻ ǳǎŜ ǎȅǎƭƻƎŦŀŎƛƭƛǘȅπǘŜȄǘ άŀǳǘƘέ ƻǊ άŀǳǘƘǇǊƛǾέΣ ǎǘƻǊƛƴƎ 

ƭƻƎǎ ƛƴ κǾŀǊκƭƻƎκǎŜŎǳǊŜ ŀƴŘ ŦƻǊǿŀǊŘƛƴƎ ǘƘŜƳ ǘƻ bπwŜǇƻǊǘŜǊΥ 

# authpriv.*        /var/log/secure 

# Send SSH log to N-Reporter 

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv") 

then { action(type="omfile" File="/var/log/secure") 

action(type="omfwd" Target=" 192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǎǘŀǊǘ ǘƘŜ ǊǎȅǎƭƻƎ ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ 

# service rsyslog start && service rsyslog status 

όпύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘǎ ōŜƭƻǿ ǘƻ ŜƴŀōƭŜ ǘƘŜ ǊǎȅǎƭƻƎ ǎŜǊǾƛŎŜ ǘƻ ǎǘŀǊǘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŀǘ ōƻƻǘ ŀƴŘ ǾŜǊƛŦȅ ƛǘǎ 

Ǌǳƴ ƭŜǾŜƭǎΥ 

# chkconfig rsyslog on  

# chkconfig rsyslog --list 
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1.3 Red Hat 6 

1.3.1 Edit SSH Configuration File 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǎǎƘŘψŎƻƴŦƛƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/ssh/sshd_config 

όнύ /ƻƳƳŜƴǘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢ItwL± ŀƴŘ [ƻƎ[ŜǾŜƭ LbChΣ ǘƘŜƴ ŀŘŘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢I ŀƴŘ [ƻƎ[ŜǾŜƭ 

±9w.h{9 ŦƻǊ ŘŜǘŀƛƭŜŘ ƭƻƎƎƛƴƎΦ  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ {{I ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ  

# service sshd restart && service sshd status 
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1.3.2 Install Rsyslog 8 Package 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŎƘŜŎƪ ǘƘŜ wǎȅǎƭƻƎ ǾŜǊǎƛƻƴΥ 

# rsyslogd -v 

όнύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘǎ ōŜƭƻǿ ǘƻ ŘƻǿƴƭƻŀŘ ǘƘŜ wǎȅǎƭƻƎ ǊŜǇƻǎƛǘƻǊȅ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǳǇŘŀǘŜ ǘƘŜ wǎȅǎƭƻƎ ǇŀŎƪŀƎŜΥ 

# yum -y install rsyslog 

όпύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǾŜǊƛŦȅ ǘƘŜ wǎȅǎƭƻƎ ǾŜǊǎƛƻƴΥ 

# rsyslogd -v 
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1.3.3 Configure Rsyslog to Forward SSH Logs 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǊǎȅǎƭƻƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/rsyslog.conf 

όнύ /ƻƳƳŜƴǘ ƻǳǘ ǘƘŜ ƛƳƧƻǳǊƴŀƭ ƳƻŘǳƭŜΥ 

# module(load="imjournal" StateFile="imjournal.state") 

όоύ /ƻƳƳŜƴǘ ƻǳǘ hƳƛǘ[ƻŎŀƭ[ƻƎƎƛƴƎΥ 

# $OmitLocalLogging on 

όпύ /ƻƳƳŜƴǘ ƻǳǘ ŀǳǘƘǇǊƛǾΦ ϝ ŀƴŘ ŀŘŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǘƻ ǳǎŜ ǎȅǎƭƻƎŦŀŎƛƭƛǘȅπǘŜȄǘ ϦŀǳǘƘϦ ƻǊ ϦŀǳǘƘǇǊƛǾϦΣ ǎǘƻǊƛƴƎ 

ƭƻƎǎ ƛƴ κǾŀǊκƭƻƎκǎŜŎǳǊŜ ŀƴŘ ŦƻǊǿŀǊŘƛƴƎ ǘƘŜƳ ǘƻ bπwŜǇƻǊǘŜǊΥ 

# authpriv.*          /var/log/secure  

# Send SSH log to N-Reporter  

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")  

then { 

    action(type="omfile" File="/var/log/secure")  

    action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp") 

} 

 

Replace the red text with the N-Reporter system IP address. 

όрύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ ǊǎȅǎƭƻƎ ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ 

# service rsyslog restart && service rsyslog status 
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1.4 Red Hat 7 

1.4.1 Edit SSH Configuration File 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǎǎƘŘψŎƻƴŦƛƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/ssh/sshd_config 

όнύ /ƻƳƳŜƴǘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢ItwL± ŀƴŘ [ƻƎ[ŜǾŜƭ LbChΣ ǘƘŜƴ ŀŘŘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢I ŀƴŘ [ƻƎ[ŜǾŜƭ 

±9w.h{9 ŦƻǊ ŘŜǘŀƛƭŜŘ ƭƻƎƎƛƴƎΦ  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ {{I ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ  

# service sshd restart && service sshd status 
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1.4.2 Configure Rsyslog to Forward SSH Logs 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŎƘŜŎƪ ǘƘŜ wǎȅǎƭƻƎ ǾŜǊǎƛƻƴΥ 

# rsyslogd -v 

όнύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǊǎȅǎƭƻƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/rsyslog.conf 

όоύ /ƻƳƳŜƴǘ ƻǳǘ ŀǳǘƘǇǊƛǾΦ ϝ ŀƴŘ ŀŘŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǘƻ ǳǎŜ ǎȅǎƭƻƎŦŀŎƛƭƛǘȅπǘŜȄǘ ϦŀǳǘƘϦ ƻǊ ϦŀǳǘƘǇǊƛǾϦΣ ǎǘƻǊƛƴƎ 

ƭƻƎǎ ƛƴ κǾŀǊκƭƻƎκǎŜŎǳǊŜ ŀƴŘ ŦƻǊǿŀǊŘƛƴƎ ǘƘŜƳ ǘƻ bπwŜǇƻǊǘŜǊΥ 

# authpriv.*      /var/log/secure  

# Send SSH log to N-Reporter  

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")  

then { action(type="omfile" File="/var/log/secure")  

action(type="omfwd" Target=" 192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 
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όпύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ ǊǎȅǎƭƻƎ ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ 

# service rsyslog restart && service rsyslog status 
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1.5 Red Hat 8 

1.5.1 Edit SSH Configuration File 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǎǎƘŘψŎƻƴŦƛƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/ssh/sshd_config 

όнύ /ƻƳƳŜƴǘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢ItwL± ŀƴŘ [ƻƎ[ŜǾŜƭ LbChΣ ǘƘŜƴ ŀŘŘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢I ŀƴŘ [ƻƎ[ŜǾŜƭ 

±9w.h{9 ŦƻǊ ŘŜǘŀƛƭŜŘ ƭƻƎƎƛƴƎΦ  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ {{I ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ  

# service sshd restart && service sshd status 
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1.5.2 Configure Rsyslog to Forward SSH Logs 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŎƘŜŎƪ ǘƘŜ wǎȅǎƭƻƎ ǾŜǊǎƛƻƴΥ 

# rsyslogd -v 

όнύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǊǎȅǎƭƻƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/rsyslog.conf 

όоύ /ƻƳƳŜƴǘ ƻǳǘ ŀǳǘƘǇǊƛǾΦ ϝ ŀƴŘ ŀŘŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǘƻ ǳǎŜ ǎȅǎƭƻƎŦŀŎƛƭƛǘȅπǘŜȄǘ ϦŀǳǘƘϦ ƻǊ ϦŀǳǘƘǇǊƛǾϦΣ ǎǘƻǊƛƴƎ 

ƭƻƎǎ ƛƴ κǾŀǊκƭƻƎκǎŜŎǳǊŜ ŀƴŘ ŦƻǊǿŀǊŘƛƴƎ ǘƘŜƳ ǘƻ bπwŜǇƻǊǘŜǊΥ 

# authpriv.*      /var/log/secure  

# Send SSH log to N-Reporter  

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")  

then { action(type="omfile" File="/var/log/secure")  

action(type="omfwd" Target=" 192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 
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όпύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ ǊǎȅǎƭƻƎ ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ 

# service rsyslog restart && service rsyslog status 
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2. CentOS 

2.1 CentOS 6 

2.1.1 Edit SSH Configuration File  

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǎǎƘŘψŎƻƴŦƛƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/ssh/sshd_config 

όнύ /ƻƳƳŜƴǘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢ItwL± ŀƴŘ [ƻƎ[ŜǾŜƭ LbChΣ ǘƘŜƴ ŀŘŘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢I ŀƴŘ [ƻƎ[ŜǾŜƭ 

±9w.h{9 ŦƻǊ ŘŜǘŀƛƭŜŘ ƭƻƎƎƛƴƎΦ  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ {{I ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ  

# service sshd restart && service sshd status 
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2.1.2 Install Rsyslog 8 Package 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŎƘŜŎƪ ǘƘŜ wǎȅǎƭƻƎ ǾŜǊǎƛƻƴΥ 

# rsyslogd -v 

όнύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘǎ ōŜƭƻǿ ǘƻ ŘƻǿƴƭƻŀŘ ǘƘŜ wǎȅǎƭƻƎ ǊŜǇƻǎƛǘƻǊȅ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǳǇŘŀǘŜ ǘƘŜ wǎȅǎƭƻƎ ǇŀŎƪŀƎŜΥ 

# yum -y install rsyslog 

όпύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǾŜǊƛŦȅ ǘƘŜ wǎȅǎƭƻƎ ǾŜǊǎƛƻƴΥ 

# rsyslogd -v 
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2.1.3 Configure Rsyslog to Forward SSH Logs 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǊǎȅǎƭƻƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/rsyslog.conf 

όнύ /ƻƳƳŜƴǘ ƻǳǘ ǘƘŜ ƛƳƧƻǳǊƴŀƭ ƳƻŘǳƭŜΥ 

# module(load="imjournal" StateFile="imjournal.state") 

όоύ /ƻƳƳŜƴǘ ƻǳǘ hƳƛǘ[ƻŎŀƭ[ƻƎƎƛƴƎΥ 

# $OmitLocalLogging on 

όпύ /ƻƳƳŜƴǘ ƻǳǘ ŀǳǘƘǇǊƛǾΦ ϝ ŀƴŘ ŀŘŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǘƻ ǳǎŜ ǎȅǎƭƻƎŦŀŎƛƭƛǘȅπǘŜȄǘ ϦŀǳǘƘϦ ƻǊ ϦŀǳǘƘǇǊƛǾϦΣ ǎǘƻǊƛƴƎ 

ƭƻƎǎ ƛƴ κǾŀǊκƭƻƎκǎŜŎǳǊŜ ŀƴŘ ŦƻǊǿŀǊŘƛƴƎ ǘƘŜƳ ǘƻ bπwŜǇƻǊǘŜǊΥ 

# authpriv.*          /var/log/secure  

# Send SSH log to N-Reporter  

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")  

then { 

    action(type="omfile" File="/var/log/secure")  

    action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 

όрύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ ǊǎȅǎƭƻƎ ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ 

# service rsyslog restart && service rsyslog status 
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2.2 CentOS 7 

2.2.1 Edit SSH Configuration File  

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǎǎƘŘψŎƻƴŦƛƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/ssh/sshd_config 

όнύ /ƻƳƳŜƴǘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢ItwL± ŀƴŘ [ƻƎ[ŜǾŜƭ LbChΣ ǘƘŜƴ ŀŘŘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢I ŀƴŘ [ƻƎ[ŜǾŜƭ 

±9w.h{9 ŦƻǊ ŘŜǘŀƛƭŜŘ ƭƻƎƎƛƴƎΦ  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ {{I ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ  

# systemctl restart sshd && systemctl status sshd 
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2.2.2 Install Rsyslog 8 Package 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŎƘŜŎƪ ǘƘŜ wǎȅǎƭƻƎ ǾŜǊǎƛƻƴΥ 

# rsyslogd -v 

όнύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǳǇŘŀǘŜ ǘƘŜ wǎȅǎƭƻƎ ǇŀŎƪŀƎŜΥ 

# yum -y install rsyslog 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǾŜǊƛŦȅ ǘƘŜ wǎȅǎƭƻƎ ǾŜǊǎƛƻƴΥ 

# rsyslogd -v 
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2.2.3 Configure Rsyslog to Forward SSH Logs 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǎǎƘŘψŎƻƴŦƛƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/ssh/sshd_config 

όнύ /ƻƳƳŜƴǘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢ItwL± ŀƴŘ [ƻƎ[ŜǾŜƭ LbChΣ ǘƘŜƴ ŀŘŘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢I ŀƴŘ [ƻƎ[ŜǾŜƭ 

±9w.h{9 ŦƻǊ ŘŜǘŀƛƭŜŘ ƭƻƎƎƛƴƎΦ 

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ {{I ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ 

# systemctl restart rsyslog && systemctl status rsyslog 
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2.3 CentOS 8  

2.3.1 Edit SSH Configuration File  

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǎǎƘŘψŎƻƴŦƛƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/ssh/sshd_config 

όнύ /ƻƳƳŜƴǘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢ItwL± ŀƴŘ [ƻƎ[ŜǾŜƭ LbChΣ ǘƘŜƴ ŀŘŘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢I ŀƴŘ [ƻƎ[ŜǾŜƭ 

±9w.h{9 ŦƻǊ ŘŜǘŀƛƭŜŘ ƭƻƎƎƛƴƎΦ  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ {{I ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ  

# systemctl restart sshd && systemctl status sshd 
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2.3.2 Configure Rsyslog to Forward SSH Logs 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŎƘŜŎƪ ǘƘŜ wǎȅǎƭƻƎ ǾŜǊǎƛƻƴΥ 

# rsyslogd -v 

όнύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǊǎȅǎƭƻƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/rsyslog.conf 

όоύ /ƻƳƳŜƴǘ ƻǳǘ ŀǳǘƘǇǊƛǾΦϝ ŀƴŘ ŀŘŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǘƻ ǳǎŜ ǎȅǎƭƻƎŦŀŎƛƭƛǘȅπǘŜȄǘ άŀǳǘƘέ ƻǊ άŀǳǘƘǇǊƛǾέΣ ǎǘƻǊƛƴƎ 

ƭƻƎǎ ƛƴ κǾŀǊκƭƻƎκǎŜŎǳǊŜ ŀƴŘ ŦƻǊǿŀǊŘƛƴƎ ǘƘŜƳ ǘƻ bπwŜǇƻǊǘŜǊΥ 

# authpriv.*        /var/log/secure 

# Send SSH log to N-Reporter 

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv") 

then { action(type="omfile" File="/var/log/secure") 

action(type="omfwd" Target=" 192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 
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όпύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ ǊǎȅǎƭƻƎ ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ 

# systemctl restart rsyslog && systemctl status rsyslog 
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3. OracleLinux  

3.1 OracleLinux 6  

3.1.1 Edit SSH Configuration File  

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǎǎƘŘψŎƻƴŦƛƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/ssh/sshd_config 

όнύ /ƻƳƳŜƴǘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢ItwL± ŀƴŘ [ƻƎ[ŜǾŜƭ LbChΣ ǘƘŜƴ ŀŘŘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢I ŀƴŘ [ƻƎ[ŜǾŜƭ 

±9w.h{9 ŦƻǊ ŘŜǘŀƛƭŜŘ ƭƻƎƎƛƴƎΦ  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ {{I ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ  

# systemctl restart sshd && systemctl status sshd 
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3.1.2 Install Rsyslog 8 Package 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŎƘŜŎƪ ǘƘŜ wǎȅǎƭƻƎ ǾŜǊǎƛƻƴΥ 

# rsyslogd -v 

όнύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘǎ ōŜƭƻǿ ǘƻ ŘƻǿƴƭƻŀŘ ǘƘŜ wǎȅǎƭƻƎ ǊŜǇƻǎƛǘƻǊȅ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǳǇŘŀǘŜ ǘƘŜ wǎȅǎƭƻƎ ǇŀŎƪŀƎŜΥ 

# yum -y install rsyslog 

όпύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǾŜǊƛŦȅ ǘƘŜ wǎȅǎƭƻƎ ǾŜǊǎƛƻƴΥ 

# rsyslogd -v 
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3.1.3 Configure Rsyslog to Forward SSH Logs 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǊǎȅǎƭƻƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/rsyslog.conf 

όнύ /ƻƳƳŜƴǘ ƻǳǘ ǘƘŜ ƛƳƧƻǳǊƴŀƭ ƳƻŘǳƭŜΥ 

# module(load="imjournal" StateFile="imjournal.state") 

όоύ /ƻƳƳŜƴǘ ƻǳǘ hƳƛǘ[ƻŎŀƭ[ƻƎƎƛƴƎΥ 

# $OmitLocalLogging on 

όпύ /ƻƳƳŜƴǘ ƻǳǘ ŀǳǘƘǇǊƛǾΦ ϝ ŀƴŘ ŀŘŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǘƻ ǳǎŜ ǎȅǎƭƻƎŦŀŎƛƭƛǘȅπǘŜȄǘ ϦŀǳǘƘϦ ƻǊ ϦŀǳǘƘǇǊƛǾϦΣ ǎǘƻǊƛƴƎ 

ƭƻƎǎ ƛƴ κǾŀǊκƭƻƎκǎŜŎǳǊŜ ŀƴŘ ŦƻǊǿŀǊŘƛƴƎ ǘƘŜƳ ǘƻ bπwŜǇƻǊǘŜǊΥ 

# authpriv.*          /var/log/secure  

# Send SSH log to N-Reporter  

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")  

then { 

    action(type="omfile" File="/var/log/secure")  

    action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp") 

} 

 

Replace the red text with the N-Reporter system IP address. 

όрύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ ǊǎȅǎƭƻƎ ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ 

# service rsyslog restart && service rsyslog status 
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3.2 OracleLinux 7  

3.2.1 Edit SSH Configuration File  

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǎǎƘŘψŎƻƴŦƛƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/ssh/sshd_config 

όнύ /ƻƳƳŜƴǘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢ItwL± ŀƴŘ [ƻƎ[ŜǾŜƭ LbChΣ ǘƘŜƴ ŀŘŘ {ȅǎƭƻƎCŀŎƛƭƛǘȅ !¦¢I ŀƴŘ [ƻƎ[ŜǾŜƭ 

±9w.h{9 ŦƻǊ ŘŜǘŀƛƭŜŘ ƭƻƎƎƛƴƎΦ  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ {{I ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ  

# systemctl restart sshd && systemctl status sshd 
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3.2.2 Configure Rsyslog to Forward SSH Logs 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǎǎƘŘψŎƻƴŦƛƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# rsyslogd -v  

όнύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǊǎȅǎƭƻƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/rsyslog.conf 

 

όоύ /ƻƳƳŜƴǘ ƻǳǘ ŀǳǘƘǇǊƛǾΦϝΣ ŀƴŘ ŀŘŘ ǎȅǎƭƻƎŦŀŎƛƭƛǘȅπǘŜȄǘ άŀǳǘƘέ ƻǊ άŀǳǘƘǇǊƛǾέ ǘƻ ǎǘƻǊŜ ƭƻƎǎ ƛƴ 

κǾŀǊκƭƻƎκǎŜŎǳǊŜ ŀƴŘ ŦƻǊǿŀǊŘ ǘƘŜƳ ǘƻ bπwŜǇƻǊǘŜǊΥ 

# authpriv.*     /var/log/secure  

# Send SSH log to N-Reporter  

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")  

then { action(type="omfile" File="/var/log/secure")  

action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 
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όпύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ {{I ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ 

# systemctl restart rsyslog && systemctl status rsyslog 
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4. Debian 11  

4.1 Edit SSH Configuration File  

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǎǎƘŘψŎƻƴŦƛƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/ssh/sshd_config 

όнύ /ƻƳƳŜƴǘ ƻǳǘ [ƻƎ[ŜǾŜƭ LbChΣ ŀƴŘ ŀŘŘ CŀŎƛƭƛǘȅ !¦¢I ŀƴŘ [ƻƎ[ŜǾŜƭ ±9w.h{9 ŦƻǊ ŘŜǘŀƛƭŜŘ ƭƻƎƎƛƴƎΥ 

SyslogFacility AUTH 

# LogLevel INFO  

LogLevel VERBOSE 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ {{I ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ  

# systemctl restart sshd && systemctl status sshd 
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4.2 Configure Rsyslog to Forward SSH Logs 

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŎƘŜŎƪ ǘƘŜ wǎȅǎƭƻƎ ǾŜǊǎƛƻƴΥ 

# rsyslogd -v 

όнύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǊǎȅǎƭƻƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/rsyslog.conf 

όоύ /ƻƳƳŜƴǘ ƻǳǘ ŀǳǘƘǇǊƛǾΦϝ ŀƴŘ ŀŘŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǘƻ ǳǎŜ ǎȅǎƭƻƎŦŀŎƛƭƛǘȅπǘŜȄǘ άŀǳǘƘέ ƻǊ άŀǳǘƘǇǊƛǾέΣ ǎǘƻǊƛƴƎ 

ƭƻƎǎ ƛƴ κǾŀǊκƭƻƎκǎŜŎǳǊŜ ŀƴŘ ŦƻǊǿŀǊŘƛƴƎ ǘƘŜƳ ǘƻ bπwŜǇƻǊǘŜǊΥ 

# authpriv.*        /var/log/secure 

# Send SSH log to N-Reporter 

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv") 

then { action(type="omfile" File="/var/log/secure") 

action(type="omfwd" Target=" 192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 
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όпύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ ǊǎȅǎƭƻƎ ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ 

# systemctl restart rsyslog && systemctl status rsyslog 
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5. Ubuntu  

5.1 Ubuntu 18  

5.1.1 Edit SSH Configuration File  

όмύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜŘƛǘ ǘƘŜ ǎǎƘŘψŎƻƴŦƛƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΥ 

# vi /etc/ssh/sshd_config 

όнύ /ƻƳƳŜƴǘ ƻǳǘ ǘƘŜ ƭƛƴŜ [ƻƎ[ŜǾŜƭ LbChΣ ǘƘŜƴ ŀŘŘ CŀŎƛƭƛǘȅ !¦¢I ŀƴŘ [ƻƎ[ŜǾŜƭ ±9w.h{9 ǘƻ ŜƴŀōƭŜ 

ŘŜǘŀƛƭŜŘ ƭƻƎƎƛƴƎΥ  

SyslogFacility AUTH  

# LogLevel INFO  

LogLevel VERBOSE 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ {{I ǎŜǊǾƛŎŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎ ƴƻǊƳŀƭƭȅΥ  

# systemctl restart ssh && systemctl status ssh 

  














































