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Preface

This document explains how to configure SNMP Host MIB devices in N-Cloud/N-Reporter.
N-Cloud / N-Reporter supports Host Resources MIB for monitoring host system status.
The examples are based on Red Hat, CentOS, Debian, Ubuntu, AIX, FreeBSD, and Windows

environments with SNMP installed.

Note: This guide is for reference only. For detailed or vendor-specific settings, please consult the

device or software vendor.
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1. Windows

1.1 Windows Server 2003

1.1.1 Install the SNMP Service

(1) Click “Start = Control Panel = Add or Remove Programs.”

Configurati...

Adminisiralor

.h_hj Manage Your Server

—

.l
L] / windows Explorer

Command Prompt

B Mokepad

l Active Direckory Users and
i Computers

/7| Exchange Management
£/ Console

% Exchange Management Shell

é Internet Explarer {32-hit)
Event Yiewer

6 Accessibility Options
=E Add Hardware
b Add or Remove Programs

a0 Administrative Tools 3
‘ﬁ- Automatic Updates

:35 Date and Time

3 Display

Folder Options

ﬁ Fonts

s Game Controllers

9 Inktermet Options

=@ Keyboard

g Licensing

'\_) Mause

ﬁ.- Metwark Connections 3
L Fhone and Modem Options

‘Q} Power Options

% Printers and Faxes 3
Q Regional and Language Options

% Scanners and Cameras 3
[9) Scheduled Tasks 3
@,/ Sounds and Audio Devices

af Speech

% Staored User Mames and Passwards
"'ﬁl System

a Taskbar and Start Menu

|5 View %86 Cantrol Panel Icons

2 Windows Firewall

% Administrative Tools 3

Q% Printers and Faxes

@ Help and Support
p Search

17 Run...

&l Programs  #

ﬁ Windows Security

Log CFf E Shut Down

jystar] | 2 @& |

&7 N-Partner



(2) Click “Add/Remove Windows Components.”

[=] B3

5 Add or Remove Programs

% Currently installed programs: [T Show updates Sart by: IName vl

|'|i.:.EL Microsoft .NET Framework 2.0 Service Pack 2

;ﬂj il £3 Microsoft Excharige Server 2007 Size 1,115,00ME
ﬁl Microsoft Internationalized Domain Names Mitigakion APIs

f_.- ﬁ Micrasoft Wisual C++ 2012 Redistributable {x&6) - 11.0.61030 Size 0,44MEB

A e @ MLog-CE Size  11.61ME

(3) Select “Management and Monitoring Tools” - click “Details”.

Windows Components Wizard Ed |

Windows Components
Yiou zan add or remove componentz of Windows.,

To add or remove a component, click the checkbox. & shaded box means that only
part of the compaonent will be installed. To zee what's included in a component, click

Details.

Components:

a b anagement and Monitaring Toolz 26.4 MB

S Metwarking Services 8.2 MB

O EE] Other Metwark File and Print Services oame |
[ 4g Remote Storage 6.9 MB

1 B8 S erurite Canfinuration Wizard NnerMeE X

Description:  Includes Windows Acceszones and Utilities for your computer.

Total dizk space required: 51.0 MB |
Space available on disk: 39307 6 MEB —
< Back I MHest » I Cancel | Help |




(4) Check “Simple Network Management Protocol (SNMP)” = click “OK.”

Management and Monitoring Tools B |

To add or remove a component, click the check box. A& thaded box means that only part
af the component will be inztalled. To see what'z included in a component, click Details.

Subcomponents of Management and Monitaning Tools:

[] &' Connection Manager Administration Kit 2.8 MB ;I
] ﬂ Connection Paint Services 1.3 MB
(] ™ K etwork Manitor Tools 125 MB
| | SHP Provider 2.8 MB

O WMI Windows [nztaller Provider 0.6 ME

[

Descriptior:  Includes agents that manitar the activity in netwark, devices and report to
the nietwark consale warkztation,

Total dizk zpace required: 51.0 ME Dietails, .
Space available on disk: 393076 ME

k. Cancel

(5) Click “Next” to begin installing the component.

Windows Components YWizard

Windows Components
Y'ou can add or remove components of Windowes.,

To add or remove a compaonent, click the checkbox. & shaded box means that only
part of the component will be inztalled. To zee what's included in a component, click

Detailz.
Components:
::: -1 Management and Manitaring Tools
S5 Networking Services 8.2 HMB
O Eﬂ Other Metwork. File and Print Services 03mMe |
[] & Remote Storage E.9ME
1 B3 Senrito Comfinuratins Sizard MA KA LI

Description:  Includes tools for zerver and netwark: management and monitoring.

Total dizk zpace required: 1.0 B
Space available on dizk: 39306.2 ME
< Back Mest > Cancel Help

g,

o

at’
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(6) Click “Finish” to complete the installation.

Windows Components Wizard

Completing the Windows
Components Wizard

You have successiully completed the Windows
Compaonents Wizard.

To cloge thiz wizard, click Finish.

< Back

Help |

¥

P L
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1.1.2 Configure the SNMP Service

(1) Click “Start = Administrative Tools = Services.”

Bckive Directory Domains and Trusts
Active Directory Sikes and Services

Active Direckary Users and Conpubers

o AT

Certification Authority

J Clusker Administrator
Component Services

Computer Managermenk
Configure Your Server \Wizard
Data Sources (ODEC)

DHCP

Diskributed File System

DS

Darnain Contraller Security Policy
Darnain Security Policy

Event Wiewer

Internet Information Services (I13) Manager
Licensing

Manage Your Seryver

Metwork Load Balancing Manager

i Performance
daminisirator Remoke Desktops
—_ Routing and Remoke Access
.L%\l Manage Your Server 8‘ ik (e
~ }‘ wind ol E, Control Parel v 5 Terminal Server Licensing
A O 55 LB O Lzl Terminal Services Configuration
& Iril i % Terminal Services Manager

Command Prompt

Q% Prinkers and Faxes

@ Motepad @ Help and Support

I Active Directory Users and p Search
e COmputers
=7 Run....

/3 Exchange Management
L/ Console

‘f;f] windows Security
| g |
i E Exchange Management Shell

ﬁ Internet Explorer (32-hith
Event Wiewer

All Programs

Log off E)] Shut Dowvn
J @ & J (1 Add or Remove Programs |
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(2) Locate SNMP Service, verify Startup type is set to Automatic, then right-click and select “Properties.”

File Action YWiew Help

- EEFERR 2E| 8w

% Services (Local)

Services (Local)

SNMP Service

Stop the service

SMMP Trap Service
Restart the service

%Special Administrati. ..

Description: % Task Scheduler
Enables Simple Metwork Management
Protocol {SHMP) requests to be
processed by this computer. IF this
service is stopped, the computer will be
unable ko process SMMP requests, IF this
service is disabled, any services that
explicitly depend on it will Fail to start,

% Telephony
% Telnet

% Terminal Services
% Terminal Services 5...

% Themes

% wirtual Disk. Service
%Uolume Shadow Copy
88 webClient

% Windows Audio

%System Ewent Mokifi...

84 TCP/IP MetBIOS He...

%Uninterruptible Pow...

Receives tr...

Allows adrm. .,
Manikars s...
Enables a ...
Provides s...
Provides T..,
Enables ar...
Allows user. ..
Enables a ...
Provides u...
Manages a...
Provides s..,
Manages a...
Enables Wi...
Manages a...

Status

Started
Started
Started

Started

Mariual
Mariual
Aukomatic
Automatic
Aukomatic
Manual
Disabled
Manual
Disabled
Disabled
Manual
Mariual
Manual
Disabled
Disabled

Local Servics otart
Local System Stop

Local System Pause
Local System Resume
Local Service Restark
Laocal System ol Tasks
Local Service

Local System Refresh

Local System
b Properties
Local System

Laocal Service
Local System
Local System
Local Service
Local System

Extended A Standard /

|Opens the properties dialog box For the current selection.

(3) Go to the “Security” tab and click “Add.”

SNMP Service Properties (Local Computer) E |

Generall Log Elnl Hecuver_l,ll Agent I Traps | Security Dependenciesl
v Send authentication trap
—Accepted community names
Community | Rights
Edit... Bemove
" Acoept SHMP packets from any host
—i% Accept SMMP packets from these hosts
Add,. Edt. |  Remove |

] | Cancel | Apply
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(4) Set “Community rights” to “Read Only,” enter a community name (example:

s service Configuration |
IFHE.ﬂ-.D OMLY ‘FI

Community M ame:

(5) Under “Accept SNMP packets from these hosts,” click “Add.”

SNMP Service Properties {Local Computer) E |

Generall Log Dnl Heu:u:uver_l,ll Agent I Traps  Securty I Dependenciesl

Cancel

[+ Send authentication trap

—Accepted community hames

Comminity | Rightz |
public READ OMLY

Add... Edit... Bemove

" Accept SNMP packets from any host
—{* Accept SNMP packets from these hosts

Edit... | Remove |

0k, | Cancel | Apply |

(6) Enter the host name or IP address of N-Reporter (example:

SNMP Service Configuration E E |

Host name, P or 1P address: Cancel |
192.162.8.61

), then click “Add.”

| St

), then click “Add.”
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(7) Click “OK” to save the settings.

SMMP Service Properties (Local Computer) |

Eenerall Log I:Inl Hecuveryl Agent I Traps Securty | Dependenciesl

v Send authentication trap

—Accepted community hames
Camrnumiky | Rightsz |
pliblic READ OMLY
Add... Edit... Bemove

" Accept SNMP packets from any host

— % Accept SMMP packets from these hosts

localbost

Add... Edit... R emove

Cancel |

Apply

(8) Click ™* to restart the SNMP Service to apply the changes.

File  Action ‘iew Help

| |mFR @B = ||E|

@ Services (Local) Restart Service

4y Services (Local)

SNMP Service Startup T
AUCOM A
Stap the service %SNMP Trap Service  Receivestr.., Manual Local Service
Restart the service % Special Administraki...  alows adm... Manual Local System
%System Ewvent Motifi,., Monitorss..,  Started Automatic Local System
Description: %Task Scheduler Enables a...  Started Aukomatic Lacal System
Ern;tboligl S(ET\ID:P)N?;Q'S;;TEQTJ?mEHt S TCPYIP NetBIOS He... Providess.. Started  Automatic Local Service
processed by this computer, IF this %Telephony Provides T... Manual Lacal System
service is stopped, the computer will be %Telnet Enables ar... Disabled Local Service
unable ta process SHMP requests, IF this %Terminal Services Allows user,., Started Manual Local System
SIEITRATIT, Sremiseees.. s sl Lt
emes rovides u... isable ocal System
%Unintarruptible Paw... Manages a... Manual Lacal Service
%Virtual Disk Service Provides 5., Manual Local System J
%Volume Shadow Copy  Manages a... Manual Local System
% WebClient Enables Wi... Disabled Local Service
%Windows Audia Manages a... Disabled Lacal System ;I
Extended 4 Standard /°
|
10 5y
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1.1.3 Configure the Firewall

(1) Open “Command Prompt.”

(2) Enable SNMP port 161 (UDP).

e | Command Prompt

C:sonetsh firewall add portopening UDP 161 SHHMP
0k .

s

1"

M

B

C:\> netsh firewall add portopening UDP 161 SNMP

Partner



1.2 Windows Server 2008
1.2.1 Install the SNMP Service

(1) Open “Server Manager.”

(2) Click “Features” - Add Features.

E Server Manager

File  Action Wiew Help

ISI=] E3

=57 H

Roles

-

lagnostics
fit Configuration
=5 Storage

! Features Summary

~) Features: 4 of 42 installed

Group Policy Management
windows Powershell Integrated Scripting Environment:
{I5E}

£3% Last Refresh: Today at PM 12:01  Configure refresh

4] | »

TJ‘} Wiew the status of Features installed on this server and add o remave Features,
4

E Features Summaty Help

[‘ﬂ; Add Features

& Remove Features

(3) Expand “SNMP Services,” select “SNMP Service,” then click “Next.”

Add Features Wizard

=

L
..,.:l- Select Features
L

Select one or more Features ko install on this server,

Features:

Confirmation

Description:

Progress ] metwark Load Balancing
[ Peer Mame Resolution Prokocol
[ Quality Windows Audio Video Expetience
[] Remate Assistance
[] remote Differential Compressian
& remaote Server Administration Tools (Installed)
] RPC aver HTTP Proxy
] simple TCPYIP Services
SMTP Server

Results

SHMP WM Provider

l: Storage Manager for SANs

[ Subsystem for UNIX-based Applications
[] Telnet Client

[ Telnet Server

] TFTP Clignt

[ windawes Biometric Framework

[ wWindows Internal Database

1

More sbout Features

= Previous

Simple Metwork Management Protocal

ﬂ {SMMPY Service includes agents thak
monitor the activity in network
devices and report to the network

consale workstation,

Windows Powvershell Inkearated Scriotina Elnvironmentjill
3

Cancel

Inistall

12

L
B,

[

J
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(4) Click “Install.”

Add Features Wizard E
=

%}' Confirm Installation Selections

(@1

Features . . i )
Toinstall the Following roles, role services, or Features, click Install.

Confirmation

1 informational message below
Progress

Results | E ) This server might need to be restarted after the installation completes.

“! SNMP Services
SNMP Service

Print, e-mail, or save this information

< Previous Iexk = | Install I Cancel

(5) Click “Close” to complete the installation.

Add Features Wizard [ x|
2

-5::;’5 Installation Results

(@]

Features

The Following roles, role services, or Features were installed successfully:
Confitmation

Progress ~| SNMP Services 0 Installation succeeded

The Following Features were installed:
SNMP Service

Prink, e-mail, or save the inskallation report

= Previous Iest = || Close I Cancel

13 M7 N-Partner



1.2.2 Configure the SNMP Service

(1) Open “Service.”

(2) Locate SNMP Service, verify that the Startup type is set to “Automatic,” then right-click and select

“Properties.”

‘Q, Services

File  Action Wiew Help

IS[=] E3

Y EEEEN EIER

service is stopped, the computer willbe 25} Task Scheduler
unable to process SNMP requests. If this {0, TCPJIP NetBIOS Helper

sarvice is disabled, any services that :" ok
explicitly depend on it will fail to start. £ Telephorey

£k Thread Crdering Server
L UPRP Device Host

5k User Profile Service

Lk Mirtual Disk,

Lk Molume Shadaw Copy
S windows Audio

L Windows CardSpace
S windows Color System

SNMP Service
Stop the service Ll SNMP Trap
Restart the service 5 Software Pratection

£ special Administration Cons...
Description: £ PP Motification Service
Enables Simple Network Management 4 S0P Discover
Protocol (SHMF) requests to be :‘} Y -
processed by this computer, If this £k Syskem Event Motification 5.,

4 Windows Audio Endpeint Bui. .,

Receives trap ..
Enables the da...

Skarted

Allows administ. ..

Provides Softw..,

Started

Discowvers nebw, .,

Monitars syste. ..
Enables a user ...
Pravides suppo...

Started
Started
Skarted

Provides Telep...
Provides order, ..
Allows UPnP de...

This service is r...
Provides mana. ..

Started
Started

Manages and i...
Manages audio ...
Manages audio ...
Securely enabl. ..
The wcsPlugIn...

Manual
Autamatic (D...
Manual

Manual
Disabled
Aukomatic
Automatic
Aukamatic
Manual

Manual
Disabled
Aukomatic
Manual

Manual

Manual

Manual

Manual

Manual

Local Service
Metwork 5...
Local Swstem
Local Service
Local Service
Local Swstem
Lacal Swstem
Local Service
Metwork 3...
Local Service
Local Service
Local Swstem
Lacal Swstem
Lacal System
Local Service
Lacal Swstem
Lacal System
Local Service

‘. Services (Local) _ Services (Local)

[

Fesume
Reskatt

All Tasks 3

Refresh

| Properties

Help

Stark
Stop
Pause

Extended 4 Standard /

|Opens the properties dialog box For the current selection.

14
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(3) Go to the “Security” tab and click “Add.”

SMNMP Service Properties (Local Computer) E3
Generall Log EInI Heu:u:uver_l,ll Agent I Trapz Dependenciesl

v Send authentication trap

— Accepted community names

Cormrmnity | Rights

Add... Edit... Femawve

" Accept SMMP packets from any host
—{% Accept SMMP packets from these hosts

Add... Edi... Remove

Learn mare about SMEMP

(] I Cancel | Spply |
(4) Set “Community rights” to “Read Only,” enter a community name (example:

SMMP Seryice Configuration E |

READ OMLY -
C I |
Cornrnunity Marme:; arce

F

15

), then click “Add.”
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(5) Under “Accept SNMP packets from these hosts,” click “Add.”

SMMP Service Properties (Local Computer)

Generall Log Elnl Fieu:u:uveryl Agent | Traps Securty | Dependenciesl

v Send authentication trap

—Accepted community names
Camrnumiky | Rightsz
public READ OMLY
Add... Edi... Remove
" Accept SHMP packets from any host
— 1% Apcept SMMP packets from these hosts
Add... Edi... Rermowve
Learn more about SHRP
k. | Cancel | Apply

(6) Enter the host name or IP address of N-Reporter (example:

SMMP Service Configuration

Hozt name., [P or IF address:

||'IE|2.1EB.E.E1

16

), then click “Add.”

o
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(7) Click “OK” to save the settings.

SMNMP Service Properties {(Local Computer) [ x| |

Generall Liog EInI Heu:u:uver_l,ll Agent I Traps  Security | Dependenciesl

v Send authentication trap

—Accepted community names
Comrunity | Rights |
public READ OMLY
Add... Edi... Rermove

" Accept SMMP packets from any host
— ¢ Accept SHIP packets from these hosts

localhost

Add... Edit... Remaove

Learn mare abaut SHAP

0k I Cancel Apply

(8) Click 1% to restart the SNMP Service to apply the changes.

‘O, Services [_[O0]
Fil=  Action VYiew Help
e =E o= HE> |
% Services (Local) £} Services (Local) Restart Service
SNMP Service Startup Tvpe
) m
Stop the service (CLSNMP Trap Receives trap ... Manual Local Service
Restart the service 5} Software Protection Enables the do...  Starked Automatic (0., Mebwork 5.,
5 Special Administration Cons...  Allows administ... Manual Local System
Description: 51 SPP Matification Service Provides Softw..,  Started Manual Local Service
Ep;tbct;?;fﬁpﬁ:qwrk I'«'l:{r;abg;errent 15} 550P Discovery Discovers netw. .. Disabled Local Service
processed by this computer. If this 1 System Event Motification ... Monitors syste,,.  Started Automatic Local System
service is stopped, the computer willbe 35} Task Scheduler Enables a user ...  Starked Automnatic Local Syskern
unable t_cg_rcc‘;ﬁ SNMP reque Stst.h:iths CLTCRYIP NetBIOS Helper Provides suppo...  Started  Automatic Local Service
service is disabled, any services ¥ )
explicitly depand on it wil fail to start. 5} Telephory Provides Telep... IManual Metwork. 5.,
‘£4 Thread Ordering Server Provides order. .. IManual Local Service
{CLUPRP Device Hast Allows UPRP de... Disabled Local Service
“ChUser Profile Service This service is r...  Started Aukomatic Local System
“Ehirtual Disk Provides mana...  Starked TManual Local System
5 volume Shadow Copy Manages and i... TManual Local System
“EhWindows Audio Manages audio ... Manual Local Service
& windows Audio Endpoint Bui... Manages audio ... Manual Local System
“Ehwindows CardSpace Securely enabl. . Maral Local Systern
Sk windows Color System The wesPlugln,.. Maral Local Service LI
Extended A Standard /
17 M

[
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1.2.3 Configure the Firewall

(1) Open “Windows PowerShell.”

Windows
Powershell

(2) Enter the command below to allow SNMP through the firewall:

C:\> netsh advfirewall firewall set rule group="SNMP Service" new enable=yes

22 Administrator: Windows PowerShell

netzh advfirewal |l firewall set rule group="3% Service” new enables

lpdated 4 rulei=).
0l

(3) Verify the SNMP firewall rule status:

C:\> netsh advfirewall firewall show rule name="SNMP Service (UDP In)"
& Administrator: Windows Powershell [_ (O]

netsh advfirewal | firewall show rule nam MHMP Service (UDP In)*

CUDP Im)

LIDP
161
A
fo

&0 |

(UDP Im)

&0 |

18 &7 N-Partner



1.3 Windows Server 2012
1.3.1 Install the SNMP Service

(1) Open “Windows PowerShell.”

Windows
PowerShell

.- -
isoft Bopomofo 3
£ m >

(3) Verify the SNMP Service installation:

C:\> Get-WindowsFeature *SNMP*

ey Administrator: Windows PowerShell
Fet-Window

19 7 N-Partner



1.3.2 Configure the SNMP Service

(1) Open “Service.”

(2) Locate SNMP Service, verify that the Startup type is set to “Automatic,” then right-click and select

“Properties.”
Services =-|0 -
File Action View Help
= Ed= HE »anmwp
. Services (Local) °. Senices (Local)
SNMP Service - Description Status Startup Type Log On As -~
NMP Service Running  Automatic Local System
Stop the service + SNMP Trap Receives trap mess... Manual Local Service Start
Restart the service “.: Software Protection Enables the downlo... Automatic (D.. Metwork Service Stop
“. Special Administration Con... Allows administrat... Manual Local System Pause
Description: . Spot Verifier Verifies potential fil... Manual (Trig... Local System Rt
E;‘EHES SimptllejN:tWDI’lESNMP] %4 SSDP Discovery Discovers networke... Disabled Local Service ey
re:ﬂ:gtesr:oeze prroocoecsosed by this % Still Image Acquisition Events Launches applicati... Manual Local System
computer. If this service is stopped, i+ Storage Tiers Management  Optimizes the place... Manual Local System All Tasks b
the computer will be unable to 4 Superfetch Maintains and impr... Manual Local System Refrech
process SNMP requests. If this service % gyctem Event Notification S.. Monitors system ev...  Running  Automatic Local System =
:jse?:zbdlz‘i' iatrl\):ilslf‘;rtzsstt::‘:. explicitly £ System Events Broker Coordinates executi.. Running  Automatic (T.. Local System
. Task Scheduler Enables a userto co.. Running  Automatic Local System Help
% TCR/IP MetBIOS Helper Provides support fo...  Running  Automatic (T.. Local Service
% Telephony Provides Telephony... Manual Metwork Service =
S Themes Provides user experi... Running  Automatic Local System
% Thread Ordering Server Provides ordered ex... Manual Local Service
% Time Broker Coordinates executi.. Running  Manual (Trig.. Local Service
+: Touch Keyboard and Hand... Enables Touch Key... Manual (Trig.. Local System ~

\ Extended f(Standard /

Opens the properties dialog box for the current selection.

20



(3) Go to the “Security” tab and click “Add.”

| General | Log On | Recovery | Agent | Traps | Secuity |Dependencies |

[+] Send authertication trap

Accepted community names
Community

| | | Edit .. | | Remove

() Accept SNMP packets from any host
(®) Accept SNMP packets from these hosts

ocalhost

(4) Set “Community rights” to “Read Only,” enter a community name (example: public), then click “Add.”

| READ OMLY W |
Community Mame:

21 ~ M/N-Partner

& Al g



(5) Under “Accept SNMP packets from these hosts,” click “Add.”

| General | Log On | Recovery | Agent | Traps | Securty | Dependencies |

[w] Send authertication trap

Accepted community names
Community Rights
public READ OMLY

() Accept SNMP packets from any host
(® Accept SMMP packets from these hosts

ocalhost

Host name, IP or IP¥ address:

192.168.8.61
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(7) Click “OK” to save the settings.

| General | Log On | Recovery | Agent | Traps | Secuiity | Dependencies |

[] Send authentication trap
Accepted community names

Community
public

Rights
READ OMLY

() Accept SNMP pachkets from any host
(®) Accept SNMP packets from these hosts

localhaost
1521

File Action

View Help

@

Q‘E Services (Local)

SNMP Service

Stop the service
Restart the service

Description:

Enables Simple Network
Management Protecol (SMMP)
requests to be processed by this
computer. If this service is stopped,
the computer will be unable to
process SNMP requests, If this service
is disabled, any services that explicitly
depend on it will fail to start.

5 SNMP Trap

'i%ﬁnftware Protection
'-S’kSpeclal Administration Con...
% Spot Verifier

'-S’ESSDP Discovery

'?E'éstill Image Acquisition Events
'-%Storage Tiers Management
'E’éﬁuperfetch

'JQ'ESystem Event Notification 5.
'?%?iystem Events Broker

% Task Scheduler

'iS'i'sTCPﬂP NetBIOS Helper
'JQ'ETeIephony

'?%Thems

'JQ'EThread Ordering Server

% Time Broker

'iigTouch Keyboard and Hand...

Ena

Receives trap mess...

Enables the downlo...

Allows administrat.

Verifies potential fil...
Discovers networke...

Launches applicati...

Optimizes the place...
Maintains and impr...
Menitors system ev...
Coordinates executi...
Enables a user to co..
Provides suppert fo..
Provides Telephony...
Provides user experi...
Provides ordered ex..
Coordinates executi...

Enables Touch Key...

Running
Running
Running
Running

Running

Running

Startup Type
Automatic

Manual

Automatic (D...

Manual

Manual (Trig...

Disabled
Manual
Manual
Manual
Automatic

Automatic (T...

Automatic

Automatic (T...

Manual
Automatic
Manual

Manual (Trig...
Manual (Trig...

Log On As

Network Service
Local Systemn
Local System
Local Service
Local System
Local Systemn
Local System
Local Systemn
Local System
Local Systemn
Local Service
Network Service
Local System
Local Service
Local Service

Local Systemn

Extended /, Standard /
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1.3.3 Configure the Firewall

(1) Open “Windows PowerShell.”

Windows
PowerShell

(2) Enter the command below to allow the N-Reporter IP address to access the SNMP service through the

firewall:
C:\> Set-NetFirewallRule -DisplayGroup "SNMP Service" -RemoteAddress -Enabled True

3 Administrator: Windows PowerShell I;Ii-_

» Set-NetFirewal lRule -DisplayGroup "SNMP Service"-RemoteAddress 192.168.5.61 -Enabled True

3 _
soft Bopomofo = :

Enter the N-Reporter system IP address in the red text.

(3) Enter the command below to verify the SNMP firewall rule status:
C:\> Get-NetFirewallRule -DisplayGroup "SNMP Service" -Direction Inbound |
>> Format-Table -Property Name, DisplayName, DisplayGroup,

>> @{Name='RemoteAddress';Expression={(SPSltem | Get-NetFirewallAddressFilter).RemoteAddress}},

] Administrator; Windows PowerShell

e"-Direction Inbound |

Enabled Action

-In-TUDP SNMP rice .. e True nbound
-In-UDP-No. . MP Service vice 92. True Inbound

Microsoft Bopomofo 3 :
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1.4 Windows Server 2016
1.4.1 Install the SNMP Service

(1) Open “Windows PowerShell.”

(3) Verify the SNMP Service installation

C:\> Get-WindowsFeature *SNMP*

EX Administrator; Windows PowerShell - O >

Get-Mine Feature *SHMP* ~
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1.4.2 Configure the SNMP Service

(1) Open “Service.”

(2) Locate SNMP Service, verify that the Startup type is set to “Automatic,” then right-click and select

“ . ”
Properties.
Gi Services - O
File Action View Help
x| F ECE BHE v e
~. Services (Local) . Services (Local)
~
SNMP Service MName Description Status Startup Type Log On As
. MNMP Service Enables Simple Net... Running Automatic Lecal System
stap the service ELSNMP Trap Receives trap mess... Manual Local Service Start
Bestart the service i . . .
& Software Protection Enables the downlo.. Running  Automatic (D..  MNetwork Servic Stop
o & Special Administration Console Helper Allows administrat... Manual Local System Pause
DESC”Pt'U_”: 5 Spot Verifier Verifies potential fil... Manual (Trig... Local System Resurne
Enables Simple Metwork &4 5SDP Di Di ctwork Dicabled Local Servi
Management Protocol (SNMP) fLe s iscovery iscovers networke... isable ocal Service Restart
requests to be processed by this ‘5 State Repository Service Provides required i...  Running  Manual Local System
computer. If this service is stopped, 5} Still Image Acquisition Events Launches applicati.. Manual Local System All Tasks >
the computer will be unable to ‘&) Storage Service Provides enabling s... Manual (Trig...  Local System
process SNMP requests. If this service ./ ) . Refresh
is disabled, any services that explicitly 5 Storage Tiers Management Optimizes the place.. Manual Local System
depend on it will fail to start. 5 Superfetch Maintains and impr... Manual Local System
5 Sync Host_c598a This service synchr...  Running  Automatic (D... Local System el
5 System Event Notification Service Monitors systern ev..  Running  Automatic Local System 3
5 System Events Broker Coordinates executi.. Running  Automatic (T... Local System
5 Task Scheduler Enables a userto co..  Running  Automatic Local System
5 TCP/IP NetBIOS Helper Provides support fo..  Running  Manual (Trig...  Local Service

\ Extended /{Standard /

Opens the properties dialog box for the current selection.
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(3) Go to the “Security” tab and click “Add.”

SMMP Service Properties (Local Computer)
General LogOn  Recovery Agent Traps

Send authentication trap
Accepted community names

Security | Dependencies

Community Rights

ca.

() Accept SNMP packets from any host
(®) Accept SNMP packets from these hosts
localhost

Remaove

Add... Edi...

oK

Remove

Cancel Apphy

(4) Set “Community rights” to “Read Only,” enter a community name (example:

SMNMP Service Configuration %

D ONY | ——

READ ONLY w B |
Community Name: Cancel
27

), then click “Add.”
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(5) Under “Accept SNMP packets from these hosts,” click “Add.”

SMMP Service Properties (Local Computer) >

General logOn Recovery fAgent Traps Secuity  Dependencies

Send authentication trap
Accepted community names
Community Fights
public READ OMLY
Add.. Edit... Remove

() Accept SNMP pachkets from any host
(®) Accept SNMP packets from these hosts
localhost

Edit ... Remove

QK Cancel Apply

(6) Enter the host name or IP address of N-Reporter (example:

SMMP Service Configuration et
Add
Host name, IP or IPX address: Cancel
152.168.83.61
28

), then click “Add.”
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(7) Click “OK” to save the settings.

General LogOn  Recovery Agert  Traps

SMMP Service Properties (Local Computer)

Securdty | Dependencies

Send authertication trap
Accepted community names
Community Rights
public READ OMLY
Add... Edit... Remove

() Accept SNMP packets from any host
(®) Accept SNMP packets from these hosts

localhost

Add... Edit...

Remove

Cancel

Apply

(8) Click %" to restart the SNMP Service to apply the changes.

,< Services
File Action View Help

= | FEC=H

<. Services (Local) _"',‘;; Services (Local) Restart Service

SNMP Service

Stop the service
Restart the service

Description:

Enables Simple Network
Management Protocol (SNMP)
requests to be processed by this
computer. If this service is stopped,
the computer will be unable to
process SNMP requests, If this service
is disabled, any services that explicitly
depend on it will fail to start.

Mame
INMP Service
55 SNMP Trap
'»5:)_; Software Protection

@;Spe(ial Administration Console Helper

'-f:)_; Spot Verifier

L’:J_; S5DP Discovery

'».':)_; State Repository Service
E:J_;Still Image Acquisiticn Events
'-.’:)_; Storage Service
'{:}_;StorageTiers Management
15:); Superfetch

'-f:)_; Sync Host_c398a

L’:J_; System Event Motification Service
'».':)_; System Events Broker
kE:)_;Task Scheduler

). TCP/IP NetBIOS Helper

Description

Enables Simple Met...
Receives trap mess...
Enables the downlo...
Allows administrat...
Verifies potential fil...
Discovers networke..,
Provides required i...
Launches applicati..
Provides enabling s...
Optimizes the place...
Maintains and impr...
This service synchr...
Maonitors system ev...

Coordinates executi...
Enables a userto co..

Provides support fo...

Status

Running

Running

Running

Running
Running
Running
Running
Running

Startup Type

Automatic
Manual

Automatic (D..

Manual

Manual (Trig...

Disabled
Manual
Manual

Manual (Trig...

Manual
Manual

Automatic (D...

Automatic

Automatic (T..

Automatic

Manual (Trig...

Local Service

Metwork Service

Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local Service

Extended AStandard/
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1.4.3 Configure the Firewall

(1) Open “Windows PowerShell.”

>

Windows

PowerShell

(2) Allow the N-Reporter IP address to access the SNMP service through the firewall:
C:\> Set-NetFirewallRule -DisplayGroup "SNMP Service" -RemoteAddress Enabled True

EN Administrator: Windows PowerShell = O *
Set-NetFirevallRule

Enter the N-Reporter system IP address in the red text.

(3) Verify the SNMP firewall rule status:
C:\> Get-NetFirewallRule -DisplayGroup "SNMP Service" -Direction Inbound |
>> Format-Table -Property Name, DisplayName, DisplayGroup,

>> @{Name='RemoteAddress';Expression={(SPSltem | Get-NetFirewallAddressFilter).RemoteAddress}},

>> Enabled, Direction, Action

EN Adrinistrator: Windows PowerShell

ronp

MP-1n-TDP

*-In-UDF
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1.5 Windows Server 2019
1.5.1 Install the SNMP Service

(1) Open “Windows PowerShell.”

e

Windows

Powershell

(2) Install the SNMP Service and management tools:

C:\> Install-WindowsFeature SNMP-Service -IncludeManagementTools

EN Administrator: Windows PowerShell — O >

(3) Verify the SNMP Service installation

C:\> Get-WindowsFeature *SNMP*

EN Administrator: Windows PowerShell — O *
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1.5.2 Configure the SNMP Service

(1) Open “Service.”

(2) Locate SNMP Service, verify that the Startup type is set to “Automatic,” then right-click and select

«“ H ”
Properties.
., Services - O X
File Action View Help
esEEcE @m > e
. Services (Local) < Services (Local)
SNMP Service MName Description Status Startup Type Log On As 2
Local System
Stop the service = - : Start
Restart the service & . Receives trap m... Manual . Local SENICE.
&} Software Protection Enables the dow... Automatic (D..  MNetwork Servi Stop
o &} Special Administration Con...  Allows administ... Manual Local System Pause
Eescrlpthn: ‘L) Spot Verifier Verifies potentia... Manual (Trigg... Local System Resume
nables Simple Network €. SSDP Di Di et Disabled Local Servi
Management Protocol (SNMP) ety iscovery iscovers netwo... isable ocal Service Restart
requests to be processed by this 5} State Repository Service Provides require.. Running  Manual Local System
computer. If this service is stopped, 15} Still Image Acquisition Events Launches applic... Manual Local System All Tasks »
the computer will beunable.to ) &l Storage Service Provides enabli..  Running  Manual (Trigg... Local System
process SNMP requests, If this service . ] o Refresh
is disabled, any services that explicitly 5} Storage Tiers Management Optimizes the pl... Manual Local System
depend on it will fail to start. £k SysMain Maintains and i.. Running  Automatic Local System
&} System Event Notification 5.. Monitors syste..  Running  Automatic Local System et
‘C} System Events Broker Coordinates exe.. Running  Automatic (Tri... Local System =P
&} System Guard Runtime Mo... Monitors and at... Manual Local System
& Task Scheduler Enables a usert.. Running  Automatic Local System
ELTCP/IP NetBIOS Helper Provides suppor.. Running  Manual (Trigg... Local Service
&k Telephony Provides Teleph... Manual Metwork Servi...
£k Themes Provides user ex... Running  Automatic Local System W

\ Extended /(Standard X
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(3) Go to the “Security” tab and click “Add.”

SMMP Service Properties (Local Computer)
General LogOn  Recovery Agent Traps

Send authentication trap
Accepted community names

Security | Dependencies

Community Rights

ca.

() Accept SNMP packets from any host
(®) Accept SNMP packets from these hosts
localhost

Remaove

Add... Edi...

oK

Remove

Cancel Apphy

(4) Set “Community rights” to “Read Only,” enter a community name (example:

SMNMP Service Configuration %

D ONY | ——

READ ONLY w B |
Community Name: Cancel
33

), then click “Add.”
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(5) Under “Accept SNMP packets from these hosts,” click “Add.”

SMMP Service Properties (Local Computer) >

General logOn Recovery fAgent Traps Secuity  Dependencies

Send authentication trap
Accepted community names
Community Fights
public READ OMLY
Add.. Edit... Remove

() Accept SNMP pachkets from any host
(®) Accept SNMP packets from these hosts
localhost

Edit ... Remove

QK Cancel Apply

(6) Enter the host name or IP address of N-Reporter (example:

SMMP Service Configuration et
Add
Host name, IP or IPX address: Cancel
152.168.83.61
34

), then click “Add.”
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(7) Click “OK” to save the settings.

General LogOn  Recovery Agert  Traps

SMMP Service Properties (Local Computer)

Securdty | Dependencies

Send authertication trap
Accepted community names
Community Rights
public READ OMLY
Add... Edit... Remove

() Accept SNMP packets from any host
(®) Accept SNMP packets from these hosts

localhost

Add... Edit...

Remove

Cancel

Apply

(8) Click %" to restart the SNMP Service to apply the changes.

,< Services
File Action View Help

= | FEC=H

<. Services (Local) _"',‘;; Services (Local) Restart Service

SNMP Service

Stop the service
Restart the service

Description:

Enables Simple Network
Management Protocol (SNMP)
requests to be processed by this
computer. If this service is stopped,
the computer will be unable to
process SNMP requests, If this service
is disabled, any services that explicitly
depend on it will fail to start.

Mame
INMP Service
55 SNMP Trap
'»5:)_; Software Protection

@;Spe(ial Administration Console Helper

'-f:)_; Spot Verifier

L’:J_; S5DP Discovery

'».':)_; State Repository Service
E:J_;Still Image Acquisiticn Events
'-.’:)_; Storage Service
'{:}_;StorageTiers Management
15:); Superfetch

'-f:)_; Sync Host_c398a

L’:J_; System Event Motification Service
'».':)_; System Events Broker
kE:)_;Task Scheduler

). TCP/IP NetBIOS Helper

Description

Enables Simple Met...
Receives trap mess...
Enables the downlo...
Allows administrat...
Verifies potential fil...
Discovers networke..,
Provides required i...
Launches applicati..
Provides enabling s...
Optimizes the place...
Maintains and impr...
This service synchr...
Maonitors system ev...

Coordinates executi...
Enables a userto co..

Provides support fo...

Status

Running

Running

Running

Running
Running
Running
Running
Running

Startup Type

Automatic
Manual

Automatic (D..

Manual

Manual (Trig...

Disabled
Manual
Manual

Manual (Trig...

Manual
Manual

Automatic (D...

Automatic

Automatic (T..

Automatic

Manual (Trig...

Local Service

Metwork Service

Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local Service

Extended AStandard/
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1.5.3 Configure the Firewall

(1) Open “Windows PowerShell.”

>

Windows

Powershell

(2) Enter the command below to allow the N-Reporter IP address to access the SNMP service through the

firewall:

C:\> Set-NetFirewallRule -DisplayGroup "SNMP Service" -RemoteAddress -Enabled True

EX Administrator: Windows PowerShell _ - »
: allRule

Enter the N-Reporter system IP address in the red text.

(3) Verify the SNMP firewall rule status:
C:\> Get-NetFirewallRule -DisplayGroup "SNMP Service" -Direction Inbound |

>> Format-Table -Property Name, DisplayName, DisplayGroup,
>> @{Name='RemoteAddress';Expression={(SPSltem | Get-NetFirewallAddressFilter).RemoteAddress}},

>> Enabled, Direction, Action

EN Administrator: Windows PowerShell - O X
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2. Linux

2.1 Redhat

2.1.1 Redhat 6

This section covers online and offline installation methods.

2.1.1.1 Online Installation

(1) Online Installation of the SNMP Service:

# yum -y install net-snmp net-snmp-utils
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2.1.1.2 Offline Installation

(1) Create the rhel-cdrom repository configuration file:

# vi /etc/yum.repos.d/rhel-cdrom.repo

[root@RedHatb ~]# vi /etc/yum.repos.d/rhel-cdrom. repo

(2) Configure rhel-cdrom.repo:

[rhel6-media]

name=RedHat-Sreleasever - Media
baseurl=file:///media/cdrom/

gpgcheck=1

enabled=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

[rhel6-media]

name=RedHat-%$releasever - Media
baseurl=file:///media/cdrom/

gpgcheck=1

enabled=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

(3) Create the mount directory:

# mkdir -p /media/cdrom

[root@RedHatb ~]# mkdir -p /media/cdrom

(4) Mount the Red Hat 6 I1SO file or CD-ROM:

# mount /dev/cdrom /media/cdrom

[root@RedHatb6 ~]# mount /dev/cdrom /media/cdrom
mount: block device /dev/sr@ is write-protected, mounting read-only
[root@RedHatbt ~]#

(5) Install the SNMP service offline:

# yum -y install net-snmp net-snmp-utils
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2.1.1.3 Configure the SNMP Server

(1) Back up the SNMP configuration file:
# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

[root@RedHatb ~]# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak
[root@RedHatt ~]#

(2) Create the SNMP configuration file:

# cat <<'EOF' > /etc/snmp/snmpd.conf

> HHHHHHHHHHHHHHHHH A

> # SNMP configuration #

> HHEHEH

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

> ## Access control

> # sec.name  source community

>com2sec  AllowAll

>

># group <group _name> <security_ mode> <security_name>
> group AllGroup v2c AllowAll

>

> # Define 'AllView', which includes everything under .1

> # view.name incl/excl subtree.mask (Optional)

> view AllView included .1

>

> # group.name context model level prefix read write notify
>access AllGroup " any noauth exact AllView none none
>

> ## System contact information

> # syslocation  <location>

> # syscontact <contact info>

> syslocation

> syscontact

> #H<<<<<<<<<<< End of config >>>>>>>>>>>#

> EOF
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[root@RedHatb6 ~]# cat <<'EOF' /etc/snmp/snmpd.conf
HERHH B R R R BB R R R R R R R R R R 33

B SNMP configuration #
818818 1818181815 8181818 18181818 8181818181815 :5

# Agent address

agentaddress udp:161

agentaddress udp6:161

## Access control
R sec.name source community
com2sec AllowAll 192.168.8.4 public

#group <group_name <security_mode <security_name>
group AllGroup v2cC AllowAll

# Define 'AllView', which includes everything under .1
# view.name incl/excl subtree.mask(Optional)
view AllView included 5

vVVvVVvVVvVVVVVVVVVVVVVYVVY

# group.name context model level prefix read write notify
access Al1Group 2 any noauth exact AllView none none

>

>

> ## System contact information
> #syslocation <location set>
> #syscontact <contact_info>
> syslocation Taiwan
>
>
-
>

[

syscontact N-Partner
## <<<<<<<<<<< End of config >>555555555#

EOF
root@RedHatb ~]#

Note: Enter the N-Reporter system IP address and SNMP community string in the red text.

(3) Start the SNMP service and check its status:

# service snmpd start && service snmpd status

[root@RedHatbt ~]# service snmpd start && service snmpd status
Starting snmpd: |
snmpd (pid 2411) is running...

[root@RedHatb ~]#

(4) Enable the SNMP service to start on boot:

# chkconfig snmpd on
# chkconfig snmpd --list

[root@RedHatb ~]# chkconfig snmpd on
[root@RedHat6 ~]# chkconfig snmpd --list
snmpd O:off 1l:off 2:0n 3:0n
[root@RedHatb ~]#
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(5) View current iptables rules:

[root@RedHatb ~]# iptables -nL
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
[root@RedHatbt ~]#

(6) Add the first iptables rule to allow the N-Reporter IP to access the SNMP service:

# iptables --insert INPUT 1 --source --protocol udp --match state --state NEW,ESTABLISHED --

destination-port 161 --jump ACCEPT

state NEW,ESTABLISHED destination-port 161 jump ACCEPT

Enter the N-Reporter system IP address in the red text.

(7) Enter the command below to view iptables rules:

# iptables -nL --line-numbers

[root@RedHatb6 ~]# iptables -nL --line-numbers

Chain INPUT (policy ACCEPT)

num target prot opt source destination

1| ACCEPT udp - 192.168.8.4 0.0.0.0/0 state NEW,ESTABLISHED udp dpt:161

Chain FORWARD (policy ACCEPT)
num target prot opt source destination

Chain OUTPUT (policy ACCEPT)
num target prot opt source destination
[root@RedHatb6 ~]#

(8) Enter the command below to save the iptables rules:

# service iptables save

[root@RedHatb ~]# service iptables save

iptables: Saving firewall rules to /etc/sysconfig/iptables:|
[root@RedHatb ~]#
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(9) Enter the command below to verify the saved iptables configuration:

# iptables-save

[root@RedHat6 ~]# iptables-save

# Generated by iptables-save v1.4.7 on Wed Aug 4 08:16:46 2021

*filter

:INPUT ACCEPT [29:2120]

: FORWARD ACCEPT [0:0]

:0UTPUT ACCEPT [22:2448]

-A INPUT -s 192.168.8.4/32 -p udp -m state --state NEW,ESTABLISHED -m udp --dport 161
COMMIT

# Completed on Wed Aug 4 08:16:46 2021

[root@RedHat6 ~]#

-j ACCEPT
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2.1.2 Red Hat 7

This section covers online and offline installation methods.

2.1.2.1 Online Installation

(1) Install the SNMP service online:

# yum -y install net-snmp net-snmp-utils
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2.1.2.2 Offline Installation

(1) Enter the command below to create the rhel-cdrom repository configuration file

[root@RedHat7 ~]# vi /etc/yum.repos.d/rhel-cdrom. repo

(2) Configure rhel-cdrom.repo:
[rhel7-media]

name=RedHat-Sreleasever - Media
baseurl=file:///media/cdrom/

gpgcheck=1

enabled=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

[rhel7-medial]

name=RedHat-$releasever - Media
baseurl=file:///media/cdrom/

gpgcheck=1

enabled=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY -redhat-release

(3) Create the mount directory:

# mkdir -p /media/cdrom

[root@RedHat7 ~]# mkdir -p /media/cdrom
[ root@RedHat/7 ~]#

(4) Mount the Red Hat 7 I1SO file or CD-ROM:

# mount /dev/cdrom /media/cdrom

[root@RedHat/ ~]# mount /dev/cdrom /media/cdrom
mount: /dev/sr@ is write-protected, mounting read-only
[ root@RedHat7 ~1#

(5) Install the SNMP service offline:

# yum -y install net-snmp net-snmp-utils
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2.1.2.3 Configure the SNMP Server

(1) Back up the SNMP configuration file:

# mv /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

[root@RedHat7 ~]# mv /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak
[root@RedHat7 ~]#

(2) Create the snmpd.conf file:

# touch /etc/snmp/snmpd.conf

[root@RedHat7 ~]# touch /etc/snmp/snmpd.conf
[root@RedHat/7 ~1#
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(3) Create the SNMP configuration file:
# cat <<'EOF' > /etc/snmp/snmpd.conf

HEHHHHHE
# SNMP configuration
HHHA AR AR GG SRR SR R AR

# Agent address
agentaddress udp:161
agentaddress udp6:161

## Access control
# sec.name  source community

com2sec AllowAll

# group <group_name> <security_mode> <security name>

group AllGroup v2c AllowAll

# Define 'AllView', which includes everything under .1

#  view.name incl/excl subtree.mask (Optional)

view AllView included A

# group.name context model level prefix read write

access AllGroup any noauth exact AllView none

## System contact information
# syslocation <location>

# syscontact <contact info>
syslocation

syscontact

H# <<<<<<<<<<< End of config >>>>>>>>>>>#

EOF
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[root@RedHat7 ~]# cat <<'EOF' /etc/snmp/snmpd.conf
HR R R R R R R R R R R

# SNMP configuration #
BRABBHBBH BB AR R R B BB B R R B R BB B R R R R R B R BB R BB R RS

# Agent address

agentaddress udp:161

agentaddress udp6:161

VvVVvVVvVVvVVvV VY

## Access control
# sec.name source community
com2sec AllowAll 192.168.8.4 public

vV V

#group <group_name <security mode <security_name>
group Al1Group v2cC AllowAll

Y V¥ ¥

v

v

# Define 'AllView', which includes everything under .1
# view.name incl/excl subtree.mask(Optional)
view AllView included o |

v

v

v

# group.name context model level prefix read write notify
access AllGroup e any noauth exact AllView none none

## System contact information
#syslocation <location set>
#syscontact <contact_info>
syslocation Taiwan
syscontact N-Partner

## <<<<<<<<<<< End of config >>55>55555>>#
EOF
root@edHat7 ~]#

>
>
>
>
>
>
>
>
>
>
>
[

Enter the N-Reporter system IP address and SNMP community string in the red text.

(4) Start the SNMP service and check its status:

# systemctl start snmpd.service && systemctl status snmpd.service

[root@RedHat7 snmp]# systemctl start snmpd.service && systemctl status snmpd.service
® snmpd.service - Simple Network Management Protocol (SNMP) Daemon.
Loaded: loaded (/usr/lib/systemd/system/snmpd.service; enabled; vendor preset: disabled)
Active: active (running) since Wed 2021-08-04 16:52:54 CST; 6ms ago
Main PID: 16096 (snmpd)
CGroup: /system.slice/snmpd.service
L-16096 /usr/sbin/snmpd -1S0-6d -f

Aug 04 16:52:54 RedHat7.localdomain systemd[1]: Starting Simple Network Management Protocol (SNMP) Daemon....
Aug 04 16:52:54 RedHat7.localdomain snmpd[16096]: NET-SNMP version 5.7.2

Aug 04 16:52:54 RedHat7.localdomain systemd[1]: Started Simple Network Management Protocol (SNMP) Daemon..
[root@RedHat7 snmpl#

(5) Enable the SNMP service to start on boot:

# systemctl enable snmpd.service

[root@RedHat7 ~]# systemctl enable snmpd.service
Created symlink from /etc/systemd/system/multi-user.target.wants/snmpd.service to /usr/lib/systemd/system/snmpd.service.
[root@RedHat7 ~1#
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(6) View current firewall rules:

# firewall-cmd --list-all

[root@RedHat7 ~]# firewall-cmd --list-all
public (active)
target: default
icmp-block-inversion: no
interfaces: ens192
sources:
services: ssh dhcpvb-client
ports:
protocols:
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

[root@RedHat7 ~]#

(7) Add a firewall rule to allow the N-Reporter IP to access the SNMP service:

# firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address=" " service

name="snmp" accept’

[root@RedHat7 ~]# firewall-cmd --permanent --add-rich-rule='rule family="ipv4" source address="192.168.8.4" service name="snmp" accept’
success
[root@RedHat7 ~]#

Enter the N-Reporter system IP address in the red text.

(8) Reload the firewall configuration:

# firewall-cmd —reload

[root@RedHat7 ~]# firewall-cmd --reload

success
[root@RedHat7 ~]#
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(9) Verify the firewall rules:

# firewall-cmd --list-all

[root@RedHat7 ~]# firewall-cmd --list-all
public (active)

target: default

icmp-block-inversion: no

interfaces: ens192

sources:

services: ssh dhcpv6-client

ports:

protocols:

masquerade: no

forward-ports:

source-ports:

icmp-blocks:

rich rules:

rule family="ipv4" source address="192.168.8.4" service name="snmp" accept

[root@RedHat7 ~]#
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2.2 CentOS
2.2.1 CentOS 6

This section provides both online and offline installation methods.

2.2.1.1 Online Installation

(1) Install the SNMP service online:

# yum -y install net-snmp net-snmp-utils
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2.2.1.2 Offline Installation

) Download the required net-snmp and net-snmp-utils dependency packages

(A total of 10 packages are required.)
# curl -O https://ftp.iij.ad.jp/pub/linux/centos-vault/6.8/cr/x86 64/Packages/net-snmp-5.5-60.e16.x86 64.rpm

# curl -O https://ftp.iij.ad.jp/pub/linux/centos-vault/6.8/cr/x86 64/Packages/net-snmp-utils-5.5-60.el6.x86 64.rpm

# curl -O https://ftp.iij.ad.jp/pub/linux/centos-vault/6.8/cr/x86 64/Packages/net-snmp-libs-5.5-60.el6.x86 64.rpm

# curl -O https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/6/0s/x86 64/Packages/Im sensors-libs-3.1.1-17.el6.x86 64.rpm

# curl -O https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/6/0s/x86 64/Packages/perl-5.10.1-144.el6.x86 64.rpm

# curl -O https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/6/0s/x86 64/Packages/perl-Module-Pluggable-3.90-

144.el6.x86 64.rpm

# curl -O https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/6/0s/x86 64/Packages/per|-Pod-Escapes-1.04-

144.el6.x86 64.rpm

# curl -O https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/6/0s/x86 64/Packages/perl-Pod-Simple-3.13-144.el6.x86 64.rpm

# curl -O https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/6/0s/x86 64/Packages/perl-libs-5.10.1-144.e16.x86 64.rpm

# curl -O https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/6/0s/x86 64/Packages/perl-version-0.77-144.el6.x86_64.rpm

[root@Cent0S6 ~]# curl -0 http://ftp.tku.edu.tw/Linux/Cent0S/6.10/0s/x86 64/Packages/net-snmp-5.5-60.e16.x86 64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
166 308k 1600 308k 0 0 1722k 0 -- --:--:-- 2756k
[root@Cent0S6 ~]# curl -0 http://ftp.tku.edu. lw/llnux/tnntOS/h 10/0s/x86_64/Packages/net-snmp-utils-5.5-60.e16.x86_64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload |olat Spont Left Speed
166 177k 160 177k 0 0 14906k 6 --:--: --:1--1-- 1624k
[root@Cent0S6 ~]# curl -0 http://ftp.tku.edu.tw/Linux/Ce nt()%/‘w 10/0s/x86 64/Packages/net-snmp-1ibs-5.5-60.e16.x86 64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
160 1586k 1600 1586k 0 0 920k 0 0:00:01 ©6:00:01 : : 925k
[root@Cent0S6 ~]# curl -0 http://ftp.tku.edu.tw/Linux/Cent0S/6.10/0s/x86_64/Packages/1lm_sensors-1ibs-3.1.1-17.e16.x86_64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spont Left Speed
166 38768 166 38768 0 0 627k 0 : ~ g 728k
[root@Cent0S6 ~]# curl -0 http://ftp.tku.edu. tw/llnux/t»ntoﬁ/h lﬂ/us/bi _64/Packages/perl-5.10.1-144.e16.x86_64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Snnnd
106 10.1M 100 10.1M 0 0 707k 0 0:00:14 6:00:14 : 50k
[root@Cent0S6 ~]# curl -0 http://ftp.tku.edu.tw/Linux/Cent0S/6. 10/os/x86 64/Pa\kages /perl-Module-Pluggable-3.90-144.e16.x86_64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spunl Left Speed
160 41680 100 41686 0 0 1172k 0 -- --:--:-- 1403k
[root@Cent0S6 ~]# curl -0 http://ftp.tku.edu. 1w/l1nux/1nnt08/ﬁ 10/0s/x86 64/Packages/perl-Pod-Escapes-1.04-144.e16.x86 64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spont Left Speed
166 34028 100 34028 0 0 479k 0 -- --:--:-- 1186k
[root@Cent0S6 ~]# curl -0 http://ftp.tku.edu. rW/llnux/FoﬁrOS/B 10/0s/x86 64/Packages/perl-Pod-Simple-3.13-144.e16.x86 64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
166 212k 160 212k 6 0 1541k 0 --:--: --1--1-- 1612k
[root@Cent0S6 ~]# curl -0 http://ftp.tku.edu. lw/llnux/\x\tUS/h 10/0s/x86 64/Packages/perl-1ibs-5.10.1-144.e16.x86 64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spont Left Speed
1 578k 100 578k 0 0 2878k 0 --:--: -1--1-- 2999k
[root@Cent0S6 ~]# curl -0 http://ftp.tku.edu.tw/lL Umx/(ﬂn()ﬁ/h 10/0s/x86 64/Packages/perl-version-0.77-144.e16.x86 64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 53400 100 53400 ) 0 1361k 0 : - . : ~ - 1629k
[root@Cent0S6 ~]#
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https://ftp.iij.ad.jp/pub/linux/centos-vault/6.8/cr/x86_64/Packages/net-snmp-5.5-60.el6.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/6.8/cr/x86_64/Packages/net-snmp-5.5-60.el6.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/6.8/cr/x86_64/Packages/net-snmp-5.5-60.el6.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/6.8/cr/x86_64/Packages/net-snmp-5.5-60.el6.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/6.8/cr/x86_64/Packages/net-snmp-5.5-60.el6.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/6.8/cr/x86_64/Packages/net-snmp-5.5-60.el6.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/6.8/cr/x86_64/Packages/net-snmp-5.5-60.el6.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/6.8/cr/x86_64/Packages/net-snmp-5.5-60.el6.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/6.8/cr/x86_64/Packages/net-snmp-5.5-60.el6.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/6.8/cr/x86_64/Packages/net-snmp-5.5-60.el6.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/6.8/cr/x86_64/Packages/net-snmp-5.5-60.el6.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/6.8/cr/x86_64/Packages/net-snmp-5.5-60.el6.x86_64.rpm

(2) Install Net-SNMP and Dependencies

#rpm -ivh *.rpm

[root@Cent0S6 ~]# rpm -ivh

*.rpm

warning: lm_sensors-1ibs-3.1.1-17.e16.x86 _64.rpm: Header V3 RSA/SHAl Signature, key ID c105b9de: NOKEY

Preparing...
:perl-Pod-Escapes
:perl-libs
3:perl-Module-Pluggable

:perl-Pod-Simple
:perl-version
:perl
:lm_sensors-1libs
:net-snmp-1ibs
9:net-snmp
10:net-snmp-utils
[root@Cent0S6 ~]#

RERHARRBHZRRRARBHHABHHRBRRHRRRARBHRAHHZ RS
B R s
RERHHAZHBH B R R AR R R AR AR R R B R R AR R R AR R B R H B R H#H
HEBUHARRBHRBRBRBRRHR BB R AR R AR RRRR BB RHR R B H313

RHBHRZRHBRERBHBRR AR B R AR R R RR R R RRRRHRHRZHHH
HBRBBHHBRH BB R BB R BB H BB BB H BB R B BB BB HRBHBRHRHHE

FHHH B R R R BB H R R R R R R R R B R R R
HERRBARBRHB BB R R R BHH BB R R R BB H BB R R U R R BH R B R BB
HERBH AR B HAR R R R H R B H AR R R R R R R HHR B R R R R R R HH#
HRRBHRBRHB BB BB R BHRBRBHH BB R BB R B U R BB HRRHBHHE
BRBHHAB R R R BB B R B R R R B R B R B R R R BB R H B R HH R R R HHH
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2.2.1.3 Configure SNMP Server

(1) Backup the SNMP configuration file:
# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

[root@Cent0S6 ~]# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

(2) Use the following command to create the SNMP configuration file snmpd.conf:
# cat <<'EOF' > /etc/snmp/snmpd.conf

> HHEHEH R

> # SNMP configuration #

> HHHHHHHHHHHHHHHHH A

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

>

> ## Access control

>H sec.name source community

>com2sec AllowAll

>

>#group  <group_name> <security_mode> <security_name>

> group AllGroup v2c AllowAll

>

># Define 'AllView', which includes everything under .1

>#  view.name incl/excl subtree.mask(Optional)

>view AllView included i

>

i group.name  context model level prefix read write notify
>access AllGroup " any noauth exact AllView none none
>

>## System contact information

># syslocation <location set>

># syscontact <contact info>

>syslocation

>syscontact

>

> ## <<<<<<<<<<< End of config >>>>>>>>>>>#

> EOF
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etc/snmp/snmpd. conf
BHBBBBBEBRIRE

[root@Cent0S6 ~]# cat <<'EOF'
BUEBBBHBBHBBBBBBBBBBBBHBERBBBBBHH
7 SNMP configuration
RERBBBRBRBBBRBBBRBBRBRRRBBRBBRRBBRRBRBRBRBRS
Agent address
agentaddress
agentaddress

udp:161
udp6:161

## Access control
> i sec.name
comZsec AllowAll

source
192.168.8.184

<security_mode
)
v2cC

#group
group

<group_name
All1Group

# Define 'Allview', which
> # vView. name
view Allview

incl/excl
included

> # group.name

context model
access Al1Group =

any

» ## System contact information

» #syslocation <location set>

» #syscontact <contact_info>
syslocation Taiwan
syscontact N-Partner

lTevel
noauth

community
public

<security_name>
AlTowAll

includes everything under

subtree.mask(Optional)
.

write
none

read
AllVview

notify
none

prefix
exact

Replace the red text with the N-Reporter system IP address and community.

(3) Start the SNMP Service and check its status:

# service snmpd restart && service snmpd status

[root@Cent0S6 ~]# service snmpd restart && service snmpd status

Stopping snmpd:
Starting snmpd:
snmpd (pid 1557)
[root@Cent0S6 ~]#

1S running...

(4) Enable the SNMP Service to Start Automatically at Boot:

# chkconfig snmpd on
# chkconfig snmpd --list

[root@Cent0S6 ~]# chkconfig snmpd on

[
[

[root@Cent0S6 ~]# chkconfig snmpd --list

snmpd 0:off 1:off 2:on

[root@Cent0S6 ~]#
(5) View the current iptables rules:

3:0n 4:0n 5:0n 6:off

# iptables -nL

[root@Cent0S6 ~]# iptables -nL
Chain INPUT (policy DROP)
target prot opt source

ACCEPT tcp -- 0.0.0.0/0

Chain FORWARD (policy DROP)
target prot opt source

OUTPUT (policy ACCEPT)
prot opt source
all 0

Chain
target
ACCEPT

destination
0 tcp dpt:22

destination

destination
0.0.0.0/0
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(6) Add the First iptables Rule to Allow the N-Reporter IP to Access the SNMP Service:

# iptables --insert INPUT 1 --source --protocol udp --match state --state NEW,ESTABLISHED
ump ACCEPT

--destination-port 161 --j

Note: Please replace the red-highlighted value with the N-Reporter system IP address.

(7) View the iptables Rules with Line Numbers:

# iptables -nL --line-numbers

rooté@CentOSb ~]# 1ptables -nl G
hain INPUT (policy DROP)
num target prot opt source destination
ACCEPT udp 192.168.8.184 0.0.0.0/0 state |
ACCEPT tcp 0.0.0.0/0 0.0.0.0/0 tcp dpt:22

Chain FORWARD (policy DROP)
num target prot opt source destination

hain OUTPUT (policy ACCEPT)
num target prot opt source destination
1 ACCEPT all 0.0.0.0/0 0.0.0.0/0

(8) Save the iptables Rules:

# service iptables save

[root@Cent0S6 ~]# service iptables save
iptables: Saving firewall rules to /etc/sysconfig/iptables:

(9) Verify the Saved iptables Configuration:

# iptables-save

[root@Cent0S6 ~]# iptables-s

# Generated by iptables-save 4.7 on Thu Dec 24 03:17:09 2020
*filter

:INPUT DROP [2:144]

4

:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [23
-A INPUT -s 192.168.8.184/32 -p udp -m state --state NEW,ESTABLISHED -m udp --dport 161 -j ACCEPT

A INPUT -p tcp -m tcp dport 22 -j ACCEPT

-A OUTPUT -0 lo -j ACCEPT
COMMIT
# Completed on Thu Dec 24 03:17:09 2020
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2.2.2CentOS 7

This section provides both online and offline installation methods.

2.2.2.1 Online Installation

(1) Install the SNMP service online:

# yum -y install net-snmp net-snmp-utils
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2.2.2.2 Offline Installation

(1) Download the required net-snmp and net-snmp-utils dependency packages:

(A total of 33 packages are required.)

No

Package
Name

net-snmp

net-snmp-

utils

net-snmp-

libs

net-snmp-

agent-libs

Im_sensors

-libs

perl

perl-Carp

perl-Data-

Dumper

perl-

Version

5.7.2-49.el7

5.7.2-49.el7

5.7.2-49.el7

5.7.2-49.el7

3.4.0-

8.20160601gitf9185e5.el

7

5.16.3-297.el7

1.26-244.el7

2.145-3.el7

2.51-7.el7

Arch

x86_6

x86_6

x86_6

x86_6

x86_6

x86_6

noarch

x86_6

x86_6

57

Download URL

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/net-

snmp-5.7.2-49.el7.x86 64.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/o0s/x86 64/Packages/net-

snmp-utils-5.7.2-49.el7.x86 64.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/o0s/x86 64/Packages/net-

snmp-libs-5.7.2-49.el7.x86 64.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/o0s/x86 64/Packages/net-

snmp-agent-libs-5.7.2-49.el7.x86 64.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/o0s/x86 64/Packages/Im senso

rs-libs-3.4.0-

8.20160601gitf9185e5.el7.x86 64.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-

5.16.3-297.el7.x86 64.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-Carp-

1.26-244.el7.noarch.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-Data-

Dumper-2.145-3.el7.x86 64.rpm

https://ftp.iij.ad.jp/pub/linux/centos-
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https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/net-snmp-5.7.2-49.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/net-snmp-5.7.2-49.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/net-snmp-5.7.2-49.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/net-snmp-utils-5.7.2-49.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/net-snmp-utils-5.7.2-49.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/net-snmp-utils-5.7.2-49.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/net-snmp-libs-5.7.2-49.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/net-snmp-libs-5.7.2-49.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/net-snmp-libs-5.7.2-49.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/net-snmp-agent-libs-5.7.2-49.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/net-snmp-agent-libs-5.7.2-49.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/net-snmp-agent-libs-5.7.2-49.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/lm_sensors-libs-3.4.0-8.20160601gitf9185e5.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/lm_sensors-libs-3.4.0-8.20160601gitf9185e5.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/lm_sensors-libs-3.4.0-8.20160601gitf9185e5.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/lm_sensors-libs-3.4.0-8.20160601gitf9185e5.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-5.16.3-297.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-5.16.3-297.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-5.16.3-297.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Carp-1.26-244.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Carp-1.26-244.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Carp-1.26-244.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Data-Dumper-2.145-3.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Data-Dumper-2.145-3.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Data-Dumper-2.145-3.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Encode-2.51-7.el7.x86_64.rpm
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11

12

13

14

15

16

17

18

19

Encode

perl-

Exporter

perl-File-

Path

perl-File-

Temp

perl-Filter

perl-
Getopt-
Long
perl-HTTP-

Tiny

perl-

PathTools

perl-Pod-

Escapes

perl-Pod-

Perldoc

perl-Pod-

Simple

5.68-3.el7

2.09-2.el7

0.23.01-3.el7

1.49-3.el7

2.40-3.el7

0.033-3.el7

3.40-5.el7

1.04-297.el7

3.20-4.el7

3.28-4.el7

noarch

noarch

noarch

x86_6

noarch

noarch

x86_6

noarch

noarch

noarch
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vault/centos/7/os/x86 64/Packages/perl-

Encode-2.51-7.el7.x86 64.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-

Exporter-5.68-3.el7.noarch.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-File-

Path-2.09-2.el7.noarch.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-File-

Temp-0.23.01-3.el7.noarch.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-

Filter-1.49-3.el7.x86 64.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-

Getopt-Long-2.40-3.el7.noarch.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-

HTTP-Tiny-0.033-3.el7.noarch.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-

PathTools-3.40-5.el7.x86 64.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-Pod-

Escapes-1.04-297.el7.noarch.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-Pod-

Perldoc-3.20-4.el7.noarch.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-Pod-
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https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Encode-2.51-7.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Encode-2.51-7.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Exporter-5.68-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Exporter-5.68-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Exporter-5.68-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-File-Path-2.09-2.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-File-Path-2.09-2.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-File-Path-2.09-2.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-File-Temp-0.23.01-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-File-Temp-0.23.01-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-File-Temp-0.23.01-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Filter-1.49-3.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Filter-1.49-3.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Filter-1.49-3.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Getopt-Long-2.40-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Getopt-Long-2.40-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Getopt-Long-2.40-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-HTTP-Tiny-0.033-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-HTTP-Tiny-0.033-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-HTTP-Tiny-0.033-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-PathTools-3.40-5.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-PathTools-3.40-5.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-PathTools-3.40-5.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Pod-Escapes-1.04-297.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Pod-Escapes-1.04-297.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Pod-Escapes-1.04-297.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Pod-Perldoc-3.20-4.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Pod-Perldoc-3.20-4.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Pod-Perldoc-3.20-4.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Pod-Simple-3.28-4.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Pod-Simple-3.28-4.el7.noarch.rpm

20

21

22

23

24

25

26

27

28

29

perl-Pod-

Usage

perl-Scalar-

List-Utils

perl-Socket

perl-

Storable

perl-Text-
ParseWord
s
perl-Time-

HiRes

perl-Time-

Local

perl-

constant

perl-libs

perl-

macros

1.63-3.el7

1.27-248.el7

2.010-5.el7

2.45-3.el7

3.29-4.el7

1.9725-3.el7

1.2300-2.el7

1.27-2.el7

5.16.3-297.el7

5.16.3-297.el7

noarch

x86_6

x86_6

x86_6

noarch

x86_6

noarch

noarch

x86_6

x86_6
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Simple-3.28-4.el7.noarch.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-Pod-

Usage-1.63-3.el7.noarch.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-

Scalar-List-Utils-1.27-248.el7.x86 64.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-

Socket-2.010-5.el7.x86 64.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-

Storable-2.45-3.el7.x86 64.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/o0s/x86 64/Packages/perl-Text-

ParseWords-3.29-4.el7.noarch.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-

Time-HiRes-1.9725-3.el7.x86 64.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-

Time-Local-1.2300-2.el7.noarch.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-

constant-1.27-2.el7.noarch.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-libs-

5.16.3-297.el7.x86 64.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-

macros-5.16.3-297.el7.x86 64.rpm
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https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Pod-Simple-3.28-4.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Pod-Usage-1.63-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Pod-Usage-1.63-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Pod-Usage-1.63-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Scalar-List-Utils-1.27-248.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Scalar-List-Utils-1.27-248.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Scalar-List-Utils-1.27-248.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Socket-2.010-5.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Socket-2.010-5.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Socket-2.010-5.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Storable-2.45-3.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Storable-2.45-3.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Storable-2.45-3.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Text-ParseWords-3.29-4.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Text-ParseWords-3.29-4.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Text-ParseWords-3.29-4.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Time-HiRes-1.9725-3.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Time-HiRes-1.9725-3.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Time-HiRes-1.9725-3.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Time-Local-1.2300-2.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Time-Local-1.2300-2.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-Time-Local-1.2300-2.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-constant-1.27-2.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-constant-1.27-2.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-constant-1.27-2.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-libs-5.16.3-297.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-libs-5.16.3-297.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-libs-5.16.3-297.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-macros-5.16.3-297.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-macros-5.16.3-297.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-macros-5.16.3-297.el7.x86_64.rpm

30

31

32

33

perl-parent

perl-

podlators

perl-

threads

perl-
threads-

shared

0.225-244.el7

2.5.1-3.el7

1.87-4.el7

1.43-6.el7

noarch

noarch

x86_6

x86_6

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-

parent-0.225-244.el7.noarch.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-

podlators-2.5.1-3.el7.noarch.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-

threads-1.87-4.el7.x86 64.rpm

https://ftp.iij.ad.jp/pub/linux/centos-

vault/centos/7/os/x86 64/Packages/perl-

threads-shared-1.43-6.el7.x86 64.rpm

(2) Install Net-SNMP and net-snmp-utils Dependencies Locally:

Use the following command to install Net-SNMP, net-snmp-utils, and all required dependency packages

from the local directory:

# yum -y localinstall *.rpm
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https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-parent-0.225-244.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-parent-0.225-244.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-parent-0.225-244.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-podlators-2.5.1-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-podlators-2.5.1-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-podlators-2.5.1-3.el7.noarch.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-threads-1.87-4.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-threads-1.87-4.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-threads-1.87-4.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-threads-shared-1.43-6.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-threads-shared-1.43-6.el7.x86_64.rpm
https://ftp.iij.ad.jp/pub/linux/centos-vault/centos/7/os/x86_64/Packages/perl-threads-shared-1.43-6.el7.x86_64.rpm

2.2.2.3 Configure the SNMP Server

(1) Enter the command below to back up the SNMP configuration file:

# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

[root@Cent0S/ ~]# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak
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(2) Create the SNMP Configuration File

Use the following command to create the SNMP configuration file:

# cat <<'EOF' > /etc/snmp/snmpd.conf

> HHHHHHH

> # SNMP configuration #

> HHHHHHHHHHHAH A A

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

>

> ## Access control

>H# sec.name source community
>com2sec  AllowAll

# group <group_name> <security_mode> <security_name>
group AllGroup v2c AllowAll

>

> # Define 'AllView', which includes everything under .1

># view.name incl/excl subtree.mask(Optional)

view AllView included A

>

> # group.name context model level prefix read write
>access AllGroup " any noauth exact AllView none
>

> ## System contact information

> # syslocation <location set>

># syscontact <contact info>

> syslocation

> syscontact

>

> ## <<<<<<<<<<< End of config >>>>>>>>>>>#

> EOF

notify

none

I al Lyl




[root@centos’/
RERBBBHBBRH

# Agent addr
agentaddress
agentaddress
## Access
#

com2sec

#group
group

Define 'Al

access

System

s location
#fsyscontact
syslocation
syscontact

coO

cat <<'EOF' /etc/snmp/snmpd. conf
REBRABERBHBHBEBRRBRBRBRBRB#RH
configuration #
: -¥-¥-3.FFF 3 FFFEFEEEEEETEFEEEE

ess
udp:161
udp6:161

control

sec.name
AlTowAll

source

192.168.8.184

<group_name <security_mode

AlTGroup v2C

Iview', which includes everything under
/iew.name incl/excl
Allview included

level
noauth

model
any

context

group.name
Al1Group

ntact information
<location set>
<contact_info>
Taiwan
N-Partner

End of config

community
pubTic

<security_name>
AllowAll
subtree.mask (Optional)

o |

write
none

read
Allview

prefix
exact

notify
none

Note: Please replace the red-highlighted values with the N-Reporter system IP address and SNMP

community.

(3) Start the SNMP Service and check its status:

emctl restart

ot@QCentOsS
® snmpd.
Loac
Active
Main PID:
CGroup:

nmpd.service && syste

emct]
Daemon.
abled:

Hme

snmpd. se

4 |
ment Pr
r

(4) Enable the SNMP Service to Start Automatically at Boot:

emctl enable snmpd.service

status

tl status snmpd.service

snmpd.se

ago
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(5) View the Current Firewall Rules:

# firewall-cmd --list-all

[root@centos/ ~]# firewall-cmd --list-all
public (active)

target: default

icmp-block-inversion: no

interfaces: ens192

sources:
services: dhcpvb-client ssh

ports:
protocols:
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

(6) Add a Firewall Rule to Allow Access from the N-Reporter System:
# firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="' " service

name="snmp" accept’

Note: Please replace the red-highlighted value with the N-Reporter system IP address.

(7) Reload the Firewall Configuration:

# firewall-cmd —reload

)all-cmd --reload

SUCCESS

(8) Verify the Firewall Rules:

# firewall-cmd --list-all

[root@centos/ ~]# firewall-cmd list-all
public (active)
target: default
icmp-block-inversion: no
interfaces: en
source
vi dhcpvb-client ftp ssh

ts:

protocols:

masquerade: no
e

rce-por
p-bloc
rich rules:
rule family="1pv4" source address="192.168.8.184" service name="snmp" accept
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2.2.3 CentOS 8

(1) Install the SNMP Service:

# dnf -y install net-snmp net-snmp-utils

[root@centos8 ~]# dnf -y install net-snmp net-snmp-utils

(2) Back Up the SNMP Configuration File:
# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

[root@centos8 ~]# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak
(3) Create the SNMP Configuration File

Use the following command to create the SNMP configuration file:

# cat <<'EOF' > /etc/snmp/snmpd.conf

> HHEHEH

> # SNMP configuration #

> HHHHHHHHHHHHHHHHH A

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

>

> ## Access control

>H# sec.name source community
>com2sec AllowAll

# group <group_name> <security_mode> <security _name>
group AllGroup v2c AllowAll

>

> # Define 'AllView', which includes everything under .1

># view.name incl/excl subtree.mask(Optional)

view AllView included i

>

> # group.name context model level prefix read  write
>access AllGroup " any noauth exact AllView none
>

> ## System contact information

> # syslocation <location set>

># syscontact <contact info>

> syslocation

> syscontact
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>
> H# <<<<<<<<<<< End of config >>>>>>>>>>>#

> EOF

RERBBHBRABHBRABHBBABRBBABHBRABR BB BRABRB#AH
# SNMP configuration f
RERBHABHBBRBHABRBRBBRBRBBRBRABHBHBHH
# Agent address

agentaddress udp:161

agentaddress udp6:161

[root@centos8 ~]# cat <<'EOF' /etc/snmp/snmpd.conf

44

## Access control
# sec.name source community
com2sec AllowAll 192.168.8.184 public

#group <group_name <security_mode <security_name>
group Al1Group v2 AllowAll

Define 'Allview', which includes everything under
view.name incl/excl subtree.mask (Optional)
view Allview included -1

= group.name context model level prefix read write notify

access Al1Group any noauth exact AllVview none none
## System contact information

#syslocation <location set>

#syscontact <contact_info>

sys location Taiwan

syscontact N-Partner

End of config

Note: Please replace the red-highlighted values with the N-Reporter system IP address and SNMP

community.

(4) Start the SNMP Service and check its status:

# systemctl restart snmpd.service && systemctl status snmpd.service

[root@centos8 ~]# systemct] restart snmpd.service & & systemct] status snmpd.service
® snmpd.service Simple Network Management Protocol (SNMP) Daemon.

Loaded: loaded (/usr/lib/systemd/system/snmpd.service; disabled; vendor preset: disabled)

Active: act € mnnit since Sat 2020-02-15 10:37:46 CST; 8ms ago
Main PID: 3016 (snmpd)

Tasks: 1 (Timit: 26213)

Memory: 7.1M

CGroup: /system.slice/snmpd.service

3016 /usr/sbin/snmpd -LSO0-6d -f

15 10:37:46 centos8 systemd[1]: Starting Simple Network Management Protocol (SNMP) Daemon....

15 10:37:46 centos8 snmpd[3016]: NET-SNMP version 5.8
Feb 15 10:37:46 centos8 systemd[1]: Started Simple Network Management Protocol (SNMP) Daemon. .
[root@centos8 ~]#

(5) Enable the SNMP Service to Start Automatically at Boot:

# systemctl enable snmpd.service

able snmpd.service
ystem/multi-user. target.wants/snmpd.service - sr/1ib/systemd/system/snmpd.serv
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(6) View the Current Firewall Rules:

# firewall-cmd --list-all

[root@centos8 ~]# firewall-cmd --list-all
public (active)

target: default

icmp-block-inversion: no

interfaces: ens192

sources:
services: cockpit dhcpvb-client ssh

ports:
protocols:
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

(7) Add a Firewall Rule to Allow Access from the N-Reporter System:

# firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="' " service

name="snmp" accept’

Note: Please replace the red-highlighted value with the N-Reporter system IP address.

(8) Reload the Firewall Configuration:

# firewall-cmd —reload

[root@centos8 ~]# firewall-cmd --reload
success
(9) Verify the Firewall Rules:

# firewall-cmd --list-all

[root@centos8 ~]# firewall-cmd list-all
public (active)

target: default

icmp-block-inversion: no
interfaces: ensl192
sources:
services: cockpit dhcpvb-client ssh
ports:
protocols:
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

rule family="ipv4" source address="192.168.8.184" service name="snmp'

accept
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2.3 Debian
2.3.1 Debian 8

(1) Install the SNMP Service:
# apt-get -y install snmpd snmp

root@debian8:~# apt-get -y install snmpd snmp

(2) Back Up the SNMP Configuration File:
# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

root@debian8:~# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

(3) Create the SNMP Configuration File

Use the following command to create the SNMP configuration file:
# cat <<'EOF' > /etc/snmp/snmpd.conf

> HHEHEH

> # SNMP configuration #

> HHHHHHHHHHHHHHHHH A

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

>

> ## Access control

>H# sec.name source community

>com2sec AllowAll

# group <group_name> <security_mode> <security _name>
group AllGroup v2c AllowAll

>

> # Define 'AllView', which includes everything under .1

># view.name incl/excl subtree.mask(Optional)

view AllView included A

>

> # group.name context model level prefix read write notify
>access AllGroup " any noauth exact AllView none none
>

> ## System contact information

> # syslocation <location set>

># syscontact <contact info>

> syslocation
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> syscontact
p

> ## <<<<<<<<<<< End of config >>>>>>>>>>>#

ot@debian8:~# cat <<'EOF' etc/snmp/snmpd. conf

HARRARARBRRHRARAARRAARRRRRBHRRARARARAAR BB R HH#H

5 SNMP configuration

R BBBBRBBBBBRBBBBBBBBBBBBBBRBBBBBBBBBBBBRBH#H
Agent address

agentaddress

agentaddress

ro

udp:161
udp6:161
Access control

source

sec.name
AlTowAll

#group

group Al1Group

<group_name:

192.168.1.184

<security_mode>

2¢C

v

community
public

<security_name>
AllowAll

'Allview', which
view.name
AllVview

Define includes everything under
incl/excl

included

4
# subtree.mask (Optional)
y 2 |

view

write
none

#
access

read
AllView

Tevel
noauth

mode
any

context

"o

notify
none

prefix
exact

group.name
Al1Group

System contact information
ys location <location set>
yscontact <contact_info>
yslocation Taiwan
syscontact N-Partner

S
S

4
2
B
<

End of config

root@debian8:~

Note: Please replace the red-highlighted values with the N-Reporter system IP address and SNMP

community.

(4) Start the SNMP Service and check its status:

# systemctl restart snmpd.service && systemctl status snmpd.service

# systemct]
ce LSB: >

ice & systemct] status snmpd.sery

root@debian8: restart snmpd.serv ice
® snmpd.serv - MP agents

Loaded: loaded (/etc/init.d/snmpd

Active: t I since Wed

Process: 1638 ExecStop=/etc/init.d/snmpd

Process: 1643 ExecStart=/etc/init.d/snmpd start (

CGroup: /system.slice/snmpd.service

1648 /usr/sbin/snmpd

2019-12-18 20:31:26 EST; 4ms ago
stop (code=exited, status=0/SUCCESS)

ode=exited, status=0/SUCCESS)

null -u snmp snmp -I -smux mteTrigger mteTriggerConf -p /run/snmpd.pid

C
]

Dec 18 Started LSB: SNMP agents

root@deb

20:31:26 debian8 systemd[1]
ansd: ~#

(5) Enable the SNMP Service to Start Automatically at Boot:

# systemctl enable snmpd.service

root@debian8:~# systemct]l enable snmpd.service

Synchronizing state for snmpd.service with sysvinit using update-rc.d...
Executing /usr/sbin/update-rc.d snmpd defaults

Executing /usr/sbin/update-rc.d snmpd enable

root@debian8:~#
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2.3.2 Debian 9

(1) Install the SNMP Service:

# apt-get -y install snmpd snmp

root@debian9:~# apt-get -y install snmpd snmp

(2) Back Up the SNMP Configuration File:
# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

root@debian9:~# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

(3) Create the SNMP Configuration File

Use the following command to create the SNMP configuration file:
# cat <<'EOF' > /etc/snmp/snmpd.conf

> HHHHHHHHHHHHHHHHH A

> # SNMP configuration #

> HHEHEH

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

>

> ## Access control

> # sec.name source community

>com2sec AllowAll

# group <group_name> <security_mode> <security_name>
group AllGroup v2c AllowAll

>

> # Define 'AllView', which includes everything under .1

># view.name incl/excl subtree.mask(Optional)

view AllView included A

>

> # group.name context model level prefix read write
>access AllGroup " any noauth exact AllView none
>

> ## System contact information

> # syslocation <location set>

># syscontact <contact info>

> syslocation

> syscontact
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>

> H# <<<<<<<<<<< End of config >>>>>>>>>>>#

lebian9: cat <<'EOF' etc/snmp/snmpd. conf
RARRBRHRAB B R AR BH AR B H R AR B H AR R H AR B H AR HH A

SNMP configuration
REBRABHBRAHBRARBRARBHRRBHEARHRH
Agent address
agentaddress
agentaddress

#

"
udp:161
udp6:161
= control
sec.name
AllowAll

Access

bid
#
C

om2sec

#group
group

<group_name>
All1Group

'Allview', which
view.name
Al1View

group.name
Al1Group

na

## information
<location set>
<contact_info>
Taiwan
N-Partner

System contact
#syslocation
ffsyscontact
syslocation
syscontact
of

End config

root@debian9:~#

context

##

RE##ABHERARE

source
192.168.1.184

<security_mode>
v2cC

includes everything under

incl/excl
included

level
noauth

mode |
any

community
public

<security_name>
AllowAll
subtree.mask (Optional)

st

notify
none

write
none

read
AllView

prefix
exact

Note: Please replace the red-highlighted values with the N-Reporter system IP address and SNMP

community.

(4) Start the SNMP Service and check its status:

# systemctl restart snmpd.service && systemctl status snmpd.service

root
® snmpd
Load
Acti
Process:
Main PID:
Tasks:
CGroup:

ideb 'mpd. se
ser 1 e

loaded ( tem

md/syst 3
[ ) since Wed 2019
1826 ExecStartPre=/bin/mkdir -p
1828 (snmpd)
1 (Timit: 4915
system.slice/snmpd.service
L1828 /usr/sbin/snmpd -Lsd -Lf
$ 22:22:53 debian9 systemd[1
>3 debian9 systemd[1

>toppe
>tart

]:
] B-

«29.

(5) Enable the SNMP Service to Start

# systemctl enable snmpd.service

snmg

rvice && sy
Protocol
)d.service;
12-18 22:22

var

stemct] status
SNMP Daen
enabled; vendor

:53 EST; 9ms ago
run/agentx (code=exite

on.

dev/null -u Debian-snmp -g

d Simple Network

ng Simple Network

Management
Management

Automatically at Boot:

mpd.se

preset: enabled

d, status=0/SUCCESS)

Debian-snmp -I -smux mteTrigger mteTriggerConf -f
Protocol

Protocol

>NMP ) Daemon. .
(SNMP) Daemon. ...

root@debian9:~# systemct]

Executing:
root@debian9:~#

enable snmpd.service
Synchronizing state of snmpd.service with SysV
1ib/systemd/systemd-sysv

service scri
install enable snmpd

pt with

lib/systemd/systemd-sysv-install.
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2.4 Ubuntu
2.4.1 Ubuntu 16

(1) Install the SNMP Service:
# apt-get -y install snmpd snmp

root@ubuntulb:~# apt-get -y install snmpd snmp

(2) Back Up the SNMP Configuration File:
# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

root@ubuntul6:~# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak
(3) Create the SNMP Configuration File

Use the following command to create the SNMP configuration file:
# cat <<'EOF' > /etc/snmp/snmpd.conf

> HHEHEH

> # SNMP configuration #

> HHHHHHHHHHHHHHHHH A

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

>

> ## Access control

>H# sec.name source community

>com2sec AllowAll

# group <group_name> <security_mode> <security name>
group AllGroup v2c AllowAll

>

> # Define 'AllView', which includes everything under .1

># view.name incl/excl subtree.mask(Optional)

view AllView included A

>

> # group.name context model level prefix read write
>access AllGroup " any noauth exact AllView none
>

> ## System contact information

> # syslocation <location set>

># syscontact <contact info>

> syslocation
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> syscontact
>
> ## <<<<<<<<<<< End of config >>>>>>>>>>>#

> EOF

root@ubuntulb6:~# cat <<'EOF' > /etc/snmp/snmpd.conf
> RARBHBHRBRBRBRRBRBRARBRRHBRBRBRRRARARARRARARH
# SNMP configuration #
HARBBBHRARBBBBBH AR R BB BRHR AR BB BRBH AR BB BB 11 H
# Agent address
agentaddress udp:161
agentaddress udp6:161

## Access control
= sec.name source community
com2sec AllowAll 192.168.1.184 public

#group <group_name> <security_mode> <security_name>
group Al1Group v2c AllowAll

# Define 'Allview', which includes everything under
= view.name incl/exc] subtree.mask (Optional)
view AlTVview included B &

# group.name context model level prefix read write notify

access Al1Group any noauth exact Allview none none

## System contact information
#syslocation <location set>
#syscontact <contact_info>
sys location Taiwan
syscontact N-Partner

End of config
> EOF
root@ubuntulb:~

Note: Please replace the red-highlighted values with the N-Reporter system IP address and SNMP

community.

(4) Start the SNMP Service and check its status:

# systemctl restart snmpd.service && systemctl status snmpd.service

root@ubuntulb:~# systemct| restart snmpd.service && systemct| status snmpd.service
® snmpd.service LSB: SNMP agents
Loaded: loaded (/etc/init.d/snmpd; bad; vendor preset: enabled)
I it since Thu 2019-12-19 11:55:49 CST; 4ms ago
>md-sysv-generator(8)
Stop=/etc/init.d/snmpd stop (code=exited, status=0/SUCCESS
>tart=/etc/init.d/snmpd start (code=exited, status=0/SUCCESS)

CGroup: /system.slice/snmpd.service
sbin/snmpd -Lsd -Lf /dev/null -u snmp -g snmp -I -smux mteTrigger mteTriggerConf -p /run/snmpd.pid

11:55:49 ubuntul6 systemd[1l]: Stopped LSB: SNMP agents.
11:55:49 ubuntul6 systemd[1l]: Starting LSB: SNMP agents...
Dec 11:55:49 ubuntul6 snmpd[2261]: Starting SNMP services:
root@ubuntul6: ~#

1
19
1

(5) Enable the SNMP Service to Start Automatically at Boot:

# systemctl enable snmpd.service

root@ubuntul6:~# systemctl enable snmpd.service

snmpd.service is not a native service, redirecting to systemd-sysv-install
Executing /lib/systemd/systemd-sysv-install enable snmpd

root@Qubuntul6: ~#
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2.4.2 Ubuntu 18

(1) Install the SNMP Service:

# apt-get -y install snmpd snmp

root@ubuntul8:~# apt-get -y install snmpd snmp

(2) Back Up the SNMP Configuration File:

# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

root@ubuntul8:~# cp /etc/snmp/snmpd.cont /etc/snmp/snmpd.con
(3) Create the SNMP Configuration File

Use the following command to create the SNMP configuration file:
# cat <<'EOF' > /etc/snmp/snmpd.conf

> HHHHHHHHHHHHHHHHH A

> # SNMP configuration #

> HHEHEH

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

>

> ## Access control

> # sec.name source community

>com2sec AllowAll

# group <group_name> <security_mode> <security_name>
group AllGroup v2c AllowAll

>

> # Define 'AllView', which includes everything under .1

># view.name incl/excl subtree.mask(Optional)

view AllView included i

>

> # group.name context model level prefix read  write
>access AllGroup " any noauth exact AllView none
>

> ## System contact information

> # syslocation <location set>

># syscontact <contact info>

> syslocation

> syscontact
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>
> H# <<<<<<<<<<< End of config >>>>>>>>>>>#

> EOF

root@ubuntul8:~# cat <<'EOF' > /etc/snmp/snr
- BERABHBBHRBBBBRHAB BB BBH BB BB BR BB RR BB H BB R BB H##

# SNMP configuration

RARBRBB BB BRRRBRRRBRB BB RBRRARBRAB BB BB RR###
# Agent address

agentaddress udp:161

agentaddress udp6:161

## Access control

# sec.name source community
com2sec AlTowAll 192.168.1.184 public

#group <group_name> <security_mode> <security_name>
group Al1Group v2cC AllowAll

# Define 'Allview', which includes everything under
# view.name incl/excl subtree.mask (Optional)
view Allview included .1

group.name context model lTevel prefix read write notify

access Al1Group any noauth exact AllVview none none

System contact information
#syslocation <location set>
syscontact <contact_info>
syslocation Taiwan
syscontact N-Partner

## <<<<<<<<<<< End of confic
> EOF
root@ubuntul8:

Note: Please replace the red-highlighted values with the N-Reporter system IP address and SNMP

community.

(4) Start the SNMP Service and check its status:

# systemctl restart snmpd.service && systemctl status snmpd.service

root@ubuntul8:~# systemct] restart snmpd.service & & systemct] status snmpd.service
® snmpd.service >imple Network Management Protocol (SNMP) Daemon.

Loaded: loaded (/1ib/systemd em/snmpd. servic enabled; vendor preset: enabled

Active: a ) ' sinc 2019-12-19 07:02:21 UTC; 8ms ago

Process: 2634 ExecStartPre=/bin/mkdir -p ar/run/agentx (code=exited, status=0/SUCCESS
Main PID: 2635 (snmpd)

Tasks: 1 (limit: 2319)
CGroup: /system.slice/snmpd.se
L-2635 /usr/sbin/snmpd sd /dev/null -u Debian-snmp -g Debian-snmp -I -smux,mteTrigger,mteTriggerConf -f

Dec 19 07:02:21 ubuntul8.npartner.local systemd[1l]: Stopped Simple Network Management Protocol (SNMP) Daemon..
Dec 19 07:02:21 ubuntul8.npartner.local systemd[1]: Starting Simple Network Management Protocol (SNMP) Daemon....
Dec 19 07:02:21 ubuntul8.npartner.local systemd[1]: tarted Simple Network Management Protocol (SNMP) Daemon
root@ubuntul8:~#

(5) Enable the SNMP Service to Start Automatically at Boot:

# systemctl enable snmpd.service

root@ubuntul8:~# systemct] enable snmpd.service
Synchronizing state of snmpd.service with SysV service script with /lib/systemd/systemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable snmpd

root@ubuntul 8: ~#
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3.AIX7

Reference: IBM AIX: How To Configure Community-based SNMP And SNMP Traps

https://www.ibm.com/support/pages/ibm-aix-how-configure-community-based-snmp-and-snmp-traps

(1) Check the Operating System Version:

# oslevel

(2) Check the SNMP Daemon Binary:
# s -1 /usr/sbin/snmp*

Example output:
[rwxrwxrwx 1 root system 19 Jul 13 2017 /usr/sbin/snmpd -> /usr/sbin/snmpdv3ne

(3) Edit the snmpdv3 Configuration File

# vi /etc/snmpdv3.conf

Notes:
/etc/snmpdv3.conf is the configuration file for the SNMP v3 agent
/etc/snmpd.conf is the configuration file for the SNMP v1 agent

The SNMP v3 agent can process SNMP v1 and SNMP v2c requests.

(4) Configure the snmpdv3 Settings:
VACM_GROUP groupl SNMPv1

VACM_GROUP groupl SNMPv2c -
VACM_VIEW defaultView internet - included -
COMMUNITY public public noAuthNoPriv 255.255.255.255 -

Please replace the red-highlighted values with the N-Reporter system IP address and SNMP community.

(5) Add the Community Name to ODM and Enable Automatic Community Assignment for DPI2

Subagents:
# chssys -s aixmibd -a "-c
# chssys -s hostmibd -a "-c

# chssys -s snmpmibd -a "-c

(6) Stop the DPI2 Subagents and SNMP Service:

# stopsrc -s aixmibd; stopsrc -s hostmibd; stopsrc -s snmpmibd

# stopsrc -s snmpd
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(7) Start the SNMP Service and DPI2 Subagents:

#startsrc -s snmpd

# startsrc -s aixmibd; startsrc -s hostmibd; startsrc -s snmpmibd

(8) Verify the DPI2 Subagent Processes:
# ps -ef | grep mibd

(9) Verify the Community Name Assignment in ODM Using odmget:
# odmget -q subsysname=aixmibd SRCsubsys

(10)Query the Subagent ODM Using Issrc:

# Issrc -Ss aixmibd

(11)Verify SNMP Status Using snmpinfo or clsnmp:

# snmpinfo -md -v -c system

Example output:

sysDescr.0 = "IBM PowerPC CHRP Computer

Machine Type: 0x0800004c Processor id: 0OF8A0A14C00
Base Operating System Runtime AIX version: 06.01.0009.0100
# snmpinfo -md -v -c aixpagingspace
aixPageThreshold.0 = 95

aixPageName.1 = "hd6"

aixPageNameVG.1 = "rootvg"

# snmpinfo -md -c public aixpagingspace
1.3.6.1.4.1.2.6.191.2.4.1.0 =95
1.3.6.1.4.1.2.6.191.2.4.2.1.1.1 = "hd6"
1.3.6.1.4.1.2.6.191.2.4.2.1.2.1 = "rootvg"

# clsnmp -v -c public walk aixpagingspace
aixPageThreshold.0 = 95
aixPageName.1 = hd6

aixPageNameVG.1 = rootvg

# clsnmp -c public walk aixpagingspace
1.3.6.1.4.1.2.6.191.2.4.1.0=95
1.3.6.1.4.1.2.6.191.2.4.2.1.1.1 = hd6
1.3.6.1.4.1.2.6.191.2.4.2.1.2.1 = rootvg
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4. FreeBSD 11

(1) Check the Operating System Version:

# freebsd-version

root@freebsdll:~ # freebsd-version
11.4-RELEASE

(2) Install the SNMP Service:

sdl]l:~ # pk

net-snmp

(3) Enable the SNMP Service to Start Automatically at Boot (FreeBSD-specific):

# sysrc bsnmpd_enable=YES

root@freebsdll:~ # sysrc bsnmpd_enable=YES
\/ =

-
bsnmpd_enable: NO -> YES
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(4) Create the SNMP Configuration File

Use the following command to create the SNMP configuration file:

# cat <<'EOF' > /etc/snmp/snmpd.conf

> HEHHEHHH T R R R

> # SNMP configuration #

> HHHHHHHHHHHAH A A

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

>

> ## Access control

>H# sec.name source community
>com2sec  AllowAll

# group <group_name> <security_mode> <security_name>
group AllGroup v2c AllowAll

>

> # Define 'AllView', which includes everything under .1

># view.name incl/excl subtree.mask(Optional)

view AllView included A

>

> # group.name context model level prefix read write
>access AllGroup " any noauth exact AllView none
>

> ## System contact information

> # syslocation <location set>

># syscontact <contact info>

> syslocation

> syscontact

>

> ## <<<<<<<<<<< End of config >>>>>>>>>>>#

> EOF

notify

none
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confi
.3.3-3.3.3.3.3.3.3.3.3.3.3. 3333333
# Agent address
agentaddress udp:161
agentaddress udp6:161

Access control
7 sec.name source community
com2sec AllowAll 192.168.1.184 public

#group <group_name <security_mode <security_name>
group Al1Group v2cC AlTowAll

?

# Define 'Allview', which includes everything under .
view.name incl/excl subtree.mask (Optional)
view Allview included |

group.name context model level prefix read write notify

access Al1Group any noauth exact AllView none none

ENENENEXEXEXENEN

System contact information
ys location <location set>
yscontact <contact_info>

syslocation Taiwan
syscontact N-Partner

NN NN N

~NJ

/ << End of config
? EOF
root@freebsdll:~ #

Please replace the red-highlighted values with the N-Reporter system IP address and SNMP

community.

(5) Start the SNMP Service and Check Its Status (FreeBSD-specific):

# service bsnmpd restart && service bsnmpd status

root@freebsdll:~ # service bsnmpd restart & service bsnmpd status

Stopping bsnmpd.
waiting for PIDS: 807/
Starting bsnmpd.
bsnmpd 1s running as
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5. N-Reporter

5.1 Add a Single Device

(1) Add an Host MIB device:

Go to “Device Management” - “Device Treeview” - click “Add.”

MN-Reporter? o

g‘ hank2 (Global) ~ E Home / Device /| Device Treeview
-

= & Device Treeview
H—R a7

|l Report Al

@ Analysis +- &} Global ) /. (198/229)
72 Unknown Device (0/18)

7 N-Robot

T Resource Recovery Area (0/1)
@® Dashboard

== :
== Device

Device Treeview

Device Management
Device Additional Setting
Alert Template

Device Abnormal Alert
Config Comparison

User Defined Format

(2) Select the device type:

Choose “Auto/ More/ User Defined Format” = click “Expert Mode.”

Device Category

Switch / Router / SNMP
If the device only actives the

A switch is a network hardware

—
Application / DB / OS /| Server
Host type, providing specific se

.-.l Firewall / IPS / Load Balancer / NAC / UTM |
T 1 WAF | Wireless

I . Metwork security related

/ \i /\ N-Cloud / N-Reporter / N-Probe

| =)= o

\ L N-Probe can collect fraffic at a ratio

A Y

o Auto / More / User Defined Format
a Customization and o quipm

Expert Mode Guided Mode Cancel

Y Filter | QReset [ReEEuTeiEY E
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(3) Basic Device Settings:
Enter the device name and IP address > For SNMP Model, select “Host Mib” = click “Next.”

Eszentials SNMP Syslog Flow Action & Backup Monitor & Alert Other

Basic Setting ~

Machine Name *

Host_SNMP

P~

192.168.14.83

Domain *

Global hd

Syslog Format € E Activate Full-text Search (FTS)

Mot Activated hd

User Defined Syslog Format

SNMP Model &

Host Mib "‘

i License limitation: The ICMP alert template can only be activated if the
device (Category One: Switch/Router/SNMP) has activated Syslog format or
SNMP Model.

Performance Monitoring Setting v
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(4) SNMP Settings
Select “V2C” for the Version field and enter the “Read Community” value to match the configuration
defined in the previous section. Then click “Monitor & Alert.”

i Edit Device Setting

Essentials SNMP Syslog Flow  Action & Backup Monitor & Alert Other

SNMP Setting A

SNMP IP

192.168.14.83

Version

V2C b

Read Community

public

Write Community

SNMP Timeout(sec)

5

Encoding

UTF-5 w

Device (Interface and Partition) Searched Timeout (Sec)

120

SNMP V3 v
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(5) Configure the monitoring and alert settings. In “Monitor & Connection Test,” click “SNMP Test” to

verify that the SNMP test is successful, then click “Other.”

Essentials SNMP Syslog Flow Action & Backup Monitor & Alert Other
Alert Template
Meonitor and Connection Test
Testing Device &
M-Reporter hd

Monitor and Connection Test €

|

Start Test

| Ping Test ‘

e

l SMNMP Test ]

Device Description: Hardware: Intel§4 Family 15
Model 6 Stepping 1 AT/AT COMPATIBLE - Software:
Windows Version 6.3 (Build 17763 Multiprocessor

Free ..

Test successiul: CPU: 100.00%, Mem: 49.93%

l IP/MAC SNMP Test ]

l IP/MAC Connection Test ]

l Device Connection Test ]

Notification

Alert Detail Configuration
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(6) Other

Set “Device lcon” to “Host” - Set “Receiving Status” to “Activated” = click “Next” = Confirm.

s Add Device - Other x

Other

~

Device lcon ==

Host

Latitude and Longitude

atitude, longitude

Remark @

Special format: [key]="value", which can be exported intc a custom field.

Tag

Receive Status
@ Activated

() Disabled
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5.2 Add Multiple Devices
(1) Add Host MIB Devices:

Go to “Device Management” - “Device Treeview,” then click “Add.”
English v | [\ || &
B Home / Device /| Device Treeview

& Device Treeview Auto |

|shl Report All v Search Y Filter Q) Reset [ORTELTaIELN B

Q Analysis + 488} Global (3/4)
2 Unknown Device (0/0)

T Resource Recovery Area (0/1)

7 N-Robot

@R Dashboard

== Device

Device Treeview

Device Management
Device Additional Setting
Alert Template

Device Abnormal Alert
Config Comparison

User Defined Format

Performance Monitoring

lﬂ- System

il User Manual
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(2) Enter the Scan Network Range

Enter a single IP address, subnet, or IP range.

In this example: 192.168.14.75-192.168.14.83

v" Enter Read Community: public

v" Select Version: [V2(C]

- Click “Start Scan.”

SNMP Setting

A

Range of IP Specified By

O IP or Subnet @ IP Range

IP Range

‘ 192.168.14.73

| ‘ 192.168.14.83

Read Community

‘ public

Encoding

‘ UTF-8

Version

‘ Vv2C

SNMP V3

Add Devices to Topology
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(3) Batch Add Devices:

Select the devices to be added, then click “Next.”

192.168.14.75 192.168.14.75

192.168.14.77 192.168.14.77

(] 192.168.14.79 192.168.14.79

Host_SNMP 192.168.14.83

100w (|4 <« |Page 1 |of1| p P

Device Description =

DESC=Hardware: EME4T Family 15
Maodel 6 Stepping 1 AT/AT
COMPATIELE - Software: Windows
Version 5.2 (Build 3790 Multiprocessor
Free), NAME=WIN2003-AD-ENG
DESC=Hardware: Intelé4 Family 15
Model 6 Stepping 1 AT/AT
COMPATIELE - Software: Windows
Version 6.1 (Build 7601 Multiprocessor
Free), NAME=WIN2008-AD-
EMG.npartner local

DESC=Hardware: Intelé4 Family 15
Model G Stepping 1 AT/AT
COMPATIELE - Software: Windows
Version 6.3 (Build 9600 Multiprocessor
Free), NAME=WIN2012-AD-
EMG.npartner local

DESC=Hardware: Intelé4 Family 15
Model 6 Stepping 1 AT/AT
COMPATIELE - Software: Windows
Version 6.3 (Build 17763
Multiprocessor Free),
NAME=WIN2019-AD-
ENG.npartner local

-
Managed ‘
v

& Displaying 1 to 4 of 4 items

Previous Cancel

L4
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(4) Edit Device Information:

v" Set SNMP Model to [Host MIB]
v" Click the [Others] tab
v" Set Device Icon to [Host]
v"  Set Receive Status to [Enabled]
v" Click [OK] to confirm
& Edit Device Setting
Essentials SNMP Syslog Flow Action & Backup Monitor & Alert Other
Basic Setting P
Machine Name *
P *
Domain *
Global A
Device Category *
Switch/ Router v

Syslog Format & E Activate Full-text Search (FTS)

Monparsing

User Defined Sysiog Format © [

SNMP Model &

Host Mib

i License limitation: The ICMP alert template can only be activated if the
device (Category One: Switch/Router/SNMP) has activated Syslog format

or SNMP Model.
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(5) View Device SNMP Status:

After the devices are added, verify that the SNMP status of each device is displayed correctly.

+- {3} Global (5/6) Monitori; Perform:
2 Unknown Device (0/0)

Last Modified Time | (s
(Uptime) & i -

Operation Machine Name & Enable Function < = Data Type & Alert Template 5 = Stalus = Status  Tag 3

[ Resource Recovery Area (0/1) Syslog,

& Fo > 1921681475 B ¢ 192.168.14.75 e Nonparsing Host Mib 2025/12/24 17:20 SNMP
& @ M) 1021681477 B 2¢ 192.168.14.77 zm‘":' Nonparsing Host Mib 2025112124 1720 SNMP
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6. Troubleshooting

6.1 Installing SNMP on Windows Server Core

If the Windows operating system is running Server Core, you can install the SNMP-related features using
the following commands.

(1) Install the SNMP Service:

PS C:\> dism /online /enable-feature /featurename:SNMP /all

EX Administrator: Windows PowerShell — | >

(3) Install the WMI SNMP Provider:

PS C:\> dism /online /enable-feature /featurename:WMISnmpProvider /all

EN Administrator Windows PowerShell — O >

liam fonline fenable-feature /featurenane:THISnmpPro =1 [ ~

ricing and Management tool
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(4) Verify the Installation Status of SNMP Features:

PS C:\> dism /online /get-features | findstr /I "SNMP"
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6.2 Issues Installing SNMP on CentOS 8

Problem Description:

When installing SNMP on CentOS 8 using the following command:

# dnf -y install net-snmp net-snmp-utils

0 host: mirrorlist.
p $ ¥4 : Cann al o
o=PowerTools&infr Could resolve host: mirrorlist.centos.org]

The system may display an error message.

This issue occurs because the CentOS 8 system is still using the default repository URL
mirrorlist.centos.org to retrieve package repository information.

Since CentOS 8 has reached its end of life (EOL), all official packages have been moved to the CentOS
Vault archive repository.

As a result, mirrorlist.centos.org is no longer available, and the following error may occur:

Curl error (6): Couldn't resolve host name

Solution

To resolve this issue, switch the system to use the CentOS Vault repositories.

You must manually modify the repository configuration to replace the default mirrorlist with the CentOS
Vault repository.

The steps are described below.

(2) Remove Existing CentOS Repository Files:

# sudo rm -f /etc/yum.repos.d/CentOS-*
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(3) Create the CentOS Vault Repository Configuration File

Create a new repository file for CentOS Vault using the following command:

# sudo tee /etc/yum.repos.d/CentOS-Vault.repo > /dev/null <<EOF
[base]

name=CentOS-8 - Base
baseurl=http://vault.centos.org/8.5.2111/Base0S/\Sbasearch/os/
gpgcheck=1

enabled=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

[appstream]

name=CentOS-8 - AppStream
baseurl=http://vault.centos.org/8.5.2111/AppStream/\Sbasearch/os/
gpgcheck=1

enabled=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

[powertools]

name=Cent0S-8 - PowerTools
baseurl=http://vault.centos.org/8.5.2111/PowerTools/\Sbasearch/os/
gpgcheck=1

enabled=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

[extras]

name=CentOS-8 - Extras

baseurl=http://vault.centos.org/8.5.2111/extras/\Sbasearch/os/

gpgcheck=1

enabled=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7
EOF
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[root@Cent0S8 ~]# sudo tee /etc/yum.repos.d/Cent0S-Vault.repo > /dev/null <<EOF

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
=
>
>
>
>
>
>
>
=
[

[base]

name=Cent0S-8 - Base
baseurl=http://vault.centos.org/8.5.2111/Base0S/\$basearch/os/
gpgcheck=1

enabled=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-7

[appstream]

name=Cent0S-8 - AppStream
baseurl=http://vault.centos.org/8.5.2111/AppStream/\$basearch/os/
gpgcheck=1

enabled=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-7

[powertools]

name=Cent0S-8 - PowerTools
baseurl=http://vault.centos.org/8.5.2111/PowerTools/\$basearch/os/
gpgcheck=1

enabled=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-7

[extras]

name=Cent0S-8 - Extras
baseurl=http://vault.centos.org/8.5.2111/extras/\$basearch/os/
gpgcheck=1

enabled=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-7

EOF

root@Cent0S8 ~1#

Note:

All URLs above point to CentOS Vault archive repositories, which are applicable to CentOS 8.5, the last

official release of CentOS 8.

(4) Clear Cached Data and Rebuild the Repository Cache:

H
H

sudo dnf clean all

sudo dnf makecache

Ci 058 ~]# sudo dnf clean all

~]# sudo dnf makecache
5e

Cent05-8 AppStream

Cent05-8 - PowerTools

Cent05-8 - Extras

Extra Packages for Enterprise Linux 8 x86_64
LTB project packages

MySQL 8.8 Community Server

MySQL Connectors Community

MySQL Tools Community

NetworkRADIUS-8

Adi

scon Cent0S-8 - local packages for x86_64

Adiscon Cent05-8 - Daily packages for %86 _64

6.7 MB/s | 4.6 MB
19 MB/s | B.4 MB
4.0 MB/s | 2.3 MB
153 kB/s | 10 kB
5.4 MB/s | 14 MB
39 kB/s | 135 kB
7.9 MB/s | 4.6 MB
5.5 MB/s | 156 kB
23 MB/s | 1.5 MB
44 kB/s | 79 kB
368 kB/s | 1.0 MB
1.4 MB/s | 5.2 MB
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(5) Reinstall the Required SNMP Packages:
dod
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