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Preface

This document is about RADIUS/LDAP configuration and how to set RADIUS/LDAP authentication for N-
Reporter/N-Cloud. The examples here are based on N-Reporter/N-Cloud 6.1.142.

Environment:

CentOS 8/Debian 10 with FreeRADIUS package.

Windows 2019 with Active Directory account.
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1. RADIUS Configuration
1.1 Install FreeRADIUS Package

» CentOS 8

(1) Install FreeRADIUS package

# dnf -y install freeradius freeradius-utils

(2) Check FreeRADIUS version

# radiusd -v

[root@Cent0s8 ~1# radiusd -v

radiusd: FreeRADIUS Version 3.0.20, for host x86 64-redhat-linux-gnu
FreeRADIUS Version 3.0.20

Copyright (C) 1999-2019 The FreeRADIUS server project and contributors
There is N0 warranty; not even for MERCHANTABILITY or FITNESS FOR A
PARTICULAR PURPOSE

You may redistribute copies of FreeRADIUS under the terms of the

GNU General Public License

For more information about these matters, see the file named COPYRIGHT
[root@Cent0sS8 ~1#

» Debian 10

(1) Download FreeRADIUS package

# apt -y install freeradius freeradius-utils

(2) Check FreeRADIUS version

# freeradius -v

7, for host x86_64-pc-Tinux-gnu, built on Apr 22 2019 at 21:23:36

he FreeRADIUS s project and contributors
not even for MERCHANTABILITY or FITNESS FOR A

es of FreeRADIUS under the terms of the
al Public License _
information about these matters, see the file named COPYRIGHT
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1.2 Create Dictionary Text

» In Dictionary text, please set parameter names of each brand and the corresponding value or type.
They will be used to analyze RADIUS packets, and the data will be shown in debug pattern or log

files.

# vi /usr/share/freeradius/dictionary.npartner

# -*- text -*-

# Copyright (C) 2015 The FreeRADIUS Server project and contributors

R e e e S R R e I R S R B R R R e

N-Partner attributes

$ld$

#
#
#
#
#

BRI R R R R R R A R R R

VENDOR N-Partner 39693
BEGIN-VENDOR N-Partner

ATTRIBUTE N-Partner-Domain integer
ATTRIBUTE N-Partner-Menu integer
ATTRIBUTE N-Partner-Email string

END-VENDOR N-Partner

ct and contributors
B e B T T T

N-Partner attributes

£Ids%

S
VENDOR N-Partner 39693
BEGIN-VENDOR N-Partner

ATTRIBUTE N-Partner-Domain : integer
ATTRIBUTE N-Partner-Menu - integer
ATTRIBUTE N-Partner-Email 3 string

END-VENDOR N-Partner
» Edit dictionary text

(1) CentOS 8

# vi letc/raddb/dictionary

(2) Debian 10

# vi /etc/freeradius/3.0/dictionary

» Add a command at the bottom to include “dictionary.npartner”

$INCLUDE /usr/share/freeradius/dictionary.npartner
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1.3 Set Connection Information

At the bottom, configure the secret key N-Reporter/N-Cloud and RADIUS server need to connect with
each other. The IP address set here is the external IP of N-Reporter/N-Cloud.

» CentOS 8

# vi letc/raddb/clients.conf

» Debian 10

# vi letc/freeradius/3.0/clients.conf

Set connection information at the bottom
client n-reporter{

ipaddr =

secret =

shortname =

client n-reporter{
ipaddr = 192.168.8.4
secret = npartner
shortname = npartner

The red part above contains the IP address of N-Reporter/N-Cloud and the secret key.

& ralLliel



1.4 Set Account and Password for Authentication

Please set accounts and passwords for RADIUS server authentication and set the domain ID, menu ID,
and E-mail. Users can search for the former two in “Domain Management” and “User” of N- Reporter/N-
Cloud.

» CentOS 8

# vi letc/raddb/users

» Debian 10

# vi letc/freeradius/3.0/users

Enter an account and password for authentication at the bottom

Cleartext-Password := "
Reply-Message ="
N-Partner-Domain =
N-Partner-Menu =
N-Partner-Email ="

npartner Cleartext-Password := “"npartner"
Reply-Message = "RADIUS npartner®,
N-Partner-Domain = 1661,
MN-Partner-Menu = 2,
N-Partner-Email = "npartner@npartner.local”

The red part above contains the account/password for authentication, N-Partner domain ID, N-

Partner menu ID, and N-Partner E-mail.
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1.5 Activate RADIUS

If there are RADIUS authentication errors, please check RADIUS log files.
» CentOS 8

(1) Activate the service
# systemctl restart radiusd && systemctl status radiusd

tl restart radiusd && systemctl status radiusd
ADIUS hlgh purformanLe RADIUS server.

ded vendor preset: disabled)
active (runnlng) si d X
Proc : Bh46 E Start=/us sbiny sd / ( , status=0/SUCCESS)
Process: d .
Process:
Process:
Main PID:
Tasks:
Memory: -
CGroup: /s
L6548 fusr.sblﬂ/radlusd -d /etc/raddb

8.localdomain systemd[1]: Stopped FreeRADIUS high performance RADIUS se ..
localdomain sys : Starting FreeRADIUS high performance RADIUS server....
localdomain : I server.p 0
058.1localdomain sys : Started FreeRADIUS high performance RADIUS server..

(2) Setto enable radius while booting

emctl enable radiusd

3
[root@Cent0S8 ~]1#

(3) Check the log file

# tail /var/log/radius/radius.log

» Debian 10

(1) Activate the service
# systemctl restart freeradius && systemctl status freeradius

(2) Setto enable freeradius while booting

# systemctl enable freeradius

(3) Check the log file

# tail /var/log/freeradius/radius.log
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2. LDAP Configuration

2.1 Set Windows AD account

» Open “Active Directory Users and Computers”

Active Directory
Users and
Computers

» Click the AD account and click EI

File

Action  View Help

o= | fE 48X

: Active Directory Users and Computers

El

— | >

A= HE PRETa%

] Active Directory Users and
| Saved Cueries
v 3 npartner.local

| Builtin

~| Computers

2 | Domain Controllers
| ForeignSecurityPrin
| Managed Service A
| Users

Mame Type

E)Administratnr User

42 Allowed RODC Pa... Security Gr...
EECert Publishers Security Gr...
%Clnneahle Domai... Security Gr...
42 Denied RODC Pas... Security Gr...

%Dnsﬁldmins Security Gr...
%DnsUpdateP‘er}r Security Gr...
SEDDmain Admins Security Gr...

%Dnmain Computers Security Gr..,
%Dnmain Controllers  Security Gr...

EEDDmain Guests Security Gr...
%Dnmain Users Security Gr...
%Enterprisehdmins Security Gr...

% Enterprise Key Ad... Security Gr...
%Enterprise Read-o... Security Gr...
EEGrDup Policy Crea... Security Gr...

&Guest

L2 ey Admins

User

Security Gr...

% npartner
i'.';. Protected Users
% RAS and IAS Servers Security Gr...

% Read-only Domai.. Security Gr...

Security Gr...

%Schema Admins
£

Security Gr...

Description

Built-in account for ad.
Members in this group
Members of this group
Members of this group
Members in this group
DMNS Administrators Gre
DMS clients who are pel
Designated administrat
All workstations and sel
All dormain contrellers i
All dornain guests

All domain users
Designated administrat
Members of this group
Members of this group
Members in this group
Built-in account for gue
Members of this group

Members of this group
Servers in this group ca
Members of this group
Designated administrat

>
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» In tab “General,” please check the E-mail

npartner Properties ? >
Member Of Dial-n Environment Sessions
control Remote Desktop Services Profile COM+

General | Address  Account  Profle  Telephones  Organization

& npartner
First name: | | Initials: |:|

Last name: |

Display name: |r1partner

Description: |

Office: |

Telephone number: | | Cither...

E-mail: |npartner@npartner.lucal

Web page: Cther...

EOK || (Cancel || Apply Help
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» In tab “Telephones,” enter the group ID and menu ID in “Notes”; click “OK”(essential)

npartner Properties ? >
Member Of Dial-n Environment Sessions
Remote control Remote Desktop Sepyices Profile COM+

General Address Account Prafile Telephones Crganization

Telephone numbers

Home: | | | Other...

Pager: | | | Other..

Mobile: | | | Other...

Fax: | | | Other..

IP phone: | | | Other...
Notes:

ncloud:group_id=1001 menu_id=2

Cancel Aoy Hel

The format must be ncloud:group_id=parameter,menu_id=parameter
Note: group_id: The ID of the domain
Menu_id: The ID of the menu(the information can be checked in backend)

» Check the AD account information

PS C:\>

E¥ Administrator: Windows PowerShell - O >

[PS C:\> Get—ADUser npartner #* | Select—Object DisplayName.UserPrincipalMame DistinguishedName.Enailfiddress. mail.info

DisplayName I npartner

UserPrincipalMame : npartnerBnpartner.local

DistinguichedName : =npartner,CN=Users, DC=npartner. DC=local
[EnailAddress : npartnerfnpartner.local

: npartnerBnpartner.local
: ncloud:group_id=1881, menu_id=2

The red part above is the Windows AD account in user’s environment.
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3. N-Cloud / N-Reporter Configuration

3.1 Configure RADIUS

3.1.1 Configure Connection Information

Log in N-Reporter/N-Cloud with a manager account. Go to “System—> Preference-> System—> Radius /

LDAP,” check “Enable Radius Authentication,” set Radius IP, secret key, account for Radius test and

password, and then click “Radius Test.” After “Radius test successful,” click “Save,” and users can log

in with the Radius account.

£ i-Reporter

Bl ~omin (Giova) -

Event
Report
Analysis
Device
£ System

Domain Information
Network
User
IP Name Mapping
Port Name Mapping
E-Mail Notification
Audit Log

%= Preference
Dashboard

Quick Start

User Manual

B Preference
Event Report Analysis Device
Password Pelicy | Radius / LDAP

Radius test successiul

System Shortcut

Login settings

System Mame

Enable Radius Authentication

Radius IP

192.168.9.188

Account for Radius Test

npartner

Password for Radius Test

npartner

Enable LDAP Authentication

LDAP IP

LDAP BaseDN

Account for LDAP Test

Password for LDAP Test

Copyrigh
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System Location

File Signature

LDAP Test
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3.1.2 Login

» If users log in with account "admin" or "superuser,"” the system will not connect with RADIUS server

to log in. If users log in with any other accounts, the system will connect with RADIUS server for

authentication and get the user parameters sent back; if the entered account is not recorded in N-

Reporter/N-Cloud, the system will automatically add a new user account based on the user

parameters sent back.

» “Radius Login” would show in login page.

npartner

Radius Login

Forgot password?

© 2009 N-Partner, inc. All nghts reserved.
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3.2 Configure LDAP

3.2.1Set Connection Information

Log in N-Reporter/N-Cloud with a manager account. Go to “System—> Preference-> System—> Radius /
LDAP,” check “Enable LDAP Authentication,” set LDAP IP, LDAP BaseDN, account for LDAP test and
password, and then click “LDAP Test.” After “LDAP test successful,” click “Save,” and users can log in

with the LDAP account.

£ i-Rerorter 0 & =
LDARP test successful v
Bl ~omin Giobai) - = Preference
Event . )
Event Report Analysis Device System Shortcut "

Report ) . " . "
po Password Policy | Radius /LDAP | Login settings ~ System Name  System Location File Signature

Analysis

Device Enable Radius Authentication
ﬁ' System Radius IP

Domain Information
Network Secret key

User

IPLENIREERTIE Account for Radius Test

Port Name Mapping

E-Mail Notification

Password for Radius Test
Audit Log

3= Preference

Dashboard

Quick Start

Enable LDAP Authentication
User Manual

LDAP IP

102.168.8.183

LDAP BaseDN

CN=Users,DC=npartner,DC=local
Account for LDAP Test
npartner

Password for LDAP Test

npartner

e ] - |

Copyright © 2009 N-Pariner. All rights reserved. Last account activity @
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3.2.2 Login

» If users log in with account "admin" or "superuser," the system will not connect with LDAP server to
log in. If users log in with any other accounts, the system will connect with LDAP server for
authentication and get the user parameters sent back.

» “LDAP Login” would show in the login page; enter user principal name and password of the AD

account to log in.

npartner@npartner local

LDAP Login

Forgot password?

© 2009 N-Partner, inc. All nghts reserved.
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3.2.3 Edit Permission in Backend

» After logging in backend, users can see the account in “System—-> User”

#, i+ Reporter o Engish 9% @

& System

System
Domain Management

s Domain

E-Mail Notification

Upload Logo
Audit Log aamn Giona n Admin Activated on-ne

Cloud System Log 2 superuser Cioud Administrator in Activated Onine 19216 202203724 17:44
Database Z® npartner Giova npartner@noaner ioc: Domain Admin Actvateg Ondne 192 168559 202203725 0950

Menu Template

API Management Interface

User Manual

» To edit the account’s permission, click . of the account and select a template in “Menu Template”

-

E-Mail Address

npartner@nparnter.local

First Name

npartner@npartner.local

Last Name

Mobile Phone No.

Select a Language

English v

Account Status

Disabled (®) Activated Not Activated

Menu Template

Domain Admin e

-
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