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1 Red Hat

1.1 Red Hat 6

1.1.1 E&%E Oracle Audit

(1) tl#% oracle BR3R

# su - oracle

(2) EA Oracle ElE

$ sqlplus / as sysdba

(3) HERERESH

SQL> show parameter audit

(4) BRENEES

SQL> show parameter audit_trail

(5) HBERERER

SQL> show parameter audit_syslog_level

(6) HER sysdba {FEREE

SQL> show parameter audit_sys_operations

(7) BESRKBRIFERERR

SQL> alter system set audit_trail='0S' scope=spfile;

(8) RiF sysdba HitERFES

SQL> alter system set audit_sys_operations=true scope=spfile;

(9) (EBIXZE=t4CER facility: locall info L&

SQL> alter system set audit_syslog_level=localO.info' scope=spfile;

(10) fF1k Oracle Eil ERTE

SQL> shutdown immediate

al Ll



(11) E4&h Oracle Ei} ERT

SQL> startup

(12) HERFJFSH

SQL> show parameter audit

(13) BkBE Oracle BRI E

SQL> exit

al Ll



1.1.2 &&7E Rsyslog

(1) #R¥§ Rsyslog % EE

# vi /etc/rsyslog.conf

(2) 1% Oracle log f£i%%| N-Reporter

# Send Oracle log to N-Reporter
localO.x* @

A B FEMUEE A N-Reporter 24t IP address

(3) ZERI Rsyslog lR# &R Rsyslog AR5 1EH

# service rsyslog restart && service rsyslog status

al Ll



1.2 Red Hat7

.2.1 %7 Oracle Audit

-_—

(1) tl#% oracle BR3R

# su - oracle

(2) EA Oracle Ei}E

$ sqlplus / as sysdba

(3) BRESH

SQL> show parameter audit

(4) BRENEE

SQL> show parameter audit_trail

(5) HBERERER

SQL> show parameter audit_syslog_level

(6) HBE'R sysdba HHERFER

SQL> show parameter audit_sys_operations

(7) EESTRERIIFRRSR

SQL> alter system set audit_trail='0S' scope=spfile;

(8) EYFH sysdba $5#ERFE5

SQL> alter system set audit_sys_operations=true scope=spfile;

(9) (EBIXZ=t4CER facility: locall info FlE

SQL> alter system set audit_syslog_level=localO.info' scope=spfile;

(10) {51t Oracle &} ERTS

SQL> shutdown immediate

(11) BiEh Oracle Ei ERT

SQL> startup

‘ ‘

al Ll



(12) BREHSH

SQL> show parameter audit

(13) BEBH Oracle BRI E

SQL> exit

al Ll



1.2.2 F&7E Rsyslog

(1) #R¥§ Rsyslog % EE

# vi /etc/rsyslog.conf

(2) 1% Oracle log f£i%%| N-Reporter

# Send Oracle log to N-Reporter
localO.x* @

A B FEMUEE A N-Reporter 24t IP address

(3) ZERI Rsyslog lR# &R Rsyslog AR5 1EH

# systemctl restart rsyslog && systemctl status rsyslog

al Ll



1.3 Red Hat 8

.3.1 %7 Oracle Audit

-_—

(1) tl#% oracle BR3R

# su - oracle

(2) EA Oracle Ei}E

$ sqlplus / as sysdba

(3) BRESH

SQL> show parameter audit

(4) BRENEE

SQL> show parameter audit_trail

(5) HBERERER

SQL> show parameter audit_syslog_level

(6) HBE'R sysdba HHERFER

SQL> show parameter audit_sys_operations

(7) EESTRERIIFRRSR

SQL> alter system set audit_trail='0S' scope=spfile;

(8) EYFH sysdba $5#ERFE5

SQL> alter system set audit_sys_operations=true scope=spfile;

(9) (EBIXZ=t4CER facility: locall info FlE

SQL> alter system set audit_syslog_level=localO.info' scope=spfile;

(10) {51t Oracle &} ERTS

SQL> shutdown immediate

(11) BiEh Oracle Ei ERT

SQL> startup

‘ ‘

al Ll



(12) BREHSH

SQL> show parameter audit

(13) BEBH Oracle BRI E

SQL> exit

al Ll



1.3.2 &&7E Rsyslog

(1) #R¥§ Rsyslog % EE

# vi /etc/rsyslog.conf

(2) 1% Oracle log f£i%%| N-Reporter

# Send Oracle log to N-Reporter
localO.x* @

A B FEMUEE A N-Reporter 24t IP address

(3) ZERI Rsyslog lR# &R Rsyslog AR5 1EH

# systemctl restart rsyslog && systemctl status rsyslog

al Ll
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2 Oracle Linux

2.1 Oracle Linux 6

2.1.1 %% Oracle Audit

(1) tl#% oracle BR3R

# su - oracle

(2) EA Oracle ElE

$ sqlplus / as sysdba

(3) HERERESH

SQL> show parameter audit

(4) ERANEEE

SQL> show parameter audit_trail

(5) HBERERER

SQL> show parameter audit_syslog_level

(6) HER sysdba {FEREE

(7) BESRKBRIFERERR

SQL> alter system set audit_trail='0S' scope=spfile;

SQL> show parameter audit_sys_operations

(8) RiF sysdba HitERFES

SQL> alter system set audit_sys_operations=true scope=spfile;

(9) (EBIXZE=t4CER facility: locall info L&

SQL> alter system set audit_syslog_level=localO.info' scope=spfile;

(10) fF1k Oracle Eil ERTE

SQL> shutdown immediate

al Ll

11



(11) E4&h Oracle Ei} ERT

SQL> startup

(12) HERFJFSH

SQL> show parameter audit

(13) BkBE Oracle BRI E

SQL> exit

al Ll

12



21.2 % Rsyslog

(1) #R¥§ Rsyslog % EE

# vi /etc/rsyslog.conf

(2) 1% Oracle log f£i%%| N-Reporter

# Send Oracle log to N-Reporter
localO.x* @

A B FEMUEE A N-Reporter 24t IP address

(3) ZERI Rsyslog lR# &R Rsyslog AR5 1EH

# service rsyslog restart && service rsyslog status

al Ll

13



2.2 Oracle Linux 7

2.2.1 %% Oracle Audit

(1) tl#% oracle BR3R

# su - oracle

(2) EA Oracle EfE

$ sqlplus / as sysdba

[oracle@oracle ~]% sqlplus / as sysdba

SQL*Plus: = 19.0.0.0.0 - Production on Fri Jun 11 17:25:41 2021

version 19.3.( 0
Copyright (c) 1982, 2019, oracle. All rights reservec
Connected to:

Udse 1. Production
vVersion 19.3.0.0.0

SOL>

(3) BREHESH

SQL> show parameter audit

SQL> show parameter audit
NAME TYPE VALUE

audit_file_dest string fopt/oracle/admin/ORCLCDB/adum
L)
audit_ operations boolean I] RUE
audit_sy g_level string

audit_trail ) string DB
unified_audit_common_ am | 0g strinc
unified_audit_sg: size ; 1048576

'_':-"‘!L.-"

(4) BrERNEEE

SQL> show parameter audit_trail

SQL> show parameter audit_trail

audit_trail
SQL >

al Ll

14



(5) BB BREEERR

SQL> alter system set audit_trail='0S' scope=spfile;

SQL> alter system set audit_trail="0S' scope=spfile;

System altered.

(6) BETRFRHEMR
SQL> show parameter audit_syslog_level
SQL> show parameter audit_sys

VA

string

(7) {BLAZEEH4CEE facility: local0 info L2

SQL> alter system set audit_syslog_level=localO.info' scope=spfile;
SQL> alter system set audit_syslog_level="local0.info"' scope=spfil

System altered.

SQL >

(8) H&R sysdba $S#EFHFERt
SQL> show parameter audit_sys_operations
NAME Y VAL UE

audit_sys_operations boolean TRUE
SOL =

(9) FRYA sysdba HiERFER

SQL> alter system set audit_sys_operations=true scope=spfile;

SQL> alter system set audit_sys_operations=true scope=spfile;

System altered.

SQL>

al Ll
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(10) {=1k Oracle & ERRFE

SQL> shutdown immediate

SQL> shutdown immediate
Database closed.

Database dismounted.
ORACLE instance shut down.
SOL >

(11) EXEh Oracle &4 EARFS

SQL> startup

SQL> startup
ORACLE 1nstance started.

Total S em Global Area 2.0200E+10 bytes

' 9145232 bytes
bytes

Datah ( 0 bytes

Redo Bu - 7962496 bytes

Database muunted.

Database opened.

SQL>

(12) BRERSH
SQL> show parameter audit

SQL> show parameter audit

string Jopt/oracle/admin/ORCLCDB/adum

audit operations boolean
audit Ir;{| level string
audit_tr string
unified_ _common /stemlog string
unified _f' _ = integer
unified_audit stem ]ru] string
S0L=>

(13) #&M Oracle ElJE

> exit
connec Tﬂrl from Oracle Database 19c Enterprise Edition Release

Version 19.3.0.0.0
[oracle@ora 1_-| e ~1%

al Ll

16



2.2.2 % Rsyslog

(1) #R¥§ Rsyslog % EE

# vi /etc/rsyslog.conf

(2) 1% Oracle log f£i%%| N-Reporter

# Send Oracle log to N-Reporter
localO.x* @

A B FEMUEE A N-Reporter 24t IP address

(3) ZERI Rsyslog lR# &R Rsyslog AR5 1EH

# systemctl restart rsyslog && systemctl status rsyslog

al Ll

17



2.3 Oracle Linux 8

.3.1 %7 Oracle Audit

N

(1) tl#% oracle BR3R

# su - oracle

(2) EA Oracle Ei}E

$ sqlplus / as sysdba

(3) BRESH

SQL> show parameter audit

(4) BRENEE

SQL> show parameter audit_trail

(5) HBERERER

SQL> show parameter audit_syslog_level

(6) HBE'R sysdba HHERFER

SQL> show parameter audit_sys_operations

(7) EESTRERIIFRRSR

SQL> alter system set audit_trail='0S' scope=spfile;

(8) EYFH sysdba $5#ERFE5

SQL> alter system set audit_sys_operations=true scope=spfile;

(9) (EBIXZ=t4CER facility: locall info FlE

SQL> alter system set audit_syslog_level=localO.info' scope=spfile;

(10) {51t Oracle &} ERTS

SQL> shutdown immediate

(11) BiEh Oracle Ei ERT

SQL> startup

‘ ‘

al Ll



(12) BREHSH

SQL> show parameter audit

(13) BEBH Oracle BRI E

SQL> exit

al Ll



2.3.2 % Rsyslog

(1) #R¥§ Rsyslog % EE

# vi /etc/rsyslog.conf

(2) 1% Oracle log f£i%%| N-Reporter

# Send Oracle log to N-Reporter
localO.x* @

A B FEMUEE A N-Reporter 24t IP address

(3) ZERI Rsyslog lR# &R Rsyslog AR5 1EH

# systemctl restart rsyslog && systemctl status rsyslog

al Ll



3 SUSE Linux

3.1 %% Oracle Audit

(1) 103 oracle 1R3%

# su - oracle

(2) EA Oracle Ei}E

$ sqlplus / as sysdba

(3) BWRESH

SQL> show parameter audit

(4) BTRERESEE

SQL> show parameter audit_trail

(5) BETRERHEMR

SQL> show parameter audit_syslog_level

(6) HBE'R sysdba HiERFES

SQL> show parameter audit_sys_operations

(7) EESHRERIFRRSA

SQL> alter system set audit_trail='0S' scope=spfile;

(8) RYA sysdba fFHERFEET

SQL> alter system set audit_sys_operations=true scope=spfile;

(9) fBEAEEH4CER facility: local0 info Fl2

SQL> alter system set audit_syslog_level=localO.info' scope=spfile;

(10) {51t Oracle &} ERFS

SQL> shutdown immediate

‘ ‘

al Ll

21



(11) E4&h Oracle Ei} ERT

SQL> startup

(12) HERFJFSH

SQL> show parameter audit

(13) BkBE Oracle BRI E

SQL> exit

al Ll



3.2 &% Rsyslog

(1) #®¥8 Rsyslog & E1E

# vi /etc/rsyslog.conf

(2) #% Oracle log {E3#%%| N-Reporter

# Send Oracle log to N-Reporter
local0.* ©

A BXFE IR A N-Reporter 4% IP address

(3) ERI Rsyslog IR#EFNTERR Rsyslog ARFE 15

# systemctl restart rsyslog && systemctl status rsyslog
4

al Ll



4 AIX

1 %% Oracle Audit

=N

(1) 103 oracle 1R3%

# su - oracle

(2) EA Oracle Ei}E

$ sqlplus / as sysdba

(3) BWRESH

SQL> show parameter audit;

(4) BTRERESEE

SQL> show parameter audit_trail;

(5) BETRERHEMR

SQL> show parameter audit_syslog_level;

(6) HBE'R sysdba HiERFES

SQL> show parameter audit_sys_operations;

(7) EESHRERIFRRSA

SQL> alter system set audit_trail='0S' scope=spfile;

(8) RYA sysdba fFHERFEET

SQL> alter system set audit_sys_operations=true scope=spfile;

(9) fBEAEEH4CER facility: local0 info Fl2

SQL> alter system set audit_syslog_level=localO.info' scope=spfile;

(10) {51t Oracle &} ERFS

SQL> shutdown immediate;

‘ ‘

al Ll

24



(11) E4&h Oracle Ei} ERT

SQL> startup;

(12) HERFJFSH

SQL> show parameter audit;

(13) BkBE Oracle BRI E

SQL> exit;

al Ll



=N

.2 F%%E Syslogd

(1) #RE8 syslog X EE

# vi /etc/rsyslog.conf

(2) #% Oracle log {E3#%%| N-Reporter

# Send Oracle log to N-Reporter
local0.* ©

A BXFE IR A N-Reporter 4% IP address

(3) fFIk syslogd AR#EFIELEN syslogd AR#5

# stopsrc -s syslogd && startsrc -s syslogd

(4) TE:R syslogd FRFSIERH

# ps -ef | grep syslogd

‘ ‘

al Ll

26



5 Windows

5.1 NXLog

51.1 NXLog Z&#t

(1) TF& NXLog CE(Community Edition

BIEASE https ://nxlog.co/products/nxlog-community- edition/download

TEAAHULERFTAR nxlog-ce-x.x.xxxx.msi - & 6l: nxlog-ce-3.0.2272.msi

Windows x86-64 nxlog-ce-3.2.2329.msi
Af © BFHZE N NXLog 32bit A7 - FEFFIER -

(2) %% NXLog
P52 [nxlog-ce-3.2.2329.msi] -> % [Next ].

8 NXLog-CE Setup

zard will install N¥Log-CE on your computer,
rontinue or Cancel bo exit the Setup Wizard,

o e ] oo |
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https://nxlog.co/products/nxlog-community-edition/download

-> Z)#E [l accept the terms in the License Agreement], 3% [Next] .

{i& NXLog-CE Setup [_ Ol %]
End-User License Agreement 2
Please read the Foliowing license agreement carefully ;
NXLOG PUBLIC LICENSE v1.0 :‘:I

1. DEFINITIONS
“License” shall mean version 1.0 of the WXLOG PUELIC
LICENSE, i.e. the terms and conditions set forth in this document;
“Software” shall mean the source code and object code form, all
associated media, pnnted matenals, and "online” or electronic
documentation. All such software and matenals are referred to LI

F I accept the terms in the License Agreement

Prink | Badk | Cancel |

-> 1% [Next]. (FERRZ &% C:\Program Files\nxlog\)

i NXLog-CE Setup [_[O[=]
Destination Folder .
Click Mext to install to the default folder or cick Change to choose another,

Install MiLog-CE to:

|C:'I.F'rl:u;ram Files\rxlog)

Change, ., |

=
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-> 1% [Install].

it NXLog-CE Setup [_[=lx=]

Ready to install N¥Log-CE @

Click Install ko begin the installation. Chick Back bo review or chanoe any of wour
installation settings. Click Cancel bo exit the wizard.,

Back |I Install ! Cancel |

-> 1% [Finish].

i NXLog-CE Setup [_ =]

Completed the NXLog-CE Setup Wizard

Click the Finish button bo exit the Setup Wizard,

[~ Open README . txt to read important installation nokes

Bac |! Finish !! izancel

MV N-Partner
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5.1.2 NXLog :&EME T &l

(1) FERL [Windows PowerShell]

o
Windows
PowerShell

(2) T&i nxlog_Oracle.conf i 2 NXLog & EHE °

PS C:\> Invoke-WebRequest -Uri[ http://www.npartnertech.com/download/tech/nxlog Oracle.conf'
-OutFile 'C:\

O ll_-|_1.-|:: ke-WebRequest -Uri "http://www.npartnertech. com/download/ tech/nxlog Oracle.conf’

__[_l-'li le 'C:\Program Files\nxlog\conf\nxlog.conf'

N O~
T W e

R HEHIZ 64 ATTIEFRERM - BIEERMAZE 32 is - ABXFEMBILLFE&RE 'C: \Program Files (x86)

\nxlog\conf\nxlog.conf'

=) N-Partner
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http://www.npartnertech.com/download/tech/nxlog_Oracle.conf

5.1.3 NXLog :&E1E

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.3.88
define ROOT C:\Program Files\nxlog

Moduledir J%R0O0T%\modules
CacheDir %R00T%\data

Pidfile %R0O0T%\data\nxlog.pid
SpoolDir %RO0T%\data

LogFile %R0O0T%\data\nxlog.log

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Oracle event log file use the following:
<Input in_eventlog>
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query Id="0">\
<Select Path="Application">*[System[(Provider [@Name="'0racle.orcl'])]]</Select>\
</Query>\
</QueryList>
</Input>

<Output out_eventlog>
Module om_udp
Host %NCloud’,
Port 514
Exec $Message=string($SourceName)+":"+string($EventID)+":"+$Message;
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE'){$SyslogSeverityValue=3;}\
else if ($EventType=='WARNING') {$SyslogSeverityValue=4;}\
else if ($EventType=='INFO' or $EventType=='AUDIT_SUCCESS') {$SyslogSeverityValue=5;}\
Exec to_syslog_bsd();
</0Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>

EBXFEMIFER A N-Reporter 4% IP address
A EBIRIRR 64bit 1ER R - BIFERRIRIES 32bit B AU TRE
EBXFEDHEBA Oracle MITEEZTE

@Name='(Oracle.orcl'

ENREEABTER nENiE BERKER 1. FREEBMBER FIBEESR () - 2. ®REHEREUTF-8” LI RmisiE
RIS IRTF AL R -

1K

E(N): |n.‘-(|Dg.c0r‘" v

Unicode
Unicode big endian

al Ll
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5.1.4 NXLog RAENARTS

(1) FERL [Windows PowerShell]

o
Windows
PowerShell

(2) E#REIEN NXLog iRF5 - ##ZE NXLog ARF5FNTERE NXLog iR A IHRR

PS C:\> Start-Service nxlog
PS C:\> Get-Service nxlog
PS C:\> Get-Content 'C:\ nxlog\data\nxlog.log'

A HEHIZ NXLog 64bit fRA - &2 NXLog 32bit iR - ATB X FEMMIA XL FERE  'C:\Program Files

(x86) \nxlog\conf\nxlog.conf'

=) N-Partner
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5.2 Oracle Database

5.2.1 Oracle 12c Audit :&%E

(1) BB [SQL Plus]

[ ]
Lol
SQL Plus

=
¢

(2) #IA user-name: # password:

SQL Plus

SQL*Plus: Release 12.2.8.1.8 Production on Wed Jul 7 14:27:83 2821
opyright <c)> 1982, 2816, Oracle. All rights reserved.

Enter user—name: sys as sysdha
Enter password:

onnected to:
Oracle Database 12c¢ Enterprise Edition Release 12.2.8.1.8 — 64bhit Production

(3) EETREFEH
SQL Plus (== [T

SQL> show parameter audit; A

udit_file_dest i C:“ORACLE\APP~ADMINISTRATOR\AD
MIN~ORCL~ADUMP

udit_sys_operations hoolean TRUE
udit_trail string DB
inified_audit_sga_gueue_size integer 1848576
QL>

al Ll
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(4) (ENESCHRIFRELZR
SQL> alter system set AUDIT_TRAIL=os scope=spfile;

’ SQL Plus -

ystem altered.

(5) f=Lt Oracle & ERTS

SQL> shutdown immediate;

_ SQL Plus -

ODRACLE instance shut down.

(6) FR%Eh Oracle E}ERTE

, SQL Plus (==

SQL> startup; A
ORACLE instance started.

otal System Global Area 2.0670E+10
Fixed Size 8929648
ariable Size 2617249432

Database Buffers 1.7985E+18@
58175488

al Ll
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(7) BTREFZ2E
SQL> show parameter audit;

_ SQL Plus

5QL> show parameter audit;

string C:\ORACLENAPP\ADMINISTRATORNAD
MINNORCLNADUMP
udit_sys_operations boolean TRUE
udit_trail string 08

nified_audit_sga_gqueue_size integer 1848576

(8) o] [SQL Plus]
SQL Plus l;li-

BQL> exit A

m >

al Ll



5.2.2 Oracle 19c Audit 387

(1) BB [SQL Plus]

(o
SQL Plus

(2) #A user-name: F password:

).0.06.8.86 - Production on Wed Jul 7 13:35:86
Version

ight (c) 1982, 2019, Oracle. All righ

user-name: sys as sysdba
password:
Connected to:
Oracle Database 19c Enterprise Edition Release 19.9.90.0.8 - Production
rsion 19.3.0.0.0

(3) HEERTEFZH
SQL> show parameter audit;

B SQL Plus — O X

VALUE

audit_file_dest string C:\US DMINISTRATOR\DESKTOP
\ADMIN\ORCL \ADUMP

audit_sys_operations boolean TRUE
audit_trail string DB

unified audit_sga queue_size integer 1048576
unified_audit_sys boolean FALSE
E:QL::'

~arcner
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(4) BRESCHRIFERR

SQL> alter system set AUDIT_TRAIL=os scope=spfile;

® " SQL Plus - O X

(5) fFIE Oracle B ERTE

SQL> shutdown immediate;

#° SQL Plus — [l X

SQL> shutdown immediate;
Database closed.

Database dismounted.
ORACLE instance shut down.
SQL>

(6) FEXEh Oracle B ERTE

SQL> startup;

SQL> startup;
ORACLE in

~arcner
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(7) BTREFZ2E
SQL> show parameter audit;

B " SQL Plus - O X

VALUE

string D: \ORAC APP\A
MIN\ORCL\ADUMP

boolean

string

ied _audit_sga queue_size integer
unified audit_systemlog boolean
SQL>

(8) B&BA [SQL Plus]

" SQL Plus - Oa X

~arcner
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6 Oracle RAC

{EZE 240 Oracle Linux &&E4l -

6.1 Node 1

6.1.1 &% Oracle Audit

(1) 1tl# oracle 1R3%

# su - oracle

(2) EA Oracle El[E

$ sqlplus / as sysdba

[oracle@oracle-racl ~]$ sqlplus / as sysdba
SQL*Plus: Release 12.2.6.1.0 Production on Wed Jul 7 10:43:39 2621

Copyright (c) 1982, 2016, Oracle. All rights reserved.

Connected to:
Oracle Database 12c Enterprise Edition Release 12.2.0.1.0 - 64bit Production

SQL> SELECT inst_name FROM v$active_instances;

SQL> SELECT inst_name FROM v$active_instances;
INST_NAME

oracle-racl.localdomain:cdbracl
oracle-rac2.localdomain:cdbrac?2

SQL>

Fal ey
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(4) &% Oracle SID

SQL> select instance_name from V$instance;

SQL> select instance_name from V$instance;

INSTANCE_NAME
cdbracl

SQL>

(5) &% Oracle spfile

SQL> show parameter spfile;

SQL> show parameter spfile;

+DATA/CDBRAC/PARAMETERFILE/spf
ile.369.16877273243

(6) HERFRISEHE

SQL> show parameter audit;

SQL> show parameter audit;

audit_file_dest string /uel/app/oracle/admin/cdbrac/a

dump
audit_sys_operations boolean TRUE
audit_syslog_level string
audit_trail string DB
unified_audit_sga_queue_size integer 16eu8576
SQL>

Fal ey
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(7) BrRERNEEL

SQL> show parameter audit_trail;

SQL> show parameter audit_trail;

audit_trail
SQL>

(8) fEAFEFTRCHREIERAMR

SQL> alter system set audit_trail='0S' scope=spfile;

SQL> alter system set audit_trail='0S' scope=spfile;

System altered.

sQL>

(9) BETREFEHER

SQL> show parameter audit_syslog_level;

SQL> show parameter audit_syslog_level;

audit_syslog_level string
SQL>

(10) fBEXFEEECEE facility: local0 info FL2

SQL> alter system set audit_syslog_level='localO.info' scope=spfile;

SQL> alter system set audit_syslog_level='local®.info' scope=spfile;

System altered.

SQL>

al Ll
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(11) &R sysdba 1F5EREE

SQL> show parameter audit_sys_operations;

SQL> show parameter audit_sys_operations;

audit_sys_operations
SQL>

(12) RA sysdba HHERPEE

SQL> alter system set audit_syslog_operations=true scope=spfile;

SQL> alter system set audit_sys_operations=true scope=spfile;

System altered.

SQL>

(13) f#1t Oracle =iy ERTE

SQL> shutdown immediate;

SQL> shutdown immediate;
Database closed.

Database dismounted.
ORACLE instance shut down.
SQL>

(14) RYEh Oracle Bl &R

SQL> startup;

SQL> startup;
ORACLE instance started.

Total System Global Area 3707764736
Fixed Size 8799326
Variable Size 9059726U8

Database Buffers 2785017856
Redo Buffers 797U912
Database mounted.

Database opened.

SQL>

Fal ey
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(15) BREHSH

SQL> show parameter audit;

SQL> show parameter audit;

audit_file_dest string JuBl/app/oracle/admin/cdbrac/a
dump

audit_sys_operations boolean TRUE

audit_syslog_level string LOCAL®O.INFO

audit_trail string 0s

unified_audit_sga_queue_size integer 160u48576

SQL>

(16) #&R Oracle EilJ&E

SQL> exit;
Disconnected from Oracle Database 12c Enterprise Edition Release 12.2.8.1.0 - 6u4bit Production

[oracle@oracle-racl ~1%

Fal ey
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6.1.2 %% Rsyslog

(1) #R¥§ Rsyslog % EE

# vi /etc/rsyslog.conf

(2) 1% Oracle log f£i%%| N-Reporter

# Send Oracle log to N-Reporter
localO.x* @

A B FEMUEE A N-Reporter 24t IP address

(3) ZERI Rsyslog lR# &R Rsyslog AR5 1EH

# systemctl restart rsyslog && systemctl status rsyslog

al Ll



6.2 Node 2

6.2.1 E%7 Oracle Audit

(1) tl#% oracle BR3R

# su - oracle

(2) ZE A Oracle Eif}|E
$ sqlplus / as sysdba

[oracle@oracle-rac2 ~]$ sqlplus / as sysdba

SQL*Plus: Release 12.2.0.1.0 Production on Wed Jul 7 11:01:65 2021

Copyright (c) 1982, 2016, Oracle. All rights reserved.

Connected to:
Oracle Database 12c Enterprise Edition Release 12.2.6.1.0 - 64bit Production

SQL>

(3) EEERENEMNMITEERE

SQL> SELECT inst_name FROM v$active_instances;

SQL> SELECT inst_name FROM v$active_instances;
INST_NAME

oracle-racl.localdomain:cdbracl
oracle-rac2.localdomain:cdbrac2

SQL>

(4) &% Oracle SID

SQL> select instance_name from V$instance;

SQL> select instance_name from V$instance;
INSTANCE_NAME

cdbrac2

SQL>

al Ll
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(5) &% Oracle spfile

SQL> show parameter spfile;

SQL> show parameter spfile;

+DATA/CDBRAC/PARAMETERFILE/spf
ile.309.1677273243

(6) HRERESH

SQL> show parameter audit;

SQL> show parameter audit;

audit_file_dest string /uel/app/oracle/admin/cdbrac/a
dump

audit_sys_operations boolean TRUE

audit_syslog_level string

audit_trail string DB

unififd_audit_sga_queue_size integer 10uU8576

sQL>

(1) BrRENESES

SQL> show parameter audit_trail;

SQL> show parameter audit_trail;

audit_trail
SQL>

(8) fECAFSTRCHRAFRZMR

SQL> alter system set audit_trail='0S' scope=spfile;

SQL> alter system set audit_trail='0S' scope=spfile;

System altered.

SQL>

al Ll
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(9) BWTREER
SQL> show parameter audit_syslog_level;

SQL> show parameter audit_syslog_level;

audit_syslog_level string
SQL>

(10) fEcXEETECER facility: local0 info FlL2

SQL> alter system set audit_syslog_level='localO.info' scope=spfile;

SQL> alter system set audit_syslog_level='local®.info' scope=spfile;
System altered.

SQL>

(11) E&R sysdba $¥EREE

SQL> show parameter audit_sys_operations;

SQL> show parameter audit_sys_operations;

audit_sys_operations
SQL>

(12) RiFA sysdba $5tERFE &

SQL> alter system set audit_sys_operations=true scope=spfile;

SQL> alter system set audit_sys_operations=true scope=spfile;

System altered.

SQL>

al Ll
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(13) {51t Oracle E} EARTS

SQL> shutdown immediate;

SQL> shutdown immediate;
Database closed.

Database dismounted.
ORACLE instance shut down.
SQL>

(14) EYXEh Oracle BRI EARTS

SQL> startup;

SQL> startup;
ORACLE instance started.

Total System Global Area 3707764736
Fixed Size 8799320
Variable Size 9059726U8
Database Buffers 2785017856
Redo Buffers 7974912
Database mounted.

Database opened.

SQL>

(15) HERFJRISH

SQL> show parameter audit;

SQL> show parameter audit;

audit_file_dest i /u@l/app/oracle/admin/cdbrac/a
dump

audit_sys_operations boolean TRUE

audit_syslog_level string LOCAL®. INFO

audit_trail string 0s

unified_audit_sga_queue_size integer 1048576

SQL>

(16) BERA Oracle B E

SQL> exit;
Disconnected from Oracle Database 12c Enterprise Edition Release 12.2.0.1.8 - 64bit Production

[oracle@oracle-rac2 ~]%

Fal ey
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6.2.2 %% Rsyslog

(1) #R¥§ Rsyslog % EE

# vi /etc/rsyslog.conf

(2) 1% Oracle log f£i%%| N-Reporter

# Send Oracle log to N-Reporter
localO.x* @

A B FEMUEE A N-Reporter 24t IP address

(3) ZERI Rsyslog lR# &R Rsyslog AR5 1EH

# systemctl restart rsyslog && systemctl status rsyslog

al Ll



7 N-Reporter

(1) ¥ Oracle Database %%
RBEE] > [RERAARE] -> B2 (371D

2= O EFa S Eel-EiEE) E n a

.. @) Global (10/10) I

= e

1 =H&E (0/3)

= =EZE

REEEESE

HEMREE

mEAERE

HEESSE
RERTEE=EDY

e

& s5em

B r==m

&Y N-Partner
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(2) EERBEEE

42 [Application/DB/OS/Server]-> 2% [5EE )

aha WP x

=iEEE

Switch / Router

d
]
=]

Application /DB /

..'|'| o

S | Server

Firewall / IPS / Load Balancer / NAC / UTM /
WAF / Wireless

sE e S oER

i
i
el
+

1

i
1
i

N-Cloud / N-Reporter / N-Probe

MNCloud £ NReporter S8R 25 FUTTIRT Syslog = N

Auto / More / User Defined Format

A Eel SR

1]

FxRE#EA SiEE Bl
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7.1 Linux/ AIX

(1) BREELXRTE
i A\ 52 BB 1 1P->Syslog ERIETLEEE [Oracle]-> FhEE [ —]

b WTHE - REEARE X

REEARE

HREER

P

oracle-192.168.3.38

P~

‘ 192.168.3.88

FraBs:

‘ Global

Syslog Bl 0

‘ Oracle

SNMP Model

i ]

RERREAL O

52
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(2) Syslog tHEAZRE

Facility #1£ [(22) local use 6 (local6)]-> Fh#E [~ —0]
(=A% [Raw Data {RE8] - Rl [S34E39] 8~ Raw Data E:)

s WIS - Sysiog MEDE X

Syslog #HMEE

P

Facility ©

‘ (16) local use 0 (locall)

Rl

‘ UTF-8

Syslog ER{EREREXB LR O

Raw Data (RESE&HS

53
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(3) Efth
#2178 Icon EE [Host]-> BUIRARERE [RUA]-> R [ N —F]->[1E5T]

& WNRE - RE x

HE A~

®icon [HR

‘ Host h

iz o

EmE
DR
@zE (=B
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7.2 Windows

(1) BREELXRTE
i A\ 52 BB 1P->Syslog ERIETLEEE [Windows]-> #h%E [ —]

b ITHEHN - REEARE X

REEARE A~

HREER

oracle-192.168.3.38 ‘

P~

‘ 192.168.3.88 ‘

RS -

‘ Global v
Syslog REHZ O

‘ Windows hd

RERREAL O

SNMP Model ©

‘ Host Mib b
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(2) Syslog tHEAEETE
Facility {RI57858-> 388 [F—2)
(#2% [Raw Data {RE8] - Rl [B34E39] 8~ Raw Data £:)

Syslog HEMERE ~

Facility &

| v

EEa

| UTF-8 v

Syslog ER{EREGREXE LR O

Raw Data (REESS

220% » 55 Raw Data 5=

&Y N-Partner
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(3) Efth
#2178 Icon EE [Host]-> BUIRARERE [RUA]-> R [ N —F]->[1E5T]

& WNRE - RE x

HE A~

®icon [HR

‘ Host h

iz o

EmE
DR
@zE (=B
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8 MEIREHEER

(1) &% Oracle SID

SQL> select instance_name from V$instance;

SQL> select instance_name from Vv$instance;

INSTANCE_NAME
ORCLCDB

SQL>

(2) &% Oracle DB %4t pfile 2= spfile R Eh
SQL> SELECT DECODE(value, NULL, 'PFILE', 'SPFILE') "Init File Type" FROM sys.v_$parameter

e, NULL, "PFILE', "SPFILE') "Init File Type" FRO .v_%parameter WHERE name = 'spfile’;
Init F
SPFILE

S0L=>

(3) &% Oracle spfile

SQL> show parameter spfile;

SQL> show parameter spfile;

spfile Jop racle/product/19c/c
‘dbs /spfil1eORCLCDB.ora
SQL >

(4) &% Oracle pfile

SQL> show parameter pfile;

SQL> show parameter pfile;

VALUE

string /C icle/product/19c/dbhome
/ ‘spfil1eORCLCDB.ora

al Ll
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