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https://dev.mysql.com/doc/refman/8.0/en/server-logs.html

1 CentOS 8

1.1 #RiE MySQL R EE

(1) EE MysSQL hR=

# mysql -V

[root@Cent0S8 ~]# mysql -V
mysgl Ver 8.08.21 for Linux on x86_64 (Source distribution)
[root@Cent0S8 ~]#

(2) #W¥E MySQL Server &€&

# vi /etc/my.cnf.d/mysql-server.cnf

[root@Cent0S8 ~]# vi /etc/my.cnf.d/mysql-server.cnf

(3) F®TE MySQL =Tk

FCERTEIE R
# General and Slow logging
log-output=FILE

7 BN A AT &%
general-log=1
EMCEESR

general_log_file=/var/log/mysql/mysql-gen.log
FRUIEE RS iR
slow-query-log=1

BEMIRIESR

slow_query_log_file=/var/log/mysql/mysql-slow.log

HATHBIB 10 PO RCER

long_query_time=10

SERRACERE SR

# Error Logging.

log-error=/var/log/mysql/mysqld.log

# General and Slow logging

log output=FILE

general log=1

general log file=/var/log/mysql/mysql gen.log
slow query log=l1

slow_query_log_file=/var/log/mysql/mysgl_slow.log
long_query_time=10

# Error Logging.

log error=/var/log/mysql/mysqld. log

al Ll



(4) EZERY MySQL RR#ZFIFESR MySQL RIZIESE
temctl status my

preset: disabled)

prepare ysqld._serv (code=e d, status
L-check-s )

arting MySQl e
-prepare fir[5551]: itial database
temd[1]: Started My5(L B.0 database se

B al Ll



1.2 &% Rsyslog 2% MySQL log

(1) 8= rsyslog &

[root@Cent0S8 ~]# rsyslogd -v
rsyslogd 8.1911.0-7.el18 4.2 (aka 2019.11) compiled with:
PLATFORM: x86 64-redhat-1linux-gnu
PLATFORM (1sb _release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yos
systemd support: Yes
Config file: fetc/rsyslog.conf
PID file: fvar/run/rsyslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@Cent0S8 ~]#

(2) #W¥8 Rsyslog & E1E

[root@Cent0S8 ~]# vi /etc/rsyslog.conf

(3) 7N# imfile A

module(load="imfile") # provides support for file logging

#HEE MODULES ##F##

module(l

Fmodule(
F#modul

et

(4) FR1E rsyslog B9 130-mysql.conf 5% E

[root@Cent0S8 ~]# vi /etc/rsyslog.d/130-mysql.conf

al Ll



(5) F&%E MySQL log #2%%| N-Reporter

# Send MySQL log to N-Reporter

input (type="imfile" File=" " Tag="mysql" Severity="info" Facility=
"local3" Ruleset="nreporter")

input (type="imfile" File=" " Tag="mysql" Severity="warning"
Facility="local3" Ruleset="nreporter")

input (type="imfile" File=" " Tag="mysql" Severity="error" Facility="local3"
Ruleset="nreporter")

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

A X FEIFEEA MySQL HEEIEHEZ=A N-Reporter 4% IP address

(6) ZERI Rsyslog BR##EE2 Rsyslog RIFIER

# systemctl restart rsyslog && systemctl status rsyslog

al Ll



2 Ubuntu 21

21 #RiE§ MySQL REE

(1) EE MysSQL hR=

# mysql -V

root@buntu2l :~# mysql -V

mysql Ver 8.0.26-0ubuntu®.21.04.3 for Linux on x86_64 ((Ubuntu))
root@buntu2l:~#

(2) #W¥E MySQL Server s%EE

# vi /etc/my.cnf.d/mysql-server.cnf

root@buntu2l:~# vi /fetc/mysql/mysqgl.conf.d/mysqld.cnf

(3) 7% MysqL i2sk

ROERTEIER

# General and Slow logging
log-output=FILE

A RUE RS RC &%
general-log=1
ERRIRER

general_log_file=/var/log/mysql/mysql-gen.log
FRUIEEAC iR

slow—-query-log=1
IBEMRRESR

slow_query_log_file=/var/log/mysql/mysql-slow.log
HITHBIR 10 P RCHR

long_query_time=10
SEERACERIE R

# Error Logging.
log-error=/var/log/mysql/mysqld.log

log output=FILE

general log=1

general log file=/var/log/mysql/mysql gen.log
slow query log=1
slow_query_log_file=/var/log/mysgl/mysqgl_slow.log
long_query_time=10

log error=/var/log/mysql/error.log

al Ll



(4) ER MysQL IR#MEEE MySQL RRIFIES

# systemctl restart mysql && systemctl status mysql

status mysqgl

enabled; wvendor preset:; enabled)

¥ited,

B al Ll



2.2 %7 Rsyslog 52§ MySQL log

(1) 8= rsyslog &

root@buntu2l:~# rsyslogd -v
rsyslogd 8.2 0 (aka 2021.02) compiled with:
PLATFORM: %86 B4-pc-linux-gnu
PLATFORM (1sb_release -d):
FEATURE REGEXP: Yes
GSS5API Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No

uuid support: Yes

systemd support: Yes

Config file: Jetc/rsyslog.conf

PID file: /run/rsyslogd.pid
: 64

See https://www.rsyslog.com for more information.
root@buntu2l :~#

=

(2) #WE8 rsyslog :&EE

root@buntu2l:~# vi /etc/rsyslog.conf

(3) 7N&E imfile ¥ A5

module(load="imfile") # provides support for file logging

module (load=

module(load=

o

(4) %18 rsyslog B9 130-mysql.conf % EE

root@buntu2l:~# vi /etc/rsyslog.d/130-mysgl.conf

al Ll



(5) F&%E MySQL log #2%%| N-Reporter

# Send MySQL log to N-Reporter

input (type="imfile" File=" " Tag="mysql" Severity="info" Facility=
"local3" Ruleset="nreporter")

input (type="imfile" File=" " Tag="mysql" Severity="warning"
Facility="local3" Ruleset="nreporter")

input (type="imfile" File=" " Tag="mysql" Severity="error" Facility="local3"

Ruleset="nreporter")

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

A EXFEBERA MySQL HEEEEIEE 2 N-Reporter 4% IP address

(6) ZERI Rsyslog BR#FM#E2 Rsyslog RIFIERE

# systemctl restart rsyslog && systemctl status rsyslog

FERAEHY MySQL log #RA 2

(7) ERI Rsyslog AR#MT#EE Rsyslog fR#IESR
# 11 /var/log/mysql/

root@buntu2l:~# 11 /var/log/mysql/

total 24

drwxr-%x--- 2 mysql adm 4096 5

drwxrwxr-x 10 root syslog 4096 S
mysql adm 7194
mysqgl mysql 178
mysql mysql 178

root@lbuntu2l :~#

o f
error.log

W oW W o w

mysql slow.log

al Ll



(8) fErX MySQL log HEMRIEAESDEET
# chmod o+x /var/log/mysql/*.log

root@buntu2l:~# chmod o+r /var/log/mysqgl/*.log

(9) #E MySQL log #PR
# 11 /var/log/mysql/

root@buntu2l:~# 11 /var/log/mysql/

total 24

drwxr-x- - 2 mysqgl adm 4096 Sep

drwxrwxr-x 10 root syslog 4096 Sep : .

-rwW-r--r-- mysql adm 7194 Sep 3 02:16 error.log
“rwW-r--r-- mysgl mysql 178 Sep 02:16 mysql_gen.log
-MwW-r--r-- mysql mysql 178 Sep B2:16 mysql_slow.log
root@buntu2l:~#

(10) ZEFR rsyslog BRFEFNTERD rsyslog FRIFIEE

# systemctl restart rsyslog && systemctl status rsyslog

d 3] from systemd.

al Ll
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3 Windows 2019

3.1 NXLog

31.1 NXLog %4t

(1) TF& NXLog CE(Community Edition

BIEASE https ://nxlog.co/products/nxlog-community- edition/download

TE AU FRFTAR nxlog-ce-x.x.xxxx.msi - & 6l: nxlog-ce-3.2.2329.msi

Windows x86-64 nxlog-ce-3.2.2329.msi
Af © BFHZE N NXLog 32bit A7 - FEFFIER -

(2) %% NXLog
-> FHE [nxlog-ce-3.2.2329.msi] -> 1% [Next ].

8 NXLog-CE Setup

me to the NXLog-CE Setup Wizard

ard will install Ni¥Log-CE on your computer,
rontinue or Cancel bo exit the Setup Wizard,

o e ] oo |

11

r"
&

N

Y N-Partner


https://nxlog.co/products/nxlog-community-edition/download

-> Z)#E [l accept the terms in the License Agreement], 3% [Next] .

{i& NXLog-CE Setup [_ Ol %]
End-User License Agreement 2
Please read the Foliowing license agreement carefully ;
NXLOG PUBLIC LICENSE v1.0 :‘:I

1. DEFINITIONS
“License” shall mean version 1.0 of the WXLOG PUELIC
LICENSE, i.e. the terms and conditions set forth in this document;
“Software” shall mean the source code and object code form, all
associated media, pnnted matenals, and "online” or electronic
documentation. All such software and matenals are referred to LI

F I accept the terms in the License Agreement

Prink | Badk | Cancel |

-> 1% [Next]. (FERRZ &% C:\Program Files\nxlog\)

i NXLog-CE Setup [_[O[=]
Destination Folder .
Click Mext to install to the default folder or cick Change to choose another,

Install MiLog-CE to:

|C:'I.F'rl:u;ram Files\rxlog)

Change, ., |

=
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-> 1% [Install].

it NXLog-CE Setup [_[=lx=]

Ready to install N¥Log-CE @

Click Install ko begin the installation. Chick Back bo review or chanoe any of wour
installation settings. Click Cancel bo exit the wizard.,

Back |I Install ! Cancel |

-> 1% [Finish].

i NXLog-CE Setup [_ =]

Completed the NXLog-CE Setup Wizard

Click the Finish button bo exit the Setup Wizard,

[~ Open README . txt to read important installation nokes

Bac |! Finish !! izancel

MV N-Partner
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3.1.2 NXLog :&EME T &

(1) FERL [Windows PowerShell]

Lo

Windows
PowerShell

(2) T& nxlog_MySQL.conf ii @2 NXLog X E1E -

NE3E#EL © http://www.npartnertech.com/download/tech/nxlog_MySQL.conf
PS C:\> Invoke-WebRequest -Uri

'C:\ \nxlog\conf\nxlog.conf'

EN =588 R: Windows PowerShell - 0 b
PSS C:vy Invoke—WebRequest

PS Gy o

A &86IZ NXLog 64bit fRAS - 22 NXLog 32bit 17T - AL BN FEMIFANA FERE 'C: \Program Files (x86)

\nxlog\conf\nxlog.conf'

%y N-Partner
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3.1.3 NXLog :&E1E

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4
define BASEDIR C:\Logs

define ROOT C:\Program Files\nxlog

Moduledir %R0O0T}\modules
CacheDir %R0O0T\data

Pidfile %RO0T%\data\nxlog.pid
SpoolDir %R00T%\data

LogFile %LOGDIR%\nxlog.log

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For MySQL general log file use the following:
<Input in_generallog>

Module im_file

File '%BASEDIRY%\mysql-gen.log'

Exec $SyslogFacilityValue = 6;

SavePos TRUE

ReadFromLast TRUE
</Input>

## For MySQL Slow log file use the following:
<Input in_slowlog>

Module im_file

File '%BASEDIRY\mysql-slow.log"

Exec $SyslogFacilityValue = 4;

SavePos TRUE

ReadFromLast TRUE
</Input>

## For MySQL error log file use the following:
<Input in_errorlog>

Module im_file

File '%BASEDIRY%\mysql.err'

Exec $SyslogFacilityValue = 3;

SavePos TRUE

ReadFromLast TRUE
</Input>

<Output out_mysqllog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue
Exec to_syslog_bsd();
</Output>

<Route mysqllog>

Path in_generallog, in_slowlog, in_errorlog => out_mysqllog
</Route>

EBXFEIFFE A N-Reporter 4% IP address 1 MySQL HiE B EEZR

EBUREEBABTER SEHME BERAER 1. 7EEE R (") 2. ISR EEUTF-8 LIRS s
RIS AR TS FAIE B R -

I al L




3.1.4 NXLog RAENARTS

(1) FERL [Windows PowerShell]

&
Windows
PowerShell

(2) R4Eh NXLog BR#% - ##ZE NXLog AR#5HH#:2 NXLog 2 AR R

PS C:\> Start-Service -Name nxlog
PS C:\> Get-Service -Name nxlog
PS C:\> Get-Content 'C:\Program Files\nxlog\data\nxlog.log'

PSS C:s> Start—Service nxlog
P8 C:%> Get—Service nxlog

Status Mame DisplayMame

Running nxlog nxlog

PS5 C:x> Get—Content
2021-87-83 16:17:58 INF0 nxlog-—ce—-2.18.2158 started
PS C:s>

=) N-Partner
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3.2 MySQL

3.21 #R¥E MySQL RELE

(1) FAEY [Windows PowerShell] - 4R¥E my.ini & €&

PS C:\>notepad C:\ProgramData\MySQL\ \my.ini

EN %FETER: Windows PowerShell - O b4
%2 notepad GisProgramDatasHySQLAHySQL Server H.Wsmy.ini

PSS Caw>

AL B FENIEEE A MySQL ARFEhRZR

(2) #/TE MySQL =Tk

FCERTEIE R
# General and Slow logging
log-output=FILE

F R E RO RC &%
general-log=1
ERIRCERER

general_log_file="

R R &R0 B
slow-query-log=1

EEE R CES
slow_query_log_file=''

#}ATHBIB 10 FORCEE

long_query_time=10

SHERACERIE R
# Error Logging.
log-error=""

#-General -and-Slow- logging.
log-output=FILE

general-log=1

general log file="mysql-gen.log"
slow-query-log=1

slow _query log file="mysgl-slow.log"

long query time=10
#-Error-Logging.
log-error="mysql.err”

LN FEMIEE A MySQL HEEiE#

» Partner
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3.2.2 R MySQL AR

(1) FERL [Windows PowerShell]

o
Windows
PowerShell

(2) ER MysaQL ARFEMERE MySQL RIS

PS C:\> Restart-Service -Name "

PS C:\> Get-Service -Name "

EN i E1EE: Windows PowerShell — O by
PS8 C:%> Restart—-Service

WARNING: Waiting for service *"HySQL8A (MySQLEBAY' to start...
PS8 C:=%>» Get-Service

ftatus Hame DisplayName

HySQLB@

LB FENIEE A MySQL ARFEhRZ

=) N-Partner
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4 Windows 2022

41 NXLog

411 NXLog &%

(1) TF& NXLog CE(Community Edition

BIEASE https ://nxlog.co/products/nxlog-community- edition/download

TE AU FRFTAR nxlog-ce-x.x.xxxx.msi - & 6l: nxlog-ce-3.2.2329.msi

Windows x86-64 nxlog-ce-3.2.2329.msi

it - BHRE & NXLog 32bit R - FFEFHMER -

(2) %% NXLog
-> FHE [nxlog-ce-3.2.2329.msi] -> 1% [Next ].

8 NXLog-CE Setup

me to the NXLog-CE Setup Wizard

ard will install Ni¥Log-CE on your computer,
rontinue or Cancel bo exit the Setup Wizard,

o e ] oo |

19
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https://nxlog.co/products/nxlog-community-edition/download

-> Z)#E [l accept the terms in the License Agreement], 3% [Next] .

{i& NXLog-CE Setup [_ Ol %]
End-User License Agreement 2
Please read the Foliowing license agreement carefully ;
NXLOG PUBLIC LICENSE v1.0 :‘:I

1. DEFINITIONS
“License” shall mean version 1.0 of the WXLOG PUELIC
LICENSE, i.e. the terms and conditions set forth in this document;
“Software” shall mean the source code and object code form, all
associated media, pnnted matenals, and "online” or electronic
documentation. All such software and matenals are referred to LI

F I accept the terms in the License Agreement

Prink | Badk | Cancel |

-> 1% [Next]. (FERRZ &% C:\Program Files\nxlog\)

i NXLog-CE Setup [_[O[=]
Destination Folder .
Click Mext to install to the default folder or cick Change to choose another,

Install MiLog-CE to:

|C:'I.F'rl:u;ram Files\rxlog)

Change, ., |

=

20
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-> 1% [Install].

it NXLog-CE Setup [_[=lx=]

Ready to install N¥Log-CE @

Click Install ko begin the installation. Chick Back bo review or chanoe any of wour
installation settings. Click Cancel bo exit the wizard.,

Back |I Install ! Cancel |

-> 1% [Finish].

i NXLog-CE Setup [_ =]

Completed the NXLog-CE Setup Wizard

Click the Finish button bo exit the Setup Wizard,

[~ Open README . txt to read important installation nokes

Bac |! Finish !! izancel

MV N-Partner
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4.1.2 NXLog iREME T &

(1) FERL [Windows PowerShell]

(o

Windows
PowerShell

(2) T& nxlog_MySQL.conf ii @2 NXLog X E1E -

NE3E#EL © http://www.npartnertech.com/download/tech/nxlog_MySQL.conf

R A EHIZ NXLog 64bit M4 - 72 NXLog 32bit 7T + AL FEMUIBUA FERE 'C: \Program Files (x86)

\nxlog\conf\nxlog.conf"'

» Partner
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41.3 NXLog :&*EE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4
define BASEDIR C:\Logs

define ROOT C:\Program Files\nxlog

Moduledir %R0O0T}\modules
CacheDir %R0O0T\data

Pidfile %RO0T%\data\nxlog.pid
SpoolDir %R00T%\data

LogFile %LOGDIR%\nxlog.log

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For MySQL general log file use the following:
<Input in_generallog>

Module im_file

File '%BASEDIRY%\mysql-gen.log'

Exec $SyslogFacilityValue = 6;

SavePos TRUE

ReadFromLast TRUE
</Input>

## For MySQL Slow log file use the following:
<Input in_slowlog>

Module im_file

File '%BASEDIRY\mysql-slow.log"

Exec $SyslogFacilityValue = 4;

SavePos TRUE

ReadFromLast TRUE
</Input>

## For MySQL error log file use the following:
<Input in_errorlog>

Module im_file

File '%BASEDIRY%\mysql.err'

Exec $SyslogFacilityValue = 3;

SavePos TRUE

ReadFromLast TRUE
</Input>

<Output out_mysqllog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue
Exec to_syslog_bsd();
</Output>

<Route mysqllog>

Path in_generallog, in_slowlog, in_errorlog => out_mysqllog
</Route>

EBXFEIFFE A N-Reporter 4% IP address 1 MySQL HiE B EEZR

EBUREEBABTER SEHME BERAER 1. 7EEE R (") 2. ISR EEUTF-8 LIRS s
RIS AR TS FAIE B R -

I al L




4.1.4 NXLog RAENBRTS

(1) FERL [Windows PowerShell]

Windows
PowerShell

(2) R4Eh NXLog BR#% - ##ZE NXLog AR#5HH#:2 NXLog 2 AR R

PS C:\> Start-Service -Name nxlog
PS C:\> Get-Service -Name nxlog
PS C:\> Get-Content 'C:\Program Files\nxlog\data\nxlog.log'

EN Administrator: Windows PowerShell

Start-Service nxlog
Get-Service nxlog

Name DisplayMame

nxlog nxlog

-Content
2 WARNING no functional input modules!
2 WARNING no routes defined!

142 INFO nxlog-ce-3.2.2329 started

Fartnel
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4.2 MysQL

421 #REE MySQL :ZEHE

(1) FAEY [Windows PowerShell] - 4R¥E my.ini & €&

PS C:\>notepad C:\ProgramData\MySQL\ \my.ini

EN Administrator: Windows PowerShell

S C:\» notepad C:\ProgramData\MySQL\MySQL Server 9.@8\my.ini

(LN FEMIEE A MySQL ARFS AR

(2) %% MySQL io%

ROEIRTEIE R

# General and Slow logging
log-output=FILE

FR B RO RC #%
general-log=1
ERRIRER
general_log_file="
FRUI2 B RC iR
slow-query-log=1
1B ERRCEIESR
slow_query_log_file=""
ATHBIB 10 PORCER
long_query_time=10
FEERACERIE SR

# Error Logging.
log-error=""

# General and Slow logging.
log-output=FILE

general-log=1

general log file="mysqgl-gen.log"
slow-query-log=1

slow _query log file="mysql-slow.log"
long query time=180

# Error Logging.
log-error="mysgl.err"”

LN FEMIEE A MySQL HEEiE#

al Ll
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4.2.2 ERI MySQL ARFS

(1) FERL [Windows PowerShell]

Windows
PowerShell

(2) ER MysaQL ARFEMERE MySQL RIS

PS C:\> Restart-Service -Name "
PS C:\> Get-Service -Name "

\» Restart-Service
\» Get-Service

WETH DisplayName

Running MySQL98 MySQLOS

AL B FENIEE A MySQL ARFEhRAS

Fartner
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5 N-Reporter

(1) #i8 MysaQL =&
REEIE] -> [RERMARE] -> FE (AL

O
||I||I
131

.. @) Global (10/10)

= e

1 =H&E (0/3)

= zgz=

REEEESE

HEMREE

mEAERE

HEESSE
RERTEE=EDY

e

& s5em

B r==m

AARERRE

27
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(2) EERBEEE

42 [Application/DB/OS/Server]-> 2% [5EE )

aha BEINEDE x

a fRiE

Switch / Router

32 (Swilch

Firewall / IPS / Load Balancer /{ NAC / UTM /
WAF { Wireless

i
i
kL2
¥
ot
1

N-Cloud / N-Reporter / N-Probe

MCloud 2 NReporter S S% 2 S EUTSIET Syslog = N

Auto / More / User Defined Format

1553
W

&g

Al
il

BERER SIEET ERE
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()

RBERRE
B AR H BTN IP->Syslog ERMETVEREE [MySQL]-> FE [N —F]

MRS - RREERE x

HREARTE

P

HREW

MySQL-192,168.8.196

IP -~

192.168.8.186

Pl

Global

Syslog HEH#EZ O

MySQL

araresto ([

SNMP Model &

=EH

Web B0
BEGEE S0
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