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AN N-Reporter 5 F & 21T B Open Source T & NXLog /305 & MS SQL SHFCEE -
NXLog TE#§ MS SQL SHaCi#8Em, syslog - B{E2£%| N-Reporter #UIEFRE ~ BB DT -
IS AE RS MS SQL 2008 / 2012 / 2016 / 2019 /2022 kR -

sqlemd AFB#2 3 © https://docs.microsoft.com/zh-tw/sql/tools/sqlcmd-utility?view=sql-server-ver15s

BREHEEC C2 ¥E4% : https://learn.microsoft.com/zh-tw/sql/database-engine/configure-windows/c2-audit
-mode-server-configuration-option?view=sql-server-veri5

sys.dm_exec_sessions FRHE * https://docs.microsoft.com/zh-tw/sql/relational-databases/system-dynamic-manag
ement-views/sys—-dm-exec-sessions-transact-sql?view=sql-server-ver1b

sys.trace =18 * https://docs.microsoft.com/zh-tw/sql/relational-databases/system-catalog-views/sys-traces-t
ransact-sql?view=sql-server-veri5

RUARBRKRHSHRMUEIREETE | https://docs.microsoft.com/zh-tw/sql/database-engine/configure-windows/com
mon-criteria-compliance-enabled-server-configuration-option?view=sql-server-veri5

HREB AEZ * https://docs.microsoft.com/zh-tw/sql/ssms/configure-login-auditing-sql-server-management-s
tudio?%20view=sql-server-2017&view=sql-server-ver15#SSMSProcedure

B R EZRE * https://docs.microsoft.com/zh-tw/sql/relational-databases/security/auditing/create-a-ser
ver-audit-and-server-audit-specification?view=sql-server-veri5

Bl EEZRAE * https://docs.microsoft.com/zh-tw/sql/relational-databases/security/auditing/create-a-ser
ver-audit-and-database-audit-specification?view=sql-server-verl§

ErZENERE A * https://docs.microsoft.com/zh-tw/sql/relational-databases/security/auditing/sql-server-aud

it-action-groups-and-actions?view=sql-server-verl5

MS SQL Server SZIEFEZECIEIRA

hRA SQL Server 2008 SQL Server 2012 and 2014 | SQL Server 2016, 2019 and 2022
Enterprise | EARSEMEREREAR | ER[IBANERERE R EARERMNE R EE 4R
Developer | AfRBMERERERK | RRRIMNERERE LR BIRBAER EE R
Standard | A& ERERE R EIREBRANE R EE R
Web A& Gl TR BARBAER EE R
Express AZIE ERERE LR BAIRBRANER ERE R
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1 NXLog

1.1 NXLog &%

(1) T& NXLog CE(Community Edition

BIEAALE https ://nxlog.co/products/nxlog-community- edition/download

TEAU AR AR nxlog-ce-x.x.xxxx.msi - #fl: nxlog-ce-3.2.2329.msi

Windows x86-64

it 1 BHRE N NXLog 32bit R - FFEFMIER -

(2) %% NXLog
-> ZHE [nxlog-ce-3.2.2329.msi] -> 1% [Next ].

i NXLog-CE Setup

nxlog-ce-3.2.2329.msi

r"
&

N
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https://nxlog.co/products/nxlog-community-edition/download

-> Z)#E [l accept the terms in the License Agreement], 3% [Next] .

{i& NXLog-CE Setup [_ Ol %]
End-User License Agreement 2
Please read the Foliowing license agreement carefully ;
NXLOG PUBLIC LICENSE v1.0 :‘:I

1. DEFINITIONS
“License” shall mean version 1.0 of the WXLOG PUELIC
LICENSE, i.e. the terms and conditions set forth in this document;
“Software” shall mean the source code and object code form, all
associated media, pnnted matenals, and "online” or electronic
documentation. All such software and matenals are referred to LI

F I accept the terms in the License Agreement

Prink | Badk | Cancel |

-> 1% [Next]. (FERRZ &% C:\Program Files\nxlog\)

i NXLog-CE Setup [_[O[=]
Destination Folder .
Click Mext to install to the default folder or cick Change to choose another,

Install MiLog-CE to:

|C:'I.F'rl:u;ram Files\rxlog)

Change, ., |

=

o
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-> 1% [Install].

it NXLog-CE Setup [_[=lx=]

Ready to install N¥Log-CE @

Click Install ko begin the installation. Chick Back bo review or chanoe any of wour
installation settings. Click Cancel bo exit the wizard.,

Back |I Install ! Cancel |

-> 1% [Finish].

i NXLog-CE Setup [_ =]

Completed the NXLog-CE Setup Wizard

Click the Finish button bo exit the Setup Wizard,

[~ Open README . txt to read important installation nokes

Bac |! Finish !! izancel

MV N-Partner



1.2 NXLog s&EE T &
1.21 MS SQL Et:EERE

(1) FERL [Windows PowerShell]

Lo

Windows
PowerShell

(2) T&k NXLog MS SQL E#&#i AR EE -> B= Windows %4 NXLog & EE

NE#EL © http://www.npartnertech.com/download/tech/nxlog MSSQL.conf

EN &:5FE R Windows PowerShell — O x

R #FEEBIZ NXLog 64bit A A - 2 NXLog 32bit 17T - AL BXFEMUBBIAFERE 'C: \Program Files (x86)

\nxlog\conf\nxlog.conf'

=) N-Partner


http://www.npartnertech.com/download/tech/nxlog_MSSQL.conf
http://www.npartnertech.com/download/tech/nxlog_MSSQL.conf

1.2.2 MS SQL Cluster £&£:8EE

(1) FERL [Windows PowerShell]

Lo

Windows
PowerShell

(2) T&k NXLog MS SQL Cluster & AR EE -> BZ= Windows %4t NXLog R EE

NE#EL ¢ http://www.npartnertech.com/download/tech/nxlog_MSSQLcluster.conf

PS C:\> Invoke-WebRequest -Uri
-OutFile 'C:\

R EHIZ NXLog 64bit M A - 72 NXLog 32bit 7t « AL X FEMUBUA FERE 'C: \Program Files (x86)

\nxlog\conf\nxlog.conf"'

=) N-Partner


http://www.npartnertech.com/download/tech/nxlog_MSSQLcluster.conf
http://www.npartnertech.com/download/tech/nxlog_MSSQLcluster.conf

1.3 NXLog & E1E

1.3.1 MS SQL EBE#REE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define ROOT C:\Program Files\nxlog

define CERTDIR %RO0T%\cert

define CONFDIR %RO0T%\conf

define LOGDIR J%RO00T%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILEY

Moduledir %RO0T%\modules
CacheDir %R0O0TY%\data

Pidfile %RO0T%\data\nxlog.pid
SpoolDir %R00T%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For MS SQL instance Event Log use the following:
<Input im_sqllog>
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList> \
<Query Id="0"> \
<Select Path="Application">*[System[(Provider [@Name='MSSQLSERVER']]]</Select> \
</Query> \
</QueryList>
</Input>

<0utput out_sqllog>
Module om_udp
Host %NCloud¥%
Port 514
Exec $SyslogFacilityValue = 18;
Exec $Message = "MSSQLSERVER" + ": " + string($EventID) + ": " + $Message;
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') {$SyslogSeverityValue = 3;}\
else if ($EventType == 'WARNING') {$SyslogSeverityValue = 4;3}\
else if ($EventType == 'INFO' or $EventType == 'AUDIT_SUCCESS') {$SyslogSeverityValue = 5;}
Exec to_syslog_bsd();
</0Output>

<Route sqllog>
Path in_sqllog => out_sqllog
</Route>

## For Windows Event log use the following:
<Input in_eventlog>
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList> \
<Query Id="0"> \
<Select Path="Security">*[System[(EventID=4624 or EventID=4625 or EventID=4626
or EventID=4627 or EventID=4634 or EventID=4646 or EventID=4647 or EventID=4648 or EventID=4649 or
EventID=4672 or EventID=4675)]]</Select> \
<Select Path="Security">*[System[(EventID=4778 or EventID=4779 or EventID=4800
or EventID=4801 or EventID=4802 or EventID=4803 or EventID=4964 or EventID=4976 or EventID=5058 or
EventID=5059 or EventID=4061)]]</Select> \
<Select Path="Security">*[System[(EventID=5378 or EventID=5379 or EventID=5632
or EventID=5633 or EventID=4768 or EventID=4769 or EventID=4770 or EventID=4771 or EventID=4772 or
EventID=4773 or EventID=4774)]]</Select> \
<Select Path="Security">*[System[(EventID=4775 or EventID=4776 or EventID=4777
or EventID=4820 or EventID=4720 or EventID=4722 or EventID=4723 or EventID=4724 or EventID=4725 or
EventID=4726 or EventID=4727)]]1</Select> \
<Select Path="Security">*[System[(EventID=4731 or EventID=4732 or EventID=4733
or EventID=4734 or EventID=4735 or EventID=4738 or EventID=4739 or EventID=4740 or EventID=4749 or
EventID=4750 or EventID=4751)]]1</Select> \

I al L




<Select Path="Security">*[System[(EventID=4752 or EventID=4753 or EventID=4764
or EventID=4765 or EventID=4766 or EventID=4767 or EventID=4780 or EventID=4781 or EventID=4782 or
EventID=4793 or EventID=4794)]]1</Select> \
<Select Path="Security">*[System[(EventID=4797 or EventID=4798 or EventID=4799 or
EventID=5376 or EventID=5377)]]1</Select> \
</Query> \
</QueryList>

</Input>

<Output out_eventlog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 17;
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') {$SyslogSeverityValue = 3;}\
else if ($EventType == 'WARNING') {$SyslogSeverityValue = 4;}\

else if ($EventType == 'INFO' or $EventType == 'AUDIT_SUCCESS') {$SyslogSeverityValue = 5;}
Exec to_syslog_bsd();
</0Output>

<Route eventlog>

Path in_eventlog => out_eventlog
</Route>

EBXFEMIFER A N-Reporter 4% IP address

define NCloud 192.168.8.4

RXHSBHIRIFER 64bit (FEZRA - BIFELRMIRIZS 32bit BB PRE

define ROOT C:\Program Files (x86)\nxlog
EEBXFEMIFR A MS SQL MITERSBHE

<Select Path="Application">*[System[(Provider [@Name="'MSSQLSERVER']]]</Select> \

EBUREEBABTES SEHME BERAMER 1. ZREBAFBERE EERE (1) 2. RIBFERUTF-8 IR RiSHE
RIS RIS AL R RN -

g EE(E): |ANSI v =E(S) | B

Unicode

Unicode big endian
UTF-8 |2

al Ll



1.3.2 MS SQL Cluster £&£:8EE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOTY%\cert

define CONFDIR %RO0T%\conf

define LOGDIR J%RO0T%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILEY

Moduledir %RO0O0T%\modules
CacheDir %R0O0TY%\data

Pidfile %RO0T%\data\nxlog.pid
SpoolDir %R00T%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For MS SQL instance Event Log use the following:
<Input im_sqllog>
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList> \
<Query Id="0"> \
<Select Path="Application">*[System[(Provider [@Name='MSSQLSERVER']]]</Select> \
</Query> \
</QueryList>
</Input>

<0utput out_sqllog>
Module om_udp
Host #%NCloud?
Port 514
Exec $SyslogFacilityValue = 18;
Exec $Message = "MSSQLSERVER" + ": " + string($EventID) + ": " + $Message;
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') {$SyslogSeverityValue = 3;}\
else if ($EventType == 'WARNING') {$SyslogSeverityValue = 4;}\
else if ($EventType == 'INFO' or $EventType == 'AUDIT_SUCCESS') {$SyslogSeverityValue = 5;}
Exec to_syslog_bsd();
</0Output>

<Route sqllog>
Path in_sqllog => out_sqllog
</Route>

## For Windows Event log use the following:
<Input in_eventlog>
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList> \
<Query Id="0"> \
<Select Path="Security">*[System[(EventID=4624 or EventID=4625 or EventID=4626
or EventID=4627 or EventID=4634 or EventID=4646 or EventID=4647 or EventID=4648 or EventID=4649 or
EventID=4672 or EventID=4675)]]</Select> \
<Select Path="Security">*[System[(EventID=4778 or EventID=4779 or EventID=4800
or EventID=4801 or EventID=4802 or EventID=4803 or EventID=4964 or EventID=4976 or EventID=5058 or
EventID=5059 or EventID=4061)]]</Select> \
<Select Path="Security">*[System[(EventID=5378 or EventID=5379 or EventID=5632
or EventID=5633 or EventID=4768 or EventID=4769 or EventID=4770 or EventID=4771 or EventID=4772 or
EventID=4773 or EventID=4774)]]</Select> \
<Select Path="Security">*[System[(EventID=4775 or EventID=4776 or EventID=4777
or EventID=4820 or EventID=4720 or EventID=4722 or EventID=4723 or EventID=4724 or EventID=4725 or
EventID=4726 or EventID=4727)]]1</Select> \
<Select Path="Security">*[System[(EventID=4731 or EventID=4732 or EventID=4733
or EventID=4734 or EventID=4735 or EventID=4738 or EventID=4739 or EventID=4740 or EventID=4749 or
EventID=4750 or EventID=4751)]]1</Select> \
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<Select Path="Security">*[System[(EventID=4752 or EventID=4753 or EventID=4764
or EventID=4765 or EventID=4766 or EventID=4767 or EventID=4780 or EventID=4781 or EventID=4782 or
EventID=4793 or EventID=4794)]]</Select> \
<Select Path="Security">*[System[(EventID=4797 or EventID=4798 or EventID=4799 or

EventID=5376 or EventID=5377)]]1</Select> \

<Select Path="Microsoft-Windows-FailoverClustering/ClusterSetDiagnostic">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering/Diagnostic">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering/DiagnosticVerbose">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering/Operational">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering-CsvFs/Operational">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering-Manager/Admin">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering-Manager/Diagnostic">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering-Manager/Tracing">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering-NetFt/Operational">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering-Clusport/Operational">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering-ClusBflt/Management">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering-ClusBf1lt/Operational">*</Select> \

</Query> \
</QueryList>

</Input>

<Output out_eventlog>
Module om_udp
Host %NCloud¥%
Port 514
Exec $SyslogFacilityValue = 17;
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') {$SyslogSeverityValue = 3;3}\
else if ($EventType == 'WARNING') {$SyslogSeverityValue = 4;}\
else if ($EventType == 'INFO' or $EventType == 'AUDIT_SUCCESS') {$SyslogSeverityValue = 5;}
Exec to_syslog_bsd();
</0Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>

EBXFEMIFER A N-Reporter 4% IP address
AN EHBIRIRR 64bit 1ER R - BIFEZRRIRIES 32bit B AU TRE
BN FEAIFEEA MS SQL HTEEEME

<Select Path="Application">*[System[(Provider [@Name='MSSQLSERVER']]]</Select> \

ENREEABTER »ENiE BERKER 1. FREEBHBER FIBEESR (') - 2. RBHEREUTF-8” LI RwmiSiE
RIS IRTF A IE B R -

Z=EE(N) |n;-:|og.car“' v

EERE LE(E): |ANSI ~ =8 (9) | e

Unicode

Unicode big endian
UTF-8 |2

al Ll
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1.4 NXLog EYEhARFS

(1) FBEEX [Windows PowerShell]

o

Windows
PowerShell

(2) RXEh NXLog AR5 - ##Z& NXLog AR#5H1#:2 NXLog 2 AFHRMN R

PS C:\> Restart-Service -Name nxlog

PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType
PS C:\> Get-Content 'C:\Program Files\nxlog\data\nxlog.log'

N %5 EE8: Windows PowerShell - O x

C:\> Restart—Service nxlog
C:\> Get—Service nxlog | Select—-Object Name .Status .StartType

LETTS Status StartType

nxlog Running Automatic

PS C:\> Get—-Content
2022-83-88 16:43:19 INFO nxlog-ce—-3.08.2272 started
PS C:\> _

(3) FARX [AR#5] ThaE

PS C:\> Services.msc

=) N-Partner
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e
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(4) FARY NXLog IRIEAZA
212 [NXLog] -> || B [N

G BB - O
SE0 BEW WAV BEEH
ﬁ#|ﬁl&+|ﬁl| > enn

la} RS
NXLog = : e e  s9mD BARS
15): Network Location Awareness WEEEZ . mTz =5 Network Service
el "

SRR Es -Q; Network Setup Service TEEESE.. FH(ERE.. Local System

— L

Local System

.ﬁﬁ . ible fo B a3 ocal m

is service is responsible for

running the NXLog agent. See h entio h.. EEE Local Sysem
www.nxlog.co. -Q; Optimize drives EIEELE.. Fa Local System
\ e EE/

(5) [—HR] EE -> 1ER; FIENER: [BE (TEERE
NXLog NS (ZEEE) x

—& |BA &F #Ee

EHRE: ndog
BTEE NXLog
it This service is responsible for running the NXLog

agent. See www.nilog.co.

EIMTEAERES
"CA\Program Files\nxlog\nxlog.exe” -¢ "C:\Program Files\nxlog\confinxlog

EEMT(E): =¥ (ZZEE) v

LR ns
g || eem || =EE £ER)
AL EEeETEEERRSEERNSY -

Ev@hZR B

| == |  E =5@
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(6) [EIR] EE -> HR; F—REKMEF: B ZRKMET: MEBERME: [EFREIRE] > & [EE]

NXLog A% (ZBEE)
- BA | ®F |Eme
SRsEEsyRoEEER - EEEEEEETE
E-REHEE: EFEOEE vl
ZRERBS): EFEOER v/
SEEHB): EFEOEE v|
EETHFENEERERHBO): %
SETHREEEFEDERV): E:
[ eRsEesTE L FERaafs - SREFFOULEER)..
naes
HHE).-
S M8y
SENEH MMM SSFIRRE (fail=%1%)

X
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2 SQL2008

21 EHREA

RUAE ATER - LIEESR SQL Server Database Engine B AJEE) - 3REEMNBEFHEIE) MS SQL Server fR7% -
UM H R AERTEMESTEREAT °

211 EREFE TEASRNEE

(1) FBARY [SQL Server Management Studio]

(2) BWAGRRRE > BEEABRESN > 17 EHE

FEEIERS |
ﬁ Microsoft*
SQL Server2008

{FR B RARY(T): | Database Engine -l
AR 8844 (=): flocalhost ~]
Wik (4): [SQL Server K88 -l

AL = -]

Ei!f—pjf |Jnuutu

v SETEM
EEC) wE | mm | wEo)>

MV N-Partner
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(3) % [ARFZBE] KBEGR > MHE [Bi)

EEF REE #BRE IRO |EW) H#AITFC HAM

| Ll sREsEIOn
iR

Lihhh | EHS B

7 B Dot BEC).
2

S RG L PREEED)
s SRG).
[ =l
ﬁ S0L Server Agent HEER0)

SRR AR M)

ErEhiz)

=T

s

HEIEE)

EIRErEhL)

ERID b
Facet(d)

ErEh PowerShelliH)
#£=0 b

ENEREF

BhEE v
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(4) EE [REH] EH > BESARK: (RMABIINEA] > & [EE]

E AE=ERH - WIN2008
B BIEE

=] E3

BLET
=4 T Windows BREE (W)
s  SQL Server B Windows BB (5)
R

BAGEH

-1

O (EFREMEIEA F)
" {HPRAREHEDE A
(+ £MF0ERTHEIE A

{E1ARER Proxy IRF

I~ BFA (AR 88 Proxy HRF (V)

Proxoy HEF(R) I

EET) I*- P
 =m
{E1AR 88
: [ B"F Common Criteria BEE(0)
B ™ B C2 E1EENLE)
=)
[ B AR C)
4] WIREERE
Thik

E’EFEI Ciits
&
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(5) EHFLEN MS SQL SERVER MR
£ [BReR 28] B EARE > hE [EFNE)

'-- Microzsoft SQL Server Management Studio

EFEE fREE ®EAV) IAT J/BEMW HEIFO HBEM
S HE |8,

) wimnon | G |2 B 55
DHHEE :

o x

EEO)- (%W m T ]S
E] Y - (S0L Server 10101600 - =a
EEC)...
[ (ARRES PEREED)
F 1 ER SEMHG)...
# [ B
® B SQL Server Agent TIEEWO
JEENESRER (M)
Eirih PowerShell(H)
=T »
EEEE
BrRE)
BLEE Y

(6) &[] EFRIEN MS SQL SERVER FR#5

Microsoft SQL Server Management Studio
|0| R TR EARERED WiN2008 _ER) MSSQUSERVER RTEUE?

1 [ 20 | =

(7) 1 [2] =1t SQL SERVER Agent R

|@| 15 LRSS = 1k SOL Server Agenk (MSSQLSERVER) - SEEESigEy

EE] Iﬂ 2w I E(M)
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21.2 FERBRSAEARERE

(1) FERL [Windows Powershell]

(o

Windows
PowerShell

(2) 9 AIB sa = Windows IREEE A
<21>  f$MH sa tR3%

PS C:\> sqlcmd -S localhost -U sa

& SQLCHD

Windows PowerShell
Copyright <C> 2016 Microsoft Corporation. All »ights reserved.

PSS C:sMindowsssystemd2? sqglemd -5 localhost -l sa

Options:

-S [protocol:]serverfinstance_name][,port]
-U login_id

-P password

-A dedicated administrator connection
<2.2> {8 A Windows 1R5%

PS C:\> sqlcmd -S localhost -
5 SQLCMD !EI.

Windows PowerShell
Copyright <C» 2016 Microsoft Corporation. All rights reserved.

PE C:“Windowsssystemd2?> sqlcmd -8 localhost -A
1>

(3) thrERE

1 > use master
2 > go

B SQLCMD _ O]

1> use master

» Partner
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(4) fEF sp_configure 5l RS EIE

exec sp_configure 'show advanced options', 1
go

reconfigure

go

50 SQLCMD M=l

E

1> exec sp_configure *show advanced optionsz’', 1

© 3E#{T RECONFIGURE [}

(5) RYRKBMAMMINAE ARCER

1 > EXEC xp_instance_regwrite N'HKEY_LOCAL_MACHINE', N'Software\Microsoft\MSSQLServer\MSSQLServer',
N'AuditLevel', REG_DWORD, 3
2 > go

Lierver-HEEQLEerver’ . H'Auditlevel’ . REG_DUORD. 3

(6) EHE{E) MS SQL SERVER R

''NET STOP SQLSERVERAGENT
''NET STOP MSSQLSERVER
''NET START MSSQLSERVER
''NET START SQLSERVERAGENT

B BQLCHD =1

1> **NET STOP SQLSERUVERAGENT
S0L Server Agent (MSSQGLSERVER)»
SGL Server Agent (MSSQLSERVERY»

2> tTNET STOP MSSQLSERUVER
SQL Server (MSSQLSERUER) f
SQL Server (MSSQLSERUVER> J

3> tYMET START MSSQLSERUVER
SQL Server (MSSQLSERVER> HE7S
SQL Server (MSSQLSERVER) J

4> 1TNET START SQLSERVERAGENT
8QL Server Agent (MSSQLSERVER> [JRFE[ETE
84L Server Agent (MSSQLSERVER» | 1

5>

% N-Partner
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22 REEZ
221 EREAREER

RUAEZARSZERE S EAMREIFE - AINEBEBEREAMBLIFE -
UTARRBERENTEMESTHEKRES T
2211 ERBETEANERE

(1) FBARY [SQL Server Management Studio]

(2) WAfRRRZE > EFEARESN > & [EE]

FrEaEEz M
ﬁ Microsoft*
SQL Server2008

{FR B KR (T): | Detabsse Engine -l
{EIFR 88 €765 flocalhost <]
bl (A): [SQL Server ol |

AL = -]

Ei!f.p:lf |nunu

~ RETEM
EEO) wE | ms | wmEo)-

MV N-Partner
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(3) B [REH]IEB > & [B&] RBERAR > FE [FEiE..]

I' Microzoft SQL Server Management Studio

HMEF EEE £80) IBO #SW AFHO =AW
PO seEns | | SRR S Ca =2" K= ==
i e

EEO)- B W e T 33

ErYy. Incalhost {SQL Server 10.0.1600 - )

[ =38
Iﬂ) 20L Serv Evih PowerShell{H)
=D
EHNEREF
BLEE -
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(4) WARZEHE: NP_audit -> EIETEZBE WM [Application Log] #§ MS SQL &%k FEEN Windows EH4%
RBRNERENE > & [EE]

(Bi54%8 - 459

wigame): [k
(FIBEIR (2% [1000 B
I BRI AR RSB )
Lo [ pition Log

TRFERRIE ) | |

e e i PR RS (0 |'_.:|.-1',-'.-1:: HAT :I
| ol T

ot Rl |” 3 & ME 0GR TR
|l T

[ | R e

i
ﬂ# localhost [za]

k.

A
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(5) TETE®RBME: [NP_Audit] #HBEARE > FE [RAEE]

l.;:.,_:. Microzoft SQL Server Management Studio
HEF FEE BEFV 1RO HsEW) HFC HEH
P meEam BB h L SHS B
BiE

EEO)- | 2 2w T 3;5

= | localhost (SQL Server 10.0.1600 - sa)
[ EHE
S =

= 3 HHEEH?FJH#

1 ER
[
|ﬂ) B0L Server Age

Ca A

[ fEREaE

= [ 2F

3] E &“ﬁ%&ﬁ‘!ﬂﬂ%

= Ca

(6) % [BARA]

% RS ol
1 &8st 0 g
@ B 1 B&Th 0 &
SRR D):
BEE: B ED
) EREfEiE NP_Audit &t

[omo |

4
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(7) = [RRGBEZME] RBEGR > ME [EARSFERRE..]

l:..:_:. Microzoft SQL Server Management Stwdio

BEF ©HE #8Y) TED =285 HEC
- s |
VIR

EEO)- |4 W m T 25

[ H¥E
SR 3
F Ca BEA
[+ 1 SRR A
# a2l
L TR RS
SRR i

[ SQL Server Agent

= [B localhost (30L Server 10.0. 1600 - sa)

Bvifh PowerShell(H)
HED
EFmEEE

Hhh | SHS H

SHEAMH)

(8) WAMEHKBNE:
% [FERE]

B 3 I L

NP_Server_Audit -> EIETE4Z: [NP_Audit] F1ENE

AR ERS R (FRAES >

e TiEa - e |
= 53 0 |
HF_Server_Andil
=l
R THAE
Ol |SOCCESSFUL_LOGIN_GROUR =l
0% |FAILED LOGIN_GROUP =l =l
03 |LOGOUT_GROUP = E
4 |SERVER_STATE_CHANGE_GROUE =l =l
[ | 05 |SERVER_OPERATION_SROUP =l =
4 Jocalhost ] 06 |SCEHEMA_OBIECT_CHABGE_GROUF :II =
] o7 d =
—— DATABASE_DWKERSHIF_CHANOE_ORCUP =] |
e || |paresase_cuanss crour =l =l
— b 08 | AUTIT_CHANGE_GROF = =l
=10 =l = (I
[ | I
y
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(9) #EERBIEZRIERIE: [NP_Server_Audit] RBFE R -> R [RIAERBEZRE]

l_g:.,:. Microzoft SQL Server Management Siudio
HWEF HEE BWE ITEO B/EW HFECO JHEH
AFemEam | b mnEh BloHS 8
T B X

EEO)>- |2 % e T 3E S5
= | localhost (SOL Server 10.0.1600 - sa)
[ E¥E
B Co =2t
Lo EA
[ EfesEEE
e
[ s
= [ &%
2, NP_Audit

R RE:E5E
[ #ER
o &8
|ﬁ 0L Server A gent

BRI el SRR (E)
EEERSEERENESEAR

BRI b
Facet{A)

EvEh PowerShe IH)
=D b
D)

HREHE
EiER)

(10) #% [FARA]

B BARESEERE M= E3
1 gt 0 g
@ Bzh 1 E&Th 0 &
PR D)
L | s [

2 ERF{EIRRaETE15RAS NP _Serv.. ERTh
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221.2 ERBESHMEANRE

(1) FARZ [Windows Powershell]

(o

Windows

PowerShell

(2) #5I% sa = Windows IRSEE AR
<2.1>  f$H sa 1R5%

PS C:\> sqglcmd -S localhost -U sa

& SQLCHD

Windows PowerShell
Copyright <C» 2016 Microsoft Corporation. All rights reserved.

PE C:sindowsssystemd2? sglemd -5 localhost -l sa

Options:

-S [protocol:]serverfinstance_name][,port]
-U login_id

-P password

-A dedicated administrator connection
<2.2> &5 Windows 1E5E

PS C:\> sqlcmd -S localhost -A
5 SQLCMD !EII

Windows PowerShell
Copyright <C> 2016 Microsoft Corporation. All »ights reserved.

PS C:sMindouwsssystemd2> sqlemd -85 localhost -A
1

(3) tImERE

1 > use master
2> go

B SQLCMD _ O

1> use master

B E 'master’

» Partner
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(4) ERTETE# 1% MS SQL EZEERFENR Windows EH B HRBNEARER TR

CREATE SERVER AUDIT [ ]

TO APPLICATION_LOG

WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)
ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
GO

B SQLCMD _ O]

CREATE SERVER AUDIT [MP_Audit]

T0 APPLICATION_LOG

WITH <QUEUVE_DELAY = 1888, ON_FAILURE = CONTINUE>
ALTER SERUVER AUDIT [NP_Audit] WITH <STATE = ON>
GO

(5) ERTEE%IEIRES - ADD BF FAIERAAAS ERSHIEREEREES

CREATE SERVER AUDIT SPECIFICATION [
FOR SERVER AUDIT [NP_Audit]

ADD (SUCCESSFUL_LOGIN_GROUP),

ADD (FAILED LOGIN_ GROUP),

ADD (LOGOUT_GROUP),

ADD (SERVER_STATE_CHANGE_GRQUP),
ADD (SERVER_OPERATION GROUP),

ADD (SCHEMA_OBJECT_CHANGE_GROUP) ,

ADD (DATABASE_OWNERSHIP_CHANGE_GROUP),
10 > ADD (DATABASE_CHANGE_GROUP),

11 > ADD (AUDIT_CHANGE_GROUP)

12 > WITH (STATE = ON)

13 > GO

OCONOUIPdWN -
VVVVVYVYVVYV

A Adminiztrator: Windows PowerShell M=l B3

CREATE SERVER AUDIT SPECIFICATION [NP_Server_Audit] [« |
FOR SERUER AUDIT [NP_Audit]
ADD <(SUCCESSFUL_LOGIN_GROUP> .
ADD <(FAILED_LOGIN_GROUP).
ADD <LOGOUT_GROUP>.
ADD <(SERUVER_STATE_CHANGE_GROUPY.
ADD (SERUVER_OPERATION_GROUP>.
ADD <(SCHEMA_OBJECT _CHAMGE_GROUP>.
ADD <DATABASE_OWHNERSHIP_CHANGE_GROUP> .
18> ADD <DATABASE_CHANGE_GROUFP> .
11> ADD <AUDIT_CHANGE_GROUP>
12> WITH <STATE = OMN>

PE C:“Mindows*system3d2>

AeXFEMImmARRSRESRRERHE

Fal ey
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222 EBRENEER

BB K BB AR CE SRR MBS (DML) RE K %5 (DDL) 1R -
NFHRIBERNERES N ERES D -
2221 EREMNESRRE

(1) FBARY [SQL Server Management Studio]

(2) WAfRRREE > EFEARESN > & [EE]

FrEaEEz M
ﬁ Microsoft*
SQL Server2008

{FR B KR (T): | Detabsse Engine -l
DR A8 96 ). flocalhost <]
bl (A): [SQL Server ol |

AL = -]

Ei!f—pjf |p-unu

M RETEM
o | wms | ss | wmEo-

MV N-Partner
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(3) B [REH]IEB > & [B&] RBERAR > FE [FEiE..]

I' Microzoft SQL Server Management Studio

HMEF EEE £80) IBO #SW AFHO =AW
PO seEns | | SRR S Ca =2" K= ==
i e

EEO)- B W e T 33

ErYy. Incalhost {SQL Server 10.0.1600 - )

[ =38
Iﬂ) 20L Serv Evih PowerShell{H)
=D
EHNEREF
BLEE -
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(4) WARZEHE: NP_audit -> EIETEZBE WM [Application Log] #§ MS SQL &%k FEEN Windows EH4%
RBRNERENE > & [EE]

(Bi54%8 - 459

wigame): [k
(FIBEIR (2% [1000 B
I BRI AR RSB )
Lo [ pition Log

TRFERRIE ) | |

e e i PR RS (0 |'_.:|.-1',-'.-1:: HAT :I
| ol T

ot Rl |” 3 & ME 0GR TR
|l T

[ | R e

i
ﬂ# localhost [za]

k.

A
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(5) TETE®RBME: [NP_Audit] #HBEARE > FE [RAEE]

l.;:.,_:. Microzoft SQL Server Management Studio
HEF FEE BEFV 1RO HsEW) HFC HEH
P meEam BB h L SHS B
BiE

EEO)- | 2 2w T 3;5

= | localhost (SQL Server 10.0.1600 - sa)
[ EHE
S =

= 3 HHEEH?FJH#

1 ER
[
|ﬂ) B0L Server Age

Ca A

[ fEREaE

= [ 2F

3] E &“ﬁ%&ﬁ‘!ﬂﬂ%

= Ca

(6) % [BARA]

% RS ol
1 &8st 0 g
@ B 1 B&Th 0 &
SRR D):
BEE: B ED
) EREfEiE NP_Audit &t

[omo |

4
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(7) EE[BENE]IEE > BREEG: [NCloud] -> [ZRE 1] -> £ [EREEZAE] HBEAR > RME FEENEE
ZHRE..]

'-:..:_:. Microsoft SQL Server Management Studio

ﬁﬁﬁm R (E) Eﬁ("ﬂ Iﬂm |/EW) HFO HEH

4"‘1141 EE

OMEE L TIJCE

= lnca.l]'m:t I[SQL Server 10.0.1600 - za)

[ [ WaR

B [ F#EF
L iR

3] L__j Sumcc Broker

R i

¥ [ ESEimit

H L EHEEE
=8

. J

W EE e

o % — rmAnmEARY)

[ 1eIAREFT =

[ R BREL)

o =

(B 3QL Server Agent E¥@h PowerShell(H)
EHEEF

(8) EATEIZBHE: NP_DB-NCloud_Audit ->EIEFEZ: [NP_Audit] FIENE FARPFES EASHRZENEREE
-> 17 [HERE]

W, o i ST R

m

WA [RF CE-HT kel i
i | T =
i
ey | L T whaw _ Tmeaw
L SCHEMA ORBCT FIEMESKIN CHARIE GRCAF ;I
_ 2 SCHEMA ONBCT CHANGH GRIUr dl
- [ 3 Dl TARAZE OWNEESHIF CHANGE GROAF dl
4 DATARASE 0BT OWNERSHILCHAMGE ORoUF =]
— 5 DATARASE CHANGE_GROIR =l
OO BE  AUDIT_CRANGE JRONT =l
(1] 7 1 ;I

o BN
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(9) EEMEEZRIERME: NP_DB-NCloud_Audit] #ZBE AR > HiE [BMAEREE&%EE]

tlg:.:_:- Microsoft SQL Server Management Studio
BEF REE SR IBEO # W HEC HEM

aEEEn | Gnn5 B SHS 5
I -1 X
WEO)>- (W W e TED
B | Iocalhost (SQL Server 10.0.1600 - s2)
= [0 EHE
[ RREHE
[o EHEthEE
= | NClond
[o EHEE:
Ca EHE
Co i
o RAET
[ TiE
[ Service Broksr
[ AT
SR
[ =RE
o af
Lo et
Ca FF%Ess
B3
&

[ ==H HIEEEER RSN
[0 {sIRRE&H+ B
s BREHEREEEE
O =E EETHEREREESELAE
|E) S0L Berver A gent
BRI ’
Facet(4)
E¥Eh PowerShell(H)
#=E »
BERD)
EHmEEEE
BHER)

BLEE v

(10) 1% [FARA]

F BREssEEens O[]
1 st 0 g
@ Bzh 1 ETh 0 &R
PEREERID):
BES | s BT

2 FIREFIETEIER NP DB-.. o)
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2222 FERBESHMEANRE

(1) FARZ [Windows Powershell]

(o

Windowes
PowerShell

(2) 5B sa = Windows IRIEEAS
<2.1> 5 sa 1R9%

PS C:\> sqlcmd -S localhost -U sa

& SQLCHD

Windows PowerShell
Copyright (C) 2016 Microsoft Corporation. All »ights reserved.

P_S C:sindowsssystemd2? sglemd -5 localhost -l sa

12>

Options:

-S [protocol:]serverfinstance_name][,port]
-U login_id

-P password

-A dedicated administrator connection

<2.2> A Windows 1E5E

PS C:\> sqlcmd -S localhost -A
& SQLCHD

Windows PowerShell
Copyright <C)» 2016 Microsoft Corporation. All wights reserved.

Ps G:sMWindowsssystemidl? sqlemd -5 localhost -A
1

=) N-Partner

34



(3) IRERE

1 > use master
2 > go

B SQLCMD _ O]

1> use master

(4) REEX 1§ MS sQL FEZECHEMTI Windows SR BRMNBAER TR

CREATE SERVER AUDIT [ ]

TO APPLICATION_LOG

WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)
ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
GO

& SQLCHD

1> CREATE SERUER AUDIT [HP_Audit]

2> TO APPLICATION_LOG

3> WITH <QUEUE_DELAY = 1888, OM_FAILURE = CONTINUE>
4> ALTER SERVER AUDIT [NP_Auditl] WITH <(STATE = ON>

A BXFEAREEALZEHE

(5) VNHAEITEZERE - €6 : NCloud
1 > use

& EQLCHMD
1> use HCloud

E, "NCloud’ ©

Partner
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(6) ERTETE NCloud(5Ef6l) EilE - ADD ENfF FFAIFRARFES BRI SHEREERAES

CREATE DATABASE AUDIT SPECIFICATION [

FOR SERVER AUDIT [NP_Audit]

ADD (DELETE ON DATABASE:: [ 1 BY [publicl),
ADD (SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP),
ADD (SCHEMA_OBJECT_CHANGE_GROUP),

ADD (DATABASE_OWNERSHIP_CHANGE_GROUP),

ADD (DATABASE OBJECT OWNERSHIP_CHANGE_GROUP),
ADD (DATABASE_CHANGE_GROUP),

ADD (AUDIT_CHANGE_GROUP)

10 > WITH (STATE = ON)

11 > GO

OONOOTEWN -
VVVVYVVYVVYV

2 Administrator: Windows PowerShell _ O]

CREATE DATABASE AUDIT SPECIFICATION [HP_DB-HCloud_Audit] !
FOR SERUVER AUDIT [NP_Audit]
ADD {DELETE ON DATABASE::[NCloudl BY [publicl).
ADD (SCHEMA_OBJECT _PERMISSION_CHANGE_GROUFP> .
ADD (SCHEMA_OBJECT _CHAMNGE_GROUP).
ADD <DATABASE_OWMERSHIP_CHAMGE_GROUP).
ADD (DATABASE_OBJECT _OWMERSHIP_CHANGE_GROUP),
ADD <DATABASE_CHANGE_GROUP) .
ADD <AUDIT_CHAMGE_GROUP >

10> WITH (STATE = OM>

11> GO

12> guit

PE C:“UWindows“system3d2>

AN FEMuBEA RN ERZRERE
1 > CREATE DATABASE AUDIT SPECIFICATION [
A BeXFEMuBBMARZERNERTE

3 > ADD (DELETE ON DATABASE:: [ ] BY [public])

~arcner
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AX

En]-

2.3 EHoigtE

IERRIERE -
RN DRI RN TERERES R -

231

2311 ABEBURE

(1) B3R AD fER&ETEA
FARX [Active Directory {5 FA & R E ]

~
2

Active Die Tlu"f1¥

A&i0ElE

(2) FMBMAEMEM
i [ME ] RO E AR > BE (i8] -> FhE [HAEN)]

B Active Directory fEf EZHIEE _ (O] x|
EBEFR TR R S8
8 Hp00c=EBE8a57a%
Actve Directory {EFAE] | B8 | 158 |t
(ST ET S | Builtin buittinDomedn
|‘| = - partner local | Computers & Diefanlt comntain:
. - FRERME).. i Diefanlt containe
] Cnmp.utem ). Diefanlt containe
& 13 Dnch WIS D) Deefanlt comntaing
:+: ] i:m@ieg WEER SRS Default containg
e AGEREERBE).
IR EIR0M)..
R —
iMEE
244
it ’ InetOrgPerson
EREEF rrdnuamg—PSPs
EEHEEL). 2
ABR)
HEH)
HEAEH-E
KN I— i | i
BB —EETE |

MV N-Partner
37



(3) EAMBEMRE

MABRBENURME Servers 5 | BREFPREBUHAMEURE > % [(BE]

HEp - HREE =
.._f__‘.' 77T n-pariner local!
AT
I‘Sewem

W RIEEE8 LARY I R PR (7)

| wE |

we |

(4) BENERB[BEMAVAMENL

#1E [Computers] B EE U -> 7£ [SQL 2008] fa1AR2S,

G222
B Active Directory iEFi ZHIEE
EEF &1TA) #®RKREV) REH

s E3
%8 B

=] B3

o 2D 0| XE = HBE

| Active Directory (£
[ EFED

= 3 n-partner local
[# | | Builtin .

| Computers
o Dommadn Controlle
[# | | ForeignSecurityP
[ | ] Managed Service

M HEP ).
BRIERS )

C—

| Users
= Sorvers PR T{EX) 4

ET(T)
RHERD)
AER)
HEMH)

N — i

|':ﬁ BrignERE Hitgh3| S—EEHEER
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(5) EiEAAMEM
#E1E [Servers] AABEN -> 1% [HEE]

A R E R R (M)

= _2_1?_2_] n-partner
[+ | Builtin
[+ | Computers
#3] Domain Controllers

[+ | ForeignSecurityPrincipals

+ M d Service Accounts
[+ | ﬁl
|+ ET

R

(6) TERERRCEREINEMAVAMEN
243 [Servers] A E, T SQL2008 ERZ:R ERZE) -

B Active Directory (Ef SHIEE _ O] x|
WEE BITA) WK JEH)
oo | 75 {0 Xbco=HEF( 357 Q
| hctive Divectory (EFE1 | &8 | 38R0 | e |
# | GHFE s SQL 2008 i
= 33 n-partner local
[+ || Builtin
| Computers

4 | Domain Controlle
[+ | | ForeignSecuntyP:
[+ || Managed Service
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2.3.1.2 BFHARRIRE

(1) FRREFARRIER
FIRL [BFAHRRIEIE]

(2) 7 Servers fAMEENI - FMERFARBMH
£ [Servers] AHBMEAL - WBEAR -> R [EEEMHPEIL GPO WELAE.. ]

A EEE &AT0 BRY SE6 2650 18] x|
&= c|HE
5 THERREE Bl FaEY
= A% #8%: n-parier local A |
B [ i
= 3§ n-partnerlocal £8 -

s Default Domam P o, 8% n-partner local
| Domaim Controlle

3]

] ,, LR T
B EANG skekE)
# g b
ol BB BHEBRHMAREC). .
o DEHBRER SISm0
TEENRIRTRE (W)
L)
EHHEM)
EViRA®
AB®)
HAD
T [
1| | ©
FeE TR 6P0 TR TRETEEE
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(3) WmAEAFRRMERE

WARARAY U 2T N-Partner Policy if : BIREFRIEZUFENHRME > 1R [FEE]

o |

IiH-Pammr Policy I

AW AP GPOE):
| ) ~]
RT/H
(4) #RESBEAERRMMGF
£ [N-Partner Policy] 24 RAIM - #IBEAR -> B5E [4RIE]
EEHERER M|=] E3
2 MR HITR) REYN B8 R8O 18] x|
&= |F o HFE
o taEB A ]
E 4 % n-partier Jocal AT |
o 2
=l g neparter local 21 -
,: Defanlt Diommain Policw v {3 & 1-partner Iocal
# 2| Domain Controllers
B &
m (3 7
L WMI §BiskEs
® L5 AMGPO v BRiEEEL)
® [ A WTFHEE ).
oy BPLH T AR e
o BHERES R i FREERIRE (W)
Mk D)
EF&HEM)
EHEAF
HEH)
4 | i
ey GPO R3S |
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(5) ZAHERA : HE&ERA

EE [BINARE] -> [[RA] -> [Windows 5 E] -> [ZEMRE] -> [AMERA] -> [FEXIRR] -> R [EZRFEASH], (18
ZIRFEIE], [(EREASH IBE > DE [EXBLRARE]: & [RI] & [KH] -> % [HBTE]

B EE e igad
WRE 8T0R) WAV HEH)

=] g5

&9 | 5mIX0 = HE

=" N-Paxtner Policy [WINADZ008 N-PARTHE

3 e

£V
O EeEEE
3 B
o FEPRI¥H
a FiRARTE
q Wik
"o} Ei8iFRE (IEEE 8023
_ AEEREEH W
| EmaEERsEa
# ARG (IEEE 8021
_ aREERER
[ RSB A R
T RRE
| EREEEER
o P ESEFR (R
= [ EPEEERREE
5 gl LU RIATIEHD Qo8
O REEIRES B FEER

[ ® #H

#EHFE

B EHEEEE

+|

F . HEFEE
= i, {EFEEEE
=[] EA
# L EWEDEE
| | i

ER -~ | BREE
L 1B BiRAREETT ERTESR
| TR EESns =

L TEERTE EETES
L TR R i) e TE R
FEET R A EFEESE
o TEIEREA BN KT, 58
FtziRP R REzh, #M
RRE, 528

E‘nﬁ EiEEASN
BEEASH - AT
ELUFRNE |weE |

3? BiEE B

v TERELFRIRED)
EEEEH
v REENE)
v E8E

LattE]

| =me |
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(6) Efficit . BARARBRRITLE
R [BISRRE] -> [[RA] -> [Windows 2 7E] -> [ZEMERTE] -> [SHRCEE] -> B [BRENRRRE A 1BE > 23

B [EREERARE]: > ME [REZBREH] > % [BTE]

B HaERlenEss =
HRE  BSIT0 WRE  HAH
&= | 17X = -
ER| ~ | BRI |
TS AR T e P iR e x>
T A R T A R S S s
T A R T M AR o s s T
1 T R e 5 T
R o er e
L T R R eSS
| L AR R eSS
O amn | LR PES T
B 7y B DR i i TR
e ryer |mmmﬁiﬁlﬂi&fﬂ§$:ﬁ:‘ﬁ MEEME |
= ﬂ,'ﬁf&ﬁﬂﬁﬁ |Hif| £y aLET Ha o H i S et
o g i ) PR S SR B i PESE
| TR
w o) maEk 0| I L KK
[ | EITHpE ,
] wEMFANE | |
[l SRR @ = ;
il Breviets ﬁ' IR 1 4 R Ao 55
L PR A, '
v mmEne| [ EemmmamED)
I B " {t: BRI 0)
; :.II m‘ﬁfjﬁﬁ [c mmEmwsty) |
W] R B  TERMEME (LSRR )
O EETEE
o (B
@ e
| BHRE
wE || =R |
N |
| |
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(7) Hffics . BEREARBEXNNEKE
R [BISRRE] -> [[RA] -> [Windows 2 E] -> [REMRTE] -> [SHaciR] -> #E [EREASHENN&EXE] BB >

NE [EEREERARE] > #A204800 KB & : BIkEFIRIEHARE > 1% [EE]

B HHE SRR I =] B
HWEF BT R REH)
&= |2 EmIXE = H
N-Partner Policy [WINADZO003 N [ B8] ~ | BRERTE |
[ T S A B T R S e AL iR SESna
[ e S T i AR sr e R SE SNt
[ T AR T R R A L SESna
e e ot e N I SESnz
| TR RIE [EE=:E:
ol B e S e 3 e e SESna
i T el ) e [CE=:H
Rl | L RIS TR
- 'flé. iR R AR IR R A TE TR
g | BRI RIRR A REEME
0o i || AR A 04600KE |
[#] 5 .ﬁﬁ Loig) £ ELET = B S S0t i
| T AR
[+ _"_, R QO EREATREE MDEARDE - A [ 7 | x|
Vel mewme e |
(EQENT e e -
S vpie ﬁ' R PR = B e ol o
6 PR, Ll
W R [ e R R e D))
4 :!: JOEFR AR A
[ 1P S =
| RS, [204800 = KB
[ gl B R At
| ARSI B
[ ERTE
= b, (ERERE
# | FAl
| BEE
wE | = |
K [ 1
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(8) * MS SQL Server fAfR2% -> BRI [Windows PowerShell]

(o

Windowes
PowerShell

(9) EF#EARA

PS C:\> gpupdate /force

& Administrator: Windows PowerShell M=l E
PS5 C:%> gpupdate ~force
et A A

-ReportType.html

: Logging

¢ WSEQLZAAE~Root“Hzop ME1ABDERYY_S8Y1_4P42_ H15%_B22DDCHE423C
¢+ @ SGL2868

: H-PARTHER“adminiztrator
: Computer

ALBXFEMIFE#A MS SQL Server A2 EMERIREEERZHE

=) N-Partner
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(11) FARERZE -> &2 MS SQL Server 3RS -> EA N-Partner Policy # 4RI
(‘I'_'_;'H—PLRTHEREQLEI]I]B - Windows Intermet Explorer
e el compsQL20shml v 4p) X | [ Bine P~

.\‘---/. .\‘--J__

o HEIEE @ N-PARTNERSQLI0S | |

BHRNEE =
N-PARTNERASQLZ008
Bk 202102 T 081802 e
¥ EET
EEDFE ik
Windows HE (=54
Z2HUEE A
& R R B BAT
& R ENE F HE R R BAT
208 R B A R i1
RE HE &% GFO
EEIRF S A ST BETh » EBY N-Fartnex Folicy
fEEE PR BETN » 2EBY N-Partnex Folicy
HEE A B BETN - 5By N-Partnex Folicy
FER RS BET
S RE ik
RE Ead &2 GFO
FEFEN DR B BEEME N-Partnex Folicy
FEEE R EEES 204800 KB W-Pastner Palicy
AREEARWESEEHFE - BRIRESE BET
AR EREERE BAT
AT RRNEGCEARESREER BET
HEHESE BET
&Y N-Partner
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232 Tf{rasd

2.3.21 HEEFRRIRE

(1) R [AEEFARARE]
BhEE [FYR] -> £ (15 B0 - A group policy -> BAiE [#REEAFAHIRAI
FHlE (1)

- EEEEER
l group polic b =5 Pl

rﬁjﬂ 354 S

MV N-Partner
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(2) ZAHRA - E&EREA

&R [BINARRE] -> [Windows RRE] -> [ZE MR E] -> [AHIRA] -> [FEZ/RA] -> & [ERIRPEASH], ERIRFE
], (EREASH] I8E > WERZEBLEER: [RI] & [KH] -> % [HBTE]

B A s EnEES =]
BRE SIT0 BEW  REH
&= 7 XE = HE
A 28] T s [
L e B B
L T R AT
L S EEE
L f A e B
L TR TR (R B
N S RETh, 261
Wit L) FEAEIR IR RETh, 28
B Cg AR 0 R Rrh, %8
A HEER o e
TR o ’ "
® [ RN wREASHE-AE  HEH|
W B e
T Em i aEy | FNERERE | R |
| S R )
B ERREPRAER il TatRE Wi
G RS R ¥
1P A (7
G| PR AR
gl LR e QoS
25 #ﬁ‘ﬁ‘ﬂlﬂ# AR
= yd, (R v FTh
] e ®
[ || Windows §EFE [V &HE
] R
A ﬁg%gﬁxmmmmunmwlﬁmwmm-wm$im
i fﬁg ﬁ-n#um-@msa)
e || wmE | =Ew |
1] | ¥
| |
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(3) FARY [Windows PowerShell]

Lo

Windowes
PowerShell

(4) EFEFARR

PS C:\> gpupdate /force

& Administrator: Windows PowerShell

PSS C: \_> ‘gpupldate “force
(ETEEFRRE]. ..

I[=] E3
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(5) BEFRFHAFRNERER

PS C:\> auditpol /get /category:*

B REER S Windows FowerShell

H 1

Kerhevos ©

=) N-Partner
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2.3.2.2 EHERRTE

(1) PRI [BH1aRER]

=0 [FR] > £ (BF] BU - MASHRRER > BE [SHRER

LY

[ WIS iR

- BEEESHER

l$f‘-*1—-‘fﬁ$ﬂ§% h b=ine 'l

oedl| B &

(2) #mEEEAENCE

&R [Windows FCi%] -> £ [BRIEI] OB EA R -> #iE [AE]

EFftERE =]

HEFR &7 WRY) REH
== H=

EETTT I saeRE (RE)
w5 EIETHR . .
= | my Windows S0ER ﬁﬁﬁﬁg
CEEE | —
FAEE TR O)... -

| | R RUBITRAR)..

o | i TR0
| | Forwarded @ Lal

L EAREREE  ARRITIREC)..
2 HL SEIE B aii

BFASHEEAR)..
I ERIL S P (4.

SHEH) .

-
ETEaEAT . |
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(3) REEARENEE

B A\ BEx KRCERIE K/\:204800 KB &t @ BIKEPIRIGAE > ME [RBEERSEH] > & [EE]

SHAS - EAEA A REEN) K|

—# |z |

EEF: Application

RCFR R EEL) 5 Syste mRootse Systern 3I2Winevt Logs\Application, evts
ROER TR A 1.07 MB(1,118,208 {i roEHE)

ey A 202056 H21E T4 09:05:32

15 F 13 020 T HSE T4 02:26:50

i A 202056 H21E T4 09.05:32
R

B TR A A (<B) 00 Hu 20400 =

R A R A A L PR

[ mmm g (RN G & B W)
C WMD) T M)
¢ FEEEE (FHERTHE N

R LR R) |

B2

ERF
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3 SQL2012

EZREA

BB E ATEHZ - DIEEAR SQL Server Database Engine & AJEE) -
TR RERETEMESTEREST -

3.1

311 ERBEETEASNRE

(1) BERX [SQL Server Management Studio]

T
5
td

SQL Server
Management
Studio

(2) WARRRZE > EFEARESN > & [EE)

REEMAEFNRE MS SQL Server fR7

{EIAR BF AR (T):

AR 4 W (5):

Wi (A):

HAL):

)

53

Y N-Partner



(3) % [ARFZBE] KBEGR > MHE [Bi)

A S @ A FEEEN L Eeh D 4 Al

-2 Solution1 - Microsoft SQLSewerManagem_l -[alx]
BErR /EE BRNV) =P &=0) IEM |REW) =HEH)

O ==

0o £2%&

ta EESns
==

[3 AlwaysOn =B
Ca E&#

3@ Integration Senvices
B SQL Server Agent

A
Y ocohost SO sever 11023
+
:
:
:
:
:
:
:

E=(0)--

TEEED)
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Ti54iE ~ [AneS

{51AR d8 e 0
Eak . O Windows BREE (W)
g gﬁ W (® 301 Server B Windows BRB#= @)

Sl
HATEE

1)

O EFREMBEAF
O {EPRERTHEYEN, (U)
) & PFORRTHEIE A

fE1RR 8% Prosey EF
() BR{EIRRES Prosxy HEIS(V)
Prozey IR (R

EE% (_I"_,l EEREEEFR R TN

{ERREE:
S0L2012 ]

[] EF Common Critena Z51§ (0}
(] KA C2 ¥atsaL E)
[ | BEHERSREEC)

EE o
SOL201 A d manestrator
5] EREERN

A& N-Partner
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(5) EHEEH MS SQL SERVER R
1t [fElfR =z 2] 1B B AR -> BhEE [E5RE)
= Solution1 - Microsoft SQL Server Managem..[ = | B
EXP [EE BEM EE=EP S50 IBEM FEW HBEH)
P S AP AT ORD D] 6 Rl
MiFEE * X

BE- 3% . T3E)S

3 AlwaysOn =

Ca &8

3 Integration Services E
(1 SQL Server Agent

Exgunna

ERO)
Facet(A)

EiE PowerShell(H)

E A3

(6) 1% [2] EFREIEN MS SQL SERVER AR#
Microsoft SQL Server Management Studio

I.Q.I TR EAAARED SQL2012 FAYMSSQUSERVER RTSIE?

B

i [ 20 |[ = |

(7) #2 [R]FLL SQL SERVER Agent §#
Microsoft SQL Server Management Studio

% (FILELARFIRESIE SQL Server Agent MSSQLSERVER) - ESEIE?

e [ =20 [ 50 |

&Y N-Partner
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31.2 FERBESMTEANRE

(1) FERL [Windows Powershell]

>

Windows
PowerShell

(2) 9 AIB sa = Windows IREEE A
<21>  f$MH sa tR3%

PS C:\> sqlcmd -S localhost -U sa

> SQLCMD

Jindows PowerShell

Options:

-S [protocol:]serverfinstance_name][,port]
-U login_id

-P password

-A dedicated administrator connection
<2.2> &£ A Windows &5

D} SQLCMD - o]

Jindows PowerShell N )
Z{EFE <C> 2016 Microsoft Corporation. ={EIERRE » T {FEE—tTHER] o

P C:sWindows“systemnd2? sqlcmd -5 localhost -A

(3) IIRENE

1 > use master
2 > go

.

1> use master

< m >

% N-Partner
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(4) fEF sp_configure 5l RS EIE

> exec sp_configure 'show advanced options', 1
> go

> reconfigure
> go

.y SQLCMD

> exec sp_configure ’‘show advanced options’, 1

iJH *chow advanced options’ ‘BE B, 1 © 354§1fT RECONFIGURE [FHift=,
1> reconfigure

(5) RYRKBAMMINAYE ARCER

1 > EXEC xp_instance_regwrite N'HKEY_LOCAL_MACHINE', N'Software\Microsoft\MSSQLServer\MSSQLServer',
N'AuditLevel', REG_DWORD, 3
2 > go

LN SQLCMD
i EXEC xp_instance_regurite M HEEY _LOCAL_MACHINE® . W'Sof tware ‘Microsoft -MiSQLEerver MiiQLEerver’ . N'Auditlevel” . REG_DUORD. 3

on [EEEAEET

(6) EHE{EN MS SQL SERVER R

''NET STOP SQLSERVERAGENT
''NET STOP MSSQLSERVER
''NET START MSSQLSERVER
''NET START SQLSERVERAGENT

> SQLCMD
> P**NET STOP SQLSERUVERAGENT

Fal ey
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3.2 EREER
321 WEZARSBER

RAEZARGERE2AMRIFE - AINEBEEREAMNBELIEE -
UTARRBERENTEMESTHEKRES T
3.21.1 ERBETEANERE

(1) FBERR [SQL Server Management Studio]

T
30
&

SQL Server

Management
Studio

(2) WARRREE > EFEARESN > & [EE]

{FIFR B4 LARY(T). | Database Engine
(AR BB T =), [localhost

i (A): | SQL Server 01

HAL): |

&Y N- Partner
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(3) B [REH]IEE > &% [E%] HBEAR > & [MiEE..]

P - S AP A FEEEN Do D 4

nEEE - 2 x

EE- Y e TS
= L_iﬁ localhost (SQL Server 11
¥ [0 ERE

C3 AlwaysC
Ca 8

[d Integrat
._% SQL Ser

“= Microsoft SQL Server Management ... Illi-
BER S[EE =RV &880 IRM |REW) HEH)
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(4) BAEZBE: NP Auwdit > MEBERBERICBRERME: #EE > BEE%B M [BARE XK RE
% MS SQL TEXECEREF IS Windows SRR RMEAENE > & [FEE]

Dmew - |

EEEEN) MP_Audit

IS (s 1000
BEM)(Q):

ﬁnmanm © £&EC)
| O WEERES
O &REREP

WEENNRO): ||mmEe=rse v
WEEEP):
REMRMEL @ BAREMRO)

PR

[v] BRI (L)

O BAMEMEQQ
mEmEE): (2147483647 =

g PN Tra Elv ® MB(M) O GB(G) O TB(T)

MY localhost [sa] [v] SBERAIL)

(] FEEE=/AR

N . MN-Partner



(5) #EIE%XBE: [NP_Audit] ZBEGR -> R [RIATEH]

-z Microsoft SQL Server Management ... |;|£-
BER SED BRMV) &=D IEM R=W) =FHMH)
P S AP A FEEEN Gy rhn T 4o

MFEE * 01X

i I T
= Lb localhost (SQL Server 11

711 IR B

C3 AlwaysOn

0o =38

A Integration Servi
(B SQL Server Ager

it

4l
:'HII
3
o

Facet{A)

(6) 1% [FARA]

< BEER (=[]
1 et 0 e
@ = 1 B3 0 &
SHEER D)
.......... EifF #E e
' RS NE_Audit ®Th
BEEAC)

MV N-Partner
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(7) % [ERB[BIEZRB] RBEAR > IE (M EAMREBEZRE..]
-2 Microsoft SQL Server Management Stu... |L|£-
EZF SEE 5V €20) IEM ZEW BEH)
THENEET- 1B e L
MFEE * X

B 343w TS

= | @ localhost (SQL Server 11
L ERE
SER -+
%3 EA
[ EEAas
[
[ EAAmA=E
2 ue
NP Audit

FlaEzasss
3 EiERas
(3 &=
Ld AlwaysOn EcIE%4 =2
= =% %) PowerShell(H)
3 Integration Service
._fb SQL Server Agent (3]

EEEENESEEEN..

EF=EP

(8) EiARIE: NP_Server_ Audit -> EIEFE1Z: [NP_Audit] F1EN{E
[fEE]

EF U

ERSHESEERAEE > &

BE |

63

= Create Server Audit Specification
i Rt ]
ETEE TEew - |[EE
* —&
RN NP_Senver_Audit
BiE(A) _E.‘._L'- B -
-
BT | msmE  neswss eszs T=E
0 |SUCCESSFUL_LOGIN_GROUS - w | |
02 |FAlLED LOGIN_GROUP v v [ ]
03 [LOGOUT GROUP w v |_| |
04 |SERVER_STATE_CHANGE_GROUP a- ..- [ ]
e 05 |SERVEFR_OPERATION GROUP w v |:| [ ]
¥ localhost [sal = —
D6 |SCHEMA_CBJECT CHANGE_GROUP ... w [ ]
07 |DATABASE OWNERSHIP CHAMGE_GROUP v > [] |
[2 |DATABASE CHAMGE_GROUP - - ﬂ []
EF = L
09 |AUDIT_CHAMGE_GROUP v w [ ]
B 10 | USER_CHAMGE_PASSWORD GROUP w - | |
HiE
#11 W "' | |
e RR B3
I lkr';-' '
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(9) #EERBIEZRIERIE: [NP_Server_Audit] RBFE R -> R [RIAERBEZRE]
Lz Microsoft SQL Server Management Studio I;li-

BER SEE B8RV 820 IEM HF=EW =EH)

J- S d@ | lEeEEN DERTE D 4 2R -
peEs - 1 x

BE-HWYuw TES
= Ijﬁ localhost (SQL Server 11.0.210(
¥ o EHE
- o £=E
+ (3 Ez‘l\
0O AREsE
=2
[0 =ESE8EE
Ca &=
2, NP _Audit

C3 AlwaysOn

. &8

A Integration Services
l_% SQL Server Agent

(10) #% [FARA]

5 gEEEsEsEs [ = 0] X |

1 @t 0 g
@ BTh 1 E&Th 0 s
SEUFEEID):

ghi'e e qa

@ BRR{EHRSETEEANS NP Ser . BKED

EEEAC)
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3.21.2 ERBELHMEANRE

(1) FARZ [Windows Powershell]

Windows

PowerShell

(2) #5I% sa = Windows IRSEE AR
<2.1>  f$H sa 1R5%

PS C:\> sqlcmd -S localhost -U sa

D} SQLCMD =|o]

Jindows PowerShell

Options:
-S [protocol:]serverfinstance_name][,port]
-U login_id

-P password

-A dedicated administrator connection
<2.2> {88 A Windows 1R5E

PS C:\> sqlcmd -S localhost -A

.|

Jindows PowerShell

SQLCMD

(3) tImERE

1 > use master
2 > go

.

1> use master

£ m >

Partner
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(4) ERTETE# 1% MS SQL EZEERFENR Windows EH B HRBNEARER TR

CREATE SERVER AUDIT [ ]
TO APPLICATION_LOG

WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)
ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
GO

> SQLCMD - |o]

2> TO APPLICATION_LOG
3> WITH <QUEUE_DELAY = 1888, ON_FAILURE = CONTINUEY
4> ALTER SERVER AUDIT [NP_Audit] WITH <STATE = OM>

A BN FEMFmARZETE

(5) REMWE%KMEIRSS - ADD EF FFAARERES BRSNS ENFRIAERS

CREATE SERVER AUDIT SPECIFICATION [
FOR SERVER AUDIT [NP_Audit]

ADD (SUCCESSFUL_LOGIN_GROUP),

ADD (FAILED_ LOGIN_GROUP),

ADD (LOGOUT_GROUP),

ADD (SERVER_STATE_CHANGE_GROUP) ,
ADD (SERVER_OPERATION GROUP),

ADD (SCHEMA_OBJECT_CHANGE_GROUP),
ADD (DATABASE_OWNERSHIP_CHANGE_GROUP),
10 > ADD (DATABASE_CHANGE_GROUP),

11 > ADD (AUDIT_CHANGE_GROUP)

12 > WITH (STATE = ON)

13 > GO

OCOONOOOPdWN -
VVVVYVYVYVVYV

[ ) =HEES: Windows PowerShell HE

CREATE SERVER AUDIT SPECIFICATION [NP_Server_ Audit]
FOR SERUER AUDIT [NP_Audit]
ADD ¢(SUCCESSFUL_LOGIN_GROUP>.
ADD <¢FAILED_LOGIN_GROUPY,
ADD <LOGOUT_GROUP>.
ADD ¢SERVER_STATE_CHANGE_GROUP>.
ADD ¢SERVER_OPERATION_GROUP>.
ADD <SCHEMA_OBJECT _CHANGE_GROUP),
ADD <DATABASE_OWNERSHIFP_CHANGE_GROUF2>.
10> ADD <DATABASE_CHANGE_GROUF>.
11> ADD <AUDIT_CHANGE_GROUFP>.
12> ADD <USER_CHANGE_PASSWORD_GROUF>
13> WITH <STATE = OM>

PS C:“Windows>system32>
< m »

A BXFaEimm A RRSRESRERE

al Ll
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3.22 ERENEER

RMAEZERNBEREREIEERRIFES (DML) RERERES (DDL) 1FE -
UTARRBEENTEMESTHEKRES T
3.2.21 ERBEMTEANERE

(1) FERR [SQL Server Management Studio]

T
30
&

SQL Server

Management
Studio

(2) WARRREE > EFEARESN > & [EE]

{FIFR B4 LARY(T). | Database Engine
(B 8.4 48 <):

Wil (A):
EAL):
B

&Y N- Partner
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(3) B [REH]IEE > &% [E%] HBEAR > & [MiEE..]

P - S AP A FEEEN Do D 4

nEEE - 2 x

EE- Y e TS
= L_iﬁ localhost (SQL Server 11
¥ [0 ERE

C3 AlwaysC
Ca 8

[d Integrat
._% SQL Ser

“= Microsoft SQL Server Management ... Illi-
BER S[EE =RV &880 IRM |REW) HEH)
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(4) BAEZBE: NP Auwdit > MEBERBERICBRERME: #EE > BEE%B M [BARE XK RE
% MS SQL TEXECEREF IS Windows SRR RMEAENE > & [FEE]

Dmew - |

EEEEN) MP_Audit

IS (s 1000
BEM)(Q):

ﬁnmanm © £&EC)
| O WEERES
O &REREP

WEENNRO): ||mmEe=rse v
WEEEP):
REMRMEL @ BAREMRO)

PR

[v] BRI (L)

O BAMEMEQQ
mEmEE): (2147483647 =

g PN Tra Elv ® MB(M) O GB(G) O TB(T)

MY localhost [sa] [v] SBERAIL)

(] FEEE=/AR
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(5) #EIE%XBE: [NP_Audit] ZBEGR -> R [RIATEH]

-z Microsoft SQL Server Management ... |;|£-
BER SED BRMV) &=D IEM R=W) =FHMH)
P S AP A FEEEN Gy rhn T 4o

MFEE * 01X

i I T
= Lb localhost (SQL Server 11

711 IR B

C3 AlwaysOn

0o =38

A Integration Servi
(B SQL Server Ager

it

4l
:'HII
3
o

Facet{A)

(6) 1% [FARA]

< BEER (=[]
1 et 0 e
@ = 1 B3 0 &
SHEER D)
.......... EifF #E e
' RS NE_Audit ®Th
BEEAC)

MV N-Partner
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(7)
%E..]

S E v 1Xx

BE- H Y TES
= |} localhost (SQL Server 11.0.2100
# [ RRERE
[ EfERESE
+ [ EREES
[ EfE
a mE
1 8=

+
+
+
¥ (3 SIR=XE
+
+

3 Service Broker
3 Bz

# ([ =R

FREHEEERENN)..

EREns

E=

AlwaysOn

=
[ Integration Services E5
[ SQL Server Agent

=3 {()]
EiE PowerShell(H)

(3]

ExmE@

= Splution1 - Microsoft SQL Server Manageme_l = | = -
BEEP |EER BEM B=EP S€20) IEM {FEW =HBEH)
PSSP A FEEAN DD 4 Rl

(8) WAMEHKBNE:
-> 1% [[EE]

NP_DB-NCloud_Audit ->E{ERE1%

[NP_Audit] F1E){E

B [ERE] BB > BiES: [NCloud] -> [Z21] > £ [EREEZRE] LERAR

> B (SIS B

SRS EA SRR EREES

% EoRHERERE [T |
D nra
EmEE SaEsd - [nm
“a &
ZWN) ' MP_DB-Neloud_Audit
Fa): NP _Audit .
-
SEEAED dis I BEEANER MR THEH
01 [SCHEMADBIECT PERMISSION CHANGE GROUP |+ v ] ]
02 |SCHEMA_OBIECT_CHAMGE = w “ _ I—I
03 | DATABASE_OWMERSHIP_CHANGE_GROUP W W _ I_I
o 04 | DaTABASE CHAMGE GROUR W “ _ I_I
B localhost [sa] 05 |AUDIT CHANGE_GROUP v v [ ] [ ]
05 |USER_CHAMGE_PASSWORD_GROUP w " _ I—I
OF |SCHEMA_OBIECT_COWMERSHIP_CHAMNGE_GROUP |+ i _ I_I
R L |FAILED DaTABASE_aUTHEMTICATION_GROUP W W _ I_I
an 00 |DATABASE QBJECT CHANGE GROUP v . [ []
v) = 10 v v :
| m= =% || w=m
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(9) EEREEZRERTE: [NP_DB-NCloud_Audit] #ZiBE AR -> 2 [RIABEREEZRE]

in Solution1 - Microsoft SQL Server Management Studio | == -
#BxF SFEE BRV =P =0 IEM HF=EW =EHH
PR -S| 1FeEsN GRS 4 a9 -6 -85
s > 1x
EE- W e TELS
= La localhost (SQL Server 11.0.2100 - sa)
= [0 ENE
= B REER
w1 B
= |l NCloud

0O ER

0O EsF

Ca TEnE
3 Service Broker

[a BEEns

[ &=

[ AlwaysOn ST B

Ca =2

3 Integration Services E58
] I_% SQL Server Agent

(10) 1% [EARA]

2 sE=sssEgsEs = 0] X ||

1 883t 0 #i2

@ Hxh 1 &3h 0 &
SFEEEFEND:

&hi'E AARE HiI=N

ERH EHIEREZ#HE NP DB.. ETh

ERBAC)

MV N-Partner
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3.222 FERBELHMEANRE

(1) FARZ [Windows Powershell]

(o
Windowes
PowerShell

(2) 5B sa = Windows IRIEEAS
<2.1> f£F3 sa MR5%

PS C:\> sqglcmd -S localhost -U sa
(> | SQLCMD HE

Jindows PowerShell

Options:

-S [protocol:]serverfinstance_name][,port]
-U login_id

-P password

-A dedicated administrator connection

<2.2> {88 A Windows 1E5E

PS C:\> sqlcmd -S localhost -A

SQLCMD

Jindows PowerShell

) Partner
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(3) IIRENE

1 > use master
2 > go

(4) ERTEIE 1% MS SQL SRR Windows EHBRRERAREN TR

CREATE SERVER AUDIT [ ]
TO APPLICATION_LOG

WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)
ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
GO

> SQLCMD = [o] x|

1> CREATE SERVER AUDIT [NP_Audit]
2> TO APPLICATION_LOG
3> WITH <QUEUE_DELAY = 1888, ON_FAILURE = CONTINUE>

4> ALTER SERVER AUDIT [NP_Auditl] WITH <STATE = OMN>

A BXFEHAREALZEHE

(5) tNBREIFEZERE - &l © NCloud

1 > use
2 > go

> ] SQLCMD [=[axT]

1> use HNCloud

{ m b

A BXFEHRRAERERNERME

Fal ey
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(6) ERTETE NCloud(5Ef6l) EilE - ADD ENfF FFAIFRARFES BRI SHEREERAES

CREATE DATABASE AUDIT SPECIFICATION [

FOR SERVER AUDIT [NP_Audit]

ADD (DELETE ON DATABASE:: [ 1 BY [publicl),
ADD (SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP),
ADD (SCHEMA_OBJECT_CHANGE_GROUP),

ADD (DATABASE_OWNERSHIP_CHANGE_GROUP),

ADD (DATABASE OBJECT OWNERSHIP_CHANGE_GROUP),
ADD (DATABASE_CHANGE_GROUP),

ADD (AUDIT_CHANGE_GROUP)

10 > WITH (STATE = ON)

11 > GO

VVVVYVVYVVYV

1
2
3
4
5
6
7
8
9

> HHEEES: Windows PowerShell HE

CREATE DATABASE AUDIT SPECIFICATION I[NP_DB-—Ncloud Audit]
FOR SERVER AUDIT [NHP_Audit]
ADD (DELETE ON DATABASE::[NCloudl BY [publicl},
ADD <(SCHEMA_OBJECT _PERMISSION_CHANGE_GROUP>,
ADD (SCHEMA_OBJECT CHANGE_GROUP>.
ADD <DATABASE_OWNERSHIP_CHANGE_GROUP>.
ADD <(DATABASE_CHANGE_GROUP>,
ADD <AUDIT_CHANGE_GROUP>.
ADD <USER_CHANGE_PASSWORD_GROUF> .
18> ADD <SCHEMA_OBJECT _OWNERSHIP_CHANGE_GROUF> .
11> ADD <FAILED_DATABASE_AUTHENTICATION_GROUFX.
12> ADD <DATABASE_OBJECT _CHANGE_GROUF>
13> WITH <STATE = ON>

P: C-“UWindows“systeml2>
£ m >

AN FEMIFEmARREEZRERHE
1 > CREATE DATABASE AUDIT SPECIFICATION [
ABXFEARRARZENERE

3 > ADD (DELETE ON DATABASE:: [ ] BY [public])

Fal ey
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3.3 SHEERIERTE

I REIERE -

MR AR @AM TERERES T -
3.3.1 4%

3.31.1 AHBEMR

(1) BARY AD EREMER
FARX [Active Directory {5 FA & R E ]

td

Active Directory
EHEAN=ER

(2) HEEHE
1 (S8 BB RANE > RIS (3] > B2 [EB B

#BEFR =EN BENV SHEBEH
W EEIEEE IR Y YA 2k
] Active Directory EHEHERE | 2% Z= wit

| @EE 1 Builtin builtinDomain
£l ""I“’"""9"v|‘=’°0|_l | Computers E=E Default container foru...
FEREHIE)... | ind Default container ford...

b [ Computers 250... Default container fors...
p (&1 Domain Col

p ] ForeignSec )
b ] Managed ¢ BESHEHBEO. Default container for u...

b [] Users BEEIINESHA)..
REZBM)...

Fa(N)
LK

wRWV

EwgEr
ExEEQ...

AER)
EHH)

AFERD).. Default container for ...

&Y N- Partner
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(3) WMAMBEEMEE

B A BB BB 1 28 Servers T :

I‘ Server

v RESBELEEEEAREE)

(4) BENEREREMAVEBEN
#8412 [Computers] 2B ENI -> 7£ [SQL 2012] @fR=:, BB GH#, 51 .

B &

BEA =HER) BRV) =HEH

e 2F B/ XECE Hm taETER

[ Active Directory EEEF1E0 |

p [ BEES
4 3 n-partnerlocal

p [ Builtin
[] Computers

& Lomain Lor

b [] ForeignSecurityPrincipe
b [ Managed Service Acco

b ] Users
(@] Server

trollers

o ie] Fizh

MABEF(G)..
FHESS)
EEEERN

BEV)..

BRETENR

ABR
EHEH)

wa()

ETM
k(D)

HEnEREEEHRE—EESE0 -

77

AIREPRBEEUVHABENRE > % [BE]

B IkEPIRIZEERE MS SQL Server T -> BhEE
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(5) EIEAMEM
#1Z [Servers] M EN > 1%

EMEFBHIIEEM):

Eﬁ n-partner

-] Builtin

-] Computers

#-{&] Domain Controllers

#-] ForeignSecurityPrincipals
#.{ | Managed Service Accounts
#- (3] Sm;al

Elij Users

(6) MEERfEAR=RCBENEFAVABENL
®h3E [Servers] A EE (T, HEFY SQL2012 ARz S8 %) -

BEFR #IEA BRV) =EH

e 70 F0/ XEBez BE deavTE

| Active Directory EREEFEE || 28 az b0

p [ BEER esQL2012 Ei

4 3 n-partner.local
b [ Builtin

] Computers
b (8] Domain Controllers

b [ ForeignSecurityPrincipe|
b ] Managed Service Acco
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3.31.2 FARRAIER

(1) FARBERRIER
FIRL [BFAHRRIEIE]

HEAFRER

(2) 7 Servers AHMEEAI - FIBRFARAMMG

£ [Servers] AABEN - B

EH BEE =aife sENM B E0W =EH)

fie -> B [EEEMAE TR GPO IE4E.. ]

e« n@H o EcBE

5 BERREE
4 b B %: n-partnerlocal
4 (5L #E
4 3 n-partnerlocal
= Default Domai
| Domain Contrg

n-partner.local
B REserEERN | BEER < 2|

EEERETILER 2 Active Directory ¥]
mﬁ(ﬂﬁﬂl EEGSE  EnvEid

B EEE#ENTRU GPO WWEE|(C)..

by WMIE
p @ AMG
b O 55

RLEHE)

o mEEyen  EEREEN).
G mEENaR meEnEDasG).
FREREON)

EEEREFAEW

REO)
EFazM)
ExmER

AER
SHEH)

£ @ AEI GPO(L)...

EEEEETELGPO TETESIEEES
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(3) WABARAMGEE
W ARARAY BT N-Partner Policy &t : EIREPRIEEUFENHRME > 1R [FEE]

ZEN

| N-Partner Policy I

WA GPO(S):
()

(4) fRERBARNYHG
£ [N-Partner Policy] ZHHRRIM T - BB E R -> RA%EE (4RI

5 EEA #En B8RV S=EwW) EEM
e« s 8 Bc BE

g #ERRIEE n-partaer.local
4 £) 8% n-partnerlocal wE | EmsemEFAmE | <[>
a [EL
4 F3 n-partner.local - :
) ) SHEERT IR Act
Ii=ir Dﬂ‘fﬂl.llt Domain Pﬂlll:y Dlrectory-nﬂ SYSWVOL I:DI;;RJ u
b @] Domain Controllers Eﬂﬁﬁ EREEMEREE

23N

Lot LN

W mEERED BIEEE.
0 wammen HEEREEAEW)

f=D)
ExazMm)
Ex=Ep

|EMH
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(5) AHRA : FExRA

22

I [BHERE] > [REY] -> Windows 57E] > [ZRHRTE] -> [AHIREL -> TR -> Bt (ERIESEAFH, (78

A

) (R A B > i (RS EAREL & ] & (5] > 5 ()
3 BEFIEEgEE S
2RO BEER BAV REH
o 2@ XO= @6
5= - FERE
L BEEREETR METE
LB s oy
- i BEaeTR HEES
L EeEmRE uxEs
b EmEmER | sgesgRe szzs
sl BTN o, %8
L wEEEEE o, R
LmEEAES o, R

b E2EEE
b BFICEE
b g BERE
r g ®EERE
g B
P g EERE
b Eo F4REEIE (IEEE 80
p [ REEEESEN
[ EfEEEEEaR
b Gaf E4RE3E (IEEE 80
p O LFESRER
p [ EEESER
p [ EETREE
p [ ERESEHEEER
b M P ESEFE (0
[ EEEEREERE
b ol BUERIRIEES QoS
p [ REEEES Dl
v ] SFmE
4, ERERE
b & FR
b ] BERE

2

R2EFART Mm |

AL

? BEZAEF

W EESEEIRED)
EEEEER
] BLE(S)
mES {5
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(6) Efficit . BARARBRRITLE
RS [BISRRE] -> [[RA] -> [Windows 2 E] -> [REMRTE] -> [BSHCHE] -> B [BRAENGHRRITLIE > & [E
FEERARE]: -> HE [REEBREMN] > 2 [FEE]

B BRI EERES =N IE
BEF Sew WSV NEE
o 2E XD BHE
CH . EagE
4 S mERE L FaprasESEESETSE 258
4 [ =8 L FABIRMREThASESE O ST
p L B LFarsarEThERESENE B TS
L ESeREES ) BAE T
L EEeERERssE mEE
L EEZEESERETE m=EE
L aERsEs Bl BEEE
L AEESEEsEE BEEE
il EREE
—ry |Eanmﬁ:rﬁnﬁmﬁ EEEFE |
b A SEER || L EARTCSEAEAE CESF
b a ES L RERTESREER CES.T
bR BEES
b iy EEeEE 0
p O BEEEED || =2eENRT (@R |
O EEEE
b i SEEE j EEESERESES
b O] REERE g
b EREREE
' g i:giﬁ Ez=ze=rzz0)]
p B PEEER O GEEEESS0)
O EEEEE
b ol LR e | BEEEEEEE
O REESRES: Cit O FTEEEEH LFH5SERT®HN)
v B EFRE
4 i, ERERE
¢ 2 FR
b O B
« m ] »
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(7) Sttt . EREXRRERNERKE
R [BISERE] -> [[RA] -> [Windows FRE] -> [Z R MR E] -> [BHifiE] > hE [EREXTHREXN N\ RAE] BEE
-> )% [EHRERERRIRE] -> #.A204800 KB &t : BIREFRIERARE > 1% [HEE]
8 BEFIEERES =10] x
BEF E2iER BRM HEH
o 2FXE 2 BHE

M-Partner Policy WINAD20M|| REI * EREE

L FanIarETREsEESE CES

L L FansarEzRARESE HEES
o BT LFarsarEzREREsEsE B=CS
L R2eRsEL)EXE MR
b OEREERE | zzemsarssE eI
— L m2ensERERR MEEE

L REESE A MEEE

L REEREESSE SRS

L aEEBERERY LRSS

) e EsER B

LG EERE
b i FEEE

p ] REEEES ELEFRRT (BN

O REREE
b i SRR (E 3 EEERESE SR8
b LEERE =
¢ O BEEEE

p O EETEE ||E EHEE!!EEEDIII

p O EREES
04800 Lo KE
ﬂ

B PEEER

b EEEER

b ool HERIEERS

b O REESERET O
p D BiFEE
4§t EEEEE

¢ O =R

. EFEE
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(8) * MS SQL Server fAfR2% -> BRI [Windows PowerShell]

(o
Windowes
PowerShell

(9) =¥ MS SQL Server B 4HFEAI

-RandomDelayInMinutes 0 -Force

PS C:\> Invoke-GPUpdate -Computer

& L& E®E: Windows PowerShell -0

A BN FEAZEA MS SQL Server EEEEZ

(10) ZE4% MS SQL Server falfkz3 8¢ 48R AR %

PS C:\> Get-GPResultantSetofPolicy -Computer
(2 | £5EEE: Windows PowerShell

Rz opMode i
E SQL2612~Root “Rzop HEB7DLBPAT7_ 7897 _4n4F_9879 _FSCATBD?CILA
gingComputer = B2

ogginglser 2 H-PARTHER*Adninistrator
Laogyg ingHode : Computer

-ReportType.html

#L e FEIFEEIA MS SQL Server ARz 2 ERI KRB LERSHE
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(11) BARRIRER -> F&:2 MS SQL Server @Ak 2% -> EF N-Partner Policy #4HR R

e e osomiann o

N-PARTNER\SQL2012

HHES: 2210/2021 10:13:34
"=

_E

_JT;H‘IEI
RE

L]
BEGRERASS
EEEEERE
BERASSE

&% GPo

M-Partner Policy
M-Partner Policy
M-Partner Policy

THER/EEHEE

PHicHE

[-1..] =
EEESREBEESEE H#EEME
EEE=REEEEESAE 204500 KB

B2 PO
M-Partner Palicy
M-Partner Policy

LHEREA/NEERAE

_ BEERNE
WMl BEEERR

EREEEEN
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3.3.2 T{E&#4

3.3.21 HEEFRRIRE

(1) FRUES
RoBEBE A NEME [BS

(2) HSHEAFRRYHRESRTINT
AR AHIRA -> RhEE [AREEAFAHIR AN

=) N-Partner
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(3) AHIRA : FExRA
&R [BINARRE] -> [Windows RRE] -> [ZE MR E] -> [AHIRA] -> [FEZ/RA] -> & [ERIRPEASH], ERIRFE
], [EREASH] I8E > WERZELEER: [RI] & [KH] -> % [HBTE]

g FREEFRRES -0 %

SRR Hftn @®EN BEH)
oy nF XE 2 Bm

[= e mAl =& - EfEenE
[ emEsiETR FEEE
L mEsEEs kb1
(GRE-E: 2 ol -1 HEEE
[BRE-1-3HE-1-) EEEE
L EEEREEEE ZaERs
[ EEREE B, B, =R
L mEBSEE B =R
SEE L5 T mm, =N

b [ BASEESEE Wi
O EEREEERAE TAELERT BN
b ] AESREE
b [ BRI REEASE
b [ EEESEIFE -
b @ PEZEEN (OE 3
b EEREENRT
b ol BUFEIBEEE QoS

O RESERT -
. R EEEEE ERELER
P HREE Eﬂmm
b [ Windows 8&E
L REEEET [

i i!ﬂﬂiﬂﬂﬂﬂﬂli!ﬁﬂl!&ﬁ&!ﬂl ' AR EEEIMTAR
LUEERMER EEEESD \Fe Q021468

&Y N- Partner
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(4) FARY [Windows PowerShell]

Lo

Windowes
PowerShell

(5) EH#EARA

PS C:\> gpupdate /force
4 2EEES: Windows PowerShell

88
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(6) BEFHAFRMNERIEN

PS C:\> auditpol /get /category:*

5 £ %EE: Windows PowerShell = [o]

hi ()

W

=) N-Partner
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3.3.2.2 EHERERTE

(1) FRES
B EBEIA T ARE [BF]

(2) ESEHBEA[IEANT
WA SHIRAREE > REE [SHRAES

K=

FE S

s

H = eR R
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(3) MmEBR2MCHF
&R [Windows -> 1f [EREN] BB AR -> E [AND)

BEP 2EA =wENV)  RBEH
Ty o
@ ssREsT®

HEC®S8Es0)...
BUSITHEER).
E] Forwarde EASTEAM)..

p [ BEE A0

e BEE NS
REP)
EET
EZHEESHETEE).
MAIfeRltTEETA)...
EFEER

REH)

(4) REFARZNCIRE
B AR AGCERIE A/\:204800 KB &F : AAIKEPIRIZARE > ME [(RREBRSH] > & [BE]

Application

EEEEIL: | 2eSystemRoot %\ System3Z\Winevt\Logs\Application.evix
LIRS 3,07 MB(3,215,360 2 70HE)

ELOE 2021=65118 17:44:03
L=k 20217858 10:3%:17
FEAE 202168118 17:44:03

[v] EEEEE

EAEREA (KBIDO: 2043002

W

EEfIsR RS LR
| fEsEass sEEE=aEHW) |
O SXsECESETIR  TEEEFHA
O TEEEES (FRERIHREN)
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4 SQL2016

41 HEEREA

RUAEATE® - LIBH SQL Server Database Engine B AJEE - 52 E & NAEEFEIEN MS SQL Server fR¥% -

N2 RIBERE T EAMEL THKRES N

411 FERBEFETEARRE

(1) FARY [Microsoft SQL Server Management Studio]

-1
L&

[

Microsoft SOL

Server

Management
Studio 17

(2) BWAGRRRE > BEEABESN > 17 EHE

of SHEEESE hod
SQL Server
(AR AELERY(T): EH S w
AR EE) fosalhost ™
LEC AR S0L Zerver iRiE w
A0y E 9
T |t:rta1cut |
T
HiH L 1) ==
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(3) % [ARFZBE] KBEGR > MHE [Bi)

I_.-‘:,; Microsoft S...
BEFR S&E

|3 -

i e B R

mRENM  \E0)

- W AreEsNn A QR

EHE

==
===

AEEns

EE

PolyBase
Always On 20 HiE
EE
Integration Services E &8
E 0L Server Agent
F] XEvent W IE

p -

|

b4

IRM #/EW) =EH)

EEO)..
=ESZED)
EfE(G)...

FREEFEQ)
ZIEZRM)

EFW)

=TS
=5l ES

EF R

EERI(0)
Facet(A)

E7E1 PowerShell(H)
BEP
ExEg
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(4) EE [REH] EH > BESARK: (RMABIINEA] > & [EE]

B @EEEE-sQL2016

Tt eer

1aldk2E:
localhost
s

vy IR

B

I iEsE ~ @ 5H

falfk S5hesE

() Windows BB (W)
(®) 0L Server B Windows BB &)

s
O &)
O EFREMDHEL.F
O (EPRRETHEYE A (1)

[@ =8nEsElE)]

{E1AR & Pooscy HRF
(] BRAR{E1AR 88 Proocy HEFS(Y)

Py IEERH (R

.; RE | fci ok ok dojok

- 2]

[] B fRHE R )
[] B C2 tRERE)
[] BEHERAREE )

RUA

94

&7 N-Partner



(5) E#7RIEH MS SQL SERVER R
£ [ERER 28] B EA# -> BhE [ENE)

i Microsofts. ~FEEEH (Cul+Q s
=P SEEO ®AV #E0 IRM H2W BEM

OB R P BEeEsn RS2 80

B|E(C)...

FEEED)

ELFRG)...
PaolyBase SEEHD
Always On ST F%E =g EEEM)

o]
==

Integration Services E £ E#i(S)
5 SQL Server Agent (EF8 &M
[F] XEvent 3% IE

s

£H(E)

EFETE(A)

ERIO)
Facet(A)

ETEN Powershell(H)
H®w(P

EWSEF)
HiE(R)

(6) 1% [2] EFREIEN MS SQL SERVER AR#

Microsoft SQL Server Management Studio

0‘ T E EiRFED soL2016 R MSSQLSERVER BRFEIE?

F £ Z(Y) TN

(7) 1% [2] 51k SQL SERVER Agent fR#

Microsoft SQL Server Management Studio

0' 1 R Bt &% 1k SOL Server Agent MSSQLSERVER) » TEASLHNR?

F £ Z() TN
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41.2 ERBESHTEARERE

(1) FERL [Windows Powershell]

> |

(o
Windows
PowerShell

(2) 9 AIB sa = Windows IREEE A
<21>  f$MH sa tR3%

PS C:\> sqlcmd -S localhost -U sa

E¥ SQLCMD

» sqlemd ] ocal hoet

Options:

-S [protocol:]serverfinstance_name][,port]
-U login_id
-P password

-A dedicated administrator connection
<2.2> &£ A Windows 1E5E

PS C:\> sqglcmd -S localhost -A

Shell ~
016 Microzoft Co rporation. ?15 mhr'l ﬁ ' Ii%%\_tﬂﬂ'iu -

(3) UIRENE

1 > use master
2 > go

E¥ SQLCMD — O X

) Partner
26



(4) fEF sp_configure 5l RS EIE

exec sp_configure 'show advanced options', 1
go

reconfigure

EX SQLCMD — O >

(5) BYRKMAMMINAYE ARCER

1 > EXEC xp_instance_regwrite N'HKEY_LOCAL_MACHINE', N'Software\Microsoft\MSSQLServer\MSSQLServer',
N'AuditLevel', REG_DWORD, 3
2 > go

y

‘_
W
fa)

E

LEMD - O X

''NET STOP SQLSERVERAGENT
'INET STOP MSSQLSERVER
''NET START MSSQLSERVER
''NET START SQLSERVERAGENT

"’.‘
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4.2 REEZ

4.21 EZEIRRER

RAEZARSERESARSEFEE  AINEREEREAMELIEE -

UTARRBERENTEMESTHEKRES T
4211 ERABENTEANRE

(1) FARL [Microsoft SQL Server Management Studio]

1
L u
[
Microsoft SQL
Server

Management
Studio 17

(2) WAfRRRZE > EFEARESN > & [EE]

of SSE=EES pd
SQL Server
{EARAEEERY(T): S g w
RS EEE) osalhost <l
LEC AR S0L Zerver iRE w
0o E -
T |t:rta1cut |
AT
LiH WH IBTHD) ==
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(3) B [REH]IEE > &% [E%] HBEAR > & [MiEE..]

fﬁ{lﬁ Microsoft 5 | ~=EE= (Cirl+Q P o B x
BEFR SHEE BENM S350 IEM HsEW  Z=BEMH)
fo-o (8- a2 DEeEEEen DBED.
MFEE
-9 TGS
= | localhost (SQL Server 13.0.5026.0 - sa)

F L EHE

L i;‘\
| (3 EEEas

]

L5
L3
+

B L falEe FABEN)..
@ L3 fEEsa .
= LA B8 BEm

i [ PolyBas EiEl PowerShell(H)
@ L3 AlwaysC
W 3 ZE B=P

@ 3 Integrat ExuE
SIEE(E
® B SQLSer vy
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(4) BAEZBE: NP Auwdit > MEBERBERICBRERME: #EE > BEE%B M [BARE XK RE
% MS SQL TEXECEREF IS Windows SRR RMEAENE > & [FEE]

N BIIEY — O X
05 i
EHEE JEsE - @ =H
— KR
FoEnE _
EiEEEm:  |[NP_avdit
{FI|3EIG (L:2s 1000 .
B0
i [© e |
= RAEATEIARES ()
O) 41R1eEBF
Fe4s Battth I P 42 7% S "
2147485647
1
it
o localhost [za]
PR R T
R
Bhik
B4 A

}-:‘*
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(5) #EIE%XBE: [NP_Audit] ZBEGR -> R [RIATEH]

,_¢; Microsoft 5. F=== (Crl+0 P2 o @O x

BEP FEHEPp BENV 5D IEN HEW FBEH)
i - b B -2 P AFEEaENn S8 8 58 Z

HiEEE
sa- F ¥ 0 TG
B i@ localhost (SQL Server 13.0.1¢

=

OFBBR R

Ciki=E:
EEES
EE
PolyBase

Always On ST
EiE

Integration Senv
B SQL Server Ager
5] XEvemt 2 TE

(6) % [BARA]

POR-d=:t — O b
' 1 @t 0 g8
J @ s 1 Hh 0 &
SEUEREE D)-

ghi HE )

: ERFIfEIE NP_Audit BTh
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(7) = [RRGBEZME] RBEGR > ME [EARSFERRE..]

|_¢:‘1 Microsoft S...

BEFR SEEG

. |3ﬁ-

mEaE
s ¥ ¥

S

YO

Cirl+Q Pl o
BREV) S0

B i@ localhost (SQL Server 13.0.1¢

® EnE

=1 TE#E

BA

FEEas

ER

E3]

15]He
e EE

. FRaRaRs

IEM H=:W REH)
B BszEan B2 S

o2} PolyBase

E3]
E3]

E2]

Always On S 5%
-

Integration Service

@ o3 SQL Server Agent
@ [F] XEvent 8 TE

(8) HWARME:

NP_Server_Audit -> EIEFE4%: [NP_Audit] F1ENE

EiE) PowerShell(H)
F=0
Ex=EE

=

DHI' EHLA &

[&%E]
W BUAEEEs - o =
Lidic ]
BT OaeE + Qs
s
W) WF_sarwer_Aundit
T®isia) T w
i
TR ) ol R i LN IWER
01 |SUCCESSFUL_LOGIN GROUP
2 |FAILED_LOGIN_GROUP
ik} LOGOUT_GROLWP
04 |SERVER_STATE CHANGE_GROUP
05 |SERVER_OPERATION_GROUP
06 |SCHEMA_OBJECT_CHANGE_GROUP
_ 07 |DATABASE OWNERSHIP_CHANGE GROUP
¥ Iealhost [z2] 09 |DATABASE CHANGE_GROUP
M | ALDIT_CHANGE_GROUF
10 |USER_CHANGE_PASSWORD_GROUR
HBRFAR 11 |SERVER_OBJECT CHANGE GROUP
e b 12 |DATABASE_DBJECT CHANGE_GROUP
7) *% s
nE ]
)
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(9) #EERBIEZRIERIE: [NP_Server_Audit] RBFE R -> R [RIAERBEZRE]

% Solutiont - MicrosoftS.. F=== (Curi+0 T =
BER SHEEH &FEV ==EP S=0) IEM HFEW) FHEAMRH
fo-o(B-u-a P BeEsN ARS8 R| XL
nesE

=2 B | (VRS

= g localhaost (SQL Server 13.0.1¢

=

-

O FFMHH

2 NP_Audit
EESEEeEs
iSEEETEE
EE
PolyBase
Always On FE[FE
EE
Integration Services E2
& 5QL Server Agent
[f] XEvent 37T E

(10) #% [FARA]

A sEEEsSsass — O X
1 2 0 g8
{ @D = 1 &1h 0 EE
SHEE D)-
ghie s e

| FUFEARSRAEHARAS NP Serve..  ERT

RABA(C)
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4212 FERBESNTEANRE

(1) FARZ [Windows Powershell]

> |

[
Windows
PowerShell

(2) #5I% sa = Windows IRSEE AR
<2.1>  f$H sa 1R5%

PS C:\> sqglcmd -S localhost -U sa

¥ SQLCMD

oft Corporation. BIEEARE @ R E—EHER -

'y =qlomd localhost

Options:

-S [protocol:]serverfinstance_name][,port]
-U login_id

-P password

-A dedicated administrator connection
<2.2> {88 A Windows 1E5%

PS C:\> sqlcmd -S localhost -A

EX SQLCMD

hell B ) ] A
B Microsoft Corporation. ¥(F WENE  TRE—DER -

PR C:\Windowshsyvstem32: sqlcomd localhost

(3) tHEERE
1 > use master

LN SQLCMD — [ X

» USE MASLEeT

) Partner
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(4) ERTETE# 1% MS SQL EZEERFENR Windows EH B HRBNEARER TR

CREATE SERVER AUDIT [ ]
TO APPLICATION_LOG
WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
GO

E¥ SQLCMD

REATE SERVER AUDIT [NP_Audit] A
” HPPLII uIT[IIN Ll II|

WITH (QUEVE DELAY = 1000, ON_FAILURE = CONTINUE)

ALTER SERVER AUDIT [NP_ uu.-l|1] WITH (STATE = ON)

= (10

A BN FEMIFmAEZETE

(5) REWE%KMEIRSS - ADD EF FFAARERES BRI SMIEREFRIAERS

CREATE SERVER AUDIT SPECIFICATION [
FOR SERVER AUDIT [NP_Audit]

ADD (SUCCESSFUL_LOGIN_GROUP),

ADD (FAILED LOGIN_GROUP),

ADD (LOGOUT_GROUP),

ADD (SERVER_STATE_CHANGE_GROUP) ,
ADD (SERVER_OPERATION GROUP),

ADD (SCHEMA_OBJECT_CHANGE_GROUP) ,
ADD (DATABASE_OWNERSHIP_ CHANGE_GROUP),
10 > ADD (DATABASE_CHANGE_GROUP),

11 > ADD (AUDIT CHANGE_GROUP)

12 > WITH (STATE = ON)

13 > GO

O©CONOOTEWN -
VVVVVYVVYVYV

rver fudit] P

1
TL Lllll[N I|i_|||n"|
» |h[N I|i_|||rF"

0s ADD (DATA
ADD (AUDIT

A BX FENRE AR RGREZRIEEHE

~arcner
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4.2.2 EZENEER

RAEZERERBREFEERREIFES (DML) RERERES (DDL) 1R -

UTARRBEENTEMESTHEKRES T
4221 FERABENTEANRE

(1) FARL [Microsoft SQL Server Management Studio]

1
L u
(o
Microsoft SQL
Server
Management
Studio 17

(2) WAfRRRZE > EFEARESN > & [EE]

of SSE=EES pd
SQL Server
{EARAEEERY(T): S g w
RS EEE) osalhost <l
LEC AR S0L Zerver iRE w
0o E -
T |t:rta1cut |
AT
LiH WH IBTHD) ==
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(3) B [REH]IEE > &% [E%] HBEAR > & [MiEE..]

fﬁ{lﬁ Microsoft 5 | ~=EE= (Cirl+Q P o B x
BEFR SHEE BENM S350 IEM HsEW  Z=BEMH)
fo-o (8- a2 DEeEEEen DBED.
MFEE
-9 TGS
= | localhost (SQL Server 13.0.5026.0 - sa)

F L EHE

L i;‘\
| (3 EEEas

]

L5
L3
+

B L falEe FABEN)..
@ L3 fEEsa .
= LA B8 BEm

i [ PolyBas EiEl PowerShell(H)
@ L3 AlwaysC
W 3 ZE B=P

@ 3 Integrat ExuE
SIEE(E
® B SQLSer vy

MV N-Partner
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(4) BAEZBE: NP Auwdit > MEBERBERICBRERME: #EE > BEE%B M [BARE XK RE
% MS SQL TEXECEREF IS Windows SRR RMEAENE > & [FEE]

N BIIEY — O X
05 i
EHEE JEsE - @ =H
— KR
FoEnE _
EiEEEm:  |[NP_avdit
{FI|3EIG (L:2s 1000 .
B0
i [© e |
= RAEATEIARES ()
O) 41R1eEBF
Fe4s Battth I P 42 7% S "
2147485647
1
it
o localhost [za]
PR R T
R
Bhik
B4 A

}-:‘*
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(5) #EIE%XBE: [NP_Audit] ZBEGR -> R [RIATEH]

,_¢; Microsoft 5. F=== (Crl+0 P2 o @O x

BEP FEHEPp BENV 5D IEN HEW FBEH)
i - b B -2 P AFEEaENn S8 8 58 Z

HiEEE
sa- F ¥ 0 TG
B i@ localhost (SQL Server 13.0.1¢

=

OFBBR R

Ciki=E:
EEES
EE
PolyBase

Always On ST
EiE

Integration Senv
B SQL Server Ager
5] XEvemt 2 TE

(6) % [BARA]

POR-d=:t — O b
' 1 @t 0 g8
J @ s 1 Hh 0 &
SEUEREE D)-

ghi HE )

: ERFIfEIE NP_Audit BTh
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(7) EE[BENE]IEE > BREEG: [NCloud] -> [ZRE 1] -> £ [EREEZAE] HBEAR > RME FEENEE
%E..]

L. Microsoft SQLSe. =
BEFR SEE BBV ES=0) I=EM FEW FHH)
io-o|f-o-a R AsEEEn HiBD 5
MEEE
Ex- W= TSI
2 |f§ localhost (SQL Server 13.0.5026.0 - sa)
W [0 RRERE
3 (o ERNERES
[a EREE=S
L ERE
3 W%
(o HEEE
i F8F
(3 IRk
_d Service Broker

Ctrl+Q P - B x

b
-

FREEREREREN)..

® Ca AEsns oL

m 03 &S E7E) PowerShell(H)
[ 4 PolyBase

@ [ AlwaysOn SE B £=0)

= o 18

& 3 Integration Services

l_% SQL Server Agent

(8) HATE#X|ME: NP_DB-NCloud_Audit ->EEIENEHZ: [NP_Audit] MIENE #AIRRARFESERI SIS ENERIAESR

-> 1% [fERE]
L BUEMERESRS - m} 4
Li =]
R J5+3 - @EF
F i
£y NE_DB-HClond_fudit
gL NE_Audit
i ik
TEiERhTEaR PR P AR e wEE IMER

01 | SCHEMA_QBJECT_PERMISSION_CHANGE _GROUP v hd

02 | SCHEMA_OBJECT _CHANGE_GROUP b d

03 |DATABASE_DWNERSHIF_CHANGE_GROUP w ~

04 | DATABASE_CHANGE_GROLP bl il
— 05 | AUDIT_CHANGE_GROUP v ~
¥ locallost [a] ¥ |USER_CHANGE_PASSWORD_GROUP v »

o7 | SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP b il

03 |FAILED_DATABASE_AUTHENTICATION_GROUP w ~
WA 9| DATABASE_OBJECT CHANGE_GROUP W ol
A 10 |DATABASE_ROLE_MEMEBER_CHANGE_GROUP b bt

E rall » il
(] NE

=

¥ N-Partner
110



(9) EEREEZRERTE: [NP_DB-NCloud_Audit] #ZiBE AR -> 2 [RIABEREEZRE]

i Solution? - Microsoft SQL Server.. FEEE] (Cirl+0Q £ = O x

Exp £8O ®2v S=P E=O IBEM =Z=W =8]H
@-0|[B-o-LHP BrErEsn R 88 Lol

MraE
s ¥ ¥ (VRS
= E localhost (SQL Server 13.0.1601.5 - sa)
ENE
+ ERERE
5 EnEREZ
= @ MNCloud
ENEES
EHE
ER
HEEN
E&F
TR E
Service Broker
e
E2E
EEE
=)=
ElEd
FEElEZR
ER
EWER
Always Encrypted =8
A L B 18
NP_DE-NCloud_Audit|

I 2 B B H H & B

£ 10 0 IR AR AR ()
EREREREEEE

FESHERESENESER®S)

RRIO)
Facet(A)

£ NP_Audit Ei# PowerShell(H)
FiERpE A
AEEAs wEP)
RIE=D)
PolyBase
Always On S Hiz ExZEm
1§ Bt (R)
Integration Services S8
& SQL Server Agent
[f] XEvent 3% IE

(10) 1% [BARA]

¥ EEERERERE - m} X
. 1 it 0 8
@ Heth 1 T 0 e
SHERHID):
AhAE ==

FREHERIEAE WP DB .. BT

LTSI |
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4222 FRBESNMEANRE

(1) FARZ [Windows Powershell]

> |

[
Windows
PowerShell

(2) #5I% sa = Windows IRSEE AR
<2.1>  f$H sa 1R5%

PS C:\> sqglcmd -S localhost -U sa

¥ SQLCMD

oft Corporation. BIEEARE @ R E—EHER -

'y =qlomd localhost

Options:

-S [protocol:]serverfinstance_name][,port]
-U login_id

-P password

-A dedicated administrator connection
<2.2> {88 A Windows 1E5%

PS C:\> sqlcmd -S localhost -A

EX SQLCMD

hell B ) ] A
B Microsoft Corporation. ¥(F WENE  TRE—DER -

PR C:\Windowshsyvstem32: sqlcomd localhost

(3) tHEERE
1 > use master

LN SQLCMD — [ X

» USE MASLEeT

) Partner
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(4) ERTETE# 1% MS SQL EZEERFENR Windows EH B HRBNEARER TR

CREATE SERVER AUDIT [ ]
TO APPLICATION_LOG
WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
GO

E¥ SQLCMD

EATE SERVER AUDIT [NP_Audat] A
0 APPLICATION LODG
WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)
LTER BSERVER AUDIT [NP_Auwdit] WITH (SIALE = ON)
all

A BN FEMIFmAEZETE

(5) tNREIFEZERIE - €6 - NCloud

1 > use
2 > go

¥ SQLCMD - O x
]..

EH B TEEA Nloud' -

1

ABXFEHARRAERERNERMHE

Partner
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(6) ERTETE NCloud(5Ef6l) EilE - ADD ENfF FFAIFRARFES BRI SHEREERAES

CREATE DATABASE AUDIT SPECIFICATION [

FOR SERVER AUDIT [NP_Audit]

ADD (DELETE ON DATABASE:: [ 1 BY [publicl),
ADD (SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP),
ADD (SCHEMA_OBJECT CHANGE_GROUP) ,

ADD (DATABASE_OBJECT OWNERSHIP_CHANGE_GROUP),
ADD (DATABASE_CHANGE_GROUP) ,

ADD (AUDIT_CHANGE_GROUP),

ADD (USER_CHANGE_PASSWORD_GROUP) ,

ADD (SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP),
ADD (FAILED DATABASE_ AUTHENTICATION GROUP),
ADD (DATABASE_OBJECT_CHANGE_GROUP),

ADD (DATABASE ROLE_MEMBER_CHANGE_GROUP)

WITH (STATE = ON)

OONOOTEWN -
VVVVYVVYVVYV

WCloud | BY [public]),
"HONGE GROIP Y,

IP_CHANGE_GROUF ),

RSHIP_CHANGE_GROUP),
OW_GROVF ),

I1ﬁ_| 1]y}

-indowshs VS En 12

AlEeXFEMuBEA BN EERZRERE
> CREATE DATABASE AUDIT SPECIFICATION [
AN FEMIFRARZER ERH

3 > ADD (DELETE ON DATABASE:: [ ] BY [public])

~arcner
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4.3 SHRCERIERTE

I AEIERE -
BUFABIAMEM TR ERES -
431 #@%E

4311 MHEEMRE

(1) FARX AD fEREMET R
FA Y [Active Directory 1 Fi & fE )

q—!’?)

(o
Active Directory
FEHERER

(2) #hIBAMEM

i [ aE] B E AR -> B (W] > 20E [EaE ]

] Active Directory EESF=E a X
BEF =EA) BEM EEH
e 2@ OB HE RRETER
[ Active Directory EREAEH || 2= 5= il
‘ = Tocal [ Builtin builtinDomain
v & n-partner.local - — -= Default container for u...
- CL(IJIrr:nuters ;;ﬁ-_"ﬂ](E)--- g Default container for d...
i ::j Domzin Co A0 Default container fors...
9 ForeignSec BEREND)... Default contafner{or...
| Managed § BEEESHE0)... Default container for u...
1 Users BEEERRESEA...
RIEZRM)...
FA(N) > L (]
B LN
WAV > |
InetOrgPerson
ExEEp msDS-ShadowPrincipalContainer
EoERQ. msimaging-PSPs
AZR) MSMQ fF515IE
R -
[aE
ERE
SEERR
€ >
Eu—Ezxames.
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(3) EMAMBMEBEMZIE
B A BB BB 1 28 Servers T :

AIREPREEUABEURE > % [BE]

FEmt - EEE

= ==

n-partner.local/

ZHE(A):

Servers

M FEESHELAEEARREE

X

miE St

(4) BENERBEMOABEM
#1E [Computers] 2B E U -> 7 [SQL 2016] EIAR:S, LB R G,
EE|

ERa

B IKE PIRIZEERE MS SQL Server T -> BhEE

O Active Directory EEEFI=E
BEP =W ®wENV FBEH
e nE B XEE= HeE

] Active Directory EEEFIER || ==

» [0 BFEH

sQL2016
w .ﬁ:ﬂ ’lfpar’llﬁffdacal e ——
| || Computers FHEEBA(S)
> omain controllers FEESA)
» [7] ForeignSecurityPrincipa ).
| Managed Service Acco
| Users AN
4] Servers EETEN »
BETM
&ike(D)
RER)
=|EH

€ >

BHEEREE RS —EESEM -
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(5) EEFMAMEM
#E1E [Servers] AABEN -> 1% [HEE)

EE

EmsEazEREM):

Elia n-partner
EI:l Builtin
-5 Computers
miJ Domain Controllers

&-{a]
F-L] Users

@1 ] ForeignSecurityPrincipals
_#- ] Managed Service Accounts

BE mis

(6) MEREIRBCHBIEMHAVABEN
#0E [Servers] AHAEEQT, HERY SQL2016 fEARZR R E) -

| Active Directory EEER =&

BER =:EAN) B\BEN =|EBEH
o 25 0 XEBdE HE/PaETE%

— g

Tl Active Directory EREF =
y [ BTER
v 3 n-partner.local
» [ Builtin
[ Computers
» (@] Domain Controllers
> [ ] ForeignSecurityPrincipe
» [ ] Managed Service Acco
2] Servers

ZiE 2 Bt
= sQL2016 E 1]
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4.3.1.2 BARRAIRTE

(1) FRREFARRIER
FIRL [BFAHRRIEIE]

3
o
BEaERES

(2) 7 Servers fAMEEAI - FMIERFAR MG

£ [Servers] AHEN - BB AR -> RE [ESEAE PRI GPO Wi ]

H BERRIEE

v A 8% n-partnerlocal
v [ #E
v 3 n-partner.local

- o x
2 8=R 2w B8RV S=EW =BEH _lax
LA ETERE s

G EERRIEE n-partner.local

=i Default Domai
3 (2] Domain Contre

B BEEHHEENN FEEFREE ER

LEEETHEE T Active Directory ¥] SYSVOL 18
BEfSE ExTEREFRER -

s 2] Servers

T WE EEERNTRI GPO TWAF(O)... |

> [ WMl WS AAE GPO(L)...

> I8 RiE. 3

- ﬁﬁm ARG zims@ =
o HEmAan BEFSIREG).
FassEcN) Sl
HEEHEFIEW)
RBIE2D)
ExazM)
ExmEp
ABER)
REH)
< >

EEEERTET GPO UREESSIEEES
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(3) WmAEAFRRMERE
W ARAERAY U BT N-Partner Policy &f : BIREFPRIEEZUFENHRME > 1R [FEE]

HiE GPO x

EZE(M):

| N-Partner Policy ||

FEAM GPOE):

@ ‘|
 EH

(4) #REFHARMHE
£ [N-Partner Policy] ZHHRAIM T - BB E R -> RA%EE [4REE]

H EERRIEE — O Pt
H 8RR HER BsEN) |FEW =E|H - 8 X
= a7 0|56 HrE

|5 HEFERIEE n-partner.local

v A\ Bl%: n-partnerlocal

% VB DEsEEREEFRNE B[
v (5 #E
v 3 n-partnerlocal _— . :
. ) LEERETL#E R 2 Active Directory
i Default Domain Policy ] SYSVOL BEHIFE - ERTAN
» [E] Domain Controllers EFNEN -

w 3] Servers

I.-.L,I' M-Partner Policy ey
> Lyf TR ' REE)..

5 WMI s = . BN
, (5 AMGPO el
2 v smas
e SRRZ
W BEEEED SEREQ)..
o BERAER sEEEEESEW) . it
S SE
220)
EESEM)
EF=EF
==

BRI GPO |EE
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(5) ZAHERA : HE&ERA

EE [BINARE] -> [[RA] -> [Windows 5 E] -> [ZEMRE] -> [AMERA] -> [FEXIRR] -> R [EZRFEASH], (18

ZIEFEIE], [(EREASH] BE > NE [EEELERARE]: & [RI] & [KH] -> % [HBTE]

120

_=.‘r fxiRER|SiEEER . .
WRP #EA) WAV HEH)
o 27 XE = HE
=1 N-Partner Policy WINAD2016.N-PAR|| =g - EEinT
v ';*;f L mEEsERTE O
h— - L RmEREES ==EE
L mensax RS
— = L EEENRE SE -
L EeE- (B W BERRERER EETE
s o Eﬁzﬂrﬁmfm W RERSEADS "I, =M
L mEwEEE R, %
= BT BuEsims mI, =N
v 5 =®EE T REEF=n T
> 51 1 WEBAES-AS X
> d REuER EZUBIET E
3 _] EerlnigE
> (@ RR8E F WEEASS
> g hiciEh =
s (@ B0
e —
» fu HEEEE (EEEB02Y MESEEFRRED
L FEEEEEAER
» faf SHiREE (EEE 3021 b EEhis)
» ] SE=RER
» [ EEPE R e
y [0 EEEREEEL
y B PESEEN (S 4
y [ EEEERERE
> ol BUEEIA Y Qos
s BREEESET. CaTEER
s O BT
~ i, EESHE
» & E8
L BifFEE
®E L L
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(6) EHicit . BRAEBXRKBRRIFEAGE

,.
2
Fap

R [BISRRE] -> [[RA] -> [Windows 2E] -> [ZEMERTE] -> [SHRCEE] -> B [BRENRRERIELIE] > &

[(EEEERARE]: -> ME [REZBRESH] > & [EE]

Lu'

BEF =HifN @8N N8|
o 2m XEE| HE

.

=] M-Partner Policy WINAD2016.Y| mE| FEEE
L FanTarEInESEESE mEEE
- L FanTEREYnsSESE HETE
— fﬁi == L FanTRRESnREETESE et
‘ﬁ;ﬂ?ﬂ ' L EeersarErE L=I8
. EeE.(ma/E o EZEESERRTE et
- CEEnOEm | W EECESEEERN =TS
[ mEREE B E SES
L REEEEEsEE SES
. EEESES £=T8
] BRRALRGRRSE AEEME
> L EREE ks Rl LT
> L EHETENERERH E=EE
o 3
s [a BERE EREERFESESE - 7
» i FARHRIE (EEE
) Ememmed | FESEARET Em
O ExzEEEs . .
NP ﬁ ERECEEEsSE
» O AEzeEE
» [ BMmEEE
» O mEEEEAE |Az=zeEsnzz0)|
> B IPESERE(
. ) EEEERLE O REEEAESH(0)
» [0 EEERT: Dext
5 mionw OFEEESS LSASSSEESN)

| =R

» @
v il EEEETE
» @
s [ BFRE

BERW
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(7) Hffics . BEREARBEXNNEKE
RS [BISRRE] -> [[RA] -> [Windows F2E] -> [ZREMERTE] -> [SHRCEME] -> E [BREACHEANNEAE] BB

,.
2
Fap

-> D [EREERRIFRE] -> 81 A204800 KB it : BB FIRIGHRE > 17 [EE]

5 s ERIEEEER — O
EEF N WEV) REH
o 2@ XE= HE
=" M-Partner Palicy DIMADZO 6P =E - -3
v i !Eﬁ% L FAFTARECRESEERE H=THE
S L FARTREEIRSEESE ssrE
— L FasTarEEEEEESRSE ®ETE
—re LEsensEr | B1E TS
o meE. may/mp| L ETERSASRNE S
e ||| G EEtRAESEEY METE
LaEresEn ) EnE eSS
L asrHeeEssss m=TE
L RETREFEFRY HETE
= i EEEEE
> B ERE=g8E RrlE 204800 KB
3 i = GESE]
; (a EEmss EEEEIIsETETE-RE 7
s fuf F#EE (EEE
. EmsEmae E2FUET Bm
| EREEEES _ .
| id = (6 E EEEXFEgT [ ExE
y B AR
s o] EMEEEEE —
» B IPESERS
s ol LB RS A Q I o
» [ REEEET ST
y O BEnE
v i, EREEE
» O] EH
y O BERE
. EH AR
L1 >
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(8) & AD #iEifElAR 28 -> BARY [Windows PowerShell]

Lo

Windowes
PowerShell

(9) =¥ MS SQL Server E4HFERI

PS C:\> Invoke-GPUpdate -Computer -RandomDelayInMinutes O -Force

LN & EIER Windows PowerShell
PE C:hvs Invoke-GPTpdate SOL2016
PS C:\

AL FEBAIFE#I A MS SQL Server falfkzs 2 1E

(10) ZE4% MS SQL Server falfRz32# 48R Al IR R

PS C:\> Get-GPResultantSetofPolicy -Computer -ReportType.html

BN &&5EER Windows PowerShell

aiL2016 G vimphEOL2016 . hitml ~

S48BF _N976_40F3_9B47_EGFO3E

AL FEBIFE# A MS SQL Server ARz 2B ERIREELERZHE

¥
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(11) BARRIRER -> F&:2 MS SQL Server @Ak 2% -> EF N-Partner Policy #4HR R

e’
r O
(2]
Lar
@ X

&) <) &) CAMmp\SQL2016himl O ~ & || @ N-PARTNER\SQL2016 X | 0y o &
MN-PARTMNERNSQL2016
HHUE: 2021/10/22 T 01:56:47 EEET
wE
BT
FREEER
EE
—#
= T
TR
#F
E o
EEERE
EN
EFER/EERN
T
EFRR/EFRERM
. BT
THEREERR
. [
[=1]] =% =T etoe]
EERSER BT B R N-Partner Palicy
BEESER B3 - SR N-Partner Palicy
EEEABE BE - SR N-Partner Palicy
EREREEERE
HE
rEEEE
ER BE &2 Gro
BEE{CRERNE HEETE N-Pariner Palicy
EEESCERERH 204800 KB N-Partner Policy
. LEERRR/SEIENEREN - BHEMRE
T
EEEEENNEEE LR
EFSHEHNSH
=T
| W B
BT
Em TS EEY
HL
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4.3.2 T{ER#4A

4.3.21 HEZFEAIRE

(1) FARK [AHEFARAI4RIER]

o i E [E5F] -> WM ARARE -> FhE [MREEEFAHR A
EEHH

L EEZAREA
] e

i HOS [ 0 B @™

o) Partner
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(2) FHERA - ERRA

BB [ENNERE] -> [Windows & %E] -> [&

], [EREASH] 18E > WERRELEEH: [RI] & [KH] -> % [HBTE]

» [ REEEESEE
0 REEEEERER
o SEEEEmER
o EmEREIRR
O ERERERFER

3 PESERRTE

» [ BESEFIETE
> ol BUERIEEEE Qob
» [ REEERT
v i, EEEETE
» O BReEE
» [ Windows 2E

» O $REEES

L

TETEEEE g

j BEEAEF

EEESEN
EAmEE)
M =8F)

= E|FEs 0
EEF BEQ WEV NEH
o nm@m XE 2 Hm
= Eﬂ!‘ !i-il =3 - T
b BRRE LmEEsENTR = EARE
T iz
S T ZREREN W wEa = aEEE
R _&ﬁ-g;.m L EEElEE HERE
- EEEes = e nsEREE FERs
Gy SRR =R AB WAL =Y
TS L sEEsgE Wi, E
EmeEigs oI, =
T B =R TEER
. I Hl | merams - nm 7

MECHEECERLESEEESREEE  TaFeEsNTIeS
s

E "

WERMES  ZEEMEET A e« (Q021468)

EiE ERN
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(3) FARY [Windows PowerShell]

Lo

Windowes
PowerShell

(4) EFEFARR

PS C:\> gpupdate /force

EN REHEEER Windows PowerShell

o hs Enu l_ll_: afle J .

I8 ..

=) N-Partner
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(5) BEFRFHAFRNERER

PS C:\> auditpol /get /category:*

E¥ & &5EEE Windows PowerShell

=) N-Partner
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4322 EHERRTE
(1) PR (ERBHRCEAE]

R E [E5] > BASHACEE -> 20 [RESHRCEE]
S

. ERBHIERE
(ny Z5lE

%) N-Partner
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(2) w2
RF [Windows &C#E] -> 7£ [EFRRER) IBEGH -> & [NB]
E4HRES - O X
BEFR 2HEA) ®BRV) =EHH

e | T Hm

@ =R R |ELwsiessi]

y Ly BEXTHE
v _'E Windows iZ#§ mﬁ;ﬁ!*ﬁﬁ o
] EEES —

BEEE EECETNES0).
B &#88% sy=graEr.

1

REYS 1=
£ Forward EASITHEM).. a v
s O mEERESR ERTaE0..
R BEDiNESL. —_—
| m=e
EETN -
ESESERETRE. —
P TERI I I SR R A :
EEH N —
. s |
SETEHSENE -

(3) EREEAENERE

B NS RFCERIE K/)\:204800 KB & A IKEPIRIZRAE > ME [(RBREBRSMH] > 7 [HE]

EpaE - RS (AR aEED)
—4# T
ZE(Fr Application
EHREEZL: %SyeternRoot ) System 32\ Winevt\Logs\ Application. evte
ZgiEa 1.07 MB(1,118,208 0 T 58)
ESE: 202156898 T 1:31:09
{=rg=F-cH 201E7H58 T 5 03:46:08
=EEE 2021$E6H98 T 11:31:09
HEZHE
EARCEE T (KB 204800

Al

EEsEsesc ) 32 TR
|® imeEsss xEsR=EaS W]
O EZHECESHETIHE  FEEEERNW
O TEEESH (FHERCHEN

| mmEsSE

- =EE)

x
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5 SQL2019

51 EEZREA

RIFAZE ATER - DIEERR SQL Server Database Engine B AJEE) - ;REEBMNHEEFRIEN MS SQL Server fR7% -
PN A GBI TEMELS THKRES T -

51.1 FEREETESNERE

(1) FARY [Microsoft SQL Server Management Studio]

1
w4
L
Microsoft SOL
Server

Management
Studio 18

(2) BWAGRRRE > BEEABESN > 17 EHE

of SRZEEE *®
SQL Server
{EIAR BE LY (T): sy v
(EIARBEEH(S) llocahost v]
BRiBA) S0L Server Bi8 "
AL |sa v
TP — |
] ZiETiEm)
R FL BEO) >

&Y N-Partner
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(3) % [ARFZBE] KBEGR > MHE [Bi)

i ] (Ced+Q F - 0 x

__ﬁ,.,-iII Microsoft SQL Ser...

BER SEBEE &2V EBEEP IBM HEW EEMH
OB 02NN BEeEsn BRSRS| L

| b BT

+ W)

r ZEZ; +EFEE(D)

+ IEIRFT .,

. e BEFRiG).

T PolyBase FEEN)

T Always On E=]FiE

- == EHMEEZEM)

# 1 Integration Services S5 g3/

H o8 SOL Server Agent &1

% [f] XEvernt 33 THE .
2EE)
ExEEA)
EEID 3
Facet(A)

Ei &) PowerShell(H)
Azure Data Studio(a) »

#£H/(P b

EsEE(
H#%(R)
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(4) EE [REH] EH > BESARK: (RMABIINEA] > & [EE]

B 3EEES - winzo19
ERR 01548 - © 09
BT
= O Windows SR (W)
£ EREEE -
& R (@ 30L Server B Windows BeBiE, &)
» BR B8
8F-1i)]
O EPR4BEIH A F)
() (EBERYTHAYE A (1)
[CEIETEEIN|
{EIAR S8 Puowy HES
#a [] ELR (B 88 Proscy HEXS(V)
(AR T
localhost )
= fci ok ok dojok
R
. i5rE
vy IR [ BREA a0
[] Buf C2 fHEiBHE)
(] Bk S S ()
Y, 4
i

| ®E

RUA
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(5) EFEYEN MS SQL SERVER fR#%
£ [ERZE21E] B EL#H -> BhE [ENRE)
% Microsoft SQL Ser.. FEEE (Crl+Q F - B x
BEP SEE K2V EBEEP IBEM HEMW =EMH
O B-a- N BEaEsn B RR| -

Tt
\ A,

MR E
@iE- ¥ ¥ v

localhost (SQL Server 15.0.2000.5 - sa)|

3 . RE EE(0)...

T g2l mmcimez

P W AE#ne TEERO

T = EHG)...

' PolyBase FeEEQ)

T Always On EE]FiE

n =8 EHEEEM)

¥ Integration Services S35 #80(9)

+ o8 SOL Server Agent

5 [ XEvent 3% TH FLm
L

u Ersan I

=L ll{w)] 3
Facet(a)
E7E) PowerShell(H)
Azure Data Studio(d)  »
=P 3
EsrEiE(F)
B(R)

(6) 1% [2] EFRIEN MS SQL SERVER AR #5

Microsoft SQL Server Management Studio

9' frFE R EfR RS w2019 FEaMssQLSERVER RRTEIR?

FER: 1L =() T
(7) 1 [2] f£1t SQL SERVER Agent [R5
Microsaft SQL Server Management Studio
ol IR IFRE S L SOL Server Agent MSSOLSERVER) - SEARIENS?
5y EEAE £(r) &)
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51.2 FERBESMTEAINRE

(1) FERL [Windows Powershell]

(o

Windows
PowerShell

(2) 9 AIB sa = Windows IREEE A
<21>  f$MH sa tR3%

PS C:\> sqlcmd -S localhost -U sa

EY &EEER: Windows PowerShell - SQLCMD

Windows PowerShell
Copyright (C> Microsoft Corporation. All rights reserved.

PE C:sMWindowsssystemd2)» sglcmd localhost Sa
e

Options:

-S [protocol:]server[instance_name][,port]
-U login_id

-P password

-A dedicated administrator connection
<2.2> {8 A Windows 1R5E

PS C:\> sqglcmd -S localhost -A

EN & FHEER: Windows PowerShell - SQLCMD

Windows PowerShell A
Copyright (C» Microzoft Corporation. All rights rezerved.

PE C:sWindouwsxsystemd2> zglomd localhost
1>

(3) thrERE

1 > use master
2 > go

=) N-Partner
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(4) fEF sp_configure 5l RS EIE
exec sp_configure 'show advanced options', 1
go

reconfigure
go

E¥ &4 EER Windows PowerShell - SQLCMD — O x

exec sp_configure 'show advanced options', 1

)
@EIH "show advanced options’ i B B @ 1 - 3T RECONFIGURE [l

reconf igure
go

(5) RYRKBAMMINAE ARCER

1 > EXEC xp_instance_regwrite N'HKEY_LOCAL_MACHINE', N'Software\Microsoft\MSSQLServer\MSSQLServer',
N'AuditLevel', REG_DWORD, 3
2 > go

LEC wp_instance_regurite HHEEY_LOCAL_MACHIME' . NH'Sofl tware Microsof e~ HESQLEerver-MESQLEerver” . H'AuditLevel’ . REG_TMMIRD.

(6) E#EXE) MS SQL SERVER BR#5 M52 MS SQL SERVER [R5k 4

PS C:\> Restart-Service -Name MSSQLSERVER -Force
PS C:\> Get-Service -Name MSSQLSERVER,SQLSERVERAGENT

EN &5 EER: Windows PowersShell - O x

PE C:sUWindows stend2> Restart-Service MESQLEERVER
ystemd2» Get-Service MESQLSERVER. SGLEERVERAGENT

DizplayMame

Running HSSQLSERUVER SQL Server (HESQLSERUER>
Running SQLEERVERAGENT 8QL Server Agent (MESQLSERUVERY>

PE C:isWindowsssystemd2>

% N-Partner
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5.2 EREE%

5.21 MRz ER

RAEZARSERESARSEFEE  AINEREEREAMELIEE -

UTARRBERENTEMESTHEKRES T
5.21.1 FERBETEANERE

(1) FARL [Microsoft SQL Server Management Studio]

1
i 4
L
Microsoft SQL
Server

Management
Studio 18

(2) WAfRRRZE > EFEARESN > & [EE]

of SS=EEE )
SQL Server
fEIAR BB 4AAY(T): W ma g -
ERRSAHS) focahost ]
BB (A SOL Server FiB -
AL =3 v
EiEP): — |
M SETiEm
G 0 EHO) >>
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(3) B [REH]IEB > & [B&] RBERAR > FE [FEiE..]

SEEE (Cl+Q P - B0 x

I_-'S.f Microsoft 5.
BER SEE BRV ==P IEM REW FEMH)
io-0|8-a-2 WP Ggff#iﬁ N ER R R

i
-

MEEE
EE- FF 0 Y G+
= B localhost (SQL Server 15.0.2000.5 - sa)

]
]
]
o

HEES
E=E
PolyBas
Always |
=
Integrat]

= z% SQL Sefrerrm
@ [f] XEvent 24T

B

B HB

[E3]

|||| “
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(4) WMAEZBW: NP Audit > HERERCBRRIMNE: EE > EEE B/ [EAIREXRE
% MS SQL #E1ZER 775 Windows EHBRRMNERREN TR > 12 [EE)
O EmuEE — O X
O
EHA JEsE - | @=E

~ =
5 ik

TEAEEHN):  |(NP_Aud
fFFIGER (b, 1000

B AE)
{Qy.

LR P

iy (o) #EC)
O S 1R{ELEMIF)
() RAPA{SIARER(S)

Ferte EEIMRIO) | e 19 7 sp v

4k

e
¥ localhost [sa]

E 3L
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(5) #EIE%XBE: [NP_Audit] ZBEGR -> R [RIATEH]

|_15; Microsoft .. | F=EE (Cirl+0Q P - B x
BEFR SEE BENM ZF=EF IEM HSEW  Z=REH)
oo |80 0P BEsEan 22880

= e
TR -

ST
se- ¥ ¥ G *
2 kg localhost (SQL Server 15.0.2000.5 - sa)

=

0O B H ®H

[

=S
E=
PolyBase

Always On =515
=E

Integration Servi
=3 SOL Server Ager]
] XEvent 3% T E

2
i

EE i
di

(6) 1% [RARA]

P gEgs - O ®
1 &8st 0 g8
‘@ BTh 1 &5 0
SEEREEND):
&niE it qE
| ERFITEE NP_Audt’ B&h
RABAC)
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(7) = [RRGBEZME] RBEGR > ME [EARSFERRE..]

TIEE]

|.’5; Microsoft 5.

BmF S8 BEv) ==EE O IEM S=EwW BEH
i P BFEEEaNn 2R 8 5-

. | i B . e
|
mEEE

R e SRR SIS

trl+Q P -

o

B i@ localhost (SQL Server 15.0.2000.5 - sa)

® BEnE

= TEiE
B
FEHas

E3]

E7]

& PolyBase
@ W Always On S5 EH

[E3] EiE

[E3] Integration Servicel
[# g3 SQL Server Agent
@ [ XEvent 2T E

ErE) PowerShell(H)
ey
EF=ER

x

(8) EIARWE: NP_Server_ Audit -> EIEFE1X: [NP_Audit] MIENE FARPBESENSWEZENERAELE > 1%
[fEE]
o BUEERBEAE - m} s
Lidic
Ll T Om=E - @us
P
EWMN: NF_Sarver_kwdi
s HE_indit
i i
fBlEEEmRI ¥olEEn) ALK IEa PFER Ed B
01 |SUCCESSFUL_LOGIN_GROUP -
12 |FALED_LOGIN_GROUP v
03 |LOGOUT_GROUP d
M |SERVER_STATE_CHANGE_GROUP ~
05 |SERYER_CPERATION_GROUP -
05 |SCHEMA_OBJECT CHANGE_GROUP -
i 7 |DATABASE_OWNERSHIF_CHANGE_GROUP w
W SOLE0I9 (] 02 |DATABASE_CHANGE_GROLP -
¥ |AUDIT_CHANGE_GROUP -
10 |WSER_CHANGE PASSWORD_GROUP i
WA R 11 |SCHEMA_OBJECT_CHANGE_GROUP -
e 12 |DATABASE_OBJECT_CHANGE GROUIP v
v‘: ERE vald "
| mx | mw N
&Y N-Partner
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(9) #EERBIEZRIERIE: [NP_Server_Audit] RBFE R -> R [RIAERBEZRE]

_4¢ Microsoft SQL Serve | 7= (Cirl+0 =T

BEFR SEED BBV =EEPFP IE FEW) FHEHH)

io-o0(B-0-2 s BseEmn AR
| L

mEEE

=5 § ¥ G+

= @ localhost (SQL Server 15.0.2000.5 - sa)

EAE
SR

=

o & F FE

m

®

]

PolyBase

B E

Always On S8
EE

Integration Services
=3 SQL Server Agent
[f] XEvemt 257 IE

H H

E

(10) #% [FARA]

A sEaEssssEs — O %
1 &2t D g
‘Q B 1 @ 0 maE
SEITEHD):
&hi'e iEE qe

| ERRI{EIARAETEIARAS NP _Serv..  ERTh

EAPAC)

MV N-Partner
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521.2 FERESHEANRE

(1) FARZ [Windows Powershell]

[
Windows
PowerShell

(2) #5I% sa = Windows IRSEE AR
<2.1>  f$H sa 1R5%

PS C:\> sqglcmd -S localhost -U sa

BN &FHEER: Windows PowerShell - SQLCMD

Windows PowerShell
Copyright <C» MHicrozoft Corporation. All rights reserved.

PS5 CisMindovwsszystemd2» sglomd localhost
s

Options:

-S [protocol:]serverfinstance_name][,port]
-U login_id

-P password

-A dedicated administrator connection
<2.2> 1 A Windows 1R5%

PS C:\> sqlcmd -S localhost -A

EN &EEER Windows PowerShell

SQLCMD

Windows Powerfhell A
Copyright (C» Microsoft Corporation. All rights reserved.

PE CisWindouwsssystemd2> sglomd localhost
1>

(3) tImERE

1 > use master
2 > go

bN &S EER: Windows PowerShell - SQLCMD -_ O x

1* use master
2% go

E}'{‘H-'-'-i-—lliﬁr‘:{:_-ﬁﬁ # 'master’ -
1
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(4) ERTETE# 1% MS SQL EZEERFENR Windows EH B HRBNEARER TR

CREATE SERVER AUDIT [ ]
TO APPLICATION_LOG
WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)

- SQLCMD — O *

CREATE SERUER AUDIT [MP_Audit]

TO APPLICATION_LOG

WITH <QUEVE_DELAY = 1888, ON_FAILURE = CONTINUE>
EBTER SERVER AUDIT [NP_Audit] WITH {STATE = ON>

ABXFEMRmARZETE

(5) REMWEKMEIRSS - ADD BF FFAARERAES ERSEREFRIAES

RT A R R AUD D A 0
OR R R AUD P Aud
ADD 0 ROUP
4 ADD A D LO ROUP
ADD 0GO ROUP
6 ADD R D A A ROUP
A" R R ») RA . .. »
3 ADD A OB A ROUP
O ADD DA ABA 0 R P A ROUP
O ADD DATABA A ROUP
ADD AUD A ROUP
‘.' R A PA ... .' D
ADD R R OB A ROUP
4 ADD DATABA OB A ROUP
A 0
6 0
q
AT 7 00 T O ; ¥ )
| 0 A
OR " B AlUT DA
ADD 0 ROUF
ADD I | 0 M ROUF
ADD 0G0 GROUF
f ADD UEHR f I ROUP
I.I IT [ .l N ' l' [
| ADD CHEMA_OB CHA ROUP
9% ADD <DATABRA 0 i p : ROUP
f A DI DAT A BHA ANGE_GROUF
H DD 'L' I GROLU P
III + [ " Fy !.ll l. [}
ADD CH A _OH AM ROUP
ADD DATABA OB CHA ROUP
I 0
b 0
3 1
L

A BX FENRE AR RGREZRIEEHE

al Ll

144



522 EHREREER

RAEZERERBREFEERREIFES (DML) RERERES (DDL) 1R -

UTARRBEENTEMESTHEKRES T
5.2.21 ERBEMTEANERE

(1) FARL [Microsoft SQL Server Management Studio]

1
i 4
L
Microsoft SQL
Server

Management
Studio 18

(2) WAfRRRZE > EFEARESN > & [EE]

of SS=EEE

SQL Server

(E]ARBEEAE T): EH S ot
(AR EE 4 46(5) flocahos /]
BB (A): SQL Server Hi v
EAL): =3 v
Fil(P): — |
A SEEEM)

ek Ll

IBIHD) ==
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(3) B [REH]IEB > & [B&] RBERAR > FE [FEiE..]

SEEE (Cl+Q P - B0 x

I_-'S.f Microsoft 5.
BER SEE BRV ==P IEM REW FEMH)
io-0|8-a-2 WP Ggff#iﬁ N ER R R

i
-

MEEE
EE- FF 0 Y G+
= B localhost (SQL Server 15.0.2000.5 - sa)

]
]
]
o

HEES
E=E
PolyBas
Always |
=
Integrat]

= z% SQL Sefrerrm
@ [f] XEvent 24T

B

B HB

[E3]

|||| “
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(4) WMAEZBW: NP Audit > HERERCBRRIMNE: EE > EEE B/ [EAIREXRE
% MS SQL #E1ZER 775 Windows EHBRRMNERREN TR > 12 [EE)
O EmuEE — O X
O
EHA JEsE - | @=E

~ =
5 ik

TEAEEHN):  |(NP_Aud
fFFIGER (b, 1000

B AE)
{Qy.

LR P

iy (o) #EC)
O S 1R{ELEMIF)
() RAPA{SIARER(S)

Ferte EEIMRIO) | e 19 7 sp v

4k

e
¥ localhost [sa]

E 3L
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(5) #EIE%XBE: [NP_Audit] ZBEGR -> R [RIATEH]

|_15; Microsoft .. | F=EE (Cirl+0Q P - B x
BEFR SEE BENM ZF=EF IEM HSEW  Z=REH)
oo |80 0P BEsEan 22880

= e
TR -

ST
se- ¥ ¥ G *
2 kg localhost (SQL Server 15.0.2000.5 - sa)

=

0O B H ®H

[

=S
E=
PolyBase

Always On =515
=E

Integration Servi
=3 SOL Server Ager]
] XEvent 3% T E

2
i

EE i
di

(6) 1% [RARA]

P gEgs - O ®
1 &8st 0 g8
‘@ BTh 1 &5 0
SEEREEND):
&niE it qE
| ERFITEE NP_Audt’ B&h
RABAC)
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(7) EE[BENE]IEE > BREEG: [NCloud] -> [ZRE 1] -> £ [EREEZAE] HBEAR > RME FEENEE
%E..]

,_3? Microsoft SQL Serve... F === (Curl+Q P - B x
BREFP SEE BEV) == IEM FEW ZJEH)
i T | il*lj - -~ & f gﬁ?&gﬁ[”} J% i@ n@ :ﬂ nfa

meEE

=E-R . B | ¢ -~

= i@ localhost (SQL Server 15.0.2000.5 - sa)
| ERERE
3 ENERES

* EnEES

¥ s

v R

NERE
T
SR

Service Broker

EEEHEREREN)..

EEEns il
EE £ PowerShell(H)
PolyBase
Always On ST HE 2=6)
3 o
=E " ExmE@
Integration Services 25
=3 SQL Server Agent
[f] XEvent 2% TE

(8) HATEIZ|M: NP_DB-NCloud_Audit ->ERETEZ: [NP_Audit] MIENE #41RAAESE RSB IZENERHHELS
-> 1% [HEE]

U amEnEnsgs - [u] E
Lid=t]
BRI O5e3 - | @nE
= —k
LW |NE_DE-NClowd_Auds
BHEM) |NP_Andit v
Erp.
FEERhIFIAES P ian) i LRI LR IWER
Ol |SCHEMA_OBJECT_PERMISSION_CHANGE_GROUR ~
02 |SCHEMA_DBRIECT CHAMGE GROUP ~ w
03 |DATABASE_OWWERSHIP_CHANGE_GROUP bl =
04 |DATABASE_CHAMGE_GROUP = =
wia 05 |AUDIT_CHAMGE_GROUP ~ w
¥ SOLE019 fa] 06 |USER_CHANGE_PASSWORD_GROU® ~ ~
07 |SCHEMA_DBJECT CHAMGE GROUP ~ ~
1] FAILED_DATABASE_AUTHENTICATION_GROUP W W
SRR 09 | DATABASE_ORIECT_CHANGE GROUF - o
L 0 |DATABASE_ROLE_MEMEER_CHANGE _GROUP ~ b
ﬁ AR all w w
HE

¥ N-Partner
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(9) EEREEZRERTE: [NP_DB-NCloud_Audit] #ZiBE AR -> 2 [RIABEREEZRE]

Ctrl+Q P . O x

,_52 Microsoft SQL Server Manageme...
BER SEEH BREVM ==F) IEM =W =8O
: - | al*lj - -5 * -% FEEAN) 5 WU @ :’ﬁ n@ |:'|—‘I | z

HmEEE

==- F ¥ G~

= @ localhost (SQL Server 15.0.2000.5 - sa)
=

0O &E ®

TEEEEEE® @D

==

ks
Alwa
=

OHFHHHEBREREERBR

]

z=i

AEEas

EE

PolyBase

Always On S HE

2

Integration Senvices
2 SQL Server Agent
XEvent 2% I1E

[ e

BB E

[ e

o
=

B B

(10) #% [FARA]

N mEEREEESEE — X
1 &8st 0 #i=
‘ @ Brh 1 &h 0w
FEEREHEHD):
B A5 e

2 BREHEEERE DB B

RRBAIC)
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5222 FERELSHEANRE

(1) FARZ [Windows Powershell]

[
Windows
PowerShell

(2) #5I% sa = Windows IRSEE AR
<2.1>  f$H sa 1R5%

PS C:\> sqglcmd -S localhost -U sa

BN &FHEER: Windows PowerShell - SQLCMD

Windows PowerShell
Copyright <C» MHicrozoft Corporation. All rights reserved.

PS5 CisMindovwsszystemd2» sglomd localhost
s

Options:

-S [protocol:]serverfinstance_name][,port]
-U login_id

-P password

-A dedicated administrator connection
<2.2> 1 A Windows 1R5%

PS C:\> sqlcmd -S localhost -A

EN &EEER Windows PowerShell

SQLCMD

Windows Powerfhell A
Copyright (C» Microsoft Corporation. All rights reserved.

PE CisWindouwsssystemd2> sglomd localhost
1>

(3) tImERE

1 > use master
2 > go

bN &S EER: Windows PowerShell - SQLCMD -_ O x

1* use master
2% go

E}'{‘H-'-'-i-—lliﬁr‘:{:_-ﬁﬁ # 'master’ -
1
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(4) ERTETE# 1% MS SQL EZEERFENR Windows EH B HRBNEARER TR

CREATE SERVER AUDIT [ ]
TO APPLICATION_LOG
WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
GO

BN 25 EEE: Windows PowerShell - SQLCMD

CREATE SERVER AUDIT [HP_Audit]

T0O APPLICATION_LOG

WITH <QUEUE_DELAY = 1888, ON_FAILURE = CONTINUEX
g%TER SERVER AUDIT [NP_Audit] WITH <STATE = ON>

ABXFEMIRmARZEE

(5) tNHREIFEZERE - &6 : NCloud

1> use MNCloud
2> go o
F-}#"é:‘f‘i"“’.iiiﬁiﬁ%?ﬁ—!?f_-%'#.'.- *NCloud” -

A BN FEMIFEmARZERNERHE

MeNeEl

DI
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(6) ERTETE NCloud(5Ef6l) EilE - ADD ENfF FFAIFRARFES BRI SHEREERAES

CREATE DATABASE AUDIT SPECIFICATION [
FOR SERVER AUDIT [NP_Audit]
ADD (DELETE ON DATABASE:: [ 1 BY [publicl),
ADD (SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP),
ADD (SCHEMA_OBJECT CHANGE_GROUP) ,
ADD (DATABASE_OBJECT OWNERSHIP_CHANGE_GROUP),
ADD (DATABASE_CHANGE_GROUP) ,
ADD (AUDIT_CHANGE_GROUP),
ADD (USER_CHANGE_PASSWORD_GROUP) ,
ADD (SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP),
ADD (FAILED DATABASE_ AUTHENTICATION GROUP),
ADD (DATABASE_OBJECT_CHANGE_GROUP),
ADD (DATABASE ROLE_MEMBER_CHANGE_GROUP)
WITH (STATE = ON)

>
>
>
>
>
>
>
>
>

= HEHEE- Windows PowerShell

CREATE DATABASE AUDIT SPECIFICATION [NP_DB-HCloud_ Audit]
FOR SERUVER AUDIT [NP_Audit]

ADD (DELETE ON DATABASE::[NCloudl BY [publicl).

ADD (SCHEMA_OBJECT _PERMISS]ON_CHANGE_GROUP),

ADD (SCHEMA_OBJECT _CHANGE_GROUP),

ADD <DATABASE_OWNERSHIP_CHANGE_GROUP)> .

ADD <DATABASE_CHANGE _GROUP}.

ADD <AUDIT_CHANGE_GROUP,

ADD <USER_CHANGE_PASSWORD_GROUF) .

18> ADD <SCHEMA_OBJECT _CHANGE_GROUFP» .

11> ADD <FAILED_DATABASE_AUTHENT ICATION_GROUF>.

12> ADD <DATABASE_OBJECT _CHANGE_GROUFX>.

13> ADD <DATABASE_ROLE_MEMBER_CHANGE_GROUPX>
CSTATE = ON>

AN FEMIFmAEREREZRERHE

CREATE DATABASE AUDIT SPECIFICATION [

ABXFEAREARRENERNE

3 > ADD (DELETE ON DATABASE:: [ ] BY [public])

Fal ey
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5.3 EHECIRERTE

LR EEIBRRE -
RN DRI RN TERERES R -

5.3.1 A

5.3.1.1 MHBEMRE

(1) BB AD fEREMET A
FARY [Active Directory 1 Fi & fE )

— _.-'-

Active Directory
EHEAER

(2) FhIBAMEM

i [EatE] B E AR -> B (W] -> 208 8]

O Active Directory EREF = o X
BEFR EEA) BRN EEH)
e |FH = HE PaETa%
ve Directory EREMEME ||| g =i it
= Fin-partnerlo.. #H
P e EREEESHNE:
. SEEEE). HEEREFNENRE
| Computers 23()...
;14 Domaln Cai BERED)..
| ForeignSect
| Managed s RERMEZRIEC)..
| Users RERMINAESBA)..
RIEEWM)...
FTR(N) 4 L1
FALIEK » A
EF A i
InetOrgPerson
AER) msDS-ShadewPrincipalContainer
EREA(H) mslmaging-PSPs
MSMQ {FFIRIE
et
EIESE?
ERE
HEEHRE
< >
EuU—EFmE.
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(3) EAMBEMRE

MABEBENURME Servers 5t | BREPREEVHEBEURE > % [EE)

it - HEE

EHE(A)

ﬂ; EhE: n-pariner.local/

‘ Servers

M RESELE I EEAREE)

miE St

X

(4) BENERB[BEMAVAMENL

#1E [Computers] 2B E U -> 7E [SQL 2019] EIfR:S, IBE LR, &

B Eh

 FEIRE FIRIRERE MS SQL Server 1 -> FhiE

O Active Directory EEERES
BER =HEA BEM =EH

e 2@ 0/ XEez BE B aEYE

T BEEH
v i n-partnerlocal
| Builtin

| | Computers
K trollers

| FareignSecurityPrincipe
| Managed Service Acco
| Users

i Servers

£ >

] Active Directory EFEHER || ==

MABEF@G)..
FRBSES)
EEREA

BH()..

EEM)
SAETENR >

5TM
BED)

RER)
SEH)

HHANERBEEANE—EESE -
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(5) EiEAAMEM
#E1E [Servers] AABEN -> 1% [HEE)

EE

EmsEazEEM):

=3 n-partner
Iil ~| Builtin
l:tl 7| Computers
&3] Domain Controllers
@] ForeignSecurityPrincipals
1 M d Service Accounts

(6) MEREIRBCHBIEMHAVABEN
== [Servers] AHAEE (T, HERY SQL2019 fEAR=R R E) -

] Active Directory EFEF1E=E
BEPR =HfFER) BEN =EEH

— a

X

e R F0XBez B PaaTEa%

] Active Directory EEEFEE || =i
> [ BFER W SQL2019
v 3 n-partner.local
| Builtin
| Computers
3| Domain Controllers
| ForeignSecurityPrincipe
| Managed Service Acco
| Users
o | Servers

e e} - pu
L L
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5.3.1.2 BEARAIRTE

(1) FRREFARRIER
FIRL [BFAHRRIEIE]

=2
.
E2:EEE EE

(2) 7 Servers fAMEEAI - FMIERFAR MG
£ [Servers] #ABE N - HBEARE -> FE [EE AR PE GPO WiEAE.. ]

A HEFEEE - O X
2 =0 2EE BEV EsW BB - &%
e z2@o0lEcB=

PR n-partaer.local

v £) Wa: n-partnerlocal ®E EsmonERawN DEFRER X

v (3 B

v 4 n-partnerlocal _ IEEET i EE 7 Active Directory ¥ SYSVOL BB/
w/ Default Domail| 4% , EnealEFlAN -
2| Domain Contre

3] Servers
T el EEEENTRI GPO THTARIERC).. |
5 WMI B8 — _
2 has  MEEAAR GPOL- A
. A REEHE)
iy WEmAED ERREMR).

o BERARR  pemmsnase. |
FRERMON) e
eEENEEAEW)

B=0)
Exs=sMm)
EFEER
ARR)
=EH)

< >

ESEERTEY GPO TEEEEIEE=EE
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(3) WAARAMGEE
A 248 [R A4 2 FE:N-Partner Po

licy it : BREPREEUMEANHRE > % [EE]

#E GPO

EE(N):

X

| M-Partner Palicy ||

98 )\ M GPO(S):
@ ‘|
e |

(4) #HREBEFFARAMGE
% [N-Partner Policy] BHARAI - B EAHR > B 4]

H mEEnEE R
3 BEP =En BENV SEw =EEH) -
o« 2m 8B G HE

I3 BAEREE a-pariner.local

v A\ #%: n-partnerlocal
v (g B
v i n-partner.local
i Default Domain Polic

VB CiEiHNEEIG BEE |

EEERET LR Active Directory
SYSVOL BERIE - ERTREERR

» (2] Domain Controllers =EE
w (3] Server
5 WM s =900 n.. BN
» @ AMGPO .
oy v smsaQ _
i BeEEE D BEERE0). tRE
o BAmA R HEEEEEAEW) : EUR
EmE
R0
ExFs=EmM
Es=EfR
=HEMH)
£ >
BHET GPO |EE
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(5) ZAHERA : HE&ERA
B [BIERE] -> [[RA] -> [Windows 2E] -> [ZEMERTE] -> [AHERR] -> [EZIRA] > BB [ERIRFPEASZH, [
VFIIF}EEIE] [%’**Z’é)\%#] IBH > A [ERELERARE] &[] & [KH] -> 12 [fERE]

5 mEEpEEgE:

wmEP =EW ®ENV SHEH
o I XE = HEE
<[ N-Partner Policy \WINAD2019.N-F|| mg - -

L BEEsEETE mxEs
- L EgsEme P
= J e L mEneEh i
. L EEENEE -
o3 Ge/Em | LSEEEEEEE LxzE
i D L BEREEA S o =
L REREEE w1 55
BEEEAes =5
TR ===z
: 1 BERAES - AT ? o
FoeEE
) ; g*ﬂ‘ﬁ!ﬂ! FeeENET B
: ﬁ:gzg _’? BEBASH
> [ 25 .
» [ EmEsR
> [ M@ (EEE 80 P rsmaEns D)
, O RAEEERiEn
- EmEEEEEE RMEEEEN:
» ."5{ S42:R0E (IEEE 80 0}
, [ AmemEs
> [ memmEe %R
y [ mEELRwEE
, @ 1P ESEE (03

s ) EESEERELE
> il HERI ST QoS
y O] aEEEnT Cittns

» O EFRE
v o, EEIEHEE
» O BRI
» ] BgSE
| BE I . k] EFA)
< p
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(6) Efficit . BARARBRRITLE
R [BISRRE] -> [[RA] -> [Windows 2E] -> [ZEMERTE] -> [SHRCEE] -> B [BRENRRERIELIE] > &

,.
2
Fap

[ #=:EFE 2 =5 iE 38

y T bR

BEEF OBER

EREMERARE]: > HE [BEEZBREH] > & [EE)

wWmEN) HEH)
o nm XE = HmE

=[ M-Partner Policy [WINAD2019.1
v i EERT
v [0 ®EI
> | BRERTE

| w | Windows 32E l
> Ll

o ESE- (/e
, mp CEENO=E

|v itﬁil
¥ Lo | ]

A REEE
A =
T4 EEEE
I FEEE (EEE
[ BEEEll=xze
0 SEARERE
s Bl =4SP (EEE
y [ SEmER
» [ mirEwEe
» [ EREEEHE
» M PREERE(
» O EEmERRE
> o HUERIR N Q.
» O &FESEE Diest

-]
-]
-
-
-
-

» [0 BFRE
v i EEEEE
» [ E8
» [ BEFEE
< 3

=5 B LI
LFRFIARETRESEE. H%ESE
LFAFTARETHAREHE YMxIS
LFABTEREShHEEEY . mAaTS
L EEErSEr ) ERE mETE
LEsersEsns: PES. S
L ESeFEEsETY MRS
BEY oL Pl P HER
BT HFEE
B EFEETHBESsE REEAT
L ESETnhEs ELE EESE
L EEErESEsERY MEEE

EREXESERNE -mE

E2EFRHEE =N

3 ERRXILSERNE

[F=s=E=E=0) |
O EAREEE#0)
CEEE T ey

OFEEESH LFNSZERESN)

BE

b

ERN
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(7) Hffics . BEREARBEXNNEKE
RS [BISRRE] -> [[RA] -> [Windows F2E] -> [ZREMERTE] -> [SHRCEME] -> E [BREACHEANNEAE] BB

> 0 [ExEERAERE] -> #A204800 KB 5t :

BIREFPRIEHEE > & [EE]

&

y T = o]

y O] REEEET: izt
» [0 BFRE
v @ EEEEE
» [ E8
» O BgaE

BEF DER WEV) REH)
o @ XE = Hm
=[ N-Partner Policy [(WINAD2019.H| =) - =B
v - ‘;ﬁﬁﬂf LFARIARESHESSE. M58
e L FAFTsEREThARENE MATS
oy r—T LFRRTERETREREL. MATS
I—;‘_l_g"ﬂﬂJJ wEEEISEN I EXE - Et
o omeE. ma/me A RIEDSESEEE LES 43
Somen o= L ETECERES TR HxTEE
L RETERNEAE SES
L RETSERERE BEESE
L AEREESETEE M TH
BT R E SEETT
TR STEE B RRESENEXBAE 204800 KB
) [ 25HE T EOETRRECESE FITE
» (o B8 :
» (h BERS BEEERESE ENE- A=
» Lo EEHEE (EEE
, [ EmwEEee | FZERREE ®R
| AEEEEEE § _
, ig SR (EEE 1 EBEERTISRIERE
y ] AESEFE
» 7 BREEEE -
) O mAE=mss| | [DEEEREREEO |
s B IPEEEEER
s HEHEEES Q. *]

mE |

b

ERN
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(8) FARY [Windows PowerShell]

Lo

Windowes
PowerShell

(9) =¥ MS SQL Server E4HFERI

PS C:\> Invoke-GPUpdate -Computer -RandomDelayInMinutes O -Force

EY =5EE R Windows PowerShell

G:ny Invoke—-GPlpdate
HA

oQLAl1Y

LB FEMIFE A MS SQL Server Bk &8

(10) E=4 MS SQL Server AR zE 8 AR R K

PS C:\> Get-GPResultantSetofPolicy -Computer -ReportType.html

PE C:x2 Get—GPResultantBetofPolicy EQL261Y CzsempsEQL2B1Y . htnl

& pac : 20819 Root~Rzop~HEFDC71885_559D_49FD_ADCE_B5538D651A04
LoggingConputer = 19
Logginglser : H-PARTHER“adniniztrator
Logyg ingHode : Computer

AL FEAIFE# A MS SQL Server ARz 2B ERIREELERZHE

¥
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(11) BARRIRER -> F&:2 MS SQL Server @Ak 2% -> EF N-Partner Policy #4HR R

)| €] Catmp\sQL2019 hitml
@ N-PARTNER\SQL201G % ||

~ O | EE.

N-PARTHERNSQL2019
EHUWE: 202110722 T4 04:0235

BEESRABF
wEEEEE
BERAEH

FRER T RS
smseg
BB

BREXERERTE
EREXESEEEE

| pESEENSEEERCE - BERRRE

BE

B - =W
B %8
ol o

S
RERTE
204300 KB

E%cPO

M-Partner Policy
MN-Partner Policy
M-Partner Policy

#%Gro
M-Partner Policy
N-Partner Policy

sszp kB

BERES
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5.3.2 T{E&##

5.3.2.1 HEZERARE

(1) FARK [AHEFARAI4RIER]
i E [(E5F] > WARARER -> FhE [MRIEEFAHRA

= ok i
o B
o REHERER
=

£ mams)
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t* -
Ty i e
- e

- a2

(2) AHER : EZRA
fERA [BAERRE] -> [Windows B E] -> [ EMERE] -> [AERA -> [FEZRA] -> R [ELIRPEASH], [ERIRFE
), (EREASH] BE > AERZEEEH: [K1] & [KY] -> % [EE]

& ressRRISRE - O
BEFR 2@ wRM O EBH
= 2@ XE= HFE

Y

S WA R Eny EeEnT
v 8 QERE | L BEESERTR BB
2 = EEssEe BERE
-2 = sl
RASRIIEETL ) L mEnETER amus
o o L EEENRE SEBE
RO - (/W Py mEE
L EEBEE ER B, £
L EEREsEE EiH, =By
CELEIN L I, £
T REEERER TERE
i RESADE - A2 ? %
> (@ S2HEE
¥ __ul REEETSEY TMESLDT g
|| EEEEEEEE
» [0 LEE=WER - BEBAZe
L) mamEs =g =
s [ mEESsEs
» @ PEEZEER (03
s [ BEmeEngE
> d GUFEIAIEEE QoS _
» ) 2sEEes EHEZER
v “} ﬁﬁ;ﬁé‘, & #5005
y 0 Windows 87 1 #=Bm
y [ REEEEs

i E!EEEE‘EEEUHEEﬂEJEﬁHEHEH  EREFEEAMTLR
=
OEEGER  BEEEEEE T . (0921468)

[ == ||[ == =84
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(3) FARY [Windows PowerShell]

Lo

Windowes
PowerShell

(4) EFEFARR

PS C:\> gpupdate /force

BN &EHEIER: Windows PowerShell

PE C:x>» gpupdate ~force
Updating policy...

Computer Policy update has completed successfully.

Uzer Policy update has completed successfully.

PS C:v> o

=) N-Partner
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(5) BEFRFHAFRNERER

PS C:\> auditpol /get /category:*

BN 25 EEE: Windows PowerShell

PE C:%> auditpol Aget Scategopry:s=

ulﬂren audit policy
Subcategory

Setting

Ho Auditing
Success and Failure
Ho Auditing
Success and Failure
Success

Success and Failure
huccen‘ and Failure
Succ and Failure
Succ and Failure
and Failure
and Failure
and Failure
and Failure
and Failure
s and Failure
Success anmd Failure

Mo Auditing
Ho Auditing
Ho Auditing
Ho Auditing
Ho Auditing
Ho Auditing
Ho Auditing
Mo Auditing
Mo Auditing
Ho Auditing
Ho Auditing
Ho Auditing
No Auditing
Ho Auditimg

Ho Auditing
Ho Auditing
Ho Auditing

Ho Auditing
Ho Auditing
He Auditing
Ho Auditing
Ho Auditimg
Ho Auditing

Ho ﬂudlt]ng
Ho Auditing
Mo Auditing

success and Failure
d Failure
and Failure
and Failure
and Failure

Success

Ho Auditing

Ho Auditing
Mo Auditing

Buccess and Failure
Suecess and Failure
Success and Failure
success and Failure
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53.2.2 HHHERRTE

(1) PR (ERBHRCEAE]
R E [B5] > WAS A -> FhE [RREHaciriE]

= = [ & BERE
o & bR
. BRBFEHE

%) N-Partner
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(2) #HwEZEMLHE

R [Windows ECi%] -> 7 [[EBRRET] B EAHE > IE [RE]

EERAE - O x
EEF BER) B2V B8EH)
o« 7 Hm
Essnsice |ElLLrles
=T il
~ i;,‘u'ﬂndom i mﬁ"ﬁi
] mEEx —
L T==  EESsEsnEs0). ool
H Setup BUSTHER.. B
[] Forward: EARIRE- v
» (B EARSARY  ARESS0. :_
abil. i Eloeie (O _
k=11 —
- T n
gEEmeSEaE .
AT ESEREETA)..
o ot
. .
£ >
gTrsen=-

(3) REEARZNIE

B AR AGCERIE A/\:204800 KB &F : AAIKEPIRIZARE > ME [(RREBERSH] > 1% [BE]

s - AFE (FE 28EE)

EAEEEA (KB)DO:
EEsEsEns ) e TR
CEL T s e |
O EEsEcISsEnnT  FTEEEZER
O FEEESH (FHERCHEE)N)

zueumoel

—& 7%
ZE(F: Application
ZHEEZL): %SystemRoot ) System 32\ Winevt\ Logs\Application.evte
ZEEA 1.07 MB(1,118,208 {1 5 28)
Eugms 20216898 T 08:56:09
f=4=1 CH 2021758 TF0:13:07
FEOE: 2021758 TF 021307
EEIHE

EEZHR)

EHP)

x
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6 SQL2022

6.1 EEEA

RIFAZE ATER - DIEERR SQL Server Database Engine B AJEE) - ;REEBMNHEEFRIEN MS SQL Server fR7% -
PN A GBI TEMELS THKRES T -

6.1.1 EREFETESNERE

(1) BEREX [Microsoft SQL Server Management Studio]

[l

SQL Server
Management
Studio 20

(2) WAfRRREE > EEEARESR > & [EF]

o Connect to Server *

SQL Server

Server type: Database Engine ~

Server name: |W|N-CF‘VOJ53H D7ENLOCALHOST ~ |

Authentication: |SQL Server Authentication ~ |
Login: |sa e |
Password: | """""""" |

Remember password

I Connect || Cancel || Help || COptions > |

&7 N-Partner
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(3) % [ARFZBE] KBEGR > MHE [Bi)

l_a;,;l Microsoft S0L Server Management Studio (Adn
File Edit View Tools Window  Help

cO A a2 | BNewa
| | Exec

Object Explorer

[Jatabases =
Security Disconnect
Server Ohj Register...
Replicatio
Always On New Query
I"-.-’Ianage.rn Activity Monitor
Integraticr
=3 SOL Serve Start
{#] XEvent Prq Stop
Pause
Resurne
Restart
Policies 3
Facets
Start PowerShell

Azure Data Studio 3

Reports 3

Refresh

Properties
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(4) EE [REH] EH > BESARK: (RMABIINEA] > & [EE]

Selectapage
& General
& Memary
Processors
¥ |_onnections
& Database Settings
# Advanced
& Permissions

Connechion

Server:

Connection:
sa

vy Wiew connection properties

Progress
Ready

B Server Properties - WIN-CPVOJ58HDTS\LOCALHOST
LT Script ~ &) Help

Server authentication

() Windows Authentication mode
(@) 5QL Server and Windows Authentication mode

Login auditing

() Mone

() Failed logins only

() Successful loging only

(@) Both failed and successful logins

WIN-CPVOJ58HDVE\LOCALHOS]

Server proxy accourt
(] Enable server proxy accourt

Options
[] Enable Comman Criteria compliance
(] Enable C2 audt tracing

] Cross database ownership chaining

Cancel
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(5) E#7RIEH MS SQL SERVER R
£ [ARER 28] B EAH -> BhE [EWRE)

l_A,;I Microsoft SCL Server Management Studio (Administrator)
File Edit View Tools Window  Help

= |'{*jv -2 w|f§'|NEWQUE['|" = R MR

| | Execute

Object Explorer

Tatahaces Connect...
Security Disconnect
Server Objects Register...
Replication
Always On High Availability New CQuery
Management Activity Monitor
Integraticn Services Catalogs
B S0L Server Agent (Agent XPs disak Start
AEvent Profiler Stop
Pause
Fesume
Restart I
Policies 3
Facets
Start PowerShell
Azure Data Studic »
Reports 3
Refresh
Properties

(6) & [E] EFRLEN MS SQL SERVER R #5

Microsoft SGL Server Management Studio

| Are you sure you want to restart the MSSQLELOCALHOST service on WIN-CPVOJ158HDT5?

23 Copy message Yes
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6.1.2 ERBESMTEAINRE

(1) FERL [Windows Powershell]

(o

Windows
PowerShell

(2) 9 AIB sa = Windows IREEE A
<21>  f$MH sa tR3%

PS C:\> sqlcmd -S localhost -U sa

EN Administrator: Windows PowerShell - SQLCMD

C:\Users\Administrator> sglcmd WIN-CPVOIS8HD7S\LOCALHOST
word:

Options:

-S [protocol:]serverfinstance_name][,port]
-U login_id
-P password

-A dedicated administrator connection
<2.2> & Windows 1E5E

PS C:\> sqlcmd -S localhost -A

EN Adrministrator: Windows PowerShell - SQLCMD

C:\Users\Administrator> sqlcmd WIN-CPVOIS8HDT7SYLOCALHOST

(3) thrERE

1 > use master
2 > go

EN Adrninistrator: Windows PowerShell - SQLCMD

1> use master
2> go

Changed database context to 'master’.
1>

Fal ey
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(4) fEF sp_configure 5l RS EIE
exec sp_configure 'show advanced options', 1
go

reconfigure
go

EN Administrator: Windows PowerShell - SQLCMD
anced options®, 1

iced options’ changed from 1 to 1. Run the RECONFIGURE statement to install.

(5) RAAKRBAMMINEIE AfCER

1 > EXEC xp_instance_regwrite N'HKEY_LOCAL_MACHINE', N'Software\Microsoft\MSSQLServer\MSSQLServer',
N'AuditLevel', REG_DWORD, 3

2> go

1 > quit

EN Administrator: Windows PowerShell
tance_regwrite N'HKEY_LOCAL_MACHINE®, N'Software soTt\MS! SQLServer’, N'Auditlevel®, REG_DWORD, 3

is affected)

ers\Administrator>

PN

(6) EFTEYEN MS SQL SERVER fR#% 52 MS SQL SERVER AR#5 AR &R

PS C:\> Restart-Service -Name MSSQLSERVER -Force
PS C:\> Get-Service -Name MSSQLSERVER,SQLSERVERAGENT

EN Administrator: Windows PowerShell
M5SQLSERVER
SERVER, SQLSERVERAGENT

Name

M55QLSERVER
SQLSERVERAGENT

B al Ll
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6.2 EREEX
6.2.1 TEXFARBER

RBRZARGZEBRESEREIEE  AIUNSEBEEEREANTHIEE -
UTFoRRBEAEMES AT HKREST
6.21.1 FEREEATEANR

(1) FARL [Microsoft SQL Server Management Studio]

[l

5QL Server
Management
Studio 20

(2) WARRRZE > BEEABRESN > 7 [EH

oF Connect to Server >

SQL Server

Server type: Database Engine ~

Server name: |W|N-CF‘VOJ53H D7ENLOCALHOST ~ |

Authentication: |SQL Server Authertication ~ |
Login: |sa e |
Passwond: | """""""" |

Remember password

I Connect || Cancel || Help || COptions > |
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(3) B [REH]IEE > &% [E%] HBEAR > & [MiEE..]

I_-‘_“,;'I Microsoft SOL Server Management Studic (Administrator)
File Edit View Tools Window Help
: - |?ﬁ" -2 d"'|J:§‘INewﬂuery =

| | Execute

Object Explorer * 3 X

Connect = * K* Y ci' e
= E WIN-CPYOISEHD T LOCALHOST (SOL
Databazes

= Security
Logins

B ®

Server Roles
Credentials

3]

raphic Providers

=

= ]

EMVEr Mew Sudit...
Server Ohj

[

Filter

Replicatio

Always Or Start PowerShell
Managerm

HEEHEH

Integratic Reports

52 50L Serve Refresh
E XEvent Prorme

¥ N-Partner
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(4) BAEZBE: NP Auwdit > MEBERBERICBRERME: #EE > BEE%B M [BARE XK RE
% MS SQL TEXECEREF IS Windows SRR RMEAENE > & [FEE]

W Create Audit - O >
l@l Ready
Select a page LT Script - | &) Help
» C e _
£ Fiter Audit name: | [NP_Audit
Queue delay {jn | 1000 =
milliseconds):
On Audit Log | (@) Continue
Failure:
() Fail operation
() Shut down server
Audit
destination: Application Log i

4

[
*

Connection

v WIN-CPVOJSBHDTE\LOCALHOS
T [zal

View connection properties

Progress
Ready

Cancel Help

MV N-Partner
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(5) #EIE%XBE: [NP_Audit] ZBEGR -> R [RIATEH]

l_a;,;l Microsoft SOL Server Management Studio (Administrator)

File Edit View  Tools

. |ﬁ3- o s

Object Explorer

Window  Help

¥ | B New Query B

| Execute

'J-]IX

Connect~ ¥ ¥ o

B @ WIN-CPVOJ58HD7S\LOCALHOST (50L

Databases

= Security

Logins
Server Roles
Credentials

O0EEHB

. Audits

Server Audit

=

Cryptographic Providers

Mew Audit...

Server Objects

Enable Audit

Replication
Always On High
Management

B EE

Integration Servi
53 SOL Server Agen
#Event Profiler

View Audit Logs

Script Audit as

Policies

Facets

Start PowerShell

Reports

Rename

Delete

Refresh
Properties

(6) 1% [FARA]

£ Enable Audit — a x
1 Tatal
@ Success 1 Success
Detailz:
Action Status Mes=za
Enable Audit "™NP_Audit’ Success
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(7) * [RAREBTEZRE] RBEGR

-> FhEE (A E AR R TEAL RS, ]

o «,: Microsoft SOL Server Management Studio (Administrator)

File  Edit

Object Explorer
Connect = * :-(.*

View Tools  Window

Help

|'ﬁ3- -2 H“|J§INEWQUEF}' @ﬁnn:rﬂm|

YO 4

'

B @ WIN-CPVOI58HDTSLOCALHOST (SQL

=

Databases
Security

Execute |

Legins

=

Server Roles

]

Credentials

]

Cryptographic Providers
Audits

o=

2]

Mew Server Audit Specification...

Replication
Always On High Availability

Filter

Management Start PowerShell

BHEEE®E

Integration Services Catalogs
2 50L Server Agent (Agent XPs d

Reports

[f] ¥Event Profiler Refresh

(8) EWARBM:
[#&%E]

NP_Server_Audit -> EIEFE1Z: [NP_Audit] F1EN{E

HARPARSENSNERAEREES > 1’

s " Create Server Audit Specification

'@' Ready
Select a page

LT Script - | &) Help

K General

Name |NP75ever7Audlt

Audit [MP_Audt

Actions:

Audit Action Type Obiject Class
01 |SUCCESSFUL_LOGIN_GROUP ~ ~
02 | FAILED_LOGIN_GROUP ~ ~
03 | LOGOUT_GROUP ~ ~
04 | SERVER_STATE_CHANGE_GROUP ~ ~
05 |SERVER_OPERATION_GROUP ~ ~
06 | SCHEMA_OBJECT_CHANGE_GROUP
07 | DATABASE_OWNERSHIP_CHANGE_GROUP
08 | DATABASE_CHANGE_GROUP
03 |AUDIT_CHANGE_GROUP
10 |USER_CHANGE_PASSWORD_GROUP
11 |SCHEMA_OBJECT_CHANGE_GROUP
12 |DATABASE_OBJECT _CHANGE_GROUP

<
<

Connection
¥ WINCPYOJ58HD7SWLOCALHOS
[s2]

L EE B RS RS R RS
RS R RS RS R RS

View connection properties
Progress
Ready

Object Schema

Object Name Principal Name

Cancel Help
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(9) #EERBIEZRIERIE: [NP_Server_Audit] RBFE R -> R [RIAERBEZRE]

0 ,: Microsoft SQL Server Management Studio (Administrator)
File Edit View Tools Window  Help
= | ilﬁli E - & Hu | J% NEWQUEF}" J% .ﬁ‘?‘ IHT lﬁﬁ DAX

| | Execute |

Object Explorer - 3 X

Connect= ¥ *if A VD
=] E WIN-CPVOI38HD 7S\ LOCALHOST (501
Databases

= Security
Logins

Server Roles

Credentials
Cryptographic Providers
Audits

22 MP_Audit

OEEEBE

m

Server Ubjects Mew Server Audit Specification...

Replication Enable Server Audit Specification
Always On High Avail

Management

Script Server Audit Specificationas »

HEHEHEBH

Integration Services Ca
B 50L Server Agent (Age
{%] XEvent Profiler

Policies 3

Facets

Start PowerShell

Reports

Delete

Refresh
Properties

(10) 1% [FARA]

3 Enable Server Audit Specification - O et
1 Tatal
@ Success 1 Success
Detailz:
Action Status Mes=za

: @ Enable Server Audit Specification 'MP_...  Success

&Y N-Partner
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6.21.2 ERBESHMEANRE

(1) FARZ [Windows Powershell]

(o

Windows
PowerShell

(2) #5I% sa = Windows IRSEE AR
<2.1>  f$H sa 1R5%

PS C:\> sqlcmd -S localhost -U sa

EX Administrator: Windows PowerShell - SQLCMD
WIN-CPVOIS8HD7S\LOCALHOST

Options:

-S [protocol:]serverfinstance_name][,port]
-U login_id
-P password

-A dedicated administrator connection
<2.2> £ Windows &%

PS C:\> sqlcmd -S localhost -A

EN Adrministrator: Windows PowerShell - SQLCMD

C:\Users\Administrator> sqlcmd WIN-CPVOIS8HDT7SYLOCALHOST

(3) tImERE

1 > use master
2> go

EN Administrator: Windows PowerShell - SQLCMD

1> use master
2> go

nged database context to 'master’.

al Ll
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(4) ERTETE# 1% MS SQL EZEERFENR Windows EH B HRBNEARER TR

CREATE SERVER AUDIT [ ]
TO APPLICATION_LOG

WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)
ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
GO

EN Administrator: Windows PowerShell - SQLCMD

CREATE SERVER AUDIT [NP_Audit]
TO APPLICATION_LOG

GO

A BXFEIRRAEZEHE

(5) REWE%IEIRSS - ADD 2F FFAMRERAS BRI SIS RN ERFAER

CREATE SERVER AUDIT SPECIFICATION [
FOR SERVER AUDIT [NP_Audit]

ADD (SUCCESSFUL_LOGIN_GROUP),

ADD (FAILED LOGIN_GROUP),

ADD (LOGOUT_GROUP),

ADD (SERVER_STATE_CHANGE_GROUP) ,
ADD (SERVER_OPERATION_GROUP),

ADD (SCHEMA_OBJECT CHANGE_GROUP) ,
ADD (DATABASE_OWNERSHIP_CHANGE_GROUP),
ADD (DATABASE_CHANGE_GROUP),

ADD (AUDIT_CHANGE_GROUP),

ADD (USER_CHANGE_PASSWORD_GROUP) ,
ADD (SERVER_OBJECT_CHANGE_GROUP),
ADD (DATABASE_OBJECT CHANGE_GROUP)
WITH (STATE = ON)

OCONOUIPdWN -~
VVVVVYVYVVYV

1> CREATE SERVER AUDIT SPECIFICATION [NP_Server Audit]
! SERVER AUDIT [NP_Audit]
. CESSFUL_LOGIN_GROUP),
(FAILED_LOGIN_GROUP),
0GOUT_GROUP),
ERVER_STATE_CHANGE_GROUP),
ERVER_OPERATION OuP),
(SCHEMA_OBJECT_CHANGE_GROUP),
ABASE_OWNERSHIP CHANGE GROUP),
SE_ IGE_GROUP),
IDIT_CHANGE_GROUP),
SER_CHANGE_PASSWORD GROUP),
(SERVER_OBJECT_CHANGE_GROUP
(DATABASE_OBJECT_CHANGE_GROUP)
ON)

A BeXFEMmmARRSRESRERHE

al Ll
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6.2.2 EZENEER

BUBREZENERREEEEERES (DML) REREZHEES (DDL) 1E% -
UTFoRABEAEMES T HKREST

6.2.21 FEREBEEAEANR

(1) FARL [Microsoft SQL Server Management Studio]

[l

5QL Server
Management
Studio 20

(2) WARRRZE > BEEABRESN > 7 [EH]

oF Connect to Server >

SQL Server

Server type: Database Engine ~

Server name: |W|N-CF‘VOJ53H D7ENLOCALHOST ~ |

Authentication: |SQL Server Authertication ~ |
Login: |sa e |
Passwond: | """""""" |

Remember password

I Connect || Cancel || Help || COptions > |

&7 N-Partner
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(3) B [REH]IEE > &% [E%] HBEAR > & [MiEE..]

I_-‘_“,;'I Microsoft SOL Server Management Studic (Administrator)
File Edit View Tools Window Help
: - |?ﬁ" -2 d"'|J:§‘INewﬂuery =

| | Execute

Object Explorer * 3 X

Connect = * K* Y ci' e
= E WIN-CPYOISEHD T LOCALHOST (SOL
Databazes

= Security
Logins

B ®

Server Roles
Credentials

3]

raphic Providers

=

= ]

EMVEr Mew Sudit...
Server Ohj

[

Filter

Replicatio

Always Or Start PowerShell
Managerm

HEEHEH

Integratic Reports

52 50L Serve Refresh
E XEvent Prorme

¥ N-Partner

=
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(4) BAEZBE: NP Auwdit > MEBERBERICBRERME: #EE > BEE%B M [BARE XK RE
% MS SQL TEXECEREF IS Windows SRR RMEAENE > & [FEE]

W Create Audit - O >
l@l Ready
Select a page LT Script - | &) Help
» C e _
£ Fiter Audit name: | [NP_Audit
Queue delay {jn | 1000 =
milliseconds):
On Audit Log | (@) Continue
Failure:
() Fail operation
() Shut down server
Audit
destination: Application Log i

4

[
*

Connection

v WIN-CPVOJSBHDTE\LOCALHOS
T [zal

View connection properties

Progress
Ready

Cancel Help

MV N-Partner
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(5) #EIE%XBE: [NP_Audit] ZBEGR -> R [RIATEH]

l_a;,;l Microsoft SOL Server Management Studio (Administrator)

File Edit View  Tools

. |ﬁ3- o s

Object Explorer

Window  Help

¥ | B New Query B

| Execute

'J-]IX

Connect~ ¥ ¥ o

B @ WIN-CPVOJ58HD7S\LOCALHOST (50L

Databases

= Security

Logins
Server Roles
Credentials

O0EEHB

. Audits

Server Audit

=

Cryptographic Providers

Mew Audit...

Server Objects

Enable Audit

Replication
Always On High
Management

B EE

Integration Servi
53 SOL Server Agen
#Event Profiler

View Audit Logs

Script Audit as

Policies

Facets

Start PowerShell

Reports

Rename

Delete

Refresh
Properties

(6) 1% [FARA]

£ Enable Audit — a x
1 Tatal
@ Success 1 Success
Detailz:
Action Status Mes=za
Enable Audit "™NP_Audit’ Success
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(7) E#EF [ERE] BB -> ERESS: [NCloud] -> [£2 1] -> & [ERERBIZAE] KEEREAR

%E..]

4% Microsoft SOL Server Management Studic (Administrator)
File Edit View Tools Window Help

SO -2 BNy BERRE| L EA] D
‘ | b Execute | |

Object Explorer v B x

Connect~ ¥ ¥ G+

= g WIN-CPVOJS8HDTS\LOCALHOST (SOL Server

System Databases

Database Snapshots
e Database Diagrams
Tables
Views
External Resources
Synonyms
Programmability

Query Store
Service Broker

B EEEEEEEE

Storage

Users

Roles

Schemas
Asymmetric Keys
Certificates
Symmetric Keys

< Encrypted Keys
BBl Database Audit Specifications
Security Policies

&
>
=
5

Mew Database Audit Specification...

B W Securty Filter
Logins
Server Roles Start PowerShell
Credentials

Reports

Cryptographic Providers
=]

Audits Refresh
42 NP_Audit

Server Audit Specifications

Server Objects
Replication

Always On High Availability
Management

Integration Services Catalogs
5 50L Server Agent (Agent XPs disabled)
[#] XEvent Profiler

(8) EATEZBME:
-> 1% [E7E]

g ! Create Database Audit Specification
l@l Ready
Select a page LT Script ~ | @ Help
K General
Name [NP_DB-NCloud_Audit
Audit: [NP_pud
Actions:
Audit Action Type
01 |SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP
02 |SCHEMA_OBJECT_CHANGE_GROUP
03 |DATABASE_OWNERSHIP_CHANGE_GROUP
04 |DATABASE_CHANGE_GROUP
05 |AUDIT_CHANGE GROUP
0E |USER_CHANGE_PASSWORD_GROUP
07 |SCHEMA_OBJECT_CHANGE_GROUP
05 |FAILED_DATABASE_AUTHENTICATION_GROUP
03 |DATABASE_OBJECT_CHANGE_GROUP
» 10 | DATABASE_ROLE_MEMBER_CHANGE_GROUP
+11
Connection
¢ WIN-CPVOJSBHDTS\LOCALHOS
T [=a]
View connection properties
Progress
Ready

Object Class

Object Schema Object Mame

Cancel

Principal Name

Help
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(9) EEREEZRERTE: [NP_DB-NCloud_Audit] #ZiBE AR -> 2 [RIABEREEZRE]

l_;;l Micresoft SOL Server Management Studio (Administrator)
File Edit View Toels Window Help

- |iﬁv -2 HulJ:E_‘INeWQUEFj’ J:E—‘Iunx DHY ﬁlﬁnﬂl | T

| | Execute | |

Object Explorer r @I x
Connect~ ¥ A BV

= @ WIN-CPVOI58HDTS\LOCALHOST (SOL Server |
(=] Databases
System Databases

Database Snapshots

= i@ NCloud
Database Diagrams
Tables
Views
External Resources
Synonyms
Programmability
Cluery Store
Service Broker
Sterage
Security

Users

DEEEEEEEBERE

Roles

Schemas

Asymmetric Keys
Certificates

Symmetric Keys
Always Encrypted Keys
0 _ . e

DEEEEEBEEB

b AL pe

53 NP_DB-NCloud_Aud

Security Policies Mew Database Audit Specification...
= Security I Enable Database Audit Specification
Logins
Server Roles Script Database Audit Specification as 3
Credentials Policies N
Cr}rprtographlc Providers Facets
= Audits
£ NP_Audit Start PowerShell
Server Audit Specifications —
Server Objects eports '
Replication Delete
Always On High Availability
Refresh
Management
Integraticn Services Catalogs Properties

3 SOL Server Agent (Agent XPs disabled)
{#] XEvent Profiler

(10) 1% [FARA]

C Enable Database Audit Specification - O et
1 Tatal
@ Success 1 Success
Detailz:
Action Status Mes=za

@ Enable Database Audit Specification 'M...  Success

| Close |

MV N-Partner
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6.2.2.2 ERBESHMEANRE

(1) FARZ [Windows Powershell]

(o

Windows
PowerShell

(2) #5I% sa = Windows IRSEE AR
<2.1>  f$H sa 1R5%

PS C:\> sqlcmd -S localhost -U sa

EX Administrator: Windows PowerShell - SQLCMD
WIN-CPVOIS8HD7S\LOCALHOST

Options:

-S [protocol:]serverfinstance_name][,port]
-U login_id
-P password

-A dedicated administrator connection
<2.2> £ Windows &%

PS C:\> sqlcmd -S localhost -A

EN Adrministrator: Windows PowerShell - SQLCMD

C:\Users\Administrator> sqlcmd WIN-CPVOIS8HDT7SYLOCALHOST

(3) tImERE

1 > use master
2> go

EN Administrator: Windows PowerShell - SQLCMD

1> use master
2> go

nged database context to 'master’.

al Ll
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(4) ERTETE# 1% MS SQL EZEERFENR Windows EH B HRBNEARER TR

CREATE SERVER AUDIT [ ]
TO APPLICATION_LOG

WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)
ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
GO

EN Administrator: Windows PowerShell - SQLCMD

1> CREATE SERVER AUDIT [NP_Audit]
TO APPLICATION LOG
WITH (QUEUE DELAY = 1888, ON_FAILURE = CONTINUE)

ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
> GO

A BXFEIRRAEZEHE

(5) tNREITEZEME - £ : NCloud
1 > use

EX Administrator Windows PowerShell - SCQLCMD

1> use NCloud
g0

nged database context to "NCloud®.

ABXFEMIFEmARZERNERHE

al Ll
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(6) ERTETE NCloud(5Ef6l) EilE - ADD ENfF FFAIFRARFES BRI SHEREERAES

CREATE DATABASE AUDIT SPECIFICATION [

FOR SERVER AUDIT [NP_Audit]

ADD (DELETE ON DATABASE:: [ 1 BY [publicl),
ADD (SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP),
ADD (SCHEMA_OBJECT CHANGE_GROUP) ,

ADD (DATABASE_OBJECT OWNERSHIP_CHANGE_GROUP),
ADD (DATABASE_CHANGE_GROUP) ,

ADD (AUDIT_CHANGE_GROUP),

ADD (USER_CHANGE_PASSWORD_GROUP) ,

ADD (SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP),
ADD (FAILED DATABASE_ AUTHENTICATION GROUP),
ADD (DATABASE_OBJECT_CHANGE_GROUP),

ADD (DATABASE ROLE_MEMBER_CHANGE_GROUP)

WITH (STATE = ON)

GO

OCOONOOPdWN -
VVVVVVYVYVYV

>
>
>
>
>
>

CREATE DATABASE AUDIT SPECIFICATION [NP_DB-NCloud_Audit]
FOR SERVER AUDIT [NP_Audit]

INERSHIP C
ANGE_GROUP),
E_GROUP)

CHEMA_OBJECT_CHANGE_GROUP
FATILED DATABASE_AUTHENTICATION_ _GROUP),
E_OBJECT_CHANGE_GROUP ),
ASE_ROLE_MEMBER_CHANGE_GROUP)
= ON)

sers\Administrator:>

AN FENFmARREREZRERHE
1 > CREATE DATABASE AUDIT SPECIFICATION [
AN FEMIBRARZER ERHE

3 > ADD (DELETE ON DATABASE:: [ ] BY [public])

al Ll
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6.3 FHHECIRERTE

LR EEIBRRE -
RN DRI RN TERERES R -

6.3.1 A

6.3.1.1 MHBEMRE

(1) FARX AD fEREMET R
FA Y [Active Directory 1 F & f1EE )

[l
Active
Directory

Users and
Computers

(2) FFIRAAMEL

i [t B E AR -> B [Fif] -> 3E A8

E|

j Active Directory Users and Computers

File Action View Help

e | FdE BHR P aETa%

Description

Folder to store your favo...

Computer

Contact

Group

InetOrgPerson
msDS-ShadowPrincipalContainer
mslmaging-P5Ps

M5SMO Queue Alias

Organizational Unit

Creates a new item in this container,

] Active Directory Users and Com|| name Type
eziietQueles [ Saved Queries
3 Builtin Delegate Control...
» || Computers Find..
z % Ejr?i::;: Change Doemain...
» [ Keys Change Domain Controller...
» || LostAndFor Raise domain functional level...
» [ Managed 5 Operations Masters...
» || Program D
» || System I New >I
> [ Users All Tasks »
> [ NTDS Quot
» (7] TPMDevice  Reresh
Properties
Help
|
< >

Printer
User

Shared Folder
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(3) EAMBEMRE
WMABRBENURME Servers 5t | BREFPREEZVHEMEURE > % [BE]

Mew Object - Organizational Unit x
-—-f-'f Createin:  n-partnerlocal/
Mame:

I

Protect container from accidental deletion

Cancel Help

(4) HBENEIARRZHAVAMENL

#1E [Computers] B E I -> 7 [SQL 2022] FAkE:, LBEGR, 5 : BIREPIRIZEE MS SQL Server % -> #A%E

B Eh)
] Active Directory Users and Computers
File  Action View Help
= | = = ~ [ == | AR Gl e i
o 20 {8 XEA2 HE/PaETER
: Active Directory Users and Com || Name Tvpe Description
s [ Saved Queries
v 5 njparthe.r.local Add to a group...
» || Builtin .
Name Mappings...
» 2| Domain Controllers Disable Account
» [ ForeignSecurityPrincipalt Reset Account
? J Keys I Move... I
» || LestAndFound
- . Manage
» || Managed Service Accour
> || Program Data Al Tacks ¥
» [ System
> [ Users Cut
» [ ] NTDS Quotas Delete
» || TPM Devices 5 -
Z] Servers roperuies
Help
< >
Invoke the Computer Management console
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(5) EEEARMEM
#E1E [Servers] B EN -> 1% [MEE]
Mowve -

Meve object inte container:

-5 n-partner
- Buitin
:] Computers
/=] Domain Controllers
_| FareignSecurityPrincipals
-] Keys
-] LostAndFound
_| Managed Service Accounts
-] NTDS Quotas

| Program Data

Servers|
-] TPM Devices
7 Users

Cancel

(6) WEREARBOBEIEMMAVAMEM
BH3E [Servers] AHMBEN, T SQL2022 ERzE EZE) -

] Active Directory Users and Computers — O X

File Action View Help
e 1H BBz HEE T eaETa%
j Active Directory Users and Com | Marme Type Description

» _| Saved Queries ikl so 2022 Computer
v 5.‘:’3 n-partner.local

> || Builtin

| Computers

Domain Controllers
ForeignSecurityPrincipal
Keys

LostAndFound

Managed Service Accout
Program Data

System

Users

MNTDS Quotas

»_ | TP Devices

DCCCREEERR

>
>
>
>
>
>
>
>
>

&7 N-Partner
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6.3.1.2 EAFRAIRTE

(1) FRREFARRIER
FIRL [BFAHRRIEIE]

T

Group Policy
Management

(2) 7 Servers fAMEEAI - FMIERFAR MG

£ [Servers] ZH#EE AT -

N

5L Group Policy Management

12 File

Action

View Window Help

WBREAE -> R [EEEAEPE GPO WiELE.. ]

O X

-8 X

v (&
v i n-partnerlocal ;
= Default Domain

ol AN 1 (= REERCENE 7 N
5, Group Policy Management n-partner.local
w _ﬁ Forest: n-partner.local Status

Palicy.

Linked Group Policy Objects  Group Policy Inhertance

» 3| Domain Contro
2| Servers
» L5 Group Create a GPO in this domain, and Link it here...

> [ WMIFi
» [ Starter

> [y Sites
568 Group Policy b
[ Group Policy F

Link an Existing GPO...
Block Inheritance

Group Policy Update...

Group Policy Modeling Wizard...

New Organizational Unit
MNew Window frem Here

Delete
Rename
Refresh

Properties

Help

Delegation

This page shows the status of Active Directory and SYSVOL replication for this domain as it relates to Group

baseline domain controller for this domain.

Change

iin.

ture status from all of the domain controllers in this

]

(3) mARAERAMHRE
I A\ B$ AR 278 N-Partner Policy G

Mew GPO

>
I| M-Partner Palicy|
Source Starter GPO:
{none) "
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(4) #REFAEAFRAMHE
£ [N-Partner Policy] #H#HRRIMH - BE AR -> R [4RIE)]

&, Group Policy Management

L File  Action View Window Help
e« = Ba|E 6| H

Z, Group Policy Management n-partner.local
v _\\-\_\. Forest: n-partner.local
v |55 Domains
v n-partnerlocal
= Default Domain Policy
2] Domain Controllers
~ |3 Servers

%= M-Partner Palicy Status Details
[ 51 Group Policy Objec | Edit...

Status  Linked Group Policy Objects  Group Policy Inheritance  Delegation

This page shows the status of Active Directory and SYSVOL replication for this domain as it relates to
Group Policy.

I:arlner.local is the baseline domain contraller for this d... Change

_‘-?f WM Filters Ere—

| Starter GPOs .
& Sitesm ~  Link Enabled =xists for this domain.
s Group Policy Medeling Save Report...

o gather infrastructure status from all of the domain controllers in

[¢ Group Policy Results New Window from Here

Delete
Rename

Refresh

Help

Detect Now
< >

&Y N-Partner
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(5) ZAHERA : HE&ERA

EE [BINARE] -> [[RA] -> [Windows 5 E] -> [ZEMRE] -> [AMERA] -> [FEXIRR] -> R [EZRFEASH], (18
ZIEFEIE], [(EREASH] BE > WE [EEELRARE]: & [RI] & [KH] -> % [HBTE]

IEf Group Policy Management Editor
File Action View Help
e | HE XE = HE

=[ N-Partner Policy [WIN-CPYQJ538HDT3.M-PARTT
v A Computer Configuration

w || Policies
5 || Software Settings
F ] Windows Settingsl
» || MName Resolution Policy
= Scripts (Startup,/Shutdown)

=]

Security Settings
= Account Policies

>
L

> [
» jﬂ Security Options
» jﬂ Event Log
"4, Restricted Groups
T4, System Services
[& Registry
|4 File System
» ___ar Wired Metwork (IEEE 802.3) P
5 | Windows Defender Firewall
|| Metwork List Manager Policis
» ;_jﬂ Wireless Network (IEEE 2802.1
» [] Public Key Policies
» [ ] Software Restriction Policies
» || Application Control Policies
» g IP Security Policies on Active
» || Advanced Audit Policy Conf
> gl Policy-based QoS
» [] Administrative Templates: Policy de
» [l Preferences
v i, User Configuration
» [ Policies
» || Preferences

>
>
>
>

Policy

Policy Setting

Audit account logon events

1) Audit account management

Success, Failure

Success, Failure

[y Audit directory service access Mot Defined
1) Audit logon events Success, Failure ||
12y Audit object access Mot Defined
1) Audit policy change Mot Defined
ldlg) Audit privilege use Mot Defined
12 Audit process tracking Mot Defined
ldly) Audit system events Mot Defined
Audit account logon events Properties ? X
Security Policy Setting  Explain
3 Audit account logon events
=
Define these policy settings
Audit these attempts:
Success
Failure
Cancel Apply
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(6) Efficit . BARARBRRITLE
R [BIEERE] -> [[RA] -> [Windows & E] -> [Z 2 MR E] -> [BHifiE] -> BE [ERRENTHERS A > J&
[(EEEERRRE]: > ME [REZBRESH] > & [EE]

IEf Group Policy Management Editor — O X

File Action View Help
e | HE XE = HE

= M-Partner Policy [WIN-CPVQI58HD75.M-PART! Palicy Policy Setting
~ i (Epr;prlt.er Configuration 12| Maximum application log size Mot Defined
o Lolcies [4g| Maximum security log size Mot Defined

| Software Settings

IV | Windows Settings I 12| Maximum system log size Mot Defined

T Name Resolution Policy 124 Prevent local guests group from accessing application log Mot Defined

< Scripts (Startup/Shutdown) |4 Prevent local guests group from accessing security log Mot Defined

E: |24 Prevent local guests group from accessing system log Mot Defined

=5 Account Policies |z Retain application log Mot Defined

| ocal Policies 24| Retain security log Mot Defined

I Retain systemn log Mot Defined
|5 Restricted Groups etention method for application log As needed I

| 4 System Services |2z Retention method for secunty log Mot Defined

| 4 Registry \4 Retention method for system log Mot Defined

' [ File System

Z47 Wired Network (IEEE 802.3) P
7] Windows Defender Firewall v

] Network List Manager Policis Retention method for application log Properties ? X
| Ej Wireless Network (IEEE 802.1
[ Public Key Policies Security Policy Setting | Explain

| Software Restriction Policies

|| Application Control Policies

,g IP Security Policies on Active

|| Adwvanced Audit Policy Conf
ol Policy-based Qo5

Retention method for application log

\%ﬁ

I Define this policy setting I

] Administrative Terplates: Policy de () Overwrtte everts by days
[ Preferences I@ Overwrite events as neededl
w i, User Configuration

7 Polici () Do not averwrite events (clear log manually)
olicies

|| Preferences

Cancel Aoy

&Y N-Partner
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(7) Hffics . BEREARBEXNNEKE
RS [BISRRE] -> [[RA] -> [Windows F2E] -> [ZREMERTE] -> [SHRCEME] -> E [BREACHEANNEAE] BB

N

-> A [EREEIRARTE] > #A204800 KB & : BIkEFIRIEHARE > 1% [EE]

El Group Policy Ma

File Action View Help
= AEXE= HE

=[ M-Partner Policy [WIN-CPVOJ58HD75.N-PART? Palicy - Policy Setting
v i (E_DmpL_ltl_E’ Configuration I Maximum application log size 204300 kilobytesl
- — Policies . [2g) Maximum security log size Mot Defined
d%‘ g Maximum system log size Mot Defined
™ Mame Resolution Policy |4 Prevent local guests group from accessing application log Mot Defined
<3 Seripts (Startup/Shutdown) l24 Prevent local guests group from accessing security log Mot Defined
s Prevent local guests group from accessing system log Mot Defined
= Account Policies l4 Retain application log Mot Defined
: = | ocal Policies |24 Retain security log Mot Defined
I _gﬂ Event Log 124 Retain system log Mot Defined
_a Restrcted Groups |2z Retention method for application log As needed
| [ System Services |24 Retention method for security log Mot Defined
| (4 Registry |2z Retention method for system log Mot Defined

("4 File System
f__.gf Wired Metwork (IEEE 802.3) P
] Windows Defender Firewall v

[ 1 Metwork List Manager Policii Maximum application log size Properties ? =
|
| S-jg Wireless Network (IEEE 802.1

[ Public Key Policies Security Policy Setting  Explain

|7 Software Restriction Policies
[ Application Control Policies
.g IP Security Policies on Active

Maximum application log size

%

|| Advanced Audit Policy Conf Define this policy setting
wllil Policy-based QoS
[ ] Administrative Templates: Policy de/ 204200 = 1
. kil
" Preferences |: v kiebytes

w48, User Configuration
1 Policies
[ Preferences

Corcel | | oo

&Y N-Partner
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(8) FARY [Windows PowerShell]

Windowes
PowerShell

(9) =¥ MS SQL Server B 4HFEAI

PS C:\> Invoke-GPUpdate -Computer

-RandomDelayInMinutes O -Force
EX Administrator: Windows PowerShell
\» Invoke-GPUpdate

AL FEBAIFE#I A MS SQL Server falfkzs 2 1E

(10) E=4% MS SQL Server fAiRz: 8 AR R K

PS C:\> Get-GPResultantSetofPolicy -Computer

-ReportType.html
EN Administrator: Windows PowerShell

.name C:\tmp\SQL2822 _h html

ALEXFEMIFEH A MS SQL Server AR 2 HEME KRB EERZE

DI

rener
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(11) BARRIRER -> F&:2 MS SQL Server @Ak 2% -> EF N-Partner Policy #4HR R

2 M [ N-PARTNERWdministratoron N X

C (D) File | Cy/tmp/5QL2022.html

+

Aﬁ

r N

= @

MR TNER \Administrator on N-PARTNER\WIN-CPVOJSSHD75

S PRE

Computer Detailz )

General

Component Status

show
hide
show
show
hide

Acconnt Policies/Kerberoz Policy

EEEE E

Policy
Aundit account logon evants
Audit account management

Setting

Success, Failure
Success, Failure
Success, Falure

Winning GPO

‘W-Pariner Policy
‘M-Pariner Policy
‘W-Pariner Policy

Loeal Policies/Security Onti

Event Log

E B

Policy
Ilaxivaurn application log size
Fetention methad for application log

Setting
204800 kilobytes
Az neadad

Winning GPO
‘M-Pariner Policy
‘N-Partner Poliey

Public Key Policies/Certificate Services Client - Auto-Enrollment Settings

Public Key Policies/Encrypting File System

Windows Firewall with Advanced Security

FEE

Group Policy Objectz

WNMI Filters

User Details

B
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6.3.2 T{E&%4

6.3.2.1 HEEZRRIRE

(1) FARK [AHEFARAI4RIER]
% E 125) > WARHHERA -> BhE [HREEAT AR

Best match

- Edit group policy

Control panel

P edit group|policy

203
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(2) FHERA - ERRA

B [EREERRE] -> [Windows &&

], [(EREASH] 18E > WERRELEEH: [RI] & [KH] -> % [HBTE]

TE] -> [Z2MRRTE] -> [AERR] -> [FERA) > FE ERIRFEASH], [BERIRFE

5[ Local Group Policy Editor
File Action View Help

o= HEIXEE HBE

Policy

Security Setting

Iv i Computer Configuration I
>

Software Settings
> || Mame Resolution Policy
| Scripts (Startup/Shutdown)

v Th Security Settings
>

Account Policies

v |_a Local Policies
|4 Audit Policy
» g User Rights Assignment
[ Security Options
> [ Windows Defender Firewall wit
[ | Metwork List Manager Policies
» [ ] Public Key Policies
» || Software Restriction Policies
» [] Application Control Policies
> g IP Security Policies on Local Cc
» [] Advanced Audit Policy Configy
> gl Policy-based QoS
> [] Administrative Templates
v i, User Configuration
» [ Software Settings
» [ Windows Settings
» [ Administrative Templates

Eé Audit account logon events
_é_':j)\udit account management

Success, Failure

Success, Failure

o Audit directory service access
—

Mo aud_ltlnq

udit logon events

Success, Failure I

12y Audit object access

Local Security Setting  Explain

Audit logon events

Audit these attempts:
Success

Failure

This seﬂlng might not be enforced if ather policy is configured to

For more information. see fAudit Iogon Events, (Q921468)

Mo auditing

\2g| Audit policy change Mo auditing

12| Audit privilege use Mo auditing

lig| Audit process tracking Mo auditing

lig| Audit system events Mo auditing
Audit logon events Properties ? X

Apply

204
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(3) FBHRX [Windows PowerShell]

(o

Windowes
PowerShell

(4) EFREFFHERRA

PS C:\> gpupdate /force

EN Administrator Windows PowerShell

PS5 Ci\> gpupdate /ffo

Computer pol

205



(5) BEFRFHAFRNERER

PS C:\> auditpol /get /category:*

EN Administrator dows PowerShell

PS C:\> auditpol /get /fcategory:*
System audit policy
Category/Subcategory Setting

Security System Extension No Auditing
System Integrity Success and Failure
IPsec Driver Mo Auditing
Other System Ewvents Success and Failure
Security State Change Success
Logon/Logof+
Logon
Logoff+
Account Lockout
IPsec Main Mode
IPsec Quick Mode
IPsec Extended Mode
Special Logon
Other Logon/Logoff Events
Network Policy Server
User / Device Claims
Group Membership
Object Access
File System Auditing
Regiztry Auditing
Kernel Object Auditing
SAM Auditing
Certification Serwvices Auditing
Application Generated Auditing
Handle Manipulation Auditing
File Share Auditing
Filtering Platform Packet Drop Auditing
Filtering Platform Connection Auditing
Other Object Access Ewvents Auditing
Detailed File Share Auditing
Removable Storage Auditing
Central Policy Staging Auditing
Privilege Use
MNon Sensitive Privilege Use Auditing
Other Privilege Use Ewvents No Auditing
Sensitive Privilege Use No Auditing
Detailed Tracking
Process Creation No Auditing
Process Termination Mo Auditing
DPAPI Activity No Auditing
RPC Events No Auditing
Plug and Play Events No Auditing
Token Right Adjusted Events No Auditing
Policy Change
Audit Policy Change Success
Authentication Policy Change Success
Authorization Policy Change No Auditing
MPSSVC Rule-Level Policy Change No Auditing
Filtering Platform Policy Change No Auditing
Other Policy Change Events No Auditing
Account Management
Computer Account Management
Security Group Management
Distribution Group Management
Application Group Management
Other Account Management Ewents
User Account Management
DS Access
Directory Serwvice Access
Directory Service Changes Auditing
Directory Service Replication Auditing
Detailed Directory Service Replication Auditing
Account Logon
Kerberos Service Ticket Operations and Failure
Other Account Logen Events and Failure
Kerberos Authentication Service and Failure
Credential Validation and Failure
PS Ci\> o

and Failure
and Failure
and Failure
and Failure
and Failure
and Failure
and Failure
and Failure
and Failure
and Failure
and Failure

WA WA WA A A A LA

and Failure
and Failure
and Failure
and Failure
and Failure
and Failure

WA non e




6.3.2.2 EHERRTE
(1) BAR [GRBHETEIRE]
%’%E =] -> W ASHRCEE > ZhE IR SR iRE

Best match

1@- Event Viewer
" app
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(2) #HwEZEMLHE

Event Viewer

File Action View Help

&= |5 HFE

> _q& Custom Views

Event Viewer (Local)

w _a Windows Logs

Event Viewer (Local)

RS [Windows so#%] -> 7 [RREE] BEARE -> BE [WE]

Save All Events Acz..,

Attach a Task To this Log...

Help

s | Application

g S:Czrity Open Saved Log... J

£l Setup Create Custom View... at ”

Iiig::;:ded E Import Custormn View... :elect .
s [ Applications an Clear Log... e R

4 Subscriptions Filter Current Log...
I Properties I ntlD 5
Find...

(3) EREEAENERE

A Bx AFCERIE R/ 204800 KB 7F :

BIREPRIEHEE > ME [RRRERSH > % ]

Subscriptions

Full Mame:
Log path:
Log size:
Created:
Meodified:

Accessed:

Enable logging

Maximum leg size (KB ):

Log Properties - Application (Type: Administrative)

Application

eSystemRoot?e\System 32\ Winevt\Logs\Application.evb:

12.07 MB(12,652,544 bytes)

Thursday, July 18, 2024 10:35:00 PM

Friday, July 19, 2024 05:32:28 PM

Friday, July 19, 2024 05:32:28 PM

2048002

When maximum event log size s reached:

I (@ Owerwrite events as needed (oldest events first) I

() Archive the log when full, do not overwrite events

() Do not overwrite events ( Clear legs manually )

Cancel

Clear Log

Apply

X
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7 N-Reporter

(1) & MS SQL B
REEIE] > [REMARE] -> FhHE [FiL)

O
||I||I
131

.. @) Global (10/10)

= e

1 =H&E (0/3)

= zgz=

REEEESE

HEMREE

mEAERE

HEESSE
RERTEE=EDY

e

& s5em

B r==m

AARERRE

209
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(2) EERBEEE

42 [Application/DB/OS/Server]-> 2% [5EE )

aha BEINEDE x

a fRiE

Switch / Router

32 (Swilch

Firewall / IPS / Load Balancer /{ NAC / UTM /
WAF { Wireless

i
i
kL2
¥
ot
1

N-Cloud / N-Reporter / N-Probe

MCloud 2 NReporter S S% 2 S EUTSIET Syslog = N

Auto / More / User Defined Format

1553
W

&g

Al
il

BERER SIEET ERE
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71

(1)

MS SQL Server Event Log

REBEEFRE

B A\ B2 A 1P->Syslog EHRHMET(ERE [MS SQL]-> BH%E [F—F]

i WEMES - BEEEREXERE x

RWEARRE

Fa

MR

M55QL-192.168.8.196

IP -

192.168.8.196

PR

Global

Syslog EEEZ 0

M3 sQL

armRntzo [

SNMP Model &

=EH

Web &0
[] s
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(2) Syslog MHEAZEE
Facility #£1£ [(18) local use 2 (local2)]-> Fh#E [N —7]
(=A% [Raw Data {RE8] - Rl [S34E39] 8~ Raw Data E:)

Syslog BT

P

Facility ©

(18) local use 2 (local2) hd

|Es

UTF-8 w

Syslog ER{LREFEEXE LR O

Raw Data REEES

Raw Data &5

[ #3@nkomEassad Syslog %5 525 Raw Data 53
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(3) Efth
#2178 Icon EE [Host]-> BUWIRARERE [RUA]-> R4 [ N —F]->[1E:T]

& WS - R x

RE ~

#icon HE

Host

i
Hi

=]

EEMARRERE  REREHRMEESRRE-> #E (4]

£ SERAERHE - FERZHEERGESEE 2

L Partner
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7.2 Windows Event Log

(1) BREELXRTE
) A\ 52 B 2 A 1P->Syslog ERMETLELE [Windows]-> BHEE [F—]

i FTHES - BEELARE X

RRELRTE ~

A

Windows-192.168.8.196

IP °

192.168.8.196

FrmsEs: *

Global A
Syslog EEHER O

Windows b

semxesto [

SNMP Model ©

Host Mib hd

Web B O
[] amaEEs=ms

A N-Partner
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(2) Syslog tHEAZRE
Facility #£12 [(17) local use 1 (local1)]-> 25#E [F—5]
(B2 [Raw Data {RE] - 8l [EH&E] B~ Raw Data Eifl)

Syslog #HMEFE 2

Facility ©

(17) local use 1 {locall) h

REL

UTF-8 e

Syslog ER{LEEEEXH LR O

Raw Data REESHSZ
Raw Data 5

[[] #3@nosEsusad Syslog 8% 128 Raw Data 3

&Y N-Partner
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(3) Efth
#2178 Icon EE [Host]-> BUWIRARERE [RUA]-> R4 [ N —F]->[1E:T]

& WS - R x

RE ~

#icon HE

Host

i
Hi

=]

EEMARRERE  REREHRMEESRRE-> #E (4]

£ SERAERHE - FERZHEERGESEE 2

L Partner
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8 MEIREHEER

8.1 Invoke-GPUpdate §&7%

(1) 7€ AD #335i{E AR -> #1117 Invoke-GPUpdate E#7 Windows Server £ 405 Al 1 IREE R R

EN Administrator: Windows PowerShell - O *

Windows
PowerShell

(3) &% Windows Firewall #J WMI-WINMGMT-In-TCP * vm-monitoring-rpc * MSDTC-RPCSS-In-TCP 738l
PS C:\> Get-NetFirewallRule -Name "WMI-WINMGMT-In-TCP", "vm-monitoring-rpc", "MSDTC-RPCSS-In-TCP" |

Select-Object Name, DisplayName, Enabled, Direction, Action | Format-Table

E¥ Administrator: Windows PowerShell
Select-Object Name, DisplayMame, Enabled, Direction, Action | Format-Table

Enabled Di
AMI-Tn)

virtual Ma ni C boul g
CP Distributed T (RPC-EPMAP) False Inbound Allow

(4) R4 Windows Firewall 89 WMI-WINMGMT-In-TCP * vm-monitoring-rpc * MSDTC-RPCSS-In-TCP #R 8l

PS C:\> Set-NetFirewallRule -Name "WMI-WINMGMT-In-TCP", "vm-monitoring-rpc", "MSDTC-RPCSS-In-TCP"
-Enabled True

EN Administrator: Windows PowerShell

» Set-NetFirewallRule

rener

d
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(5) &% Windows Firewall 4 WMI-WINMGMT-In-TCP * vm-monitoring-rpc * MSDTC-RPCSS-In-TCP {1l
PS C:\> Get-NetFirewallRule -Name "WMI-WINMGMT-In-TCP",

"vm-monitoring-rpc", "MSDTC-RPCSS-In-TCP" |
Select-Object Name, DisplayName, Enabled, Direction, Action | Format-Table

EX Administrator: Windows PowerShell

Select-Object Name, DisplayMame, Enabled, Direction, Action | Format-Table

True
True

(6) 7E AD #9iEifal AR 2% -> B Windows Server 8 #HR Al

PS C:\> Invoke-GPUpdate -Computer

-RandomDelayInMinutes O -Force
EX Administrator: Windows PowerShell

:\» Invoke-GPUpdate .name 8

A B FENIEE A Windows Server @Rz 2T

] ~al'Lner
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Tel : 04-23752865  Fax : 04-23757458
HIEEMA : sales@npartner.com
1oz : support@npartner.com
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