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Preface 

¢Ƙƛǎ ŘƻŎǳƳŜƴǘ ŘŜǎŎǊƛōŜǎ Ƙƻǿ bπwŜǇƻǊǘŜǊ ǳǎŜǊǎ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ a{ {v[ ŜǾŜƴǘ ƭƻƎƎƛƴƎ ǳǎƛƴƎ ǘƘŜ 

ƻǇŜƴπǎƻǳǊŎŜ ǘƻƻƭ b·[ƻƎΦ  

b·[ƻƎ ŎƻƴǾŜǊǘǎ a{ {v[ ŜǾŜƴǘ ƭƻƎǎ ƛƴǘƻ ǎȅǎƭƻƎ ŦƻǊƳŀǘ ŀƴŘ ŦƻǊǿŀǊŘǎ ǘƘŜƳ ǘƻ bπwŜǇƻǊǘŜǊ ŦƻǊ 

ƴƻǊƳŀƭƛȊŀǘƛƻƴΣ ŀǳŘƛǘƛƴƎΣ ŀƴŘ ŀƴŀƭȅǎƛǎΦ 

¢Ƙƛǎ ŘƻŎǳƳŜƴǘ ŀǇǇƭƛŜǎ ǘƻ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нллуΣ нлмнΣ нлмсΣ нлмфΣ ŀƴŘ нлннΦ 
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ŀŎǘƛƻƴǎΚǾƛŜǿҐǎǉƭπǎŜǊǾŜǊπǾŜǊмр 

 

Supported MS SQL Server Versions for Audit Logging 

 

Note: This document is provided solely as a reference for configuring log output. It is recommended 

that you contact the device or software vendor for assistance with the appropriate log export 

methods. 
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1. NXLog 

1.1 NXLog Installation  

όмύ 5ƻǿƴƭƻŀŘ b·[ƻƎ /9 ό/ƻƳƳǳƴƛǘȅ 9Řƛǘƛƻƴύ 

tƭŜŀǎŜ Ǝƻ ǘƻΥ ƘǘǘǇǎΥκκƴȄƭƻƎΦŎƻκǇǊƻŘǳŎǘǎκƴȄƭƻƎπŎƻƳƳǳƴƛǘȅπŜŘƛǘƛƻƴκŘƻǿƴƭƻŀŘ 

5ƻǿƴƭƻŀŘ ǘƘŜ ƭŀǘŜǎǘ ǾŜǊǎƛƻƴ ƻŦ ƴȄƭƻƎπŎŜπȄΦȄΦȄȄȄȄΦƳǎƛΦ 

9ȄŀƳǇƭŜ IŜǊŜΥ ƴȄƭƻƎπŎŜπоΦнΦнонфΦƳǎƛ 

 

 

 

 

όнύ Lƴǎǘŀƭƭ b·[ƻƎ 

<2.1> CƻǊ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нллу ƻǊ ƭŀǘŜǊΥ 

5ƻǳōƭŜπŎƭƛŎƪ άƴȄƭƻƎπŎŜπоΦнΦнонфΦƳǎƛΦέ 

 

  

https://nxlog.co/products/nxlog-community-edition/download
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όоύ {ŜƭŜŎǘ άL ŀŎŎŜǇǘ ǘƘŜ ǘŜǊƳǎ ƛƴ ǘƘŜ [ƛŎŜƴǎŜ !ƎǊŜŜƳŜƴǘΣέ ǘƘŜƴ ŎƭƛŎƪ άbŜȄǘΦέ  

όпύ /ƭƛŎƪ άbŜȄǘΦέ ό¢ƘŜ ŘŜŦŀǳƭǘ ƛƴǎǘŀƭƭŀǘƛƻƴ ǇŀǘƘ ƛǎ ό/ΥξtǊƻƎǊŀƳ CƛƭŜǎξƴȄƭƻƎξύΦ  
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όрύ /ƭƛŎƪ άLƴǎǘŀƭƭΦέ  

όсύ /ƭƛŎƪ άCƛƴƛǎƘΦέ 

 

 

1.2 Group Policy Settings  

όмύ /ƭƛŎƪ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎΦέ 
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1.2 Download NXLog Configuration File  

1.2.1 MS SQL Standalone (Non -Clustered) Configuration File  

όмύ hǇŜƴ ά²ƛƴŘƻǿǎ tƻǿŜǊ{ƘŜƭƭΦέ  

όнύ 5ƻǿƴƭƻŀŘ ǘƘŜ άb·[ƻƎ a{ {v[ ǎǘŀƴŘŀƭƻƴŜ ǘŜƳǇƭŀǘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜέ ŀƴŘ ƻǾŜǊǿǊƛǘŜ ǘƘŜ ŜȄƛǎǘƛƴƎ 

b·[ƻƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ƛƴ ǘƘŜ ²ƛƴŘƻǿǎ ǎȅǎǘŜƳΦ 

5ƻǿƴƭƻŀŘ ƭƛƴƪΥ ƘǘǘǇΥκκǿǿǿΦƴǇŀǊǘƴŜǊΦŎƻƳκŘƻǿƴƭƻŀŘκǘŜŎƘκƴȄƭƻƎψa{{v[ΦŎƻƴŦ 

PS C:\> Invoke-WebRequest -Uri h̀ttp://www.npartner.com/download/tech/nxlog_MSSQL.conf' -OutFile 

'C:\  Program Files\nxlog\conf\nxlog.conf' 

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text 

with: 'C:\  Program Files(x86)\nxlog\conf\nxlog.conf' 

  

http://www.npartner.com/download/tech/nxlog_MSSQL.conf
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1.2.2 MS SQL Cluster Configuration File  

όмύ hǇŜƴ ά²ƛƴŘƻǿǎ tƻǿŜǊ{ƘŜƭƭΦέ  

όнύ 5ƻǿƴƭƻŀŘ ǘƘŜ άb·[ƻƎ a{ {v[ ŎƭǳǎǘŜǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜέ ŀƴŘ ƻǾŜǊǿǊƛǘŜ ǘƘŜ ŜȄƛǎǘƛƴƎ b·[ƻƎ 

ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ƛƴ ǘƘŜ ²ƛƴŘƻǿǎ ǎȅǎǘŜƳΦ 

5ƻǿƴƭƻŀŘ ƭƛƴƪΥ ƘǘǘǇΥκκǿǿǿΦƴǇŀǊǘƴŜǊΦŎƻƳκŘƻǿƴƭƻŀŘκǘŜŎƘκƴȄƭƻƎψa{{v[ŎƭǳǎǘŜǊΦŎƻƴŦ 

PS C:\> Invoke-WebRequest -Uri h̀ttp://www.npartner.com/download/tech/nxlog_MSSQLcluster.conf' -

OutFile 'C:\  Program Files\nxlog\conf\nxlog.conf' 

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text 

with: 'C:\  Program Files(x86)\nxlog\conf\nxlog.conf' 

  

http://www.npartner.com/download/tech/nxlog_MSSQLcluster.conf
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1.3 NXLog Configuration  

1.3.1 MS SQL Standalone (Non -Clustered) Configuration File  

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start. 
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define NCloud 192.168.8.4 

define ROOT C:\Program Files\nxlog 

define CERTDIR %ROOT%\cert 

define CONFDIR %ROOT%\conf 

define LOGDIR %ROOT%\data 

define LOGFILE %LOGDIR%\nxlog.log 

LogFile %LOGFILE% 

 

Moduledir %ROOT%\modules 

CacheDir %ROOT%\data 

Pidfile %ROOT%\data\nxlog.pid 

SpoolDir %ROOT%\data 

 

## Load the modules needed by the outputs 

<Extension syslog> 

Module xm_syslog 

</Extension> 

## For MS SQL instance Event Log use the following: 

<Input im_sqllog> 

Module im_msvistalog 

ReadFromLast TRUE 

SavePos TRUE 

Query <QueryList> \  

<Query Id="0"> \  

<Select Path="Application">*[System[(Provider[@Name='MSSQLSERVER']]]</Select> \  

</Query> \  

</QueryList> 

</Input> 

 

<Output out_sqllog> 

Module om_udp 

Host %NCloud% 

Port 514 

Exec $SyslogFacilityValue = 18; 

Exec $Message = "MSSQLSERVER" + ": " + string($EventID) + ": " + $Message; 

Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') {$SyslogSeverityValue = 3;}\  
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else if ($EventType == 'WARNING') {$SyslogSeverityValue = 4;}\  

else if ($EventType == 'INFO' or $EventType == 'AUDIT_SUCCESS') {$SyslogSeverityValue = 5;} 

Exec to_syslog_bsd(); 

</Output> 

 

<Route sqllog> 

Path in_sqllog => out_sqllog 

</Route> 

 

## For Windows Event log use the following: 

<Input in_eventlog> 

Module im_msvistalog 

ReadFromLast TRUE 

SavePos TRUE 

Query <QueryList> \  

<Query Id="0"> \  

<Select Path="Security">*[System[(EventID=4624 or EventID=4625 or EventID=4626 

or EventID=4627 or EventID=4634 or EventID=4646 or EventID=4647 or EventID=4648 or EventID=4649 or 

EventID=4672 or EventID=4675)]]</Select> \  

<Select Path="Security">*[System[(EventID=4778 or EventID=4779 or EventID=4800 

or EventID=4801 or EventID=4802 or EventID=4803 or EventID=4964 or EventID=4976 or EventID=5058 or 

EventID=5059 or EventID=4061)]]</Select> \  

<Select Path="Security">*[System[(EventID=5378 or EventID=5379 or EventID=5632 

or EventID=5633 or EventID=4768 or EventID=4769 or EventID=4770 or EventID=4771 or EventID=4772 or 

EventID=4773 or EventID=4774)]]</Select> \  

<Select Path="Security">*[System[(EventID=4775 or EventID=4776 or EventID=4777 

or EventID=4820 or EventID=4720 or EventID=4722 or EventID=4723 or EventID=4724 or EventID=4725 or 

EventID=4726 or EventID=4727)]]</Select> \  

<Select Path="Security">*[System[(EventID=4731 or EventID=4732 or EventID=4733 

or EventID=4734 or EventID=4735 or EventID=4738 or EventID=4739 or EventID=4740 or EventID=4749 or 

EventID=4750 or EventID=4751)]]</Select> \  

<Select Path="Security">*[System[(EventID=4752 or EventID=4753 or EventID=4764 

or EventID=4765 or EventID=4766 or EventID=4767 or EventID=4780 or EventID=4781 or EventID=4782 or 

EventID=4793 or EventID=4794)]]</Select> \  

<Select Path="Security">*[System[(EventID=4797 or EventID=4798 or EventID=4799 or 

EventID=5376 or EventID=5377)]]</Select> \  
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</Query> \  

</QueryList> 

</Input> 

 

<Output out_eventlog> 

Module om_udp 

Host %NCloud% 

Port 514 

Exec $SyslogFacilityValue = 17; 

Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message; 

Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') {$SyslogSeverityValue = 3;}\  

else if ($EventType == 'WARNING') {$SyslogSeverityValue = 4;}\  

else if ($EventType == 'INFO' or $EventType == 'AUDIT_SUCCESS') {$SyslogSeverityValue = 5;} 

Exec to_syslog_bsd(); 

</Output> 

 

<Route eventlog> 

Path in_eventlog => out_eventlog 

</Route> 

</Ro9ƴǘŜǊ ǘƘŜ bπwŜǇƻǊǘŜǊ ǎȅǎǘŜƳ Lt ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ ōƭǳŜ ǘŜȄǘ ǎŜŎǘƛƻƴΦ 

define NCloud 192.168.8.4 

¢Ƙƛǎ ŜȄŀƳǇƭŜ ƛǎ ōŀǎŜŘ ƻƴ ŀ спπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΦ 

CƻǊ ŀ онπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΣ ǳǎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜǘǘƛƴƎ ƛƴǎǘŜŀŘΥ 

define ROOT C:\Program Files (x86)\nxlog 

wŜǇƭŀŎŜ ǘƘŜ ǘŜȄǘ ǎƘƻǿƴ ƛƴ ōƭǳŜ ǿƛǘƘ ǘƘŜ a{ {v[ ƛƴǎǘŀƴŎŜ ƴŀƳŜΦ 

ғ{ŜƭŜŎǘ tŀǘƘҐέ!ǇǇƭƛŎŀǘƛƻƴέҔϝώ{ȅǎǘŜƳώόtǊƻǾƛŘŜǊώϪbŀƳŜҐϥMSSQLSERVER']]] \  
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Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as 

type, select άAll Files όϝΦϝύέΦ For Encoding, select UTF-8 to avoid encoding errors that could prevent the 

service from starting.  
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1.3.2 MS SQL Cluster Configuration File  
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## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start. 

define NCloud 192.168.8.4 

define ROOT C:\Program Files\nxlog 

define CERTDIR %ROOT%\cert 

define CONFDIR %ROOT%\conf 

define LOGDIR %ROOT%\data 

define LOGFILE %LOGDIR%\nxlog.log 

LogFile %LOGFILE% 

 

Moduledir %ROOT%\modules 

CacheDir %ROOT%\data 

Pidfile %ROOT%\data\nxlog.pid 

SpoolDir %ROOT%\data 

 

## Load the modules needed by the outputs 

<Extension syslog> 

Module xm_syslog 

</Extension> 

 

## For MS SQL instance Event Log use the following: 

<Input im_sqllog> 

Module im_msvistalog 

ReadFromLast TRUE 

SavePos TRUE 

Query <QueryList> \  

<Query Id="0"> \  

<Select Path="Application">*[System[(Provider[@Name='MSSQLSERVER']]]</Select> \  

</Query> \  

</QueryList> 

</Input> 

 

<Output out_sqllog> 

Module om_udp 

Host %NCloud% 

Port 514 

Exec $SyslogFacilityValue = 18; 
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Exec $Message = "MSSQLSERVER" + ": " + string($EventID) + ": " + $Message; 

Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') {$SyslogSeverityValue = 3;}\  

else if ($EventType == 'WARNING') {$SyslogSeverityValue = 4;}\  

else if ($EventType == 'INFO' or $EventType == 'AUDIT_SUCCESS') {$SyslogSeverityValue = 5;} 

Exec to_syslog_bsd(); 

</Output> 

 

<Route sqllog> 

Path in_sqllog => out_sqllog 

</Route> 

## For Windows Event log use the following: 

<Input in_eventlog> 

Module im_msvistalog 

ReadFromLast TRUE 

SavePos TRUE 

Query <QueryList> \  

<Query Id="0"> \  

<Select Path="Security">*[System[(EventID=4624 or EventID=4625 or EventID=4626 

or EventID=4627 or EventID=4634 or EventID=4646 or EventID=4647 or EventID=4648 or 

EventID=4649 or 

EventID=4672 or EventID=4675)]]</Select> \  

<Select Path="Security">*[System[(EventID=4778 or EventID=4779 or EventID=4800 

or EventID=4801 or EventID=4802 or EventID=4803 or EventID=4964 or EventID=4976 or 

EventID=5058 or 

EventID=5059 or EventID=4061)]]</Select> \  

<Select Path="Security">*[System[(EventID=5378 or EventID=5379 or EventID=5632 

or EventID=5633 or EventID=4768 or EventID=4769 or EventID=4770 or EventID=4771 or 

EventID=4772 or 

EventID=4773 or EventID=4774)]]</Select> \  

<Select Path="Security">*[System[(EventID=4775 or EventID=4776 or EventID=4777 

or EventID=4820 or EventID=4720 or EventID=4722 or EventID=4723 or EventID=4724 or 

EventID=4725 or 

EventID=4726 or EventID=4727)]]</Select> \  

<Select Path="Security">*[System[(EventID=4731 or EventID=4732 or EventID=4733 

or EventID=4734 or EventID=4735 or EventID=4738 or EventID=4739 or EventID=4740 or 

EventID=4749 or 
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EventID=4750 or EventID=4751)]]</Select> \  

<Select Path="Security">*[System[(EventID=4752 or EventID=4753 or EventID=4764 

or EventID=4765 or EventID=4766 or EventID=4767 or EventID=4780 or EventID=4781 or 

EventID=4782 or 

EventID=4793 or EventID=4794)]]</Select> \  

<Select Path="Security">*[System[(EventID=4797 or EventID=4798 or EventID=4799 or 

EventID=5376 or EventID=5377)]]</Select> \  

<Select Path="Microsoft-Windows-FailoverClustering/ClusterSetDiagnostic">*</Select> \  

<Select Path="Microsoft-Windows-FailoverClustering/Diagnostic">*</Select> \  

<Select Path="Microsoft-Windows-FailoverClustering/DiagnosticVerbose">*</Select> \  

<Select Path="Microsoft-Windows-FailoverClustering/Operational">*</Select> \  

<Select Path="Microsoft-Windows-FailoverClustering-CsvFs/Operational">*</Select> \  

<Select Path="Microsoft-Windows-FailoverClustering-Manager/Admin">*</Select> \  

<Select Path="Microsoft-Windows-FailoverClustering-Manager/Diagnostic">*</Select> \  

<Select Path="Microsoft-Windows-FailoverClustering-Manager/Tracing">*</Select> \  

<Select Path="Microsoft-Windows-FailoverClustering-NetFt/Operational">*</Select> \  

<Select Path="Microsoft-Windows-FailoverClustering-Clusport/Operational">*</Select> \  

<Select Path="Microsoft-Windows-FailoverClustering-ClusBflt/Management">*</Select> \  

<Select Path="Microsoft-Windows-FailoverClustering-ClusBflt/Operational">*</Select> \  

</Query> \  

</QueryList> 

</Input> 

 

<Output out_eventlog> 

Module om_udp 

Host %NCloud% 

Port 514 

Exec $SyslogFacilityValue = 17; 

Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message; 

Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') {$SyslogSeverityValue = 3;}\  

else if ($EventType == 'WARNING') {$SyslogSeverityValue = 4;}\  

else if ($EventType == 'INFO' or $EventType == 'AUDIT_SUCCESS') {$SyslogSeverityValue = 5;} 

Exec to_syslog_bsd(); 

</Output> 

 

<Route eventlog> 
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Path in_eventlog => out_eventlog 

</Route> 

9ƴǘŜǊ ǘƘŜ bπwŜǇƻǊǘŜǊ ǎȅǎǘŜƳ Lt ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ ōƭǳŜ ǘŜȄǘ ǎŜŎǘƛƻƴΦ 

define NCloud 192.168.8.4 

¢Ƙƛǎ ŜȄŀƳǇƭŜ ƛǎ ōŀǎŜŘ ƻƴ ŀ спπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΦ 

CƻǊ ŀ онπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΣ ǳǎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜǘǘƛƴƎ ƛƴǎǘŜŀŘΥ 

define ROOT C:\Program Files (x86)\nxlog 

wŜǇƭŀŎŜ ǘƘŜ ǘŜȄǘ ǎƘƻǿƴ ƛƴ ōƭǳŜ ǿƛǘƘ ǘƘŜ a{ {v[ ƛƴǎǘŀƴŎŜ ƴŀƳŜΦ 

ғ{ŜƭŜŎǘ tŀǘƘҐέ!ǇǇƭƛŎŀǘƛƻƴέҔϝώ{ȅǎǘŜƳώόtǊƻǾƛŘŜǊώϪbŀƳŜҐϥMSSQLSERVER']]] \  

Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as 

type, select άAll Files όϝΦϝύέΦ For Encoding, select UTF-8 to avoid encoding errors that could prevent the 

service from starting.  
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1.4 Starting the NXLog Service  

όмύ hǇŜƴ ά²ƛƴŘƻǿǎ tƻǿŜǊǎƘŜƭƭΦέ 

 

 

όнύ wŜǎǘŀǊǘ ǘƘŜ b·[ƻƎ ǎŜǊǾƛŎŜΣ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎΣ ŀƴŘ ŜƴǎǳǊŜ ǘƘŜǊŜ ŀǊŜ ƴƻ ŜǊǊƻǊ ƳŜǎǎŀƎŜǎΥ 

PS C:\> Restart-Service -Name nxlog 

PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType 

PS C:\> Get-Content 'C:\  Program Files\  nxlog\data\nxlog.log' 

 

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text 

with: 'C:\ Program Files(x86)\nxlog\conf\nxlog.conf' 

 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ƻǇŜƴ ǘƘŜ {ŜǊǾƛŎŜǎ ŎƻƴǎƻƭŜΥ 

PS C:\> Services.msc 
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(4) hǇŜƴ ǘƘŜ b·[ƻƎ ǎŜǊǾƛŎŜ ǇǊƻǇŜǊǘƛŜǎΥ ǎŜƭŜŎǘ άb·[ƻƎέ Ҧ /ƭƛŎƪ άtǊƻǇŜǊǘƛŜǎΦέ   

(5) hƴ ǘƘŜ DŜƴŜǊŀƭ ǘŀōΣ ǾŜǊƛŦȅ ǘƘŀǘ {ǘŀǊǘǳǇ ǘȅǇŜ ƛǎ ǎŜǘ ǘƻ !ǳǘƻƳŀǘƛŎ ό5ŜƭŀȅŜŘ {ǘŀǊǘύΦ  
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(6) hƴ ǘƘŜ wŜŎƻǾŜǊȅ ǘŀōΣ ǾŜǊƛŦȅ ǘƘŀǘ CƛǊǎǘ ŦŀƛƭǳǊŜΣ {ŜŎƻƴŘ ŦŀƛƭǳǊŜΣ ŀƴŘ {ǳōǎŜǉǳŜƴǘ ŦŀƛƭǳǊŜǎ ŀǊŜ ŀƭƭ ǎŜǘ ǘƻ 

άwŜǎǘŀǊǘ ǘƘŜ {ŜǊǾƛŎŜέΣ ǘƘŜƴ ŎƭƛŎƪ άhYΦέ    
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2. SQL Server 2008  

2.1 Login Auditing  

9ƴŀōƭŜ ƭƻƎƛƴ ŀǳŘƛǘƛƴƎ ǘƻ ƳƻƴƛǘƻǊ {v[ {ŜǊǾŜǊ 5ŀǘŀōŀǎŜ 9ƴƎƛƴŜ ƭƻƎƛƴ ŀŎǘƛǾƛǘƛŜǎΦ 

!ŦǘŜǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ǘƘŜ a{ {v[ {ŜǊǾŜǊ ǎŜǊǾƛŎŜ Ƴǳǎǘ ōŜ ǊŜǎǘŀǊǘŜŘΦ 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜŎǘƛƻƴǎ ŘŜǎŎǊƛōŜ Ƙƻǿ ǘƻ ŎƻƴŦƛƎǳǊŜ ƭƻƎƛƴ ŀǳŘƛǘƛƴƎ ǳǎƛƴƎ ōƻǘƘ ǘƘŜ ƎǊŀǇƘƛŎŀƭ ǳǎŜǊ ƛƴǘŜǊŦŀŎŜ 

όD¦Lύ ŀƴŘ ŎƻƳƳŀƴŘπƭƛƴŜ ƛƴǘŜǊŦŀŎŜ ό/[LύΦ 

2.1.1 Configuring via Graphical User Interface (GUI)  

όмύ hǇŜƴ ά{v[ {ŜǊǾŜǊ aŀƴŀƎŜƳŜƴǘ {ǘǳŘƛƻ ό{{a{ύΦέ 

 

όнύ 9ƴǘŜǊ ǘƘŜ ǎŜǊǾŜǊΩǎ ƴŀƳŜ Ҧ ǎŜƭŜŎǘ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƳŜǘƘƻŘ Ҧ ŎƭƛŎƪ ά/ƻƴƴŜŎǘΦέ 
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όоύ Lƴ ώ{ŜǊǾŜǊ bŀƳŜϐ όǘƘŜ ŜȄŀƳǇƭŜ ƘŜǊŜ ƛǎ {v[ { ŜǊǾŜǊ млΦрлΦмсллύΣ ǊƛƎƘǘπŎƭƛŎƪ ŀƴŘ ǎŜƭŜŎǘ άtǊƻǇŜǊǘƛŜǎΦέ 
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όпύ hƴ ǘƘŜ {ŜŎǳǊƛǘȅ ǇŀƎŜΣ ǳƴŘŜǊ [ƻƎƛƴ ŀǳŘƛǘƛƴƎΣ ǎŜƭŜŎǘ ά.ƻǘƘ ŦŀƛƭŜŘ ŀƴŘ ǎǳŎŎŜǎǎŦǳƭ ƭƻƎƛƴǎέ ˽  ŎƭƛŎƪ άhYέΦ  

όрύ wŜǎǘŀǊǘ ǘƘŜ a{ {v[ {ŜǊǾŜǊ ǎŜǊǾƛŎŜΥ ǊƛƎƘǘπŎƭƛŎƪ ώ{ŜǊǾŜǊ bŀƳŜϐ όǘƘŜ ŜȄŀƳǇƭŜ ƘŜǊŜ ƛǎ {v[ {ŜǊǾŜǊ 

млΦрлΦмсллύ ˽  ǎŜƭŜŎǘ άwŜǎǘŀǊǘΦέ 
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(6) /ƭƛŎƪ ά̧ Ŝǎέ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ a{ {v[ {ŜǊǾŜǊ ǎŜǊǾƛŎŜΦ 

(7) /ƭƛŎƪ ά̧ Ŝǎέ ŀƎŀƛƴ ǘƻ ǎǘƻǇ ǘƘŜ {v[ {ŜǊǾŜǊ !ƎŜƴǘ ǎŜǊǾƛŎŜΦ 
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2.1.2 Configuring via Command -Line Interface (CLI)  

όмύ hǇŜƴ ά²ƛƴŘƻǿǎ tƻǿŜǊ{ƘŜƭƭΦέ 

 

όнύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ƭƻƎ ƛƴ ǳǎƛƴƎ ǎŀΥ 

ғнΦмҔ¦ǎƛƴƎ ǎŀ ŀŎŎƻǳƴǘΥ 

PS C:\> sqlcmd -S localhost -U sa  

 

Options: 

-S [protocol:]server[instance_name][,port] 

-U login_id 

-P password 

-A dedicated administrator connection 

ғнΦнҔ ¦ǎƛƴƎ ²ƛƴŘƻǿǎ ŀŎŎƻǳƴǘΥ 

9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ƭƻƎ ƛƴ ǳǎƛƴƎ ²ƛƴŘƻǿǎ ŀŎŎƻǳƴǘΥ 

PS C:\> sqlcmd -S localhost -A 
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όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǎǿƛǘŎƘ ǘƻ ǘƘŜ ƳŀǎǘŜǊ ŘŀǘŀōŀǎŜΥ 

1 > use master   

2 > go   

 

όпύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜƴŀōƭŜ ŀŘǾŀƴŎŜŘ ƻǇǘƛƻƴǎΥ 

1 > exec sp_configure 'show advanced options', 1   

2 > go  

1 > reconfigure 

2 > go 

 

όрύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŜƴŀōƭŜ ŀǳŘƛǘƛƴƎ ŦƻǊ ōƻǘƘ ŦŀƛƭŜŘ ŀƴŘ ǎǳŎŎŜǎǎŦǳƭ ƭƻƎƛƴǎΥ 

1 > EXEC xp_instance_regwrite N'HKEY_LOCAL_MACHINE', 

N'Software\Microsoft\MSSQLServer\MSSQLServer', N'AuditLevel', REG_DWORD, 3 

2 > go  
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(6) 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ a{ {v[ {ŜǊǾŜǊ ǎŜǊǾƛŎŜǎΥ 

1 > !!NET STOP SQLSERVERAGENT   

2 > !!NET STOP MSSQLSERVER   

3 > !!NET START MSSQLSERVER   

4 > !!NET START SQLSERVERAGENT    
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2.2 Configuring Auditing 

2.2.1 Server-Level Audit 

9ƴŀōƭƛƴƎ ŀ ǎŜǊǾŜǊπƭŜǾŜƭ ŀǳŘƛǘ ŎƻǾŜǊǎ ǎŜǊǾŜǊ ƻǇŜǊŀǘƛƻƴǎ ǎǳŎƘ ŀǎ ŀŘƳƛƴƛǎǘǊŀǘƛǾŜ ŎƘŀƴƎŜǎΣ ƭƻƎƛƴΣ ŀƴŘ ƭƻƎƻǳǘ 

ŀŎǘƛǾƛǘƛŜǎΦ 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜŎǘƛƻƴǎ ŘŜǎŎǊƛōŜ Ƙƻǿ ǘƻ ŎƻƴŦƛƎǳǊŜ ŀ ǎŜǊǾŜǊπƭŜǾŜƭ ŀǳŘƛǘ ǳǎƛƴƎ ǘƘŜ ƎǊŀǇƘƛŎŀƭ ǳǎŜǊ ƛƴǘŜǊŦŀŎŜ 

όD¦Lύ ŀƴŘ ǘƘŜ ŎƻƳƳŀƴŘπƭƛƴŜ ƛƴǘŜǊŦŀŎŜ ό/[LύΦ 

2.2.1.1 Configuring via Graphical User Interface (GUI) 

όмύ hǇŜƴ ά{v[ {ŜǊǾŜǊ aŀƴŀƎŜƳŜƴǘ {ǘǳŘƛƻ ό{{a{ύΦέ 

 

όнύ 9ƴǘŜǊ ǘƘŜ ǎŜǊǾŜǊΩǎ ƴŀƳŜ Ҧ ǎŜƭŜŎǘ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƳŜǘƘƻŘ Ҧ ŎƭƛŎƪ ά/ƻƴƴŜŎǘΦέ 
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όоύ 9ȄǇŀƴŘ ά{ŜŎǳǊƛǘȅέ Ҧ ǊƛƎƘǘπŎƭƛŎƪ ά!ǳŘƛǘǎέ Ҧ ǎŜƭŜŎǘ άbŜǿ !ǳŘƛǘĺέ 

 

όпύ 9ƴǘŜǊ ǘƘŜ ŀǳŘƛǘ ƴŀƳŜΥ όǘƘŜ ŜȄŀƳǇƭŜ ƘŜǊŜ ƛǎ btψ!ǳŘƛǘύ Ҧ ǎŜƭŜŎǘ ŀǳŘƛǘ ŘŜǎǘƛƴŀǘƛƻƴΥ !ǇǇƭƛŎŀǘƛƻƴ [ƻƎ όǘƘƛǎ 

ǎǘƻǊŜǎ a{ {v[ ŀǳŘƛǘ ƭƻƎǎ ƛƴ ǘƘŜ ²ƛƴŘƻǿǎ 9ǾŜƴǘ ±ƛŜǿŜǊ !ǇǇƭƛŎŀǘƛƻƴ [ƻƎύ Ҧ ŎƭƛŎƪ άhYΦέ    
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όрύ Lƴ ǘƘŜ ŀǳŘƛǘ ƭƛǎǘΣ ǊƛƎƘǘπŎƭƛŎƪ άbtψ!ǳŘƛǘέ Ҧ ǎŜƭŜŎǘ ά9ƴŀōƭŜ !ǳŘƛǘΦέ  

(6) /ƭƛŎƪ ά/ƭƻǎŜΦέ    
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(7) wƛƎƘǘπŎƭƛŎƪ ά{ŜǊǾŜǊ !ǳŘƛǘ {ǇŜŎƛŦƛŎŀǘƛƻƴǎΣέ Ҧ ǎŜƭŜŎǘ άbŜǿ {ŜǊǾŜǊ !ǳŘƛǘ {ǇŜŎƛŦƛŎŀǘƛƻƴĺέ 

(8) 9ƴǘŜǊ ǘƘŜ ǎǇŜŎƛŦƛŎŀǘƛƻƴ ƴŀƳŜΥ όǘƘŜ ŜȄŀƳǇƭŜ ƘŜǊŜ ƛǎ btψ{ŜǊǾŜǊψ!ǳŘƛǘύ Ҧ ǎŜƭŜŎǘ ŀǳŘƛǘΥ btψ!ǳŘƛǘ Ҧ 

ǎŜƭŜŎǘ ŀŎǘƛƻƴόǎύ όǊŜŦŜǊ ǘƻ ǘƘŜ {v[ {ŜǊǾŜǊ !ǳŘƛǘ !Ŏǘƛƻƴ DǊƻǳǇǎ ŀƴŘ !Ŏǘƛƻƴǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜǎ ŦƻǊ ŘŜǘŀƛƭǎύ 

Ҧ ŎƭƛŎƪ άhYΦέ  

https://docs.microsoft.com/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15
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(9) Lƴ ǘƘŜ ǎŜǊǾŜǊ ŀǳŘƛǘ ǎǇŜŎƛŦƛŎŀǘƛƻƴ ƭƛǎǘΣ ǊƛƎƘǘπŎƭƛŎƪ άbtψ{ŜǊǾŜǊψ!ǳŘƛǘέ Ҧ ǎŜƭŜŎǘ ά9ƴŀōƭŜ {ŜǊǾŜǊ !ǳŘƛǘ 

{ǇŜŎƛŦƛŎŀǘƛƻƴΦέ 

(10)  /ƭƛŎƪ ά/ƭƻǎŜΦέ  
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2.2.1.2 Configuring via Graphical User Interface (GUI)  

όмύ hǇŜƴ ά²ƛƴŘƻǿǎ tƻǿŜǊ{ƘŜƭƭΦέ 

 

όнύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ƭƻƎ ƛƴ ǳǎƛƴƎ ŜƛǘƘŜǊ ǎŀ ŀŎŎƻǳƴǘΥ 

ғнΦмҔ¦ǎƛƴƎ ǎŀ ŀŎŎƻǳƴǘΥ 

PS C:\> sqlcmd -S localhost -U sa  

 

Options: 

-S [protocol:]server[instance_name][,port] 

-U login_id 

-P password 

-A dedicated administrator connection 

ғнΦнҔ ¦ǎƛƴƎ ²ƛƴŘƻǿǎ ŀŎŎƻǳƴǘΥ 

9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ƭƻƎ ƛƴ ǳǎƛƴƎ ²ƛƴŘƻǿǎ ŀŎŎƻǳƴǘΥ 

PS C:\> sqlcmd -S localhost -A 
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όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǎǿƛǘŎƘ ǘƻ ǘƘŜ ƳŀǎǘŜǊ ŘŀǘŀōŀǎŜΥ 

1 > use master   

2 > go   

όпύ 9ƴǘŜǊ ǘƘŜ ŀǳŘƛǘ ƴŀƳŜΥ btψ!ǳŘƛǘ Ҧ ǎŜƭŜŎǘ ŀǳŘƛǘ ŘŜǎǘƛƴŀǘƛƻƴΥ !ǇǇƭƛŎŀǘƛƻƴ [ƻƎ όǘƘƛǎ ǎǘƻǊŜǎ a{ {v[ ŀǳŘƛǘ 

ƭƻƎǎ ƛƴ ǘƘŜ ²ƛƴŘƻǿǎ 9ǾŜƴǘ ±ƛŜǿŜǊ !ǇǇƭƛŎŀǘƛƻƴ [ƻƎύ Ҧ ŎƭƛŎƪ άhYΦέ 

1 > CREATE SERVER AUDIT [ NP_Audit ]  

2 > TO APPLICATION_LOG  

3 > WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)  

4 > ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)  

5 > GO 

όрύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǎŜǊǾŜǊ ŀǳŘƛǘ ŀƴŘ ŀŘŘ ŀŎǘƛƻƴǎΦ CƻǊ ŘŜǘŀƛƭŜŘ ƛƴŦƻǊƳŀǘƛƻƴΣ 

ǊŜŦŜǊ ǘƻ ǘƘŜ {v[ {ŜǊǾŜǊ !ǳŘƛǘ !Ŏǘƛƻƴ DǊƻǳǇǎ ŀƴŘ !Ŏǘƛƻƴǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜǎΦ 

1 > CREATE SERVER AUDIT SPECIFICATION [ NP_Server_Audit ] 

2 > FOR SERVER AUDIT [NP_Audit]  

3 > ADD (SUCCESSFUL_LOGIN_GROUP),  

4 > ADD (FAILED_LOGIN_GROUP),  

5 > ADD (LOGOUT_GROUP), 

6 > ADD (SERVER_STATE_CHANGE_GROUP), 

7 > ADD (SERVER_OPERATION_GROUP), 

8 > ADD (SCHEMA_OBJECT_CHANGE_GROUP), 

9 > ADD (DATABASE_OWNERSHIP_CHANGE_GROUP), 

10 > ADD (DATABASE_CHANGE_GROUP), 

11 > ADD (AUDIT_CHANGE_GROUP) 

12 > WITH (STATE = ON) 

13 > GO 

1 > quit 

 

https://docs.microsoft.com/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15
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Replace the text shown in red with the server audit specification name. 
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2.2.2 Database -Level Audit  

9ƴŀōƭƛƴƎ ŀ ŘŀǘŀōŀǎŜπƭŜǾŜƭ ŀǳŘƛǘ ŎƻǾŜǊǎ ƻǇŜǊŀǘƛƻƴǎ ƛƴǾƻƭǾƛƴƎ 5ŀǘŀ aŀƴƛǇǳƭŀǘƛƻƴ [ŀƴƎǳŀƎŜ ό5a[ύ ŀƴŘ 5ŀǘŀ 

5ŜŦƛƴƛǘƛƻƴ [ŀƴƎǳŀƎŜ ό55[ύ ǎǘŀǘŜƳŜƴǘǎΦ 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜŎǘƛƻƴǎ ŘŜǎŎǊƛōŜ Ƙƻǿ ǘƻ ŎƻƴŦƛƎǳǊŜ ŀ ŘŀǘŀōŀǎŜπƭŜǾŜƭ ŀǳŘƛǘ ǳǎƛƴƎ ǘƘŜ ƎǊŀǇƘƛŎŀƭ ǳǎŜǊ ƛƴǘŜǊŦŀŎŜ 

όD¦Lύ ŀƴŘ ǘƘŜ ŎƻƳƳŀƴŘπƭƛƴŜ ƛƴǘŜǊŦŀŎŜ ό/[LύΦ 

2.2.2.1 Configuring via Graphical User Interface (GUI)  

όмύ hǇŜƴ ά{v[ {ŜǊǾŜǊ aŀƴŀƎŜƳŜƴǘ {ǘǳŘƛƻ ό{{a{ύΦέ 

 

όнύ 9ƴǘŜǊ ǘƘŜ ǎŜǊǾŜǊΩǎ ƴŀƳŜ Ҧ ǎŜƭŜŎǘ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƳŜǘƘƻŘ Ҧ ŎƭƛŎƪ ά/ƻƴƴŜŎǘΦέ 
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όоύ 9ȄǇŀƴŘ ά{ŜŎǳǊƛǘȅέ Ҧ ǊƛƎƘǘπŎƭƛŎƪ ά!ǳŘƛǘǎέ Ҧ ǎŜƭŜŎǘ άbŜǿ !ǳŘƛǘĺέ 

 

όпύ 9ƴǘŜǊ ǘƘŜ ŀǳŘƛǘ ƴŀƳŜΥ όǘƘŜ ŜȄŀƳǇƭŜ ƘŜǊŜ ƛǎ btψ!ǳŘƛǘύ Ҧ ǎŜƭŜŎǘ ŀǳŘƛǘ ŘŜǎǘƛƴŀǘƛƻƴΥ !ǇǇƭƛŎŀǘƛƻƴ [ƻƎ όǘƘƛǎ 

ǎǘƻǊŜǎ a{ {v[ ŀǳŘƛǘ ƭƻƎǎ ƛƴ ǘƘŜ ²ƛƴŘƻǿǎ 9ǾŜƴǘ ±ƛŜǿŜǊ !ǇǇƭƛŎŀǘƛƻƴ [ƻƎύ Ҧ ŎƭƛŎƪ άhYΦέ    
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όрύ Lƴ ǘƘŜ ŀǳŘƛǘ ƭƛǎǘΣ ǊƛƎƘǘπŎƭƛŎƪ άbtψ!ǳŘƛǘέ Ҧ ǎŜƭŜŎǘ ά9ƴŀōƭŜ !ǳŘƛǘΦέ  

(6) /ƭƛŎƪ ά/ƭƻǎŜΦέ    
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(7) Lƴ ά5ŀǘŀōŀǎŜǎΣέ ǎŜƭŜŎǘ ǘƘŜ ǘŀǊƎŜǘ ŘŀǘŀōŀǎŜ όǘƘŜ ŜȄŀƳǇƭŜ ƘŜǊŜ ƛǎ Υ b/ƭƻǳŘύ Ҧ ŜȄǇŀƴŘ ά{ŜŎǳǊƛǘȅέ Ҧ 

ǊƛƎƘǘπŎƭƛŎƪ ά5ŀǘŀōŀǎŜ !ǳŘƛǘ {ǇŜŎƛŦƛŎŀǘƛƻƴǎέ Ҧ ǎŜƭŜŎǘ ϦbŜǿ 5ŀǘŀōŀǎŜ !ǳŘƛǘ {ǇŜŎƛŦƛŎŀǘƛƻƴĺέ 

(8) 9ƴǘŜǊ ǘƘŜ ǎǇŜŎƛŦƛŎŀǘƛƻƴ ƴŀƳŜΥ όǘƘŜ ŜȄŀƳǇƭŜ ƘŜǊŜ ƛǎ btψ5.πb/ƭƻǳŘψ!ǳŘƛǘύ Ҧ ǎŜƭŜŎǘ ŀǳŘƛǘΥ btψ!ǳŘƛǘ 

ŀƴŘ ŀŎǘƛƻƴόǎύ Ҧ ǎŜƭŜŎǘ ŀŎǘƛƻƴόǎύ όǊŜŦŜǊ ǘƻ ǘƘŜ {v[ {ŜǊǾŜǊ !ǳŘƛǘ !Ŏǘƛƻƴ DǊƻǳǇǎ ŀƴŘ !Ŏǘƛƻƴǎ ƛƴ ǘƘŜ 

ǊŜŦŜǊŜƴŎŜǎ ŦƻǊ ŘŜǘŀƛƭǎύ Ҧ ŎƭƛŎƪ άhYΦέ  

https://docs.microsoft.com/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15
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(9) Lƴ ǘƘŜ ŘŀǘŀōŀǎŜ ŀǳŘƛǘ ǎǇŜŎƛŦƛŎŀǘƛƻƴ ƭƛǎǘΣ ǊƛƎƘǘπŎƭƛŎƪ άbtψ5.πb/ƭƻǳŘψ!ǳŘƛǘέ Ҧ ǎŜƭŜŎǘ ά9ƴŀōƭŜ {ŜǊǾŜǊ 

!ǳŘƛǘ {ǇŜŎƛŦƛŎŀǘƛƻƴΦέ  

(10)  /ƭƛŎƪ ά/ƭƻǎŜΦέ  
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2.2.2.2 Configuring via Graphical User Interface (GUI)  

όмύ hǇŜƴ ά²ƛƴŘƻǿǎ tƻǿŜǊ{ƘŜƭƭΦέ 

 

όнύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ƭƻƎ ƛƴ ǳǎƛƴƎ ŜƛǘƘŜǊ ǎŀ ŀŎŎƻǳƴǘΥ 

ғнΦмҔ¦ǎƛƴƎ ǎŀ ŀŎŎƻǳƴǘΥ 

PS C:\> sqlcmd -S localhost -U sa  

 

Options: 

-S [protocol:]server[instance_name][,port] 

-U login_id 

-P password 

-A dedicated administrator connection 

ғнΦнҔ ¦ǎƛƴƎ ²ƛƴŘƻǿǎ ŀŎŎƻǳƴǘΥ 

9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ƭƻƎ ƛƴ ǳǎƛƴƎ ²ƛƴŘƻǿǎ ŀŎŎƻǳƴǘΥ 

PS C:\> sqlcmd -S localhost -A 
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όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǎǿƛǘŎƘ ǘƻ ǘƘŜ ƳŀǎǘŜǊ ŘŀǘŀōŀǎŜΥ 

1 > use master   

2 > go   

όпύ 9ƴǘŜǊ ǘƘŜ ŀǳŘƛǘ ƴŀƳŜΥ btψ!ǳŘƛǘ Ҧ ǎŜƭŜŎǘ ŀǳŘƛǘ ŘŜǎǘƛƴŀǘƛƻƴΥ !ǇǇƭƛŎŀǘƛƻƴ [ƻƎ όǘƘƛǎ ǎǘƻǊŜǎ a{ {v[ ŀǳŘƛǘ 

ƭƻƎǎ ƛƴ ǘƘŜ ²ƛƴŘƻǿǎ 9ǾŜƴǘ ±ƛŜǿŜǊ !ǇǇƭƛŎŀǘƛƻƴ [ƻƎύ Ҧ ŎƭƛŎƪ άhYΦέ 

1 > CREATE SERVER AUDIT [ NP_Audit ]  

2 > TO APPLICATION_LOG  

3 > WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)  

4 > ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)  

5 > GO 

όрύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǎǿƛǘŎƘ ǘƻ ǘƘŜ ǘŀǊƎŜǘ ŀǳŘƛǘ ŘŀǘŀōŀǎŜ όǘƘŜ ŜȄŀƳǇƭŜ ƘŜǊŜ ƛǎΥ b/ƭƻǳŘύΦ 

1 > use NCloud 

2 > go 

όсύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŀǳŘƛǘ ŦƻǊ ǘƘŜ ŘŀǘŀōŀǎŜ ŀƴŘ ŀŘŘ ŀŎǘƛƻƴǎΦ CƻǊ ŘŜǘŀƛƭŜŘ 

ƛƴŦƻǊƳŀǘƛƻƴΣ ǊŜŦŜǊ ǘƻ ǘƘŜ {v[ {ŜǊǾŜǊ !ǳŘƛǘ !Ŏǘƛƻƴ DǊƻǳǇǎ ŀƴŘ !Ŏǘƛƻƴǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜǎΦ 

1 > CREATE DATABASE AUDIT SPECIFICATION [ NP_DB-NCloud_Audit ] 

2 > FOR SERVER AUDIT [NP_Audit]  

3 > ADD (DELETE ON DATABASE::[ NCloud ] BY [public]),   

4 > ADD (SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP), 

5 > ADD (SCHEMA_OBJECT_CHANGE_GROUP), 

6 > ADD (DATABASE_OWNERSHIP_CHANGE_GROUP), 

7 > ADD (DATABASE_OBJECT_OWNERSHIP_CHANGE_GROUP), 

https://docs.microsoft.com/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15
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8 > ADD (DATABASE_CHANGE_GROUP), 

9 > ADD (AUDIT_CHANGE_GROUP) 

10 > WITH (STATE = ON) 

11 > GO 

1 > quit 

 

wŜǇƭŀŎŜ ǘƘŜ ǘŜȄǘ ǎƘƻǿƴ ƛƴ ǊŜŘ ǿƛǘƘ ǘƘŜ ŘŀǘŀōŀǎŜ ŀǳŘƛǘ ǎǇŜŎƛŦƛŎŀǘƛƻƴ ƴŀƳŜΦ 

1 > CREATE DATABASE AUDIT SPECIFICATION [NP_DB-NCloud_Audit] 

wŜǇƭŀŎŜ ǘƘŜ ǘŜȄǘ ǎƘƻǿƴ ƛƴ ǊŜŘ ǿƛǘƘ ǘƘŜ ǘŀǊƎŜǘ ŘŀǘŀōŀǎŜ ƴŀƳŜΦ 

3 > ADD (DELETE ON DATABASE::[NCloud] BY [public]) 
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2.3 Event Log Configuration  

¢Ƙƛǎ ƛǎ ŀƴ ƻǇǘƛƻƴŀƭ ŎƻƴŦƛƎǳǊŀǘƛƻƴΦ 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜŎǘƛƻƴǎ ŘŜǎŎǊƛōŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƳŜǘƘƻŘǎ ŦƻǊ 5ƻƳŀƛƴ ŀƴŘ ²ƻǊƪƎǊƻǳǇ ŜƴǾƛǊƻƴƳŜƴǘǎΦ 

2.3.1 Domain  

2.3.1.1 Organizational Unit (OU) Configuration  

όмύ /ƭƛŎƪ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎΦέ 

 

όнύ !ŘŘ ŀƴ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘ 

wƛƎƘǘπŎƭƛŎƪ ƻƴ ά5ƻƳŀƛƴ /ƻƴǘǊƻƭƭŜǊǎΣ ǎŜƭŜŎǘ άbŜǿΣέ ŀƴŘ ŎƭƛŎƪ άhǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΦέ 
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όоύ 9ƴǘŜǊ ȅƻǳǊ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘ ƴŀƳŜΥ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ 

Note: Please create the organizational unit name according to the customer's environment. Ҧ ŎƭƛŎƪ άhYΦέ 

 

όпύ aƻǾŜ ǘƘŜ {ŜǊǾŜǊ ǘƻ ȅƻǳǊ bŜǿ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

{ŜƭŜŎǘ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ ƛƴ ά5ƻƳŀƛƴ /ƻƴǘǊƻƭƭŜǊǎέ πҔ wƛƎƘǘπŎƭƛŎƪ ƻƴ ǘƘŜ ά²Lbнллуπ!5π9bDέ ǎŜǊǾŜǊΦ 

Note: Please select the Windows AD host according to the actual environment. Ҧ ŎƭƛŎƪ άaƻǾŜΦέ 
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όрύ {ŜƭŜŎǘ ȅƻǳǊ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

{ŜƭŜŎǘ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ Ҧ ŎƭƛŎƪ άhYΦέ 

 

όсύ ±ŜǊƛŦȅ ǘƘŜ {ŜǊǾŜǊ Iŀǎ .ŜŜƴ aƻǾŜŘ ǘƻ ȅƻǳǊ bŜǿ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

9ȄǇŀƴŘ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ ŦƻƭŘŜǊ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ ǳƴŘŜǊ ά5ƻƳŀƛƴ /ƻƴǘǊƻƭƭŜǊǎέ ŀƴŘ 

ŎƻƴŦƛǊƳ ǘƘŀǘ ǘƘŜ ά{v[ллуέ ǎŜǊǾŜǊ Ƙŀǎ ōŜŜƴ ƳƻǾŜŘΦ  
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2.3.1.2 Group Policy Settings  

όмύ /ƭƛŎƪ άDǊƻǳǇ tƻƭƛŎȅ aŀƴŀƎŜƳŜƴǘΦέ 

 

 

όнύ Lƴ ǘƘŜ {ŜǊǾŜǊǎ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ όh¦ύΣ ŎǊŜŀǘŜ ŀ ƴŜǿ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ όDthύΥ 

wƛƎƘǘπŎƭƛŎƪ ǘƘŜ ώ{ŜǊǾŜǊǎϐ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ Ҧ ǎŜƭŜŎǘ ά/ǊŜŀǘŜ ŀ Dth ƛƴ ǘƘƛǎ ŘƻƳŀƛƴΣ ŀƴŘ [ƛƴƪ ƛǘ ƘŜǊŜĺέ 
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όоύ 9Řƛǘ ȅƻǳǊ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ  

9ƴǘŜǊ ȅƻǳǊ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ ƴŀƳŜΦ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ άbπtŀǊǘƴŜǊ tƻƭƛŎȅέύ  

Note: Create your GPO name according to the actual environment. ¢ƘŜƴ ŎƭƛŎƪ ά9ŘƛǘΦέ 

 

όпύ 9Řƛǘ ȅƻǳǊ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ  

Lƴ ȅƻǳǊ ƎǊƻǳǇ ǇƻƭƛŎȅ ƻōƧŜŎǘΣ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ άbπtŀǊǘƴŜǊ tƻƭƛŎȅέύ  

ǊƛƎƘǘπŎƭƛŎƪ ŀƴŘ ǎŜƭŜŎǘ ά9ŘƛǘΦέ 
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όрύ [ƻŎŀƭ DǊƻǳǇ tƻƭƛŎƛŜǎΥ !ǳŘƛǘ tƻƭƛŎȅ 

9ȄǇŀƴŘ ŦƻƭŘŜǊ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ άtƻƭƛŎƛŜǎέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ πҔ 

ά[ƻŎŀƭ tƻƭƛŎƛŜǎέπҔ ά!ǳŘƛǘ tƻƭƛŎȅΦέ !ƴŘ ŎƭƛŎƪ ƻƴ ά!ǳŘƛǘ ŀŎŎƻǳƴǘ ƭƻƎƻƴ ŜǾŜƴǘǎΣέ ά!ǳŘƛǘ ŀŎŎƻǳƴǘ ƳŀƴŀƎŜƳŜƴǘΣέ 

ŀƴŘ ά!ǳŘƛǘ ƭƻƎƻƴ ŜǾŜƴǘǎΣέ Ҧ ŎƘŜŎƪ ά5ŜŦƛƴŜ ǘƘŜǎŜ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎǎέΥ {ǳŎŎŜǎǎΣ CŀƛƭǳǊŜΦ Ҧ ŎƭƛŎƪ άhYΦέ 
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όсύ 9ǾŜƴǘ [ƻƎΥ !ǇǇƭƛŎŀǘƛƻƴ [ƻƎ wŜǘŜƴǘƛƻƴ aŜǘƘƻŘ 

9ȄǇŀƴŘ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ άtƻƭƛŎƛŜǎέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ ά9ǾŜƴǘ 

[ƻƎέ Ҧ ǎŜƭŜŎǘ άwŜǘŜƴǘƛƻƴ ƳŜǘƘƻŘ ŦƻǊ ŀǇǇƭƛŎŀǘƛƻƴ ƭƻƎέ Ҧ ŎƘŜŎƪ ά5ŜŦƛƴŜ ǘƘƛǎ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎέ Ҧ ǎŜƭŜŎǘ 

άhǾŜǊǿǊƛǘŜ ŜǾŜƴǘǎ ŀǎ ƴŜŜŘŜŘέ Ҧ ŎƭƛŎƪ άhYΦέ 
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όтύ 9ǾŜƴǘ [ƻƎǎΥ aŀȄƛƳǳƳ {ƛȊŜ ƻŦ {ŜŎǳǊƛǘȅ [ƻƎ 

9ȄǇŀƴŘ ŦƻƭŘŜǊ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ άtƻƭƛŎƛŜǎέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ 

ά9ǾŜƴǘ [ƻƎέ Ҧ!ƴŘ ŎƭƛŎƪ ƻƴ άaŀȄƛƳǳƳ ŀǇǇƭƛŎŀǘƛƻƴ ƭƻƎ ǎƛȊŜέ Ҧ /ƘŜŎƪ ά5ŜŦƛƴŜ ǘƘƛǎ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎέ Ҧ ŜƴǘŜǊ 

нлпулл Y.  

Note: Please adjust the number based on the actual environment. Ҧ ŎƭƛŎƪ άhYΦέ 
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όуύ hƴ ǘƘŜ !5 ŘƻƳŀƛƴ ǎŜǊǾŜǊΣ ƻǇŜƴ ά²ƛƴŘƻǿǎ tƻǿŜǊ{ƘŜƭƭΦέ 

 

 

όфύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜŦǊŜǎƘ ƎǊƻǳǇ ǇƻƭƛŎȅΦ 

PS C:\> gpupdate /force 

 

όмлύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ƎŜƴŜǊŀǘŜ ǎŜǊǾŜǊ ƎǊƻǳǇ ǇƻƭƛŎȅ ǊŜǇƻǊǘΦ 

PS C:\> Get-GPResultantSetofPolicy -Computer WIN2008-ENG -Path C:\ tmp\SQL2008.html -ReportType 

html 

 

 

For the red text , please enter the MS SQL server name and the folder path/file name. 
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όммύ hǇŜƴ ǘƘŜ ǊŜǇƻǊǘ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ȅƻǳǊ a{ {v[ ǎŜǊǾŜǊ ƛǎ ŀǇǇƭȅƛƴƎ ǘƘŜ bπtŀǊǘƴŜǊ tƻƭƛŎȅ DǊƻǳǇ tƻƭƛŎȅΦ  
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2.3.2 Workgroup  

2.3.2.1 Audit Policy Configuration  

όмύ hǇŜƴ [ƻŎŀƭ DǊƻǳǇ tƻƭƛŎȅ 9ŘƛǘƻǊ 

/ƭƛŎƪ ƻƴ ά{ǘŀǊǘέ Ҧ ŜƴǘŜǊ άƎǊƻǳǇ ǇƻƭƛŎȅέ ǘƻ ǎŜŀǊŎƘ Ҧ ŎƭƛŎƪ ƻƴ ά9Řƛǘ DǊƻǳǇ tƻƭƛŎȅΦέ 
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όнύ [ƻŎŀƭ DǊƻǳǇ tƻƭƛŎƛŜǎΥ !ǳŘƛǘ tƻƭƛŎȅ 

9ȄǇŀƴŘ ŦƻƭŘŜǊ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ πҔ ά[ƻŎŀƭ tƻƭƛŎƛŜǎέ 

Ҧ ά!ǳŘƛǘ tƻƭƛŎȅΦέ !ƴŘ ŎƭƛŎƪ ƻƴ ά!ǳŘƛǘ ŀŎŎƻǳƴǘ ƭƻƎƻƴ ŜǾŜƴǘǎΣέ ά!ǳŘƛǘ ŀŎŎƻǳƴǘ ƳŀƴŀƎŜƳŜƴǘΣέ ŀƴŘ ά!ǳŘƛǘ 

ƭƻƎƻƴ ŜǾŜƴǘǎέ ƛǘŜƳǎ Ҧ ŎƘŜŎƪ ά5ŜŦƛƴŜ ǘƘŜǎŜ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎǎέΥ {ǳŎŎŜǎǎΣ CŀƛƭǳǊŜΦ Ҧ ŎƭƛŎƪ άhYΦέ 

 

όоύ hǇŜƴ ά²ƛƴŘƻǿǎ tƻǿŜǊ{ƘŜƭƭΦέ 
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όпύ Enter the command below to refresh group policy. 

PS C:\> gpupdate /force 

 

(5) Enter the command below to view group policy applied status. 

PS C: \> auditpol /get /category:* 

 




















































































































































































































































































































































































