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Preface

This document describes how N-Reporter users can configure MS SQL event logging using the
open-source tool NXLog.

NXLog converts MS SQL event logs into syslog format and forwards them to N-Reporter for
normalization, auditing, and analysis.

This document applies to Windows Server 2008, 2012, 2016, 2019, and 2022.

References

sqlcmd Utility:

https://docs.microsoft.com/sql/tools/sqlcmd-utility?view=sql-server-ver15

Common Criteria Compliance (replaces C2 Audit Mode):

https://learn.microsoft.com/sqgl/database-engine/configure-windows/c2-audit-mode-server-configuration-

option?view=sql-server-ver15

sys.dm_exec_sessions (Dynamic Management View):

https://docs.microsoft.com/sql/relational-databases/system-dynamic-management-views/sys-dm-exec-sessions-

transact-sql?view=sgl-server-verl5

sys.traces (System Catalog View):

https://docs.microsoft.com/sql/relational-databases/system-catalog-views/sys-traces-transact-sqgl?view=sql-

server-ver1l5
Enable Common Criteria Compliance Server Configuration Option:

https://docs.microsoft.com/sql/database-engine/configure-windows/common-criteria-compliance-enabled-

server-configuration-option?view=sql-server-ver15

Configure Login Auditing:

https://docs.microsoft.com/sql/ssms/configure-login-auditing-sql-server-management-studio?view=sql-server-

ver15#SSMSProcedure

Server Audit and Server Audit Specification:

https://docs.microsoft.com/sql/relational-databases/security/auditing/create-a-server-audit-and-server-audit-

specification?view=sql-server-ver15

Database Audit Specification:

https://docs.microsoft.com/sql/relational-databases/security/auditing/create-a-server-audit-and-database-audit-

specification?view=sgl-server-verl5
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https://docs.microsoft.com/sql/tools/sqlcmd-utility?view=sql-server-ver15
https://learn.microsoft.com/sql/database-engine/configure-windows/c2-audit-mode-server-configuration-option?view=sql-server-ver15
https://learn.microsoft.com/sql/database-engine/configure-windows/c2-audit-mode-server-configuration-option?view=sql-server-ver15
https://docs.microsoft.com/sql/relational-databases/system-dynamic-management-views/sys-dm-exec-sessions-transact-sql?view=sql-server-ver15
https://docs.microsoft.com/sql/relational-databases/system-dynamic-management-views/sys-dm-exec-sessions-transact-sql?view=sql-server-ver15
https://docs.microsoft.com/sql/relational-databases/system-catalog-views/sys-traces-transact-sql?view=sql-server-ver15
https://docs.microsoft.com/sql/relational-databases/system-catalog-views/sys-traces-transact-sql?view=sql-server-ver15
https://docs.microsoft.com/sql/database-engine/configure-windows/common-criteria-compliance-enabled-server-configuration-option?view=sql-server-ver15
https://docs.microsoft.com/sql/database-engine/configure-windows/common-criteria-compliance-enabled-server-configuration-option?view=sql-server-ver15
https://docs.microsoft.com/sql/ssms/configure-login-auditing-sql-server-management-studio?view=sql-server-ver15#SSMSProcedure
https://docs.microsoft.com/sql/ssms/configure-login-auditing-sql-server-management-studio?view=sql-server-ver15#SSMSProcedure
https://docs.microsoft.com/sql/relational-databases/security/auditing/create-a-server-audit-and-server-audit-specification?view=sql-server-ver15
https://docs.microsoft.com/sql/relational-databases/security/auditing/create-a-server-audit-and-server-audit-specification?view=sql-server-ver15
https://docs.microsoft.com/sql/relational-databases/security/auditing/create-a-server-audit-and-database-audit-specification?view=sql-server-ver15
https://docs.microsoft.com/sql/relational-databases/security/auditing/create-a-server-audit-and-database-audit-specification?view=sql-server-ver15

SQL Server Audit Action Groups and Actions:

https://docs.microsoft.com/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-

actions?view=sql-server-ver1l5

Supported MS SQL Server Versions for Audit Logging

] Enterprise Developer Standard Web Express
SQLServer/Version - . . . .
Edition Edition Edition Edition Edition
Server- and Server- and
SQL Server
e database-level | database-level | Not supported | Not supported | Not supported
audit audit
Server- and Server- and
SQL Server Server-level Server-level Server-level
database-level | database-level ] ] ]
2012 / 2014 ) ) audit only audit only audit only
audit audit
SQL Server Server- and Server- and Server- and Server- and Server- and
2016 / 2019 database-level | database-level | database-level | database-level | database-level
/2022 audit audit audit audit audit

Note: This document is provided solely as a reference for configuring log output. It is recommended

that you contact the device or software vendor for assistance with the appropriate log export

methods.
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https://docs.microsoft.com/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15
https://docs.microsoft.com/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15

1. NXLog
1.1 NXLog Installation

(1) Download NXLog CE (Community Edition)

Please go to: https://nxlog.co/products/nxlog-community-edition/download

Download the latest version of nxlog-ce-x.x.xxxx.msi.

Example Here: nxlog-ce-3.2.2329.msi

Windows x86-64 nxlog-ce-3.2.2329.msi

(2) Install NXLog

<2.1> For Windows Server 2008 or later:

Double-click “nxlog-ce-3.2.2329.msi.”

{2 NXLog-CE Setup M= R

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will install NXLog-CE on your computer,
Click Next to continue or Cancel to exit the Setup Wizard,

B=ch E Cancel |

Partner


https://nxlog.co/products/nxlog-community-edition/download

(3) Select “ accept the terms in the License Agreement,” then click “Next.”

{i# NXLog-CE Setup [_ X
End-User License Agreement 2
Please read the following license agreement carefully '
NXLOG PUBLIC LICENSE v1.0 i—l

1. DEFINITIONS
“License” shall mean version 1.0 of the NXLOG PUBLIC
LICENSE, 1.e. the terms and conditions set forth in this document,
“Software” shall mean the source code and object code form, all
associated media, printed matenals, and "online" or electronic
documentation. All such software and matenals are referred to |

F 1 accept thetennshtheUcemeAqeemaa
Print I Back Cancel I

(4) Click “Next.” (The default installation path is (C:\Program Files\nxlog\).

{&# NXLog-CE Setup =] B3
Destination Folder 2
Click Next ta install to the default Folder or chick Change to choose another,

Install NXLog-CE to:

|C \Program Files\nxlog),

Change.., I

Back | | [ Cancel I
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(5) Click “Install.”

{i NXLog-CE Setup

(6) Click “Finish.”

.‘ NXLog-CE Setup

6 A&7 N-Partner
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1.2 Download NXLog Configuration File
1.2.1 MS SQL Standalone (Non-Clustered) Configuration File

(1) Open “Windows PowerShell.”

Lo

Windows
PowerShell

(2) Download the “NXLog MS SQL standalone template configuration file” and overwrite the existing

NXLog configuration file in the Windows system.
Download link: http://www.npartner.com/download/tech/nxlog MSSQL.conf

PS C:\> Invoke-WebRequest -Uri'http://www.npartner.com/download/tech/nxlog_MSSQL.conf' -OutFile

'C:\ \nxlog\conf\nxlog.conf'

2 Administrator: Windows PowerShell ;]E]El

PS C:%> Invoke-WebRequest -Uri "http:/fwww.npartner. com/download/tech/rxlog_MSSOL.conf” -OutFile "C:\Program Files\nxzlo E

‘\nxlog. conf [

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text

with: 'C:\ Program Files(x86)\nxlog\conf\nxlog.conf'

7 &7 N-Partner


http://www.npartner.com/download/tech/nxlog_MSSQL.conf

1.2.2 MS SQL Cluster Configuration File

(1) Open “Windows PowerShell.”

(o
Windows
PowerShell

(2) Download the “NXLog MS SQL cluster configuration file” and overwrite the existing NXLog

configuration file in the Windows system.

Download link: http://www.npartner.com/download/tech/nxlog  MSSQLcluster.conf

PS C:\> Invoke-WebRequest -Uri'http://www.npartner.com/download/tech/nxlog_MSSQLcluster.conf' -

OutFile 'C:\ \nxlog\conf\nxlog.conf'

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text

with: 'C:\ Program Files(x86)\nxlog\conf\nxlog.conf'
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http://www.npartner.com/download/tech/nxlog_MSSQLcluster.conf

1.3 NXLog Configuration

1.3.1 MS SQL Standalone (Non-Clustered) Configuration File

the ROOT to folder your nxlog was installed into, otherwise it will not start.
192.168 4

C:\Program Files\nxlog

R TROOT%\cert

TROOT: nf

$ROOI%\data

$LOGDIRY\nxlog.log

%RO0T%\modules
%ROOT
$RO0T%\dara\nxlog.pid
$RO0OT%\data

\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm syslog
</Extension>

£ r MS Log use
<Input in_sqgllog>

Module im msvistalog

ReadFromLast TRUE

SavePos TRUE

Query <QueryLisc> \

<Qusry Id="0"> \
<Selact Path="RApplication">* [System|[Provider [gName="'MSSQLSERVER']]]</Select> \

</Query> \
</QueryList>
</Input)]

<Output out_sgllog>
Module om udp

ENCloud%
514
= 18:
R"™ 4+ ": " 4 string($Event + ": " 4+ SMessage;
RROR' or $EventIype == 'AUDIT_FAILURE') £SyslogSevericyValue = 3; } \
== 'WARNING"') { $SyslogSeverityValue = 4; } \
== 'INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue = 5; }
Exec to_syslog_bsd()
</Output>
<Route sgllog>
sqllog => out_sgllog
</Route>
% 1 the
<Input _n_eventlog>
Module im msvistalog
ReadFromLast TRUE
SavePos TRUE
Cuery <QuerylList> \
<Query Id="0"> \
<Seslect Path="Security">*[System|[ (EventID=4624 or EventID=4625 or EventID=4626 or EventID=4627 or EventID=4634 or EventID=464€ or
ID= or EventID=4648 or EventID=4649 or ID=4672 or rentID=4675) ] ] </Select> \
ct entID=4778 or ntID=4779 or EventID=4800 or EventID=4801 or EventID=4802 or EventID=4803 or
ID 058 or EventID=5059 or EventID=5061)]]</Select> \

=

D=5378 or EventID=5379 or EventID=5632 or EventID=5633 or EventID=4768 or EventID=4769 or

11</Select> \

h="Security">*[System[ (EventI
or EventID=4771 or Event
"Security”>*[System[ (Eventl

or EventID=4724 or EventID=4725 or EventID
"Securicy">*[System

772 or Event 773 or Even
=4775 or EventID=4776 or Eventl or EventID=4820 or E
=4726 or EventID 1</Select> \
EventID=4733 or EventID=4734 or
or EventID=4740 or or =4751) ] ]</Select> \
="Security">* [System[ entID=4752 or EventID=4753 or EventID=4764 or EventID=4765 or
or EventID=4781 or EventID=4782 or EventID=4793 or EventID=4794)]]</Select> \
h="Security">* [System[ (EventID=4797 or EventID=479%8 or EventID=479%9 or EventID=5376 or EventID=5377)]]</Select> \

or EventID=4722 or

or EventID=4738 or

or

ntID=47€7 or

</Query> \
</QueryList>
</Input>

<Output out_ewventlog>
Module am_udp
Host $NClouds

Port 514
17:
rceMame) + ": " + " + SMessage:;
R' or $EventType | $SyslogSeverityValue = 3; } \
== "WARNING') { $SyslogSeverityValue = 4; } \

'INFO' or $SyslogSeverityValue = 5; }

Exec to_sysl
</Output>

<Route eventlog>
Path in eventlog => out_eventlog
</Route>

##t Please set the ROOT to folder your nxlog was installed into, otherwise it will not
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define NCloud 192.168.8.4

define ROOT C:\Program Files\nxlog
define CERTDIR %ROOT%\cert
define CONFDIR %RO0OT%\conf
define LOGDIR %RO0T%\data

define LOGFILE %LOGDIR%\nxlog.log
LogFile %LOGFILE%

Moduledir %RO0T%\modules
CacheDir %RO0T%\data

Pidfile %ROOT%\data\nxlog.pid
SpoolDir %RO0T%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog

</Extension>

## For MS SQL instance Event Log use the following:
<Input im_sqgllog>

Module im_msvistalog

ReadFromLast TRUE

SavePos TRUE

Query <QueryList>\

<Query Id="0">\

<Select Path="Application">*[System[(Provider[@Name='MSSQLSERVER']]]</Select> \
</Query>\

</QueryList>

</Input>

<Output out_sqllog>
Module om_udp
Host %NCloud%
Port 514

Exec $SyslogFacilityValue = 18;

Exec SMessage = "MSSQLSERVER" + ": " + string(SEventID) + ": "' + SMessage;

Exec if (SEventType == 'ERROR' or SEventType =="'AUDIT_FAILURE') {SSyslogSeverityValue = 3;}\
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else if (SEventType == 'WARNING') {$SyslogSeverityValue = 4;}\

else if (SEventType == 'INFO' or SEventType == '"AUDIT_SUCCESS') {SSyslogSeverityValue = 5;}
Exec to_syslog bsd();

</Output>

<Route sqllog>
Path in_sqllog => out_sqllog

</Route>

## For Windows Event log use the following:

<Input in_eventlog>

Module im_msvistalog

ReadFromLast TRUE

SavePos TRUE

Query <QuerylList> \

<Query Id="0">\

<Select Path="Security">*[System[(EventID=4624 or EventID=4625 or EventIlD=4626

or EventlD=4627 or EventlD=4634 or Event|D=4646 or EventlD=4647 or EventlD=4648 or EventID=4649 or
EventlD=4672 or EventlD=4675)]]</Select> \

<Select Path="Security">*[System[(EventID=4778 or EventlD=4779 or EventIlD=4800

or EventlD=4801 or EventID=4802 or EventIiD=4803 or EventlD=4964 or EventID=4976 or EventID=5058 or
EventID=5059 or EventID=4061)]]</Select> \

<Select Path="Security">*[System[(EventID=5378 or EventlD=5379 or EventID=5632

or EventlD=5633 or EventlD=4768 or EventlD=4769 or EventlD=4770 or EventlD=4771 or EventiD=4772 or
EventID=4773 or EventlD=4774)]]</Select> \

<Select Path="Security">*[System[(EventlD=4775 or EventlD=4776 or Event|D=4777

or EventlD=4820 or EventlD=4720 or EventlD=4722 or EventlD=4723 or EventlD=4724 or EventID=4725 or
EventID=4726 or EventlD=4727)]]</Select> \

<Select Path="Security">*[System[(EventID=4731 or EventlD=4732 or EventID=4733

or EventlD=4734 or EventlD=4735 or EventlD=4738 or EventlD=4739 or EventlD=4740 or EventIlD=4749 or
EventID=4750 or EventlD=4751)]]</Select> \

<Select Path="Security">*[System[(EventID=4752 or EventID=4753 or EventIlD=4764

or EventlD=4765 or EventlD=4766 or EventiD=4767 or EventlD=4780 or EventlD=4781 or EventiD=4782 or
EventID=4793 or EventlD=4794)]]</Select> \

<Select Path="Security">*[System[(EventID=4797 or EventID=4798 or EventIlD=4799 or

EventID=5376 or EventlD=5377)]]</Select> \
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</Query>\
</QueryList>

</Input>

<Output out_eventlog>
Module om_udp

Host %NCloud%

Port 514

Exec SSyslogFacilityValue = 17;

Exec SMessage = string(SSourceName) + ": " + string(SEventID) + ": " + SMessage;

Exec if (SEventType == 'ERROR' or SEventType =="'AUDIT_FAILURE') {SSyslogSeverityValue = 3;}\
else if (SEventType == 'WARNING') {SSyslogSeverityValue = 4;}\

else if (SEventType == 'INFO' or SEventType == 'AUDIT_SUCCESS') {$SyslogSeverityValue = 5;}
Exec to_syslog bsd();

</Output>

<Route eventlog>

Path in_eventlog => out_eventlog

</Route>

Enter the N-Reporter system IP address in the blue text section.

define NCloud 192.168.8.4

This example is based on a 64-bit operating system.

For a 32-bit operating system, use the following setting instead:

define ROOT C:\Program Files (x86)\nxlog

Replace the text shown in blue with the MS SQL instance name.

<Select Path="Application”>*[System[(Provider[@Name='"MSSQLSERVER']]] \

W r<alLliiel



Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as

type, select “All Files (*.*)”. For Encoding, select UTF-8 to avoid encoding errors that could prevent the

service from starting.

File name: |mdog.mnf :'
Save as type: | All Files ~|
(<) Hide Folders Encoding: |UTF-8 =| Save Cancel |
ANSI e
Unicode

Unicode bii endian
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1.3.2 MS SQL Cluster Configuration File

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 152.168.8.4

dafins ROOT C:\Program Filas\nxlog

define CERTDIR 3ROOT%\cert

define CONFDIR 3$ROOT%\conf

define LOGDIR 3ROCT%\data

define LOGFILE $%LOGDIR%\nxlog.log

LogFile $LOGFILES

Moduledir ¥ROO0T%\modules
CacheDir %R0O0T%\data

Pidfile $R0O0T%\data\nxlog.pid
SpoolDir $RO0T%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslag
</Extension>

## For MS SQL instance Event Log use the following:
<Input in_sqgllog>

Module im msvistalog

ReadFromLast TIRUE

SavePos TRUE

Query <QueryList>» \ I

<Qusry Id="0"> \
<Sa2lact Path="Application">*[System[Provider|[@Name='MSSQLSERVER']]]</Select> \
</Query> \
</QueryList>
</Input>

<Output out_sgllog>
Module om_udp
Host 3(NCloud%
Port 514
Ex=c SSyslogFacilityValue = 18;
Exec SMessage = "MSSQLSERVER™ + ": " + string(SEventID) + ": " + S$Message;
Exec if ($EventTyps == 'ERROR' or $EventType == 'AUDIT FAILURE') { $SyslogSeverityValue = 3; } \
else if (SEventType == 'WARNING') { $SyslogSeverityValue = 4; } \
slse 1f (SEventTyps == 'INFO' or S$EventIlype == 'AUDIT_SUCCESS') { $SyslogSeverityValue = 5; }
Exec to_syslog_bsd():
</Output>

<Route =gllog>
Path in sqllog => out_sqllog
</Route>

## For Windows Event log use the following:
<Input in eventlog>

Module im msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList> \

<Query Id="0"> \
«Select Path="Security">¥[System|[ (EventID=4624 or EventID=4625 or EventID=4626 or EventID=4627 or EventID=4634 or EventID=4646 or
EventID=4647 or EventID=4648 or EventID=4649 or EventID=4672 or EventID=4675)]]</Select> \
<S=lsct Path="Security">*[System|[ (EventID=4778 or EventID=4779 or EventID=4800 or EventID=4801 or EventID=4802 or EventID=4803 or
EventID=4964 or EventID=4976 or EventID=5058 or EventID=5059 or EventID=5061)]]</Select> \
<S=lsct Path="Security">*[System[(EventID=5372 or EventID=5379 or EventID=5632 or EventID=5633 or EventID=4762 or EventID=4769 or
EventID=4770 or EventID=4771 or EventID=4772 or EventID=4773 or EventID=4774)]]</Select> \
«Select Path="Security">*[System| (EventID=4775 or EventID=4776 or EventID=4777 or EventID=4820 or EventID=4720 or EventID=4722 or
EventID=4723 or EventID=4724 or EventID=4725 or EventID=4726 or EventID=4727)]]</Select> \
<Select Path="Security">¥*[System|[ (EventID=4731 or EventID=4732 or EventID=4733 or EventID=4734 or EventID=4735 or EventID=4738 or
EventID=473% or EventID=4740 or EventID=4749% or EventID=4750 or EventID=4751)]]</Select> \
<Salasct Path="Security">*[System|[ (EventID=4752 or EventID=4753 or EventID=4764 or EventID=4765 or EventID=4766 or EventID=4767 or
EventID=4780 or EventID=4781 or EventID=4782 or EventID=4793 or EventID=4794)]]</Select> \
<Select Path="Security">*[System[ (EventID=4797 or EventID=4798 or EventID=4799 or EventID=5376 or EventID=5377)]]</Select> \
<Select Path="Microsoft-Windows-FailoverClustering/ClusterSetDiagnostic">*</Select> \
<Select Path="Microsoft-Windows-FailoverClustering/Diagnostic™>*</Select> \
<Select Path="Microsoft-Windows-FailoverClustering/DiagnosticVerbose">*</Select> \
<Select Path="Microsoft-Windows-FailoverClustering/Operational®>*</Select> \
<S=lsct Path="Microsoft-Windows-FailoverClustering-CesvFs/Operational">*</Select> \
<S=lsct Path="Microsoft-Windows-FailoverClustering-Manager/Rdmin">*</Select> \
<Select Path="Microsoft-Windows-FailoverClustering-Manager/Diagnostic">*</Select>
<Select Path="Microsoft-Windows-FailoverClustering-Manager/Tracing">*</Select> \
<Select Path="Microsoft-Windows-FailoverClustering-NetFt/Operational">#*</Select> \
<Select Path="Microsoft-Windows-FailoverClustering-Clusport/Cperational”>*</Select> \
<Select Path="Microsoft-Windows-FailoverClustering-ClusBflt/Management">*</Select> \
<Select Path="Microsoft-Windows-FailoverClustering-ClusBflt/Operational”>*</Select> \
</Query> \
</QueryList>
</Input>
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## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define ROOT C:\Program Files\nxlog

define CERTDIR %ROO0T%\cert

define CONFDIR %RO0T%\conf

define LOGDIR %RO0OT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %’RO0T%\modules
CacheDir %RO0T%\data

Pidfile %ROO0T%\data\nxlog.pid
SpoolDir %RO0T%\data

## Load the modules needed by the outputs
<Extension syslog>
Module xm_syslog

</Extension>

## For MS SQL instance Event Log use the following:

<Input im_sqllog>

Module im_msvistalog

ReadFromLast TRUE

SavePos TRUE

Query <QueryList> \

<Query Id="0">\

<Select Path="Application">*[System[(Provider[@Name='MSSQLSERVER']]]</Select> \
</Query>\

</Querylist>

</Input>

<Output out_sqllog>
Module om_udp
Host %NCloud%
Port 514

Exec SSyslogFacilityValue = 18;
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Exec SMessage = "MSSQLSERVER" + ": " + string(SEventID) + ": " + SMessage;
Exec if (SEventType == 'ERROR' or SEventType =="'AUDIT_FAILURE') {SSyslogSeverityValue = 3;}\
else if (SEventType == 'WARNING') {SSyslogSeverityValue = 4;}\
else if (SEventType =="'INFO' or SEventType == 'AUDIT_SUCCESS') {SSyslogSeverityValue = 5;}

Exec to_syslog_bsd();
</Output>

<Route sqllog>

Path in_sqllog => out_sqllog

</Route>

## For Windows Event log use the following:

<Input in_eventlog>

Module im_msvistalog

ReadFromLast TRUE

SavePos TRUE

Query <QueryList> \

<Query Id="0">\

<Select Path="Security">*[System[(EventID=4624 or EventlD=4625 or Event|D=4626

or EventlD=4627 or EventlD=4634 or EventlD=4646 or EventlD=4647 or Event|D=4648 or
EventID=4649 or

EventID=4672 or EventlD=4675)]]</Select> \

<Select Path="Security">*[System[(EventID=4778 or EventlD=4779 or EventID=4800

or EventlD=4801 or EventID=4802 or EventlD=4803 or EventIlD=4964 or Event|D=4976 or
EventID=5058 or

EventID=5059 or EventlD=4061)]]</Select> \

<Select Path="Security">*[System[(EventID=5378 or EventlD=5379 or EventID=5632

or EventlD=5633 or EventID=4768 or EventlD=4769 or EventlD=4770 or EventlD=4771 or
EventlD=4772 or

EventlD=4773 or EventlD=4774)]]</Select> \

<Select Path="Security">*[System[(EventID=4775 or EventlD=4776 or EventlD=4777

or EventlD=4820 or EventID=4720 or EventlD=4722 or EventlD=4723 or EventlD=4724 or
EventlD=4725 or

EventlD=4726 or EventlD=4727)]]</Select> \

<Select Path="Security">*[System[(EventID=4731 or EventlD=4732 or EventlD=4733

or EventlD=4734 or EventID=4735 or EventlD=4738 or EventlD=4739 or EventlD=4740 or
EventlD=4749 or
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EventID=4750 or EventlD=4751)]]</Select> \

<Select Path="Security">*[System[(EventID=4752 or EventlD=4753 or EventID=4764

or EventlD=4765 or Event|D=4766 or EventlD=4767 or Event|D=4780 or Event|D=4781 or
EventID=4782 or

EventID=4793 or EventlD=4794)]]</Select> \

<Select Path="Security">*[System[(EventID=4797 or EventID=4798 or EventiD=4799 or

EventlD=5376 or EventlD=5377)]]</Select> \

<Select Path="Microsoft-Windows-FailoverClustering/ClusterSetDiagnostic">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering/Diagnostic">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering/DiagnosticVerbose">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering/Operational">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering-CsvFs/Operational">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering-Manager/Admin">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering-Manager/Diagnostic">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering-Manager/Tracing">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering-NetFt/Operational">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering-Clusport/Operational">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering-ClusBflt/Management">*</Select> \

<Select Path="Microsoft-Windows-FailoverClustering-ClusBflt/Operational">*</Select> \

</Query>\

</QueryList>

</Input>

<Output out_eventlog>
Module om_udp

Host %NCloud%

Port 514

Exec SSyslogFacilityValue = 17;

Exec SMessage = string($SSourceName) + ": " + string(SEventID) + ": " + SMessage;

Exec if (SEventType == 'ERROR' or SEventType =="'AUDIT_FAILURE') {SSyslogSeverityValue = 3;}\
else if (SEventType == 'WARNING') {SSyslogSeverityValue = 4;}\

else if (SEventType =="'INFO' or SEventType == 'AUDIT_SUCCESS') {SSyslogSeverityValue = 5;}

Exec to_syslog bsd();
</Output>

<Route eventlog>
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Path in_eventlog => out_eventlog

</Route>

Enter the N-Reporter system IP address in the blue text section.

define NCloud 192.168.8.4

This example is based on a 64-bit operating system.

For a 32-bit operating system, use the following setting instead:

define ROOT C:\Program Files (x86)\nxlog

Replace the text shown in blue with the MS SQL instance name.

<Select Path="Application”>*[System[(Provider[@Name="MSSQLSERVER']]] \

File pame: |nxlng.|:|::nf

Leflel

Save as type: |.'5JI Files

ANSI
Unicode

PRYTY m_uT - Encoding: |UTF-E 3 Save Cancel |

Unicode big endian

Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as

type, select “All Files (*.*)”. For Encoding, select UTF-8 to avoid encoding errors that could prevent the

service from starting.
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1.4 Starting the NXLog Service

(1) Open “Windows Powershell.”

(2) Restart the NXLog service, verify that it is running, and ensure there are no error messages:

PS C:\> Restart-Service -Name nxlog
PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType
PS C:\> Get-Content 'C:\ Program Files\ nxlog\data\nxlog.log'

2 Administrator: Windows Powershell

elect-Object -Property Mame,Status,

Note: This example is for a 64-bit operating system. For a 32-bit system, replace the highlighted text

with: 'C:\Program Files(x86)\nxlog\conf\nxlog.conf'

(3) Enter the command below to open the Services console:

PS C:\> Services.msc
2 Administrator: Windows PowerShell
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(4) Open the NXLog service properties: select “NXLog” = E Click “Properties.”
=10/
&9 [m|0]s

= HE| » 8 nw

l_a

., Services (Local) L)}, Services (Local)
nxlog Name - | Descripton | Status | StartupType |Llogonas | 4|
‘%, Multimedia Class Sc... Enablesrel... Manual Local System
Stop the service ‘. Net.Msmq Listener ... Receivesa... Disabled Network S...
Restart the service i NetPipe Listener A... Receivesa... Started  Automatic Local Service
" Net.Tcp Listener A... Receivesa... Started Automatic Local Service
Description: 4, Net.Tcp Port Sharin... Provides a... Started Automatic Local Service
m::;‘;zt‘s ;ﬁﬁmfgm the 7 Netlogon Maintains a... Started  Automatic Local System
S Network Access Pr... The Netwo... Manual Network S...
"+ Network Connections Manages 0... Started Manual Local System
‘% Network List Service  Identifies t... Started Manual Local Service
“; Network Location A... .. Started Automatic Network S...
1

(5) On the General tab, verify that Startup type is set to Automatic (Delayed Start).

x
Service name: mdog
Display name: rdog

Description service is responsible for running the NXLog i

: . See www ndog.co. o j
Path to executable:

"C:\Program Files\redog'rodog exe” ¢ "C:\Program Files\rodog'\conf\radog »
Statuptype: | |Automatic (Delayed Start) |

Start | Stop I Pause Hesume I
You can specify the start parameters that apply when you start the service
from here.
Start parameters I

0K Cancel Epply
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(6) On the Recovery tab, verify that First failure, Second failure, and Subsequent failures are all set to

“Restart the Service”, then click “OK.”

nxleg Properties (Local Computer)
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2. SQL Server 2008
2.1 Login Auditing

Enable login auditing to monitor SQL Server Database Engine login activities.
After configuration, the MS SQL Server service must be restarted.
The following sections describe how to configure login auditing using both the graphical user interface

(GUI) and command-line interface (CLI).

2.1.1 Configuring via Graphical User Interface (GUI)

(1) Open “SQL Server Management Studio (SSMS).”

T
"

SQL Server
Management
Studio

(2) Enter the server’s name - select the authentication method = click “Connect.”

g' Connect to Server x|

Microsoft*
2 SQLServer2008r2
Server type: IDatabase Engine ZI
Server name: |(Ioca|) LI
Authertication: [SQL Server Authentication ~|
gk = T =
Password: |

Comdl oo | e |_omems

22 A&/ N-Partner



(3) In [Server Name] (the example here is SQL Server 10.50.1600), right-click and select “Properties.”

E.. Microsoft SQL Server Manageme
File Edit View Debug Tools
Help
‘:;I_.New Query |_'_J Tj“.l LEJ I_LL} l::i
Connect~ 47 4. 2] B

i
[+ [_J Databases
[+ [ Security
[+ [ Server Objects
[+ [_J Replication
[+ [_4 Management
T SQL Server Agent (Agent XPs g
Ready

Window

=10l x|

Community

Connect...
Disconnect

Register...
New Query

Activity Monitor

Restart
Deploy Data-tier Application...

Policies 3

Facets
Start PowerShell
Reports >

Refresh

I |\Properties
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(4) On the Security page, under Login auditing, select “Both failed and successful logins” — click “OK”".

F Server Properties - WIN2008-ENG

=10 x|

| Selecta pag L5 Script ~ [ Help

% General
& Memory
** Processors Server authentication
A
"3 Connections  Windows Authentication mode
%4 Database Settings ¥ SQL Server and Windows Authentication mode
5 Advanced
5 Permissions
Login auditing
~
" Failed logins only

" Successful logins only
[ & Both failed and successful logins |

Conecien | Swrso

Server:

flocal) Proxy account I

Connection
sa

3¢ View connection properties
[~ Enable Common Criteria compliance

| I Enable C2 audttracing
Ready [ Cross database ownership chaining

[ ] o |,

2

(5) Restart the MS SQL Server service: right-click [Server Name] (the example here is SQL Server

10.50.1600) — select “Restart.”

.. Microsoft SQL Server Management 10| x|
File Edit View Debug Tools Window Community

=
Dnewouery | Oy | 8 6 5| O | 5

Object Explorer ~ 3

=

A

| Comet- St 2 B g —3 Connect.
|
g # 1 Databases Disconnect
! & 3 Security Register...
# 3 Server Objects
[# _J Replication New Query
# [ Management - )
[F SQL Server Agent (Agent XPs Activity Monitor
Stop
Pause
- N |
, W
Deploy Data-tier Application...
Policies »
Facets
Start PowerShell
Ready Reports »
Refresh
Properties
24
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(6) Click “Yes” to restart the MS SQL Server service.

Microsoft SQL Server Management Studio

"

(7) Click “Yes” again to stop the SQL Server Agent service.

Microsoft SQL Server Management Studio

"~

25 A&7 N-Partner

Coppright © Al rights ane nesensed by M-Fartner Technologies Co



2.1.2 Configuring via Command-Line Interface (CLI)

(1) Open “Windows PowerShell.”

Windows
PowerShell

(2) Enter the command below to log in using sa:

<2.1>Using sa account:

PS C:\> sglcmd -S localhost -U sa

2 sQLcMD

Administrator) zqlemd -S localhost -U =a

Options:

-S [protocol:]server[instance_name][,port]
-U login_id

-P password

-A dedicated administrator connection

<2.2> Using Windows account:

Enter the command below to log in using Windows account:

PS C:\> sglcmd -S localhost -A
|
2 sQLCcMD

ministrat qlemd -5 localhost -4
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(3) Enter the command below to switch to the master database:

1 > use master

2>go

glemd -8 localhost -4

database context to "master’.

(4) Enter the command below to enable advanced options:

1 > exec sp_configure 'show advanced options', 1
2>go
1 > reconfigure

2>go

(5) Enter the command below to enable auditing for both failed and successful logins:
1 > EXEC xp_instance_regwrite N'HKEY_LOCAL_MACHINE',

N'Software\Microsoft\MSSQLServer\MSSQLServer', N'AuditLevel', REG_DWORD, 3

rver”, N'duditlevel”, REG_DVEY
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(6) Enter the command below to restart the MS SQL Server services:

1> INET STOP SQLSERVERAGENT
2 > IINET STOP MSSQLSERVER

3 > IINET START MSSQLSERVER
4 > |INET START SQLSERVERAGENT

ping.
pped successful |y.
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2.2 Configuring Auditing

2.2.1 Server-Level Audit

Enabling a server-level audit covers server operations such as administrative changes, login, and logout
activities.

The following sections describe how to configure a server-level audit using the graphical user interface
(GUI) and the command-line interface (CLI).

2.2.1.1 Configuring via Graphical User Interface (GUI)

(1) Open “SQL Server Management Studio (SSMS).”

T
"

SQL Server
Management
Studio

(2) Enter the server’s name - select the authentication method = click “Connect.”

g' Connect to Server x|

Microsoft*
2 SQL Server2008r2
Server type: IDatabase Engine ZI
Server name: |(Ioca|) LI
Authertication: [SQL Server Authentication ~|
gk = T =
Password: |

Comdl oo | e |_omems
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(3) Expand “Security” - right-click “Audits” - select “New Audit...”

E.. Microsoft SQL Server Management Studio = ||:||5|

File Edit View Project Debug Tools Window
Community Help
o Newquery | [y |10 G| (b |5 W & &

Object Explorer

comect- % % » T E 5

= | (ocal) (SQL Server 10.50.1600 - sa]
[ Databases

[_J Logins

[ Server Roles

[ Credentials

__J Cryptographic Providers

[y Audits

[ Serve New Audit...
[ Server Ob
3 Replicatior Filter
[ Managem Start PowerShell
1 SQL Serve
Reports
Refresh
4] | 2]
Ready Y

(4) Enter the audit name: (the example here is NP_Audit) = select audit destination: Application Log (this

stores MS SQL audit logs in the Windows Event Viewer Application Log) = click “OK.”

=10/ x|
o Ready

Select a page SSG"ipt - HEIp

A General

Audit name: IINP_Audt |

Queue delay (in | 1000 =
miliseconds):

™ shut down server on audit log failure

Audit
destination:
File path: | I
— +
Maximum rollover |2147483647 ﬁ
files:
™ Unlimited
Maximum fle [0 =Hemw C e O
e
43 (local) [sa] ¥ | Unlimited

I” | Reserve disk space
View connection properties

Ready
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(5) In the audit list, right-click “NP_Audit” = select “Enable Audit.”

E.. Microsoft SQL Server Management Studio

File Edit View Project Debug Tools
Community Help
: L NewQuery [y PR 5G| (3 |5 W & |

comect- H B w T 3 B '

= |g$ Oocal) (SQL Server 10.50.1600 -sa;

Window

=10/ x|

[ Databases -
= [j Seqtlty New Audit...
[ Logins Enable Audit
? Server Roles View Audit Logs
[ Credentials
(3 Cryptograph Script Audit as
=L
. Polices
[ Server Audit Enceks
[ Server Objects
|1 Replication Start PowerShell
| Management
1 SQL Server Ager Reports
Rename
Delete
<
My Refresh
I ] Frovetics

(6) Click “Close.”

il
@ 1 Total 0 Emor
Success 1 Success 0 Waming
Details:
@ Enable Audit NP_Audit' Success
Close
4
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(7) Right-click “Server Audit Specifications,” = select “New Server Audit Specification...”

.. Microsoft SQL Server Management St -0 x|
File Edit View Project Debug Tools Window
Community Help

. ANewQuery | [y | 0y ¢y |3 |15 d

Comnect~ 4} %) m T (2] &
= |g$ (ocal) (SQL Server 10.50.1600 - sa
[ Databases
= [ Security
| Logins
[ Server Roles
| Credentials
|_J Cryptographic Providers
= L3 Audits
_ NP _Audit
Server Audit Spedifications.
[l Server Objects
| Replication
3 Management Filter »
TH SQL Server Agent

New Server Audit Spedfication...

+

Start PowerShell

Reports >
ﬂ | 1 Refresh
Ready 7 I

(8) Enter the specification name: (the example here is NP_Server_Audit) = select audit: NP_Audit -

select action(s) (refer to the SQL Server Audit Action Groups and Actions in the references for details)

- click “OK.”

"» Create Server Audit Specification =18 x|
(Ssaipt ~ | [Help
_* General
Name: IM’_Server_Audt
Audit: |NP_Audit ~|
Actions:
Audit Action Type Object Class Object Schema | Object Name
01 | SUCCESSFUL_LOGIN_GROUP =l ~
02 |FAILED_LOGIN_GROUP j |
03 |LOGOUT_GROUP =l ~|
04 |SERVER_STATE_CHANGE_GROUP j ~|
05 | SERVER_OPERATION_GROUP ! ;] ~]
06 |SCHEMA_OBJECT_CHANGE_GROUP =l ~]
07 |DATABASE_OWNERSHIP_CHANGE_GROUP | ~|
08 | DATABASE_CHANGE_GROUP =l ~]
3 focal) [s2] 09| AUDIT_CHANGE_GROUP ~ ~|
View connection properties i j :J
Ready
< | 2|
ot ||
4
32
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(9) In the server audit specification list, right-click “NP_Server_Audit” - select “Enable Server Audit

Specification.”

E.. Microsoft SQL Server Management St -10] x|
File Edit View Project Debug Tools Window
Community Help

: A NewQuery | [y |1 iy 75 | 3 | (5
Object Explorer

3 | o

Comnect~ 4] ) u T 2] &
= |g$ (ocal) (SQL Server 10.50.1600 - sa]
[+ [ Databases

= [ Security
# [ Logins
“,J Server Roles New Server Audit Spedfication...
[+ [_J Credentials : : :
3 Cryptographic Provid{ | Enable Server Audit Spedification |
= [ Audits . : . .
Al fi
2 NP_Audit Script Server Audit Specification as »
= L_J Server Audit Specific Policies N
iy NP_Server_A
[ 3 Server Objects Facets
& (3 Replication Start PowerShell
[ Management
@ [ SQL Server Agent Reports >
Delete
<]
Ready Refresh

I

(10) Click “Close.”

1ol

@ 1 Total 0 Emor
Success 1 Success 0 Waming
Details:

[ Action [ Status | Message |

'@ Enable Server Audit Specificatio...  Success

...........
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2.2.1.2 Configuring via Graphical User Interface (GUI)

(1) Open “Windows PowerShell.”

Windows
PowerShell

(2) Enter the command below to log in using either sa account:

<2.1>Using sa account:

PS C:\> sglcmd -S localhost -U sa

2 sQLcMD

Administrator) zqlemd -S localhost -U =a

Options:

-S [protocol:]server[instance_name][,port]

-U login_id

-P password

-A dedicated administrator connection

<2.2> Using Windows account:

Enter the command below to log in using Windows account:

PS C:\> sglcmd -S localhost -A

(O

ministrat qlemd -5 localhost -4
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(3) Enter the command below to switch to the master database:

1 > use master
2>go

& sQLCMD

PS C:\Users'Administrator? sqlemd -8 localhost -4
1> use master

2> g0

Chanzed database context to "master’.

(4) Enter the audit name: NP_Audit - select audit destination: Application Log (this stores MS SQL audit

logs in the Windows Event Viewer Application Log) - click “OK.”
1 > CREATE SERVER AUDIT [

2 >TO APPLICATION_LOG

3> WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)
4 > ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
5>G0O

& sQLcMD

1> CREATE SERYER AUDIT [NP_dudit]

2> TO APPLICATION_LOG

3> WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)
4> ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
i

(5) Enter the command below to configure the server audit and add actions. For detailed information,

refer to the SQL Server Audit Action Groups and Actions in the references.
1 > CREATE SERVER AUDIT SPECIFICATION [

2 > FOR SERVER AUDIT [NP_Audit]

3 > ADD (SUCCESSFUL_LOGIN_GROUP),

4 > ADD (FAILED_LOGIN_GROUP),

5> ADD (LOGOUT_GROUP),

6 > ADD (SERVER_STATE_CHANGE_GROUP),

7 > ADD (SERVER_OPERATION_GROUP),

8 > ADD (SCHEMA_OBJECT_CHANGE_GROUP),
9 > ADD (DATABASE_OWNERSHIP_CHANGE_GROUP),
10 > ADD (DATABASE_CHANGE_GROUP),

11 > ADD (AUDIT_CHANGE_GROUP)

12 > WITH (STATE = ON)

13>GO

1> quit
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https://docs.microsoft.com/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15

2 Administrator: Windows PowerShell

CREATE ! EF:'.'EF: AUDIT [NP_&udit]
F‘F‘LII ATION_ L|||. .
( AUELE_ [IEL ¥ = 1000, ON_FAILURE = CONTINUE)
RYER AUDIT [NP_Audit] WITH (STATE = ON)

, AUDIT SPECIFICATION [NP_Server_dudit]
)IT [NP_&udit]
IL_LIII II‘J GROUP)

'”ITH (STATE = ON)_

s C: "';U:EE ra\Administrator?

Replace the text shown in red with the server audit specification name.
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2.2.2 Database-Level Audit

Enabling a database-level audit covers operations involving Data Manipulation Language (DML) and Data

Definition Language (DDL) statements.

The following sections describe how to configure a database-level audit using the graphical user interface

(GUI) and the command-line interface (CLI).

2.2.2.1 Configuring via Graphical User Interface (GUI)

(1) Open “SQL Server Management Studio (SSMS).”

Studio

(2) Enter the server’s name - select the authentication method - click “Connect.”

g' Connect to Server

Microsoft*

2 SQLServer2008r2

Server type:

Server name:

Atherticalion:

Login:
Password:

X

IDatabase Engine LI
foca =]
[SQL Server Authentication ~|

fs2 1 H

Cancel | Hebp Options >>
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(3) Expand “Security” - right-click “Audits” - select “New Audit...”

E.. Microsoft SQL Server Management Studio = ||:||5|

File Edit View Project Debug Tools Window
Community Help
o Newquery | [y |10 G| (b |5 W & &

Object Explorer

comect- % % » T E 5

= | (ocal) (SQL Server 10.50.1600 - sa]
[ Databases

[_J Logins

[ Server Roles

[ Credentials

__J Cryptographic Providers

[y Audits

[ Serve New Audit...
[ Server Ob
3 Replicatior Filter
[ Managem Start PowerShell
1 SQL Serve
Reports
Refresh
4] | 2]
Ready Y

(4) Enter the audit name: (the example here is NP_Audit) = select audit destination: Application Log (this

stores MS SQL audit logs in the Windows Event Viewer Application Log) = click “OK.”

=10/ x|
o Ready

Select a page SSG"ipt - HEIp

A General

Audit name: IINP_Audt |

Queue delay (in | 1000 =
miliseconds):

™ shut down server on audit log failure

Audit
destination:
File path: | I
— +
Maximum rollover |2147483647 ﬁ
files:
™ Unlimited
Maximum fle [0 =Hemw C e O
e
43 (local) [sa] ¥ | Unlimited

I” | Reserve disk space
View connection properties

Ready
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(5) In the audit list, right-click “NP_Audit” = select “Enable Audit.”

E.. Microsoft SQL Server Management Studio =] P

File Edit View Project Debug Tools Window
Community Help
‘A NewQuery | [y |15 i G| (5 |5 d & |

comect- B B w TS '

= | Oocal) (SQL Server 10.50.1600 - sa

__ Databases 3
= @ Security New Audit...
[dlogns |  Enable Audit
[? Server Roles| View Audit Logs
| Credentials
(3 Cryptograph Script Audit as
B 3 1
. Polices
D Server Audit Facets
[ Server Objects
__ Replication Start PowerShell
| Management
1 SQL Server Ager Reports
Rename
Delete
<
Ready Refresh

e

(6) Click “Close.”

o]
@ 1 Total 0 Emor
Success 1 Success 0 Waming
Details:
@ Enable Audit 'NP_Audit’ Success
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(7) In “Databases,” select the target database (the example here is : NCloud) - expand “Security” =

right-click “Database Audit Specifications” = select "New Database Audit Specification...”

.\\ Microsoft SQL Server Management St i _|D|5j
File Edit View Project Debug Tools Window Community
Help

A NewQuery | [y | 15 ¢y (5 | 3 | (5 i &
Object Explorer ~ 3 X%

Connect~ 4] %) u T (2] &

= | (ocal) (SQL Server 10.50.1600 - sa) -
[=] [_J Databases

[# [ System Databases

&3] Database Snapshots
= | 3§ NCloud

[# [ Database Diagrams
[# [ Tables
[+ [ Views
[+ [ Synonyms
# [ Programmability
[# [ Service Broker
[+ |_J Storage
[+ [ Users
[+ 3 Roles
[+ [ Schemas
[+ [ Asymmetric Keys

[+ [_J Certificates I'_
# Symmetric Keys

B

o

Database Audit Spedfications Filter .
# [ Security
& [ Server Objects Start PowerShell
[+ [ Replication
[+ [ Management Reports »
Ready Refresh

(8) Enter the specification name: (the example here is NP_DB-NCloud_Audit) = select audit: NP_Audit

and action(s) = select action(s) (refer to the SQL Server Audit Action Groups and Actions in the

references for details) - click “OK.”

K. Create Database Audit Specification =10] x|
-Zﬁ' Ready
Select a page Csaipt + | [Help
4 General
Name: [NP_De-NCloud_audit
Audit: INP_Audit =l
Actions:
Audit Action Type Object Class Object Schema | Object Name
1 | SCHEMA_OBIECT_PERMISSION_CHANGE_... | ~|
2 | SCHEMA_OBIECT_CHANGE_GROUP | ~|
Connection 3 | DATABASE_OWNERSHIP_CHANGE_GROUP = | ~|
34 (ocal) [sa] 4 | DATABASE_OBIECT_OWNERSHIP_CHANGE... | ~|
View conmection broner s 5 | DATABASE_CHANGE_GROUP =l ~|
6 | AUDIT_CHANGE_GROUP =l ~|
Progress
47 =l =
Ready
4| | 1|
| oK I Cancel | Help I
4
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(9) In the database audit specification list, right-click “NP_DB-NCloud_Audit” - select “Enable Server

Audit Specification.”
.. Microsoft SQL Server Management Studio -10] x|

File Edit View Project Debug Tools Window Community
Help

: Sl NewQuery | [y |05 05 (5 | |5 W & [

Comect~ %} %3 w T 3 5

= |g$ (ocal) (SQL Server 10.50.1600 - sa) A
[= [ Databases
[# [ System Databases
[+ [ Database Snapshots
= | J NCloud
[# [_J Database Diagrams
[+ (3 Tables
[+ [ Views
# 4 Synonyms
[ Programmability

[+ [_3 Service Broker New Database Audit Spedfication...
[# [ Storage » —_—
Enable Database Audit Spedification
= [ Security \_ﬂ_l
[# (3 Users Script Database Audit Spedificatioftas ~ »
[+ [ Roles
[_J Schemas Policies »

[+ [ Asymmetric Keys

Facets

[+ (3 Certificates

B L Symmetric Keys Start PowerShel

B @D o Audit Sped

3) Reports >
[+ [ Security
[ Server Objects Delete
+ [ Replication b
Ready P —

(10) Click “Close.”

=

@ 1 Total 0 Emor
Success 1 Success 0 Waming
Details:

J Action I Status I Message I

@ Enable Database Audit Specific...  Success

S
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2.2.2.2 Configuring via Graphical User Interface (GUI)

(1) Open “Windows PowerShell.”

Windows
PowerShell

(2) Enter the command below to log in using either sa account:

<2.1>Using sa account:

PS C:\> sglcmd -S localhost -U sa

2 sQLcMD

Administrator) zqlemd -S localhost -U =a

Options:

-S [protocol:]server[instance_name][,port]

-U login_id

-P password

-A dedicated administrator connection

<2.2> Using Windows account:

Enter the command below to log in using Windows account:

PS C:\> sglcmd -S localhost -A

(O

ministrat qlemd -5 localhost -4
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(3) Enter the command below to switch to the master database:

1 > use master
2>go

SQLCMD

or> =qlemd -8 localhost -

ed database context to “master’.

(4) Enter the audit name: NP_Audit - select audit destination: Application Log (this stores MS SQL audit
logs in the Windows Event Viewer Application Log) = click “OK.”

1 > CREATE SERVER AUDIT [

2 >TO APPLICATION_LOG

3> WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

4 > ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)

5>GO

(5) Enter the command below to switch to the target audit database (the example here is: NCloud).

1> use
2>go
» sQLcMD

use NCloud

Ehanéed database context to “NCloud’.
B

(6) Enter the command below to configure the audit for the database and add actions. For detailed

information, refer to the SQL Server Audit Action Groups and Actions in the references.
1 > CREATE DATABASE AUDIT SPECIFICATION |

2 > FOR SERVER AUDIT [NP_Audit]

3 > ADD (DELETE ON DATABASE::[ ] BY [public]),
4> ADD (SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP),

5> ADD (SCHEMA_OBJECT_CHANGE_GROUP),
6 > ADD (DATABASE_OWNERSHIP_CHANGE_GROUP),
7 > ADD (DATABASE_OBJECT_OWNERSHIP_CHANGE_GROUP),

43 o
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8 > ADD (DATABASE_CHANGE_GROUP),
9 > ADD (AUDIT_CHANGE_GROUP)

10 > WITH (STATE = ON)

11> GO

1> quit

& Administrator: Windows PowerShell

> CREATE DATABASE AUDIT SPECIFICATION [NP_DB-NCloud_Audit]

DR SERVER AUDIT [NP_Audit] _
ADD (DELETE ON DATABASE:: [NCloud] BY [public]),
‘ EHEMA_DEJEET_PEHMIESIDNTEHﬁNGE_GHDUP},
OUP),
OWNERSHIP_CHANGE_GROUP),
OBJECT_OWNERSHIP_CHANGE_GROUP),
) SE_CHANGE_GROUP ),
3> ADD (AUDIT_CHANGE_GROUP )
0> WITH (STATE = ON)
> R0
> quit

Replace the text shown in red with the database audit specification name.

1 > CREATE DATABASE AUDIT SPECIFICATION [ ]

Replace the text shown in red with the target database name.
3 > ADD (DELETE ON DATABASE::[ ] BY [public])
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2.3 Event Log Configuration

This is an optional configuration.

The following sections describe configuration methods for Domain and Workgroup environments.

2.3.1 Domain

2.3.1.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

~

&

Active
Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Controllers, select “New,” and click “Organizational Unit.”

=
File Acton View Help
&% | 7@ 0dozHm a7 %
: Active Directory Users and Comput | Name ] Type I
£ | Builtin builtinDomain
1 Focneibocn Container
H Delegate Contral... - Organzational ...
@ ] Computer  Find... rincipals Container
¥ 3| Domain C Change Domain. .. lostAndFound
i _| ForeignSe  Change Domain Controller. .. Accounts  Container
; - :_1:::;:: ;::am:l:“:;gr:mal B ge Secu... Organizational ...
M 2] Microsoft Container
2 progren (R <
M 3] Servers All Tasks ¥ Contact
# | System Group
View
| Users InetOrgPersan
# | Microsoft . Refresh msExchDynamicDistributionList
M ] NTDS Que ExportList... melmaging £5Ps
i MSMQ Queue Alias
e Organizational Unit |
Help Frinter
User
Shared Folder
I I Ml | i

|Creahe a new object... [
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the customer's environment. - ¢lick “OK”

New Object - Organizational Unit ﬂ
...j,'

Name:

=

¥ Protect container from accidental deletion

Createin:  nparnerlocal/

(4) Move the Server to your New Organizational Unit:

Select your organizational unit in “Domain Controllers” -> Right-click on the “WIN2008-AD-ENG” server.

Note: Please select the Windows AD host according to the actual environment. = click “Move.”

B Active Directory Users and Computers

=10l x|

File Acton View Help
&5 | 7Pl 0 XD =HE3ea5 PR
T Active Directory Users and Comput | Name
[] Saved Queries [ WIN2Z008-ENG Cociol e
E 3 npartner.local Add to a group...
_|_Builtin Mame Mappings. ..
| Computers Disable Account
im trollers Racat Arcount
# | ForeignSecurityPrincipals m
H | LostAndFound Manage
H | Managed Service Accounts
F & Microsoft Exchange Securit All Tasks 4
® _| Program Data Cut
o | Servers
H | System ==
] Users Properties
H | Microsoft Exchange System
@ 5] NTDS Quotas Help
< | 2 |

Maves the current selection to another organizatior |
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3
%

(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

Move i

Move object into container:

=- ,ii npartner
-{] Builtin
1] Computers
{21 Domain Controllers
{] ForeignSecurityPrincipals
{] LostAndFound

[

LE]

[

ML

H-B-EH-E-EH-E-E-E

{1 NTDS Quotas
Jam ata

Managed Service Accounts
Microsoft Exchange Securty Groups
{ | Microsoft Exchange System Objects

o ]

Cancel

|»

=

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) under “Domain Controllers” and

confirm that the “SQLO08” server has been moved.

Fie Acton View Help

B Active Directory Users and Computers

=101 x|

@ (@] Domain Controllers

@ ] ForeignSecurityPrincipals
@ ] LostandFound

# | Managed Service Accounts

® ] Microsoft Exchange Systerr
B ] NTDS Quotas

| | a1

&9 2 MO0dc=zHM 38572 %
"j Active Directory Users and Comput m I‘I'm |
-] Saved Queries ™ sar2008 Computer
B 33 npartner.local
| Buitin
~| Computers
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2.3.1.2 Group Policy Settings

(1) Click “Group Policy Management.”

[

Group Policy
Management

(2) In the Servers organizational unit (OU), create a new Group Policy Object (GPO):

Right-click the [Servers] organizational unit = select “Create a GPO in this domain, and Link it here...”

o
4 Fle Acton Vew Window Help =18 x|

& 7m0 XE B

| Group Policy Management
= _ﬁ Forest: npartner.local
B (34 Domains

Servers

Linked Group Policy Objects lepPo&‘I bl

= g3 npartner.local Link Order ~
;.T;_' Default Domain Poli 1
& 3] Domain Controllers >
i | Microsoft Exchange
MServer;

2 N-Partner Policy
a3 deploy_rdog

.z Group Create a GPO in this domain, and Link it here...

5 WMIFi  Link an Existing GPO...

g Starter  Block Inheritance

= (@ Sites
%, Group Policy Re New Organizational Unit

View »
New Window from Here
Deleta
Rename
Refresh
Properties
Help

4 |

2

[Create a GPO in this domain and link it to this cc|
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(3) Edit your Group Policy Object

Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)
Note: Create your GPO name according to the actual environment. Then click “Edit.”

newcpo

MName:

Ii N-Partner Policy I

Source Starter GPO:

| rone)

o] o= |

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)

right-click and select “Edit.”

R,
i Fle Acton View Window Help =18 x|

& | 57X | HE

|8, Group Policy Management
El 4\ Forest: npartner.local
=l (&} Domains
= g npartner.local
&1/ Default Domain Palicy

# (2 Domain Controllers
® 3] Microsoft Exchange Sec
B (3] Servers

B 5 Group Policy Object

N-Partner Policy

Scope | Details | Settings | Delegaion |
Links

Dieplay links in thie location: IEI
The following sites, domains, and OlUs are |
Location

(3] Servers

Bl [ WMI Fiters i
& [ Starter GPOs v Link Enabled
= @ Sites Save Report...
5E¢ Group Policy Modeling tan only apply to t
% Group Policy Results Ve '
= Mew Window from Here
Delete
Rename
Refresh i
Help Eemove
i
WMI Filtering
This GPO is linked to the following WMI fite
I:noner—
4] | 2

(Open the GPO editor
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” ->

“Local Policies”-> “Audit Policy.” And click on “Audit account logon events,” “Audit account management,”

and “Audit logon events,” - check “Define these policy settings”: Success, Failure. - click “OK.”

E Group Policy Management Editor

File Acton View Help

= 5m(RE = [H e

=[ N-Partner Policy [WIN2003-AD-ENG, NPARTMER.LOCAL] F
=] g Computer Conngurabon
B ] Policies
Software Sattings
| Windows Settings
] Name Resolution Palicy
<! Scripts (Startup/Shutdown)

[E & Security Settings

@ 5 Account Policies

E 5f] Local Policies
# -f Audit Polic
+

Gl User Rights Assignment
+ _ﬁ Security Options
i j EventLog
-3 Restricted Groups
| :3 System Services
| :5 Registry
_5 File System
i Wired Network (IEEE 802. 3) Policies
| Windows Firewall with Advanced Sec
[] Metwork List Manager Policies
Eaff Wireless Network (IEEE 802.11) Polici
[T Public Key Policies
[ software Restriction Policies
[] Metwork Access Protection
[ Application Control Policies
S IP Security Policies on Active Director
[T Advanced Audit Policy Configuration
i) Policy-based QoS
| Administrative Templates: Policy definitions (A

HFEEEEEE

HEEEEEE

7] Preferences
B & User Configuration

7] Policies

[] ereferences

<| i

Policy _+

| Policy setting

10| Audit account logon events
o] Audit account management

Success, Failure
Success, Failure

loiz) Audit system events

ﬂ Audt logon events

L5

i togon events properties G IFT

Securty Polcy Setting | Expiain |

| Audit directory service access Not Defined
I‘ Audit logon events Success, Failure I
12| Audit object access Not Defined
lsg) Audit policy change Not Defined
5.s] Audit privilege use Mot Defined
lss] Audit process tracking Mot Defined

Success, Failure

£ipply I 7—”

[¥ Define these policy seitings
Audit these attempts:
¥ Success
IV Failure
Al ok || concel
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(6) Event Log: Application Log Retention Method

Expand “Computer Configuration” = “Policies” - “Windows Settings” - “Security Settings” - “Event
Log” - select “Retention method for application log” = check “Define this policy setting” - select

“Overwrite events as needed” - click “OK.”

;] Maximum application log size
Mamnsea.ritybgm
mmm:ysmlogm

mﬁwmbdwtsgapﬁunmumphﬁmbg
[iJ] Prevent local guests group from accessing security log
[ Prevent local quests group from accessing system log

[ Retain application log

[ Retain security log

| Ret= e

Retain system i

;) Retention method for security log
[ Retention method for system log

Retention method for application log Properties

Wired Network (IEEE 802. 3) Policies
B thowsﬁ'ewallvdﬂmdvatedSeml

(] Network List Manager Policies
[ Gaff Wireless Network (TEEE 802, 11) Polick
@ [ Public Key Policies
# | Software Restriction Policies
@ 7] Network Access Protection
@ [Z] Application Control Policies
® & 1P Security Policies on Active Director |
® (] Advanced Audit Policy Configuration
& gl Policy-based QoS |
@ [) Administrative Templates: Policy definitions (&
# | Preferences |
B & User Configuration
® | Polices
® ] Preferences
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(7) Event Logs: Maximum Size of Security Log

¥ -3
S T f’

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Event Log” = And click on “Maximum application log size” = Check “Define this policy setting” = enter

204800 KB

Note: Please adjust the number based on the actual environment. = ¢lick “OK.”

Wired Network (IEEE 802.3) Policies
@[] Windows Firewall with Advanced Sec.
Network List Manager Policies
@ Zaf Wireless Network (IEEE 802, 11) Polici
® [ ] Public Key Policies
# | Software Restriction Polices
[ [ Network Access Protection
® ] Application Control Policies
# 8, 1P Security Policies on Active Director:
® [] Advanced Audit Policy Configuration
& gl Policy-based QoS
Administrative Templates: Policy definitions (A
Preferences
Configuration
Poli
Pre

mE

ces
ferences

m
W e
ﬁﬁg

.Ma:nmun :y:izmlugm
4] Prevent local guests group from accessing application log
L prevent local gueste group from accessing security log
vauﬁbcduuestsg’apﬁunaursdngmtemlog
1% Retain application log

[5| Retain security log

|| Retain system log

|11 Retention method for application log

{11l Retention method for security log

[51d] Retention method for system log

Maximum application log size Properties
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(8) On the AD domain server, open “Windows PowerShell.”

(9) Enter the command below to refresh group policy.

PS C:\>
2. Administrator: Windows PowerShell
o3 -

PS Cehr o

For the red text, please enter the MS SQL server name and the folder path/file name.
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(11) Open the report and verify that your MS SQL server is applying the N-Partner Policy Group Policy.

Computer Configuration

Security Settings
Account Policies/Password Policy

Policy Settine Winning GPO
Enforce password history 24 passwords rememberad Default Domam Policy
Maxmmum password age 42 davs Default Domam Policy
Minimum password age 1 days Default Domam Poliey
Minimum password length 7 characters Default Domam Policy
Password mnst msst complexity raquiremsnts Dizablsd N-Partnar Policy

Ei—
Policy Setting Winning GPO
Account lockout threshold 0 imvahd logon attempts Default Domam Pohicy

‘ Laocal Policies/Audit Policy
Policy Setting Winning GPO
Andit account lozon svents Sucesss Failurs N-Partnar Policy
Aundit account manasement Succsss, Failure N-Partner Policy
Audit logon events Success, Failure N-Partner Policy

‘ Event Log
Policy Setting Winning GPO
Maxmoum secunty log size 204800 knlobytes N-Partmar Policy
Ratention mathod for security log As neadad N-Partnar Poliey
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2.3.2 Workgroup
2.3.2.1 Audit Policy Configuration

(1) Open Local Group Policy Editor

Click on “Start” = enter “group policy” to search = click on “Edit Group Policy.”

Control Panel (1)

I {«1 Edit group policy I

- See more results

|IS:I!PD011'E}'| h Log off |ﬂ
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(2) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” -> “Local Policies”

- “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” and “Audit

logon events” items = check “Define these policy settings”: Success, Failure. = click “OK.”

Fle Action View Help

’ Local Group Policy Editor

=101x|

&9 | 7w IRE = B

" Local Computer Palicy

|[= sl Computer Configuration

|| Software Settings

= || Windows Settings
[# || MName Resolution Policy
= Scripts (Startup/Shutdown)

5 = Security Settings
a Account Polcies
= _g Local Policies

# _a Audit Policy
H _g Dser mg"E Assignment
+

@ [[g Security Options

® [ Windows Firewall with Advar
| Network List Manager Police

__ Public Key Policies

. Software Restriction Policies

# 1 Application Control Policies

= &, 1P Security Policies on Local ¢

| Advanced Audit Policy Confic

o} Policy-based QoS
[ administrative Templates
= ¢, User Configuration
“| Software Settings
5] Windows Settings
7] Administrative Templates

| security

=i Audit account logon events
Audit account management

Success, Fasure
Success, Failure

i . o

Audit eyvents

Mo HH: :Ef
Success, Fadure

l5ig| Audit object access
151y Audit policy change
loie| Audit privilege use

o| Audit process tracking
_:ia Audit system events

Audit logon events Properties

Local Securty Setting | Explain |

} Audit logon events
i

Audit these attempts:

W Success

W Ezilure

J&. This setting might not be erforced if other policy is configured to

L= pvenide category level audt policy.

For mare information, see Audt loqon events, (1921468)

No auditing
No auditing
No auditing
No auditing
Success, Failure

21 x|

; o coct |t |
| |
(3) Open “Windows PowerShell.”

56

A&/ N-Partner



(4) Enter the command below to refresh group policy.

PS C:\>

2 Administrator: Windows PowerShell

P f e

llzer Policy update has completed s

e Extension

Fity

o Auditi
o Audit |
uditi
udit i

o Auditi
o Auditi

Auditi
o Auditi
No Auditi

udit i
No Auoditi
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2.3.2.2 Event Log Settings

(1) Search for “Event Viewer”

Enter “Event Viewer” to search = click on “Event Viewer” in the search results.

Programs (1)

ﬂ Event Viewer

Control Panel {1)

[v] View event logs

+/ See more results

Event Viewey

Log off bl

ol
A__'Ajﬁ}-]
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(2) Edit Security Log

Expand folder “Windows Logs.” —>right-click on “Application” - And click on “Properties.”

=lolx|
File Acton View Help
Lk 22l ol 7 1[5
E Event Viewer (Local) Actions
F o Custom Views -
B gy Windows Logs Level = =
B Application @Ir‘lfﬂmaﬁnr‘"" & Op.
o Security Open Saved Log...
¥ Cr.
] setup Create Custom View... '
5] System Impart Custom View. .. Im..
~ [H Forwarded Cle
# = Applications an  Clear Log...
;4 Subscriptions Filter Current Log... ¥ Fit...
:___"] Fro... —
Save All Events As... &8 Fin..,
AmaTanhmin H Sa...
View [ 3 Att. .
Refresh View B
<] Help Pl a re.. =]
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(3) Configure Security Log

Enter maximum log file size: 204800 KB

Note: Please adjust the number according to the actual environment.

- click on “Overwrite events as needed” -> Click “OK.”

‘ Log Properties - Application (Type: Administrative)
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3. SQL Server 2012
3.1 Login Auditing

Enable login auditing to monitor SQL Server Database Engine login activities.

After configuration, the MS SQL Server service must be restarted.

The following sections describe how to configure login auditing using both the graphical user interface

(GUI) and command-line interface (CLI).
3.1.1 Configuring via Graphical User Interface (GUI)

(1) Open “SQL Server Management Studio (SSMS).”

.

7 Pas

c

SQOL Server

Management

Studio

(2) Enter the server’s name - select the authentication method - click “Connect.”

? §3'I: Server 2012

Database Engine

WIN2012-ENG

SQL Server Authentication

———————
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(3) In [Server Name] (the example here is WIN2012-ENG SQL Server 11.0.2100), right-click and select

“Properties.”

= Microsoft SQL Server Management Studio | = | = L%
File Edit View Debug Tools
Py v (T @ | oL NewQuery [y Pf 5 5| & -2 &

Object Explorer

Connect> % %) m [ 2] .5
EWFY WIN2012-ENG (SQL Server 11.0.2100 mm
¥ | Databases

[+
+
+

[+

[ Security
(3 Server Objects
[ Replication

[_J AlwaysOn High Availability

[ Management

3 Integration Services Catalogs
& [3% SQL Server Agent

Window Help

Connect...
Disconnect

Register...

New Query

Activity Monitor
Start

Stop

Pause

Resume

Restart

Policies

Facets

Start PowerShell
Reports
Refresh

Properties
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S Seipt v [ Heb

S thenticati

() Windows Authertication mode
@® SQL Server and Windows Authentication mode

Login auditing
O None

O Failed logins only

O Successful logins only

|® Both failed and successful logins |

Server proxy account
[_] Enable server proxy account

Proxy account: [

Password: [
Options
[] Enable Common Criteria compliance
[] Enable C2 audit tracing

[] Cross database ownership chaining
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(5) Restart the MS SQL Server service: right-click [Server Name] (the example here is WIN2012-ENG SQL

Server 11.0.2100) - select “Restart.”

- Microsoft SQL Server Management Studio | = | © IS
File Edit View Debug Tools Window Help

Pl ) T | ol NewQuery [y of 5| 4 -0
Object Explorer M

Connect~ 3 4 @ ﬂg

BN WIN2012-ENG (SQL Server 11.0.2100 - §

3 Databases
[l Security Disconnect
[ Server Objects Register...
3 Replication
£ AlwaysOn High Availability New Query
@B Management Activity Monitor
[ Integration Services Catalogs
i SQL Server Agent Start
Stop

[
=

Connect...

Pause

Resume

Restart

Policies
Facets

Start PowerShell

Reports

Refresh

Properties

(6) Click “Yes” to restart the MS SQL Server service.

Microsoft SQL Server Management Studio

'e Are you sure you want to restart the MSSQLSERVER service on WIN2012-ENG?

e ‘ Yes ‘ | No
(7) Click “Yes” again to stop the SQL Server Agent service.
Microsoft SQL Server Management Studio
'9 Stopping this service will also stop SQL Server Agent (MSSQLSERVER) . Do you wish to continue?
Ee) | Yes ‘ | Mo
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3.1.2 Configuring via Command-Line Interface (CLI)

(1) Open “Windows PowerShell.”

-

Windows
PowerShell

(2) Enter the command below to log in using sa:

<2.1>Using sa account:

PS C:\> sglcmd -S localhost -U sa

X SQLCMD

Windows PowerShe
opyright (C) 2012 Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> sgqlond -5 localhost -U sa
Password:
1=

Options:

-S [protocol:]server[instance_name][,port]
-U login_id

-P password

-A dedicated administrator connection

<2.2> Using Windows account:

Enter the command below to log in using Windows:

PS C:\> sglcmd -S localhost -A

ey Administrator: Windows PowerShell

ocalhost -A

65 7 N-Partner



(3) Enter the command below to switch to the master database:

1 > use master

X SQLCMD

use master

go
anged database context to 'master’.

b
-

(4) Enter the command below to enable advanced options:

1 > exec 'show advanced options', 1
2>go
1 > reconfigure

2>go
X SQLCMD

show advanced options’,

exXec sp_contigure
2> go .
onfiguration option 'show advanced options' changed from 1 to 1. Run the RECONFIGURE statement to install

> reconfigure
2> go
>

(5) Enter the command below to enable auditing for both failed and successful logins:
1 > EXEC xp_instance_regwrite N'HKEY_LOCAL_MACHINE',
N'Software\Microsoft\MSSQLServer\MSSQLServer', N'AuditLevel', REG_DWORD, 3

X SQLCMD

(0 rows affected)
1>
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(6) Enter the command below to restart the MS SQL Server services:
1> IINET STOP SQLSERVERAGENT

2 > IINET STOP MSSQLSERVER

3 > IINET START MSSQLSERVER
4 > |INET START SQLSERVERAGENT

X SQLCMD

> INET STOP SQLSERVERAGENT
he SQL Server Agent (MSSQLSERVER) service is stopping.
he SQL Server Agent (MSSQLSERVER) service was stopped successfully.

2> !INET STOP MSSQLSERVER
he SQL Server (MSSQLSERVER) service is stopping.
he SQL Server (MSSQLSERVER) service was stopped successfully.

3> !IINET START MSSQLSERVER

he SQL Server (MSSQLSERVER) service is starting.
he SQL Server (MSSQLSERVER) service was started successfully.

4> | INET START SQLSERVERAGENT
he SQL Server Agent (MSSQLSERVER) service 1is starting.
he SQL Server Agent (MSSQLSERVER) service was started successfully.

5>
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3.2 Configuring Auditing

3.2.1 Server-Level Audit

Enabling a server-level audit covers server operations such as administrative changes, login, and logout
activities.

The following sections describe how to configure a server-level audit using the graphical user interface
(GUI) and the command-line interface (CLI).

3.2.1.1 Configuring via Graphical User Interface (GUI)

(1) Open “SQL Server Management Studio (SSMS).”

T
"

SQL Server
Management
Studio

(2) Enter the server’s name - select the authentication method = click “Connect.”

Q. Connect to Server -

"’? hSHéML Server 2012

Server type: Database Engine v

Server name: WIN2012-ENG v

Authentication: SQL Server Authentication v
Login: 53 v
Password:

[v] Remember password

Connect Cancel Help Options >3
[

-

=
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(3) Expand “Security” - right-click “Audits” - select “New Audit...”

= Microsoft SQL Server Management Studio | = | & [
File Edit View Debug Tools Window Help
Pl it T | ol NewQuery [y oy iy 5| £ a4
Object Explorer * 41X
Connect~ %} ) m T 2] .5
= | WIN2012-ENG (SQL Server 11.0.2100 - 5
+ [ Databases

# 1 Logins

b
=

4 [ Server Roles
4 [ Credentials

+ [ 4 Cryptographic Providers
B Audits

+ [ Server New Audit...
L3 Server Ob
3 Replicatio
3 AlwaysOn Start PowerShell
[ Managemr
[ Integratio

b SQL Serve Refresh

Filter

Reports
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(4) Enter the audit name: (the example here is NP_Audit) = select “On audit log failure”: “Continue” >

select audit destination: Application Log (this stores MS SQL audit logs in the Windows Event Viewer

Application Log) - click “OK.”

Select a page 5 Script ~ | [y Help
1 General
A Filter
Audit name: NP_Audit
Queue delay (in 1000
milliseconds):
On Audit Log ® Continue
Failure:
() Shut down server
() Fail operation
Audit
destination: Application Log v |
File path: l ] [
Audit File o ® Maximum rollover files:
Maximum Limit: Unlimited
O Maximum files:
Number of files: |2]47483647 g{
Maximum file ® MB O 6B O TB
size:
Connection Unlimited
A7 WIN2012-ENG [sa] [] Reserve disk space
View connection properties
Progress
Ready
oK e | | Help
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(5) In the audit list, right-click “NP_Audit” = select “Enable Audit.”

= Microsoft SQL Server Management Studio | = | @ [1X ]
File Edit View Debug Tools

Object Explorer

Connect~ % %) m [ 2] .5

= | WIN2012-ENG (SQL Server 11.0.2100 - 5

+ [ Databases
[ Security
[ Logins
[ Server Roles
[ Credentials

[J Cryptographic Providers

_J Audits

NP_Audit,
[ Server Audit

New Audit...

Window Help
Pl v S e il | oL NewQuery [y v v (| 4 <a Y

3 Server Objects I

Enable Audi;‘

[ Replication

[ AlwaysOn High .
[ Management
[ Integration Servi
b SQL Server Agen

(6) Click “Close.”

View Audit [¥gs

Script Audit as

Policies

Facets

Start PowerShell
Reports

Rename
Delete

Refresh
Properties

e
=

< Enable Audit = e X
@ 1 Total 0 Emor
Success 1 Success 0 Waming
Details:
.......... Action Status Message
{(@ | Enable Audit 'NP_Audit’ Success
Close
71
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(7) Right-click “Server Audit Specifications,” = select “New Server Audit Specification...”

= Microsoft SQL Server Management Studio | = | & [
File Edit View Debug Tools Window Help
Pl v T e | L NewQuery [ 0 0 (5 | 4 -0
Object Explorer vi1X
Connect~ 4 4 m T 2] .5
= | {5 WIN2012-ENG (SQL Server 11.0.2100 - s
+ | Databases
= [ Security
+# [ Logins
+ [ Server Roles
# [ Credentials

[ Cryptographic Providers
[ Audits

A NP_Audit

0 Y server At Specictins

[ Server Objects lg | New Server Audit Specification...
[ Replication

-

Filter

[ AlwaysOn High Availz

(3 Management Start PowerShell
[d Integration Services C
1 SQL Server Agent Reports

Refresh
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(8) Enter the specification name: (the example here is NP_Server_Audit) = select audit: NP_Audit =

select action(s) (refer to the SQL Server Audit Action Groups and Actions in the references for details)

- click “OK”

Un Create Server Audit Specification - | o[
.@» Ready
Select a page 8 script ~ | [y Help
[ General
Name: ‘NP_Server_Audit J
Audit: [NP_Audit] v]
Actions:
Audit Action Type Object Class Object Object Name P
01 |SUCCESSFUL_LOGIN_GROUP v v ]
02 |FAILED_LOGIN_GROUP v v |:]
02 |LOGOUT_GROUP v v ]
04 |SERVER_STATE_CHANGE_GROUP v v |:]
Connection 05 |SERVER_OPERATION_GROUP v v [ ]
7 WIN2012-ENG [sa] 06 |SCHEMA_OBJECT_CHANGE_GROUP v v ]
07 |DATABASE_ OWNERSHIP_CHANGE_GROUP v v ]
08 |DATABASE_CHANGE_GROUP v v ]
View connection properties 09 |AUDIT_CHANGE_GROUP v v |:|
B » 10 |USER_CHANGE_PASSWORD_GROUP v v |:|
1
Ready ] hd hd I:l
< m >
II 0K m Cancel | \ Help |

(9) In the server audit specification list, right-click “NP_Server_Audit” = select “Enable Server Audit

Specification.”

4= Microsoft SQL Server Management Studio | = | © [IISEHN|

File Edit View Debug Tools Window Help
P D | S NewQuery [ i G| 4 0 8

b
=

> 0 X

Object Explorer

Connect> 3 %) m T 2] .5
= | WIN2012-ENG (SQL Server 11.0.2100 - s
[+ 3 Databases
= 3 Security
# [ Logins

# [ Server Roles
# [ Credentials
# [ Cryptographic Providers

= @ Audits
2, NP_Audit
- Server Audit Specifications
[23 Server Objects New Server Audit Specification...
[ Replication I R;\.Enable Server Audit Specification I

L3 AlwaysOn High Availak
[ Management

[ Integration Services Ca Policies »
[ SQL Server Agent

Script Server Audit Specificationas  »

EEEEEE

Facets

Start PowerShell

Reports »

Delete

Refresh
Properties
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3.2.1.2 Configuring via Graphical User Interface (GUI)

(1) Open “Windows PowerShell.”

-

Windows
PowerShell

(2) Enter the command below to log in using either sa:

<2.1>Using sa account:

PS C:\> sglcmd -S localhost -U sa

X SQLCMD

Windows PowerShe
opyright (C) 2012 Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> sgqlond -5 localhost -U sa
Password:
1=

Options:

-S [protocol:]server[instance_name][,port]
-U login_id

-P password

-A dedicated administrator connection

<2.2> Using Windows account:
Enter the command below to log in using Windows:

PS C:\> sglcmd -S localhost -A

X SQLCMD

> use master
2> go

hanged database context to 'master’.
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(3) Enter the command below to switch to the master database:

1 > use master
2>go

SQLCMD

hanged database context to 'master’.
-

(4) Enter the audit name: NP_Audit - select audit destination: Application Log (this stores MS SQL audit

logs in the Windows Event Viewer Application Log) = click “OK.”
1 > CREATE SERVER AUDIT [

2 >TO APPLICATION_LOG

3> WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

4 > ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)

SQLCMD

TO APPLICATION_LOG

WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)
4> ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
5> GO

(5) Enter the command below to configure the server audit and add actions. For detailed information,

refer to the SQL Server Audit Action Groups and Actions in the references.
1 > CREATE SERVER AUDIT SPECIFICATION [

2 > FOR SERVER AUDIT [NP_Audit]

3> ADD (SUCCESSFUL_LOGIN_GROUP),

4 > ADD (FAILED_LOGIN_GROUP),

5> ADD (LOGOUT_GROUP),

6 > ADD (SERVER_STATE_CHANGE_GROUP),

7 > ADD (SERVER_OPERATION_GROUP),

8 > ADD (SCHEMA_OBJECT_CHANGE_GROUP),
9 > ADD (DATABASE_OWNERSHIP_CHANGE_GROUP),
10 > ADD (DATABASE_CHANGE_GROUP),

11 > ADD (AUDIT_CHANGE_GROUP)

12 > ADD (USER_CHANGE_PASSWORD_GROUP)
13 >WITH (STATE = ON)

14> GO
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CREATE SERVER AUDIT SPECIFICATION [NP_Server_Audit]

FOR
~ ADD
ADD
ADD
ADD
ADD
ADD

ADD
ADD (DATABASE_CHANGE_GROUP),

ADD (AUDIT_CHANGE_GROUP),

ADD (USER_CHANGE_PASSWORD_GROUP)
WITH (STATE = ON)

GO

Replace the text shown in red with the server audit specification name.

Windows PowerShell

SERVER AUDIT [NP_Audit]
(SUCCESSFUL_LOGIN_GROUP) ,
(FAILED_LOGIN_GROUP),
(LOGOUT_GROUP) ,
(SERVER_STATE_CHANGE_GROUP) ,
(SERVER_OPERATION_GROUP) ,
(SCHEMA_OBJECT_CHANGE_GROUP) ,
(DATABASE_OWNERSHIP_CHANGE_GROUP),
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3.2.2 Database-Level Audit

Enabling a database-level audit covers operations involving Data Manipulation Language (DML) and Data

Definition Language (DDL) statements.

The following sections describe how to configure a database-level audit using the graphical user interface

(GUI) and the command-line interface (CLI).

3.2.2.1 Configuring via Graphical User Interface (GUI)

(1) Open “SQL Server Management Studio (SSMS).”

"

SQL Server
Management
Studio

(2) Enter the server’s name - select the authentication method - click “Connect.”

a Connect to Server

"’? hSkémL Server 2012

Server type: Database Engine v
Server name: WIN2012-ENG v
Authentication: SQL Server Authentication v

Login: 83 v

Password:

lv| Remember password
|| Cancel | Help Options >3
an
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(3) Expand “Security” - right-click “Audits” - select “New Audit...”

- Microsoft SQL Server Manage... = [o

File Edit View Debug Tools Window Help

15 e | L NewQuery [y ) () <

Object Explorer v aXx
Connect> % %) m T ] .5

= Ld. WIN2012-ENG (SQL Server 11.0.2100 - s
# [ Databases

Ready

# [ Logins
+ 1 Server Roles
+ [ Credentials

+ Cryptographic Providers
I Audits

. Server New Audit...
[ Server Ob,
[ Replicatio
3 AlwaysOn Start PowerShell
3 Managerr
[_J Integratio
b SQL Serve Refresh

N
Wy
Filter 3

Reports

79
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(4) Enter the audit name: (the example here is NP_Audit) = select “On audit log failure”: “Continue” >

select audit destination: Application Log (this stores MS SQL audit logs in the Windows Event Viewer

Application Log) - click “OK.”

Select a page 5 Script ~ | [y Help
% General
[ Filter
—
Queue delay (in 1000 g
milliseconds):
On Audit Log (® Continue
Failure:
() Shut down server
) Fail operation
Audit
destination: |Application Log v |
File path: ] ]
Aud?t File ® Maximum rollover files:
Maximum Limit: Unlimited
(O Maximum files:
Number of files: |2]47483547
Maximum file (®) MB O GB ) TB
size:
Connection Unlimited
A7 WIN2012-ENG [sa] [] Reserve disk space
Progress
Ready
|| 0K Cancel Help
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(5) In the audit list, right-click “NP_Audit” = select “Enable Audit.”

= Microsoft SQL Server Manageme... =|afx]

File Edit View Debug Tools Window Help
Pl o) D i | o NewQuery |y ) i) 15
Object Explorer viXx

Connect %3 ¥ m [ 2] .5
= Ld WIN2012-ENG (SQL Server 11.0.2100 - s
+ 3 Databases
= [ Security
[ Logins
1 Server Roles
3 Credentials
[ Cryptographic Providers
3 Audits

-

New Audit...
IEnabIeAudit I

1 Server Audit
3 Server Objects
[ Replication View Audit Logs
[ AlwaysOn High.
[ Management

Script Audit as

[ Integration Servi Policies
b SQL Server Agen -

Start PowerShell

Reports

Rename

Delete

Refresh
Properties

(6) Click “Close.”

< Enable Audit
@ 1 Total 0 Emor
1 Success 0 Waming
Details:
......... Action Status Message
| @ | Enable Audit NP_Aud’ Success
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(7) In “Databases,” select the target database (the example here is : NCloud) - expand “Security” =

right-click “Database Audit Specifications” = select "New Database Audit Specification...”

r Microsoft SQL Server Management Studio | = | © L]
File Edit View Debug Teols Window Help

P T | G NewQuery [y 5 4 a0 B9 -0 - -5
Object Explorer v 1 Xx

Connect~ %} %) m T 2] .5

= |5 WIN2012-ENG (SQL Server 1102100 - sa) A

# [_J System Databases

# [ Database Snapshots
+ 1 Database Diagrams
# [ Tables
+ _d Views

e
=

+ _d Synonyms
# 1 Programmability
+ 1 Service Broker
+ [ Storage
+ .l Users
# [ Roles
# | Schemas
+ [ Asymmetric Keys
+# 1 Certificates
+ [ Symmetric Keys
Database Audit Specificationd
[ Secunty
[ Server Objects Filter
[_3 Replication
3 AlwaysOn High Availability
[_J Management Reports

J Integration Services Catalogs
l'f --_g. ; 9 Refresh

New Database Audit Specification...

Start PowerShell
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(8) Enter the specification name: (the example here is NP_DB-NCloud_Audit) = select audit: NP_Audit

and action(s) = select action(s) (refer to the SQL Server Audit Action Groups and Actions in the

references for details) - click “OK.”

Select a page 8 Script | [ Help
. General
Name: [NP_DB-NCloud_Audit |
Audit: v]
Actions:
Audit Action Type Object Class Object Object Name Princi
01 [SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP | v v ]
02 |SCHEMA_OBJECT_CHANGE_GROUP v v ]
03 |DATABASE_OWNERSHIP_CHANGE_GROUP v v ]
" ' 04 |DATABASE_CHANGE_GROUP v v
42 WIN2012-ENG [sa] 05 |AUDIT_CHANGE_GROUP v v (]
06 |USER_CHANGE_PASSWORD_GROUP v v []
07 |SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP | v v [ ]
_ _ _ 08 |FAILED_DATABASE_AUTHENTICATION_GROUP v v [
View connection properties ]
View connection properties 09 | DATABASE_OBIECT_CHANGE_GROUP v v ]
Progress »#10 v v ]
Ready
<| m [ E
oK Cancel || Help |
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(9) In the database audit specification list, right-click “NP_DB-NCloud_Audit” - select “Enable Server

Audit Specification.”

£ Microsoft SQL Server Management Studio
File Edit View Debug Tools Window Help

é.ﬂ';ﬂ'jd§|,=l_Neruery Ly eh e G 8 _.;_3:'3|:1 -0 - O

Object Explorer > X

Connect~ %7 %! m 7 2] .5
- Lb WIN2012-ENG (SQL Server 11.0.2100 - sa)
= [ Databases
¥ [ System Databases
+ [ Database Snapshots
= | J) NCloud
+ 1 Database Diagrams
+ 1 Tables
# [ Views
% [ Synonyms
+ [ Programmability
+ [ Service Broker
+ [l Storage
= [ Security
+ [ Users
3 Roles
[ Schemas
[ Asymmetric Keys
[ Certificates
[ Symmetric Keys

== =

-

New Database Audit Specification...

|1 Database Audit Specificat

,&A'I: oud Audit

Enable %abase Audit Specification

Security
Server Objects

)
Script Database Audit Specification as

Replication
AlwaysOn High Availability

Management

Policies
Facets

[_J Integration Services Catalogs Start PowerShell

2 5L S Agent
1 SQL Server Agen Reports

Delete

Refresh
Properties

(10) Click “Close.”
1 Enable Database Audit Specification | = | O [N
@ 1 Total 0 Emor
Success 1 Success 0 Waming
Details:
Action Status Message

‘ () Enable Database Audit Specifi...  Success

% Close il
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3.2.2.2 Configuring via Graphical User Interface (GUI)

(1) Open “Windows PowerShell.”

-

Windows
PowerShell

(2) Enter the command below to log in using either sa:

<2.1>Using sa account:

PS C:\> sglcmd -S localhost -U sa

X SQLCMD

Windows PowerShe
opyright (C) 2012 Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> sgqlond -5 localhost -U sa
Password:
1=

Options:

-S [protocol:]server[instance_name][,port]
-U login_id

-P password

-A dedicated administrator connection

<2.2> Using Windows account:

Enter the command below to log in using Windows account:

PS C:\> sglcmd -S localhost -A

A Administrator: Windows PowerShell

ocalhost -A
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(3) Enter the command below to switch to the master database:

1 > use master
2>go

X SQLCMD

> use master
2> go

hanged database context to 'master’.
s

(4) Enter the audit name: NP_Audit = select audit destination: Application Log (this stores MS SQL audit

logs in the Windows Event Viewer Application Log) = click “OK.”
1 > CREATE SERVER AUDIT [

2 >TO APPLICATION_LOG

3 > WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

4 > ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)

5>GO0

ey SQLCMD

1> CREATE S5ERVER AUDIT |NP_Auait

2> TDO APPLICATION_LOG

3> WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)
> ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
5> GO

-

4 1] »

(5) Enter the command below to switch to the target audit database (the example here is: NCloud).
1> use
2>go

2> go

hanged database context to 'NCloud'.
1=
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(6) Enter the command below to configure the audit for the database and add actions. For detailed

information, refer to the SQL Server Audit Action Groups and Actions in the references.

1 > CREATE DATABASE AUDIT SPECIFICATION [

2 > FOR SERVER AUDIT [NP_Audit]

3> ADD (DELETE ON DATABASE::[ ] BY [public]),

4 > ADD (SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP),
5> ADD (SCHEMA_OBJECT_CHANGE_GROUP),

6 > ADD (DATABASE_OWNERSHIP_CHANGE_GROUP),

7 > ADD (DATABASE_OBJECT_OWNERSHIP_CHANGE_GROUP),
8 > ADD (DATABASE_CHANGE_GROUP),

9 > ADD (AUDIT_CHANGE_GROUP)

10 > WITH (STATE = ON)

Windows PowerShell

> CREATE DATABASE AUDIT SPECIFICATION |
> FOR SERVER AUDIT [NP_Audit]

D (DELETE ON DATABASE::[NCloud] BY [public]),
CHEMA_OBJECT_PERMISSION_CHANGE_GROUP),
CHEMA_OBJECT_CHANGE_GROUP)

_OWNERSHIP_CHANGE_GROUP)
OBJECT_OWNERSHIP_CHANGE_GROUP) ,
) CHANGE_GROUP) ,
IT_CHANGE_GROUP)
= ON)

5 C:hUsers\npartners

Replace the text shown in red with the database audit specification name.

1 > CREATE DATABASE AUDIT SPECIFICATION [ ]

Replace the text shown in red with the target database name.

3> ADD (DELETE ON DATABASE::[ ] BY [public])
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3.3 Event Log Configuration

This is an optional configuration.

The following sections describe configuration methods for Domain and Workgroup environments.
3.3.1 Domain
3.3.1.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

~

&

Active
Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Controllers, select “New,” and click “Organizational Unit.”

] Active Directory Users and Computers |=lof x|
File Action View Help
/,h e = — ’ : p— 1 a o IS
e $ =1 | Ele [:] ‘_.\ A RS ﬂ e > & (3] T gl &
: ] Active Directory Users and Com|| Name - Type
b Saved Queries | Builtin builtin{
l4 33 npartner.local | £ amnibaer Contail
p | Builtin Delegate Control... Organi
b (] Computer Find... Contail
b FDomalnSC Change Domain... Contail
p || ForeignSed .
: Change Domain Controller... Groups Organi
p | Managed Oraani
b = Microsoft Raise domain functional level... C 9 2
2 ontail
p 3] Servers Operations Masters...
U =
. Users I i > | Computer
All Tasks » Contact
View ’ Group
Rt InetOrgPerson
- = Bt Lt msExchDynamicDistributionList
! ) mslmaging-PSPs
Create a new object... Properties MSMQ Queue Alias

Help

Organizational Unit

£7

Printer
User
Shared Folder
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3 T Ei
7 & 2

(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the customer's environment. - ¢lick “OK”

z’ Create in:  npartnerlocal/

[+] Protect container from accidental deletion

(4) Move the Server to your New Organizational Unit:

Select your organizational unit in “Domain Controllers” -> Right-click on the “WIN2012” server.

Note: Please select the MS SQL server according to the actual environment. = click “Move.”

File Action View Help
e nFE 0/ XDz HE 3 eauTE%
] Active Directory Users and Com|| Name “ Type
p | Saved Queries
4 33 npartner.local Add to a group...
D:B% Disable Account
Reset Account
b (2 Domain Controllers
p [ ForeignSecurityPrincipal: -
b || Managed Service Accour Manage
b (2] Microsoft Exchange Secu
2] Servers
[7] Users

<| " ] > || <]

Moves the current selection to another organizat
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = Click “OK.”

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2012-

ENG” server has been moved.

File Action View Help

@« 7w

*&kt‘JTEI'h

] Active Directory Users and Com
b [ Saved Queries
4 ﬁ npartner.local
p [ ] Builtin
[ ] Computers
b [2] Domain Centrollers
b [] ForeignSecurityPrincipal:
b || Managed Service Accout
b (2] Microsoft Exchange Sect

|| Users

N

Name

ﬂ WIN2012-AD-ENG
1% WIN2012-ENG
&/ WIN2012R2-ENG
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3.3.1.2 Group Policy Settings

(1) Click “Group Policy Management.”

Group Policy
Management

(2) In the Servers organizational unit (OU), create a new Group Policy Object (GPO):

Right-click the [Servers] organizational unit = select “Create a GPO in this domain, and Link it here...”
[

& Group Policy Management =[x

& File Action View Window Help ><

o 2 8 XE | HEE
'3, Group Policy Management Servers
4 ﬁ Forest: npartner.local Linked Group Policy Objects | Group Pc € | *
4 53 Domains - C—
4 3 npartner.local Link Drder GE’O
w, Default Domain Policy L o N-Fotrer
p 2| Domain Controllers
b3 Microsoft Exchange Secur
: Create a GPO in this domain, and Link it here...
b L5 Groupf A
b 5 WMIFil  Linkan Existing GPO... g
b [ 3] Starter Block Inheritance
b g Sites Group Policy Update...

std Group Policy N

. Group Policy R Group Policy Modeling Wizard...

New Organizational Unit
View 3

New Window from Here

Delete
<| m Rename
Create a GPO in this doma Refresh
Properties
Help
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(3) Edit your Group Policy Object
Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)
Note: Create your GPO name according to the actual environment. Then click “Edit.”

Name:
| N-Partner Policy |

Source Starter GPO:
| {none)

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)
right-click and select “Edit.”

.z File Action View Window Help
&= #[m X g

& Group Policy Management
4 £\ Forest: npartner.local
4 (35 Domains
4 F3 npartner.local
=i Default Domain Policy

Scope | Details | Settings | Delegation |
Links

Display links in this location: B
p =] Domain Controllers The following sites, domains, and OUs are linl
p &) Microsoft Exchange Secur F— a

4 3 Servers &S
=[ N-Partner Poli

b 5 Group Policy Object Edit...
b [ WMI Filters Enforced

b [ Starter GPOs Bl i eaing
b [ Sites
5 Group Policy Modeling Save Report...
% Group Policy Results View

New Window from Here
Delete

Rename
<] n Refresh

Open the GPO editor Help

o _ AJN-Partner



(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >
“Local Policies” - “Audit Policy.” And click on “Audit account logon events,” “Audit account
management,” and “Audit logon events,” - check “Define these policy settings”: Success, Failure. = click

IIO K.”

File Action View Help

e 2@ XE = HE

-~

Policy Policy Setting
1:) Audit account logon events Success, Failure
,MES_' [ Audit account management Success, Failure
4 || Windows Settings 5 Audit directory service access Not Defined

> = Na"“e Resolution Policy |8 Audit logon events Success, Failure
1] Audit object access Not Defined
1] Audit policy change Not Defined
5] Audit privilege use Not Defined
12| Audit process tracking Not Defined
[1] Audit system events Not Defined

i Local Policies
- Audit Policy
b g User Rights Assignme
b & Security Options
] EventlLog
['4 Restricted Groups
(A System Services
4 Registry
['4 File System
fa/ Wired Network (IEEE 802,
| Windows Firewall with A
| Network List Manager Pc
b Gaf Wireless Network (IEEE 8(
b || Public Key Policies
b | Software Restriction Polic
b [ Network Access Protectic
p [ Application Control Polic
[ s IP Security Policies on Ac
b || Advanced Audit Policy C
i gl Policy-based QoS
b || Administrative Templates: Policy
b || Preferences

nn

o e TN Partner
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(6) Event Log: Application Log Retention Method
Expand “Computer Configuration” = “Policies” - “Windows Settings” - “Security Settings” - “Event
Log” = select “Retention method for application log” - check “Define this policy setting” - select

“Overwrite events as needed” = click “OK.”

i<
File Action View Help

I EE EEN

=/ N-Partner Policy [WINZO‘IZ-AD-ENG.NPAR"'L‘ Policy ~ Policy Setting
#E Computer Configuration {1l Maximum application log size Not Defined
4 ] Policies 1 Maximum security log size Not Defined
b [ Software Setting [ Maximum system log size Not Defined
|| Prevent local guests group from accessing application log Not Defined
b ] Name Resolution Policy '] Prevent local guests group from accessing security log Not Defined
gl Scrip - (Start'u o) lis) Prevent local guests group from accessing system log Not Defined
4 B Security Settings| l| Retain application log Not Defined
: %) Retain security log Not Defined

|| Retain system log Not Defined
L_]F‘.e(enhcn method for application log As needed
1| Retention method for security log Not Defined

b @ System Services
b (& Registry 1< Retention method for system log Not Defined

p [ 4 File System
b Eg Wired Network (IEEE 802,
b -1 Windows Firewall with A

] Network List Manager Pc

Securty Polcy Setting | Explain |

3 Retention method for application log

b Zaf Wireless Network (IEEE 8(

p (| Public Key Policies [} Define this policy setting

p 1 Software Restriction Polic O Overwrite events by days

p 1 Network Access Protectic | ® Overwrte everts as needed |

p ] Application Control Polic O Do not overwite events (dlear log manually)

b &, IP Security Policies on Ac

p 1 Advanced Audit Policy C

b gl Policy-based QoS

p [ Administrative Templates: Policy

b [ Preferences

4 % User Configuration -
b [ Policies ‘

. protcnce [+]
[< n > <1 [>

el 2@ |7 o o 1w
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(7) Event Logs: Maximum Size of Security Log

e N Ei
. .

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Event Log” - And click on “Maximum application log size” = Check “Define this policy setting” = enter

204800 KB

Note: Please adjust the number based on the actual environment. - ¢lick “OK.”

File Action View Help

oo 2E XE |

=] N-Partner Policy [WIN2012-AD-ENG.NPAR’ A

s & Computer Configuration
4 | Policies

| Software Setting

b gllj Policy-based QoS
p || Administrative Templates: Policy
p [ Preferences
4 4% User Configuration

b System Services
b [ Registry
p [ 4 File System

b Eu Wired Network (IEEE 802,

b 1 Windows Firewall with A
| Network List Manager Pq
b Zaf Wireless Network (IEEE 8(
p | Public Key Policies
p ] Software Restriction Polic
p 1 Network Access Protectic
p (] Application Control Polic
b & IP Security Policies on Ac
p 1 Advanced Audit Policy C

p [ Policies

[([_b—m_:-dmﬁx

L.] Maximum application log size

1) Maximum security log size

2] Maximum system log size

|| Prevent local guests group from accessing application log
i) Prevent local guests group from accessing security log
li¢| Prevent local guests group from accessing system log
l2<| Retain application log

] Retain security log

| Retain system log

|| Retention method for application log

|| Retention method for security log

|| Retention method for system log

Policy Setting

204800 kilobytes

Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
As needed

Not Defined
Not Defined
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(8) On the AD domain server, open “Windows PowerShell.”

(8) Enter the command below to refresh group policy.

|_|ﬂ-

Administrator: Windows PowerShell
> Invoke-GPUpdate -Computer WINZ012-ENG -RandomDelayInMinutes 0 -Force

£y

=\
EAN

Replace the text shown in red with the MS SQL server name.

(9) Enter the command below to generate server group policy report.

Administrator: Windows PowerShell

M|

: Logging
\\WIN2012-ENG\Root\Rsop\NSDC786F1C_2E8F_461A 95B3_583AE75EACDO

LoggingComputer WIN2012-ENG

LoggingUser : NPARTNER\administrator
i : Computer

For the red text , please enter the MS SQL server name and the folder path/file name.

o6 A7 N-Partner
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(11) Open the report and verify that your MS SQL server is applying the N-Partner Policy Group Policy.

COIEDN &

\tmp\SQL2012.htm| L ~ G| & NPARTNER\WIN2012-EN
v ot o IVITISE

Settings

X

Secunty Success 297 Milisecond(s)

8/13/2025 AM 10:22:4.

97

Security Settings hide
Account Policies/Password Policy show
Account Policies/ Account Lockout Policy show
Local Policies/ Audit Palicy hide

Policy Setting Winning GPO

Audit account logon events Success, Failure N-Partner Policy

Audit account management Success, Failure N-Partner Policy

Audit logon events Success, Failue N-Partner Policy
Local Policies/User Rights Assignment show
Local Policies/ Security Options show
Event Log hide

Policy Setting Winning GPO

Maximum application log 204800 kiobytes N-Partner Policy

Retention method for application log As needed N-Partner Policy
Public Key Policies/ Certificate Services Client - Auto-Enroliment Settings show
Public Key Policies/ Encrypting File System show

v




3.3.2 Workgroup
3.3.2.1 Audit Policy Configuration

(1) Open Local Group Policy Editor

Click on “Start” = enter “group policy” to search = click on “Edit Group Policy.”

Search

Everywhere ~

group policyi E

! Group Policy Management
¥

%8 & N-Partner



(2) Local Group Policies: Audit Policy
Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” -> “Local Policies”
- “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” and “Audit

logon events” items = check “Define these policy settings”: Success, Failure. = click “OK.”

File Action View Help
e 2@ XE

=[ Local Computer Policy Policy Security Setting

|4 @& Computer Configuration | 3 Audit account logon events Success, Failure

b | Software Settings E Audit account management Success, Failure
E Windom Settings | | Audit directory service access No auditing

= Scripts (Startup/Shutdown) L. Audit object access No auditing

I‘ 2z Audit policy change No auditing
a Account Policies
4 |4 Local Policies
_4 Audit Policy
b _a User Rights Assignment
b (@ Security Options
p | Windows Firewall with Adv:
|| Network List Manager Polic Local Securty Setting | Explain |
p | Public Key Policies Audt logon events
b | Software Restriction Policie: j
p | Application Control Policies
b &, IP Security Policies on Local
p | Advanced Audit Policy Con Audt these attempts:
b gl Policy-based QoS
p || Administrative Templates
4 4% User Configuration
p [ Software Settings

b :‘l Windows Settings A This setting might not be enforced if other policy is configured to
p | Administrative Templates &35 ovemide category level audt policy.

For more information, see Audit logon events. (Q921468)

=
-~

1) Audit privilege use No auditing
2] Audit process tracking No auditing
(2] Audit system events No auditing

v Success

| Failure

(3) Open “Windows PowerShell.”

5 o S N-Partner



(4) Enter the command below to refresh group policy.

PS C:\>

by Administrator: Windows PowerShell

PS C:\> gpupdate /force
Updating policy...

omputer Policy update has completed successfully.
User Policy update has completed successfully.

PS Ca\>»

(5) Enter the command below to view group policy applied status.

£y Administrator: Windows PowerShell [= o[l

Ssetting

No Auditing
No Auditing
No Auditing
No Auditing
No Auditing

Lcngon ess and
Logoff ccess and
Account Lockout s and Failur
IPsec Main Mode : s and Fai]ure
IPsec Quick Mode 2] and Failure
IPsec Extended Mode Succ and Failure
and Failure
and Failure
and Failure
and Failure

Auditing

Ery Auditing

-nel Object > Auditing

M Auditing
~tification Services Auditing
Application Generated o Auditing
Handle Manipulation » Auditing
File Share o Auditing
Filtering Platform Packet Drop Auditing
Fi1tprinq P]afform Connection Auditing
) Auditing
Auditing

Auditing

Auditing

] Auditing
Other Pri age | 5 » Auditing
Auditing
Detailed Tracking
‘rocess Creation Auditing
Process Terminatio Auditing
DPAPI Activity o Auditing
RPC Events Auditing
Plug and Play Events o Auditing
Policy
Authentication Policy Change Auditing
Authorization Pt 3 o Auditing
C Rule-Le oli hange Auditing
ing icy Change o Auditing
Other Policy Change Ev Auditing
Audit Policy Change Auditing
Account Management
User Account Management > and Failur
Computer Account Management and Failur
Security Group Mana t i and Failur
tribution Group Managemen S and Failure
Applicati Group Management L and Failur
Account Management Events 5 and Failur

Aud1t1nq
Audit
No Auditir |q
ervice Access o Auditing

and Failur
and Failure
and Failur
and Failure
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3.3.2.2 Event Log Settings

(1) Search for “Event Viewer”

Enter “Event Viewer” to search = click on “Event Viewer” in the search results.

Search

event viewer X E

H Event Viewer

a View event logs
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(2) Edit Security Log

Expand folder “Windows Logs” - right-click on “Application” - And click on “Properties.”

File Action View Help

¢ = [m]

4] Event Viewer (Local)
Custom Views
Windows Logs

Event Viewer (...

Overven

Security
] Setup
= System
{ ] Forwarded E
b L3 Applications an

|4 Subscriptions

Open Saved Log...
Create Custom View...
Import Custom View...

Clear Log...
Filter Current Log...

Properties

Find...
Save All Events As...

Attach a Task To this Log...

Help

-
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(3) Configure Security Log

Enter maximum log file size: 204800 KB

Note: Please adjust the number according to the actual environment.

- click on “Overwrite events as needed” - click “OK.”

General | Subscriptions

Full Name: Application

Log path: |%SystemRoot%\SystemSZ\Mnevt\Logs\Application.evbc

Log size: 21.07 MB(22,089,728 bytes)
Created: Wednesday, August 13, 2025 AM 10:29:27
Modified: Wednesday, August 13, 2025 AM 11:02:12

Accessed: Wednesday, August 13, 2025 AM 10:29:27

[¥] Enable logging

Maximum log size ( KB ): ‘ m@

When maximum event log size is reached:

I ® Overwrite events as needed (oldest events first) I

(O Archive the log when full, do not overwrite events
) Do not overwrite events ( Clear logs manually )

103
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4. SQL Server 2016
4.1 Login Auditing

Enable login auditing to monitor SQL Server Database Engine login activities.

After configuration, the MS SQL Server service must be restarted.

The following sections describe how to configure login auditing using both the graphical user interface

(GUI) and command-line interface (CLI).
4.1.1 Configuring via Graphical User Interface (GUI)

(1) Open “SQL Server Management Studio (SSMS).”

[ WJ
%

N, 9

Microsoft
SQL Server
Management
Studio 17

(2) Enter the server’s name - select the authentication method - click “Connect.”

of Connect to Server X

SQL Server

Server type: Database Engine v

Server name: WIN2016-ENG v ‘I

Authentication: SQAL Server Authentication v
Login: |sa v
Password: —

Remember password

Connect Cancel Help Options >>
[ Comect ]

104 ﬁ;
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(3) In [Server Name] (the example here is WIN2016-ENG SQL Server 13.0.4259), right-click and select

“Properties.”

L_.‘,; Microsoft SQL Server Ma...

File Edit View Debug Tools Window

. He97-2

Object Explorer
Connect~ ¥ ¥

Databases
Security
Server Objects
Replication
PolyBase

Always On High Availability

Management

Integration Services Catalogs

=8 SQL Server Agent

[%] XEvent Profiler

Ready

Quick Launch (Ctrl+Q) P - B
Help
# | U% New Query U% HEX n'ﬁ' :ﬁ: DAY ;

Connect...
Disconnect

Register...
New Query

Activity Monitor

Start
Stop
Pause
Resume

Restart

Policies
Facets

Start PowerShell

Reports

Refresh

Properties

105
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A

.

(4) On the Security page, under Login auditing, select “Both failed and successful logins” = click “OK”.

B Server Properties - WIN2016-ENG - O X
Selecta page | )
S -
% Genera LT Scipt v @ Help
& Memory
P
£ Processars Server authentication
Connections O Windows Authentication mode
J Database Settings
S Advanced (® SQL Server and Windows Authentication mode
& Pemissions
Login auditing
O None
() Failed logins only
(O Successful logins only
| @ Both failed and successful logins |
Server proxy account
. | [] Enable server proxy account
Server: Froxy accou
WIN2016-ENG - —
Connection:
23 Options
¢¥ View connection properties
[[] Enable C2 audit tracing
[[] Cross database ownership chaining
Progress
Ready
NS
ok |J[" cancel
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(5) Restart the MS SQL Server service: right-click [Server Name] (the example here is WIN2016-ENG SQL

Server 13.0.4259) - select “Restart.”

Lﬁ,; Microsoft SQL Server Ma... Quick Launch (Ctrl+Q) p o] A X
File Edit View Debug Tools Window Help
- ﬁ - - & J‘ ‘ u@ New QUETY Ja WOX' ONY m'?{ DAY :

Object Explorer v+ 3XxX

Connect~ ¥ ¥ ¢

B WIN2016-ENG (SQL Server 13.0.4259.04
: Databases
Security
Server Objects
Replication
PolyBase
Always On High Availability
Management
] Integration Services Catalogs
@ @3 SQL Server Agent
@ I¥] XEvent Profiler

Connect...
Disconnect

Register...

New Query

Activity Monitor

Start
Stop
Pause

Resume

Restart

Policies

Facets
Start PowerShell

Reports

Refresh

Properties

(6) Click “Yes” to restart the MS SQL Server service.

Microsoft SQL Server Management Studio

'e Are you sure you want to restart the MSSQLSERVER service on WIN2016-ENG?

B

"‘Lﬁ

Yes No

(7) Click “Yes” again to stop the SQL Server Agent service.

Microsoft SQL Server Management Studio

( 0' Stopping this service will also stop SQL Server Agent (MSSQLSERVER) . Do you wish to continue?

»

Yes No

107
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4.1.2 Configuring via Command-Line Interface (CLI)

(1) Open “Windows PowerShell.”

-

Windows
PowerShell

(2) Enter the command below to log in using sa:

<2.1>Using sa account:

PS C:\> sglcmd -S localhost -U sa

N SQLCMD - O X

PS -y = | lemd localhost =8 o~

Options:

-S [protocol:]server[instance_name][,port]
-U login_id
-P password

-A dedicated administrator connection

<2.2> Using Windows account:

Enter the command below to log in using Windows:

PS C:\> sglcmd -S localhost -A

EN Administrator: Windows PowerShell

PS C:hs» qucmd localhost
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(3) Enter the command below to switch to the master database:

1 > use master

2>go
se master

e context to 'master’.

(4) Enter the command below to enable advanced options:

1> exec 'show advanced options', 1
2>go

1 > reconfigure

£¥ SQLCMD - O X

ed from 1 to 1. Run the RECONFIGURE ment to install.

(5) Enter the command below to enable auditing for both failed and successful logins:
1 > EXEC xp_instance_regwrite N'HKEY_LOCAL_MACHINE',
N'Software\Microsoft\MSSQLServer\MSSQLServer', N'AuditLevel', REG_DWORD, 3

2>go

£¥ SQLCMD - (] X
- - rite N'HEKEY_LOCAL_MACHINE®', N'Boftware‘Microsoft JLEerve: ax ' 3

EXEC xp_
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(7) Enter the command below to restart the MS SQL Server services:
1> !INET STOP SQLSERVERAGENT
2 > IINET STOP MSSQLSERVER

3 > IINET START MSSQLSERVER
4 > |INET START SQLSERVERAGENT

£¥ SQLCMD

ccessfully.

nccessful 1::.-' C
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4.2 Configuring Auditing
4.2.1 Server-Level Audit

Enabling a server-level audit covers server operations such as administrative changes, login, and logout

activities.

The following sections describe how to configure a server-level audit using the graphical user interface

(GUI) and the command-line interface (CLI).

4.2.1.1 Configuring via Graphical User Interface (GUI)

(1) Open “SQL Server Management Studio (SSMS).”

|

5

N, 9

Microsoft

SQL Server
Management

Studio 17

(2) Enter the server’s name - select the authentication method = click “Connect.”

of Connect to Server

Server type:

Server name:

Authentication:
Login:

Password:

X
SQL Server
Database Engine v
WIN2016-ENG v
SQL Server Authentication v

|56

srrsasas

Remember password

[Cores ]| Gt [ e

111
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(3) Expand “Security” - right-click “Audits” - select “New Audit...”

L‘}; Microsoft SOL Server Ma.,, Quick Launch (Ctrl+Q) P - A x
File Edit View Debug Tools Window Help

- - -2 o ‘ NE New Query ARRAR .

Object Explorer v+ aXxX
Connect~ ¥ ¥ Y& »

5 @ WIN2016-ENG (SQL Server 13.0.4259.0 -
£3 Databases
Logins
Server Roles
Credentials

Cryptographic Providers

Audits

7 Server New Audit... t I
Server Obj

Filter 3

Replicatios
PolyBase Start PowerShell
Always Or
Managem
Integratior Refresh
4 o3 SQL Server Agent
% %] XEvent Profiler

Reports

Ready
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(4) Enter the audit name: (the example here is NP_Audit) - select “On audit log failure”: “Continue” =

select audit destination: Application Log (this stores MS SQL audit logs in the Windows Event Viewer

Application Log) - click “OK.”

s Create Audit — a X
© Ready
Select a page LJ Script ~ & Help

F# General
K Fiter

Audt name: || NP_Audt

ahk

Queue delay jn 1000
milliseconds):

On Audt @ Continue
Failure:
(O Shut down server
OF&opﬂ'dion
Audit
destination: Application Log v

2147483647 =

Connection
ﬁ WIN2016-ENG [sa]
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(5) In the audit list, right-click “NP_Audit” = select “Enable Audit.”

u‘s; Microsoft SQL Server Ma...
File Edit View Debug

- l‘#li' '(’

Object Explorer

Quick Launch (Ctrl+Q)

Tools Window Help
e ‘ N New Query N

Connect~ ¥ ¥ 0 A

= W@ WIN2016-ENG (SQL Server 13.0.4259.0 -

& Databases

= Security
Logins
Server Roles
Credentials

Cryptographic Providers

Audits

Server Audit

New Audit...

Server Objects

Enable Audit h

Replication
PolyBase
Always On High
Management
Integration Servi
o2 SQOL Server Agen
{¢] XEvent Profiler

(6) Click “Close.”

View Audit Logs

Script Audit as

Policies

Facets

Start PowerShell
Reports

Rename

Delete

Refresh
Properties

[ <

J Enable Audit O
1 Total 0 Emor
@ Success 1 Success 0 Waming
Details:
Action Status Message
1@ Enable Audit 'NP_Audt’ Success
Close
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(7) Right-click “Server Audit Specifications,” = select “New Server Audit Specification...

L_&: Microsoft SQL Server Ma.., “uick Launch (Cirl+() P - B X
File Edit View Debug Tools Window Help
. - - - |.'|" | in% New Query H% DX Iﬁla :ﬁ} DAY .

Object Explorer v 31X

Connect~ ¥ ¥ ¢

= a WIN2016-ENG (SQL Server 13.0.4259.0 -
Databases

Security
Logins

Server Roles

Credentials

Cryptographic Providers

Audits

) NP_Audit
mSewer Audit Specifications

Server Objects New Server Audit Specification...
Replication

Filt
PolyBase e

Always On High Availability Start PowerShell

Management

Integration Services Catalogs Reports

=3 SQOL Server Agent Refresh
{#¢] XEvent Profiler
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(8) Enter the specification name: (the example here is NP_Server_Audit) = select audit: NP_Audit =

select action(s) (refer to the SQL Server Audit Action Groups and Actions in the references for details)

- click “OK”

14 Server Audit Specification Properties — m] X
ﬂil Ready
Select a page LT Script ~ | €) Help
K General
Name: NP_Server_Audit
Audit: NP_Audit v
Actions:
Audit Action Type Object Class Object Schema  Object Name Princig
» 01 |AUDIT_CHANGE_GROUP v ~
02 |FAILED_LOGIN_GROUP ~ ~
03 | SUCCESSFUL_LOGIN_GROUP v ~
04 |LOGOUT_GROUP v v
05 |DATABASE_CHANGE_GROUP v ~
06 |DATABASE_OBJECT_CHANGE_GROUP v v
mGENG . 07 |SCHEMA_OBJECT_CHANGE_GROUP ~ =
08 |SERVER_OBJECT_CHANGE_GROUP v ~
08 |SERVER_OPERATION_GROUP v v
10 |SERVER_STATE_CHANGE_GROUP v ~
View connection properties 11 |DATABASE_OWNERSHIP_CHANGE_GROUP v |
Progress 12 |USER_CHANGE_PASSWORD_GROUP v |
Ready o 13 - 2|
< >
Cancel Help
&

(9) In the server audit specification list, right-click “NP_Server_Audit” = select “Enable Server Audit

Specification.”

L‘); Microsoft SOL Server Ma.., “uick Launch (Ctrl+0) P - m] x
File Edit View Debug Tools Window Help
: - iﬁ - - & HI" | Ja New Query iila u‘.? MY m‘ﬁ DAk :

Object Explorer 1 X
Connect~ ¥ ¥ ¢ M
= @ WIN2016-ENG (SQL Server 13.0.4259.0 -
@ Databases
=) Security
& Logins
Server Roles

Credentials

Cryptographic Providers
Audits
O NP_Audit

Server Audit Specifications
—E’ NP_S A d' . .
—— New Server Audit Specification...

Server Objects
Replication I

Enable Server Audit Specification .
e

PolyBase Script Server Audit Specification as

Always On High Availak

Management Policies
Integration Services Cat Facets
=8 SOL Server Agent
# [%] XEvent Profiler

Start PowerShell

Reports

Delete

Refresh
Properties
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- -r "”:x‘
(10) Click “Close.”
43 Enable Server Audit Specification - O X
@ 1 Total 0
Success 1 Success 0 Waming
Details:
Action Status Message
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4.2.1.2 Configuring via Graphical User Interface (GUI)

(1) Open “Windows PowerShell.”

-

Windows
PowerShell

(2) Enter the command below to log in using either sa:

<2.1>Using sa account:

PS C:\> sglcmd -S localhost -U sa

£¥N SQLCMD — O X

l oca 1 h ost

Options:

-S [protocol:]server[instance_name][,port]
-U login_id
-P password

-A dedicated administrator connection

<2.2> Using Windows account:

Enter the command below to log in using Windows:
PS C:\> sglcmd -S localhost -A

EN Administrator: Windows PowerShell

FS C:hve sqlomd localhost
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(3) Enter the command below to switch to the master database:

1 > use master
2>go

¢4 SQLCMD —

1= use master

g
hanged database context to 'master’'.
1=

(4) Enter the audit name: NP_Audit = select audit destination: Application Log (this stores MS SQL audit

logs in the Windows Event Viewer Application Log) = click “OK.”
1 > CREATE SERVER AUDIT [

2 >TO APPLICATION_LOG

3> WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)
4 > ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
5>G0

4 SQLCMD

1> CREATE SERVER AUDIT [NP_Audit]

2> TO APPLICATION_LOG

3> WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)
§> gIdTER SERVER AUDIT [NP_ P-udlt] WITH (STATE = ON)
-]

1= _

(5) Enter the command below to configure the server audit and add actions. For detailed information,

refer to the SQL Server Audit Action Groups and Actions in the references.
1 > CREATE SERVER AUDIT SPECIFICATION [

2 > FOR SERVER AUDIT [NP_Audit]

3> ADD (SUCCESSFUL_LOGIN_GROUP),

4 > ADD (FAILED_LOGIN_GROUP),

5> ADD (LOGOUT_GROUP),

6 > ADD (SERVER_STATE_CHANGE_GROUP),

7 > ADD (SERVER_OPERATION_GROUP),

8 > ADD (SCHEMA_OBJECT_CHANGE_GROUP),

9 > ADD (DATABASE_OWNERSHIP_CHANGE_GROUP),

10 > ADD (DATABASE_CHANGE_GROUP),

11 > ADD (DATABASE_OBJECT_CHANGE_GROUP),
12 > ADD (SERVER_OBJECT_CHANGE_GROUP),

13 > ADD (USER_CHANGE_PASSWORD_GROUP)

14 > ADD (AUDIT_CHANGE_GROUP)

15> WITH (STATE = ON)

m al Ly i



https://docs.microsoft.com/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15

[0 —

LA, N

-

1

1
¥
1

1 /
1

1

1 =
P

EN Administrator: Windows PowerShell

AUDIT [NP_Audit]
g ". B :1_'F|| |'|'|'E|

ADD LI_IIHI |1T1‘ u.p| m‘P )

> ADD (3 EF.‘."EF. .THTE “CHANGE_GROTP ),

ADD

= AT
> ADD

= ADD ;'
= ADD |
A0D (S
40D (1 } ¢
A0D u..HIIIT _CHANGE

:-; ITTH (STATE = ON)

Replace the text shown in red with the server audit specification name.

kS l}LEIITE ‘Ep]l'rEE HIT]]IT ‘PEI IFII HTI”N [”I l-"'J. fer |“||||11+]
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4.2.2 Database-Level Audit

Enabling a database-level audit covers operations involving Data Manipulation Language (DML) and Data
Definition Language (DDL) statements.
The following sections describe how to configure a database-level audit using the graphical user interface

(GUI) and the command-line interface (CLI).
4.2.2.1 Configuring via Graphical User Interface (GUI)

(1) Open “SQL Server Management Studio (SSMS).”

[ Wj
%

N, 9

Microsoft
SQL Server
Management
Studio 17

(2) Enter the server’s name - select the authentication method = click “Connect.”

oF Connect to Server X

SQL Server

Server type: Database Engine v

Server name: WIN2016-ENG v ||

Authentication: SQAL Server Authentication v
Login: |sa v
Passwond: —

Remember password

Connect Cancel Help Options >>

s
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(3) Expand “Security” - right-click “Audits” - select “New Audit...”

L_,g; Microsoft SQL Server Ma... uick Launch (Cirl+Q) P - O x
File Edit View Debug Tools Window Help
. - ?3 - -2 ||'|" | U% New Quenf U% h@ W :ﬁ} DAY ;

Object Explorer vy 31X
Connect~ ¥ ¥ Y ¢ &

= @ WIN2016-ENG (SQL Server 13.0.4259.0 -
= Databases
£ Logins
Server Roles

Credentials

Cryptographic Providers

B Audits

[+ Server New Audit... E I

serverObj  Fikter b
Replicatioi
PolyBase Start PowerShell
Always Or
Managem
Integratior Refresh

3 o3 SQL Server Agent

+ %] XEvent Profiler

Reports
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(4) Enter the audit name: (the example here is NP_Audit) - select “On audit log failure”: “Continue” =

select audit destination: Application Log (this stores MS SQL audit logs in the Windows Event Viewer

Application Log) - click “OK.”

¢ Create Audit

ar

© Ready
Select a page LT Script ~ & Help
# General
K Fiter
Audtname:  ||NP_Audt
Queue delay jn 1000
milliseconds):
On Audt @© Continue
Failure:
() Shut down server
O Fail operation
Audit
Connection

o¥ WIN2016-ENG fsa)
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(5) In the audit list, right-click “NP_Audit” = select “Enable Audit.”

L.t,; Microsoft SOL Server Ma...
File Edit View Debug Tools Window Help

- l‘#li' '(’

Object Explorer

Quick Launch (Ctrl+Q) P - (| x

# ‘ Ula NGWQuery U% nﬁ' 1 :ﬁ} DAY -

Connect~ ¥ *§ (VS

= @ WIN2016-ENG (SQL Server 13.0.4259.0 -

[ Databases
= Security
® Logins
Server Roles
Credentials

Cryptographic Providers

Audits

Server Audit

New Audit...

Server Objects I

Enable Audit h

Replication
PolyBase
Always On High

Management

Integration Servi
& SQL Server Agen
{¥] XEvent Profiler

(6) Click “Close.”

View Audit Logs
Script Audit as

Policies

Facets

Start PowerShell
Reports

Rename
Delete

Refresh
Properties

52 Enable Audit — O x
1 Total 0 Emor
@ Success 1 Success 0 Waming
Details:
Action Status Message
1@ Enable Audit NP_Audt’ Success
Close
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(7) In “Databases,” select the target database (the example here is : NCloud) - expand “Security” =

right-click “Database Audit Specifications” = select "New Database Audit Specification...”

;“)1‘1 Microsoft SQL Server Ma... uick Launch (Cirl+ Q)]

File Edit View Debug Tools Window Help

- ‘ ?ﬁ - -2 # u% NCWQUC'Y u@ WO ::i:’l“ llf:;l‘: DAY —'

Object Explorer
Connect~ ¥ *¥ ¢ »
= 8 WIN2016-ENG (SQL Server 13.0.4259.0 - sa)
= Databases
+ System Databases
+ Database Snapshots
Database Diagrams
Tables
Views

+ [

External Resources

-

Synonyms
Programmability
Service Broker

+ =+ [+ =

Storage

Users

+

Roles

Schemas

Asymmetric Keys
Certificates

Symmetric Keys

+ Always Encrypted Keys

Database Audit Specifications

* Security Policies

T E E

+

New Database Audit Specification...

+
)
% W ReportServer
# W ReportServerTempDB
Security
Server Objects

Replication

PolyBase
Always On High Availability
Manaaement

Filter
Start PowerShell
Reports

Refresh
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(8) Enter the specification name: (the example here is NP_DB-NCloud_Audit) = select audit: NP_Audit

and action(s) = select action(s) (refer to the SQL Server Audit Action Groups and Actions in the

references for details) - click “OK.”

© Ready

Select a page
# General

Connection
¢¥ WIN2016-ENG [sa]

View connection properties
Progress
Ready

¢ Create Database Audit Specification

LT Script ~ & Help

Name:
Audit:

Actions:

NP_DB-NCloud_Audit I

| NP_Audit

01

8

05

07

» 10
11

Audit Action Type Object Class Object Schema  Objec
SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP v v
SCHEMA_OBJECT_CHANGE_GROUP v v
DATABASE_OWNERSHIP_CHANGE_GROUP i v
DATABASE_CHANGE_GROUP it 54
AUDIT_CHANGE_GROUP 5 o
USER_CHANGE_PASSWORD_GROUP v v
SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP v |v
FAILED_DATABASE_AUTHENTICATION_GROUP v [ v
DATABASE_OBJECT_CHANGE_GROUP v |v
DATABASE ROLE _MEMBER_CHANGE GROUP v v

v v
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https://docs.microsoft.com/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15

(9) In the database audit specification list, right-click “NP_DB-NCloud_Audit” - select “Enable Server

Audit Specification.”

L‘,; Microsoft SQL Server Ma... Quick Launch (Ctrl+Q) yol (m X
File Edit View Debug Tools Window Help

-9 |8B~-1-& ¥ BNewauey ER QR R <

v o X

Object Explorer
Connect~ ¥ ¥ o e

=] 8 WIN2016-ENG (SQL Server 13.0.4259.0-5sa) =~
E Databases

¥ System Databases
+ Database Snapshots

= @ NCloud
& Database Diagrams
0 Tables
+ Views

External Resources

F

+ Synonyms
¥ Programmability
# Service Broker
+ Storage
= Security
+ Users
+ Roles
& Schemas
e Asymmetric Keys
Certificat
= e S ,es New Database Audit Specification...
+ Symmetric Keys
: Always Encrypted Keys l Enable Database Audit Specification |\ I
= Database Audit Specificati Script Database Audit Specificationas  »
54 NP_DB-NCloud_Audit
) Security Policies Policies 4
7 W ReportServer Facets
ReportServerTempDB
- SG £ 2 Start PowerShell
[* ecurity
& Server Objects Reports »
+ Replication
) PolyBase Delete
+ Alwavs On Hiah Availabilitv Refresh
Properties
(10) Click “Close.”
d¥ Enable Database Audit Specification - O X
.
@ 1 Total be 0 Emor
Success 1 Success 0 Waming
Details:
Action Status Message

w—

2 Enable Database Audt Specficat.. Success
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4.2.2.2 Configuring via Graphical User Interface (GUI)

(1) Open “Windows PowerShell.”

-

Windows
PowerShell

(2) Enter the command below to log in using either sa:

<2.1>Using sa account:

PS C:\> sglcmd -S localhost -U sa

£¥N SQLCMD — O X

l oca 1 h ost

Options:

-S [protocol:]server[instance_name][,port]
-U login_id
-P password

-A dedicated administrator connection

<2.2> Using Windows account:

Enter the command below to log in using Windows account:
PS C:\> sglcmd -S localhost -A

EN Administrator: Windows PowerShell

PS C:hve sqlomd localhost
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(3) Enter the command below to switch to the master database:

1 > use master
2>go

£¥ SQLCMD - O X

ed database context to 'master'.

(4) Enter the audit name: NP_Audit - select audit destination: Application Log (this stores MS SQL audit
logs in the Windows Event Viewer Application Log) - click “OK.”

1 > CREATE SERVER AUDIT [

2 >TO APPLICATION_LOG

3 > WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

4 > ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)

5>GO

£N SQLCMD — O X

1> CREATE SERVER AUDIT [NP_Audit]

2> TO APPLICATION_LOG

3> WITH (QUEUVE_DELAY = 1000, ON_FAILURE = CONTINUE)
4> ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
> G0

(5) Enter the command below to switch to the target audit database (the example here is: NCloud).

1> use
2>go

E¥ SQLCMD
e NCloud

anged database context to "NCloud'.
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(6) Enter the command below to configure the audit for the database and add actions. For detailed

information, refer to the SQL Server Audit Action Groups and Actions in the references.
1 > CREATE DATABASE AUDIT SPECIFICATION [

2 > FOR SERVER AUDIT [NP_Audit]

3 > ADD (DELETE ON DATABASE::[ 1 BY [public]),

4 > ADD (SCHEMA_OBJECT _PERMISSION_CHANGE_GROUP),
5> ADD (SCHEMA_OBJECT_CHANGE_GROUP),

6 > ADD (DATABASE_OWNERSHIP_CHANGE_GROUP),

7 > ADD (DATABASE _CHANGE_GROUP),

8 > ADD (AUDIT_CHANGE_GROUP),

9 > ADD (USER_CHANGE_PASSWORD_GROUP),

10 > ADD (SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP),
11 > ADD (FAILED_DATABASE_AUTHENTICATION_GROUP),
12 > ADD (DATABASE_OBJECT_CHANGE_GROUP),

13 > ADD (DATABASE_ROLE_MEMBER_CHANGE_GROUP)

14 > WITH (STATE = ON)

15> GO

1> quit

LN Administrator: Windows PowerShell

1> CREATE DATABASE AUDIT SPECIFICATION [NP_DB-NCloud Audit]
2> FOR SERVER AUDIT [NP_fudit]
ADD (DELETE ON DATABASE::[NCloud] BY [public]),
ADD (SCHEMA_OBJECT PERMISSION CHANGE_GROUP),
ADD (SCHEMA_OBJECT CHANGE_GROTP ),
ADD (DATABASE_OBJECT _OWNERSHIP_CHANGE_GROUP),
ADD (DATABASE_CHANGE GROUP),
ADD (USER CHANGE PASSWORD GROUP),
0= ADD (AUDIT CHANGE GROUP),
10> ADD (SCHEMA_OBJECT OWNERSHIP CHANGE_GROUP),
{1> ADD (FAILED DATABASE_AUTHENTTCATION GROUP),
12> ADD (DATABASE_OBJECT CHANGE_GROUP),
13> ADD (DATABASE ROLE_MEMBER_CHANGE_GROUP)
14> WITH (STATE = ON)

Replace the text shown in red with the database audit specification name.

1 > CREATE DATABASE AUDIT SPECIFICATION [ ]

Replace the text shown in red with the target database name.

3 > ADD (DELETE ON DATABASE::[ ] BY [public])
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4.3 Event Log Configuration

This is an optional configuration.

The following sections describe configuration methods for Domain and Workgroup environments.

4.3.1 Domain
4.3.1.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

Users and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Controllers, select “New,” and click “Organizational Unit.”

] Active Directory Users and Computers - O X

File Action View Help

e AFE BB BHE P eETER

] Active Directory Users and Com|| Name Type Description
sred s [ Builtin builtinDomain
w4 npartner.local : )
Builtin Delegate Control... 'ntalrnerr Default conta
9 Computer: Find... ganl.zat!onal Un#
57 DNS Serve ) ganizational Unit Default conta
:T Dom'ain a Change Domain... intainer Default conta
i ForeignSe( Change Domain Controller... intainer Default conta
| Managed ¢ Raise domain functional level... ganizational Unit
2| Microsoft | Operations Masters... ganizational Unit
3] Servers intainar Nefault ranty
] Users I New >I Computer
All Tasks » Contact
View 5 Group
InetOrgPerson
el msDS-ShadowPrincipalContainer
Export Lst.. msExchDynamicDistributionList
Properties mslmaging-PSPs
Help MSMQ Queue Alias
| Organizational Unit [N |
Printer
User
Shared Folder
< > < >

Create a new object...
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the customer's environment. - ¢lick “OK”

New Object - Organizational Unit

-~ Crestein:  npartnerlocal/

X

e

[] Protect container from accidental deletion

| Cancel Help

(4) Move the Server to your New Organizational Unit:

Select your organizational unit in “Domain Controllers” -> Right-click on the “WIN2016” server.

Note: Please select the MS SQL server according to the actual environment. = click “Move.”

» [ Saved Queries
v 3 npartner.local

5 [ Builtin
DMNS_Servers
Domain Controllers

»

ForeignSecurityPrincipal:
Managed Service Accour
Microsoft Exchange Sect
Servers

0 D

Users

£ WIN2016-ENGy

] Active Directory Users and Computers - O X
File Action View Help

9 2@ /0 XEE HE T 8ETE%

| Active Directory Users and Com|| Name Type Description

Add to a group...
Disable Account
Reset Account

I Move...

Manage
All Tasks

Cut
Delete

Properties
Help
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

Move

Move object into container:

X

=- ij npartner
@#-{_] Computers
@-{3] DNS_Servers
@#-{3] Domain Controllers
&1 | ForeignSecurityPrincipals
-4 | Managed Service Accounts

] Users

<2 | Microsoft Exchange Security Groups

A\

| 0K ]| | Conce

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2016-

ENG” server has been moved.

File Action View Help

_ Active Directory Users and Computers -

o 2T B EE HR RRETIR

| Active Directory Users and Com
» [ Saved Queries
v F3 npartner.local

5 || Builtin

| Computers

> (3] DNS_Servers

> &1 Domain Controllers

» [] ForeignSecurityPrincipal:

» ] Managed Service Accour

> 2] Microsoft Exchange Sect
2| Servers
5 | Users

Name Type

& WIN2016-ENG Computer
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4.3.1.2 Group Policy Settings

(1) Click “Group Policy Management.”

Group Policy
Management

(2) In the Servers organizational unit (OU), create a new Group Policy Object (GPO):

Right-click the [Servers] organizational unit = select “Create a GPO in this domain, and Link it here...”

‘& Group Policy Management - O X

& File Action View Window Help - =

4 - | | = 7~ ==
& | [ G E (1]

= Qroup Policy Management Group Policy Management
v 4\ Forest: npartner.local Contents
v 53 Domains
v 3 npartner.local Name
»,, Default Domain Policy £\ Forest: npartner local

2 | DNS_Servers
2 | Domain Controllers

; ' t Exchange Security !
o Servers
‘ Create a GPO in this domain, and Link it here...

-t Group

3 WMIF Link an Existing GPO...
2l Starter Block Inheritance
| Sites Group Policy Update...
st% Group Policy |
« Group Policy | Group Policy Modeling Wizard...

New Organizational Unit

New Window from Here

Delete 2|
<

Rename
Create a GPO in this domi
reate a in this dom Refriach

Properties

Help
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(3) Edit your Group Policy Object

Enter your Group Policy Object name. (in

this example, it is “N-Partner Policy”)

Note: Create your GPO name according to the actual environment. Then click “Edit.”

New GPO

Name:

X

I N-Partner Policy I

Source Starter GPO:
{none)

s

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)

right-click and select “Edit.”

'3, Group Policy Management — a X
&, File Action View Window Help - | [
o 2@ X B
"z Group Policy Management | N-Partner Policy
v h Forest: npartner.local Scope Detalls Settings Delegation
v |35 Domains :
v #3 npartner.local . ‘ A
-] Default Domain Policy Display links in this location np v

5| DNS_Servers
2 | Domain Controllers

The following sites, domains, and OUs are link:

N

2| Microsoft Exchange Security || Lo'cation
v B & Servers
I | N-Partner Policy -
- Group Policy Objec I Edit... k ?
5 WMI Filters Enforced [———
3 Starter GPOs B L
% a Link Enabled .
- Save Report... —
st4 Group Policy Modeling
.+ Group Policy Results View >
New Window from Here 5
Delete =S
< Rename
Open the GPO editor Refresh
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Local Policies” = “Audit Policy.” And click on “Audit account logon events,” “Audit account

management,” and “Audit logon events,” - check “Define these policy settings”: Success, Failure. = click

IIO K.”

=/ Group Policy Management Editor
File Action View Help

o 2T XE = HE

_:J N-Partner Policy [WIN2016-AD-ENG.NP A
v A& Computer Configuration
v | Policies
» || Software Settings
Iv 1 Windows Settings |
| Name Resolution Policy
&) Scripts (Startup/Shutdowr
» = Deployed Printers
v S Security Settings
» - Account Policies

Local Policies

, % Audit Policy

User Rights Assign
> ] Security Options
» ] Eventlog
» @ Restricted Groups
» [ @ System Services
4 Registry
» | a File System
> ZH: Wired Network (IEEE 8
» | Windows Firewall with
[ Network List Manager
) ;j Wireless Network (IEEE
| Public Key Policies
| Software Restriction Py
| Application Control Pt
» 8 IP Security Policies on
» || Advanced Audit Policy
» wllj Policy-based QoS
| Administrative Templates: Po
| Preferences
v & User Configuration
,» [ Policies

i m

Policy

Policy Setting

g Audit account logon events
Audit account management

Success, Failure

Success, Failure

Audit directory service access Mot Defined
[E Audit logon events Success, Failure

L2 Audit object access
[e) Audit policy change
Lo Audit privilege use

\.g Audit process tracking
L) Audit system events

Mot Defined
Not Defined
Mot Defined
Mot Defined
Not Defined

Audit logon events Properties

Securtty Policy Setting  Explain

a? Audit logon events
=2 ’

Define these policy settings
Audt these attempts
[+ Success
4 Failure
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(6) Event Log: Application Log Retention Method

Expand “Computer Configuration” - “Policies” - “Windows Settings” = “Security Settings” - “Event

Log” = select “Retention method for application log” = check “Define this policy setting” - select

“Overwrite events as needed” - click “OK.”

=] Group Policy Management Editor
File Action View Help

o 27 XE = HE

=/ N-Partner Policy [WIN2016-AD-ENG.NPART
v & Computer Configuration
v || Policies
> || Software Settings
Iv [ Windows Settings|

| Name Resolution Policy

& Scripts (Startup/Shutdown)
» = Deployed Printers

Security Settings

-+ Account Policies

> i Local Policies
> | m Restricted Groups
> [ @ System Services
_4 Registry
>[4 File System
> fn/ Wired Network (IEEE 802.
> | Windows Firewall with Ac
| Network List Manager Po
> &l Wireless Network (IEEE 80
> | Public Key Policies
> [ Software Restriction Polic
» | Application Control Polic
> &, IP Security Policies on Adf
» | Advanced Audit Policy Cc
> ulli Policy-based QoS
» | Administrative Templates: Policy

> ] Preferences
v 4% User Configuration
| Policies
| Preferences

Policy

¢ Maximum application log size

| Maximum security log size

e Maximum system log size

L Prevent local guests group from accessing application log
L Prevent local guests group from accessing security log

iy Prevent local guests group from accessing system log

| Retain application log

l2g| Retain security log

.. Retain system log Not Defined
@ Retention method for application log As needed I

| Retention method for security log
x| Retention method for system log

Policy Setting
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

Retention method for application log Properties
Security Policy Setting  Explain
? Retention method for application log

| EA Define this policy setting |
(O Overwrite events by days
[(_DOvemvteevertsasneededl
(O Do not overwrite events (clear log manually)
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Event Log” —>And click on “Maximum application log size” - Check “Define this policy setting” - enter

204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

1=/ Group Policy Management Editor — O X
File Action View Help
L AN a(RERN 7 Bo:
=/ N-Partner Policy [WIN2016-AD-ENG.NPART|| policy - Policy Setting
v C__()mplftf}'r Configuration x| Maximum application log size 204800 kilobytes I
- P_._::Imes " (| Maximum security log size Mot Defined
|V e 3:2‘:::55;;;:19;5 | e Maximum system log size Mot Defined
— = Name Resolution Policy L Prevent local guests group from accessing application log Not Defined
& Scripts (Startup/Shutdown) || 4 Prevent local guests group from accessing security log Mot Defined
mm Deployed Printers L2z Prevent local guests group from accessing system log Not Defined
v h Security Seftings ly Retain application log Mot Defined
5 Account Policies [ Retain security log Not Defined
= Local Policies [ Retain system log Mot Defined
[ Retention method for application log As needed
5 Restricted Groups . Retention method for security log Mot Defined
4 System Services L4 Retention method for system log Mot Defined
5 Rngstry Maximum application log size Properties ? X
+ g File System
i/ Wired Network (IEEE 802.7 Securtty Policy Setting  Explain
—| Windows Firewall with Ac ? Maxdmum apglication log size
| Network List Manager Po o b
;ﬁ Wireless Network (IEEE 80 IE Dermmmiwsml
_| Public Key Policies
, _, Software Restriction Polic [msm =1 iobytes
| Application Control Polic
&, 1P Security Policies on Act
| Advanced Audit Policy Ce
> ullil Policy-based QoS
» [ Administrative Templates: Policy
. || Preferences
v 4% User Configuration
| Policies &
“| Preferences
< > || € >
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(8) On the AD domain server, open “Windows PowerShell.”

(9) Enter the command below to refresh group policy.

PS C:\>

EN Administrator: Windows PowerShell - O X
S C:hv> Invoke-GPUpdate WINZ2016-ENG

Replace the text shown in red with the MS SQL server name.

(10) Enter the command below to generate server group policy report.

EN Administrator: Windows PowerShell - O X
3 (| ) 16.htnl html

EF2_7464_46 765F0AZFCDEY

h

For the red text, please enter the MS SQL server name and the folder path/file name.
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e N Ei
.

(11) Open the report and verify that your MS SQL server is applying the N-Partner Policy Group Policy.

)28 campisaizoientmi

L ________________p

NPARTNER\WIN2016-ENG
Data collected on: 8/13/2025 PM 02:27:06

£ - ¢ || @ wearrnerwiNDIE-ENG % ||

- o X
e & O

Local Polices/Audit Policy
Policy Setting
Audit account logon events Success, Failure N-Partner Policy
Audit account management Success, Failure N-Partner Policy
Audit logon events Success, Failure N-Partner Policy
Local Policies/User Rights Assignment o
' Local Polices/Security Options o
show
Event Log .
hide |
Policy Setting Winning GPO
Maximum application log size 204800 kilobytes N-Pariner Policy
Retention method for application log As needed N-Partner Policy ~
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4.3.2 Workgroup
4.3.2.1 Audit Policy Configuration

(1) Open Local Group Policy Editor

Click on “Start” = enter “group policy” to search = click on “Edit Group Policy.”

Best match

«  Edit group policy

- I Control panel

B © [ 0 B @™ g

jo [ e [ i g e
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(2) Local Group Policies: Audit Policy
Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” -> “Local Policies”
- “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” and “Audit

logon events” items = check “Define these policy settings”: Success, Failure. = click “OK.”

=/ Local Group Policy Editor - O X
File Action View Help

o 2T XE = HEE

=/ Local Computer Policy 1 Policy Security Setting
Iv e Con;pft:t‘:r CoSnfnguratlonI A Audit account logon events Success, Failure
i SOThware SetIngs _}j Audit account management Success, Failure

I | Windows Settings| -

5 Name Resolution Policy ': Audit directory service access Success, Failure
= Scripts (Startup/Shutdown) Aud' n SRS HKLERS Falure
u"_"] Deployed Printers _ﬁ Audit object access Success, Failure
I F Security Settings| _:»’Ei Audit policy change Success, Failure
4 Account Policies _':.:J Audit privilege use Success, Failure
v 4 Local Policies _:;? Audit process tracking Success, Failure
4 Audit Policy 2 Audit system events Success, Failure
4 User Rights Assignmen| Audit logon events Properties ? X

5 Security Options

| Windows Firewall with Ady
| Network List Manager Poli E Audt logon events

_| Public Key Policies i‘
_| Software Restriction Polici
| Application Control Policie
S IP Security Policies on Loc: Audt these attempts h
| Advanced Audit Policy Co

olli Policy-based QoS
| Administrative Templates

Local Security Setting  Explain

v % User Configuration

| Software Settings This setting might not be enforced if other policy is configured to
| Windows Settings I ovenide category level audt policy

For more information, see Aud n everts. (Q921468)

| Administrative Templates
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(3) Open “Windows PowerShell.”

(4) Enter the command below to refresh group policy.
PS C:\>

E¥ Administrator: Windows PowerShell

omputer Po
ser Po
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(5) Enter the command below to view group policy applied status.

PS C: \>

Fallure
Failure
I Failure
nd Failure
1 Failure

d Failure
id Failore
Failure
Failure
Faillore
Failore

': Failure
d Failure
d Failure

Failure
Failore
Failunre
Failure
1 Failore
1 Failure
1 Failure
d Failure
d Fallore
d Failore
Failore
Failore
Failure
Failnre

and Failure
1 Failuore
Failure
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4.3.2.2 Event Log Settings

(1) Search for “Event Viewer”

Enter “Event Viewer” to search = click on “Event Viewer” in the search results.

Best match

«  View event logs
1 Control panel

B & 0 0 B == &

| event logs
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(2) Edit Security Log

Expand folder “Windows Logs” - right-click on “Application” - And click on “Properties.”

E Event Viewer

File Action View Help

L o ARl ? Mo:

Event Viewer (Local)
é Custom Views

O

npaion |

<

Displays Log properties

View
Refresh

Help

(3) Configure Security Log

Enter maximum log file size: 204800 KB

| lication & *
v | Windows Logs Level ~| |Aee
I AEE'ICBt'IOI"I (G Infarmati (Inen...
i+] Security Open Saved Log... Lt
] Setup Create Custom View...
10,
5] System Import Custom View...
] Forwarded | ar.
1 Applications ar Clear Log... by ..
4 Subscriptions Filter Current Log... b
I Properties I\ IJ.
Find... =
Save All Events As... -
Attach a Task To this Log... per
N

Note: Please adjust the number according to the actual environment.

- click on “Overwrite events as needed (oldest events first)” = click “OK.”

General Subscriptions

Log Properties - Application (Type: Administrative)

Enable logging

Maximum log size (KB ):

20480;|

When maximum event log size is reached:

I@ Overwrite events as needed (oldest events first}l

(O Archive the log when full, do not overwrite events

(O Do not overwrite events ( Clear logs manually )

[ o< ]

Full Name: Application

Log path: %SystemRoot %\ System32\Winevt\Logs\Application.evix
Log size: 20,00 MB(20,975,616 bytes)

Created: Wednesday, April 10, 2024 PM 07:44:35

Modified: Tuesday, August 12, 2025 AM 09:18:12

Accessed: Wednesday, April 10, 2024 PM 0T:44:35

L

Cancel

X
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5. SQL Server 2019
5.1 Login Auditing

Enable login auditing to monitor SQL Server Database Engine login activities.

After configuration, the MS SQL Server service must be restarted.

The following sections describe how to configure login auditing using both the graphical user interface

(GUI) and command-line interface (CLI).

5.1.1 Configuring via Graphical User Interface (GUI)

(1) Open “SQL Server Management Studio (SSMS).”

SQL Server
Management
Studio 20

(2) Enter the server’s name - select the authentication method - click “Connect.”

of Connect to Server X

SQL Server

Server type: Database Engine v

Server name: v ‘

Authentication: SQL Server Authentication v
Login: |sa v ‘
T |.. ‘

Remember password

Cancel Help Options >>

147

o
Pl

Partner



(3) In [Server Name] (the example here is SQL Server 15.0.2000.5), right-click and select “Properties.”

1 :' Microsoft SOL Server Man.., “uick Launch (Ctrl+Q) P = B8 x

File Edit View Tools Window Help

: - | ﬁ - - % m Ja New Query ii% t@ n@ I:I:?n DAY | ;
Execute | -

Object Explorer

Connect~ ¥ *i

Databases Connect...
Security Disconnect
Server Objects
Replication
PolyBase New Query
Always On High Availability
Management
Integration Services Catalogs Start
4 a8 SOL Server Agent
% {¢] XEvent Profiler

Register...

Activity Menitor

Stop
Pause
Resume

Restart

Policies

Facets

Start PowerShell
Azure Data Studio

Reports

Refresh

Properties
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%

-
.

(4) On the Security page, under Login auditing, select “Both failed and successful logins” = click “OK”.

B Server Properties - WIN2019-ENG - O X

|5"°=',Gm:;7' T Scipt ~ @ Hep
& Memory

éﬁ Server authentication
Connections () Windows Authentication mode

J Database Settings
J Advanced ® SQL Server and Windows Authentication mode

J Pemissions

Login auditing
() None
(O Failed logins only
(O Successful logins only
| @ Both failed and successful logins |

Server proxy account
[[] Enable server proxy account

Server:

WIN2013-ENG Options

Connection:
s [] Enable C2 audt tracing

¥¥ View comnection properties [[] Cross database ownership chaining

Progress
Ready

|| oK [!l Cancel

149 - #/N-Partner



(5) Restart the MS SQL Server service: right-click [Server Name] (the example here is SQL Server

15.0.2000.5) - select “Restart.”

;_:I Microsoft SOL Server Man,., Quick Launch (Ctrl+Q) P o [m] x
File Edit View Tools Window Help

. ‘ a - - & a2 New Query A RRSE | ;

| Execute | o

Object Explorer *1Xx
Connect~ ¥ ¥ VS

localhost (SQL Server 15.0.2000.5 - sa} 1
Databases
Security Disconnect

Connect...

Server Objects Register...
Replication
PolyBase
Always On High Availability Activity Monitor
Management
Integration Services Catalogs Start
| o3 SOL Server Agent Stop
| {¥] XEvent Profiler

New Query

Pause

Resume

|| Restart El

Policies »

Facets

Start PowerShell
Azure Data Studio

Reports

Refresh
Properties

(6) Click “Yes” to restart the MS SQL Server service.

Microsoft SQL Server Management Studio

( o] Are you sure you want to restart the MSSQLSERVER service on WIN2019-ENG?

43 Copy message Yes No

(7) Click “Yes” again to stop the SQL Server Agent service.

Microsoft SQL Server Management Studio

( e Stopping this service will also stop SQL Server Agent (MSSQLSERVER) . Do you wish to continue?

43 Copy message Yes No
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5.1.2 Configuring via Command-Line Interface (CLI)

(1) Open “Windows PowerShell.”

-

Windows
PowerShell

(2) Enter the command below to log in using sa:

<2.1>Using sa account:

PS C:\> sglcmd -S localhost -U sa

EN Administrator: Windows PowerShell - SQLCMD
> aqlcnd localhost

Options:

-S [protocol:]server[instance_name][,port]
-U login_id
-P password

-A dedicated administrator connection

<2.2> Using Windows account:
Enter the command below to log in using Windows:

PS C:\> sglcmd -S localhost -A

EN Administrator: Windows PowerShell - SQLCMD

Sqlcmd lo
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(3) Enter the command below to switch to the master database:

1 > use master

2>go

EN Administrator: Windows PowerShell - SQLCMD

uge master

d databaze context to 'master'.

(4) Enter the command below to enable advanced options:

1 > exec 'show advanced options', 1
2>go

1 > reconfigure

2>go

E¥ Administrator: Windows PowerShell - SQLCMD — O X

igure 'show adwvanced optionsg', |

ion 'show adwan options' changed from | to |. Run the RECONFIGURE st ment to install.

(5) Enter the command below to enable auditing for both failed and successful logins:
1 > EXEC xp_instance_regwrite N'HKEY_LOCAL_MACHINE',
N'Software\Microsoft\MSSQLServer\MSSQLServer', N'AuditLevel', REG_DWORD, 3

EN Administrator: Windows PowerShell - SQLCMD - O X
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(6) Enter the command below to restart the MS SQL Server services:

PS C:\>
PS C:\>

EN Administrator: Windows PowerShell — O X

Running
Running
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5.2 Configuring Auditing

5.2.1 Server-Level Audit

Enabling a server-level audit covers server operations such as administrative changes, login, and logout
activities.

The following sections describe how to configure a server-level audit using the graphical user interface
(GUI) and the command-line interface (CLI).

5.2.1.1 Configuring via Graphical User Interface (GUI)

(1) Open “SQL Server Management Studio (SSMS).”

SQL Server
Management
Studio 20

(2) Enter the server’s name - select the authentication method - click “Connect.”

of Connect to Server X

SQL Server

Server type: Database Engine w
Server name: v I
Authertication: SQL Server Authentication v
Login: ‘sa v |
Password: ‘ |

Remember password

Cancel Help Options >>
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(3) Expand “Security” - right-click “Audits” - select “New Audit...”

4+ Microsoft SQL Server Man,.. Quick Launch (Ctrl+0) P = B x

File Edit View Tools Window Help

i - | a - - & | B New Query = ‘ :
Execute ‘ -

Object Explorer ~ 01X
Connect~ ¥ *¥ ¢ »

= 8 localhost (SQL Server 15.0.2000.5 - sa)
| Databases
I—I SEcurityI
Logins
Server Roles

#
"

Credentials

] Cryptographic Providers
_
- Server New Audit...

Server Ob) Filter
Replicatio
PolyBase Start PowerShell

Always Oy Reports

Managem
Integratio Refresh
# g8 SOL Server Agent
# [%] XEvent Profiler
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(4) Enter the audit name: (the example here is NP_Audit) - select “On audit log failure”: “Continue” =

select audit destination: Application Log (this stores MS SQL audit logs in the Windows Event Viewer

Application Log) - click “OK.”

i Create Audit
© Ready

Select a page LJ Script ~ @) Help
F General

5 Fiter Audit name: NP_Audi| Il

Queue delay (in 1000
milliseconds):

-
hd

On Audit Log | @) Continue
Failure:

() Fail operation
(O Shut down server
Audit
destination: Application Log v
2147483647 =
Connection
¢¥ localhost [sa]
View connection properties
Progress Ik
Ready
oK Cancel Help
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(5) In the audit list, right-click “NP_Audit” = select “Enable Audit.”

[

File Edit View Tools
= ‘;ﬁ . -

Object Explorer

Connect~ ¥ ¥

:' Microsoft SQL Server Man...
Window  Help

# J% NQWQUQW 0% .ﬁa n@ tlfl:lan nﬁ:"

Quick Launch (Ctrl+Q)

Execute

v];lx

¢ »

= @ localhost (SQL Server 15.0.2000.5 - sa)

Databases
Security
Logins
Server Roles
Credentials

+ [+

(I

Audits

m NP_Audi.t|

Server Audit ¢
Server Objects
Replication
PolyBase
Always On High
Management
Integration Servi
4 o3 SQL Server Agent
% [¥] XEvent Profiler

(6) Click “Close.”

Cryptographic Providers

New Audit...

Enable Audit N]

View Audit Logs

Script Audit as

Policies

Facets

Start PowerShell
Reports

Rename

Delete

Refresh
Properties

P

J° Enable Audit — O X
1 Total
@ Success 1 Success
Details
Action Status Messa
¢ Enable Audit ‘NP_Audi’ Success

Close
| Close |
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(7) Right-click “Server Audit Specifications,” = select “New Server Audit Specification...”

L;' Microsoft SQL Server Man... “uick Launch (Ctrl+ () P - a8 x
File Edit View Tools Window Help
OB 02| Brewauey BRI

Execute

Object Explorer +v i1 X
Connect~ ¥ ¥ ¢ -

= 8 localhost (SQL Server 15.0.2000.5 - sa)
Databases
Security

Logins

Server Roles

+ [+

Credentials

Cryptographic Providers

Audits

. NP_Audit

Server Audit Specifications
Server Objects New Server Audit Specification...

=+ =

Replication Filter
PolyBase
Always On High Availability Start PowerShell

Management

Report
Integration Services Catalogs eports

+
% 23 SOL Server Agent Refresh
7 [¥] XEvent Profiler
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(8) Enter the specification name: (the example here is NP_Server_Audit) = select audit: NP_Audit >

select action(s) (refer to the SQL Server Audit Action Groups and Actions in the references for details)

- click “OK”

159

' Create Server Audit Specification - O X
@ Ready
Select a page L Script ~ | @ Help
K General
Name: [NP_Server_Audt |
Audt: [NP_Audit v]
Adiom:‘ N
Audit Action Type Object Class Object Schema  Object Name Principal N
01 |SUCCESSFUL_LOGIN_GROUP v v [ ]
02 |FAILED_LOGIN_GROUP v v [ ]
03 |LOGOUT_GROUP v v [ ]
04 |SERVER_STATE_CHANGE_GROUP v v T
05 |SERVER_OPERATION_GROUP v v o
06 |SCHEMA_OBJECT_CHANGE_GROUP v v 7
Camection 07 |DATABASE_OWNERSHIP_CHANGE_GROUP v v [ ]
¥ locahost [sa] 08 | DATABASE_CHANGE_GROUP v [ ]
09 |AUDIT_CHANGE_GROUP v [ ]
10 |USER_CHANGE_PASSWORD_GROUP v [ ]
Ve oo operies 11 |SCHEMA_OBJECT OWNERSHIP_CHANGE GROUP |~ [ ]
» 12 |DATABASE_OBJECT_CHANGE_GROUP v
Progress
«13 v
Ready
| < >
[ok ]| cancel || Hep
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(9) In the server audit specification list, right-click “NP_Server_Audit” - select “Enable Server Audit

Specification.”

l_‘-,_~1 Microsoft SQL Server Man,.. Quick Launch (Ctrl+Q) P - B X

File Edit View Tools Window Help

£0 - Bro-2 P Brewvauey BRI RR @ =
| Execute ;

Object Explorer vy 1x

Connect~ ¥ ¥ 0 e

= i@ localhost (SQL Server 15.0.2000.5 - sa)
Databases

=] Security
= Legins
® Server Roles
= Credentials
= Cryptographic Providers
= Audits
L NP_Audit
- Server Audit Specifications
2 : L, New Server Audit Specification...
= Server Objects
B Replication Enable Server Audit Specification
& PolyBase Script Server Audit Specificationas  »
& Always On High Availab
@ Management Policies »
® Integration Services Cat Facets
# o3 SOL Server Agent
@ [F] XEvent Profiler Start PowerShell
Reports 3
Delete
Refresh
Properties
[ ]
(10) Click “Close.”
4 Enable Server Audit Specification — O X
1 Total
Success 1 Success
Details:
Action Status Messa

1@ Enable Server Audit Specification 'NP_...  Success
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5.2.1.2 Configuring via Graphical User Interface (GUI)

(1) Open “Windows PowerShell.”

-

Windows
PowerShell

(2) Enter the command below to log in using either sa:

<2.1>Using sa account:

PS C:\> sglcmd -S localhost -U sa

EN Administrator: Windows PowerShell - SQLCMD
> aqlcnd localhost

Options:

-S [protocol:]server[instance_name][,port]
-U login_id
-P password

-A dedicated administrator connection

<2.2> Using Windows account:

Enter the command below to log in using Windows:

PS C:\> sglcmd -S localhost -A

E¥ Administrator: Windows PowerShell - SQLCMD
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(3) Enter the command below to switch to the master database:

1 > use master
2>go

EN Administrator: Windows PowerShell - SQLCMD

l> nge master

2> 20

Changed database context to 'master’
1>

(4) Enter the audit name: NP_Audit - select audit destination: Application Log (this stores MS SQL audit
logs in the Windows Event Viewer Application Log) = click “OK.”

1 > CREATE SERVER AUDIT [

2 >TO APPLICATION_LOG

3> WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

4 > ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)

5>GO

EN Administrator; Windows PowerShell - SQLCMD

CREATE SERVER AUDIT [NP_Audit]

TO APPLICATION_LOG

WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)
ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
GO

(5) Enter the command below to configure the server audit and add actions. For detailed information,

refer to the SQL Server Audit Action Groups and Actions in the references.
1 > CREATE SERVER AUDIT SPECIFICATION [

2 > FOR SERVER AUDIT [NP_Audit]

3> ADD (SUCCESSFUL_LOGIN_GROUP),

4 > ADD (FAILED_LOGIN_GROUP),

5> ADD (LOGOUT_GROUP),

6 > ADD (SERVER_STATE_CHANGE_GROUP),

7 > ADD (SERVER_OPERATION_GROUP),

8 > ADD (SCHEMA_OBJECT_CHANGE_GROUP),

9 > ADD (DATABASE_OWNERSHIP_CHANGE_GROUP),
10 > ADD (DATABASE_CHANGE_GROUP),

11 > ADD (DATABASE_OBJECT_CHANGE_GROUP),
12 > ADD (SERVER_OBJECT_CHANGE_GROUP),

13 > ADD (USER_CHANGE_PASSWORD_GROUP)
14 > ADD (AUDIT_CHANGE_GROUP)
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15> WITH (STATE = ON)

16 > GO

EN Administrator: Windows PowerShell - O X

Replace the text shown in red with the server audit specification name.
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5.2.2 Database-Level Audit

Enabling a database-level audit covers operations involving Data Manipulation Language (DML) and Data
Definition Language (DDL) statements.
The following sections describe how to configure a database-level audit using the graphical user interface

(GUI) and the command-line interface (CLI).

5.2.2.1 Configuring via Graphical User Interface (GUI)

(1) Open “SQL Server Management Studio (SSMS).”

SQL Server
Management
Studio 20

(2) Enter the server’s name - select the authentication method - click “Connect.”

o®f Connect to Server X

SQL Server

Server type: Database Engine v

Server name: . I

Authentication: SQL Server Authentication ~
Login: ‘sa v |
—— ‘””......”... |

Remember password

Cancel Help Options >>
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(3) Expand “Security” - right-click “Audits” - select “New Audit...”

..*1 Microsoft SQL Server Man.,, “uick Launch (Ctrl+C) P o B x

File Edit View Tools Window Help

& - | ?E - - & HH 'H% New Query 0% lﬁ nﬁa :ﬁ. DAY | :
Execute | °

Object Explorer + 0 X
Connect~ ¥ *¥ ¢

= W@ localhost (SQL Server 15.0.2000.5 - sa)
Databases

+
I—I Securityl

Logins
Server Roles
¥ Credentials

£ Cryptographic Providers
|
- Server New Audit...

Server Ob) Filter
Replicatio
PolyBase Start PowerShell

+
T

Always Ot Reports

Managem
Integratio Refresh
i g8 SOL Server Agent
4 [¥] XEvent Profiler
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(4) Enter the audit name: (the example here is NP_Audit) - select “On audit log failure”: “Continue” =

select audit destination: Application Log (this stores MS SQL audit logs in the Windows Event Viewer

Application Log) - click “OK.”

7 Create Audit - O X
) Ready
Select a page LJ Script ~ | @) Help
K& General _ _
5 Fiter Audtname: | (NP_Audt|
Queue delay (n 1000 5
milliseconds):
On Audit Log |© Continue
Failure:
() Fail operation
(O Shut down server
Audit
destination: Application Log ~
2147483647 =
Connection
¢¥ localhost [sa]
View connection properties
Progress Ik
Ready
oK Cancel Help
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(5) In the audit list, right-click “NP_Audit” = select “Enable Audit.”

[

File Edit View Tools

. "lﬁ. - 2

Object Explorer
Connect~ ¥

¥

: Microsoft SQL Server Man...
Window  Help

@ @NG\NQUQW e%.ﬁ DNY t':'? AT ‘
|

Quick Launch (Ctrl+Q)

Execute

(VS

= @ localhost (SQL Server 15.0.2000.5 - sa)

0 Databases

=| Security

Logins
Server Roles
Credentials

o

1

Audits

PR NP _Audit]

Cryptographic Providers

New Audit...

Server Audit
Server Objects

Enable Audit NI]

Replication
PolyBase
Always On High
Management
+ Integration Servi
¥ o3 SOL Server Agent
3 [¥] XEvent Profiler

(6) Click “Close.”

View Audit Logs
Script Audit as

Policies

Facets

Start PowerShell
Reports

Rename

Delete

Refresh
Properties

p —

52 Enable Audit — O X
1 Total
@ Success 1 Success
Details:
Action Status Messa
Enable Audit "NP_Audit’ Success

Close

.‘
A "
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(7) In “Databases,” select the target database (the example here is : NCloud) - expand “Security” =

right-click “Database Audit Specifications” = select "New Database Audit Specification...”

L

-+ Microsoft SQL Server Manageme...

Quick Launch (Ctrl+Q) P - 0

File Edit View Tools Window Help
- B-oa-2 6P BNewauey 2222 |
| | b Execute
Object Explorer *q3Xx
Connect~ ¥ ¥ (VI
= @ localhost (SQL Server 15.0.2000.5 - sa) ~

+|

+|

= g NCloud

# i syslog

[+ [+ [+

[ ] Ready

System Databases
Database Snapshots

= Database Diagrams
= Tables

£ Views

® External Resources
e Synonyms

3] Programmability
=] Service Broker

£ Storage
= Users
= Roles
= Schemas
&= Asymmetric Keys
= Certificates
® Symmetric Keys
= Always Encrypted Keys
Database Audit Specifications
= Security Policies

New Database Audit Specification...

X

Security

Server Objects

Replication

PolyBase

Always On High Availability

Filter

Start PowerShell

Reports

Refresh
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(8) Enter the specification name: (the example here is NP_DB-NCloud_Audit) = select audit: NP_Audit

and action(s) = select action(s) (refer to the SQL Server Audit Action Groups and Actions in the

references for details) - click “OK.”

% Create Database Audit Specification - o X
0 Resdy
Select a page L Script ~ | @ Help
+ e Name: [NP_DB-NCloud_Audt |
Audt: [NP_Audt v|
Actions:
Audit Action Type Object Class Object Schema  Object Name Pri
01 |SCHEMA_OBJECT_PERMISSION_CHANGE GROUP v [ ]
02 |SCHEMA_OBJECT CHANGE_GROUP v [ ]
03 |DATABASE_OWNERSHIP_CHANGE_GROUP [ ]
04 |DATABASE_CHANGE_GROUP v [ ]
05 |AUDIT_CHANGE_GROUP v [ ]
¢ locahost fs2] 06 |USER_CHANGE_PASSWORD_GROUP v [ ]
07 |SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP v [ ]
08 |FAILED_DATABASE_AUTHENTICATION_GROUP v [ ]
03 |DATABASE_OBJECT_CHANGE_GROUP v [ ]
AR LAITES R » 10 | DATABASE_ROLE_MEMBER_CHANGE_GROUP v [ ]
Progress 11 v [ ]
Ready
< >
ok || cancel | Hep
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(9) In the database audit specification list, right-click “NP_DB-NCloud_Audit” - select “Enable Server

Audit Specification.”

A .+ Microsoft SQL Server Manageme...  Quick Launch (Ctrl-Q) vt

File Edit View Tools Window Help
- | i3 - - & ¥ 3 New Query & 5 [l | D'-'I
| Execute |

Object Explorer
Connect~ ¥ ¥ (VS
B E localhost (SQL Server 15.0.2000.5 - sa) A

= Databases

System Databases
Database Snapshots
- i@ NCloud
@ Database Diagrams
® Tables
Views

i+ [+

[+

[+ External Resources
@ Synonyms

[ Programmability
® Service Broker

= Storage

= Security

Users

Roles

+ Schemas
® Asymmetric Keys New Database Audit Specification...
@ W Certificates |I Enable Database Audit Specification @
+ Symmetric Keys
o) Always Encrypted Keys Script Database Audit Specificationas  »
= Database Audit Specificati Policies N
NP_DB-NCIoud_Audit
= Facets
£ ecurity Policies
% i syslog Start PowerShell
Security

% Server Objects Reports 4

& Replication Delete

* PolyBase

Refresh
Properties
(10) Click “Close.”
¥ Enable Database Audit Specification - (l X
I
@ 1 Total be 0 Emor
Success 1 Success 0 Waming
Details:
Action Status Message
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5.2.2.2 Configuring via Graphical User Interface (GUI)

(1) Open “Windows PowerShell.”

-

Windows
PowerShell

(2) Enter the command below to log in using either sa:

<2.1>Using sa account:

PS C:\> sglcmd -S localhost -U sa

EN Administrator: Windows PowerShell - SQLCMD
> aqlcnd localhost

Options:

-S [protocol:]server[instance_name][,port]
-U login_id
-P password

-A dedicated administrator connection

<2.2> Using Windows account:

Enter the command below to log in using Windows account:

PS C:\> sglcmd -S localhost -A

EN Administrator: Windows PowerShell - SQLCMD

aqlcmd localhogst
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(3) Enter the command below to switch to the master database:

1 > use master
2>go

£¥ SQLCMD - O X

d database context to 'master’'.

(4) Enter the audit name: NP_Audit = select audit destination: Application Log (this stores MS SQL audit

logs in the Windows Event Viewer Application Log) - click “OK.”
1 > CREATE SERVER AUDIT [

2 >TO APPLICATION_LOG

3 > WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

4 > ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)

EN Administrator: Windows PowerShell - SQLCMD -— a X

(5) Enter the command below to switch to the target audit database (the example here is: NCloud).

1> use
2>go

L¥ Administrator: Windows PowerShell - SQLCMD

context to 'NCloud
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(6) Enter the command below to configure the audit for the database and add actions. For detailed

information, refer to the SQL Server Audit Action Groups and Actions in the references.
1 > CREATE DATABASE AUDIT SPECIFICATION [

2 > FOR SERVER AUDIT [NP_Audit]

3 > ADD (DELETE ON DATABASE::[ 1 BY [public]),

4 > ADD (SCHEMA_OBJECT _PERMISSION_CHANGE_GROUP),
5> ADD (SCHEMA_OBJECT_CHANGE_GROUP),

6 > ADD (DATABASE_OWNERSHIP_CHANGE_GROUP),

7 > ADD (DATABASE _CHANGE_GROUP),

8 > ADD (AUDIT_CHANGE_GROUP),

9 > ADD (USER_CHANGE_PASSWORD_GROUP),

10 > ADD (SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP),
11 > ADD (FAILED_DATABASE_AUTHENTICATION_GROUP),
12 > ADD (DATABASE_OBJECT_CHANGE_GROUP),

13 > ADD (DATABASE_ROLE_MEMBER_CHANGE_GROUP)

14 > WITH (STATE = ON)

15> GO

1> quit

LN Administrator: Windows PowerShell

1> CREATE DATABASE AUDIT SPECIFICATION [NP_DB-NCloud Audit]
2> FOR SERVER AUDIT [NP_fudit]
ADD (DELETE ON DATABASE::[NCloud] BY [public]),
ADD (SCHEMA_OBJECT PERMISSION CHANGE_GROUP),
ADD (SCHEMA_OBJECT CHANGE_GROTP ),
ADD (DATABASE_OBJECT _OWNERSHIP_CHANGE_GROUP),
ADD (DATABASE_CHANGE GROUP),
ADD (USER CHANGE PASSWORD GROUP),
0= ADD (AUDIT CHANGE GROUP),
10> ADD (SCHEMA_OBJECT OWNERSHIP CHANGE_GROUP),
{1> ADD (FAILED DATABASE_AUTHENTTCATION GROUP),
12> ADD (DATABASE_OBJECT CHANGE_GROUP),
13> ADD (DATABASE ROLE_MEMBER_CHANGE_GROUP)
14> WITH (STATE = ON)

Replace the text shown in red with the database audit specification name.

1 > CREATE DATABASE AUDIT SPECIFICATION [ ]

Replace the text shown in red with the target database name.

3 > ADD (DELETE ON DATABASE::[ ] BY [public])
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5.3 Event Log Configuration

This is an optional configuration.

The following sections describe configuration methods for Domain and Workgroup environments.

5.3.1 Domain

5.3.1.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

~

[

Active
Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Controllers, select “New,” and click “Organizational Unit.”

] Active Directory Users and Computers - O X
File Action View Help
s 2@ 002 HE| I 3RETE%
: Active Directory Users and Com|| Name Type Description
. Saved Qule"ef T Builtin builtinDomain
= L artn.er_. =<2 ‘ intainer Default conta
Builtin Delegate Control... S
ganizational Unit
 Computert  Find... izational Unit Default cont
5 DNS Serve ganizational Un efault conta

2 Domain Co Change Domain... intainer Default conta
i ForeignSe( Change Domain Controller... intainer Default conta
Managed ¢ Raise domain functional level... ganizational Unit
2| Microsoft | Operations Masters... ganizational Unit
o Servers intainar Nafanlt ~anta
| Users I New >I Computer
All Tasks » Contact
View > Group
InetOrgPerson
el msDS-ShadowPrincipalContainer
Export Lst.. msExchDynamicDistributionList
Properties mslmaging-PSPs
Help MSMQ Queue Alias
| Organizational Unit N |
Printer
User
Shared Folder
< >l € >

Create a new object...
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the customer's environment. - ¢lick “OK”

New Object - Organizational Unit

--f';- Crestein: npartnerlocal/

X

e

[] Protect container from accidental deletion

(4) Move the Server to your New Organizational Unit:

Select your organizational unit in “Domain Controllers” -> Right-click on the “WIN2019-ENG” server.

Note: Please select the MS SQL server according to the actual environment. = click “Move.”

: Active Directory Users and Computers
File Action View Help

o217 L8| XE G=|HEE

- O X

LaETER

] Active Directory Users and Com
» | Saved Queries
v 3 npartner.local

» Builtin

{

» @ Domain Controllers
" ForeignSecurityPrincipals
» [ Keys
LostAndFound
Managed Service Accour
Program Data
3. Servers
System
Users
NTDS Quotas
TPM Devices

< >

Name T
41 =
g WIN201S-ENG  Computey

Description

Add to a group...
Name Mappings...
Disable Account

Reset Account

Manage %
All Tasks >

Cut
Delete

Properties

Help

Moves the current selection to another organizational unit.
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

Move X

Move object into container:

8- i; npartner
G- ] Builtin
-] Computers
@-{3] DNS_Servers
@#-{3] Domain Controllers
) ForeignSecurityPrincipals
&-{ "] Managed Service Accounts

<2 | Microsoft Exchange Security Groups

ml
(6) Verify the Server Has Been Moved to your New Organizational Unit:
Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2019-

ENG” server has been moved.

] Active Directory Users and Computers - O X
File Action View Help

s 2@ 0B HE 3RETYTE%

. Active Directory Users and Com|| Name Type Description

> [ Saved Queries MWIN2019-ENG Computer
v #4 npartner.local

5 | Builtin
"] Computers

» (2] Domain Controllers

> | ForeignSecurityPrincipal:
> [ Keys

> | LostAndFound

> || Managed Service Accout
> _| Program Data

> || System

y [] Users

» | NTDS Quotas

> | TPM Devices
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5.3.1.2 Group Policy Settings

(1) Click “Group Policy Management.”

Group Policy
Management

(2) In the Servers organizational unit (OU), create a new Group Policy Object (GPO):

Right-click the [Servers] organizational unit = select “Create a GPO in this domain, and Link it here...”

‘& Group Policy Management - O X
5 File Action View Window Help - &

4 - | | = 7~ ==
& | [ G E (1]

= Qroup Policy Management Group Policy Management
v 4\ Forest: npartner.local Contents
v 53 Domains
v 3 npartner.local Name
»,, Default Domain Policy £\ Forest: npartner local

2 | DNS_Servers
2 | Domain Controllers

; ' t Exchange Security !
o Servers
‘ Create a GPO in this domain, and Link it here...

-t Group

3 WMIF Link an Existing GPO...
2l Starter Block Inheritance
| Sites Group Policy Update...
st% Group Policy |
« Group Policy | Group Policy Modeling Wizard...

New Organizational Unit

New Window from Here

Delete 2|
<

Rename
Create a GPO in this domi
reate a in this dom Refriach

Properties

Help
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(3) Edit your Group Policy Object

Enter your Group Policy Object name. (in

this example, it is “N-Partner Policy”)

Note: Create your GPO name according to the actual environment. Then click “Edit.”

New GPO

Name:

X

I N-Partner Policy I

Source Starter GPO:
{none)

s

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)

right-click and select “Edit.”

'3, Group Policy Management — a X
&, File Action View Window Help - | [
o 2@ X B
"z Group Policy Management | N-Partner Policy
v h Forest: npartner.local Scope Detalls Settings Delegation
v |35 Domains :
v #3 npartner.local . ‘ A
-] Default Domain Policy Display links in this location np v

5| DNS_Servers
2 | Domain Controllers

The following sites, domains, and OUs are link:

N

2| Microsoft Exchange Security || Lo'cation
v B & Servers
I | N-Partner Policy -
- Group Policy Objec I Edit... k ?
5 WMI Filters Enforced [———
3 Starter GPOs B L
% a Link Enabled .
- Save Report... —
st4 Group Policy Modeling
.+ Group Policy Results View >
New Window from Here 5
Delete =S
< Rename
Open the GPO editor Refresh
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Local Policies” = “Audit Policy.” And click on “Audit account logon events,” “Audit account

management,” and “Audit logon events,” - check “Define these policy settings”: Success, Failure. = click

IIO K.”

=/ Group Policy Management Editor
File Action View Help

9| 27 XE = HE

=/ N-Partner Policy [WIN2019-AD-ENG.NF A
v & Computer Configuration
v Policies
> || Software Settings
| [ Windows Settings |
> [ ] Name Resolution Policy
(&) Scripts (Startup/Shutdow
> = Deployed Printers
Iv % Security Set'tingsl
> - Account Policies
| Local Policies
> j Audit Policy
> | UserRights Assig
> i Security Options
> [ Eventlog
‘4 Restricted Groups
> L4 System Services
> 4 Registry
> & File System
> £/ Wired Network (IEEE
> [] Windows Defender F
| Network List Manage
> Zafl Wireless Network (IEf
> | Public Key Policies
> [ Software Restriction |
> [ ] Application Control
S IP Security Policies o1
> || Advanced Audit Poli
> all Policy-based QoS
> [] Administrative Templates: P

> | Preferences
v % User Configuration

> | Policies v
< >

b O X
Policy Policy Setting
., Audit account logon events Success, Failure
.2 Audit account management Success, Failure
Audit directory service access Not Defined
f| Audit logon events Success, Failure
| Audit object access Not Defined
i Audit policy change Not Defined
(s Audit privilege use Not Defined
| Audit process tracking Not Defined
4| Audit system events Not Defined
Audit logon events Properties ? X
Security Policy Setting Explain
? Audt logon events t}
Define these policy settings
Audtt these attempts:
M Success
[ Failure
. C_ox ][ et | [0S "
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(6) Event Log: Application Log Retention Method

Expand “Computer Configuration” = “Policies” - “Windows Settings” = “Security Settings” - “Event

Log” = select “Retention method for application log” = check “Define this policy setting” - select

“Overwrite events as needed” - click “OK.”

= Group Policy Management Editor
File Action View Help

o9 | 2@ XE = HE

=/ N-Partner Policy [WIN2013-AD-ENG.NPAR
v & Computer Configuration
v | Policies
> || Software Settings
|~ [ Windows Settings |
~| Name Resolution Policy
(&) Scripts (Startup/Shutdown)
» ™= Deployed Printers
|v 5 Security Settings|
> -5 Account Policies
> 3 Local Policies

> @ Restricted Groups
> [g System Services
> A Registry
> |4 File System
> Zu/ Wired Network (IEEE 802
| Windows Defender Firev
| Network List Manager P
> Gl Wireless Network (IEEE &
» [ Public Key Policies
| Software Restriction Poli
| Application Control Poli
> S IP Security Policies on A
| Advanced Audit Policy (
> ¢l Policy-based QoS
» || Administrative Templates: Polic

. Preferences
v 4% User Configuration
> | Policies
| Preferences
< >

Policy

2 Maximum application log size

4/ Maximum security log size

x| Maximum system log size

¢ Prevent local guests group from accessing application log
s Prevent local guests group from accessing security log

(4| Prevent local guests group from accessing system log

| Retain application log

s Retain security log

2| Retain system log Not Defined
Retentlon method for application log As needed

.z Retention method for security log
(| Retention method for system log

Policy Setting
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

Not Defined
Not Defined

Retention method for application log Properties
Securty Policy Setting | Explain

;? Retention method for application log
B B

|4 Define this poicy setting |
(O Overwrite events by days
| ® Overwrte events as needed|
(O Do not overwrite events (clear log manually)

180

? X

& N-Partner



Bos e %

(7) Event Logs: Maximum Size of Security Log
Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >
“Event Log” —>And click on “Maximum application log size” - Check “Define this policy setting” - enter

204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

=/ Group Poli anagement Editor o=
=] Group Policy Manag Edi O X
File Action View Help

o 257 XE = HE

=] N-Partner Policy [WIN2019-AD-ENG.NPAR Policy Policy Setting
v Cj)mpt'lt.er e T Maximum application log size 204800 kilobytes
- Pf)haes - g Maximum security log size Not Defined
[:' j ‘S,;::::ss;:t';‘g;s] (ie) Maximum system log size Not Defined
> [ Name Resolution Policy (| Prevent local guests group from accessing application log Not Defined
= Scripts (Startup/Shutdown) || Prevent local guests group from accessing security log Not Defined
, = Deployed Printers i/ Prevent local guests group from accessing system log Not Defined
IV i Security Settingsl (.| Retain application log Not Defined
> f Account Policies i, Retain security log Not Defined
> 5 Local Policies (4| Retain system log Not Defined
(s Retention method for application log As needed
> [ 4 Restricted Groups .| Retention method for security log Not Defined
> @ System Services (| Retention method for system log Not Defined
i t: :Teglss;zem Maximum application log size Properties ? X
> g/ Wired Network (IEEE 802 Secuty Polcy Settng | Explain
> J Windows Defender Firev ;ja Maximum appiication log size
| Network List Manager P 4
> Gaf Wireless Network (IEEE 8 £ Define ths polcy setting

> || Public Key Policies R
> | Software Restriction Poli —
> [ Application Control Poli
> &, IP Security Policies on A
> [ ] Advanced Audit Policy (

> ull Policy-based QoS
> [ Administrative Templates: Polic
5 || Preferences
v & User Configuration

> | Policies
> | Preferences
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(8) On the AD domain server, open “Windows PowerShell.”

(9) Enter the command below to refresh group policy.
PS C:\>

EN Administrator; Windows PowerShell - O x
> Invoke-GPUpdate I

Replace the text shown in red with the MS SQL server name.

(10) Enter the command below to generate server group policy report.

PS C:\>

EX Administrator: Windows PowerShell

WIN2019-ENG C:hvimp g. html

ENG\Root\Rzo ICAFAOF_1730_471F_BF3A_51E112571E2

-ENG
administrator

For the red text , please enter the MS SQL server name and the folder path/file name.
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(11) Open the report and verify that your MS SQL server is applying the N-Partner Policy Group Policy.

)28 campisaizoientmi

L ________________p

NPARTNER\WIN2016-ENG
Data collected on: 8/13/2025 PM 02:27:06

£ - ¢ || @ wearrnerwiNDIE-ENG % ||

- o X
e & O

Local Polices/Audit Policy
Policy Setting
Audit account logon events Success, Failure N-Partner Policy
Audit account management Success, Failure N-Partner Policy
Audit logon events Success, Failure N-Partner Policy
Local Policies/User Rights Assignment o
' Local Polices/Security Options o
show
Event Log .
hide |
Policy Setting Winning GPO
Maximum application log size 204800 kilobytes N-Pariner Policy
Retention method for application log As needed N-Partner Policy ~
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5.3.2 Workgroup
5.3.2.1 Audit Policy Configuration

(1) Open Local Group Policy Editor

Click on “Start” = enter “group policy” to search = click on “Edit Group Policy.”

O &
Best match

Group Policy Management
Desktop app

Settings

=1 Edit group policy

L group policyl
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(2) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” -> “Local Policies”

- “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” and “Audit

logon events” items = check “Define these policy settings”: Success, Failure. = click “OK.”

= Local Group Policy Editor
File Action View Help
&= 27 XE =

=/ Local Computer Policy
| v &% Computer Configuration |
_| Software Settings
I | Windows Settings |
| Name Resolution Policy
& Scripts (Startup/Shutdown)
= Deployed Printers
|~ =5 Security Settings|
7 Account Policies
v | g Local Policies
4 Audit Policy
4 User Rights Assignment
4 Security Options
| Windows Defender Firewall
| Network List Manager Polic
_| Public Key Policies
| Software Restriction Policie
_ Application Control Policie
&, IP Security Policies on Loca
| Advanced Audit Policy Cor’
ulll Policy-based QoS
| Administrative Templates

H

v & User Configuration
| Software Settings
| Windows Settings
| Administrative Templates

Policy

- O X

Security Setting

l4) Audit account logon events
Lio| Audit account management

Success, Failure
Succesa Failure

Lo Audit directory service access No auditing
Audit logon events Success, Failure

[s) Audit object access
[g) Audit policy change
1o Audit privilege use

L2 Audit process tracking
Lo Audit system events

Audit logon events Properties

Local Security Setting  Explain

} Audt logon events

Audit these attempts:
[ Success

185

This setting might not be enforced if other policy is configured to
i N ovemide category level audi policy.
For more information, see Audit logon events. (3921468)

No auditing

No auditing

No auditing

No auditing

No auditing
? X
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(3) Open “Windows PowerShell.”

(4) Enter the command below to refresh group policy.
PS C:\>

E¥ Administrator: Windows PowerShell

omputer Po
ser Po
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(5) Enter the command below to view group policy applied status.
PS C: \>

EX¥ Administrator: Windows PowerShell - a x

|
2
d
A
|
2
d
A
|

No Andi
No duditing

No 4

Ne

No dud
No dudi
No Aduditi

and Failure
and Failure
nd Failure
and Failure
and Failure
and Failure

No Auditi

Failure
and Failure
nd Failure
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5.3.2.2 Event Log Settings

(1) Search for “Event Viewer”

Enter “Event Viewer” to search = click on “Event Viewer” in the search results.

Best match

«  View event logs
1 Control panel N

B & 0 0 B == &

| event logs
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(2) Edit Security Log

Expand folder “Windows Logs” - right-click on “Application” - And click on “Properties.”

{3] Event Viewer - O X
File Action View Help
e xm HE
Event Viewer (Local) Actions
_ Custom Views ficati A
| ication
v _m Windows Logs Level ~| e
Application (G Infarm=$ic Onen...
i) Security Open Saved Log... Li
] Setup Create Custom View... o
i=] System Import Custom View...
£ Forwarded | ar.
[ Applications ar Clear Log... b,
4 Subscriptions Filter Current Log... b
I Properties I Ij
Find.. =
Save All Events As... -
Attach a Task To this Log... pe-
A 2
< View > ~

Displays Log properties Refresh

Help

(3) Configure Security Log

Enter maximum log file size: 204800 KB

Note: Please adjust the number according to the actual environment.

- click on “Overwrite events as needed (oldest events first)” = click “OK.”

Log Properties - Application (Type: Administrative)

General Subscriptions

X

Full Name: Application
Log path: %SystemRoot %6\ System32\Winevt\Logs\Application.evix
Log size: 1.07 MB(1,118,208 bytes)
Created: 202448118 09:22:50
Modified: 202585138 17:43:43
Accessed: 202585138 17:43:43
Enable logging
Maximum log size (KB ): 20480/2

When maximum event log size is reached:

I (® Overwrite events as needed (oldest events first) I

(O Archive the log when full, do not overwrite events

(O Do not overwrite events ( Clear logs manually )

Clear Log
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6. SQL Server 2022
6.1 Login Auditing

Enable login auditing to monitor SQL Server Database Engine login activities.

After configuration, the MS SQL Server service must be restarted.

The following sections describe how to configure login auditing using both the graphical user interface

(GUI) and command-line interface (CLI).

6.1.1 Configuring via Graphical User Interface (GUI)

(1) Open “SQL Server Management Studio (SSMS).”

SQL Server
Management
Studio 20

(2) Enter the server’s name - select the authentication method - click “Connect.”

o Connect to Server X

SQL Server

Servertype: Database Engine “

Server name: |W IN2022-ENG - ‘

Authentication: SQL Server Authentication o
Login: |sa v ‘
Password: [~ |

Remember password

Cancel Help Options >3

Iy
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(3) In [Server Name] (the example here is WIN2022-ENG), right-click and select “Properties.”

|.:' Microsoft SOL Serv... Quick Launch (Ctrl+Q) P B x
File Edit View Tools Window Help

- ‘Jl*lj' - u B%NEWQUE'Y @ﬁl@:ﬁnu‘:

| Execute =
Object Explorer * 1 X
Connect~ ¥ ¥ ¢ »
=] U QL Server 16.0
# W Databases Connect...
+ Security Disconnect
£ Server Objects Register...
+ Replication
+ Always On High Availability New Query
& Management Activity Monitor
£ Integration Services Catalogs
i g3 SOL Server Agent Start
% 1¥] XEvent Profiler Stop
Pause
Resume
Restart
Policies »
Facets
Start PowerShell
Azure Data Studic  »
Reports >
< Refresh
Properties
[]
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(4) On the Security page, under Login auditing, select “Both failed and successful logins” = click “OK”.

192

B Server Properties - WIN2022-ENG - O X
Selecta page LT Script ~ @) Help
& General
& Memory
% Processors Server authentication
# Connections (O Windows Authentication mode
& Database Settings
F Advanced (® SQL Server and Windows Authentication mode
& Pemissions
Login auditing
(O None
(O Failed logins only
(O Successful logins only
| ® Both failed and successful logins |
Server proxy account
[[] Enable server proxy account
Connection T
Server:
WIN2022-ENG Options
Connection: [] Enable Common Criteria compliance
= [] Enable C2 aud tracing
¥¥ Miew connection properties [] Cross database ownership chaining
Progress
Ready
OK . Cancel
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(5) Restart the MS SQL Server service: right-click [Server Name] (the example here is WIN2022-ENG) =

select “Restart.”

:' Microsoft SQL Serv... Quick Launch (Ctrl+Q) P [} 3
File Edit View Tools Window Help
i - ‘ ﬁj T - & w iiFE‘] New Query Ja @ n@ :ﬁ DAL

| Execute

Object Explorer * 1 X
Connect~ ¥ *¥ ¢

Connect...

Databases
Security Disconnect

Server Objects Register...
Replication
Always On High Availability
&3] Management Activity Monitor
& Integration Services Catalogs -
03] x% SQL Server Agent start
5 [%] XEvent Profiler Stop

Pause

New Query

Resume

Restart

Policies
Facets

Start PowerShell
Azure Data Studio
Reports

Refresh

Properties

(6) Click “Yes” to restart the MS SQL Server service.

Microsoft SQL Server Management Studio

'o Are you sure you want to restart the MSSQLSERVER service on WIN2022-ENG?

43 Copy message Yes No

(7) Click “Yes” again to stop the SQL Server Agent service. =.

Microsoft SQL Server Management Studio

'o Stopping this service will also stop SQL Server Agent (MSSQLSERVER) . Do you wl:? to continue?

43 Copy message Yes No
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6.1.2 Configuring via Command-Line Interface (CLI)

(1) Open “Windows PowerShell.”

Windows
PowerShell

(2) Enter the command below to log in using sa:

<2.1>Using sa account:

PS C:\> sglcmd -S localhost -U sa

LN Administrator: Windows PowerShell - SOLCMD - O X
localhost

Options:

-S [protocol:]server[instance_name][,port]
-U login_id
-P password

-A dedicated administrator connection

<2.2> Using Windows account:

Enter the command below to log in using Windows:

PS C:\> sglcmd -S localhost -A

LN Administrator: Windows PowerShell - SQLCMD - O X

B

V> sqlemd localhost
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(3) Enter the command below to switch to the master database:

1 > use master

2>go

EN Administrator: Windows PowerS... — O X

(4) Enter the command below to enable advanced options:

1 > exec 'show advanced options', 1
2>go
1 > reconfigure

2>go

E¥ Administrator: Windows PowerShell - SOQLCMD - O X

gp_configure 'show advanced optiong', 1

option 'shovw advanced options' ch d from 0 to 1. Run the RECONFIGURE statement to inz

(5) Enter the command below to enable auditing for both failed and successful logins:
1 > EXEC xp_instance_regwrite N'HKEY_LOCAL_MACHINE',

N'Software\Microsoft\MSSQLServer\MSSQLServer', N'AuditLevel', REG_DWORD, 3
2>go

LN Select Administrator: Windows PowerShell - [l X

ver', N'AuditLevel’,
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(6) Enter the command below to restart the MS SQL Server services:

PS C:\>
PS C:\>

| EX Administrator: Windows PowerShell — O X

Statug  Nane

unning  SOLSERVERAGENT
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6.2 Configuring Auditing

6.2.1 Server-Level Audit

Enabling a server-level audit covers server operations such as administrative changes, login, and logout
activities.

The following sections describe how to configure a server-level audit using the graphical user interface
(GUI) and the command-line interface (CLI).

6.2.1.1 Configuring via Graphical User Interface (GUI)

(1) Open “SQL Server Management Studio (SSMS).”

SQL Server
Management
Studio 20

(2) Enter the server’s name - select the authentication method - click “Connect.”

o® Connect to Server X

SQL Server

Servertype: Database Engine v
Servername: || WIN2022-ENG v/
Authentication: SQL Server Authentication v
Login: ‘sa v ‘
Password: || |

Remember password

Cancel Help Options >>

Iy
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(3) Expand  “Security” - right-click “Audits” - select “New Audit...”

:' Microsoft SQL Serv... Quick Launch (Ctrl+Q) P - | x
File Edit View Tools Window Help
- | a3 - - & W | 3 New Query A28 8 ‘

| Execute

L1

Object Explorer *+ 0 X

Connect~ ¥ *¥ ¢ -
= @ WIN2022-ENG (SQL Server 16.0.1000.6 -
Databases
Security
Logins
Server Roles

+ |+

Credentials
Cryptographic Providers

Server New Audit...

.

) +|
:ﬁ
:

Server Ob, Filter
Replicatio
Always Of Start PowerShell

Managenm

Integratio
# g8 SQL Serve Refresh
% [¥] XEvent Profiler

Reports
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(4) Enter the audit name: (the example here is NP_Audit) - select “On audit log failure”: “Continue” =

select audit destination: Application Log (this stores MS SQL audit logs in the Windows Event Viewer

Application Log) - click “OK.”

U Create Audit

— [} X
) Ready
Select a page LJ Script ~ @) Help
& General _ E A
& Fiter Audit name: | NP_Audi]| Il
Queue delay n 1000 5
milliseconds):
on
ure:
() Fail operation
(O Shut down server
Audit
destination: Application Log ™
2147483647 s
Connection

¥ WIN2022-ENG [sa]

\iew connection properties

Progress
Ready

|| oK Cancel Help
-1
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(5) In the audit list, right-click “NP_Audit” = select “Enable Audit.”

Y Quick Launch (Ctrl+Q) -
_% Microsoft SQL Serv... Quick Launch (Ctrl+Q P O x
File Edit View Tools Window Help
i - ‘ a - - & ¥ | &2 New Query = ‘

| Execute

4 =

Object Explorer * 1 X
Connect~ ¥ ¥ Y&

= @ WIN2022-ENG (SQL Server 16.0.1000.6 -
+ Databases
= Security

Logins

Server Roles

Credentials

Cryptographic Providers

Audits

i+ [+

(1 C2 e £2

Server Audit New Audit...

Server Objects Enable Audit

Replication View Audit Logs
Always On High
Management
Integration Servi Policies
4 =3 SQOL Server Agen
5 [¥] XEvent Profiler

Script Audit as

Facets

Start PowerShell

Reports

Rename
Delete

Refresh
Properties

(6) Click “Close.”

J2 Enable Audit — O X
1 Total
1 Success
Status Messa

Enable Audit ‘'NP_Audtt’ Success

Close I
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(7) Right-click “Server Audit Specifications,” = select “New Server Audit Specification...”

:' Microsoft SQL Serv.., Quick Launch (Ctrl+Q) P - B x
File Edit View Tools Window Help
i . | ?E - - & |J" HFE‘] New Query ill-a Illﬁl nﬁl :'ﬁﬂ DAX ‘ =

| (1]

Execute

Object Explorer v aXx
Connect~ ¥ ¥ ¢
=] E WIN2022-ENG (SQL Server 16.0.1000.6 -
T Databases
= Security
Logins
Server Roles
Credentials

Cryptographic Providers
Audits
£ NP_Audit
Server Audit Specifications |
Server Objects New Server Audit Specification...

Replication
Always On High Availability
Management Start PowerShell
Integration Services Catalogs
=8 SOL Server Agent
{%] XEvent Profiler Refresh

Filter

Reports
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(8) Enter the specification name: (the example here is NP_Server_Audit) = select audit: NP_Audit >

select action(s) (refer to the SQL Server Audit Action Groups and Actions in the references for details)

- click “OK”

[ Create Server Audit Specification - a X
© Ready
Select a page LT Script ~ | @) Help
& General
Name: [NP_Server_Audt |
Audit: [NP_Audit |
Actions:
Audit Action Type Object Class Object Schema  Object Name Principal Name
01 |SUCCESSFUL_LOGIN_GROUP L]
02 |FAILED_LOGIN_GROUP L]
02 |LOGOUT_GROUP L]
04 |SERVER_STATE_CHANGE_GROUP :
05 |SERVER_OPERATION_GROUP B
06 |SCHEMA_OBJECT_CHANGE_GROUP B
. 07 |DATABASE_OWNERSHIP_CHANGE_GROUP [ ]
o WIN2022ENG s3] 08 |DATABASE_CHANGE_GROUP
03 |AUDIT_CHANGE_GROUP B
10 |USER_CHANGE_PASSWORD_GROUP [ ]
11 |SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP B
View connection properties » 12 | DATABASE_OBJECT_CHANGE_GROUP ]
Progress s13
Ready
< >
[ ok ,4| Cancel | Help
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(9) In the server audit specification list, right-click “NP_Server_Audit” - select “Enable Server Audit

Specification.”

;' Microsoft SQL Serv... Quick Launch (Ctrl+Q) P - 0 x
File Edit View Tools Window Help
i - ‘ i*lj - - w ﬁ% New Query Ja @ DN :ﬁ DAt | =

| Execute -

Object Explorer v X

Connect~ ¥ ¥ Y& &
= W@ WIN2022-ENG (SQL Server 16.0.1000.6 -
Databases
Security

Logins

Server Roles

Credentials

Cryptographic Providers

Audits

2 NP_Audit

Server Audit Specifications

PEINP_Server_Audit
Server Objects
Replication
Always On High Availal
Management
£ Integration Services Cat Policies »
# o3 SOL Server Agent e
% [¥] XEvent Profiler

1 H BB B

New Server Audit Specification...

Enable Server Audit Specification [\

-

Script Server Audit Specificationas  »

Start PowerShell

Reports

Delete

Refresh
Properties

(10) Click “Close.”

43 Enable Server Audit Specification — O X
1 Total
@ Success 1 Success
Details:
Action Status Messa
@ Enable Server Audt Specfication NP_...  Success

| S §
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6.2.1.2 Configuring via Graphical User Interface (GUI)

(1) Open “Windows PowerShell.”

.

Windows
PowerShell

(2) Enter the command below to log in using either sa:

<2.1>Using sa account:

PS C:\> sglcmd -S localhost -U sa

LN Administrator: Windows PowerShell - SQLCMD - | X
5 C localhost

Options:

-S [protocol:]server[instance_name][,port]
-U login_id

-P password

-A dedicated administrator connection

<2.2> Using Windows account:

Enter the command below to log in using Windows:

PS C:\> sglcmd -S localhost -A

LN Administrator: Windows PowerShell - SQLCMD - O X

S C:hv> gqlemd localhost
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(3) Enter the command below to switch to the master database:

1 > use master
2>go

PN Administrator: Windows PowerS...

(4) Enter the audit name: NP_Audit = select audit destination: Application Log (this stores MS SQL audit

logs in the Windows Event Viewer Application Log) = click “OK.”
1 > CREATE SERVER AUDIT [

2 >TO APPLICATION_LOG

3 > WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

4 > ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)

5>GO

EN Administrator: Windows PowerShell - SQLCMD

1> CREATE SERVER AUDIT [NP_Audit]

2= TO APPLICATION_LOG

3= WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)
4> ALTER SERVER AUDIT [NP_&udit] WITH (STATE = ON)
5= GO

[

(5) Enter the command below to configure the server audit and add actions. For detailed information,
refer to the SQL Server Audit Action Groups and Actions in the references.

1 > CREATE SERVER AUDIT SPECIFICATION |

2 > FOR SERVER AUDIT [NP_Audit]

3 > ADD (SUCCESSFUL_LOGIN_GROUP),

4 > ADD (FAILED_LOGIN_GROUP),

5> ADD (LOGOUT_GROUP),

6 > ADD (SERVER_STATE_CHANGE_GROUP),

7 > ADD (SERVER_OPERATION_GROUP),

8 > ADD (SCHEMA_OBJECT_CHANGE_GROUP),

9 > ADD (DATABASE_OWNERSHIP_CHANGE_GROUP),

10 > ADD (DATABASE_CHANGE_GROUP),

11 > ADD (DATABASE_OBJECT_CHANGE_GROUP),
12 > ADD (SERVER_OBJECT_CHANGE_GROUP),

13 > ADD (USER_CHANGE_PASSWORD_GROUP)
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14 > ADD (AUDIT_CHANGE_GROUP)
15> WITH (STATE = ON)

16 > GO

EN Administrator: Windows PowerShell - O X
i CATION [NP_Server_Audit]

HANGE

_CHANG

JECT

Replace the text shown in red with the server audit specification name.
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6.2.2 Database-Level Audit

Enabling a database-level audit covers operations involving Data Manipulation Language (DML) and Data
Definition Language (DDL) statements.
The following sections describe how to configure a database-level audit using the graphical user interface

(GUI) and the command-line interface (CLI).

6.2.2.1 Configuring via Graphical User Interface (GUI)

(1) Open “SQL Server Management Studio (SSMS).”

SQL Server
Management
Studio 20

(2) Enter the server’s name - select the authentication method - click “Connect.”

of Connect to Server X

SQL Server

Servertype: Database Engine v

Server name: ‘W IN2022-ENG v ‘

Authentication: SQL Server Authentication w
Login: ‘sa v ‘
T ‘, ‘

Remember password

Connect Cancel Help Options >>

50
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(3) Expand “Security” - right-click “Audits” - select “New Audit...”

|.:. Microsoft SOL Serv... Quick Launch (Ctrl+Q) P - B x
File Edit View Tools Window Help

- ‘?E' - e H%NCWQUET)’ @@D@Iﬁbﬂ‘;
‘ b

Execute

Object Explorer *y1X
Connect~ ¥ *¥ O e

= @ WIN2022-ENG (SQL Server 16.0.1000.6 -
Databases
Security

Legins

Server Roles

1]
+

Credentials

) Cryptographic Providers
T Server New Audit...
Server Ob_ Filter

Replicatio
Always Of Start PowerShell

Manage_rr R
Integratio
# g8 SQL Serve Refresh

% [#] XEvent Profiler
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(4) Enter the audit name: (the example here is NP_Audit) - select “On audit log failure”: “Continue” =

select audit destination: Application Log (this stores MS SQL audit logs in the Windows Event Viewer

Application Log) - click “OK.”

7 Create Audit
) Ready

Select a page LJ Script ~ | @ Help
& General

o Fiter Audit name: | NP_Audit| ||

Queue delay §n 1000

milliseconds):
on s
ure:
(O Fail operation
(O Shut down server
Audit
destination: Application Log it
2147483647 :

=
k

Connection
¢¥ WIN2022-ENG [sa]

\iew connection properties

Progress
Ready

oK Cancel Help
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(5) In the audit list, right-click “NP_Audit” = select “Enable Audit.”

:' Microsoft SQL Serv... Quick Launch (Ctrl+Q) P - ™ X
File Edit View Tools Window Help
: - ‘ 3 - - & * ii% New Query J% m DY :'lcﬂ DAY ‘ =

| Execute

Object Explorer * 0 X
Connect~ ¥ *¥ Y& &
= @ WIN2022-ENG (SQL Server 16.0.1000.6 -
o Databases
= Security
Logins
Server Roles

+ [

Credentials
Cryptographic Providers
Audits

1+ =

New Audit...

Server Audit
Server Objects Enable Audit

Replication View Audit Logs
Always On High
Management
Integration Servi Policies
4 23 SOL Server Agen
% %] XEvent Profiler

Script Audit as

Facets

Start PowerShell

Reports

Rename
Delete

Refresh
Properties

(6) Click “Close.”

52 Enable Audit — O X
1 Total
@ Success 1 Success
Details:
Action Status Messa
1@ Enable Audit 'NP_Audt’ Success

Close [1
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(7) In “Databases,” select the target database (the example here is : NCloud) - expand “Security” =

right-click “Database Audit Specifications” = select "New Database Audit Specification...”

%+ Microsoft SQL Server Management Stu.., Cuick Launch (Ctrl+) Po-
File Edit View Tools Window Help
- tﬁ - - g Hu | ula New Query u‘a .ﬁ? oM m'?: DAY |:'|-'|
| | Execute |

Object Explorer v aXx
Connect~ ¥ ¥ ¢ M~
- @ WIN2022-ENG (SQL Server 16.0.1000.6 - sa)

# System Databases
@ Database Snapshots
£ Database Diagrams
Tables
Views
External Resources

Synonyms
Programmability
Query Store
Service Broker
Storage
Users
Roles
Schemas
Asymmetric Keys
Certificates
Symmetric Keys
Always Encrypted Keys
Bl Database Audit Specifications, 3
+ Security Policies

New Database Audit Specification...

m|

Security Filter
Logins

X

Server Roles Start PowerShell

Credentials Reports

" mcmbmnmenimbi s Nemsadaee

Refresh
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(8) Enter the specification name: (the example here is NP_DB-NCloud_Audit) = select audit: NP_Audit

and action(s) = select action(s) (refer to the SQL Server Audit Action Groups and Actions in the

references for details) - click “OK.”

7 Create Database Audit Specification - m} X
@ Ready
Select a page LT Script ~ | @ Help I
& General
Name: [NP_DB-NCloud_Audit ]
Audt: [NP_Audt v|
Actions:
Audit Action Type Object Class Object Schema  Object Name Prin
01 |SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP v (]
02 |SCHEMA_OBJECT_CHANGE_GROLP v [ ]
02 | DATABASE_OWNERSHIP_CHANGE_GROUP v
04 | DATABASE_CHANGE_GROLP v
Connection —
.. 05 |AUDIT_CHANGE_GROUP v
oF WIN2022ENG [sa] —
06 |LISER_CHANGE_PASSWORD_GROUP v
07 | SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP v [ ]
08 |FAILED_DATABASE_AUTHENTICATION_GROLP v
View connection 05 |DATABASE_OBJECT_CHANGE_GROUP ~ L
Progress » 10 | DATABASE_ROLE_MEMBER_CHANGE_GROUP v [ ]
Ready +11 v ]

212
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(9) In the database audit specification list, right-click “NP_DB-NCloud_Audit” - select “Enable Server

Audit Specification.”

_+ Microsoft SQL Server Management Stu... Cvick Launch (Ctri+ Q) P o= B0 X
File Edit View Tools Window Help
- ?E' - w|0®NEWQUE'Y ugi@l@mm ':

| Execute

Object Explorer

Connect~ ¥ *¥ Y& A

= @ WIN2022-ENG (SQL Server 16.0.1000.6 - sa)
= Databases

® System Databases

[ Database Snapshots

= i@ NCloud
Database Diagrams
Tables
Views
External Resources
Synonyms

Programmability
Query Store
Service Broker
Storage
Security

Users

Roles New Database Audit Specification...

Enable Database Audit Specification .l: I

Schemas

Asymmetric Keys
Certificates Script Database Audit Specification as  »
Symmetric Keys
Always Encrypted Keys
Database Audit Specificat Facets
£ Security Policies
Security Reports
£ Logins
® Server Roles
SSsaa Refresh

Properties

Policies »

Delete

(10) Click “Close.”

o Enable Database Audit Specification - O X
1 Total
@ Success 1 Success
Details
Action Status Messa

' Enable Database Audit Specification 'N...  Success
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6.2.2.2 Configuring via Graphical User Interface (GUI)

(1) Open “Windows PowerShell.”

.

Windows
PowerShell

(2) Enter the command below to log in using either sa:

<2.1>Using sa account:

PS C:\> sglcmd -S localhost -U sa

LN Administrator: Windows PowerShell - SQLCMD - | X
5 C localhost

Options:

-S [protocol:]server[instance_name][,port]
-U login_id
-P password

-A dedicated administrator connection

<2.2> Using Windows account:

Enter the command below to log in using Windows account:

PS C:\> sglcmd -S localhost -A

LN Administrator: Windows PowerShell - SQLCMD - O X

S C:v> sqlend localhost
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(3) Enter the command below to switch to the master database:

1 > use master
2>go

EN Administrator; Windows PowerS... — O X

(4) Enter the audit name: NP_Audit = select audit destination: Application Log (this stores MS SQL audit
logs in the Windows Event Viewer Application Log) = click “OK.”

1 > CREATE SERVER AUDIT [

2 >TO APPLICATION_LOG

3 > WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

4 > ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)

EN Administrator: Windows PowerShell - SQLCMD — O X

(5) Enter the command below to switch to the target audit database (the example here is: NCloud).

1> use
2>go

LN Administrator: Windows PowerShell - SQL... — O X
se NCloud

ved database context to 'NCloud'.
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(6) Enter the command below to configure the audit for the database and add actions. For detailed

information, refer to the SQL Server Audit Action Groups and Actions in the references.
1 > CREATE DATABASE AUDIT SPECIFICATION [

2 > FOR SERVER AUDIT [NP_Audit]

3 > ADD (DELETE ON DATABASE::[ 1 BY [public]),

4 > ADD (SCHEMA_OBJECT _PERMISSION_CHANGE_GROUP),
5> ADD (SCHEMA_OBIJECT_CHANGE_GROUP),

6 > ADD (DATABASE_OWNERSHIP_CHANGE_GROUP),

7 > ADD (DATABASE _CHANGE_GROUP),

8 > ADD (AUDIT_CHANGE_GROUP),

9 > ADD (USER_CHANGE_PASSWORD_GROUP),

10 > ADD (SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP),
11 > ADD (FAILED_DATABASE_AUTHENTICATION_GROUP),
12 > ADD (DATABASE_OBJECT_CHANGE_GROUP),

13 > ADD (DATABASE_ROLE_MEMBER_CHANGE_GROUP)

14 > WITH (STATE = ON)

15> GO

1> quit

LN Administrator; Windows PowerShell

- CREATE DATABASE AUDIT SPECIFICATION [NP_DB-NCloud_Audit]
> FOR SERVER AUDIT [NP_Audit]
> ADD (DELETE ON DATABASE::[NCloud] BY [public]),
> ADD (SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP),
- ADD (SCHEMA_OBJECT_CHANGE_GROUP),
> ADD (DATABASE UWNERSHIP_EHHNGE_GRUUP),
> ADD (DATABASE_CHANGE_GROUP),
> ADD (AUDIT_CHANGE_GROUP),
> ADD (USER_CHANGE_PASSWORD_GROUP)
l”a ADD (SCHEMA_OBJECT_CHANGE UFUUFI
> ADD (FAILED_DATABASE_AUTHENTICATION_GROUP),
A LLIIJDD [l]:luTuEu»_E lIE‘IEl T r‘HuNrJE [J].:l IUP
3> ADD (DATABASE_ROLE_MEMBER CHANGE_GROUP)
> WITH (STATE = ON)
5= GO
> quit

o LA B LI D —

D OO =] £
A

Replace the text shown in red with the database audit specification name.

1 > CREATE DATABASE AUDIT SPECIFICATION [ ]

Replace the text shown in red with the target database name.

3 > ADD (DELETE ON DATABASE::[ ] BY [public])
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6.3 Event Log Configuration

This is an optional configuration.

The following sections describe configuration methods for Domain and Workgroup environments.

6.3.1 Domain

6.3.1.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

~

[d

Active
Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Controllers, select “New,” and click “Organizational Unit.”

Shared Folder

217

] Active Directory Users and Computers - O X
File Action View Help
o | d= HM TRETIER
: Active Directory Users and Com|| Name Type Description
— 2aved Queries ~ Saved Queries Folder to store you
|v F3 npar‘tner.loca!l D )
Builtin Delegate Control... omain
| Computer Find...
3. Domain C Change Domain...
| ForeignSe Change Domain Controller...
| Managed
51 Microsoft Raise domain functional level...
371 Servers Operations Masters...
U
- R I New }I Computer
All Tasks > Contact
Refresh L
InetOrgPerson
i msDS-ShadowPrincipalContainer
Help msExchDynamicDistributionList
mslmaging-P5Ps
MSMQ Queue Alias
< > < I Organizational Unit I I
Create a new object... Printer “w
User

fy

o

7
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the customer's environment. - ¢lick “OK”

New Object - Organizational Unit

-'7""; Createin: npartnerlocal/

X

e

[] Protect container from accidental deletion

(4) Move the Server to your New Organizational Unit:

Coc || oo | [ 1

Select your organizational unit in “Domain Controllers” -> Right-click on the “WIN2022-ENG” server.

Note: Please select the MS SQL server according to the actual environment. = click “Move.”

] Active Directory Users and Computers

File Action View Help

o2 /0 XEc=2 HE P RETER

] Active Directory Users and Com|| Name Type
> B ) Q"Ie"eT 1% E3V3-WIN2016-HY Computer
V' I dpstriis loch Y86l WIN2016-HYPER-V Computer
> Builtin
- - 1R WIN2022-HYP to a group...
> 2| Domain Controllers - Disable A :
> || ForeignSecurityPrincipal: RS D
> || Managed Service Accout Reset Account
> 2] Microsoft Exchange Sect | Move... e
3] Servers Manage W
| Users
All Tasks
Cut
Delete
Properties
Help
< > <

Moves the current selection to another organizational unit.
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

Move

Move object into container:

X

-4 npartner
@-{] Buitin
-] Computers
@-{3] DNS_Servers
@#-{3] Domain Controllers
£
-]
#-__| Users

| ForeignSecurityPrincipals
. Managed Service Accounts
(-3 Microsoft Exchange Security Groups

| 0K

A\

Cancel

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2022-

ENG” server has been moved.

] Active Directory Users and Computers - O X
File Action View Help
% 20066 En tearak
] AFtive Directory Users and Com|| Name Type Description
> L Saved Q”f"ET 186 WIN2022-AD-ENG Computer
viH npartner.loca 1 WIN2022-ENG Computer |
> | Builtin
| Computers
5 [2] Domain Controllers
» | ForeignSecurityPrincipal:
| Managed Service Accour
» 2] Microsoft Exchange Sect
| Users
< > < >
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6.3.1.2 Group Policy Settings

(1) Click “Group Policy Management.”

Group Policy
Management

(2) In the Servers organizational unit (OU), create a new Group Policy Object (GPO):

4

Right-click the [Servers] organizational unit = select “Create a GPO in this domain, and Link it here...’

B

'3 Group Policy Management - O X
3, File Action View Window Help - &
oo 2@ 005G HEE

'3 Group Policy Management | npartner.local
v ﬂ Forest: npartner.local Status  Linked Group Policy ! * | *

v &3 Domains
v 3 npartner.local

> ) i This page shows the status of
a, Default Domain Policy Active Directory and SYSVOL
2 | Domain Controllers replication _for this- d_omain asit
2 | Microsoft Exchange Security Gro

3l Servers - C4 =i im Nt =il

~ Group Create a GPO in this domain, and Link it here... %

5 WMIFi Link an Existing GPO...

&) Starter Block Inheritance

@ Sites

Group Policy Update...
st3 Group Policy I

«, Group Policy F Group Policy Modeling Wizard...

New Organizational Unit

New Window from Here

Delete
Rename
<
. . Refresh
Create a GPO in this domaz
Properties
Help
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(3) Edit your Group Policy Object
Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)
Note: Create your GPO name according to the actual environment. Then click “Edit.”

New GPO X
Name:
N-Partner Policy |
Source Starter GPO:
{mne} “
ok ||| Ccancel
lax

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)
right-click and select “Edit.”

& Group Policy Management — O X
&, File Action View Window Help - & X
= 2/ 06 . HE
|# Group Policy Management npartner.local
v _ﬁ Forest: npartner.local Status  Linked Group Policy 0

v &5 Domains
v rjpartner.lncal ] , This page shows the status of
»i/ Default Domain Policy Active Directory and SYSVOL
» . Domain Controllers replication for this domain as it
» @ Microsoft Exchange Security Gro
W _;J Servers Status Details
l,ﬂ N-Partner Policyl L i
» L5t Group Policy Object | Edit. |§ -
> —':r WMI Filters Enforced
_ > [ Starter GPOs v Link Enabled
} ‘E Sites : _ Save Report... fton
st% Group Policy Modeling |
"+ Group Policy Results New Window from Here @
Delete
Rename
Refresh
4
Help
Open the GPO editor
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Local Policies” = “Audit Policy.” And click on “Audit account logon events,” “Audit account

management,” and “Audit logon events,” - check “Define these policy settings”: Success, Failure. = click

IIOK.”
\=[ Group Policy Management Editor - O X
File Action View Help
o9 | n@XE = H
(=] N-Partner Policy [WIN2022-AD-ENG.NPARTNE A Policy . Policy Setting
v ™ Cor:p;.:tcr Configuration {2y Audit account logon events Success, Failure
¥ __0 I;Iefiw St | Audit account management Success, Failure
I" — V:' dare Sdtl_ngs I .4 Audit directory service access Not Defined
v indows Settings
— Name Resolztion Policy udit logon events Success, Failure
i Scripts (Startup/Shutdown) lgig) Aud!t objfect access Not Def!ned
» Cecurity Settinas 2| Audit pc?llf:y change Not Deffned
. -2 Account Policies 2| Audit privilege use Not Defined
v - Local Policies (s Audit process tracking Not Defined
3 i Audit Policy i Audit system events Not Defined
) j User Rights Assignment Audit logon events Properties X
> j Security Options Securty Polcy Setting | xplan
» [ Eventlog . g
= jon events
» g Restricted Groups j?
> [ System Services
: _ﬂ Registry [ Define these policy settings
» (4, File System Audit these atiempts:
> .{Hf Wired Network (IEEE 802.3) | SF -
~ Windows Defender Firewall =
| Network List Manager Polici
» :_4? Wireless Network (IEEE 802.1
~ Public Key Policies
» || Software Restriction Policies
» || Application Control Policies
> ‘g IP Security Policies on Activi
» || Advanced Audit Policy Coni
2 WPt} L L
< > < >
| OK | Apply
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(6) Event Log: Application Log Retention Method
Expand “Computer Configuration” - “Policies” - “Windows Settings” = “Security Settings” - “Event
Log” = select “Retention method for application log” = check “Define this policy setting” = select

“Overwrite events as needed” - click “OK.”

=/ Group Policy Management Editor - O X
File Action View Help

o | 2@ XE = HE

(=] N-Partner Policy [WIN2022-AD-ENG.NPARTNER.L Policy Policy Setting

v C_.ompt.:t-er Conmaumbon | Maximum application log size Not Defined
S Pj‘)hcnes > {Lg) Maximum security log size Not Defined

I:’ _: \ilc:f::::ssse;t;;;ggssl 2| Maximum system log size Not Defined

> [ Name Resolution Policy .| Prevent local guests group from accessing application log Not Defined

) Scripts (Startup/Shutdown) .. Prevent local guests group from accessing security log Not Defined

i Security Settings i Prevent local guests group from accessing system log Not Defined

> . Account Policies (| Retain application log Not Defined

> 4 Local Policies x| Retain security log Not Defined

Retain system log Not Defined

| Eventlog

> [ 4 Restricted Groups Retention method for application log As needed

> [4 System Services .« Retention method for security log Not Defined
> [ 4 Registry .z Retention method for system log Not Defined
> __a File System Retention method for application log Properties ? x

> ;tgf Wired Network (IEEE 802.3) Poli Securty Polcy Setting  Explain

> || Windows Defender Firewall witl
| Network List Manager Policies
> a Wireless Network (IEEE 802.11) |

ﬂ Retention method for application log

= . - [/] Define this policy setting
> || Public Key Policies R
3 . - . o Vi & e S S
> | Software Restriction Policies
(®) Overwrite events as needed

> || Application Control Policies
> S IP Security Policies on Active Di
| Advanced Audit Policy ConfigL
> il Policy-based QoS
> || Administrative Templates: Policy defin
> ] Preferences
v 4% User Configuration
> 1 Policies
> | Preferences

(O Do not overwrtte events (clear log manually)
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Event Log” —>And click on “Maximum application log size” - Check “Define this policy setting” - enter

204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

=/ Group Policy Management Editor — O X
File Action View Help
o | 2R XE= HE
(=] N-Partner Policy [WIN2022-AD-ENG.NPARTNER.L Policy - Policy Setting
v C}:ompgfer Configurabion Maxlmum application log size 204800 kilobytes
y = ??I'('es - | Maximum security log size Not Defined
> || Software Settings g < ¥
IV S Windows Settingsl « Maximum system log size - o Not Def!ned
> [ Name Resolution Policy (.| Prevent local guests group from accessing application log Not Defined
B Serits (tatum/Shatdown) | Prevent local guests group from accessing security log Not Defined
Security Settings | (.s| Prevent local guests group from accessing system log Not Defined
> .5 Account Policies </ Retain application log Not Defined
> 3 Local Policies 4 Retain security log Not Defined
s Retain system log Not Defined
> L@ Restricted Groups | Retention method for application log As needed
> [4 System Services 14 Retention method for security log Not Defined
> [[4 Registry .| Retention method for system log Not Defined
> Aa File System Maximum application log size Properties X
> i4/ Wired Network (IEEE 802.3) Poli ommr—
> ;‘ Windows Defender Firewall witl . ik
| Network List Manager Policies g
> Gaf Wireless Network (IEEE 802.11) | Ot iy iy
> || Public Key Policies
> || Software Restriction Policies @: kilobytes
> | Application Control Policies
> S IP Security Policies on Active Di
> || Advanced Audit Policy ConfigL
> ulij Policy-based QoS
> || Administrative Templates: Policy defin
> | Preferences
v & User Configuration
> 1 Policies
> | Preferences
< > ||« >
Conce | |k
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(8) On the AD domain server, open “Windows PowerShell.”

(9) Enter the command below to refresh group policy.
PS C:\>
EN Administrator: Windows PowerShell — O X

PS C:\> Invoke-GPUpdate WIN2022-ENG
PS C:\>

Replace the text shown in red with the MS SQL server name.

(10) Enter the command below to generate server group policy report.

EN Administrator: Windows PowerShell — O X
\> Get-GPResultantSetofPolicy WIN2©22-ENG C:\tmp\SQL20822.html

Logging
\\WIN2622-ENG\Root\Rsop\NS372806B35_ 3624 4ED2_846F_ 8AF7A75257C5

LoggingComputer : WIN2822-ENG

LoggingUser : NPARTNER\administrator
LoggingMode : Computer

For the red text, please enter the MS SQL server name and the folder path/file name.
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(11) Open the report and verify that your MS SQL server is applying the N-Partner Policy Group Policy.

C  @File C/tmp/SQL2022.html A o8 - O

— CowkgRew 0000000 -
NPARTNER\WIN2022-ENi

EE

show |
Account Policies’'Account Lockout Policy
show |
Local Policies/Audit Policy
hide
Policy Setting Winning GPO
Audit account logon events Success, Failure N-Partner Policy
Audit account management Success, Failure N-Partner Policy
Audit logon events Success, Failure N-Partner Policy
Audit system events Success, Failure N-Partner Policy
Local Policies/Security Options
show
Event Log
hide |
Policy Setting Winning GPO
Maximum security log size 204800 kilobytes N-Partner Policy
Retention method for security log As needad N-Partner Policy
Public Key Policies/Certificate Services Client - Auto-Enrollment Settings
dhow | 7
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6.3.2 Workgroup
6.3.2.1 Audit Policy Configuration

(1) Open Local Group Policy Editor

Click on “Start” = enter “group policy” to search = click on “Edit Group Policy.”

B 0O &

Best match

‘ Edit group policy

Control panel

L edit group|
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(2) Local Group Policies: Audit Policy
Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” -> “Local Policies”
- “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” and “Audit

logon events” items = check “Define these policy settings”: Success, Failure. = click “OK.”

=/ Local Group Policy Editor - a X
File Action View Help
s 20 XEE Bm

" Local Computer Policy Policy Security Setting
|v @& Computer Configuration|

S — i Audit account logon events Success, Failure
LA ettlrqu "3 Audit account management Success, Failure
Iv | Windows Settmgsl — ; -
Audit directory service access No auditing

_ Name Resolution Policy
|=] Scripts (Startup/Shutdown)

Audit logon events Success, Failure

[V =5 Security Settings | tt| Audft objgct access No aud!tfng
4 Account Policies <4 Audit policy change No auditing
v _a Local Policies L4/ Audit privilege use No auditing
A Audit Policy o Audit process tracking No auditing
7 User Rights Assignmey|| <4/ Audit system events No auditing
4 Securit)f Options Audit logon events Properties ? X

_ Windows Defender Firewz

| Network List Manager Pol

_| Public Key Policies

_| Software Restriction Polic

| Application Control Polici
g IP Security Policies on Loc

_| Advanced Audit Policy Cc

ul)i Policy-based QoS

| Administrative Templates

Local Security Setting  Explain

? Audit logon events

Audt these attempts

This setting might not be enforced i other policy is corfigured to
L ovemide category level audi policy.

v % User Configuration
| Software Settings
| Windows Settings
_| Administrative Templates

For more information, see Budit logon eventd. (3921468)
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(3) Open “Windows PowerShell.”

(4) Enter the command below to refresh group policy.
PS C:\>

EN Administrator: Windows PowerShell

PS C:\> gpupdate /force
Updating policy...

Computer Policy update has completed successfully.

User Policy update has completed successfully.
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(5) Enter the command below to view group policy applied status.

E¥ Administrator: Windows PowerShell

Na
No
No
No

ani
and

Auditing

Failure
Failure
Failure
Failure
Failure
Failure
Failure
Failur

Failure
Failur

Failure
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6.3.2.2 Event Log Settings

(1) Search for “Event Viewer”

Enter “Event Viewer” to search = click on “Event Viewer” in the search results.

Best match

' Event Viewer

App

£ event viewer
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(2) Edit Security Log

Expand folder “Windows Logs” - right-click on “Application” - And click on “Properties.”

{3] Event Viewer - O X
File Action View Help

&= 25 HE

Event Viewer (Local) Actions

7 Custom Views $
v _m Windows Logs | Level ~| | App!
Application (@ Infarmatic < Onen...

i2] Security Open Saved Log... i
] Setup Create Custom View... o
i=] System Import Custom View...
£ Forwarded | ar ...
[ Applications ar Clear Log... by .
4 Subscriptions Filter Current Log... b
I Properties I Ij
Find.. =
Save All Events As... -
Attach a Task To this Log... pe-
L 4
< View > ~

Displays Log properties Refresh

HE|P ’ -

(3) Configure Security Log

Enter maximum log file size: 204800 KB

Note: Please adjust the number according to the actual environment.

- click on “Overwrite events as needed (oldest events first) - click “OK.”

Log Properties - Application (Type: Administrative) X

General  Subscriptions

Full Name: Application

Log path: %SystemRoot %\ System32\Winevt\Logs\Application. evix
Log size: 20.00 MB(20,975,616 bytes)

Created: 2024 4H128 AM 02:00:29

Modified: 20255 8H148 PM 03:45:15

Accessed: 2025 8H 148 PM 03:45:15

Enable logging

[Maximum tog sie (k8 20480/

When maximum event log size is reached:

I@ Overwrite events as needed (oldest events firs‘t)l

(O Archive the log when full, do not overwrite events

O De not overwrite events ( Clear logs manually )

Clear Log
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7. N-Reporter

(1) Add a Windows MS SQL device:

Go to “Device Management” - “Device Treeview” - click “Add.”

N-Reporter 7 @
._g’ hank2 (Global) ~ B Home / Device / Davice Treeview
-

— & Device Treeview
i= Event

[shl. Report All v Search

Q Analysis + {5 Global £\ /. (198/229)
- “7 Unknown Device (0/18)
# NRobot .

T Resource Recovery Area (0/1)
@ Dashboard

== :
== Device

Device Treeview

Device Management
Device Additional Setting
Alert Template

Device Abnormal Alert
Config Comparison

User Defined Format

(2) Select the device type:

Choose “Application/DB/OS/Server” - click “Guided Mode.”

Device Category

Switch / Router
If the device only actives the

A switch is a network hardware

Host type, providing specific se

S
- Application / DB / OS / Server

l_-l’ Firewall / IPS / Load Balancer / NAC / UTM /
T 1 WAF / Wireless

N . MNetwork security related

/ \I /\ N-Cloud / N-Reporter / N-Probe

| — -] -

2 L N-Probe can collect traffic at a rafio

N ?/

Auto / More / User Defined Format
Q Customization and other equipm

Expert Mode Guided Mode Cancel
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7.1 MS SQL Server Event Log

(1) Basic Device Settings:
Enter the device name and IP address - For Syslog Data Format, select “MS SQL” - click “Next.”

Basic Setting

Machine Name *

MS550QL-192.168.8.196

| =

192.168.8.196

Domain *

Global

Syslog Format @ E Activate Full-text Search (FTS)

MS SQL

User Defined Syslog Format n

SNMP Model ©

Mot Activated

Performance Monitoring Setting

Previous Cancel
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(2) Syslog Settings

Set “Facility” to “(18) local use 2 (local2)” - click “Next.”

If “Raw Data Kept” is checked, the “Event Query” page will display raw data information.

Syslog Setting

Facility &

(18) local use 2 (local2)

Encoding

UTF-3

Syslog Normalized Data Retention Days (Max) ©

7-18250

Syslog Normalized Data Retention Days (At Least) @

1-18250

Raw Data Kept and Replied
Raw Data Kept

|:| Raw data format is adopted while Syslog relaying is activated in Threshold Report.

|:| The source P will be kept in normalized data relaying

235 &7 N-Partner



(3) Others

Set “Device lcon” to “Host” - Set “Receiving Status” to “Activated” = click “Next” = Confirm.

ita Add Device - Other x

Other -~

Device lcon

Host A

Latitude and Longitude

atitude, longitude

Remark &

Special format: [key]="value”, which can be exported into a custom field.

Tag

Receive Status

B A Y M N
(@) Activated () Disabled

Previous Cancel

4

Activate default templates for devices of the same vendor type, click “No.”

£+ Activate default template, this will apply to the same vendor type ?
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7.2 Windows Event Log

(1) Device Basic Settings

Enter the device name and IP = Select “Windows” for the Syslog data format = Click “Next.”

Basic Setting ~

Machine Name *

Windows-192.168.8.196

P~

192.168.8.196

Domain *

Global b

Syslog Format € E Activate Full-text Search (FTS)

Windows b

User Defined Syslog Format € n

SNMP Model ©

Host Mib h

Performance Monitoring Setting W

Previous Cancel
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(2) Syslog Settings

Set “Facility” to “(17) local use 1 (locall)” = click “Next.”

If “Raw Data Kept” is checked, the “Event Query” page will display raw data information.

Syslog Setting

Facility &

(17) local use 1 {locall)

Encoding

UTF-2

Syslog Normalized Data Retention Days (Max) &

7-18250

Syslog Normalized Data Retention Days (At Least) ©

1-18250

Raw Data Kept and Replied

Raw Data Kept I

|:| Raw data format is adopted while Syslog relaying is activated in Threshold Report.

|:| The source IP will be kept in normalized data relaying
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(3) Others

Set “Device lcon” to “Host” - Set “Receiving Status” to “Activated” = click “Next” = Confirm.

ita Add Device - Other x

Other -~

Device lcon

Host A

Latitude and Longitude

atitude, longitude

Remark &

Special format: [key]="value”, which can be exported into a custom field.

Tag

Receive Status

B A Y M N
(@) Activated () Disabled

Previous Cancel

4

Activate default templates for devices of the same vendor type, click “No.”

£+ Activate default template, this will apply to the same vendor type ?
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8. Troubleshooting

8.1 Invoke-GPUpdate Error

(1) On the AD domain server, run Invoke-GPUpdate to update the Windows Server Group Policy. An error

message may appear.

EX Administrator: Windows PowerShell - O x

:\» Invoke-GPUpdate

(2) On the Windows Server, open “Windows PowerShell.”

Windows
PowerShell

(3) Enter the following command to check the Windows Firewall rules for WMI-WINMGMT-In-TCP, vm-

monitoring-rpc, and MSDTC-RPCSS-In-TCP:

PS C:\>

| E¥ Administrator: Windows PowerShell o

(4) Enter the following command to enable the Windows Firewall rules WMI-WINMGMT-In-TCP, vm-

monitoring-rpc, and MSDTC-RPCSS-In-TCP:

PS C:\>

EX Administrator: Windows PowerShel

> Set-NetFirewallRule
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(5) Enter the following command to verify the Windows Firewall rules WMI-WINMGMT-In-TCP, vm-

monitoring-rpc, MSDTC-RPCSS-In-TCP again:
PS C:\>

PS C:\> Invoke-GPUpdate -Computer -RandomDelayInMinutes 0 -Force

EN Administrator: Windows PowerShell

Note: Replace the text shown in red with the Windows Server name.
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