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https://docs.microsoft.com/sql/tools/sqlcmd-utility?view=sql-server-ver15
https://learn.microsoft.com/sql/database-engine/configure-windows/c2-audit-mode-server-configuration-option?view=sql-server-ver15
https://learn.microsoft.com/sql/database-engine/configure-windows/c2-audit-mode-server-configuration-option?view=sql-server-ver15
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https://docs.microsoft.com/sql/relational-databases/security/auditing/create-a-server-audit-and-server-audit-specification?view=sql-server-ver15
https://docs.microsoft.com/sql/relational-databases/security/auditing/create-a-server-audit-and-server-audit-specification?view=sql-server-ver15
https://docs.microsoft.com/sql/relational-databases/security/auditing/create-a-server-audit-and-database-audit-specification?view=sql-server-ver15
https://docs.microsoft.com/sql/relational-databases/security/auditing/create-a-server-audit-and-database-audit-specification?view=sql-server-ver15
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Note: This document is provided solely as a reference for configuring log output. It is recommended

that you contact the device or software vendor for assistance with the appropriate log export

methods.
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https://docs.microsoft.com/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15
https://docs.microsoft.com/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15

1 NXLog
1.1 NXLog Installation

OMR oYyt 2FR b-[23 [/ 9 0/ 2YYdzyAile 9RAGAZ2YD
tfS128KAMLIA YKk VET 23 WRKNBERAER 2y RR2IGYA 2 | R
526yt 2R GKS f | ©ENE CEENEEADRYYVA AZPF Y Ef 2 3

9 El YILE ¥ tr2fmtbol HdgY & A

Windows x86-64 nxlog-ce-3.2.2329.msi
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{2 NXLog-CE Setup ==

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will install NXLog-CE on your computer,
Click Next to continue or Cancel to exit the Setup Wizard,

Cancel_|
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https://nxlog.co/products/nxlog-community-edition/download
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{i# NXLog-CE Setup M= B
End-User License Agreement
Please read the following license agreement carefully '
NXLOG PUBLIC LICENSE v1.0 i—l

1. DEFINITIONS
“License” shall mean version 1.0 of the NXLOG PUBLIC
LICENSE, 1.e. the terms and conditions set forth in this document,
“Software” shall mean the source code and object code form, all
associated media, printed matenals, and "online" or electronic
documentation. All such software and matenals are referred to |

F lacceptthetenmhtheLkuseAqmeni

Cancel I
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i‘,?a NXLog-CE Setup =] B3
Destination Folder
Click Next ta install to the default Folder or chick Change to choose another,

Install NXLog-CE to:

|C \Program Files\nxlog),

Change.., |

Back | | Cancel I
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Op & BOnasil t t @
{i# NXLog-CE Setup E= R

Ready to install NXLog-CE @

Click Install to beqin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

v [ oa ]| oo |

6 d Ut BQAYEA & K @
i@ NXLog-CE Setup M= E3

Completed the NXLog-CE Setup Wizard

Click the Finish button to exit the Setup Wizard, . o
NB | YR [/ 2YLJzi SNA ¢

[T Open README.txt to read important installation notes

Cancel




1.2 Download NXLog Configuration File

1.2.1 MS SQL Standalone (Non -Clustered) Configuration File

oMU @INFR2ga t2SN] KSEE o

Lo

Windows
PowerShell
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PS Q> InvokeWebRequestUrihttp://www.npartner.com/download/tech/nxlog_ MSSQL.cor®utFile

'CA \nxlog confinxlog.conf’

2 Administrator: Windows PowerShell

-0l x|

PS C:%> Invoke-WebRequest -Uri “http://www.npartner. com/download/tech/rx | og_MSSOL.conf™ -OutFile "C:

“Program Files\nxlo E
‘\econf x| og. conf” |

Note: This example is for a#4t operating systemkor a 32bit system, replace the highlighted text
with: 'C\ Program File&86) nxlod confinxlog.conf'
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http://www.npartner.com/download/tech/nxlog_MSSQL.conf

1.2.2 MS SQL Cluster Configuration File

OMO @IWFR26a t26SNI KSEf o

Lo

Windows
PowerShell

OHU 52y 2] RI (KBS dDE B RA I dAT VIR 22/OSFNBENR 1S GKS SEA 3
O2y FAIdzNI GA2y FTAES Ay GKS 2AyR2¢6a adeaiSvyo

526yt 2 KR GILINVKKY 66Dy LI NIy SNIPO2YkR2gyE2FRkiSOKKYE
PS C:>InvokeWebRequestUrihttp://www.npartner.com/download/tech/nxlog_MSSQlusterconf' -

OutFile 'C: \nxlod confinxlog.conf'

Note: This example is for a @4t operating systemkor a 32bit system, replace the highlighted text
with: 'C\ Program File&86)nxlod confinxlog.conf'
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http://www.npartner.com/download/tech/nxlog_MSSQLcluster.conf

1.3 NXLog Configuration

1 3.1 MS SQL Standalone (Non Clustered) Conflguratlon File

nxlog was installed into,

ROOT
192.168
C:\Program Files\nxlog
R TROOT%\cert
3ROOT%\conf
$ROOI%\data
$LOGDIRY\nxlog.log

%RO0T%\modules
%RO0T%\data

Pidfile $RO0T%\dara\nxlog.pid
SpoolDir %ROOT%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm syslog
</Extension>

._=qgllog>

im msvistalog

ReadFromLast TRUE

SavePos TRUE

Query <QueryLisc> \
<Qusry Id= \

<Select Path="RApplication">*[System[Provider [@Name='MSSQLSERVER']]]</Select> \

</Query> \

</QueryList>

</Input)]

"on>

3

<Output out_sgllog>
Module om udp
Host ENCloud%
Port 514

" 4 string($EventID) + ": " 4 SMessage;

$EventIype == 'AUDIT_FAILURE') £SyslogSevericyValue = 3; } \
G') { $SyslogSeverityValue = 4; } \

or S$EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue = 5; }

Exec to_syslog_bsd()
</Output>

<Route =gllog>

</Route>
% the
<Input in_eventlog>
Module im msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <Querylist> \
<Query Id="0"> \
<Seslect Path="Security">*[System|[ (EventID=4624 or EventID=4625 or EventID=4626 or EventID=4627 or EventID=4634 or EventID=464€ or
ID= entID=4648 or EventID=4649 or ID=4672 or rentID=4675) ] ] </Select> \
ct Path="Security">*[System antID=4778 or antID=4779 or EventID=4800 or EventID=4201 or EventID=4802 or EventID=4303 or
ID=4%64 or EventID=4976 or EventID=5058 or EventID=5059 or EventID=5061)]]</Select> \

th="Security">*[System[ (EventID=5378 or EventID=5372 or EventID=5632 or EventID=5633 or EventID=4768 or EventID=4769 or
73 or EventID=4771 or Event 4772 or Even 4773 or Even 11</Select> \

="Security">* [System[ (EventID=4775 or EventID=4776 or Ewventl or EventID=4820 or EventID=4720 or EventID=4722 or
or EventID=4724 or EventlD=4725 or EventID=4726 or EventID 11</Select> \

"‘euur ty">*[System EventID=4733 or EventID=4734 or EventID=4735 or EventID=4738 or
entID=4740 or tID=474% or or ntID=4751) ]]</Selact> \
"Security">* [System[ (EventID=4752 or EventID=4753 or EventID=4764 or EventID=4765 or
or EventID=4781 or EventID=4782 or EventID=4793 or EventID=4794)]]</Select> \
="Security">*[System[ (EventID=4797 or EventID=4758 or EventID=4799 or EventID=5376 or EventID=5377)]]</Select> \

5]

ventID=4766 or EventID=4767 or

</Query> \
</Quer
</Input>

<Output out_ewventlog>

Module om udp

Host $NClouds

Port 514

Exec SSyslogFacilityValus = 17;
SMessage = string($SourceMName) + ™: ™ +
Exec 1f ($Ew

else

" + SMessage;

'ERROR' or $SEventType | $SyslogSeverityValue = 3; } \
'"WARNING') { $SyslogSeverityValue = 4; } \

'"INFO' or ntIype == "Al _SUCCESS") { $5y=logSeverityValue = 5; }

alsa v
Exec to_syslog_b=d()
</Output>

<Route eventlog>
Path 1in 1

</Route>

xlog was installed into, o wise it will not sta
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define NCloud 92.168.8.4

define ROOT\Program Filésixlog
define CERTDIR %ROQCEY
define CONFDIR %RO0ddnf
define LOGDIR %ROQ@&%a
define LOGFILE %LOGDH3d6g.log
LogFile %LOGFILE%

Moduledir %ROOTWhodules
CacheDir %ROOVdata

Pidfile %ROOT#ata nxlog.pid
SpoolDir %ROOTéata

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog

</Extension>

## For MS SQL instance Event Log use the following:
<Input im_sqllog>

Module im_msvistalog

ReadFromLast TRUE

SavePos TRUE

Query <QueryList»

<Query Id="0"x

<Select Path="Application">*[System[(Provider[@ NamESSQLSERVHR/Select>\
</Query>\

</QueryList>

</Input>

<Output out_sqllog>

Module om_udp

Host %NCloud%

Port 514

Exec $SyslogFacilityValue = 18;

Exec $Message = "MSSQLSERVER" + ": " + string($EventID) + ": " + $Message;

Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') {$SyslogSeverityValue = 3;}

I al Lyl




else if ($EventType == 'WARNING') {$SyslogSeverityValle = 4;}
else if ($EventType == 'INFO' or $EventType == 'AUDIT_SUCCESS') {$SyslogSeverityValue = 5;}

Exec to_syslog_bsd();
</Output>

<Route sqllog>
Path in_sqllog => out_sqgllog

</Route>

## For Windows Event log use the following:

<Input in_eventlog>

Module im_msvistalog

ReadFromLast TRUE

SavePos TRUE

Query <QueryList»

<Query Id="0"x

<Select Path="Security">*[System[(EventID=4624 or EventlD=4625 or EventID=4626

or EventlD=4627 or EventlD=4634 or EventlD=4646 or Event|D=4647 or EventlD=4648 or EventID=44
EventlD=4672 or EventID=4675)]]</Seléct>

<Select Path="Security">*[System[(EventID=4778 or EventlD=4779 or EventID=4800

or EventID=4801 or EventlD=4802 or EventlD=4803 or EventID=4964 or EventID=4976 or EventID=5(
EventID=5059 or EventID=4061)]]</Seléct>

<Select Path="Security">*[System[(EventID=5378 or EventID=5379 or EventID=5632

or EventID=5633 or EventID=4768 or EventiID=4769 or EventlD=4770 or EventlD=4771 or EventlD=4
EventlD=4773 or EventlD=4774)]]</Seléct>

<Select Path="Security">*[System[(EventID=4775 or EventlD=4776 or EventID=4777

or EventlD=4820 or EventlD=4720 or EventlD=4722 or EventlD=4723 or EventlD=4724 or EventlD=4
EventlD=4726 or EventlD=4727)]]</Seléct>

<Select Path="Security">*[System[(EventID=4731 or EventlD=4732 or EventID=4733

or EventlD=4734 or EventlD=4735 or EventlD=4738 or EventlD=4739 or EventlD=4740 or EventlD=4
EventlD=4750 or EventID=4751)]]</Seléct>

<Select Path="Security">*[System[(EventID=4752 or EventlD=4753 or EventiD=4764

or EventlD=4765 or EventID=4766 or EventiD=4767 or EventlID=4780 or EventlD=4781 or EventID=4
EventlD=4793 or EventID=4794)]]</Seléct>

<Select Path="Security">*[System[(EventID=4797 or EventlD=4798 or EventID=4799 or
EventlD=5376 or EventID=5377)]]</Seléct>

m al Ly i




</Query>\
</QueryList>

</Input>

<Output out_eventlog>

Module om_udp

Host %NCloud%

Port 514

Exec $SyslogFacilityValue = 17;

Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;

Exec if (EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') {$SyslogSeverityValue = 3;}
else if (5EventType == '"WARNING') {$SyslogSeverityValle = 4;}

else if (5EventType =="INFO' or $EventType == 'AUDIT_SUCCESS') {$SyslogSeverityValue = 5;}
Exec to_syslog_bsd();

</Output>

<Route eventlog>
Path in_eventlog => out_eventlog

</Route>

OYVUiISNWSKIBSNHSNI aeaidSY Lt FRRNXaa Ay GUKS oftdzS (S

define NCloud. 92.1688.4

¢KA&a SEI YL Soma @ILINR (AW I dem G Sy o

C2NJOAOH2ZLISNI Ay aeaidSys dzasS (GKS F2fft2gAy3d aSsSi
define ROOT\Program Files (x88)xlog

wSLX I OS G(KS GSEG aK2éy Ay o0ftdS 6AGK GKS a{ {v]
i
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Note: After modifying the configuration file, save it as a new file to overwrite the orighmalSave as

type, selectAll Filed F ®FonENebding, select UBRo avoid encoding errors that could prevent the

service from starting.

File name: |mdog.mnf :'
Save as type: | All Files ~|
(<) Hide Folders Encoding: |UTF-8 =| Save Cancel |
ANSI e
Unicode

Unicode bii endian

13 ~ #&N-Partner



1.3.2 MS SQL Cluster Configuration File

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.

define NCloud 152.168.8.4

dafins ROOT C:\Program Filas\nxlog
define CERTDIR 3ROOT%\cert

define CONFDIR 3$ROOT%\conf

define LOGDIR 3ROCT%\data

define LOGFILE $%LOGDIR%\nxlog.log
LogFile $LOGFILES

Moduledir ¥ROO0T%\modules
CacheDir %R0O0T%\data

Pidfile $R0O0T%\data\nxlog.pid
SpoolDir $RO0T%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslag
</Extension>

## For MS SQL instance Event Log use the following:
<Input in_sqgllog>

Module im msvistalog
ReadFromLast TIRUE
SavePos TRUE
Query <QueryLisc> \

<Qusry Id="0"> \
<Sa2lact Path="Application">*[System[Provider|[@Name='MSSQLSERVER']]]</Select> \
</Query> \
</QueryList>
</Input>

<Output out_sgllog>
Module om udp
Host 3(NCloud%
Port 514
Ex=c S5SyslogFacilityValus = 18;
Exec SMessage = "MSSQLSERVER™ + ": " + string(SEventID) + ": " + S$Message;
Exec 1f (SEventType == 'ERROR' or S$EventIype == 'AUDIT_FAILURE') { $SyslogSeverityValue
else if (SEventType == 'WARNING') { $SyslogSeverityValue = 4; } \

3; b A

slse 1f (SEventTyps == 'INFO' or S$EventIlype == 'AUDIT_SUCCESS') { $SyslogSeverityValue = 5; }

Exec to_syslog_bsd():
</Output>

<Route =gllog>
Path in sqllog => out_sqllog
</Route>

## For Windows Event log use the following:
<Input in eventlog>

Module im msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList> \

<Query Id="0"> \
«Select Path="Security">¥[System|[ (EventID=4624 or EventID=4625 or EventID=4626 or EventID=4627
EventID=4647 or EventID=4648 or EventID=4649 or EventID=4672 or EventID=4675)]]</Select> \
<Sslsct Path="Security">*[System|[ (EventID=4778 or EventID=4779 or EventID=4800 or EventID=4801
EventID=4964 or EventID=4976 or EventID=5058 or EventID=5059 or EventID=5061)]]</Select> \
<S=lsct Path="Security">*[System[ (EventID=537¢ or EventID=5379 or EventID=5632 or EventID=5633
EventID=4770 or EventID=4771 or EventID=4772 or EventID=4773 or EventID=4774)]]</Select> \
«Select Path="Security">*[System| (EventID=4775 or EventID=4776 or EventID=4777 or EventID=4820
EventID=4723 or EventID=4724 or EventID=4725 or EventID=4726 or EventID=4727)]]</Select> \
<Select Path="Security">*[System[ (EventID=4731 or EventID=4732 or EventID=4733 or EventID=4734
EventID=473% or EventID=4740 or EventID=4749% or EventID=4750 or EventID=4751)]]</Select> \
<Salsct Path="Security">*[System|[ (EventID=4752 or EventID=4753 or EventID=4764 or EventID=4765
EventID=4780 or EventID=4781 or EventID=4782 or EventID=4793 or EventID=4794)]]</Select> \
<Select Path="Security">*[System|[ (EventID=47%7 or EventID=4758 or EventID=4799% or EventID=5376
<Select Path="Microsoft-Windows-FailoverClustering/ClusterSetDiagnostic">*</Select> \
<Select Path="Microsoft-Windows-FailoverClustering/Diagnostic™>*</Select> \
<Select Path="Microsoft-Windows-FailoverClustering/DiagnosticVerbose">*</Select> \
<Select Path="Microsoft-Windows-FailoverClustering/Operational®>*</Select> \
<S=lsct Path="Microsoft-Windows-FailoverClustering-CesvFs/Operational">*</Select> \
<S=lsct Path="Microsoft-Windows-FailoverClustering-Manager/Rdmin">*</Select> \
<Select Path="Microsoft-Windows-FailoverClustering-Manager/Diagnostic">*</Select>
<Select Path="Microsoft-Windows-FailoverClustering-Manager/Tracing">*</Select> \
<Select Path="Microsoft-Windows-FailoverClustering-NetFt/Operational">*</Select> \
<Select Path="Microsoft-Windows-FailoverClustering-Clusport/Cperational”>*</Select> \
<Select Path="Microsoft-Windows-FailoverClustering-ClusBflt/Management">*</Select> \
<Select Path="Microsoft-Windows-FailoverClustering-ClusBflt/Operational”>*</Select> \
</Query> \
</QueryList>
</Input>
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EventID=4634

EventID=4802

EventID=4768

EventID=4720

EventID=4735

EventID=4766

EventID=4646

EventID=4803

EventID=4769

EventID=4722

EventID=4738

EventID=4767

EventID=5377)]]</Select> \
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## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud.92.168.8.4

define ROOT\Program Filésixlog

define CERTDIR %ROOKEY:

define CONFDIR %ROQ0d61af

define LOGDIR %ROQdé6a

define LOGFILE %LOGDId6g.log

LogFile %LOGFILE%

Moduledir %ROOTYhodules
CacheDir %ROOVdata

Pidfile %0ROOTWHata nxlog.pid
SpoolDir %ROOTéata

## Load the modules needed by the outputs
<Extension syslog>
Module xm_syslog

</Extension>

## For MS SQL instance Event Log use the following:

<Input im_sqllog>

Module im_msvistalog

ReadFromLast TRUE

SavePos TRUE

Query <QueryList»

<Query 1d="0"x

<Select Path="Application">*[System[(Provider[@NamtsSQLSERVHR/Select>\
</Query>\

</QueryList>

</Input>

<Output out_sqgllog>
Module om_udp
Host %NCloud%
Port 514

Exec $SyslogFacilityValue = 18;

m al Ly i




Exec $Message = "MSSQLSERVER" + ": " + string($EventID) + ": " + $Message;

Exec if (3EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE") {$SyslogSeverityVal
else if ($EventType == 'WARNING') {$SyslogSeverityValle = 4;}

else if ($EventType =="INFO' or $EventType == 'AUDIT_SUCCESS") {$SyslogSeverityValue
Exec to_syslog_bsd();

</Output>

<Route sqllog>
Path in_sqgllog => out_sqllog

</Route>

## For Windows Event log use the following:

<Input in_eventlog>

Module im_msvistalog

ReadFromLast TRUE

SavePos TRUE

Query <QueryList»

<Query 1d="0"*

<Select Path="Security">*[System[(EventID=4624 or EventID=4625 or EventID=4626

or EventlD=4627 or EventlD=4634 or EventID=4646 or EventlD=4647 or EventlD=4648 or
EventlD=4649 or

EventlD=4672 or EventiD=4675)]]|</Seléct>

<Select Path="Security">*[System[(EventID=4778 or EventlD=4779 or EventID=4800

or EventlD=4801 or EventlID=4802 or EventID=4803 or EventiD=4964 or EventlD=4976 or
EventID=5058 or

EventID=5059 or EventiD=4061)]]</Seléct>

<Select Path="Security">*[System[(EventID=5378 or EventID=5379 or EventID=5632

or EventID=5633 or EventlD=4768 or EventID=4769 or EventlD=4770 or EventlD=4771 or
EventlD=4772 or

EventlD=4773 or EventlD=4774)]]</Seldct>

<Select Path="Security">*[System[(EventiD=4775 or EventlD=4776 or EventID=4777

or EventlD=4820 or EventlD=4720 or EventlD=4722 or EventlD=4723 or EventlD=4724 or
EventID=4725 or

EventlD=4726 or EventlD=4727)]|</Seléct>

<Select Path="Security">*[System[(EventlD=4731 or EventlD=4732 or EventlD=4733

or EventlD=4734 or EventlD=4735 or EventlID=4738 or EventiD=4739 or EventlD=4740 or
EventlD=4749 or
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EventID=4750 or EventiD=4751)]|</Seléct>

<Select Path="Security">*[System[(EventID=4752 or EventlD=4753 or EventlD=4764

or EventlD=4765 or EventlID=4766 or EventID=4767 or EventiD=4780 or EventlD=4781 or
EventlD=4782 or

EventlD=4793 or EventlD=4794)]]</Seléct>

<Select Path="Security">*[System[(EventID=4797 or EventID=4798 or EventID=4799 or

EventlD=5376 or EventlD=5377)]]</Seléct>

<Select Path="Microso#tVindowsFailoverClustering/ClusterSetDiagnostic">*</Selact>

<Select Path="Microso#tVindowsFailoverClustering/Diagnostic">*</Sele&t>

<Select Path="Microso#tVindowsFailoverClustering/DiagnosticVerbose">*</Seléct>

<Select Path="Microso#tVindowsFailoverClustering/Operational'>*</Seledt>

<Select Path="Microso#tVindowsFailoverClusteringsvFs/Operational">*</Select>

<Select Path="MicrosoitVindowsFailoverClustering/lanager/Admin">*</Select%

<Select Path="MicrosoitVindowsFailoverClustering/lanager/Diagnostic">*</Select>

<Select Path="MicrosoitVindowsFailoverClustering/lanager/Tracing">*</Select®

<Select Path="MicrosoitVindowsFailoverClusteringNetFt/Operational">*</Select¥%

<Select Path="MicrosoitVindowsFailoverClusteringlusport/Operational">*</Select»

<Select Path="MicrosoitVindowsFailoverClusteringlusBflt/Management">*</Select>

<Select Path="MicrosoftVindowsFailoverClusteringlusBflt/Operational'>*</Select>

</Query>\

</QueryList>

</Input>

<Output out_eventlog>

Module om_udp

Host %NCloud%

Port 514

Exec $SyslogFacilityValue = 17;

Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;

Exec if (3EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE") {$SyslogSeverityVal
else if (BEventType == 'WARNING') {$SyslogSeverityValle = 4;}

else if (3EventType =="INFO' or $EventType == 'AUDIT_SUCCESS") {$SyslogSeverityValue
Exec to_syslog_bsd();

</Output>

<Route eventlog>

m al Ly i




Path in_eventlog => out_eventlog

</Route>

OV IiSNWSKIBSNHSNI ae2aidSY Lt | RRNPaa Ay GKS oftdzS (S

define NCloud. 92.1688.4

¢KA&a SEI YL Soma @ILINR (AW 3 dem G Sy o
C2NJOAH2Z LISNI GAy3 aedaidsSYs dzaS GKS F2tft2gAy3 aSi

define ROOT\Program Files (x86)xlog
wSLX | OS G(KS GSEG akKz2éy Ay ofdzS 6AGK GKS af{ {v]
S G tFGKIE!D LILIX AOF A 20S8GLSERVER 6 SY®wot NB JA R

File name: |nxlng.|:onf

Leflel

Save as type: |.'5JI Files

PRYTY m_uT - Encoding: |LITF-B 3 Save Cancel |

ANSI
Unicode

Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as
type, selectAll Filesd F ®FonEnebding, select UBRo avoid encoding errors that could prevent the

service from starting.
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1.4 Starting the NXLog Service

OMO RBRINFR2@Ba tdEGSNEKSE f

6B adlr NI GKS b-[ 23 aSNWBAOS:E @OSNATFe GKIY AG Aa
PSC\> RestartServiceName nxlog

PS G>GetServiceName nxlog | SeleeDbject-Property Name,Status,StartType
PS Q> GetContent 'Ct Program Filésnxlod datal nxlog.log'

2 Administrator: Windows Powershell

PS C: Service -Name nxloz
Ps C: ( vice —-MName nxlog

Select-Object -Property Name,Status,StartType

Note: This example is for a4t operating systemkor a 32bit system, replace the highlighted text

with: 'CAProgram Files(x86hxlod confinxlog.conf’

6Py GSNI GKS O2 Y3 W RCKHIBA 2Bz A1(2S Y

PS G>Services.msc
2 Administrator: Windows PowerShell
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@hLSy GKS b-[ 23 :SINEOGHRA | INR HSIRIISNIV S5 @
5 =10l x|

= HE| > 8 nwp
i, Services (Local) L}, Services (Local)

nxlog Name - | Descripton | Status | StartupType |Llogonas | 4|
Manual

f@--&llﬁ!g

", Multimedia Class Sc... Enables rel... Local System

Stop the service ‘. Net.Msmq Listener ... Receivesa... Disabled Network S...
Restart the service i NetPipe Listener A... Receivesa... Started  Automatic Local Service
4. Net.Tcp Listener A... Receivesa... Started Automatic Local Service

Description: 4, Net.Tcp Port Sharin... Provides a... Started Automatic Local Service
“N;sofmf feiveetas )dfg;rggmg the 2% Netiogon Maintains a... Started  Automatic Local System
: R " Network AccessPr... The Netwo... Manual Network S...

. Network Connections Manages 0... Started Manual Local System

‘% Network List Service  Identifies t... Started Manual Local Service

‘«; Network Location A... Collects an... Started Automatic Network S...

Local System

r—;——pdll
G)hy GKS DSYSN}Xf GFroxX OSNRAFe GKIFG {GF NIdzLd Ge LS
x|
Lngm|nmm|nmm|

Servicename:  rudog

Display name:  rdog

Description: service is responsible for unning the NXLog ~ « |

. See www redog.co. =
Path to executable:
"C:\Program Files\rodog'rodog exe”™ < "C:\Program Files\rdog'\conf'rodog »
Statuptype: | |Automatic (Delayed Start) |

Start | Stop I Pause Hesume
You can specify the start parameters that apply when you start the service
from here.
Start parameters I

0K Cancel Epply
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@hy GKS wSO2@0SNE (lox OSNATEe GKIFIG CANRG FI A€ dz
wSall NI SiKEGKEB MDA DS

nxleg Properties (Local Computer)

I

LI ErOErant

Erogran:

Lommeatid ling parametens:
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2. SQL Server 2008
2.1 Login Auditing

Oyl ofS t23AYy dzZRAGAY T G2 Y2yAd2NI {v] {SNBSNI 51
' FOSNI O2y FAIAzNY GA2Yy T ( KNSS zdal{f®d NIWgR { SNIISNJ aSNBBAOS
¢tKS F2fft2gAy3 aSOGA2ya RSaAaONAROGS K2g (G2 O2y FTA3Id
6D! L0 |y R AQRSY YALWIRS NF | OS 6/ [ LU ®

2.1.1 Configuring via Graphical User Interface (GUI)

GMOILISY V] {SNIBBSNJ al yI38YSyild {(GdzRA2 o{{af{0d

T
"

SQL Server
Management
Studio

6y i SHBUEINGGE St SO0 (KS | dzi BHOY & @Yy YSiK2R

x
%} Microsoft*
SQL Server2008r2
Server type: IDatabase Engine ZI
Server name: |(loca|) :]
Authertication: [SQL Server Authentication ~|
fouk: = T =
Password: |

[V Remember password

cocs | _tep | _oen
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6dy o{ SNB8KISbh IS¥ S 8Lt [SNIKS NS v & @ NG BN 11 1 6ty R2 1B NIB 0O &

E.. Microsoft SQL Server Manageme -10] x|
File Edit View Debug Tools Window Community
Help

S Newquery | [ | £ i 55 | Oy | 5

Object Explorer >3 X

Connect~ S 4. EI . _5
i Connect...
# [ Databases Disconnect
[+ [ Security Register...
[+ [_J Server Objects
[+ [_J Replication New Query
[+ [_d Management - )
' SQL Server Agent (Agent XPs ¢ Activity Monitor
Stop
Pause
Restart
Deploy Data-tier Application...
Policies »
Facets
Start PowerShell
Ready Reports >
Refresh
I |\Properties
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orhyy GKS {SOdzNAGE LI ISx 2 RSN I 2SR yI ¥ RzFRK dHAOHS T 3 B

-iox]
5 Saiipt ~ [y Help
A General
& Memory
“* Processors Server authentication
SA
"3 Connections " Windows Authentication mode
2" Database Seftings % SQL Server and Windows Authentication mode
5 Advanced
5 Pemmissions
Login auditing
~
" Failed logins only

" Successful logins only
| & Both failed and successful logins |

Server:
{local)

Connection
sa

3¢ View connection properties

[~ Enable Common Criteria compliance
| I Enable C2 audttracing
Ready [™ Cross database ownership chaining

[ | el

A z AL N o A

OpvS a G NI GKS a{ { vf A{CYNIBS NI NKSNISED SYHEIBNA EKESINGSS NV &
Ma®pnopvaE 8 O8 &1 NI @
—Ioi

File Edit View Debug Tools Window Community
e
‘ J]_ New Query Lj ko

| “““““““““ Connect...
|
I [+ [_J Databases Disconnect
! [+ [ Security Register...
# 3 Server Objects
[# _J Replication New Query
[+ [ Management - )
[F SQL Server Agent (Agent XPs Activity Monitor
Stop
Pause
Restart N I
Deploy Data-tier Applicakgn. =
Policies »
Facets
Start PowerShell
Ready Reports »
Refresh
Properties
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@)/ t BEAHE2 NBadGkNI (GKS af

@ Are you sure you want to restart the MSSQLSERVER service on WIN2008-ENG?

{vl {SNBSNJ aSNBAOSo

da

7/t REEILAY G2

aiz2L) GKS

o

{v] {SNIBSNJ ! 3ASyi

Microsoft SQL Server Management Studio

@ Stopping this service will also stop SQL Server Agent (MSSQLSERVER) . Do you wish to continue?

R

= ]« |
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2.1.2 Configuring via Command -Line Interface (CLI)

OMOLISBAYR26a t2gSNJ] KStf o

Windows
PowerShell

Gy SN 6KS O2 el AR ad&ifizyd &3 Y
FHPMB Y3 av | O02dzyi
PS G>sqglcmd-S localhostU sa

2 sQLcMD

Administrator) zqlemd -S localhost -U =a

Options:

-S [protocol:]server[instance_name][,port]
-U login_id

-P password

-A dedicated administrator connection

FHAHAPA YT 2 AYRY¥ga | O02dzyi
OYGSNI 6KS O2vdal WR a&iriyy@ ¢?2AyitR264a | 002dzy Y

PS G>sqlcmd-S localhostA

qlcmd -8 localhost -4
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®@OYyUSNI 1KS O2 YoYAllyOK YoliSH RKIBI @l &S Y

1 >use master
2 >Qgo

PS CzLk dministrator> sqlemd -5 localhost -4

database context to "master’.

Gy GSNJ GKS O2 B &/ftRS 0ISR2Igy GRR 2LIJiA2YyaYyY
1 >exec sp_configure 'show advanced options', 1
2 >Qo

1 >reconfigure

OGPy GSNI GKS O2 YWH o/fRS olSdzReAs( Aly23 SF2NJ 620K FFEAfSR |
1 >EXEC xp_instance_regwrite NNHKEY_LOCAL_MACHINE',
N'SoftwaraMicrosoftMSSQLServaviISSQLServer', N'AuditLevel', REG_DWORD, 3

erver , N duditlevel’, FlEI_'i_[Zl'u'lﬂ
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B)9YUGSNI GKS O2¥YNPRIDRBI2KS a{ {v][ {SNIISNI aSNB)
1 >!IINET STOP SQLSERVERAGENT

2 >IINET STOP MSSQLSERVER

3 >!IINET START MSSQLSERVER

4 >IINET START SQLSERVERAGENT

successful lv.

28 &7 N-Partner



2.2 Configuring Auditing

2.2.1 -Sevekr A Audi t

oyl of Ayd SIOSE SNIBARNIG O2FSNE &aSNIISNI 2LISNI GA2ya 4&d
I OGAGAGASAD

¢KS F2ff26Ay3 aSO0GA2ya RSHANR oFSdzRKA2(6  dazeA yOR yiFKAS ds
6D! L0 YR HKESOAYWENREIOS o6/ [LOOD

2. 2.Clon¥iguring via Graphical User I nterface (C
GMOILISY V] { SNIBSNJ al yII38YSyild {(GdzRA2 o{{af{0®

T
"

SQL Server
Management
Studio

6y i SHBUEINGGE St SO0 (KS | dzi BHOY & @Yy YSiK2R

x
@} Microsoft*
SQL Server2008r2
Server type: IDatabase Engine ZI
Server name: |(Iocal) LI
Authertication: [SQL Server Authentication ~|
fouk: = T =
Password: |

[V Remember password

cocs | _tep | _oen
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ANV o

6 PE LIKYSRO dzNgNA DK it QARAHBRS B 86 1l dzR A (i

E.. Microsoft SQL Server Management Studio =10 x|

File Edit View Project Debug Tools Window
Community Help
Pl NewQuery | [y |05 5 5| |G d & | &

Comect~ 37 33 m T (2] .5

= | (ocal) (SQL Server 10.50.1600 - sa
[ Databases
[_J Logins
[ Server Roles
[ Credentials
g Cr yptog whlc Providers
[y Audits

[ Serve New Audit...
[ Server Ob
3 Replicatior Filter
[ Managem Start PowerShell
1 SQL Serve
Reports
Refresh
4] | 2|
Ready V7

6y SN §KSOoli&BA & Ey Myisyd oBpS\NE S D a

' dzZRAG RSaAGAYL (A

dG2NBa a{ {v[ FdRAG t23a Ay (RDOtOFR26a 905y

=10/ x|

o Ready

Select a page ;S'Saipt - Help

A General
Audit name: IINP_Audt |
Queue delay (in I 1000 =
miliseconds):
™ shut down server on audit log failure
Audit | Application Log
destination:
File path: | I

=
Manximum rollover |2147483647 j
files:
M Unlimited

Maximum fle [0 =Hemw C e O

47 (ocal) [sa] ¥ Unlimited
I”| Reserve disk space

View connection properties
Ready
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6@y UGKS | dRAMApAGERBESINE QK Ga9y ot S

-ioix
File Edit View Project Debug Tools Window
Community Help

: L NewQuery [y PR 5G| (3 |5 W & |
Comect- 3 B ® T 31 3 i
= |y (ocal) (SQL Server 10.50.1600 - sa;
[ Databases -
= @ Seaurity New Audit...
[ Logins Enable Audit
[? Server Roles View Audit Logs
3 Credentials
[ Cryptograph Script Audit as
SR |
. Polices
[ Server Audit Enceks
[ Server Objects
|1 Replication Start PowerShell
| Management
1 SQL Server Ager Reports
Rename
Delete

" e

Ready Refresh

I

6)/ t K124 S o

il
@ 1 Total 0 Emor
Success 1 Success 0 Waming
Details:
@ Enable Audit NP_Audit' Success

Close

31
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<

(MHwA KK SINDSNI ! dzRA éMbd EISO@F A{OSNIBENWIAZdeRA G { LISOA T A

_ia/x
File Edit View Project Debug Tools Window
Community Help

‘A NewQuery | [}y R 05 G| 3|5 H S | B,

Comnect~ 4} %) m T (2] &

= |g$ (ocal) (SQL Server 10.50.1600 - sa
[ Databases
= [ Security
| Logins
[ Server Roles
| Credentials
| Cryptographic Providers
= 3 Audits
{ NP Audit

Server Audit Spedifications.
| Server Objects New Server Audit Spedfication...
| Replication i
[ Management Filter ’
‘—% SQL Server Agent Start PowerShell
Reports >
k1l | 1 Refresh

e 7 ——
@9YyiGSNI GKS aLIBOKBA GEl MRIUSYIKBBIRYAIB &dBRO01 + dzZRB G Y b

aSt SO0 I Ol A 2{ywola 0 SONVABSING NJ didReA (il K SOMyA NIFKTSS NSRS iyl
MOt shOfo

\» Create Server Audit Specification 18| x|
(Ssaipt ~ | [Help
_* General
Name: |NP_Server_Audit
Audit: |NP_Audit ~|
Actions:
Audit Action Type Object Class Object Schema | Object Name
01 |SUCCESSFUL_LOGIN_GROUP =l ~l
02 |FAILED_LOGIN_GROUP =l -
03 | LOGOUT_GROUP =l ~|
04 |SERVER_STATE_CHANGE_GROUP =l ~|
05 | SERVER_OPERATION_GROUP =l ~]
06 |SCHEMA_OBJECT_CHANGE_GROUP =l ~]
. 07 |DATABASE_OWNERSHIP_CHANGE_GROUP | ~|
08 | DATABASE_CHANGE_GROUP =l ~]
37 (oca) [sa] 09\ | AUDIT_CHANGE_GROUP =l ~|
View connection properties bei0 ﬂ ZJ
Ready
< | 2|
ot ||
4
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https://docs.microsoft.com/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15

XS

QLY AKXKNDSBILIS@RXE& O DX 200 (U (ASANIZSMYPSIESTA WOt S { SNIBS NI

{LISOAEAOIF A2y ®

E.. Microsoft SQL Server Management Studic =10l x|

File Edit View Project Debug Tools Window
Community Help

3 |

‘A NewQuery | [y |33 G 3|5 H
Object Explorer

Comnect~ 4] ) u T 2] &
= | Oocal) (SQL Server 10.50.1600 - sa
[+ [ Databases

= [ Security
[+ [ Logins
S Sener Rokes New Server Audit Spedfication...
[# [_J Credentials
[ Cryptographic Provid I Enable Server Audit Spedfication |
= [ Audits : . 4 .
2, NP_Audit Script Server Audit Specification as »
[= [ Server Audit Spedificg Polices 1
A NP_Server_Audit
[# [ Server Objects Facets
B ) EHAch Start PowerShell
# [ Management
@ [ SQL Server Agent Rrvicxie ,
Delete
<
Ready Refresh

I

(10)/ f 124 S @

_ioix]

@ 1 Total 0 Emor
Success 1 Success 0 Waming
Details:

J Action I Status I Message I

'@ Enable Server Audit Specificatio...  Success

...........

_Cose |
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2.2.1.2 Configuring via Graphical User Interface (GUI)

OMOLISBAYR26a t2gSNJ] KStf o

Windows
PowerShell

Gy SN GKS O2 vWal WK d&fAizy@ HB2A GtKSNJ al | 002dzy iy
FHPMB Y3 av | O02dzyi
PS G>sqglcmd-S localhostU sa

2 sQLcMD

Administrator) zqlemd -S localhost -U =a

Options:

-S [protocol:]server[instance_name][,port]
-U login_id

-P password

-A dedicated administrator connection

FHAHAPA YT 2 AYRY¥ga | O02dzyi
OYGSNI 6KS O2vdal WR a&iriyy@ ¢?2AyitR264a | 002dzy Y

PS G>sqlcmd-S localhostA

qlcmd -8 localhost -4

34 &7 N-Partner



6Py ISNI GKS O2 YoVAliyORK YoliSH KB &S Y

1 >use master
2 >Qgo

& sQLCMD

PS C:\Users'Administrator? sqlemd -8 localhost -4
1> use master

2> g0

Chanzed database context to "master’.

6nv 9YGSNI 0KS RIS 0 YISHR b YR IZRANY F GA2y Y | LILIX
f234 Ay GKS 2AyR2g6a 9MOYMOGMPA SHSNI ! LILIX AOF A2y |
1 >CREATE SERVER AUDIT |

2 >TO APPLICATION_LOG

3 >WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

4 >ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)

5>GO

& sQLcMD

1> CREATE SERYER AUDIT [NP_dudit]

2> TO APPLICATION_LOG

3> WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)
4> ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
i

OPy WKER YYIF YR 02PRAgA daNdS QI KS aSNIWSNJ FdzRAG FYyR R
A NKFISONB yzO08 a tby R | OGA2Y

NBEFTSNJ 1 EBIPSNI ! dzZRA G ! Oy’
1 >CREATE SERVER AUDIT SPECIFICATICNT

2 >FOR SERVER AUDIT [NP_Audit]

3 >ADD (SUCCESSFUL_LOGIN_GROUP),

4 >ADD (FAILED _LOGIN_GROUP),

5 >ADD (LOGOUT_GROUP),

6 >ADD (SERVER_STATE_CHANGE_GROUP),

7 >ADD (SERVER_OPERATION_GROUP),

8 >ADD (SCHEMA OBJECT_CHANGE_GROUP),

9 >ADD (DATABASE_OWNERSHIP_CHANGE_GROUP),
10 >ADD (DATABASE_CHANGE_GROUP),

11 >ADD (AUDIT_CHANGE_GROUP)

12 >WITH (STATE = ON)

13 >GO

1 >quit

m al Ly i



https://docs.microsoft.com/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15

2 Administrator: Windows PowerShell

CREATE ! EF:'.'EF: AUDIT [NP_&udit]
PPLII ATION_ Uu. .
( AUELE_ [IEL ¥ = 1000, ON_FAILURE = CONTINUE)
RYER AUDIT [NP_Audit] WITH (STATE = ON)

, AUDIT SPECIFICATION [NP_Server_dudit]
)IT [NP_&udit]
IL_LIII II‘J GROUP)

'”ITH (STATE = ON)_

s C: "';U:EE ra\Administrator?

Replace the text shown imed with the server audit specification name.
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2.2.2 Database -Level Audit

OVl of Ay AnISAEHGHadRAST O2OSNE 2LISNY GA2ya Aygd2f OAy
5STAYAGARZ2Y [Fy3dz23S o055[0 adlraSySyidao

CKS F2fft29Ay3 aSOlA2ya RSBOMI0 S &kRMI (&3 O F Tk AS:
OD!' LU YR mKESOR2YWESNWRI OS o6/ [ LOD

2.2.2.1 Configuring via Graphical User Interface (GUI)

OMOISY V] { SNIBBSNJ al yI 38YSyd {GdzRA2 o{{a{0®

"

SQL Server
Management
Studio

OY I SABNESNEBA St SO0 UKS | dzi Sy & @Y1YESAAAyd YSG K2R

i
» Microsoft*
SQL Server2008r2
Server type: IDatabase Engine LI
Server name: |00cal) LI
Authentication: [SQL Server Authentication ~|
Login: Isa i ZI
Password: |

Cancel Help Options >>
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ANV o

6 PE LIKYSRO dzNgNA DK it QARAHBRS B 86 1l dzR A (i

E.. Microsoft SQL Server Management Studio =10 x|

File Edit View Project Debug Tools Window
Community Help
Pl NewQuery | [y |05 5 5| |G d & | &

Comect~ 37 33 m T (2] .5

= | (ocal) (SQL Server 10.50.1600 - sa
[ Databases
[_J Logins
[ Server Roles
[ Credentials
g Cr yptog whlc Providers
[y Audits

[ Serve New Audit...
[ Server Ob
3 Replicatior Filter
[ Managem Start PowerShell
1 SQL Serve
Reports
Refresh
4] | 2|
Ready V7

6y SN §KSOoli&BA & Ey Myisyd oBpS\NE S D a

' dzZRAG RSaAGAYL (A

dG2NBa a{ {v[ FdRAG t23a Ay (RDOtOFR26a 905y

=10/ x|

o Ready

Select a page ;S'Saipt - Help

A General
Audit name: IINP_Audt |
Queue delay (in I 1000 =
miliseconds):
™ shut down server on audit log failure
Audit | Application Log
destination:
File path: | I

=
Manximum rollover |2147483647 j
files:
M Unlimited

Maximum fle [0 =Hemw C e O

47 (ocal) [sa] ¥ Unlimited
I”| Reserve disk space

View connection properties
Ready

& N-Partner
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2aBRN S

6@y UGKS | dRAMApAGERBESINE QK Ga9y ot S

E.. Microsoft SQL Server Management Studio =] P

File Edit View Project Debug Tools Window
Community Help
‘A NewQuery | [y |15 i G| (5 |5 d & |

comect- B B w TS '

= | Oocal) (SQL Server 10.50.1600 - sa

_J Databases i
5 C& Seaity New Audit...
[ Logins I Enable Audit
[’:j Server Roles| Vi At nos
_Jl Credentials
__d Cryptograph Script Audit as
= 3 Audi
. Policies
D Server Audit Facets
| Server Objects
__ Replication Start PowerShell
| Management
1 SQL Server Ager Reports
Rename
il Delete
Ready Refresh

e

@)/ t AO1 &/t 248 d¢

o]
@ 1 Total 0 Emor
Success 1 Success 0 Waming
Details:
@ Enable Audit 'NP_Audit’ Success

39
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ML G ¥B868DG (KS G KNSHISYHERER I AcBESE LAy RO dzh (i @
NA DK #6510+ o &S ! dzRAMHA $ LS Oh F5 100 a2y & 'ldgRAG { LSO
%« Microsoft SQL Server Management Studio_ =101 x|

File Edit View Project Debug Tools Window Community
Help

DNewquery | Oy 5B o3 5 3 S A &

B

Object Explorer

Comect- 3 % m ¥ 5.3

= |4$ (ocal) (SQL Server 10.50.1600 - sa) -
[=] [_J Databases

[# [ System Databases

&3] Database Snapshots
[# [ Database Diagrams
[# [ Tables
[+ [ Views
[+ [ Synonyms
# [ Programmability
[# [ Service Broker
[+ |_J Storage
[+ [ Users
[+ 3 Roles
[+ [ Schemas
# [ Asymmetric Keys
[# [_J Certificates
# Symmetric Keys I'_
M) Database Audit Spedifications
| Security
[_J Server Objects
[ Replication
[ Management

TP =

Filter

Start PowerShell

B BB

Reports »

Ready Refresh

@9y SN GKS &LIBOKBA SE G MROUSH IKSBBROPHAGR SO b t Iy dzRAR G ¥
YR - THARYDED | O A 2[yuo[a O SONTUESTNG NI diifeA (i K ShiyA 20iyK SD N
NE F S NEYNI SEBE t SdaD 0

=loix

-Zﬁ' Ready
Select a page Csaipt + | [Help
4 General
Name: [NP_DB-NCloud _Audit
Audit: [P _Audit =]
Actions:
Audit Action Type Object Class Object Schema | Object Name
1 | SCHEMA_OBIECT_PERMISSION_CHANGE_... | ~|
2 | SCHEMA_OBIECT_CHANGE_GROUP | ~|
Connection 3 | DATABASE_OWNERSHIP_CHANGE_GROUP = | ~|
34 (ocal) [sa] 4 | DATABASE_OBIECT_OWNERSHIP_CHANGE... | ~|
View connection properties s DATABASE_CHANGE_GROUP l] ;]
6 | AUDIT_CHANGE_GROUP =l ~|
Progress
47 =l =
Ready
J | 2

40 [


https://docs.microsoft.com/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15

QLY RIKS b dz&EIB OA TA O X o Wi /A= dzREFHESEASIPG ot S { SNI
| dZRAG {LBOATAOIGAZY O
i

File Edit View Project Debug Tools Window Community
Help

: Sl NewQuery | [y |05 05 (5 | |5 W & [

Comect~ %} %3 w T 3 5

= |g$ (ocal) (SQL Server 10.50.1600 - sa) A
[= [ Databases
[# [ System Databases
[+ [ Database Snapshots
= | J NCloud
[# [_J Database Diagrams
[+ (3 Tables
[+ [ Views
# 4 Synonyms
[ Programmability

[+ [_3 Service Broker New Database Audit Spedfication...
[# [ Storage » —_—
Enable Database Audit Spedfication
= [ Security \_ﬂ_l
& [ Users Script Database Audit Specificatioftas ~ »
[+ [ Roles
[_J Schemas Policies »
[+ [ Asymmetric Keys Facets
[+ (3 Certificates
[+ [ Symmetric Keys Start PowerShell
= [ Database Audit Spedifica
PPl NP _DB-NCloud_Audit Reports 4
# [ Security
[ Server Objects Delehe
[+ [_J Replication Refresh
Ready Properties

(10)/ £ ¥A12aS o

=

@ 1 Total 0 Emor
Success 1 Success 0 Waming
Details:

J Action I Status I Message I

%9 Enable Database Audit Specffic...  Success

S
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2.2.2.2 Configuring via Graphical User Interface (GUI)

OMOLISBAYR26a t2gSNJ] KStf o

Windows
PowerShell

Gy SN GKS O2 vWal WK d&fAizy@ HB2A GtKSNJ al | 002dzy iy
FHPMB Y3 av | O02dzyi
PS G>sqglcmd-S localhostU sa

2 sQLcMD

Administrator) zqlemd -S localhost -U =a

Options:

-S [protocol:]server[instance_name][,port]
-U login_id

-P password

-A dedicated administrator connection

FHAHAPA YT 2 AYRY¥ga | O02dzyi
OYGSNI 6KS O2vdal WR a&iriyy@ ¢?2AyitR264a | 002dzy Y

PS G>sqlcmd-S localhostA

qlcmd -8 localhost -4
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6@y USNI (KS O2 YBYAIlyOK YoiSH RKIBI @l &S Y

1 >use master
2 >Qgo

_ioix]

6nv 9YGSNI GKS RIS 0 YISHR b YR IZRANY F GA2Yy Y | LILX
f23a Ay (KS 2AyR2ga 9O OGPA SHGSNI ! LILI AOF GA2Yy |
1 >CREATE SERVER AUDIT |

2 >TO APPLICATION_LOG

3 >WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

4 >ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)

5>GO

> CREATE SERYER AUDIT [NP_Audit]

2> TO APPLICATION_LOG

: E_DELAY = 1000, OW_FAILURE = CONTINUE)
4> ALTER SERVER AUDIT [NP_Audit] WITH (STATE = ON)
82 GO

OPY GSNI G§KS 02 YYAllyGK oiSf 206K Si 20 HaNGBE i YR BIMB Y | RExE | 0 |

1 >use
2 >Qo

L oA Az, A

AYTF2NNBFESNY YR {&BBSNI | dzRA G | Oiyr REKTSD NB vz0U8 a
1 >CREATE DATABASE AUDIT SPECIFICATIOR\

2 >FOR SERVER AUDIT [NP_Audit]

3 >ADD (DELETE ON DATABASE:uc] BY [public]),

4 >ADD (SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP),

@O YISNI GKS O2 @WF/ARD daNgX 206K Si 21 dzRA (0 T2 NO20NB R SRil (kI &S
By R |

5 >ADD(SCHEMA_OBJECT_CHANGE_GROUP),
6 >ADD(DATABASE_OWNERSHIP_CHANGE_GROUP),
7 >ADD (DATABASE_OBJECT_OWNERSHIP_CHANGE_GROUP),

43 o
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8 >ADD (DATABASE_CHANGE_GROUP),
9 >ADD (AUDIT_CHANGE_GROUP)

10 >WITH (STATE = ON)

11 >GO

1 >quit

& Administrator: Windows PowerShell

> CREATE DATABASE AUDIT SPECIFICATION [NP_DB-NCloud_Audit]

DR SERVER AUDIT [NP_Audit] _
ADD (DELETE ON DATABASE:: [NCloud] BY [public]),
‘ EHEMA_DEJEET_PEHMIESIDNTEHﬁNGE_GHDUP},
OUP),
OWNERSHIP_CHANGE_GROUP),
OBJECT_OWNERSHIP_CHANGE_GROUP),
) SE_CHANGE_GROUP ),
3> ADD (AUDIT_CHANGE_GROUP )
0> WITH (STATE = ON)
> R0
> quit

wSLX | OS G(KS GSEG akK2éy Ay NBR 6AGK GKS RFEGEOI
1 >CREATE DATABASE AUDIT SPECIFICATIOMN|

wSLX | 0SS GKS GSEG akK2éy Ay NBR ¢gAGK GKS G NBS
3 >ADD (DELETE ON DATABASE(i] BY [public])
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2.3 Event Log Configuration

CKA&a Aa Fy 2LIOA2Y L § 2YFAIAINF GAZ2Y @

0
CKS F2fft29Ay3 aSOiA2ya RSAONAOGS O2y FTAIdzNI A2y
2.3.1 Domain
2.3.1.1 Organizational Unit (OU) Configuration

6mM0O / EAO0] a! OGAGS S5ANBOG2NER ' aSNAR | yR [/ 2YLlziSN.

Qx

~

&

Active
Directory
Users and
Computers

OHUO !'RR Yy hNBFYATFOGA2YFE ' yAl
WABKMAR O]l 2y a52YIAYy [/ 2y0UNRffSNAZ &aStSOG abSgz¢

R

File Action View Help

& | 700z Bl da s ToR

: Active Directory Users and Comput | Name ] Type I
3 | Saved Queries | Builtin builtinDomain
1 Facaciboen Container
E | Builtin D_elegate Control... s Organizational ...
& L] Computer Find... _ rincipals  Container
f -7 DW-H:C Change Dcrmam lostAndFound
i | fn n::;l:: Change Domain Controller. ., Accounts  Container
+ OSTAN i 1
. Raise domain functionallevel... |0 s, organizational ...
Bl | Managed  Qperations Masters, ., c
- - ontainer
M 2] Microsoft
2 = Froger (A =
@ [3] Servers All Tasks ¥ Contact
H | System : Group
View >
| Users InetOrgPersan
# | Microsoft . Refresh msExchDynamicDistributionList
M ] NTDS Qu¢ Export List... msImaging-PSPs
i MSMQ Queue Alias
e Organizational Unit |
Help alt=
User
Shared Folder

KN I e | 2

|Creahe a new object... [ |

45 &/ N-Partner



600 9YUGSNI @2dzNJ hNAYYSKRAASFINEEEXGATI X8Yao
Note: Please create the organizational unit name according to the customer's environmmeéptAd ¥ &

New Object - Organizational Unit x|

-',;a Createin:  nparnerlocal/

Name:

=

¥ Protect container from accidental deletion

6nv az2@S GKS {SNBSNJ (2 @&2dzNJ bSg hNBIFYATFGA2Y I §
{ StS0NI Yy AT I (1 A &ByRIYIF Adfy N @iy E K &© N& 2.\ nin kS b &8 S NI S NIp
Note: Please select the Windows AD host according t@thealenvironment TG A 2 &S o

e

File Action View Help
e 20Xz HA AR5 TIR
F__: Active Directory Users and Comput | Name T
~| Saved Queries -
B g npartner.local Add to a group...
_|_Builtin Mame Mappings. ..
| Computers Disable Account
E'm trollers Reszat Arcount
H | ForeignSecurityPrincipals m
H | LostAndFound Manage
H [ Managed Service Accounts
F & Microsoft Exchange Securit All Tasks 4
) _| Program Data Cut
B :'. Servers Delete
H | System
| Users Properties
H | Microsoft Exchange Systerr
= (=] NTDS Quotas Help
‘| | e | i

Maves the current selection to another organizatior |
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opu {Sféélﬁ e 2 dzNJ hN\EI'y'ATI'l"JAZ)fI'f :YAEfIY
{ St SO0 &2dzNJ 2NBA FKA & (i SEYNEBIHIHROEDPOA &«
Move
Move object into cortainer:
= iﬂ npartner A
{1 Buittin
[ ] Computers
{21 Domain Controllers
{] ForeignSecurityPrincipals
Lost AndFound

Managed Service Accounts

{21 Microsoft Exchange Securty Groups
Microsoft Exchange System Cbjects
{1 NTDS Quotas

#
[
-1
#
[

=

I 0K II Cancel

0clO *SNATeEe (GKS {SNBSNJ Il & .SSy az2@SR G2 @2dzNJ b
QELIRERZNEB | yAT | 2 2K% NI @/ 4 ( S(ES NEbEySES BN Mya /62l YWIRNE f
O2Y FANNK WKPEa SBHBSNI KIFa 6SSYy Y2OSRO

B Active Directory Users and Computers =10 x|

File Acton View Help

&% |2 mO00c=Bm B85 7a%
_f Active Directory Users and Comput | lame ll'm I
1 Saved Queries & sqL2008 Computer
B 33 npartner.local
7| Builtin
| Computers

2| Domain Controllers

| ForeignSecurityPrincipals
" LostAndFound

_| Managed Service Accounts
2| Microsoft Exchange Securit

* ™

BE®

]
1

-] Users
® ] Microsoft Exchange Syster
@ (] NTDS Quotas

« I >l | 1|
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2.3.1.2 Group Policy Settings

O6M0O DRB@N w2fAO®¢ al vy 33YSyi

[

Group Policy
Management

OHY GKS {SNISNE 2NBFYATFdA2y Lt dzyNXi oh! 03X O
wA KR Of SUBMSRMA I y A TMhaiShi28REBE I (ddy AL Dt h Ay GKA4&

RS

4 File Acton View Window Help =18 x|
&% | 2w 0/ XEl oM
|& Group Policy Management Servers
= _ﬁr’-orest: npartner.local Linked Pok : «»
B (34 Domains e A lGTI-D Poic 4| ]
= g3 npartner.local Link Order ~ | GPO
& Default Domain Poli 1 %] N-Partner Polic
& &] Domain Controllers 2 +/ deploy_ridog
3| Microsoft Exchange -
MServer;

.z Group Create a GPO in this domain, and Link it here...

s WMIFi  Link an Existing GPO...
. Starter  Block Inheritance
= (@ Sites

sf¥ Group Policy M Group Policy Modeling Wizard...
%) Group Policy Re INeW Organizational Unit

View »
New Window from Here

Delete
Rename
Refresh

Properties
Help

4] | i

[Create a GPO in this domain and link it to this cc| [
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600 9RAG @&2dzNJ

OY(iUSNJ @2dzNJ DNRdzL t 2f A Oe@
Note: Create your GPO name according to the actual environmgegtS y Ot A O

mewcro x|

MName:

Ii N-Partner Policy I

DNRdzL) t 2f A0é& hoeaSoi
hbat 2 S\Qidy NG Vi Sdh Aodhey G KA &

Source Starter GPO:

Jinone)

o |

[

o6nyv 9RAUG &2dzNJ DNRdzLJ t 2f A Oeé
Ly &Nepddial] 2oO2S 00 =

NABEKA O] yR aStSOd a9RAG®E

hoaSoi
6AY bk A NI S/ESENY 28 34 Ol

& Group Policy Management

3l File Action View Window Help

=101 x|

=18) x|

| 5@ X ol

|8, Group Policy Management
El 4\ Forest: npartner.local
Bl (£} Domains
= Z3 npartner.local
@ Default Domain Policy
® 2| Domain Controllers
Microsoft Exchange Sec

= @
E @] Servers

5[ denloy g
mH Pariner Policyy
® [Z Group Policy Object

N-Partner Policy
Scope IDatailuI Settings | Delegation |
Links

Display links in this location: IEI
The following sites, domains, and Ols are |
Location
Servers

E [y WMI Filters 1
@ [ Starter GPOs v Link Enabled |
® @ Sites Save Report...
sFd Group Policy Modeling tan only apply to t
7% Group Policy Results e '
e MNew Window from Here
Delete
Rename
Refresh i
Help Remove
i
WMI Filtering
This GPO is linked to the following WMI fite
I:none:
4] | 2
(Open the GPO editor | [
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1AL~

a
ENKHOFHABKNRaGE® { S G
AO1 2y a! dzZRAG G

6p0v [20Ff DNRdzL) t 2f AOASAY ! dzR
9ELI YR F2f RSN &/ 2MHitIdxi SMOG SHRY RR
G 20kt i 266! ddeRMSia ét 2f A Qe dé | yR Of
YR dzRA G f 2 BEKYS O] 0 SysiSaFsaéy S G K

=10/ x|

File Acton View Help

= 5m(RE = [H e

=/ N-Partner Policy [WIN2003-AD-ENG, NPARTMNER.LOCAL] F | Policy = | Policy Setting
= Lomputer Lonhguradon 5| Audit account logon events Success, Failure
=l [ Policies | Audit account management Success, Failure
- Softwars Settings | Audit directory service access Not Defined
'.-'..-'indu-;cs Settings t logon events Success, Failure |
- Name RfSOIUhﬂn Policy . 12| Audit object access Not Defined
| Saipts \Startlup_f‘shutdo-.-\-n; lsg) Audit policy change Not Defined
5.s] Audit privilege use Mot Defined
@ 5 Account Policies
= Local Polces log| Audit process tracking Mot Defined
+ Audit Policy q] Audit system events Success, Falure
g Uee s Assgmnt 20
+ _=j Security Options
G EventlLog Security Policy Setting |Emlur| I
[_g Restricted Groups _
[ 3 System Services ﬂ Audt logon events
# g Registry = b
[# _3 File System h
@ Fof Wired Network (IEEE 802. 3) Policies .
‘-Ei Windows Firewall with Advanced Secu @i seltings
[] Metwork List Manager Policies Audit these attempts:
Eaff Wireless Network (IEEE 802.11) Polici [V Success
= Bublic Key Policies
= Software Restriction Policies IV Failure
= Metwork Access Protection
# [ Application Control Policies
# 3 IP Security Policies on Active Directors
@ [ Advanced Audit Policy Configuration

i) Policy-based QoS
~| Administrative Templatas: Palicy definitions (4

7] Preferences
B & User Configuration

7] Policies

[ Preferences

| LI 1] | 0K I Cancel Apply I 7—4
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OQWSyY G [23Y LW AOFIGA2Y [ 23 wSGSylGAzy aSiK2R
9 E LIYY2RY Lidzii SNJ / rgdr 2 8 AM&K S & R2 6 & £ (b iSO\ & H S8V d y =

[ ZBHa St OG0 SyWE & RFRNI | LILIEROKEDRFF AfySI G KA aMHaRt 3 0@ a
hOSNBNRGS S@EOE #hofe ySSRSR

B Group Policy Management Editor ‘szl

File Action View Help

&5 2mRE = Hm

=] N-Partner Policy [WIN2008-AD-ENG.NPARTNER LOCAL] F [IPalicy = [ Policy Setting
1&) Maximum application log size Not Defined
2] Maximum security log size 204800 kilobytes
Liz) Maximum system log size Not Defined
.1z Prevent local guests group from accessing application log Not Defined
& ] Name Resolution Policy L) Prevent local guests group from accessing security log Not Defined
alo0riDts Gtartup/Shutdown) | Prevent local guests group from accessing system log Not Defined
EF‘ 1| Retain application log Not Defined

# z§ Account Policies

& gj|_Local Policies 12| Retain se.curltvl log Not De:ned
Event . '”_ rlliele] — Not D
[# g Restricted Groups ﬁRetenhon method for application log As needed l

[ [ g System Services <] Retention method for security log As needed
# 5 Registry Liz] Retention method for system log Not Defined
[# 4 File System —
A Zgf Wired Network (IEEE 802.3) Policies Retention method for Sppica S EEEEEEE_—G 2xl
¢ 4 Windows Firewall with Advanced Sec. Security Policy Setting I Expl I
| Network List Manager Policies
@ gaf Wireless Network (IEEE 802. 11) Polici 3 Retention method for application log
@ [} Public Key Policies =
# | Software Restriction Policies
@ [ Network Access Protection = - -
@ (] Application Control Policies [ v Define this policy setting I
(2] S IP Security Policies on Active Director  Overwnte events by days
@ ] Advanced Audit Policy Configuration =
& gl Polcy-based QoS | & ovenwrte events as nesded |
@ 7] Administrative Templates: Policy definitions (4 " Do not overwits svents {clear log manualy)

# | Preferences
B & User Configuration
@ ] Policies

# | Preferences

| %

| |
L Al Coc 1| oo | |
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6 WSy i al EAYdzy {AT S 2F {SOdaNAiGe [ 213
9ELI YR F2f RSNI &/ 2l & NI&SHY RR2 3 dzNHOFAZFgNRA(d { S

G9@SylH YRISOE A 01 R WYLIG miOER NI SG1 a5STAYS MhEAIS N1J2

[23aY

HNnwnn
Note: Please adjust the number based on the actual environnfiy@ A O1 dah Y dé
B Group Policy Management Editor =101 x|
File Action View Help
e | 5w RE = [HET
- N-Partner Palicy [WIN2008-AD-ENG.NPARTNER.LOCAL] F I - | W
=) & Computer Configuration [ Maximum application log size 204800 kilobytes |
=R P_‘?ﬂii 12 Maximum security log size Mot Defined
g 5‘?&'"'-'31' € Settings 2] Maximum system log size Not Defined
] L) Windows Settings /iz| Prevent local guests group from accessing application log Not Defined
&l J Name R:esoluuon Policy Ll:| Prevent local guests group from accessing security log Not Defined
- ;ﬂts Sstaftu [Shutdown) <| Prevent local guests group from accessing system log Not Defined
E" curity Settings ie| Retain application log Not Defined
4] oo ACCOUNt Dolces Retain seauity Not Defined
@ B Local Policies .IRet ) rem o8 Not Defined
[ Event Log] etain system ogﬁJT . ot De
[@ g Restricted Groups 12| Retention method for application log As needed
@ (4 System Services e Retention method for security log As needed
] 5 Registry L] Retention method for system log Not Defined
3 cB Re s
i Tyf Wired Network (TEEE 802.3) Policies Maximemn applcaissE——— 11

M [ Windows Firewall with Advanced Sec.
| Metwork List Manager Policies
[+ Tﬂf Wireless Network (IEEE 802, 11) Policis
@ [ Public Key Policies
[# | Software Restriction Polces
# [ ] Metwark Access Protection
M [ Application Control Policies
¥ 8, [P Security Policies on Active Director:
M [ Advanced Audit Policy Configuration
= gl Policy-based QoS
M [} Administrative Templates: Policy definitions (A
| Preferences
B ¢ User Configuration
M ] Polides
| Preferences

« | »

Security Policy Setting | Explain |
% Maximum application log size

I|7 Diefine this policy setting I

204800 =] kilobytes

Apply
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15 R2BYAVZAFREBSE t 26 SN KSt f dé

Gp0 9YGSNI GKS O2YYFYyR 06St2¢ (2 NBFTNBAK 3INRAzLI L.

}.. Administrator: Windows PowerShell

# IIJ|:l|:|-|+|- 'Tllrl B

User Policy update has completed succ
Computer Policy update has completed :

omMny 9YGSNI GKS O2YYlIyR 6S5t2¢ G2 3IASYSNI i & NI S
PS G>

). Administrator: Windows PowerShell

> Get-GPResultantSetofPolicy -Computer WINZOOS8-ENG -Path C:'yt 8.html -ReportTvpe himl

66_D041_4843_B452_DDAF3A2B7EBES

For the red text , please enter thdS SQkerver name and the folder path/file name.
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Computer Configuration

Security Settings
Account Policies Password Policy

Policy Settine Winning GPO
Enforce password history 24 passwords rememberad Default Domam Policy
Maxmmum password age 42 davs Default Domam Policy
Minimum password age 1 days Default Domam Poliey
Minimum password length 7 characters Default Domam Policy
Password mnst msst complexity raquiremsnts Dizablsd N-Partnar Policy

E—
Policy Setting Winaing CPO
Account lockout threshold 0 imvahd logon attempts Default Domam Pohicy

‘ Loeal Policies/ Audit Poli
Policy Setting Winning GPO
Andit account lozon svents Sucesss Failurs N-Partnar Policy
Aundit account manasement Succsss, Failure N-Partner Policy
Audit logon events Success, Failure N-Partner Policy

‘ Event Log
Policy Setting Wianing GPO
Maxmoum secunty log size 204800 knlobytes N-Partmar Policy
Ratention mathod for security log As neadad N-Partnar Poliey
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2.3.2 Workgroup
2.3.2.1 Audit Policy Configuration

6MO hLISYy [20Ff DNRdzZLI t 2t A08 9RAG2NJ
[ £ A01 2WS/ 64 SNRhi & LA ABG@ AKMPK 2y G9RAG DNRdzLI t 2f A C

Control Panel (1)

I [+ Edit group policy I

- See more results

[oomei T Ja wosoi 1]
o | % B9 €12 § |
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" Local Computer Palicy

[= gl Computer Configuration

& || Software Settings

=] || Wingows Settings
| Name Resolution Palicy
= SO

£
pts (Startup/Shutdown)
5 S Seaurity Settings|
a Account Poboes
= _g Local Policies
® g Audit Policy
|_g User Ruights Assignment
& Security Options

&
&

® [ Windows Firewall with Advar
| Metwork List Manager Policie

__ Public Key Policies

"~ Software Restriction Polides

# 1 Application Control Policies

= &, 1P Security Policies on Local ¢
| Advanced Audit Policy Confic
o} Policy-based QoS
@[] Administrative Templates
= ¢, User Configuration
# [] Software Settings
® [ Windows Settings

@[] Administrative Templates

| security |
Success, Fasure
Success, Failure

Mo HH: :Ef
Success, Fadure

Audit account logon events
Audit account management

fff E :-’::;:rf f fff\i- CE AccEss
Audit EyEnts

l5ig| Audit object access No auditing

151y Audit policy change No auditing

loie| Audit privilege use No auditing
o Audit process tracking Mo auditing

_=f|;_=-_| Audit system events Success, Failure
21|

Local Securty Setting | Explain |

} Audit logon events
1

Audit these attempts:

W Success

W Ezilure

This setting might not be erforced if other policy is configured to
ovemide category level audi policy.
For more information, see #udt lnqon svents. (2521468)

da

Apply |

r r
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0 reater the command below to refresh group policy.

PS G>gpupdate /force

(5) Enter the command below toew group policy applied status.

PS C\>auditpol /get /category:*

Ll ral Liiel














































































































































































































































































































































































































































































































































































