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Preface

This document describes how N-Reporter users can configure MS exchange message tracking
logs using the open-source tool NXLog.

NXLog converts MS exchange message tracking logs into syslog format and forwards them to N-
Reporter for normalization, auditing, and analysis.

This document applies to MS Exchange Server 2007, 2010, 2013, 2016 and 2019.

References

Message Tracking Logs in Exchange Server:

https://docs.microsoft.com/en-us/exchange/mail-flow/transport-logs/message-

tracking?view=exchserver-2019

Mailbox Audit Logging in Exchange Server:

https://docs.microsoft.com/en-us/exchange/policy-and-compliance/mailbox-audit-

logging/mailbox-audit-logging?view=exchserver-2019

Audit Policy Recommendations:

https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-

practices/audit-policy-recommendations

W3C Logging:

https://docs.microsoft.com/en-us/windows/win32/http/w3c-logging

Note: This document is provided solely as a reference for configuring log output. It is recommended
that you contact the device or software vendor for assistance with the appropriate log export

methods.
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https://docs.microsoft.com/en-us/exchange/mail-flow/transport-logs/message-tracking?view=exchserver-2019
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https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations
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1. NXLog
1.1 NXLog Installation

(1) Download NXLog CE (Community Edition)

Please go to: https://nxlog.co/products/nxlog-community-edition/download

Download the latest version of nxlog-ce-x.x.xxxx.msi.

Example Here: nxlog-ce-3.2.2329.msi

Windows x86-64 nxlog-ce-3.2.2329.msi

Note: If you require the 32-bit version of NXLog, please contact our support team.

(2) Install NXLog

<2.1> For Windows Server 2008 or later:

T F
7o MHCeg-CL Setup

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will install NXLog-CE on your computer,
Click Next to continue or Cancel to exit the Setup Wizard,

|

Partner


https://nxlog.co/products/nxlog-community-edition/download

(3) Select “ accept the terms in the License Agreement,” then click “Next.”

{i# NXLog-CE Setup [_ X
End-User License Agreement 2
Please read the following license agreement carefully '
NXLOG PUBLIC LICENSE v1.0 i—l

1. DEFINITIONS
“License” shall mean version 1.0 of the NXLOG PUBLIC
LICENSE, 1.e. the terms and conditions set forth in this document,
“Software” shall mean the source code and object code form, all
associated media, printed matenals, and "online" or electronic
documentation. All such software and matenals are referred to |

F 1 accept thetennshtheUcemeAqeemaa
Print I Back Cancel I

(4) Click “Next.” (The default installation path is (C:\Program Files\nxlog\).

{&# NXLog-CE Setup =] B3
Destination Folder 2
Click Next ta install to the default Folder or chick Change to choose another,

Install NXLog-CE to:

|C \Program Files\nxlog),

Change.., I

Back | | [ Cancel I
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(5) Click “Install.”

{i NXLog-CE Setup

(6) Click “Finish.”

.‘ NXLog-CE Setup

Carncel

5 A&7 N-Partner
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<2.2> For Windows Server 2003:
Download File: nxlog-ce-3.2.2329.msi. - Select “Install” and proceed until the installation completes. -
Click “Finish” to exit.

# NXLog-CE Setup — X

Ready to install NXLog-CE

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

ot e [ o
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1.2 Download NXLog Configuration File

(1) Open “Command Prompt.”

Command
Prompt

(2) Download the “NXLog Windows 2003 File” and overwrite the existing NXLog configuration file in the
Windows system.

Download link: https://www.npartner.com/download/tech/nxlog Exchange.conf

PS C:\> Invoke-WebRequest -Uri'http://www.npartner.com/download/tech/nxlog_Exchange.conf' -

OutFile 'C:\ nxlog\conf\nxlog.conf'

Note: The example above is for a 64-bit operating system. For a 32-bit operating system, replace the

highlighted text with: 'C:\ Program Files (x86)\nxlog\conf\nxlog.conf"'
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https://www.npartner.com/download/tech/nxlog_Exchange.conf

1.3 NXLog Configuration

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.

define NCloud 192.168.8.4

define MailLog C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking
define IISLog C:\inetpub\logs\LogFiles

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %RO0T%\modules
CacheDir %ROOT%\data
Pidfile ~ %ROOT%\data\nxlog.pid

SpoolDir  %ROOT%\data

## Load the modules needed by the outputs
<Extension syslog>
Module xm_syslog

</Extension>

## For Exchange Message Tracking log file use the following:
<Input in_maillog>

Module im_file

File '%MailLog%\MSGTRK*.LOG'

ReadFromLast TRUE

SavePos TRUE

</Input>

<Output out_maillog>
Module om_udp
Host %NCloud%
Port 514

Exec SSyslogFacilityValue = 2;
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Exec $SourceName = 'Exchange’;

Exec to_syslog_bsd();

</Output>

<Route maillog>
Path in_maillog => out_maillog

</Route>

## For Windows Event log use the following:
<Input in_eventlog>
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query Id="0">\
<Select Path="Security">*[System[(Event|D=4624 or EventID=4625 or EventID=4626 or EventlD=4627 or
EventlD=4634 or Event|D=4646 or EventID=4647 or EventID=4648 or EventlD=4649 or EventlD=4672 or EventID=4675)]]</Select> \
<Select Path="Security">*[System[(Event|D=4778 or Event|D=4779 or Event|D=4800 or Event|D=4801 or
EventlD=4802 or EventID=4803 or EventID=4964 or EventID=4976 or EventlD=5378 or EventID=5632 or EventlD=5633)]]</Select> \
<Select Path="Security">*[System[(Event|D=4768 or EventID=4769 or EventID=4770 or EventlD=4771 or
EventlD=4772 or EventlD=4773 or EventlD=4774 or EventID=4775 or EventlD=4776 or EventlD=4777 or EventID=4820)]]</Select> \
<Select Path="Security">*[System[(Event|D=4720 or Event|D=4722 or Event|D=4723 or Event|D=4724 or
EventlD=4725 or EventlD=4726 or EventIlD=4727 or EventID=4731 or EventID=4732 or EventID=4733 or EventlD=4734)]]</Select> \
<Select Path="Security">*[System[(Event|D=4735 or EventID=4738 or EventID=4739 or EventlD=4740 or
EventlD=4749 or EventlD=4750 or EventlD=4751 or EventID=4752 or EventlD=4753 or Event|D=4764 or EventlD=4765)]]</Select> \
<Select Path="Security">*[System[(Event|D=4766 or Event|D=4767 or Event|D=4780 or Event|D=4781 or
EventlD=4782 or EventlD=4793 or EventlD=4794 or Event|D=4797 or EventlD=4798 or Event|D=4799 or Event|D=5376 or
EventlD=5377)]]</Select> \
<Select Path="Security">*[System[(EventID=4608 or EventID=4610 or EventID=4611 or EventID=4612 or
EventlD=4614 or EventlD=4615 or EventID=4616 or EventID=4618 or EventlD=4621 or EventlD=4622 or EventlD=4697)]]</Select> \
<Select Path="Security">*[System[(EventID=5024 or EventID=5025 or EventID=5027 or EventID=5028 or
EventlD=5029 or Event|D=5030 or EventID=5032 or EventID=5033 or EventlD=5034 or EventlD=5035 or EventID=5037)]]</Select> \
<Select Path="Security">*[System[(EventID=5038 or EventID=5056 or EventID=5058 or EventID=5059 or
EventlD=5061 or EventID=5890 or EventID=6281 or EventID=6400 or EventID=6401 or EventID=6402 or EventlD=6403)]]</Select> \
<Select Path="Security">*[System[(EventID=6404 or EventID=6405 or EventID=6406 or EventID=6407 or

EventlD=6408 or Event|D=6409 or EventID=6410)]1</Select> \
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</Query>\
</QueryList>

</Input>

<Output out_eventlog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 17;

Exec SMessage = string(SSourceName) + ": " + string($SEventID) + ": " + SMessage;
Exec if (SEventType == 'ERROR' or $EventType =='AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if (SEventType == '"WARNING') { $SyslogSeverityValue = 4; }\
else if (SEventType =='INFO' or SEventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue = 5; }

Exec to_syslog_bsd();

</Output>

<Route eventlog>
Path in_eventlog => out_eventlog

</Route>

## For Microsoft IIS(Internet Information Server) log file use the following:
<Input in_iislog>

Module im_file

File '%lISLog%\u_ex*.log'

ReadFromLast TRUE

Recursive TRUE

SavePos TRUE

</Input>

<Output out_iislog>
Module om_udp
Host %NCloud%

Port 514

Exec $SyslogFacilityValue = 22;

Exec Sraw_event = "lIS [info]: " + Sraw_event ;

Exec to_syslog_bsd();
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</Output>

<Route iislog>
Path in_iislog => out_iislog

</Route>

Enter the N-Cloud system IP address in the blue text section.

define NCloud 192.168.8.4

This example is based on a 64-bit operating system.

For a 32-bit operating system, use the following setting instead:
define ROOT C:\Program Files (x86)\nxlog

Enter the exchange message tracking log paths in blue text section:

define MailLog C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking

Enter the IIS (W3C) log paths in blue text section:

define lISpath C:\inetpub\logs\LogFiles

-

=
“  Hide Faldersl Enceding: |'—|T:'5 ﬂ Save Cancel I

AMSI
Unicode
Inicode big endi

Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as

type, select “All Files (*.*)”. For Encoding, select UTF-8 to avoid encoding errors that could prevent the

service from starting.
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1.4 Starting the NXLog Service

(1) Open “Windows Powershell.”

Viindows
PowerShell

(2) Restart the NXLog service, verify that it is running, and ensure there are no error messages:
PS C:\> Restart-Service -Name nxlog

PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType

PS C:\> Get-Content 'C:\ Program Files\ nxlog\data\nxlog.log'

2 Administrator: Windows PowerShell
s [ ervice -Name no

PS Service -Neme nxlog | i .Start Tvpe

Mame  Status StartType

(3) Enter the command below to open the Services console:

PS C:\> Services.msc

2 Administrator: Windows PowersShell
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(4) Open the NXLog service properties: select “NXLog” —>Click E “Properties.”

=101 x|

File Action View Help

@lb”ﬁln I&i_»lﬂﬁﬂ b @

nxlog Name « Description Status Startup T
G Network Connections Manageso... Started Manual
Stop the service & MNetwork List Service  Identifies ... Started Manual

Restart the service G Metwork Location A.,. Collects an.,. Started Automatic

Lo Metwork Store Inte...
xlog
line Files

Description:
This service is responsible for running the

vy O
NXLog agent. See www.nxlog.co. -

fw Performance Count... Enablesre... Manual
(4, Performance Logs ... Performan... Manual
i Plug and Play Enables a ... Started Automatic
L4, PrP-Y IP Bus Enum,., The PrP-X ... Disabled

7 Servess Gocm)

Log On As -
Local System
Local Service
MNetwork S...

Local System
Local Service
Local Service
Local System
Local System LI

\ Extended A Standard /

(5) On the General tab, verify that Startup type is set to Automatic (Delayed Start).

x
LngDn] Recovery | Dependencies |
Service name; rodog
Display name: rodog

eription: is service is responsible for unning the NXlog =
B ' . See www rodog co. j

Path to executable:
"C-\Program Files‘\rodog'rodog.exe” < "C:\Program Files rwlog'confrodog.

Startup type: I_-'Ju_rtcmah: [Delzyed Stad) 'l

Help me corfiqure service startup options.

Service status:  Started

Start | Stop I FPause Hesume

You can specify the start parameters that apply when you start the service
from here,

Start parameters I

oK I Cancel Apply

13

&7 N-Partner



(6) On the Recovery tab, verify that First failure, Second failure, and Subsequent failures are all set to

“Restart the Service”, then click “OK.”

nxleg Properties (Local Computer)

14 A&7 N-Partner
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2. Exchange 2007

The Example here: Exchange 2007 installed on a Windows 2003 server.

You can configure message tracking logs using either the Exchange Management Console or the Exchange

Management Shell.

2.1 Exchange MessageTracking Log
To modify nxlog.conf:

Note: Please refer to 1.3 NXLog Configuration File.

Edit the blue text section to specify the message tracking log folder:

define MailLog C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\MessageTracking

2.1.1 Exchange Management Console

(1) Open “Exchange Management Console.”

(2) Expand “Server Configuration” = select “Hub Transport” = select “Exchange Server (WIN2003)” -

select “Properties.”

Exchange Management Console ] 4

File  Action ‘Wew Help
- = | e
£3 Microsoft Exchangs

- s _Organization Canfiguration

Server Configuration

fa: Hub Transport 1 ohject JEIETE

_ﬁ" Create Filker Hub Transport -

|5+ Export List...

View 3

Refresh
Recipient Configuration
]
g2 Toolbox B rep

WINZOD3-AD-ENG

L WINZ2003-AD-ENG S Manage Maibox Serve, ..

Receive Connectors | i&) Manage Client Access ...

sName — I Sty I §_'l Manage Diagnostic Log...
" client WIN2003-A0-ENG  Enabled
‘E Defaulk WINZ003-AD-ENG  Enshled (&l Enter Produck Key...

_g Mews Receive Connect. .,

Properties

Client WIN2003-AD-ENG
'@I Disable

75 Remove

Properties
@ Help
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(3) Go to the Log Settings tab = verify that Enable message tracking log is checked and the message

tracking log path is set to:

C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\MessageTracking

WINZ2003-AD-ENG Properkties

General I System Settings I wternal O

Intermal DMS Lookups I Lirnits

nokELID

tezzage tracking log

v {Enable mezzage tracking logging

Mezzage racking log file path:

IE:HPrngram Filez\MicrozofthE xchange ServersTransportBol

Browse. ..

Caonnectivity lagaging

[T Enable connectivity logging
Connectiity log file path:

IE:"\F'rngram FilezhMizrozofthE schange ServersTranzportF ol

Broweze, .

Praotocal log

Send connectar protocal log file path:

IE:HPrngram Filez\MicrozofthE xchange Servert TransportFolesh

Receive connectar pratocol log file path:

IE:HPrngram Filez\MicrozofthE xchange ServertTransportFolesh

Browse...

LF

Browse...

X

Log Settingz

Help

Cancel Apply
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2.1.2 Exchange Management Shell

|II

(1) Open” Exchange Management Shel

(2) Verify that Message tracking log is enabled and check the message tracking log path:
[C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\MessageTracking]
[PS] C:\> Get-Transpo

erver ect *Track*

| Sele

@Ma : WINZ2003-AD-ENG | Scope: npartner.local

Helcome to the

Full list of cmdlets:
Only Exchange cmdlets:

Exchange Management Shell?*

get—command
get—excommand

Cmdlets for a specific role:
Get general help:

Get help for a cmdlet:

Show guick reference guide:
Exchange team bhlog:

Show full output for a cmd:

get—help —role =M= or *Mailhox=

help

help <cmdlet-name> or <cmdlet-name> —7%
guickref

get—exhlog

{cmd> | format—list

Tip of the day #13:

Identity is your friend. Identity iz a powerful construct that lets you view, mo
dify. or remove a particular Exchange object or configuration set by referring t
o it by a friendly name. Additionally. wou can even specify server name as part
of the identity. For example: the following command will try to find "First Stor
age Group'" on the local host because no server was specified:

Get—StorageGroup “"First Storage Group®
If you know exactly where "First Storage Group" is. you can use:

Get—StorageGroup “"Serveri*First Storage Group'

This same pattern can be applied to all Active Directory—based configurations.

[PS]1 C:“\Documents and Settings“AdministratorsDesktoprGet-TransportServer WINZBA3-AD-ENG | Select—0Object >Tracks

MessageTrackingLogEnahled
MessageTrackingLogMaxAge
MessageTrackinglogMaxDirectorySice
MezssageTrackingLlogMaxFileSize
MezssageTrackingLogPath

True

30.00:00:088

258MB

18MB

C:5\Program Files“Hicrosofts\Exchange Server TranszportRolez“Logz-Meszagelr
acking

MessageTrackingLogSubjectLoggingEnabhled True

[P5]1 C:“\Documents and Settings“AdministratorsDesktopr_

Replace the red text section with the name of your Exchange server

17
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2.2 1IS Log

(1) Open Internet Information Services (lIS) Manager.

(2) Right-click on the “IIS server”(the example here is WIN2003-AD-ENG) - select “Properties.”

T Internet Information Services (I1S) Manager - 10| x|
g File  Ackion  Wiew ‘Window  Help | _|5’|5|
= | BEEFRR 2@ S 50
"3 Internet Information Services | Mame Status
SR INZ003-A0-ENG (acal oo | Annliratinn Ponls
-1 Application Fools Connect.., Service is running
[-_J ‘Web Sites Disconnect
H-__ ‘Web Service Extensio Browse
Mew ]
Al Tasks 3
Wi b
Mews Window From Here
Refresh
Expart Lisk...
Help
«| | B | H
|O|:uens the properties dialog box For the current selection,

18
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(3) Check Encode Web site logs in “UTF-8” = click “OK.”

WIN2003-AD-ENG (local computer) Properties ed

Internet Information Services |

— " Enable Direct Metabase Edit

Allows wou to edit the IIS metabase configuration file while IIS is
FURRIng.

—UTF-5 Logging

Allaws I1S ko write log entries using UTF-G encoding instead of local
code page.

MIME tvpes
I 115 serves only Files with extensions
registered in the MIME types list. To WLIFE TTEe,
d4a4

configure additional file extensions,
click MIME Twpes.

Zancel | Apply | Help |
(4) Click “OK” again to restart the IIS service.

115 Manager |

9 Some properties changed on this dialog require 115 restart ko have effect,
- Do you wank o restark ITS now?

iZommand
Prompk
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(6) Create and verify the IIS LogFiles directory:
C:\> mkdir C:\Inetpub\logs\LogFiles

C:\> dir C:\Inetpub\logs

e Command Prompt

C:vmkdir C:sInetpubslogssLogFiles

C:srdir CisInetpubs~logs
Uolume in drive C has no lahbel.
Uolume Serial Mumbher iz B476-35A4

Directory of C:sInetpubslogs

A?.-03.,20825 B3:52 PH <DIR> -
H? - A3-2A25 HA3:52 PH <NIR> - .
A?.-03.,2825 B3:52 PH <DIR> LogFiles

¥ rFileisr; W bytes

3 Dipds> 41.240,.895,.488 hutes free

(7) Right-click on “Web Sites” - select “Properties.”

¥ Internet Information Services (II5) Manager - |EI|5|

V9 Fle  Action  Miew Window  Help oy -] |
¢= | BAEFER 2E/ &) =
?'. Internet Information Services | Mame | Skatus
=), H MWINZ003-AD-ENG (local co || ) Application Pools
- | Application Pools __Jweb Sites Service is running

Weh Sited News b [Exbensions
&l Tasks »

Mew Mindow From Here

Refresh

Help

« | sl |

|O|:uens the properties dialog box For the current selection. |
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(8) In the Web Site tab: check “Enable logging” = select “W3C Extended Log File Format” as the active

log format - click “Properties.”

Web Sites Properties

[ijf ek LIty I HTTP Headers I Custam Errars I Service I ASP.NET
Wieb Site

Performance I ISAPI Filters I Harmne Direckary I Dacurments

2=

—Web site identification

Descripbion: I
IF address: ||[.ﬁ.II Unassigned) ﬂ Advanced, ., |
TEF pork: I S50 pork: I

Conneckions

Conneckion timeout: I seconds

[ Enable HTTP keep-alives

‘Ev‘ Enable logging

| W3C Extended Log File Format

[o]'4 I Cancel Apply

Help

(9) In the General tab:

Set log schedule to “Hourly” = check “Use local time” for file naming and rollover-> enter the log file

directory: C:\Inetpub\logs\LogFiles=> click “Apply.”

Logging Properties
Advanced |

X

—Mew log schedule
Doaily
£ Weekly
= Monkthly
= Unlimited file size

" wWhen file size reaches:

20 = ME

¥ Use local time For file naming and rollowver

Loq File directory:

4 InetpubtlogsiLogFiles Browse, ., |

Loqg File name: WISV R exyymmddhh. log

(] 4 Zancel | Al Help
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(10) In the Extended Properties tab:
Select Date (date), Time (time), Client IP Address (c-ip), User Name (cs-username), Service Name (s-
sitename), Server Name (s-computername), Server IP Address (s-ip), Server Port (s-port), Method (cs-
method), URI Stem (cs-uri-stem), URI Query (cs-uri-query), Protocol Status (sc-status), Protocol
Substatus (sc-substatus), Win32 Status (sc-win32-status), Bytes Sent (sc-bytes), Bytes Received (cs-
bytes), Time Taken (time-taken), Protocol Version (cs-version), Host (cs-host), User Agent (cs(User-
Agent)), Cookie (cs(Cookie)), Referrer (cs(Referer))

- Click “OK.”
x
B e |

Extended logging options:

Dakte ( date)

Tirne 1 time )

Extended properties

- [wf] Client IP Address ( c-ip )

- [w] User Mame ( cs-username )

- [w] Service Mame { s-sitenarme )

- [w] Server Mame { s-computernanme )
- [wf] Server IP Address {s-ip )

- [wf] Server Port { s-port )

- [wf] Method { cs-method )

- [wf] URI Skem [ cs-uri-stem )

- [wf] URI Query [ cs-uri-query )

- [w] Protocol Skatus | sc-skakus )

- [w] Protocol Substatus ( sc-subskatus )
- [wf] W32 Status { sc-win3z2-stakus )
- [wf] Bwkes Sent [ sc-bykes )

- [wf] Bytes Received | cs-byhes )

- [wf] Tirme Taken ( time-taken )

- [w] Protocol Yersion § cs-version )

- [wf] Hosk [ cs-host )

- [wf] User Agent { cs{ser-ggent) )

- [wf] Cookie { cs{Cookie) )

- [w] Referer [ cs{Referer) ) —

|»

Cancel Ay Help
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(11) Click “Select All” to apply to all Web sites = click “OK.”

Inheritance Overrides |

The following child nodes also defing the value of the “LogFilePeniod" property,
which overndes the walue you have just set. Pleaze zelect from the list below thoze
nodes which should use the new value.

Child Modes:
TestSub

coce_|

(12) Verify IIS log files are created in the directory: C:\Inetpub\logs\LogFiles\W3SVC1

@ C:\ Inetpub’logs'LogFiles, W3S¥C1 o [ ] 3
File Edit \iew Favortes Tools Help | -"f
i) Back = ) - ¥ | ) Search ™ Folders | EE > | -

ngclresslﬁ-. C\InetpubiingsiLogFilesy W3SV L I x| B o
Faolders x | Size | Type | Date Modified | Aktributes |

@ Deskkop 0KE Text Document Qf3j2025 4:25 PM A

G Iy Documents

23 &7 N-Partner



S Y -

2.3 Event Log
2.3.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

td
Active

Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Controllers, select “New,” and click “Organizational Unit.”

-1ojx
<) File  Action View Window Help 12| x|

e= A@E B TR 2B gl TE D

@ Active Directory Users and Computer BTt [0y e ge || g s (s
- @ npartner.local

Twpe

Builtin WINZ2003-AD-ENG Computer
[:-.:. main Controllers g
[#-|__] ForeignSecurityPrir s i
#-[_] LostandFound Find...
[#-(&d] Microsoft Exchang Computer
-] Microsoft Exchang
Contact
-] NTDS Quatas Group
#-(_] Program Data Yiew 3
(&) se New Window from He InetOrgPerson
iy Syi::;: sl msExchDynaricDistributionList
(B Users Refresh MSMQ Queue Alias
Export List, ., Organizational Unit
— Printer
roperties User
Help Shared Folder
| | i | K1 | i
(Create a new object. .. |
24
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK.”

New Object - Organizational Unit

@ Create in.  npartner.local/

x|

||Selvers |

Name:

A

e

(4) Move the Server to your New Organizational Unit:

Select “Computers” = right-click on the “WIN2003-AD-ENG” server.

Note: Please select the Windows AD server according to the actual environment. = click “Move.”

£# Active Directory Users and Computers

<3 Fle  pction  Wiew Window  Help

=10l x|

=181

& = | F

W B XEE R @@

i T @

@ Active Direckory Users and Computer
-] Saved Queries
=- @ npartner local

- Eﬂ Domain Conkrallers

I:l ForeignaecurityPrincipals
-] LostandFound

@ Microsaft Exchange Security

Computers

1

MNarne Mappings. ..

Reset Accounk

Manage

: &l Tasks 3
I:l Microsaft Exchange System
-1 NTDS Quokas Cuk
+1-[_] Programn Data Delete
----- @ Servers )
D Systerm Properties
-7 Users Help
4| | KN | i
|M|:uves the current selection ko another organizational unit, | |
25
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

Move 2 x|

Move object into container:

= @ nparkher .
[+-(_] Builtin
-] Computers
(&5 Domain Cantrollers
I:l Fareigns ecurityPrincipals
-] LostandFound
@l Mizrazaft Exchange Security Graups
I:l Mizrazoft Exchange System Objects
- NTDS Quatas

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand “Domain Controllers” and select your OU folder (in this example, it is “Servers”) and confirm that

the “WIN2003-AD-ENG” server has been moved.

£# Active Directory Users and Computers

@ File aAction Wew window  Help

=10l x|

=181

€= DMl 4eXETFER2®

el laY S

@ Active Direckory Users and Compuber S5 20 2 1

-] Saved Queries
: Marme

Tvpe [

El@ npartnet . local
[#1-[_] Builkin

i I:I Camputers
[#-{d] Damain Controllers

|:| ForeigngecurityPrincipals

|:| LostAandFound
IEl Microsoft Exchange Security
|:| Microsoft Exchange Syskem

- MTDS Quotas

(=T 2003-ENG

|:| sers

_orpuker
Compuker
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2.3.2 Group Policy Settings

”

(1) Click “Active Directory Users and Computers.

a"@

Active

Directory
Users and
Computers

(2) In the “Servers” organizational unit (OU), right-click and select “Properties.”

£# Active Directory Users and Computers - 10| =|
@ File Action Yiew wWindow Help _|ﬁ’|£|
e BE B XERR RE[EEETE

@ Ackive Direckory Users and Compuber B2 202 1
[:l Saved Queries

=2 npartner Jocal
(2] Builtin =] vy 1hz003-ERG =

...... (33 Computers = wINz003-AD-ENG e

- F-{25] Domain Controllers

I:l FaoreignaecurityPrincipals
I:l LoskandFound

@ Microsoft Exchange Securiky
I:l Microsoft Exchange Systern ©
-2 NTDS Quatas

I-- F‘ru:uram Daka

Marme Tw

Delegate Conkral, .,

- I:l Users Move. ..
Find. ..

Mew 3
all Tasks 3

Wigsta k
Mew Window From Here

Cuk

Delete
Rename
Refresh
Export Lisk...

Properties

Help

1| | ol | 0

|O|:-ens the properties dialog box For the u:u| |
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(3) Enter the Group Policy Object (GPO) name

On the “Group Policy” page - click “New.”

Servers Properties ﬂﬂ

General | Mansged By | Object | Secuty | come [ Group Polcy |

':.=: Current Group Policy Object Links for Servers

Group Policy Object Links | Mo Ovenide | Disabled

Group Policy Objects higher in the list have the highest priority.
This list obtained from: WIN2003-AD-ENG.npartner. local

New agd.. | Edt | |

Options... | Delete. I Properties | Down |

I~ Black Palicy inheritance

Close I Cancel I Lpply

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)

Note: Please create the GPO name according to the actual environment.

- select “Edit.”

Servers Properties _?Iil

General | Managed By | Object | Secuity | COM+  Group Policy |

':=: Current Group Policy Dbject Links for Servers

Groui Polic! Dhiecl Links No Override | Disabled

Group Policy Objects higher in the list have the highest priority.
This list obtained from: WIN2003-4D-EMNG.npartner.local

[ New | g | ip
thims.“l Delete... | Broperties Doy I
[ Block Policy inheritance

Close | Cancel Bpply |
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(5) Local Group Policies: Audit Policy
Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” - “Local Policies”
- “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” “Audit logon

events,” and “Audit system events” = check “Define these policy settings”: Success, Failure. = click “OK.”

'fiii Group Policy Object Editor _{o) x|

File Action  Wew Help

&= O XFR| 2 E

iz Audit account logon events Success, Failure
F'.ul:lil: account management Success, Failure

| [t audit directory service access

me | audit object access Mot Defined

.ﬂ.uu:lit policy change Mot Defined
.ﬂ.udit privileqe use Mot Defined
4] audit process bracking Mot Defined

[RE] Audit systemn everts

- d#] Securiby Options Success, Failure

5 vent Log
-8 Restricted Groups

; Audit | ks P ; <
-8 System Services 2| x|
B Rocktry Secuity Policy Selting | Expisin This Seting |
@ File: Swstem |
"l" Wireless Metwork (TEEE 802, = Audit logon events

-1 Public Key Policies

-] Software Restriction Palicies

g IF Security Paolicies on &ctive ¥ Define these policy settings

-2 Administrative Templates Audi these sttempts:

EI@ ser Configuration
-] Software Settings M Success
- Windows Settings W Faiue

I:l Administrative Templates

! e L= o | e b
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(6) Event Log: Security Log Retention Method

Expand “Computer Configuration” = “Windows Settings” = “Security Settings” = “Event Log” - select

“Retention method for security log” = check “Define this policy setting” = select “Overwrite events as

needed” = click “OK.”

i Group Policy Object Editor _ (O] x|
File  Action  YWew Help
&= | BHE KR 2

Palicy ¢

| Palicy Setting

#-{_& Restricked Groups

-8 System Services

-8 Registry

-8 File System

&Y Wireless Nebwork (IEEE 502,
(L] Public Key Policies

Maximum application log size
Maximum security log size
Maximum syskem log size

F‘ravant local guests group from accessing a...
F‘ravant lacal guests group From accessing s, ..
F‘ravant lacal guests group From accessing s. ..

Ratain application log
Ratain security log
Ratain syskem log

me |Retention method For system log

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

ad

i Retenti thaod F i il x
I:l Software Restriction Policies | ek securily |og FRCES. 1l
-8 1P Security Policies on Active | Secuity Pabey Sefting | Esplain This Setteng |
#-[Z2] Administrative Templates _
EI@ User Configuration Ha Retention method for security bog
I:l Sofbware Settings =
B0 windows Settings ||| e——
-7 Adrmiristrative Templates ¥ [Define this policy setting
™ Qversite events by dayps
(% Owvenwite everts as needed
" Do pot ovensite events [clear log marualy]
& W odiying this sethng may affect compatibiliy waith chents, seraces,
and applications.
Fea micte indormation, see B etenbon method for security ko,
[823659)

J | > |
' [ |
l .a. | ] _ﬂ Mmoo T e I [Fl 4r e i
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” - “Event Log” =

and click on “Maximum security log size” - Check “Define this policy setting” = enter 204800 KB

Note: Please adjust the number based

'iti Group Policy Object Editor

File  Action Wiew Help

on the actual environment. - click “OK.”

=10l x|

&= | BAE X5 B @@

' h-Partner Policy [YWINZ003-A0-EMNG MPARTH

Policy £ | Policy Setting

=] Computer Configuration

- | Software Settings

=[] ‘Windows Sektings

- Restricked Groups
@ Swskem Services
@ Regiskry
@ File System
- Wireless Mebwork (IEEE 802,
|:| Public Key Policies
(-] Software Restriction Policies
g IP Security Policies on Active
R Administrative Templates
EI@ User Configuration
|:| Software Settings
|:| Windows Settings
[#-[_1 Administrative Templates

« | iy

E:l Maximurm application log size Mot Defined
firdiaximum security log size 204300 kilobytes
me | [Maximum system log size Mot Defined
Prevent local guests group from accessing a... Mot Defined
Prevent lacal quests group from accessing 5., Mot Defined
Prevent local guests group from accessing s... Mot Defined

Retain application log Mot Defined
Retain security log Mot Defined
Retain syskem log Mot Defined
Retentiu:un method For application log Mot Defined
Retentiu:un method For security log Az needed

Retentiu:un method For system log Mot Defined

21

Secuity Pobcy Setling | Explain This Setting |

e a=imumn zecuity log size

=

2042800 E kilohytes

o Modifying thiz zetting may affect compatibility with chentz, zervices,
and applications.
For more infomation, see M axinum securty 10g size. ((523653)

b o i PRSI | =

e
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(8) On the Exchange server, open “Command Prompt.”

(9) Enter the command below to refresh group policy.
C:\> gpupdate /force

ci. Command Prompk

Cisrgpupdate sforce
Refrezhing Policy...

Uzer Policy Refresh has completed.
Computer Policy Refresh has completed.

To check for errors in policy processing,. review the event log.

s

(10) Enter the command below to verify the applied group policy settings.

C:\> gpresult /v

¢ Command Prompk

C:rgpresult v | more

Microseoft <RH> Windows <R> Operating System Group Policy Result tool v2.8
Copyright <C» Microszoft Corp. 1981-2801

Created On 942825 at 18:12:89 AM

REOF data for HPARTHER“administrator on WINZ2B8B3-AD-EHG - Logging Mode

Microzoft(R» Windows<{R}» Server 2003 Enterprise xb6d

08 Configuration: Primary Domain Controller

08 Uersion: L.2.377R

Terminal Server Mode: Remote Administration

Site Mame: Default-First-Site—Mame

Roaming Profile:

Local Profile: C:~Documents and Settings“Administrator
Connected over a slow link¥: Mo

COMPUTER SETTINGS

CH=UIHN2883-AD-ENG . OU=Servers  DC=npartner, DC=local

Last time Group Policy was applied: ?-4-2825 at 18:18:85% AN

Group Policy was applied from: WIN2883-AD-ENG _npartner.local
Group Policy slow link threzshold: 588 kbhps

Domain Mame: npartner

Domain Type: Windows 2088

Applied Group Policy Objects

M—-Partner Policy
Default Domain Policy
Local Group Policy
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3. Exchange 2010

Example: Exchange 2010 installed on a Windows 2008 server.

Message tracking logs can be configured through the “Exchange Management Console” or the “Exchange

Management Shell.”

3.1 Exchange MessageTracking Log
Modify nxlog.conf

Note: Please refer to 1.3 NXLog Configuration File.

Edit the blue text section to specify the message tracking log folder:

define MailLog\> C:\Program Files\Microsoft\Exchange Server\V14\TransportRoles\Logs\MessageTracking

3.1.1 Exchange Management Console

(1) Open “Exchange Management Console.”

Fal

Exchange
Management

Consale

(2) Expand “Server Configuration” - select “Hub Transport” = select “Exchange Server (WIN2008)” -

“Properties.”
Exchange Management Console !E

File Action ‘iew Help

= 2= H
3 _Microsoﬂ: Exchange E Hub Transport 1 ohject Aclions
[l 25 Microsoft Exchange On-Premises =
3 f Hub Transport -
a2 Organization Configuration [ Create Filter »

= Exportlist..
=, Mailbox Mame = | Role . - -
2 Client Access =WIN2008 Hub Transport, Client &ccess, Mailbox il 4
= Unified kdessaging
_3) Pi:cipientCaniguration E Help

=8 Toolbox < | ] -

- WIN2008 2 objects | WIN2008
G Manage Mailbox Role

Receive Connectors |

S Manage Client Access Role

Mame = | Status —
.:J Client WIN 2008 Disabled im Manage Diagnostic Logging Prop...
Default WIN 2008 Enabled

:D.:J Mewy Receive Connector.,

7 Properties

Default WIN2008
(@) Disable

75 Remove

Properties

- _>| ‘l | ﬂ E Help
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(3) Go to the “Log Settings” tab = verify “Enable message tracking log” is checked and the log path is set

to: C:\Program Files\Microsoft\Exchange Server\V14\TransportRoles\Logs\MessageTracking

MAIL Properties m

General I System Settings I Extanal ONS Loo
Intenal DNS Lookups | Lirits

ezzage tracking log
¥ Enable message tracking log

Message tracking log path:
| \Program Files\Micrasoft\Exchange Server\v4\Transporfoles\Logs\Me:

Connechvity log
¥ Enable connects
Connectivity log

log

icrosoft\E schange Server\Y145\TransportRoles\Logs\Cor

zoft\Exchange Server'\V14\TranzportRoles\Logs\Protoc:

Receive protocol log
|C:\Program Files'\Mi

soft\Exchange Server\Y14\TranspontRoles\Logs\Protoc

= | Cancel Apply Help
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3.1.2 Exchange Management Shell

(1) Open “Exchange Management Shell.”

E /

Exchange
Management
Shell

(2) Verify that “Message tracking log” is enabled and check the log path:
-TransportServer Win2008 | Select-Obje

rator: Exchange Management Shell

Uelcome to the Exchange Management Shell?t

Full list of cmdlets: Get—Command

Only Exchange cmdlets: Get—-ExCommand

Cmdlets that match a specific string: Help *string>=

Get general help: Help

Get help for a cmdlet: Help {cmdlet nameX> or <{cmdlet name> -7
Show quick reference guide: QuickRef

Exchange team blog: Get—ExBlog

Show full output for a command: <command> | Format-Liszt

Tip of the day #8:
Command line 505! Do you need help? Type:
Help <cmdlet-name> or <cmdlet—namel> —7
You can choose what information to return when you view Help by using the Detailed. Full, and Examples switches:
Help Get—Mailbox —-Detailed

UERBOSE: Connecting to WIN2BA8-AD-ENG.npartner.local
UERBOSE: Connected to WIN2BBE-AD-ENG.npartner.local

3 - Adminiztra

tor skto t—Tran . WINZ2B88-AD-ENG

ortServer cndlet will be removed in a future vers o change. Use the Get-TransportService
ripts that use the Get-T sportServer cadlet,. update them to e the
more information. ht go.nicresoft.confulink p-TLinkld 7i1.

True
.8 Pa:Pa

\Exchange Server\U14\TransportRoles\Logs \MessageTra

geTrackinglogSubjectLoggingEnabled :

Note: Replace the red text section with the name of your Exchange server.
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3.21IS Log

Modify nxlog.conf

Note: Refer to "1.3 NXLog Configuration File".

Edit the blue text section to specify the IIS log folder path:

define lISLog C:\inetpub\logs\AdvancedLogs

(1) Install "lIS Advanced Logging" for Windows Server 2008.

Click “AdvancedLogging64.msi” = check “l accept the terms in the license agreement” = click “Install” -

“Finish.”

i'\.‘!:“ 115 Advanced Logging 1.0 Setup

Micrasoft

Internet
I IS Information
Services

Please read the IIS Advanced Logging 1.0
License Agreement

=101 x|

MICROSOFT SOFTWARE SUPPLEMENTAL
LICENSE TERMS

IS5 ADVANCED LOGGING 1.0 FOR MICROSOFT
WINDOWS OPERATING SYSTEMS

Microsoft Corporation (or based on where you
live, one of its affiliates) licenses this
supplement to you. If you are licensed to use
Microsoft Windows Operating Systems software
(for which this supplement is applicable) (the

“software™), you may use this supplement. You
mav nnt nse it if wnn dn nnt have A lirense for

¥ Iaccept the terms in the License Agreement

i

=

Bach: Install Cancel |

(2) Open “Internet Information Services (1IS) Manager.”

Manager

36
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"E Internet Information Services (II5) Manager

@-@ [‘j b WIN200S-AD-ENG »

@

Machine Key ~ Pages and Providers ~ Session State  SMTP E-mail

Controls

[t
Handler ~ HTTP Redirect HTTR ISAPIand CGI  ISAPI Fi
Mappings Respo... Restrictions

Modules Output Request Server

Configuration Feature Shared
Editor Delegation  Configuration

d @ o B

=TT @) WIN2008-AD-ENG Home
&= Start P
Y G - Enshon Al | Gowpby:, arem
ASP.NET
&
8 © ¢ 9
NET NET MET Error NET WMET Trust Application
Authorizati...  Compilation Pages Globalization  Levels Settings

Advanced  Authentication Compression  Default Directory
Logging Document  Browsing
=
2 T o

ilters

1 ;"’& = Lal &g@

Worker
Caching Fitering ~ Certificates  Processes

i

Connection
Strings

Error Pages  Falled Request

Tracing Rules

=

MIME Types

1 | v [ElFeatures view

Open Feature
Manage Server

Restart
Start
Stop

| I

View Application Pools
View Sites

Change .NET Framework Version

@ Hep

Online Help

Ready -
(4) Click “Disable.”
¥ Iiternet Inf =3

@@ [‘3 ¥ WIN200B-ADENG *

< 5 1@ -

ETED @3 Logging
€5 StartPage
1 65 WIN2008-AD ENG (NPARTHER} | U= s featire to configure hon I1Slogs requests on the Wieb server.
L2} Application Pools
(4] Sites

One log file per:
Site i

—Log File

Format:

W3C | Select Fields

Directory:

|%Sysnemnme%vnaq:unvogsuogmes
Encoding:
UTF-8 |

Brows:

[ Log File Rollover

Select the method that IIS uses to create a new log file,
@ Schedule:

Daily =

€ Maximum file size (in bytes):

¢ Do not create new log files

[ Use local time for file naming and rollover

J R | BT

Configuration: localhost’ applicationHost.config

57 Apply
53¢ Cancel

View Log Files...

[

Online Help

&
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(5) Verify that logging is disabled.

“E Internet

=loix|

@_@ [‘j b WINZOOB-AD-ENG b

[ < @ -

@ Lil” 8 @) Logging

5 startPage

Application Pools
(o] Sites

One log file per:
Site i

—Log File

593 WiNZ003-AD-ENG (NPARTHERYA | US° this feature to configure how IT5 logs requests on the Web server.
>

Format:

Directory:

W3C | - Select Fields

[PeSystemDrive %alinetpublogs\.ogFies
Encoding:
UTF-8 -

[~ Log File Rollover

Select the methed that IIS uses to create a
& schedule:

Daily 2

€ Maximum file size (in bytes):

' Do not create new log fles

I Use local time for file naming and rollover

new log file,

q T |

Configuration: 'localhost’ applicationHost.config

Apply
53¢ Cancel

Enable

w Log Files...

[

Online Help

(6) Click “Advanced Logging.”

"E Internet Information Services (IIS) Manager =1olx]

@@ [‘3 b WINZODB-AD-ENG *

€ -iHl7 e

0“;! WIN2008-AD-ENG Home

Controls

B2 9

Authentication Compression

ing

Configuration ~ Feature Shared
Editor Delegation  Configuration

o

Default
Document

| P

a B 4 B
Handler HTTP Redirect HTTP ISAPI and CGI
Mappings Respo...  Reshictions

I . =

Ll ik- = o= Lo
Modules Qutput Request Server

Caching Filtering Certificates

W5 startPage
& qg WIN20OS-ADENG (PARTIERY | FIt=r: - Bico - (5hshow All | Groupby: Area -
L2 Application Pools ASP.NET
(8] Sites ‘, .
& & q
5 \\2 0 v ﬁﬁq
NET NET .MET Error NET JMET Trust Application Connection
Authorizati.., Compilation Pages Globalization Levels Settings Strings
— | >
& R &
Machine Key  Pages and Providers  Session State  SMTP E-mail

53

Directory ~ Error Pages Faled Request
Browsing Tradng Rules

¢ 8

ISAPIFiters  logging  MIMETypes

@y
Wiorker
Processes

@ Hep

J | o] [Cremmmven] - comenven

Ready

Open Feature
Manage Server
Restart

Start

Stop

met

View Application Pools
View Sites

Change .NET Framework Version

Online Help

S
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(7) Click “Edit Logging Fields.”

1!E Internet Information Services (IIS) Manager

=10l x|

@@) [GEI » WIN200B-AD-ENG »

File  View

€ -

@ < @ -

Help

=78

4]

W5 Start Page
El---‘iﬂ WINZ008-AD-ENG (MPARTMER\A

(& Sites

-5} Application Pools

a‘ég Advanced Logging

Use this feature to create and manage log definitions, which specify which server-side
and dient-side logging fields to log, and to configure additional logging settings.

Group by: Mo Grouping @

MName = | Enabled |
re— e— ;
{YCOMPUTERNAME %o-Server Enabled i

| 3

[ = |Features View |\ - Content View

Configuration: 'localhost' applicationHost. config

® The Advanced Logging feature
is disabled.

Add Log Definition. ..

Enable Advanced Logging
Enable Client Logging
Edit Log Directory...

View Log Files...

@ Help

Online Help

(8) Click “Add Field.”

i Edit Logging Fields

2 x|

Group by: INn Grouping

-~

D | source Mame | source Type | category | Header Name  «
Win325tatus Win325tatus Built-In Default sc-win32-status
| W3IWP-PrivateBytes Process(w3wp)'\Pri... Performance C... Default W3IWP-PrivateB
|IserMame |IzerMame Request Header Default Cs-USErname
ser Agent ser-Agent Reguest Header Default cs(User-Agent)
URI-Stem URI-Stem Built-In Default cs-Uri-stem
URI-Querystring URI-Querystring Built-In Default cs-uri-query
Time-UTC Time-UTC Built-In Default time
Time-Local Time-Local Built-In Default time-ocal
Time Taken Time-Taken Built-In Default TimeTakenMs
Substatus Substatus Built-In Default sc-substatus
Status Status Built-In Default sc-status
Site Mame SiteMame Built-In Default s-sitename
Server-IP Server-IP Built-In Default 54p
Server Port ServerPort Built-In Default s-port e
il
Edit Figld...
o | concel |
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(9) Enter field ID: X-Forwarded-For = select category: “Default” = source type: “Request Header” =

enter source name: X-Forwarded-For = click “OK.”

Field ID:
II-Forwarded-For

Category:
IDefault j

—General Properties
Source type:
IF‘.equest Header j
Source name:
|X-Fnrwarded-For
Performance counter type:

|Rate =]

Show Advanced Properties

Cancel

(10) Click “OK.”

Group by: INo Grouping j

ID | Source MName | Source Type | Category | Header Mame &
¥-Forwarded-For ¥-Forwarded For Request Header Default

Win32Status Win32Status Built-In Default sc-win32-status
W3WP-PrivateBytes \Process(w3wp)VPri... Performance C... Default W3WP-PrivateB
UserMName UserMName Request Header Default Cs-UIsername

User Agent User-Agent Request Header Default cs(User-agent)
URI-Stem URI-Stem Built-In Default cs-uri-stem  —
URI-Querystring URI-Querystring Built-In Default cs-uri-query
Time-UTC Time-UTC Built-In Default time

Time-Local Time-Local Built-In Default time-ocal

Time Taken Time-Taken Built-In Default TimeTakenMs
Substatus Substatus Built-In Default sc-substatus
Status Status Built-In Default sc-status

Site Name SiteName Built-In Default s-sitename
Server-IP Server-IP Built-In Default 5-p -
l | LIJ

Add Field... I Remove Edit Field... |
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(11) Click “Enable Advanced Logging” and “Enable Client Logging.”

™E Internet Information Services (I15) Manager

@_@ [Gj » WINZOOS-AD-ENG *

=10
EEEICE

File View Help

e-Hl” |8

O‘i! Advanced Logging

'@3 Start Page
-85 WIN2008-AD-ENG (NPARTNER ¢
& Application Pools
(6] Sites

Use this feature to create and manage log definitions, which specify which server-side
and dient-side logging fields to log, and to configure additional logging settings.

‘@ The Advanced Logging feature
is disabled.

Group by: Mo Grouping - Add Log Definition. ..
MName = | Enabled | Enable Advanced Logging
%LCOMPLUTERMAME %-Server Enabled

Enable Client Logging

m—
Edit Logging Fields. ..
Edit Log Directory...
View Log Files...

@ Help

Online Help

4| | »

[= | Features View |/ - Content View

Configuration: 'localhost’ applicationHost. config

qﬂ:i
(12) Select “%COMPUTERNAME%-Server” - click “Disable Log Definition.”
=10l x|

@_@ | €5 » winaoos-ADENG »

& @ -

File WView Help
Q-7 8

ﬁ?_=‘_| Start Page

E...Gj WIN2008-AD-ENG (NPARTNER S
& Application Pools
| @] Sites

G‘i! Advanced Logging

Use this feature to create and manage log definitions, which spedify which server-side
and dient-side logging fields to log, and to configure additional logging settings.

Group by:  No Grouping M

MName -~

4« | »

E Features View | -

Configuration: 'localhost’ applicationHost. config

Add Log Definition. ..

Edit Log Definition...
x Remove Log Definition
Dizable Log Definition

Clone Log Definition. ..

Disable Advanced Logging
Dizable Client Logging
Edit Logging Fields. ..

Edit Log Directory...

View Log Files...

@ Help

Online Help

qﬂ:i
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(13) Click “Add Log

1’E Internet Information Services (IIS) Manager

Definition.”

=10l x|

@—@ [ €3 » wivzoos-anEnG »

EEEICE

File View Help

-l .

Q;! Advanced Logging

o Qﬂ Start Page ) . . . . . Edit Log Definiti
B qa WIN2008-AD-ENG (NPARTNER 2 Uss ?ls iea_i;lrle to _cre%heldangrlnanagedk;s deﬁnlhons,du;hl_m s::»leclﬁ_-I which _serverﬂde it Log Denni Oﬂi
Application Pacls and dient-side logging fields to log, an configure additional logging settings. x Remove Log Definition
(@] Sites Group by:  No Grouping - Enable Log Definition
MName = | Enabled Clone Log Definition...
SCOMPUTERNAME %o-Server Disabled

I Add Log Definition. .. I

q | o] e commmeven

Configuration: ‘localhost’ applicationHost. config

Disable Advanced Logging
Disable Client Logging
Edit Logging Fields. ..

Edit Log Directory...

View Log Files. ..

@ Help

Online Help

9

(14) Enter base file name: u_ex = check “Enabled” - select schedule: “Hourly” - click “Select Fields.”

"k Internet Information Services (I15) Manager

=1l x|

@—@ |62 » winzoos-aDENG b

<@ -

T @ Log Definition
W3 Start Page Base file name:
E1-€3 WINZ008-AD-ENG (PARTNERV | | [u_ex
Q Application Pools
B[] Sites

[V Enabled

I publish real-time events
¥ write to disk

—Log File Rollover

" Schedule

Hourly -

[ startnew log file when configuration changes
€ Maximum duration (in seconds)

—

' Maximum file size (in kiobytes)

—

—Selected Fields

D | Header Name

[
Select Fields. .. I Remove

| Required | Default Value i

Edit... |

Move First |
Move Up |
Move Down |
Move Last |

r—Filter
Edit Filter...
Filter details:
[
L

5/ Apply

5% Cancel
Wiew Log Files...

@ Return To Advanced Logging

@ Help

Online Help

1| b E Features View |/ - Content View

Ready

-
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(15) Select the following fields = click “OK”:

X-Forwarded-For, Win32Status (sc-win32-status), UserName (cs-username), User Agent (cs(User-

Agent)), URI-Stem (cs-uri-stem), URI-Querystring (cs-uri-query), Time-Local (time-local), Time Taken

(TimeTakenMS), Substatus (sc-substatus), Status (sc-status), Site Name (s-sitename), Server-IP (s-ip),

Server Port (s-port), Server Name (s-computername), Referrer (cs(Referer)), Protocol Version (cs-

version), Method (cs-method), Host (cs-host), Date-Local (date-local), Cookie (cs(Cookie)), Client-IP (c-

ip), Bytes Sent (sc-bytes), Bytes Received (cs-bytes).

<

Group by: INo Grouping j
D | Source Mame I Source Type I Category I Header Name 4
¥-Forwarded-For ¥-Forwarded-For Request Header Default
Win325tatus Win325tatus Built-In Default sc-win32-status
| | W3WP-PrivateBytes Process(w3wp)WPri... Performance C... Default W3WP-PrivateB
UserMame UserMame Request Header Default CS-USErNaMme
User Agent User-Agent Request Header Default cs{User-Agent)
URI-Stem URI-Stem Built-In Default cs-uri-stem
URI-Querystring Built-In Default C5-Uri-query
Time-JTC Built-In Default time
Time-Local Time-Local Built-In Default time-ocal
Time Taken Time-Taken Built-In Default TimeTakenMs
Substatus Substatus Built-In Default sc-substatus
Status Status Built-In Default sc-status
Site Name SiteMName Built-In Default s-sitename
Server-IP Server-IP Built-In Default s4p
Server Port ServerPort Built-In Default s-port
Serveriame Built-In Default S-CompUternam
| | RequestsPerSecond W3sSVC_W3WP(_T... Performance C... Default RequestsPerse,
| Referer Request Header Default cs(Referer)
.I Prox Via Request Header Default S-Proxy
¥ Protocol Version | ProtocolVersion Built-In Default  cs-version
| | Protocol Protocol Built-In Default c-protocol
Method Built-In Default cs-method
Host Request Header Default cs{Host)
EndRequest-UTC Maodule Default EndRequest-UT
Date-JTC Built-In Default date
Date-Local Built-In Default dateocal
| | cru-Utilization VProcessor(_Total)\... Performance C... Default CPU-Utilization
1= Cookie RequestHeader  Default  cs{Cookie)
| [] ContentPath ContentPath Built-In Default  s-contentpath
Client-IP Client-1P Built-In Default cHip
Bytes Sent BytesSent Module Default sc-bytes
Bytes Received BytesReceived Module Default cs-hytes
[ Beginrequest-LUTC BeginRequest-UTC Module Default BeginRequest-. 7

| mil

oK I Cancel |

43

A
Bt 1@
Lt

Partner



(16) Adjust the selected fields: Date-Local (date-local), Time-Local (time-local), Site Name (s-sitename),

Server Name (s-computername), Server-IP (s-ip), Method (cs-method), URI-Stem (cs-uri-stem), URI-

Querystring (cs-uri-query), Server Port (s-port), UserName (cs-username), Client-IP (c-ip), Protocol

Version (cs-version), User Agent (cs(User-Agent)), Cookie (cs(Cookie)), Referrer (cs(Referer)), Host (cs-

host), Status (sc-status), Substatus (sc-substatus), Win32Status (sc-win32-status), Bytes Sent (sc-

bytes), Bytes Received (cs-bytes), Time Taken (TimeTakenMS), X-Forwarded-For — click “Move Up”

or “Move Down”

— click “Apply.”

‘E Internet Information Services (IIS) Manager

@z) | €5 » winooos-AD-ENG »

File View Help
@-id| |8
€ Start Page
=) €5 WIN2008-AD-ENG (NPARTNER
22 Application Pools
#- (@] Sites
< | i
M

0’# Log Definition
Base fil name:
|u_ex

¥ Enabled
™ Pubish real-time events
¥ Write to dsk
Log Fie Rollover
@ Schedue

IHouIy ;]
[T Start new log file when configuration changes
" Maximum duration (in seconds)

" Maximum fie size (in kiobytes)
Selected Fields
D Header Name | Requred | DefaultValue 4
Date-Local date-ocal No
Time-Local time-ocal No
Site Name s-sitename No
Server Name s-computername No
Server-IP sip No
Method cs-method No
URI-Stem cs-uri-stem No
URI-Querystring cs-uri-query No
Server Port s-port No
UserName cs-username No
Client-IP cip No
Protocol Verson cs-version No
User Agent cs(User-Agent) No
Cookie cs(Cookie) No
Referer cs(Referer) No o I
Host cs(Host) No
Status sc-status No
Substatus sc-substatus No
Win325tatus sC-vin32-status No
Bytes Sent schytes No Move First
Bytes Received cs-bytes No Move Up
Time Taken TimeTakenMS No
X-Forwarded-For No Move Down
vl
< | » Move Last I
selectFields... |  Remove
Fiter
Fiter detals:
=

[ -] Features View |, - Content View

44

~=lolx|
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=y Cancel
View Log Files...
=] Return To Advanced Logging
@ e
Online Help
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(17) Click “Return to Advanced Logging.”

"E Internet Information Services (IIS) Manager

_iol x|
@—@ [ €3+ winaosapENG » |k« @ -
File View Help
Q Y @1 Log Definition -
M = 1 SN : 5/ Apply
qa Start Page Base file name: B¢ cancel
195 WIN2008-AD-ENG (NPARTNERY | u_ex ;
Q Application Pools View Log Files...
- W Enabled
[-[8] sites 4= Return To Advanced Logging I
" Publish real-time events
F wirite to disk @ rep
Online Help
—Log File Rollover
& Schedule
IHour\y 'l
™ Startnew log file when configuration changes
= Maximum duration {in seconds)
€~ Maximum file size {in kiobytes)
—Selected Fields
D | Header Name | Required [ Defauitvalue =
Referer cs({Referer) Mo Edit |
Host cs{Host) Mo e
Status sc-status MNo
Substatus sc-substatus Mo
Win325tatus sc-win32-status MNo
Bytes Sent sc-bytes Mo MI
Bytes Received cs-bytes Mo Move Up |
Time Taken TimeTakenMs Mo
¥-Forwarded-For No Move Down |
-
4 I B Move Last |
Select Fields. .. | Remove
—Filter
Edit Filter... |
Filter details:
=l
[
<| | ol e comtven
Ready

(18) Click “Edit Logging Directory.”

jE Internet Information Services (II5) Manager

=0l x|

@-@ | €3 » wN2008-ADENG b

EEECE

File View Help

Q‘;‘! Advanced Logging

Use this feature to create and manage log definitions, which spedify
which server-side and dient-side logging fields to log, and to configure
additional logaging settings.

Group by: No Grouping ~

Name ~ | Enabled
SLCOMPLTERNAME ¥o-Server Disabled
u_ex Enabled

1 |

e-i-d|l” |8
&5 Start Page
E...Gj WIN2008-AD-ENG (NPARTMER |
Q Application Pools
[-[a] Sites
4| | »

(2| Features View (= Content View

Configuration: localhost’ applicationHost. config

Add Log Definition. ..

Disable Advanced Logging
Disable Client Logging
Edit Logaing Figlds...

View Log Files. ..

@ Help

Online Help

i.5.:5

45

&7 N-Partner



(19) Verify “Server Logging Directory” and “Default Web Site Logging Directory” paths — click “OK.
Server log directory:

I%System[]riue gatinetpublogsiAdvancedLogs
Default site log directory:

I%System[]riue ZatinetpubYogsiAdvancedLogs

8.4

(20) Click “Restart” 1IS service.

1E Internet Information Services (IIS) Manager

=1of x|
@@) [‘iﬂ b WIN2008-AD-ENG » | & = B 1@ -
File View Help
@9 WIN2008-AD-ENG Home
ua' lt[ l |& = Manage Server
q:=:| Start Page EE
i . - . . - . « Restart
=9 5-AD-ENG (NPARTNER A Filter: (G0 - lshshow All | Groupby: Area -
Application Fools ASP.NET
+-[@| Sites , B Stop
= by I’ ] i
_% %\2 0 L‘? = ab| View Application Pools
NET NET NET Error NET NETTrust  Application  Cornection DTS
Authorizati... Compilation Pages Globalization Levels Settings Strings Change NET Erameve R e
u 2 & B S
] ', ) = Online Help
Machine Key  Pages and Providers ~ Session State  SMTP E-mail
Controls
s
B & 9 o I B
Advanced  Authentication Compression Default Directory Error Pages  Failed Request
Logging Document Browsing Tracing Rules
@ & B § B
4=n de = % J'J*
Handler HTTP Redirect HTTP ISAPI and CGL  ISAPI Filters Logging MIME Types
Mappings Respo... Restrictions
.
i o =]
M o v b S
Modules Output Request Server Worker
Caching Filtering Certificates Processes
Management
El ih; =
=%
Configuration Feature Shared
Editor Delegation  Configuration
Fl | | » @ Features View ._‘; Content View
Ready q..:l:i

(21) Verify IIS log files are created in the folder: C:\inetpub\logs\AdvancedLogs

' AdvancedlLogs

< JONE

~ Computer - Local Disk (C:) ~ inetpub ~ logs ~ AdvancedLogs

- m I Search AdvancedLogs

Organize

Indude in library

Share with +  New folder
Y Favorites Mame = Date modified | Type
B Desktop | u_ex_202509091700.log af9/2025 PM 05:12 Text Document
4L Downloads
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3.3 Event Log

3.3.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click the “Domain Name” (the example here is npartner.local) - select “New,” and click

“Organizational Unit.”

- Active Directory Users and Computers

Help

File  Acton View

=101 x|

N EEEN TEEE Nk

f Active Directory Users and Comput | Name | Type I Description
| Saved Ouerie | saved Queries Folder to store your favor
| EE=] rpartner local, o P R | Diomain
" Builtin Delegate Contral...
| Computer:  Find...
2| Domain Ct  Change Domain...
| Foreignse  Change Domain Contraller. ..
| LostAndFc  Raise domain functional level...
;ME”EQEdf Operations Masters. ..
2 | Microsoft
| Program [} Computer
o Servers All Tasks 3 Contact
| System Group
| Users 2L InetOrgPerson
| Microsoft|  Pproperties msExchDynamicDistributionList
| NTDS Quo msImaging-PSPs
e MSMQ Queve Alias
Organizational Unit
Printer g
User
Shared Folder
J | KN | B
|Ereate a new object... |
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK.”

MNew Object - Organizational Unit

= Createin:  npartner local/Domain Contraollers

x|

MName:
ISenrers I

¥ Protect container from accidental deletion

(4) Move the Server to your New Organizational Unit:

Select the “Computers” organizational unit (OU) - right-click on the “WIN2008-AD-ENG” server.

Note: Please select the Windows AD server according to the actual environment. - click “Move.”

B Active Directory Users and Computers 10| =|
File Action View Help
- | = = P =z | 4@ iy oo o "
& AT 480 XE = HE A RS TR
: Active Directory Users and Comput | Mame z
_| Saved Queries L__.'.,-'-,'Ir-.J1|:||:|:3-,-'J.|::-Er.1|:; Computer
= ‘j’j npartner.local Add toa aroup...
. Fuiltin Mame Mappings...
Reset Account
2 | Domain Controllers
:I ForeignSecurityPrincipals Mansge
| LostAndFound
| Managed Service Accounts All Tasks. 3
3| Microsoft Exchange Securit
| Program Data it
2| Servers Delete
‘J, System Properties
| Users
| Microsoft Exchange Syster Help
| NTDS Quotas
1 [ | KN | ©
|I'“'Ioves the current selection to another organizational unit.
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) from the “Domain Controllers” = click

IIO K.”

x

Move object into container:

=23 npartner =
-7 Buitin
- 7| Computers
-2 Domain Controllers
- | ForeignSecurityPrincipals
&7 Lost&ndFound
-] Managed Service Accounts
i| Microsoft Exchange Securty Groups
_| Microsoft Exchange System Objects
&[] NTDS Quotas |
- | Program Data

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2008-

AD-ENG” server has been moved.

B Active Directory Users and Computers -0 x|
File  Action View Help
e | 7m0 Ho= BE|I 3@ 5T7a%
i Artive Directory Users and Comput | Mame | Type | Descrip
| saved Queries 1 WIN2008-AD-ENG Computer
El 54 npartner.local 1% WIN2008-ENG Computer
|| Builtin
| Computers
2| Domain Controllers
|| ForeignSecurityPrindpals
|| LostAndFound
|| Managed Service Accounts
|2 Microsoft Exchange Securit
| Program Data
.| System
|| Users
|| Microsoft Exchange System
[7] NTDS Quotas
Jl | 2Kl | i
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3.3.2 Group Policy Settings

(1) Click “Group Policy Management.”

Ed*"s
Group Policy
Management

(2) Right-click the “Servers” organizational unit (OU) and select “Create a GPO in this domain, and Link it

here...”

E,: Group Policy Management - |I:I|1|
5l File Action Wiew Window Help ‘ 8]l
e | NN

_%5 Group Paolicy Management Group Policy Management
= _ﬁ Forest: npartner.local Corterts |
= (55 Domains

= 3 npartner.local MName =

@z Default Domain Policy 3 Forest: npartner Jocal
2 | Domain Controllers

=f Group P
% WML Fil =
E Starter Block Inheritance
[ Sites
§E¢ Group Policy Mo
4, Group Palicy Re

Group Policy Madeling Wizard. ..
MNew Organizational Unit

Mew Window from Here

Delete
Rename
Refresh

Properties

Help

N p— 1| | ©

|Create a GPO in this domain and link it to this container |
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(3) Enter the Group Policy Object (GPO) name

In your group policy object, (in this example, it is “N-Partner Policy”)
Note: Please create the GPO name according to the actual environment.
- select “OK.”

x

MName:

Source Starter GPO:
| none)

[
= e

(4) Edit your Group Policy Object

Right-click the Group Policy Object (GPO) (in this example, it is “N-Partner Policy”) = select “Edit.”

E Group Policy Management ;lglil
& File Acton View Window Help |;|i|5|
&= |(x=cld

_%L Group Policy Management Group Policy Management
= _ﬁ Ft?rest: npartmer.local Contents |
=l |5 Domains
= _f_:_] npartner.local MName =

i Default Domain Policy 45, Forest: npartnerlocal
2| Domain Controllers

2| Microsoft Exchange Security
= Serye

0 & =

[ WM Filters :
[ 5] Starter GPOs w Link Enabled
[ sites Save Report...
4% Group Policy Modeling
[ Group Policy Results

Mew Window from Here

Delete
Rename
Refresh

Help

[Dpen the GPO editor |
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(5) Local Group Policies: Audit Policy
Expand folder “Computer Configuration” - “Windows Settings” = “Security Settings” - “Local Policies”
- “Audit Policy.” And click on “Audit account logon events,” “Audit account management,” “Audit logon

events,” and “Audit system events” = check “Define these policy settings”: Success, Failure. = click “OK.”

E Group Policy Management Editor

File Action View Help

| HmXE = HE
M-Partner Policy [WIN2008-AD-ENG.NPARTMNER.LO | Poli

=/ Computer Conhguration 21o) Audit account logon events
£l | Policies Audit account management

=101 %]

_| Software Settings Mot Defined
5 , Failure
sl Nar_ne Resolution Policy l:1o) Audit object access Mot Defined
b Smtls SE”}I hutdown) 1o Audit policy change Not Defined
|5 o Seau Sethn.sl [o) Audit privilege use Not Defined
Account Policies ) .
— \:1o) Audit process tracking Mot Defined
Local Policies = -
2 Audit Poli I, Audit system events Success, Fallurel
I User Rights Assignment
| Security Options
e s 21
Lg Sysi?em Services Security Policy Setting | Explain I
a4, Registry
:4}: File System 3 Audit logon events
__;.J' Wired Network (IEEE 302.3) Po = )
| Windows Firewall with Advance
| Metwork List Manager Policies
Zaff Wireless Network (IEEE 802, 11 ¥ Define these policy settings
| Public Key Policies Audit these attempts:
| Software Restriction Policies
| Network Access Protection V¥ Success
| Application Control Polices ¥ Failure
{8, 1P Security Policies on Active Di
| Advanced Audit Palicy Configur
ally Policy-based Qos
| Administrative Templates: Policy definiti
| Preferences
B 4% User Configuration
| Policies
| Preferences
oK I Cancel Apply
| | a0 |
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(6) Event Log: Security Log Retention Method

Expand “Computer Configuration” = “Policies” - “Windows Settings” = “Security Settings” - “Event

Log” - select “Retention method for security log” = check “Define this policy setting” - select

“Overwrite events as needed” - click “OK.”

| Public Key Policies

| Network Access Protection
| Application Control Policies

HEHEEBEEH

ol Policy-based Qos

| Preferences
= 4% User Configuration

| Policies

| Preferences

Zalf Wireless Network (IEEE 802.11]
| Software Restriction Polides

8, 1P Security Policies on Active Di
| Advanced Audit Policy Configur

| Administrative Templates: Policy definit

Security Policy Setting I Explain |

Retention method for security log

I|7 Define this policy setting I
" Overwrite events by days
Iﬁ' Ovenwrite events as needed I

™ Do not overwrite events (clear log manually)

o x|
File Action View Help
&= XRE = H
=[' N-Partner Policy [WIN2008-AD-ENG NPARTNER.LO | Palicy = | Policy Setting
=] i Computer Configuration |15 Maximum application log size Not Defined
L[| Policies 2| Maximum security log size 204300 kilobytes
_| Software Settings 1) Mandmum system log size Not Defined
ltis) Prevent local guests group from accessing application log Mot Defined
| Name Resolution Policy ls) Prevent local guests group from accessing security log Mot Defined
10| Prevent local guests group from accessing system log Mot Defined
e ecount Polides REE?H applit_ﬁtion log Mot Defined
icies loo) Retain security log Mot Defined
ls) Retain system log Mot Defined
l_g, Restricted Groups . = nethod for application log Mot Defined
*g System Services - Retention method for security log As needed I
"4 Registry l21z) Retention method for system log Not Defined
_‘.g, File System
7o Wired Network (IEEE 802.3) Po
| Windows Firewall with Advance

Maodifying this setting may affect compatibility with clients, services,

é and applications.

For more information, see Retention method for security log.

{3823655)

Cancel | Apply
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Event Log” = and click on “Maximum security log size” - Check “Define this policy setting” = enter

204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

File Action View Help

E Group Policy Management Editor

o= | HE|XE = HE

=l

k| Computer Configuration
-] | Polides
| Software Settings

= | | Windows Settings

=

[%y)

- EwentLi
[+

'A Registry
;g File System

" Preferences
[ i, User Configuration

| Policies
| Preferences

e

&3]

MN-Partner Poli TN2008-AD-ENG. MPARTMER.LO

| Mame Resolution Policy
ipts (Startupy/Shutdown)
ecurity Settings
Account Policies
1

5, Restricted Groups
A, System Services

o/ Wired Network (IEEE 802.3) Po
| windows Firewall with Advance
| Metwork List Manager Policies
Zif Wireless Network (IEEE 802.11]
| Public Key Polices
| Software Restriction Policies
| Network Access Protection
| Application Control Policies
g IP Security Policies on Active Dil
| Advanced Audit Policy Configur
wlly Policy-based Qos
| Administrative Templates: Policy definit

=10l x|
Policy = | Policy 5etting
11| Maximum application log size Mot Defined
/-] Maximum security log size 204300 kilobytes |
Lo1o) Maximum system log size Mot Defined
121z) Prewent local guests group from accessing application log Mot Defined
\o1o| Prevent local quests group from accessing security log Mot Defined
121z) Prevent local guests group from accessing system log Mot Defined
l21o) Retain application log Mot Defined
l21z) Retain security log Mot Defined
\o1o| Retain system log Mot Defined
121z) Retention methed for application log Mot Defined
\o1o| Retention method for security log Mot Defined
121z) Retention methed for system log Mot Defined
Maximum security log size Properties cd |
Securty Policy Setting | Explain |
ﬁ' Maximum security log size
Ip Define this policy setting I
IMBDD _l: kilobytes
y Medifying this setting may affect compatibility with clients, services,
1. and applications.
For more information, see Maximum security log size. (Q823659)
oK | Cancel | Aoy |
< 2]
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(8) On the Exchange server, open “Windows PowerShell.”

PowerShell

(9) Enter the command below to refresh group policy.

PS C:\>

2 Administrator: Windows Powershell

PS C:»> gpupdate ~force
Updating Policy...

Uzer Policy update has completed successfully.
Computer Policy update has completed successfully.

PS C:v>

(10) On the server, open “Windows PowerShell” - enter the command below to generate the group

policy report for the Windows File server.

PS C:\>

2 Administrator: Windows PowerShell

PS5 G:»> Get—GPResultantSetofPolicy —Computer WINZBAS-AD-ENG -Path G:»tmp WINZ2BB8 . html —-ReportType html !

RsopMode : Logging

Namespace = \SWIN2888-AD-ENG“Root“Rsop MSD1BE356A3_9284 443A_BAB6_9C18171222BE
LoggingComputer : WIN2BB8-AD-ENG

: NPARTHNER“Administrator

: Computer

Replace the text shown in red with the Windows server name and the folder path/filename.
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(11) Open the report and verify that the Windows2008-AD-ENG server has applied the “N-Partner Policy”

Group Policy Object (GPO).

@ NPARTNER\WINZ008-AD-ENG X +

<« C @ &= | C/tmp/Win2008.html
Minimum password age
Minimum password length

Password must meet complexity requirements
Store passwords using reversible encryption

Account Policies/Account Lockout Policy
Policy
Account lockout threshold

Account Policies/Kerberos Policy

1 days

T characters
Disabled
Disabled

Setting
0 invalid logen attempts

o =@ =
m e« O@ :

Default Domain Policy o
Default Domain Policy
Default Domain Policy
Default Domain Policy

Winning GPO
Default Domain Policy

Audit account logon events
Audit account management
Andit logon events

Audit system events

Success, Failure
Success, Failure
Suce:

, Failure
Success, Failure

Policy Serting Winning GPO
Enforce user logon restrictions Enabled Default Domain Policy
Maximum lifetime for service ticket 600 minutes Default Domain Pelicy
Maximum lifetime for user ticket 10 hours Default Domain Pelicy
Maximum lifetime for user ticket renewal 7 days Default Domain Policy
Maximum tolerance for computer clock synchronization 5 minutes Default Domain Pelicy
Local Policies/Audit Policy
Policy Setting ‘Winning GPO

N-Partner Policy
N-Partner Policy
N-Partner Policy
N-Partner Policy
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Local Policies/User Rights Assignment l/\‘
Policy Setting ‘Winning GPO
Log on as a service administrator, NPARTNER' Administrator N-Partner Policy
Manage auditing and security log NPARTNER.\Administrator, NPARTNER npartner N-Partner Policy
Local Policies/Security Options
Network Access
Policy Setting Winning GPO
Network access: Allow anomymeus SID/Name translation Disabled Default Domain Pelicy
Network Security
Policy Serting Winning GPO
Network security: Do not store LAN Manager hash value on next password change  Enabled Default Domain Pelicy
Network security: Force logoff when logon hours expire Disabled Default Domain Pelicy
Event Log
Policy Setting ‘Winning GPO
Maximum security log size 204300 kilobytes N-Partner Policy
Retention method for security log As needed N-Partner Policy
Public Key Policies/Certificate Services Client - Auto-Enrollment Settings -

&7 N-Partner




4. Exchange 2013

Example: Exchange 2013 installed on a Windows 2012 server.

Message tracking logs can be configured through the “Exchange Administrative Center” or the “Exchange

III

Management Shel
4.1 Exchange MessageTracking Log
Modify nxlog.conf

Note: Please refer to 1.3 NXLog Configuration File.

Edit the blue text section to specify the message tracking log folder:

define MailLog C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking

4.1.1 Exchange Administrative Center

(1) Open “Exchange Administrative Center.”

Exchange
Administrativ
e Center

(2) Enter the URL: https://<ExchangelP>/ecp - enter “Domain\username” and password - click “Sign

|- | o
Bﬂ Exchange Admin Center 0 ﬁ {?3}

Exchange Admin Center

Domai

npartner\Administrator
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(3) Select the “Servers” page - select “Servers” - select “Mailbox Server (WIN2012-AD-ENG)” - click

“Edit.”

6 2| = o 'i servers - Microsoft Exchange %

(] CEnterprise Office 365

Administrator + P -

Exchange admin center

recipients servers | databases database availability groups virtual directories certificates
permissions
compliance management p e

NAME 4 | SERVER ROLES VERSION

organization
‘ WIN2012-AD-ENG Mailbax, Client Access Version 15.0 (Build 1497.2) A
protection WIN2012-AD-ENG

Mailbox, Client Access
mail flow Version 15.0 (Build 1497.2)
Standard Trial Edition
. Unlicensed
mobile Enter Product Key

public folders
unified messaging

II servers I

hybrid

tools

1 selected of 1 total

(4) Select “Transport Logs” - verify “Enable message tracking log” is checked and the log path is set to:

C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking = click “Save.”

WINZ2012-AD-ENG

general

Message tracking log

M Enzble message tracking log
Message tracking log path:

databases and database
availability groups

POP3 |Enchange Server\V15\TransportRoles\Logs\MessageTracking
IMAP4
unified messaging Connectivity log

DNS Iookups E Enable connectivity log

Connectivity log path:

| cAProgram Files\Microsoft\Exchange Server\V 15\Transport®:

transport limits

» transport logs

QOutlook Anywhere

Protocol log
Send protocol log path:

[caprogram Files\Microscft\Exchange Server15\TransportRoles|

Receive protocol log path:
|C'\Drog|am Files\Microsoft\Exchange Server\V1 S\TranspurtRolesl




4.1.2 Exchange Management Shell

(1) Open “Exchange Management Shell.”

Exchange
Management
Shell

(2) Verify “Enable message tracking log” is checked and the log path is set to: [C:\Program
Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking] and run the following
command in “Exchange Management Shell”:

[PS] C:\>

%) Machine: WIN2012-AD-ENG.npartner.local

Helcome to the Exchange Management Shellt?

Full list of cmdlets: Get—Command
Only Exchange cmdlets: Get—ExCommand
mdlets that match a specific string: Help *stringl>*
et general help: Help
et help for a cmdlet: Help <{cmdlet name> or <cmdlet name> -7
xchange team blog: Get—ExBlog
Show full output for a command: <command?> | Format-List

Chow gquick reference guide: QuickRef
ip of the day #93:

Did you know that you can download and integrate the latest version of Help for all cmdlets on the local Exchange serven
7 Tupe:

pdate—ExchangeHelp

ou need to run this command on each Exchange server to get updated Help.

Connecting to WIN2812-AD-EMG.npartner.local.
: Gonnected to WIN2812-AD-EMG.npartner.local.
[PE] C:vUzersAdminiztrator Desktop>
[PS]1 C:sUsersAdninistratorsDesktop>Get—TransportServer WIN2B12-AD-ENG ! Select—-0Object =*Track=
JARNING: The Get-TransportServer cmdlet will he removed in a future version of Exchange. Use the Get-TransportService
mdlet instead. If you have any scripts that use the Get-TransportServer cmdlet, update them to use the
et—TransportService cmdlet. For more information. see http: ~go.microsoft.com fulink p s?LinkId=254711.

MeszageTrackingLogEnabled True

MessageTrackingLogMaxfige 3A.06:86 88

MessageTrackingLogMaxDirectorySize 1888 MB <1.048.576.808 bhytes)

MessageTrackingLogMaxFileSize 18 MB <18.485.768 hytes)

MessageTrackingLogPath C:“Program Files“Microsoft Exchange Server-Ui15-TransportRolesz“Logs-Messagelra
cking

MessageTrackingLogSubjectLoggingEnabled True

Replace the server name in red text with your Exchange server name.
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4.2 IS Log

(1) Open “Internet Information Services (lIS) Manager.”

Internet Information Services (lIS) Manager

P

@W [ € » wiN212-AD-ENG
File  View  Help

Connections

<.~ 8

&= Start Page
l WIN2012-AD-ENG (NPARTN'

,

Filter:
ASP.NET

NET NET
Authorizat... Compilation

& E

Machine Key Pages and

Controls
s
£
_r\?. g ‘
I
Authentic... Compressio
g
98 =
HTTP HTTP
Redirect  Respon..
.
= &
Output Request
Caching Filtering
Management
D =M
Configurat..  Feature

n

Go - i Show All

JMET Error
Pages

Providers

(/]
Default
Document

ISAPl and

CGl Restri...

#
Server
Certificates

&

115 Manager

- Content View

WIN2012-AD-ENG Home

¢ 9
L=l
NET MET Trust

Globalization Levels

& =

Session State SMTP E-mail

=)

Directory  Error Pages
Browsing

¢ | d

ISAPI Filtersfi | Logging

Group by: Area

Application
Settings

&
Failed

a«-

IME Types

£

a4y
Worker
Processes

& 2

URL Rewrite

IS Manager Management

Shared

Connection
Strings

-4

Handler

Request Tra... Mappings

Ir

I

Modules

Actions
Open Feature
Manage Server
= Restart
B Stop
View Application Pools
View Sites
o Get New Web Platform
Components
) Help
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(3) Select “Create a log file for each site” = set “Log file format” to “W3C” = set “Directory” to
%SystemDrive%\inetpub\logs\LogFiles - set “Encoding” to “UTF-8” - set “Log event destination” to

“Log file only” = set “Schedule” to “Hourly” = check “Use local time for file naming and rollover” = click

“Select Fields.”

- 93 » WIN2012-AD-ENG » HII

File View Help
_, Loggin
e-idi” (8 @9 Logging B Aerh
“ 'g \SPtJT:Z::g:AD-ENG P " Use this feature to configure how IIS logs requests on the Web server. - Bx ;:;:I'Ie
2} Application Pools i m ) )
. View Log Files...
b -[&] Sites Site v |
@ Hep
Log File
Lo
wic v | Select Fields.. ||
I %SystemDrive%\inetpub\logs\LogFiles ] [ Browse... ||
Encoding: -
I UTF-8 v I
Log Event Destination
Select the destination where |IS will write log events.
® Log file only
O ETW event only
O Both log file and ETW event
Log File Rollover
Select the method that IS uses to create a new log file. _
=
® Schedule:
| Hourly v ‘
) Maximum file size (in bytes):
() Do not create new log files
I [w] Use local time for file naming and rollover I |
v
w1 > L Content View

Configuration: 'localhost’ applicationHost.config
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(4) Select the following fields = click “Add Field”:

“Date (date), Time (time), Client IP Address (c-ip), User Name (cs-username), Service Name (s-sitename),
Server Name (s-computername), Server IP Address (s-ip), Server Port (s-port), Method (cs-method), URI
Stem (cs-uri-stem), URI Query (cs-uri-query), Protocol Status (sc-status), Protocol Substatus (sc-
substatus), Win32 Status (sc-win32-status), Bytes Sent (sc-bytes), Bytes Received (cs-bytes), Time Taken
(time-taken), Protocol Version (cs-version), Host (cs-host), User Agent (cs(User-Agent)), Cookie

(cs(Cookie)), Referrer (cs(Referer)).”

Standard Fields:

[w] Date ( date )

(] Time (time)

[w] Client IP Address ( c-ip)

[w] User Name ( cs-username )

[ Service Name ( s-sitename )

[ Server Name ( s-computername )
[v] Server IP Address ( s-ip)

|| Server Port ( s-port)

|| Method ( cs-method )

[ URI Stem ( cs-uri-stem )

[ URI Query ( cs-uri-query )

(] Protocol Status ( sc-status )

[] Protocol Substatus ( sc-substatus )
[ Win32 Status ( sc-win32-status )
[w] Bytes Sent ( sc-bytes)

|| Bytes Received ( cs-bytes )

[« Time Taken ( time-taken )

|| Protocol Version ( cs-version )
[v] Host ( cs-host )

[] User Agent ( cs(User-Agent) )
[v] Cookie ( cs(Cookie) )

|| Referer ( cs(Referer) )

Custom Fields:

Log Field Source Type Source

5 ... [ N-Partner



(5) Enter field name: X-Forwarded-For = select “Source type”: “Request Header” = enter source name:

X-Forwarded-For - click “OK.”

Field Name:
|X-Forwa rded-For

Source Type:
| Request Header

Source:
|X-Forward ed-For

(6) Click “OK”

Standard Fields:

[ Date ( date)

[v] Time (time)

[ Client IP Address ( c-ip )

User Name ( cs-username )

[ Service Name ( s-sitename )

[ Server Name ( s-computername )
Server IP Address (s-ip)

[w Server Port ( s-port )

Method ( cs-method )

[¥] URI Stem ( cs-uri-stem )

[ URI Query ( cs-uri-query)

[¥] Protocol Status ( sc-status )
Protocol Substatus ( sc-substatus )
Win32 Status ( sc-win32-status )
Bytes Sent ( sc-bytes )

[ Bytes Received ( cs-bytes )

[ Time Taken ( time-taken )

[¥] Protocol Version ( cs-version )
Host ( cs-host )

[ User Agent ( cs{User-Agent) )
Cookie ( cs(Cookie) )

[ Referer ( cs(Referer) )

|>

<]

Custom Fields:

Log Field Source Type Source
X-Forwarded-For Request Header X-Forwarded-For

Add Field... | \ Remove Field Edit Field...

[ o ]| oma |
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(7) Click “Apply.”

€5 » WIN2012-AD-ENG »

File View Help

Q- |® 8

WY Start Page

4 ﬁ 'WIN2012-AD-ENG (NPARTNE

-l Application Pools
b (8] Sites

JTTwm

>

@) Logging

Use this feature to configure how IIS logs requests on the Web server.

One log file per:

Log File
Format:
W3cC v Select Fields...

Directory:

[se5ystembrivessiinetpubliogsiLogFiles | |

Encoding:
UTF-8 v

Log Event Destination

Select the destination where IIS will write log events.
@® Logfile only

O ETW event only

© Both log file and ETW event

Leg File Rollover
Select the method that IS uses to create a new log file.

® Schedule:

© Maximum file size (in bytes):

(I

) Do not create new log files

Use local time for file naming and rollover

B

<I

| Features View - Content View

Configuration: 'localhost’ applicationHost.config

[=¢ Cancel
Disable
View Log Files...

o Help

(8) Verify IS log files are created in the folder: C:\inetpub\logs\LogFiles\W3SVC2

© v 1| L « Local Disk (C:) » inetpub » logs » LogFiles » W3svC2 |

v & [ searchwisvca

|8 Downloads
W Music
:EI Pictures

A

[=]

Name Date modeied

8/29/2025 PM 02:00

Text Document 18KB

B Videos
iy Local Disk (C) |
% share (\\192.168."

& public (\\192.168 v |
448 items

| u_ex25082913_x
|} u_ex25082912 x
| ] u_ex25082911 x
| u_ex25082910 x

8/29/2025 PM 01:59
8/29/2025 PM 12:59
8/29/2025 AM 11:59
8/29/2025 AM 10:59
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4.3 Event Log
4.3.1 Organizational Unit (OU) Configuration

(1) Open “Active Directory Users and Computers.”

(2) Add an Organizational Unit
Right-click on the domain name (the example here is npartner.local) = select “New,” and click

“Organizational Unit.”

File Action View Help

o9 m 6= B %h&ﬂ'@k

= Actlve Dlrectory Users and Com|| Name Type
i npartner.local

5o =

Description
Domain

a

ot Delegate Control Folder to store your fz
uiltin

2 Domain C
| ForeignSe
|| Managed
(2] Microsoft
(2] Servers

]
[ Computer
Fy
(el

v vV v v v v

Find...
Change Domain...
Change Domain Controller...

Raise domain functional level...

Operations Masters...

[ Users

New

All Tasks
Refresh
Properties
Help

Computer

Contact

Group

InetOrgPerson
msExchDynamicDistributionList
msimaging-PSPs

MSMQ Queue Alias

Organizational Unit

Printer
User

< w ]

Create a new object...

Shared Folder

. o PN Partner



(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK”

E Createin: nparnerlocal/

[#] Protect container from accidental deletion

(4) Move the Server to your New Organizational Unit:

Select “Computers” - right-click on the “WIN2012-AD-ENG” server.

Note: Please select the Exchange server according to the actual environment. = click “Move”

File Action View Help
Lrd a-xaml@e\lnl*&kmwak

] Active Directory Users and Com|| Name p
b | Saved Queries [: NIN2012-AD-ENG Computer
4 3 npartner.local Add to a group...

= Built
b L Reset Account

b =) Domain Controllers Move..
p [ ForeignSecurityPrincipaly Manage
I || Managed Service Accout All Tasks
p @1 Microsoft Exchange Sect
[Z] Servers Cut

[ Users

Properties
Help

Moves the current selection to another organizational ui
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = Click “OK.”

(6) Verify the Server Has Been Moved to your New Organizational Unit:
Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2012-

AD-ENG” server has been moved.

File Action Vuew Help

%‘kl"ﬂ?ﬁk

] Active Directory Users and Com Typ
p [Z] Saved Queries [ WIN2012-AD-ENG Computer
4 4 npartner.local 1% WIN2012-ENG

b [ Builtin 1%/ WIN2012R2-ENG
[ Computers

p [2] Demain Controllers
p || ForeignSecurityPrincipals
p | Managed Service Accour

b 3| Microsoft Exchange Secu
5 Servers|
| Users
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4.3.2 Group Policy Settings

n

(1) Click “Group Policy Management.

Management

(2) In the Servers organizational unit (OU), create a new Group Policy Object (GPO):

Right-click the “Servers” organizational unit - select “Create a GPO in this domain, and Link it here...”

& File Action View Window Help

=

|2 Group Policy Management Group Policy Management

4 4\ Forest: npartner.local Contents

4 (54 Domains

4 3 npartner.local
=] Default Domain Policy
p 2| Domain Controllers
i Microsoft Exchange Secur

Create a GPO in this domain, and Link it here...

Link an Existing GPO...
Block Inheritance

@ Group Policy N . Group Policy Update...

%, Group Policy R Group Policy Modeling Wizard...
New Organizational Unit

New Window from Here

Delete
Rename
Refresh

Properties

Help

I ——

Create a GPO in this domain and link it to this container
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(3) Edit your Group Policy Object
Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)
Note: Create your GPO name according to the actual environment. = then click “Edit.”

Name:
| N-Partner Policy |

Source Starter GPO:
| {none)

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)
right-click and select “Edit.”

E
|7 File Action View Window Help

+=| z[m O &
= Group Policy Management Group Policy Objects in npartner.local

4 X\ Forest npartner.local Corterts | Delegation

4 5% Domains -
4 3 npartner.local %m . GPO Status

i/ Default Domain Policy > :
p (2] Domain Controllers L=/ Default Domain Policy :3:

: (=] N-Partner AD Palicy
I 2 Microsoft Exchange Secur 5] N-Pastner Policy Enabled

4 [3] Servers
.| MN-Partner Policy

b [t Group Policy Obje Edit... %
b [ WMIFilters Enforced b

b [ Starter GPOs Link Enabled

b i@ Sites
5% Group Policy Modeling
4, Group Policy Results New Window from Here

Save Report...

Delete
Rename
Refresh

Help

” o PG N-Partner



(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Local Policies” - “Audit Policy.” And click on “Audit account logon events,” “Audit account

management,” “Audit logon events,” and “Audit system events” - check “Define these policy settings”:

Success, Failure. = click “OK.”

File Action View Help

«-b}tj-all-

p ] Software Senings ‘

4| Windows Settings |
b :I Name R&olutlon Policy

b i Security Options

[ j Event Log
b [ 4 Restricted Groups
b 3 System Services
p [ Registry
p (4 File System
[ i:w’ Wired Network (IEEE 802.3) P
b -] Windows Firewall with Adva

[ ] Network List Manager Polici
b Zaf Wireless Network (IEEE 802.1
p [ Public Key Policies
b (] Software Restriction Policies
p | Network Access Protection
p | Application Control Policies
[ s IP Security Policies on Active
p -] Advanced Audit Policy Confi

b ol Policy-based QoS

p [ Administrative Templates: Policy de

p [ ] Preferences
4 4% User Configuration
b [ Policies

3 . >

-

Policy Policy Setting

{2 Audit account logon events Success, Failure I
(.| Audit account management Success, Failure
\;) Audit directory service access Not Defined

.| Audit logon events Sut:cessi Failure I
L) Audit object access Not Defined

L Audit policy change Not Defined

[ Audit privilege use Not Defined

(] Audit process tracking Not Defined

[y, Audit system events

Success, Failure l

[<
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(6) Event Log: Security Log Retention Method

Expand “Computer Configuration” = “Policies” - “Windows Settings” - “Security Settings” - “Event

Log” = select “Retention method for security log” - check “Define this policy setting” - select

“Overwrite events as needed” = click “OK.”

(I

File Action View Help

N-Partner Policy [WIN2012-AD-ENG.NPARTNER.L || Policy = Policy Setting
Computer Configuration 1., Maximum application log size Not Defined
. Policies 1y Maximum security log size 204800 kilobytes
4 Software Settings 1 Maximum system log size Not Defined
4 Windows Settings| 1| Prevent local guests group from accessing application log Not Defined
> & Narne Resolution Policy 1| Prevent local guests group from accessing security log Not Defined
L Scripts Gtartup/Shutdown) 1| Prevent local guests group from accessing system log Not Defined
ies 14| Retain application log Not Defined
b & Local Policies {2, Retain security log Not Defined
—— (4| Retain system log Not Defined
b Groups -.| Retention method for application log Not Defined
b (4 System Services mRetent»on method for security log As needed
b (A Registry i, Retention method for system log Not Defined
p [ 4 File System
b igr Wired Network (IEEE 802.3) Polic
b ] Windows Firewall with Advance Securty Policy Setting | Explain
| Network List Manager Policies Fabiilon salhiod for succy i
b Zaf Wireless Network (IEEE 802.11) P 3
p || Public Key Policies
p ] Software Restriction Policies I[Z Define this policy setting I
b :j Network Access Protection O Oversitie suerii by s
p ] Application Control Policies
b @, IP Security Policies on Active Dir LD Orermie oveis o v
p (1 Advanced Audit Policy Configui © Do not overwrte everts (clear log manually)
b gl Policy-based QoS o Modifying this setting may affect compatibiity with clients, services,
b (71 Administrative Templates: Policy defini isarimer I VOCT R
p [] Preferences (Q823659)
4 4% User Configuration
p [ Policies
b || Preferences
<| u >l < >
3 @
o Lok || Camcel || Aoty |
7
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Event Log” - And click on “Maximum security log size” = Check “Define this policy setting” - enter

204800 KB

Note: Please adjust the number based on the actual environment. - ¢lick “OK.”

File Action View Help

e 2FXE=HmE

| N2012-AD-ENG.NPARTNER.L
4 & Computer Configuration
4 | Policies
x Software Settings 1., Maximum system log size
1 Prevent local guests group from accessing application log
p | Name Resolution Policy
<! Scripts (Startup/Shutdown)

| Prevent local guests group from accessing security log
(12| Prevent local guests group from accessing system log
iz Retain application log

1) Retain security log

(.| Retain system log

3 Restricted Groups ‘.., Retention method for application log

System Services ‘1., Retention method for security log
A Registry (4| Retention method for system log
"4 File System

1/ Wired Network (IEEE 802.3) Polic
1 Windows Firewall with Advance Securty Policy Setting | Explain

Policy Setting
Not Defined
204800 kilobytes
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

':j Network List Manager Policies - Mac o
saf Wireless Network (IEEE 802.11) P =

p | Public Key Policies

p ] Software Restriction Policies

p -] Network Access Protection

p ] Application Control Policies

b &, IP Security Policies on Active Dit

p | Advanced Audit Policy Configui Modffying this setting may affect compatibiity with clients, services,
and applications.
For more information, see Maximum securiy log size. (Q823659)

b ol Policy-based QoS
p | Administrative Templates: Policy defini
b ] Preferences
4 4% User Configuration
b ] Policies
p [ Preferences

o ) e 10w ]
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(8) On the server, open “Windows PowerShell.”

(9) Enter the command below to refresh group policy.

PS C:\>

ey Administrator: Windows PowerShell

C:\> Invoke-GPUpdate -Computer WIN2012-AD-ENG -RandomDelay

nMinutes 0 -Force

Replace the red text section with the name of your Exchange server.

(10) Enter the command below to generate server group policy report.

PS C:\> Get-GPResultantSetofPolicy -Computer -ReportType html

ey Administrator: Windows PowerShell

S C:\> Get-GPResultantSetofPolicy -Computer WIN2012-AD-ENG -Path C:\tmp\WIN2012.html -ReportType html

For the red text , please enter the Exchange server name and the folder path/file name.
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(11) Open the report and verify that your Windows AD server is applying the N-Partner Policy Group

Policy.

T ED)| £ CAtmp\Win2012.hitml £ ~ C|| @ NPARTNER\WIN2012-AD-E... %

NPARTNERWIN2012-AD-ENG
Data colected on: 8/28/ 2025 PM02:57:11 show all

Component Name Status Time Taken Last Process Time Event Log
Group Polcy Infastucture Success 203 Milisecondfs) 8/29/2025PM 023533 Viewleg
Registry Success 437 Millsecondis) £/29/2025PM 025532 VewLog
Secuity Success 500 Milisecondis) 2/28/2025PM 025532 Vewlog

|

Security Settings =3
Account Policies/ Password Policy show
ockout Policy Sou
| Account Policies/ Kereros Policy Sow I
[% Local Policies/Audit Folicy hide
Policy Senting Winning GPO
Audt sccount logon events Success, Failue N-Partner Policy
Audt zccount management Success, Falus N-Partner Policy
Audt logon events Suooess, Fallus N-Parner Policy
Audt systemeavents Success, Falum N-Partner Policy
Local Policies/ User Rights Assignment show
Local Policies/ Security Options show
Event Log hide
Policy Setting Winning GPO
Mesemum securty og sz= 204800 kiobytes N-Partner Policy
Retenton mathed for sscustylog Asnesdad N-FPartner Policy
F Centificaie Chent - Auto-Enrollment Settings Sow
Public Key Policies/Encrypting File Sysem 2ow
‘Group Policy Objects hide
ekt e
Default Domain Folicy [{31B2F340-016D-11D2-845~00C04FB984F9} | sow
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5. Exchange 2016

Example: Exchange 2016 installed on a Windows 2016 server.

Message tracking logs can be configured through the “Exchange Administrative Center” or the “Exchange

III

Management Shel
5.1 Exchange MessageTracking Log
Modify nxlog.conf

Note: Please refer to 1.3 NXLog Configuration File.

Edit the blue text section to specify the message tracking log folder:

define MailLog C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking

5.1.1 Exchange Administrative Center

(1) Open “Exchange Administrative Center.”

Exchange
Administrativ
e Center

(2) Enter the URL: https://<ExchangelP>/ecp - enter “Domain\username” and password - click “Sign

//localhost/ow © ~ & Centif... & | [} Exchange Admin Center - 2

|
‘e B B https:

Exchange Admin Center

Domain\user name:

npartner\Administrator

75 &7 N-Partner



(3) Select the “Servers” page - select “Servers” - select “Mailbox Server (WIN2016-AD-ENG)” - click

“Edit.”

~ 3§ servers- Microsoft Exchange X+

& > © Notsecure  https://localhost/ecp/

[J Enterprise  Office 365

Exchange admin center

recipients servers | databases database availability groups virtual directories certificates

Y

=]

management c
NAME 4| SERVER ROLES VERSION
WIN2016-AD-ENG Mailbox Version 15.1 (Build 2507.6) [EVYINPISE RN SMONIS

| servers |

hybrid

Mailbox

Version 15.1 (Build 2507.6)

Standard Trial Edition
Unlicensed
Enter Product Key

1 selected of 1 total

®

Administrator v 2 «

(4) Select “Transport Logs” = verify “Enable message tracking log” is checked and the log path is set to:

[C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking > click “Save.

4 Exchange Server - Google Chrome

WINZ2016-AD-ENG

Message tracking log
Enable message tracking log
Message tracking log path:

DNS lookups

transport limits

* transport logs

QOutlook Anywhere

Connectivity log
Enable connectivity log
Connectivity log path:
| C:\Program Files\Microsoft\Exchange Server\V13\Transportf

Protocol log
Send protocol log path:

‘ C:\Program Files\Microsoft\Exchange Server\V'1 S\TransportRoIe|

Receive protocol log path:

‘ C:\Program Files\Microsoft\Exchange Server\V15\TransportRole |

Save

O

© Notsecure  hitps//localhost/ecp/Servers/EditServer.aspx? pwmcid=28ReturnObjectType=18&id=3475a866-2f...

Cancel
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5.1.2 Exchange Management Shell

(1) Open “Exchange Management Shell.”

E ™
B>

Exchange
Management
Shell

(2) Verify “Enable message tracking log” is checked and the log path is set to: [C:\Program
Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking]
and run the following command in “Exchange Management Shell”:

[PS] C:\> Get-TransportServer | Select-Object *Track*

5 Machine: WIN2016-AD-ENG.npartner.local — O *

Welcome to the Exchange Management Shell

command> | Format-List

nnect
nnecte

Replace the server name in red text with your Exchange server name.
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5.2 IS Log

(1) Open “Internet Information Services (lIS) Manager.”

(2) Select your “IIS Server” (the example here is WIN2016-AD-ENG) - “Logging.”

- €3 » WIN2016-AD-ENG »

File View Help

Caching Filtering Certificates
o
Xy
Worker

LT

< >| [ | Features View || = Content View
Ready

78

HJ Internet Information Services (IIS) Manager -

Connections 4 Actions
e UJI WIN2016-AD-ENG Home
Sl &, Manage Server
L E Start Page . o . ® boctart
I = WIN2016-AD-ENG (NPARTNq Filter: 50 ~ \s71Show All | Group by: Area =
ASP.NET A A B
$ ’
=) 2 e 8 & cu
NET NET .NET Error NET .NET Trust  Application
Authorizat... Compilation Pages Globalization Levels Settings o
ab i‘[" :: !::\2_1 g;> s 5| €
Connection MachineKey Pagesand  Providers Session State SMTP E-mail
Strings Controls
s PN
& e i
) : |
!‘5;4; gl o ) ‘ 404 a :[‘d,
Authentic... Compression  Default Directory  Error Pages Failed
Document  Browsing Request Tra...
5 - g R H
& ¢ |8
Handler HTTP HTTP ISAPland  ISAPI Filters Logging
Mappings Redirect Respon...  CGI Restri...
An ‘! = N = =
B ff"'l f = = 8 =
MIME Types  Modules Output Request Server URL Rewrite

o

| St g
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(3) Select “One log file per site” = set “Log file format” to “W3C” = set “Directory” to
%SystemDrive%\inetpub\logs\LogFiles - set “Encoding” to “UTF-8” - set “Log event destination” to

“Log file only” = set “Schedule” to “Hourly” = check “Use local time for file naming and rollover” = click
“Select Fields.”

€3 Internet Information Services (1IS) Manager

= O X
& = 93 ) WIN2016-AD-ENG » @ e @-
‘ d
File View Help
[ Connections ‘ q, LoGki \ Actions \
S in |
- s ; 99ing v
& :g \Sf!I:;Z':):ngD-ENG (NPARTNE Use this feature to configure how IS logs requests on the Web server. = o) = —
2} Application Pools One log file per: b P
@, Sites ISite V] View Log File
Log File
I w3C v l Select Fields... I
Directory:
%SystemDrive%\inetpub\logs\LogFiles l Browse...
Encoding:
| ure-s -1
Log Event Destination
Select the destination where IIS will write log events.
@ Log file only
O ETW event only
O Both log file and ETW event
Log File Rollover
Select the method that IS uses to create a new log file.
@ Schedule:
Hourly v
(O Maximum file size (in bytes):
I 1 h
(O Do not create new log files
IZ Use local time for file naming and rolloverl
v
< >
< > | [l Features View | Content View

Configuration: 'localhost’ applicationHost.config
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(4) Select the following fields = click “Add Field”:

“Date (date), Time (time), Client IP Address (c-ip), User Name (cs-username), Service Name (s-sitename),

Server Name (s-computername), Server IP Address (s-ip), Server Port (s-port), Method (cs-method), URI

Stem (cs-uri-stem), URI Query (cs-uri-query), Protocol Status (sc-status), Protocol Substatus (sc-

substatus), Win32 Status (sc-win32-status), Bytes Sent (sc-bytes), Bytes Received (cs-bytes), Time Taken

(time-taken), Protocol Version (cs-version), Host (cs-host), User Agent (cs(User-Agent)), Cookie

(cs(Cookie)), Referrer (cs(Referer)).”

W3C Logging Fields

Standard Fields:

[~ Date ( date )

[ Time (time)

[~] Client IP Address ( c-ip )

[] User Name ( cs-username )

E] Service Name ( s-sitename )

] Server Name ( s-computername )
[] Server IP Address ( s-ip )

[~] Server Port ( s-port )

] Method ( cs-method )

4] URI Stem ( cs-uri-stem )

] URI Query ( cs-uri-query )

[] Protocol Status ( sc-status )

] Protocol Substatus ( sc-substatus )
] Win32 Status ( sc-win32-status )
[#] Bytes Sent ( sc-bytes )

[] Bytes Received ( cs-bytes)

4] Time Taken ( time-taken )

] Protocol Version ( cs-version )
] Host ( cs-host )

[#] User Agent ( cs{User-Agent) )
] Cookie ( cs(Cookie) )

[] Referer ( cs(Referer) )

Custom Fields:

Log Field Source Type

Source

Add Field...

80
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(5) Enter field name: X-Forwarded-For = select “Source type”: “Request Header” = enter source name:

X-Forwarded-For = click “OK.”

Add Custom Field ? X

Field Name:
X-Forwarded-For l

Source Type:

Request Header B ‘
Source:

X-Forwarded-For v |

(6) Click “OK”

W3C Logging Fields ? X
Standard Fields:
[/] Date ( date ) A
(] Time (time)

] Client IP Address ( c-ip)
[] User Name { cs-username )
Service Name ( s-sitename )

(4] Server Name ( s-computername )
] Server IP Address ( s-ip )

[] Server Port ( s-port )

] Method ( cs-method )

4] URI Stem ( cs-uri-stem )

] URI Query ( cs-uri-query )

4] Protocol Status ( sc-status )

4] Protocol Substatus ( sc-substatus )
(] Win32 Status ( sc-win32-status )
[] Bytes Sent ( sc-bytes)

[7] Bytes Received ( cs-bytes)

[4] Time Taken ( time-taken )

4] Protocol Version ( cs-version )

[ Host ( cs-host)

[] User Agent ( cs(User-Agent) )

] Cookie ( cs(Cookie) )

7] Referer ( cs(Referer) ) v
Custom Fields:
Log Field Source Type Source
X-Forwarded-For Request Header X-Forwarded-For
Add Field... Remove Field Edit Field...

=] e
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@ Losing oo
Use this feature to configure how IIS logs requests on the Web server. B Cancel
OrieToa file A Disable
G doiabma alwmacs.
o Help
Log File
Format:
|wac v [ selectFields.. |
Directory:
[%SystemDrive\inetpubllogs\LogFiles || Browse..
Encoding:
|utF-8 v
Log Event Destination
Select the destination where IIS will write log events.
@ Log file only
O ETW event only
O Both log file and ETW event
Log File Rollover N
Select the method that IIS uses to create a new log file.
@ Schedule:
|Hourly v
O Maximunm file size (in bytes):
(O Do not create new log files
Use local time for file naming and rollover
v
4 | >
< I > :T Features View || Content View
Configuration: ‘localhost’ applicationHost.config ’i:i

(8) Verify 11S log files are created in the folder: C:\inetpub\logs\LogFiles\W3SVvC2

13 [ =1 wasvez - %
Home Share View v @
<« « 4 [ | ThisPC > Local Disk(C) » inetpub > logs > LogFiles > Wasvc2 | v @ | Searchwasvcz p

Mame Date mod\\lﬁed Type Size )
s Quick access
9/3/2025 AM 09:27  Text Document 282 KB
[ Desktop b4
9/3/2025 AM 08:39  Text Document 601 KB
¥ Downloads 9/3/2025 AMOT:58  Text Document 600 KB
Documents * 9/3/2025 AM 06:39  Text Document 601 KB k
|&] Pictures * 9/3/2025 AM 05:59  Text Document 600 KB
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5.3 Event Log
5.3.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

~

&

Active
Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on the domain name (the example here is npartner.local) - select “New,”

“Organizational Unit.”

] Active Directory Users and Computers - O *
File Action View Help
— = | W e e =
e @z HE 3aETE%R
: Active Directory Users and Com|| MName Type Description
l, aaved Querics [ Saved Queries Folder to stor
- |
| Builtin Delegate Control... proain
| Computer Find...
:— D5 _Serve Change Domain...
2| D in Ci
- DI‘T‘!EIFI Change Demain Controller...
_| Foreign5ec
| Managed ! Raise domain functional level..,
2| Microsoft Operations Masters...
2| Servers = N B .
% Users ew omputer
All Tasks » Contact
Refresh L
InetOrgPerson
Properties msD5-ShadowPrincipal Container
Help msExchDynamicDistributionList
mslmaging-P5Ps
MSMQ Queue Alias
I Organizational Unit [ I
Printer
User
Shared Folder
£ > € >
Create a new object...
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK.”

New Object - Organizational Unit X

-—;"; Createin: npartnerlocal/Domain Controllers
==l

Name:

Servers

Protect container from accidental deletion

[ ok || cancel | | e

(4) Move the Server to your New Organizational Unit:

Select “Domain Controllers” - right-click on the “WIN2016-AD-ENG” server.

Note: Please select the Windows file server according to the actual environment. - click “Move”

] Active Directory Users and Computers - O x
File Action View Help
— I - - 1
e @ FOIXEc2 HE P aETER
] Active Directory Users and Com|| Name Description
» [ Saved Queries
v iﬂ npartner.local
2 = Fintin Reset Account
5 2. DMNS_Servers
» [2] Domain Controllers Manage
» [] ForeignSecurityPrincipal; All Tasks 5
> [ Managed Service Accour
» (2] Microsoft Exchange Secy Cut
[&] Servers Delete
» [ Users
Properties
Help
< 3« >
Muaves the current selection to another organizational unit.,
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

Maowe

Maove object into container:

Pt

=2 npartner
-7 Buitin
-7 Computers
/2] DNS_Servers
{27 Domain Controllers
|| ForeignSecurityPrincipals
- 7] Managed Service Accourts
-2 | Microsoft Exchange Securty Groups

Cancs

(6) Verify the Server Has Been Moved to your New Organizational Unit:

Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2016-

AD-ENG” server has been moved.

] Active Directory Users and Computers
File Action View Help

&= HE B Ez HRE T RETa%

j Active Directory Users and Com || MName
s [ Saved Cueries
v 3 npartnerlocal

[ Computers

» [2] DMS_Servers
5 2 Domain Controllers
» [ | ForeignSecurityPrincipal:
» [ Managed Service Accour
» (21 Microsoft Exchange Sec.
5 | Users
L4 > €

Type

1 WIN2016-ENG Computer
- o HRWIN2016-AD-ENG Computer
3 || Builtin
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5.3.2 Group Policy Settings

(1) Click “Group Policy Management.”

s
Group Policy
Management

(2) In the Servers organizational unit (OU), create a new Group Policy Object (GPO):

Right-click the “Servers” organizational unit-> select “Create a GPO in this domain, and Link it here...”

|5 Group Policy Management
&, File  Action

= |5 6 HE

View Window Help

O

x

&

_=-£ Group Policy Management i
w _ﬁ Forest: npartner.local
v [ Domains

v 3 npartnerlocal
2| DMNS_Servers

3 | Microsoft Exc
v |3 Servers

az] Default Domain Policy

2| Demain Controllers

Contents

Group Policy Management

MName

hange Security !

_'r_\_ Farest: npartner local

56y Group Policy !
4 Group Policy F

Create a GPO in this domain and

=/ Group I Create a GPQ in this domain, and Link it here... 5 I
& WMIFi Link an Existing GPO...

) & Starter Block Inheritance

[ Sites

Group Policy Update..,

Group Policy Modeling Wizard...

Mew Organizational Unit
Mew Window from Here

Delete
Rename

Refresh

Properties

< Help

link it to this container
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(3) Edit your Group Policy Object

Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)
Note: Create your GPO name according to the actual environment. Then click “Edit.”

T RS

New GPO X
N-Partner Policy I
Source Starter GPO:
{none) v

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)

right-click and select “Edit.”

|51 Group Policy Management
15 File  Action
= |m &l H

View Window Help

g X

=, Group Policy Management
w _T"_\ Forest: npartner.local
v [55 Domains

v _fj npartner.local
=i/ Default Domain Policy
|2 DMNS_Servers
|2 Domain Controllers
|2 Microsoft Exchange Security |

£ W oW o

Group Policy Management
Cortents

-~
Mame

,_-ﬂ; Forest: npartnerlocal

>

82 Group Policy Modeling
|4 Group Policy Results

L4 >

Open the GPO editor

> % WM Filters Enforced
» L[] Starter GPOs +  Link Enabled
> Lig Sites Save Report...

Mew Window from Here

Delete
Rename
Refresh

Help
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Local Policies” = “Audit Policy.” And click on “Audit account logon events,” “Audit account

management,” “Audit logon events,” and “Audit system events” - check “Define these policy settings”:

Success, Failure. - click “OK.”

w (i Computer Configuration

w1 Policies
| Software Settings
|| Mame Resclution Policy
|| Scripts (Startup/Shutdown)
= Deployed Printers
v b Security Settings

Account Policies

| Local Policies

=l Group Policy Management Editor - O *
File Action View Help

e nm XE =B

=1 N-Partner Policy [WIN2016-AD-ENG.NPARTNI 4 |[ pojicy ~ Policy Setting

|,_..j Audit account logen events

L Audit account management

Success, Failure I

Success, Failure

Audit directory service access

Audit legon events

2| Audit object access

i Audit policy change
1y Audit privilege use

Audit process tracking

Mot Defined
Success, Failure
Mot Defined
Mot Defined
Mot Defined
Mot Defined

ﬂ Audit systemn events

Success, Failure |

=f  User Rights Assignment Audit logon events Properties
f‘ﬁ Security Options
3 Eventlog Secunty Policy Seting  Explain
"4 Restricted Groups _f-f Audit logon events
4 System Services 4k
"4 Registry
["4 File System [ Define these policy settings
_f__'gj' Wired Metwork (IEEE 802.3) Audi these attempts:
_'_'| Windows Firewall with Adv: ] Sucoess
|~ Metwork List Manager Polic
Zaf Wireless Network (IEEE 802, b Fallre
1 Public Key Policies
| Software Restriction Policie:
| Application Control Policies
g IP Security Policies on Activ
| Advanced Audit Policy Con
wliy Policy-based QoS
[ Administrative Templates: Policy d
7 Preferences
~ ¥, User Configuration
| Paolicies
< D > <
I - . .
88
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(6) Event Log: Security Log Retention Method

Expand “Computer Configuration” = “Policies” - “Windows Settings” = “Security Settings” - “Event

Log” - select “Retention method for security log” = check “Define this policy setting” - select

“Overwrite events as needed” - click “OK.”

=l Group Policy Management Editor — O *
File Action View Help
= 5@ XE | H @
= M-Partner Policy [WIN2016-AD-ENG.MPARTMERL | policy - Policy Setting
(Eor; lL_It_EfCDnﬁ uraticn 12y Maximum application log size Mot Defined
Vo olicies . l2y Maximum security log size 204800 kilobytes
| Software Settings Masi ctern | . Not Defined
e e s oty
™ Name Resolution Policy lzig) Prevent local guests group from access?ng app |c-at|on og ot ?ne
| Scripts (Startup/Shutdown) l2s| Prevent local guests group from accessing security log Mot Defined
o Deploved Printers l2s| Prevent local guests group from accessing system log Mot Defined
v Security Settings liz| Retain application log Mot Defined
& Account Policies 12, Retain security log Mot Defined
= Local Policies 12, Retain system log Mot Defined

S Event Log
& Restricted Groups
iy System Services
4 Registry
“ry File System
o/ Wired MNetwork (IEEE 302.3) Pol
| Windows Firewall with Advanc
| Metwork List Manager Policies
;-'j Wireless Metwork (IEEE 2802.11)
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
g IP Security Policies on Active D
| Advanced Audit Policy Config
uliy Policy-based QoS
| Administrative Templates: Policy defir
| Preferences
w4, User Configuration
| Policies
| Preferences

Retention method for application log

Retention method for security log

|2z, Retention method for system log

Mot Defined
Az needed
Mot Defined

Retention method for security log Properties ?

5? Retention method for secuity log

£ Define this policy setting

(D) Dvenwrite events by days

I (®) Overwris avents as nesded I

() Do not owarwnite evants (chear log manualy)

Madifying this sefing may sflect compatibilty with clienls, services,

A and applications.
Far mane information, see Ratention method for secunty log.
Q823655
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Event Log” - And click on “Maximum security log size” = Check “Define this policy setting” - enter

204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

] Group Policy Management Editor - O x
File Action View Help
e @ XE= HE
=[ M-Partner Palicy [WIN2016-AD-ENG.NPARTMER.L Policy - Policy Setting
v i r:fjr;plL_lt?r Configuration Mazxirum application log size Mot Defined
= ‘.D |;|e1:w o Maximum security log size 204300 kilobytes
12 Maxirum system log size Mot Defined
v indows Settings|
™ Narme Resolution Policy 12y Prevent local guests group from accessing application log Mot Defined
Y Seripts (Startup/Shutdown) l2iz| Prevent local guests group from accessing security log Mot Defined
Denloved Printers l2ie| Prevent local guests group from accessing system log Mot Defined
l2iz| Retain application log Mot Defined
l2iz| Retain security log Mot Defined
2 l2lz| Retain system log Mot Defined
l2iz| Retention method for application log Mot Defined
_n Restricted Groups 1y Retention methed for security log Mot Defined
‘i System Services Retention method for system log Mot Defined

“ Registry
“ File System
.::H,r Wired Metwork (IEEE 202.3) Pol
1 Windows Firewall with Advanc
| Metwork List Manager Policies
;_'j Wireless Metwork (IEEE 202.11)
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
g IP Security Policies on Active D
| Advanced Audit Policy Config
alli Policy-based QoS
| Administrative Templates: Policy defir
" Preferences
v ik, User Cenfiguration
| Paolicies
| Preferences

L]

Maximum security log size Properties ?
Securty Policy Setting  Explain
E‘? Madmum security log size

] Define thiz policy eetting
MBI 2 kiobytes

Maditying this sefting may affect compatibifty with chients, services,
Al and applicatons
v lpg size. (A823659)

Far mare information, see Madmum sec

Apply
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(8) Open “Windows PowerShell.”

(9) Enter the command below to refresh group policy.

PS C:\> Invoke-GPUpdate -Computer -RandomDelaylnMinutes O -Force

N Administrator: Windows PowerShell - O X
._GPllpdate -4 -ENG

Replace the red text section with the name of your Exchange server.

(10) Enter the command below to generate server group policy report.

EN Administrator: Windows PowerShell — O *
g f WIN2016-4D-ENG CovtmpSWINZ016. html

1E_ICAE_4ED

For the red text , please enter the Windows file server name and the folder path/file name.
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(11) Open the report and verify that your Windows AD server is applying the N-Partner Policy Group

Policy.
v @ MPARTNERVWINZ016-AD-ENG X ar

« > C @ File  C:/tmp/WIN2016.html
[ E———————

*

aen

MNPARTNER\WIN2016-AD-ENG

Data on AR08 show all
Computer Detailz

General

Component Status

EEEE E

EEEEE

Winning GPO

N-Partner Policy
N-Partner Policy
N-Partner Policy
N-Partner Policy

EE

Policy Setting
Maximum security log size 204800 kilobytes
Eetention method for security log As neaded

N-Partner Policy
N-Partner Policy

| Public Kev Policiez/Certificate Services Client - Auto-Enrollment Settines
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6. Exchange 2019

Example: Exchange 2019 installed on a Windows 2022 server.

Message tracking logs can be configured through the “Exchange Administrative Center” or the “Exchange

III

Management Shel
6.1 Exchange MessageTracking Log
Modify nxlog.conf

Note: Please refer to 1.3 NXLog Configuration File.

Edit the blue text section to specify the message tracking log folder:

define MailLog C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking

6.1.1 Exchange Administrative Center

(1) Open “Exchange Administrative Center.”

Exchange
Administrativ
e Center

(2) Enter the URL: https://<ExchangelP>/ecp - enter “Domain\username” and password - click “Sign

im} " Exchange Admin Center x 4+ = (] X

S Ih%t—ps:,’;'localhost;’owa{aL|th,r'lDgon.aspx?replaceCurrent:1&url:I1ttps%3a%2f%2flocaII1ost... I'E"\ ':' g '{\E 3‘ 9

Exchange Admin Center

Domainuser name:

NPARTHER\Administrator

Password:

® signin

-
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(3) Select the “Servers” page - select “Servers” - select “Mailbox Server (WIN2022-AD-ENG)” - click

“Edit.”

[ i servers - Microsoft Exchange x  +

< G EEEEZND sps//1ocalhost/ecp/ a @ ¥ 1= z' 9

Administrator v P -

1] Ememprise Office 365

Exchange admin center

recipients servers fdatabases database availability groups  virtual directories  certificates
a

NAME 4 | SERVERROLES VERSION
'WIN2022-AD-ENG Mailbox Version 15.2 (Build 1544.4) WIN2OZ2_AD-ENG
WINZ0Z2-AD-ENG
Mailbax s
mail flow ‘Version 15.2 {Build 1544.4)
Standzrd Trial Edition

Unlicensed
Enter Product Key

1 sslected of 1total

(4) Select “Transport Logs” - verify “Enable message tracking log” is checked and the log path is set to:

[C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking -> click “Save.”

4% Exchange Server - Profile 1 - Microsoft Edge = O X

ON MR Litnc//localhost/ecp/Servers/EditServer.aspx? pwmcid = 2&ReturnObject Type=1&id =47f4f9.., S A}

WINZ022-AD-EMG

Message tracking log
Enable message tracking log
Meszage tracking log pathc
|C:\ngmrn Files'\MicrosoftExchange Server\V15\TransportRioles'Logs MessageTracking

unified messaging

Connectivity log
DMS lookups Enable connectivity log
transoort limits Connectivity log path:

¥ transport logs |C:\ﬁ'ug|zrn Files\Microsofth Exchange Serveri\15\TransportRoles'\Logs' Hub\Conmectivity |

Cutlock Anywhere

Protocol log
Send protocol log path:
|C:\F'r0g ram FilestMicrosoft,Exchangs Serveriy' 15\ TransportRolest Logs\Hub! ProtocolLoghSmitpSe |

Receive protocol log pathc
|C:\Dr0g ram Files\Microsoft\Exchangs Semel’\‘.l’lE\TmmponRoles\LogskHub\Prommang\SmtpRe|

Save Caneel
]
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6.1.2 Exchange Management Shell

(1) Open “Exchange Management Shell.”

E ™
g E

Exchange
Management
Shell

(2) Verify “Enable message tracking log” is checked and the log path is set to: [C:\Program
Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking]
and run the following command in “Exchange Management Shell”:

[PS] C:\> Get-TransportServer | Select-Object *Track*

B8 Machine: WIN2022-AD-ENG.npartner.local — O X

Welcome to the nge Management Shell!

a E g: Help *<strin
help: Help
or a cmdlet: Help <cmdlet name> or <cmdlet name> -2
g g: Get-ExBlog
i full output for a command: <command> | Format-List

Show quick

» AD-ENG | Select-Object *Tr =
ndlet will be removed in a future version of Exchange. Use the Get-TransportService

cmdlet instead. If you have any scripts that use the Get-TransportServer cmdlet, update them to the
Get-TransportService cmdlet. For more information, see http://go.microsoft.com/fwlink/p/?LinkId=254711.

nge Server\Vi15\TransportRoles\lLo

Replace the server name in red text with your Exchange server name.
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6.2 1IS Log

(1) Open “Internet Information Services (lIS) Manager.”

3)

(2) Select your “IIS Server” (the example here is WIN2016-AD-ENG) - “Logging.”

ﬁ\ﬂ Internet Information Services (I15) Manager
c €5 » WIN2022-AD-ENG »

File View Help

Connections .
@- 8 gg' WIN2022-AD-ENG Home
— Filter: - Go -\ Show All | Group by:  Area - 5=
H= WIN2022-AD-ENG (NPARTN i — -
0 iy Tk [l ;
G
FTP FTP FTP Directory FTP Firewall FTP IP FTP Logging FTP Logon
Authentic... Authorizat..,  Browsing Support  Address a.. Atternpt R...
— A
o FTF) LLIFTR
FTP FTP Request  FTP S5L FTP User
Messages Filtering Settings Isolation
s
£ — -
\?\ - =) - ﬁ L =y
2 9 o B @ B &
Authentic... Compression  Default Directory  Error Pages Failed Handler
Document  Browsing Request Tra... Mappings
L ‘\r = - "
£ E O |8| = M
HTTP HTTP ISAPland  ISAPIFilters § Logging § MIME Types  Modules
Redirect Respen..  CGI Restri..
L\ m oy o~
e = a = Xy
Output Request Server URL Rewrite  Worker
Caching Filtering Certificates Processes
Management
= a a L
O K & 8 w
=8 = = ]
Configurat... Feature 115 Manager 115 Manager Management  Shared
Editor Delegation  Permissions Users Service  Configurat...
Ready

Actions

Manage Server

M
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(3) Select “One log file per site” = set “Log file format” to “W3C” = set “Directory” to

%SystemDrive%\inetpub\logs\LogFiles - set “Encoding” to “UTF-8” - set “Log event destination” to

“Log file only” = set “Schedule” to “Hourly” = check “Use local time for file naming and rollover” = click

“Select Fields.”

'Qﬁ Internet Information Services (115) Manager

97

- O X
f& €3, WIN2022-AD-ENG » & e-
File View Help
; 11 Loggin
e e & Logging B Aprl
i U;ﬁ Start Page Use this feature to configure how IS logs requests on the Web server. Sx Lance
v --Qj WIN2022-AD-ENG (NPARTMNEI Dicable
3 Application Pools One log file per: '-"i;-‘-"Lc:g Files
-[@]| Sites I Site vI v L
@ Help
Log File
Format:
wac v Select Fields... |
I FeSystemDrive3hinetpubtlogsiLogFiles I Browse...
Encoding:
I UTF-8 ~ I
Log Event Destination
Select the destination where 15 will write log events.
®) Log file only
() ETW event only
() Both log file and ETW event
Log File Rollover <H
Select the method that 115 uses to create a new log file.
® Schedule:
Hourly ~
(O Maximum file size (in bytes):
(O Do not create new log files
I Use local time for file naming and rollover I
n » | [ Festres iew] - Content View
Configuration: 'localhost’ applicationHost.config aﬂ:g
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(4) Select the following fields = click “Add Field”:

“Date (date), Time (time), Client IP Address (c-ip), User Name (cs-username), Service Name (s-sitename),
Server Name (s-computername), Server IP Address (s-ip), Server Port (s-port), Method (cs-method), URI
Stem (cs-uri-stem), URI Query (cs-uri-query), Protocol Status (sc-status), Protocol Substatus (sc-
substatus), Win32 Status (sc-win32-status), Bytes Sent (sc-bytes), Bytes Received (cs-bytes), Time Taken
(time-taken), Protocol Version (cs-version), Host (cs-host), User Agent (cs(User-Agent)), Cookie

(cs(Cookie)), Referrer (cs(Referer)).”

W3C Logging Fields ? x

Standard Fields:

Date ( date ) s
Time ( time )

Client IP Address { c-ip )

User Mame ( cs-username )
Service Mame ( s-sitename )
Server Name ( s-computername )
Server IP Address { s-ip )

Server Port ( s-port )

Method [ cs-rmethod )

LRI Stem ( cs-uri-stem ]

URI Query ( cs-uri-query
Protocol Status [ sc-status )
Protocol Substatus { sc-substatus )
Win32 Status ( sc-win32-status )
Bytes Sent ([ sc-bytes )

Bytes Received [ cs-bytes )

Tirne Taken ( time-taken ]
Protocol Version [ cs-version )
Host ( cs-host )

User &gent ( cs(User-Agent] )
Cookie [ cs(Cookie)

Referer ( cs(Referer] ) W

Custom Fields:

s

Log Field Source Type Source

Add Field...

o
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(5) Enter field name: X-Forwarded-For = select “Source type”: “Request Header” = enter source name:

X-Forwarded-For = click “OK.”

Add Custom Field ? >

Field Mame:
X-Forwarded-For

Source Type:

Request Header w
Source:

X-Forwarded-For v|

(6) Click “OK.”

W3C Logging Fields ? X

Standard Fields:

Date ( date ) A
Time (time )

Client IP Address ( c-ip )

Uszer Mame ( cs-username )
Service Name [ s-sitename )
Server Mame ( s-computername )
Server IP Address ( s-ip )

Server Port ( s-port )

Method ( cs-method )

URI Stem ( cs-uri-stem )

URI Query ( cs-uri-query
Protocol Status ( sc-status )
Protocol Substatus ( sc-substatus )
Win32 Status ( sc-win32-status )
Bytes Sent ( sc-bytes ]

Bytes Received ( cs-bytes)

Time Taken ( time-taken )
Protocol Version ( cs-version )
Host ( cs-host )

User Agent ( cs(User-Agent) )
Cookie ( cs(Cookig) )

Referer ( cs(Referer) ) v
Custom Fields:
Log Field Source Type Source
X-Forwarded-For Request Header X-Forwarded-For
Add Field... Remowe Field Edit Field

Cancel
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(7) Click “Apply.”

& Internet Information Services (1I15) Manager
& €3 WIN2022-AD-ENG »

File View Help

qé! Logging

<

v qﬂ WIN2022-AD-ENG (MPARTNEI

,;' Application Pools One log file per:

» - @ Sites Site "
Log File
Format:

Directory:

W3C S Select Field

Use this feature to configure how IS logs requests on the Web server.

%eSystemDrive¥inetpub\logsiLogFiles

Enceding:
UTF-& -

Log Event Destination

Select the destination where 1IS will write log events.
®) Log file only
) ETW event only

(O Both log file and ETW event

Log File Rallover

Select the method that II5 uses to create a new log file.
® Schedule:
Hourly ~

() Maximum file size (in bytes):

I

(O Do not create new log files

Use local time for file naming and rollover

‘ Browse...

Disable

@ Help

> =] Features View (72 Content View

(8) Verify 1IS log files are created in the folder: C:\inetpub\logs\LogFiles\W3SVC2

Configuration: ‘localhost’ applicationHest.config

= | W3svcz

Share WView

€« = |

» ThisPC » Local Disk (C:) » inetpub » logs » LogFiles » WESVC?_I

~ 3k Quick access
[ Desktop
* Downloads

Documents

&= Pictures

dhcp_eng

Name Date rmodified

[ u_ex25000314 x 9/3/2025 PM 02:00
[ u_ex25000313 x 9/3/2025 PM 01:59
[ u_ex25000312.x 9/3/2025 PM 12:59
5 u_ex25000311 x 025 AM 11:59
[ u_ex25000310.x 025 AM 10:59
u_ex25000309 x /2025 AM 09:59

o

LR

w

Type

Text Document
Text Document
Text Document
Text Document
Text Document

Text Document

100

Size

v O

KB
732 KB
733 KB
T32 KB
T35KB
T35 KB

View Log Files...

Search W3sVC2

9.
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6.3.1 Organizational Unit (OU) Configuration

(1) Click “Active Directory Users and Computers.”

~

&

Active
Directory
Users and
Computers

(2) Add an Organizational Unit

Right-click on “Domain Name,” (the example here is npartner.local) =>select “New,” and click

“Organizational Unit.”

] Active Directory Users and Computers - O >
File Action View Help
e [z BRI taETER
] Active Directory Users and Com|| Name Type Description
nred Queries [ Saved Queries Folder to store your
; Dorain
| Builtin Delegate Control...
| Computer Find...
:f Domain C Change Domain...
| ForeignSe )
= Change Domain Controller...
| Managed
= Microsoft Raise domain functional level...
4| Servers Operations Masters...
| Users
I MNew >l Computer
All Tasks » Contact
Refresh Sy
InetCrgPerson
Properties msD5-5hadowPrincipalContainer
Help msExchDynamicDistributionList
mslmaging-P5Ps
MSMC Cueue Alias
Organizational Unit
Printer
User
= 5 |l Shared Folder |
Create a new chject...
101
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(3) Enter your Organizational Unit name: (in this example, it is “Servers”)

Note: Please create the organizational unit name according to the actual environment. = click “OK.”

New Object - Organizational Unit X
__,—‘; Create in:

[¥] Protect container from accidental deletion

npartner local/

(4) Move the Server to your New Organizational Unit:

Cancel Help

Select your organizational unit in “Domain Controllers” - right-click on the “WIN2022-AD-ENG” server.

Note: Please select the Windows AD server according to the actual environment. - click “Move.”

] Active Directory Users and Computers - O *
File Action View Help
= = = = | gy e r
e @ 8 XEdz HEPeETE%
] Active Directory Users and Com|| Name Type Description
’ EI saved QUIE”EIS 1% E3V3-WIN2016-HY Computer
M j'l?ag",let',' o 18 WIN2016-HYPER-V Computer
? [— el \WIN2022-HYPER-V Computer
= R EEEE-J'-'«.D-ENGﬂ
» 2| Domain Controllers
= . o Add to a group...
» || ForeignSecurityPrincipal:
> | Managed Service Accour Reset Account
» (2] Microsoft Exchange Sect Move...
2] Servers Manage
] Users
All Tasks ¥
Cut
Delete
Properties
Help
< > € >

Moves the current selection to ancther organizational unit.

102
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(5) Select your Organizational Unit:

Select your organizational unit (in this example, it is “Servers”) = click “OK.”

Mowve >

Move object into container:

E---fj npartrer
-] Buitin
_‘| Computers
/27 Domain Controllers
_‘| Foreign Security Principals
_‘| Managed Service fAccounts

[£]- Microsoff Exchange Security Groups

Cancel

(6) Verify the Server Has Been Moved to your New Organizational Unit:
Expand your organizational unit folder (in this example, it is “Servers”) and confirm that the “WIN2022-
AD-ENG” server has been moved.

] Active Directory Users and Computers — O et
File  Action View Help

o 2E 48 XE B P RETE%R

: Active Directory Users and Com || MName
s | Saved Queries
v 3 npartnerlocal

5 || Builtin
[ Computers

Type Description
A WIN2022-ENG Computer

fIN2022-AD-ENG Computer

5 2 Domain Controllers
» [ | ForeignSecurityPrincipal:
» [ Managed Service Accour

» |21 Microsoft Exchange Secy
| U=ers
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6.3.2 Group Policy Settings

(1) Click “Group Policy Management.”

Ed*s
Group Policy
Management

(2) In the Servers organizational unit (OU), create a new Group Policy Object (GPO):

Right-click the “Servers” organizational unit - select “Create a GPO in this domain, and Link it here...”

5L Group Policy Management — O *
5 File Action View Window Help - &
= |FE [
'5 Group Policy Management Group Policy Management
w _i\‘ Forest: npartner.local Cortents
~ (55 Domains _
~ 3 npartner.local MName
s:/ Default Domain Palicy A\ Forest: npartnerlocal
2| Domain Controllers
2| Microsoft Exchange Security Gro
3 | Senvers
=+ Group Create a GPO in this demain, and Link it here... F I
& WMI Fi Link an Existing GPQ... n
_ L] Starter Block Inheritance
E Sites . Group Pelicy Update...
sti Group Policy |
4 Group Palicy | Group Pelicy Medeling Wizard...
Mew Crganizational Unit
Mew Window from Here
Delete
Rename
Refresh
Properties
Help »

£ 1]

Create a GPO in this domain and link it to this container
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(3) Edit your Group Policy Object
Enter your Group Policy Object name. (in this example, it is “N-Partner Policy”)
Note: Create your GPO name according to the actual environment. Then click “Edit.”

Mew GPO =

K =IHL=N

M-Partner Policy

Source Starter GPO:
{none) e

Cancel

(4) Edit your Group Policy Object

In your group policy object, (in this example, it is “N-Partner Policy”)
right-click and select “Edit.”

|3, Group Policy Management — O et
5 File Action View Window Help - &8 X
=@ d -
'3 Group Policy Management Group Policy Management
v _ﬁ Forest: npartner.local Contents
v 55 Demains -
W ._}F'j npartner.local Mame
mi Default Domain Pelicy ﬁFurest: npartnerlocal
» 2| Domain Controllers
» 4| Microsoft Exchange Security Gro
w (2 Serve
s [
» [ WMI Filters Enforced
» [5] Starter GPOs v Link Enabled
’ —E dites ] ] Save Report...
sei Group Policy Modeling
L4 Group Policy Results Mew Window from Here
Delete
Rename
Refresh
Help
< >
< >
Open the GPO editor

105
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(5) Local Group Policies: Audit Policy

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Local Policies” = “Audit Policy.” And click on “Audit account logon events,” “Audit account

management,” “Audit logon events,” “Audit object access,” and “Audit system events” = check “Define

these policy settings”: Success, Failure. = click “OK.”

= Group Policy Management Editor — O et
File Action View Help
= 7@ XE = Hm
= M-Partner Policy [WIN2022-AD-ENG.NPARTNE Policy - Policy Setting
v (Efjmp".lt_er Configuration Audit account logen events Success, Failure
- P:.DIICIES " I:Audit account management Success, Failure I
Audit directory service access Mot Defined
- . . Audit logon events Success, Failure
| Mame Resolution Policy S '
4 Seripts (Startup/Shutdown) 12 Audit object access Mot Defined
| 12y Audit policy change Mot Defined
g Audit privilege use Mot Defined
Audit process tracking Mot Defined
Eﬂudit systern events Success, Failure I
f User Rights Assignment
-_iﬂ Security Options Audit logen events Properties X
iﬂ Event Log
"4 Restricted Groups Secunty Policy Seting  Explain
[, System Services Fom  Audtlogon events
[A Registry 'ﬂ
["4, File System
o Wired Network (IEEE 802.3) F [ Define these policy settings
| Windows Defender Firewall 1 Audit these atempts:
_‘| Metwork List Manager Polici [ Success
;j Wireless Metwork (I[EEE 802.1
[~ Public Key Policies A Failure
|| Software Restriction Policies
[ ] Application Control Policies
,g IP Security Policies on Active
[ Adwvanced Audit Policy Conf
ali Policy-based QoS
[ Administrative Templates: Policy de
| Preferences
~ %, User Configuration
| Policies
| Preferences
£ >|| £ >
~
Tvpe here to search — ey
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(6) Event Log: Security Log Retention Method

Expand “Computer Configuration” = “Policies” - “Windows Settings” = “Security Settings” - “Event

Log” - select “Retention method for security log” = check “Define this policy setting” - select

“Overwrite events as needed” - click “OK.”

=/ Group Poh anagement Editor —
=/ Group Policy Manag Edi O d
File Action View Help
= 2H XE = HE
M-Partner Policy [WIN2022-AD-ENG.NPARTNE| | policy - Policy Setting
= (Epr;prlt\?r Configuration 12 Maximum application log size Mot Defined
",3 I;':_w — 12 Maximurm security log size 204800 kilobytes
= ];. dare Seté'ns I Maximum system log size Mot Defined
W indows Settings
. revent local guests group from accessing application lo ot Define
_| Mame Reso Etmn Policy Wy P local g group ing application log Not Defined
i Scripts (Startup/Shutdown) 12, Prevent local guests group from accessing security log Mot Defined
Sec Lty Settings iz, Prevent local guests group from accessing systemn log Mot Defined
= Account Policies i) Retain application log Mot Defined
3 Local Policies Iz Retain security log Mot Defined
. EventLog| |2y, Retain system log Mot Defined
5, Restricted Groups Retention method for application log Mot Defined
‘i System Services tention method for security log As needed
‘i Registry 12z Retention method for system log Mot Defined
", File System
Retention method for security log Properties =

o/ Wired Network (IEEE 802.3) F
| Windows Defender Firewall 1
| Metwork List Manager Polici
;'j Wireless Metwork (IEEE 802.1
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
,g IP Security Policies on Active
| Advanced Audit Policy Cont
ol Policy-based CoS
| Administrative Templates: Policy de
| Preferences
v i, User Configuration
| Paolicies
| Preferences

Security Policy Setting  Explain

3? Retention method for securty log

I £ Define this policy seting I
(C) Overwrite everts by days

[ (®) Overwrite events as needed I

(") Do not overwiite evenis (clear log manualy)

A% and applications.

Wadifying this setting may affect compatbilty with clierts, services,

Far mare irformation, see Retention method far secunty log.

(QB23655)

Tvne here to search

Cancal

Apply
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(7) Event Logs: Maximum Size of Security Log

Expand folder “Computer Configuration” = “Policies” = “Windows Settings” = “Security Settings” >

“Event Log” - And click on “Maximum security log size” = Check “Define this policy setting” - enter

204800 KB

Note: Please adjust the number based on the actual environment. = click “OK.”

=] Group Policy Managerment Editor - O X
File  Action View Help
e 0@ XE = HE
M-Partner Policy [WIN2022-AD-ENG.NPARTNE| | policy - Policy Setting
= (E?r;prltgr Configuration Maxirmum application log size Mot Defined
L.D — . Maximum security log size 204300 kilobytes
Software Settings . . "
S— ; Loy Maximum system log size Mot Defined
w || Windows Settings . - ;
™ Mame Recolution Policy 12| Prevent local guests group from accessing application log Mot Defined
i Scripts (Startup/Shutdown) 125 Prevent local guests group from accessing security log Mot Defined
125 Prevent local guests group from accessing system log Mot Defined
|2y Retain application log Mot Defined
l2y) Retain security log Mot Defined
l2y Retain system log Mot Defined
roups 12y Retention method for application log Mot Defined
‘5 System Services 1y Retention method for security log Mot Defined
‘i Registry l2g Retention method for system log Mot Defined
‘& File System
Maximum security log size Properties T x

f__'gj' Wired Metwork (IEEE 802.3) F
~| Windows Defender Firewall 1
| Metwork List Manager Polici
;ﬂj Wireless Metwork (IEEE 802.1
| Public Key Policies
| Software Restriction Policies
| Application Contrel Policies
@ IP Security Policies on Active
| Advanced Audit Policy Cenf
ol Policy-based QoS
| Administrative Templates: Policy de
| Preferences
w 4, User Configuration
| Paolicies
| Preferences

Security Policy Setting  Explain

3? Mazimum security log sze

F] Define thiz policy seting
204800 = hiobytes

Modifying this setting may affect compatibilty with clients, services,
A and applications
Far more infarmation, see Maximum sec

v log sige. 1QBZ3I655)

Type here to search

Cancal

i
il
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(8) Open “Windows PowerShell.”

(9) Enter the command below to refresh group policy.
PS C:\> Invoke-GPUpdate -Computer -RandomDelaylnMinutes O -Force

EX Administrator: Windows PowerShell - O >
Invoke-GPUpdate WIN2822-AD-ENG

Enter the Exchange server name in the red text section.

(10) Enter the command below to generate server group policy report.
PS C:\>

EN Administrator: Windows PowerShell — O *
C:%tmp\WIN2822 . html html

AD-ENG\Root\Rsop\NS6F8582F3_B711_4ECA_8798_1937181803B7
-ENG

Loggingls : NPARTNER\administrator
LoggingMode : Computer

For the red text , please enter the Windows AD server name and the folder path/file name.
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(11) Open the report and verify that your Windows AD server is applying the N-Partner Policy Group
Policy.

M @ NPARTNER\WIN2022-AD-ENG  x = & X

C  OFile C/tmp/Win2022html A& - O

MNPARTNER\WIN2022-AD-ENG
2025 PRI 0519 show all

4

1

Computer Details

EEEE

EEEE E

Policy Setting Winning GPO

Auwdit account logon events Success, Failure N-Partner Policy
Andit account manazement Success, Failura N-Partner Policy
Andit logon events. Success, Failure N-Partner Policy
Andit system events Success, Failura N-Partner Policy

EE

Policy Setting Winning GPO
Maximum security log size 204300 kdlobytes N-Partner Policy
Retention method for security log Az needed N-Partner Policy
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7. N-Reporter

(1) Add an MS Exchange device:

Go to “Device Management” - “Device Treeview” - click “Add.”

M-Reporter? @

_g, hank? (Global) ~

'E Event
Iﬂ Report

@ Analysis
# N-Robot
@D Dashboard
E Device

Device Treeview

Device Management
Device Additional Setting
Alert Template

Device Abnormal Alert
Config Comparison

User Defined Format

E Home / Device / Device Treeview

& Device Treeview

All v Search

+ {8} Global A . (198/229)
2 Unknown Device (0/18)

[T Resource Recovery Area (0/1)

(2) Select the device type:

English ~ E

Y Filter | Reset ORSELTeIENN E

Choose “Application/DB/OS/Server” - click “Guided Mode.”

Device Category

Switch / Router
If the: device only aclives the

A switch is a network hardware

Application / DB / OS / Server

Host type, providing specific se

Firewall / IPS / Load Balancer f NAC / UTM /
WAF / Wireless

Network security related

N-Cloud / N-Reporter / N-Probe

M-Probe can collect traffic at a ratio

Auto / More / User Defined Format

Customization and other equipm

Expert Mode Cancel
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7.1 Exchange Message Tracking Log

7.1.1 Exchange 2007

(1) Basic Device Settings:

Enter the device name and IP address - For Syslog Data Format, select “Exchange 2007” - click

“Next.”

Basic Setting

et

Machine Name *

ExchangeMail-192.168.8.196

P~

192.168.8.196

Domain *

Global

Syslog Format ® [ Activate Full-text Search (FTS)

Exchange 2007

User Defined Syslog Format ©

SNMP Model &

Mot Activated

Performance Monitoring Setting

Pravious

112

Next

Cancel
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(2) Syslog Settings

Set “Facility” to “(2) mail system” and “Encoding” to “UTF-8” = click “Next.”

If “Raw Data Kept” function is enabled, the “Event Query” page will display raw data information.

Facility &

(2) mail system

Encoding

UTF-3

Syslog Normalized Data Retention Days (Max) @

7-18250

Syslog Normalized Data Retention Days (At Least) @

1-18250

Raw Data Kept and Replied

Raw Data Kept
|:| Raw data format is adopted while Syslog relaying is activated in Threshold Report.

|:| The source IP will be kept in normalized data relaying

Cancel
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(3) Others
Set “Device lcon” to “Host” - Set “Receiving Status” to “Activated” = click “Next” = Confirm.

ita Add Device - Other x

Other -~

Device lcon

Host A

Latitude and Longitude

atitude, longitude

Remark &

Special format: [key]="value”, which can be exported into a custom field.

Tag

Receive Status

@ Activated O Disabled

Previous Cancel

Enable default reports to be applied to devices of the same make and model - click “No.”

£+ Activate the Default Templates, this will apply to the same vendor type ?

4 #&) N-Partner



7.1.2 Exchange 2010

(1) Device Basic Settings

Enter the device name and IP = Select “Exchange 2010” for the Syslog data format - click “Next.”
& Add Device - Basic Setting x
Basic Setting ~

Machine Name *

ExchangeMail-192.168.8.196

P~

192.168.8.196

Domain *

Global hd

Syslog Format® [ Activate Full-text Search (FTS)

Exchange 2010

User Defined Syslog Format ©

SNMP Model &

Mot Activated e

Performance Monitoring Setting v
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(2) Syslog Settings

Set “Facility” to “(2) mail system” and “Encoding” to “UTF-8” = click “Next.”

If “Raw Data Kept” is checked, the “Event Query” page will display raw data information.

Syslog Setting o~

Facility &

(2) mail system

Encoding

UTF-8 w

Syslog Normalized Data Retention Days (Max) &

7-18250

Syslog Normalized Data Retention Days (At Least) ©

1-18250

Raw Data Kept and Replied
I Raw Data Kept I

|:| Raw data format is adopted while Syslog relaying is activated in Threshold Report.

|:| The source IP will be kept in normalized data relaying
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(3) Others
Set “Device lcon” to “Host” - Set “Receiving Status” to “Activated” = click “Next” = Confirm.

ita Add Device - Other x

Other -~

Device lcon

Host A

Latitude and Longitude

atitude, longitude

Remark &

Special format: [key]="value”, which can be exported into a custom field.

Tag

Receive Status

@ Activated O Disabled

Previous Cancel

Enable default reports to be applied to devices of the same make and model - click “No.”

£+ Activate the Default Templates, this will apply to the same vendor type ?
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7.1.3 For Exchange 2013 or Later
(1) Device Basic Settings

Enter the device name and IP = Select “Exchange 2013” for the Syslog data format - click “Next.”

Machine Name

ExchangeMail-192.168.8.196

|

192.168.8.196

Domain *

Global

Syslog Format € E Activate Full-text Search (FTS)

Exchange 2013

User Defined Syslog Format ©

SNMP Model &

Mot Activated

Performance Monitoring Setting
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(2) Syslog Settings

Set “Facility” to “(2) mail system” and “Encoding” to “UTF-8” = click “Next.”

If “Raw Data Kept” is checked, the “Event Query” page will display raw data information.

Facility &

(2) mail system

Encoding

UTF-3

Syslog Normalized Data Retention Days (Max) &

7-18250

Syslog Normalized Data Retention Days (At Least) &

1-18250

Raw Data Kept and Replied
Raw Data Kept

|:| Raw data format is adopted while Syslog relaying is activated in Threshold Report.

|:| The source IP will be kept in normalized data relaying
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(3) Others

Set “Device Icon” to “Host” = Set “Receiving Status” to “Activated” = click “Next.”

ita Add Device - Other x

Other ~

Device lcon

Haost b

Latitude and Longitude

atitude, longitude

Remark &

Special format: [keyl="value”, which can be exported into a custom field.

Tag

Receive Status

@ Activated O Disabled

Pravious Cancel

Enable default reports to be applied to devices of the same make and model - click “No.”

£+ Activate the Default Templates, this will apply to the same vendor type ?
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7.2 11S Log

(1) Device Basic Settings

Enter the device name and IP = Select “1IS” for the Syslog data format = click “Next.”

Machine Name

Exchangell5-192.168.8.156

P

192.168.8.196

Domain *

Global

Syslog Format © E Activate Full-text Search (FTS)

s

User Defined Syslog Format © [

SNMP Model &

Mot Activated

Performance Monitoring Setting

Cancel
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(2) Syslog Settings

Set “Facility” to “(22) local use 6 (local6)” and “Encoding” to “UTF-8” - click “Next.”

If “Raw Data Kept” is checked, the “Event Query” page will display raw data information.

Facility &

(22) local use 6 (localg)

Encoding

UTF-3

Syslog Normalized Data Retention Days (Max) &

7-18250

Syslog Normalized Data Retention Days (At Least) ©

1-18250

Raw Data Kept and Replied

|:| Raw data format is adopted while Syslog relaying is activated in Threshold Report.

|:| The source IP will be kept in normalized data relaying

Cancel
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(3) Others

Set “Device Icon” to “Host” = Set “Receiving Status” to “Activated” = click “Next.”

ita Add Device - Other x

Other ~

Device lcon

Haost b

Latitude and Longitude

atitude, longitude

Remark &

Special format: [keyl="value”, which can be exported into a custom field.

Tag

Receive Status

@ Activated O Disabled

Pravious Cancel

Enable default reports to be applied to devices of the same make and model - click “No.”

£+ Activate the Default Templates, this will apply to the same vendor type ?

Yes No
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7.3 Event Log

(1) Device Basic Settings

Enter the device name and IP = Select “Windows” for the Syslog data format = click “Next.”

Basic Setting

P

Machine Name *

ExchangeEvent-192.168.8.196

P~

192.168.8.196

Domain *

Global

Syslog Format & E Activate Full-text Search (FTS)

Windows

User Defined Syslog Format © ([

SNMP Model &

Host Mib

Performance Monitoring Setting
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(2) Syslog Settings

Set “Facility” to “(17) local use 1 (locall)” and “Encoding” to “UTF-8” - click “Next.”

If “Raw Data Kept” is checked, the “Event Query” page will display raw data information.

Syslog Setting ~
Facility &

(17) local use 1 (local1) b
Encoding

UTF-8 v

Syslog Normalized Data Retention Days (Max) @

7-18250

Syslog Normalized Data Retention Days (At Least) €@

1-18250

Raw Data Kept and Replied
I Raw Data Kept I

|:| Raw data format is adopted while Syslog relaying is activated in Threshold Report.

|:| The source IP will be kept in normalized data relaying

Previul..ls Cancel
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(3) Others

Set “Device Icon” to “Host” = Set “Receiving Status” to “Activated” = click “Next.”

ita Add Device - Other x

Other ~

Device lcon

Haost b

Latitude and Longitude

atitude, longitude

Remark &

Special format: [keyl="value”, which can be exported into a custom field.

Tag

Receive Status

@ Activated O Disabled

Pravious Cancel

Enable default reports to be applied to devices of the same make and model - click “No.”

£+ Activate the Default Templates, this will apply to the same vendor type ?

Yes No
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8. Troubleshooting

8.1 Invoke-GPUpdate Error

(1) On the server, run Invoke-GPUpdate to update the Windows Server Group Policy. An error message

may appear.

EX Administrator: Windows PowerShell - | b4

(2) On the Windows Server, open “Windows PowerShell.”

Windows
PowerShell

(3) Enter the following command to check the Windows Firewall rules for WMI-WINMGMT-In-TCP, vm-

monitoring-rpc, MSDTC-RPCSS-In-TCP:

PS C:\>

EN Administraton Windows PowerShell o X [

(4) Enter the following command to enable the Windows Firewall rules WMI-WINMGMT-In-TCP, vm-

monitoring-rpc, and MSDTC-RPCSS-In-TCP:

PS C:\>

EX Administrator Windows PowerShel

Set-NetFirewallRule
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(5) Enter the following command to verify the Windows Firewall rules WMI-WINMGMT-In-TCP, vm-

monitoring-rpc, MSDTC-RPCSS-In-TCP again:
PS C:\>

PS C:\> Invoke-GPUpdate -Computer -RandomDelayInMinutes 0 -Force

EN Administrator: Windows PowerShell

Note: Replace the text shown in red with the AD Server name.
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