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Preface 

¢Ƙƛǎ ŘƻŎǳƳŜƴǘ ŘŜǎŎǊƛōŜǎ Ƙƻǿ bπwŜǇƻǊǘŜǊ ǳǎŜǊǎ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ a{ ŜȄŎƘŀƴƎŜ ƳŜǎǎŀƎŜ ǘǊŀŎƪƛƴƎ 

ƭƻƎǎ ǳǎƛƴƎ ǘƘŜ ƻǇŜƴπǎƻǳǊŎŜ ǘƻƻƭ b·[ƻƎΦ  

b·[ƻƎ ŎƻƴǾŜǊǘǎ a{ ŜȄŎƘŀƴƎŜ ƳŜǎǎŀƎŜ ǘǊŀŎƪƛƴƎ ƭƻƎǎ ƛƴǘƻ ǎȅǎƭƻƎ ŦƻǊƳŀǘ ŀƴŘ ŦƻǊǿŀǊŘǎ ǘƘŜƳ ǘƻ bπ

wŜǇƻǊǘŜǊ ŦƻǊ ƴƻǊƳŀƭƛȊŀǘƛƻƴΣ ŀǳŘƛǘƛƴƎΣ ŀƴŘ ŀƴŀƭȅǎƛǎΦ 

¢Ƙƛǎ ŘƻŎǳƳŜƴǘ ŀǇǇƭƛŜǎ ǘƻ a{ 9ȄŎƘŀƴƎŜ {ŜǊǾŜǊ нллтΣ нлмлΣ нлмоΣ нлмс ŀƴŘ нлмфΦ 

 

References 

aŜǎǎŀƎŜ ¢ǊŀŎƪƛƴƎ [ƻƎǎ ƛƴ 9ȄŎƘŀƴƎŜ {ŜǊǾŜǊΥ 

ƘǘǘǇǎΥκκŘƻŎǎΦƳƛŎǊƻǎƻŦǘΦŎƻƳκŜƴπǳǎκŜȄŎƘŀƴƎŜκƳŀƛƭπŦƭƻǿκǘǊŀƴǎǇƻǊǘπƭƻƎǎκƳŜǎǎŀƎŜπ

ǘǊŀŎƪƛƴƎΚǾƛŜǿҐŜȄŎƘǎŜǊǾŜǊπнлмф 

aŀƛƭōƻȄ !ǳŘƛǘ [ƻƎƎƛƴƎ ƛƴ 9ȄŎƘŀƴƎŜ {ŜǊǾŜǊΥ 

ƘǘǘǇǎΥκκŘƻŎǎΦƳƛŎǊƻǎƻŦǘΦŎƻƳκŜƴπǳǎκŜȄŎƘŀƴƎŜκǇƻƭƛŎȅπŀƴŘπŎƻƳǇƭƛŀƴŎŜκƳŀƛƭōƻȄπŀǳŘƛǘπ

ƭƻƎƎƛƴƎκƳŀƛƭōƻȄπŀǳŘƛǘπƭƻƎƎƛƴƎΚǾƛŜǿҐŜȄŎƘǎŜǊǾŜǊπнлмф 

!ǳŘƛǘ tƻƭƛŎȅ wŜŎƻƳƳŜƴŘŀǘƛƻƴǎΥ 

ƘǘǘǇǎΥκκŘƻŎǎΦƳƛŎǊƻǎƻŦǘΦŎƻƳκŜƴπǳǎκǿƛƴŘƻǿǎπǎŜǊǾŜǊκƛŘŜƴǘƛǘȅκŀŘπŘǎκǇƭŀƴκǎŜŎǳǊƛǘȅπōŜǎǘπ

ǇǊŀŎǘƛŎŜǎκŀǳŘƛǘπǇƻƭƛŎȅπǊŜŎƻƳƳŜƴŘŀǘƛƻƴǎ 

²о/ [ƻƎƎƛƴƎΥ 

ƘǘǘǇǎΥκκŘƻŎǎΦƳƛŎǊƻǎƻŦǘΦŎƻƳκŜƴπǳǎκǿƛƴŘƻǿǎκǿƛƴонκƘǘǘǇκǿоŎπƭƻƎƎƛƴƎ 

 

Note: This document is provided solely as a reference for configuring log output. It is recommended 

that you contact the device or software vendor for assistance with the appropriate log export 

methods. 

 

  

https://docs.microsoft.com/en-us/exchange/mail-flow/transport-logs/message-tracking?view=exchserver-2019
https://docs.microsoft.com/en-us/exchange/mail-flow/transport-logs/message-tracking?view=exchserver-2019
https://docs.microsoft.com/en-us/exchange/policy-and-compliance/mailbox-audit-logging/mailbox-audit-logging?view=exchserver-2019
https://docs.microsoft.com/en-us/exchange/policy-and-compliance/mailbox-audit-logging/mailbox-audit-logging?view=exchserver-2019
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations
https://docs.microsoft.com/en-us/windows/win32/http/w3c-logging
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1. NXLog 

1.1 NXLog Installation  

όмύ 5ƻǿƴƭƻŀŘ b·[ƻƎ /9 ό/ƻƳƳǳƴƛǘȅ 9Řƛǘƛƻƴύ 

tƭŜŀǎŜ Ǝƻ ǘƻΥ ƘǘǘǇǎΥκκƴȄƭƻƎΦŎƻκǇǊƻŘǳŎǘǎκƴȄƭƻƎπŎƻƳƳǳƴƛǘȅπŜŘƛǘƛƻƴκŘƻǿƴƭƻŀŘ 

5ƻǿƴƭƻŀŘ ǘƘŜ ƭŀǘŜǎǘ ǾŜǊǎƛƻƴ ƻŦ ƴȄƭƻƎπŎŜπȄΦȄΦȄȄȄȄΦƳǎƛΦ 

9ȄŀƳǇƭŜ IŜǊŜΥ ƴȄƭƻƎπŎŜπоΦнΦнонфΦƳǎƛ 

 

 

Note: If you require the 32-bit version of NXLog, please contact our support team. 

 

όнύ Lƴǎǘŀƭƭ b·[ƻƎ 

<2.1> CƻǊ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нллу ƻǊ ƭŀǘŜǊΥ 

5ƻǳōƭŜπŎƭƛŎƪ άƴȄƭƻƎπŎŜπоΦнΦнонфΦƳǎƛΦέ 

 

  

https://nxlog.co/products/nxlog-community-edition/download
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όоύ {ŜƭŜŎǘ άL ŀŎŎŜǇǘ ǘƘŜ ǘŜǊƳǎ ƛƴ ǘƘŜ [ƛŎŜƴǎŜ !ƎǊŜŜƳŜƴǘΣέ ǘƘŜƴ ŎƭƛŎƪ άbŜȄǘΦέ  

όпύ /ƭƛŎƪ άbŜȄǘΦέ ό¢ƘŜ ŘŜŦŀǳƭǘ ƛƴǎǘŀƭƭŀǘƛƻƴ ǇŀǘƘ ƛǎ ό/ΥξtǊƻƎǊŀƳ CƛƭŜǎξƴȄƭƻƎξύΦ  
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όрύ /ƭƛŎƪ άLƴǎǘŀƭƭΦέ  

όсύ /ƭƛŎƪ άCƛƴƛǎƘΦέ 

 

 

 

1.2 Group Policy Settings  

όмύ /ƭƛŎƪ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎΦέ 
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ғнΦнҔ CƻǊ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нллоΥ 

5ƻǿƴƭƻŀŘ CƛƭŜΥ ƴȄƭƻƎπŎŜπоΦнΦнонфΦƳǎƛΦ Ҧ {ŜƭŜŎǘ άLƴǎǘŀƭƭέ ŀƴŘ ǇǊƻŎŜŜŘ ǳƴǘƛƭ ǘƘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ ŎƻƳǇƭŜǘŜǎΦ Ҧ 

/ƭƛŎƪ άCƛƴƛǎƘέ ǘƻ ŜȄƛǘΦ 
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1.2 Download NXLog Configuration File  

όмύ hǇŜƴ ά/ƻƳƳŀƴŘ tǊƻƳǇǘΦέ 

όнύ 5ƻǿƴƭƻŀŘ ǘƘŜ άb·[ƻƎ ²ƛƴŘƻǿǎ нлло CƛƭŜέ ŀƴŘ ƻǾŜǊǿǊƛǘŜ ǘƘŜ ŜȄƛǎǘƛƴƎ b·[ƻƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ƛƴ ǘƘŜ 

²ƛƴŘƻǿǎ ǎȅǎǘŜƳΦ 

5ƻǿƴƭƻŀŘ ƭƛƴƪΥ ƘǘǘǇǎΥκκǿǿǿΦƴǇŀǊǘƴŜǊΦŎƻƳκŘƻǿƴƭƻŀŘκǘŜŎƘκƴȄƭƻƎψ9ȄŎƘŀƴƎŜΦŎƻƴŦ 

PS C:\> Invoke-WebRequest -Uri'http://www.npartner.com/download/tech/nxlog_Exchange.conf' -

OutFile 'C:\Program Files\nxlog\conf\nxlog.conf' 

 

Note: The example above is for a 64-bit operating system. For a 32-bit operating system, replace the 

highlighted text with: 'C:\  Program Files (x86)\nxlog\conf\nxlog.conf' 

  

https://www.npartner.com/download/tech/nxlog_Exchange.conf
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1.3 NXLog Configuration  

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start. 

define NCloud 192.168.8.4 

define MailLog C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking 

define IISLog C:\ inetpub\ logs\LogFiles 

define ROOT C:\Program Files\nxlog 

define CERTDIR %ROOT%\cert 

define CONFDIR %ROOT%\conf 

define LOGDIR  %ROOT%\data 

define LOGFILE %LOGDIR%\nxlog.log 

LogFile  %LOGFILE% 

 

Moduledir %ROOT%\modules 

CacheDir  %ROOT%\data 

Pidfile   %ROOT%\data\nxlog.pid 

SpoolDir  %ROOT%\data 

 

## Load the modules needed by the outputs 

<Extension syslog> 

  Module xm_syslog 

</Extension> 

 

## For Exchange Message Tracking log file use the following: 

<Input in_maillog> 

  Module im_file 

  File '%MailLog%\MSGTRK*.LOG' 

  ReadFromLast TRUE 

  SavePos TRUE 

</Input> 

 

<Output out_maillog> 

  Module om_udp 

  Host %NCloud% 

  Port 514 

  Exec $SyslogFacilityValue = 2; 
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  Exec $SourceName = 'Exchange'; 

  Exec to_syslog_bsd(); 

</Output> 

 

<Route maillog> 

  Path in_maillog => out_maillog 

</Route> 

 

## For Windows Event log use the following: 

<Input in_eventlog> 

  Module im_msvistalog 

  ReadFromLast TRUE 

  SavePos TRUE 

  Query  <QueryList> \  

            <Query Id="0"> \  

                <Select Path="Security">*[System[(EventID=4624 or EventID=4625 or EventID=4626 or EventID=4627 or 

EventID=4634 or EventID=4646 or EventID=4647 or EventID=4648 or EventID=4649 or EventID=4672 or EventID=4675)]]</Select> \  

                <Select Path="Security">*[System[(EventID=4778 or EventID=4779 or EventID=4800 or EventID=4801 or 

EventID=4802 or EventID=4803 or EventID=4964 or EventID=4976 or EventID=5378 or EventID=5632 or EventID=5633)]]</Select> \  

                <Select Path="Security">*[System[(EventID=4768 or EventID=4769 or EventID=4770 or EventID=4771 or 

EventID=4772 or EventID=4773 or EventID=4774 or EventID=4775 or EventID=4776 or EventID=4777 or EventID=4820)]]</Select> \  

                <Select Path="Security">*[System[(EventID=4720 or EventID=4722 or EventID=4723 or EventID=4724 or 

EventID=4725 or EventID=4726 or EventID=4727 or EventID=4731 or EventID=4732 or EventID=4733 or EventID=4734)]]</Select> \  

                <Select Path="Security">*[System[(EventID=4735 or EventID=4738 or EventID=4739 or EventID=4740 or 

EventID=4749 or EventID=4750 or EventID=4751 or EventID=4752 or EventID=4753 or EventID=4764 or EventID=4765)]]</Select> \  

                <Select Path="Security">*[System[(EventID=4766 or EventID=4767 or EventID=4780 or EventID=4781 or 

EventID=4782 or EventID=4793 or EventID=4794 or EventID=4797 or EventID=4798 or EventID=4799 or EventID=5376 or 

EventID=5377)]]</Select> \  

                <Select Path="Security">*[System[(EventID=4608 or EventID=4610 or EventID=4611 or EventID=4612 or 

EventID=4614 or EventID=4615 or EventID=4616 or EventID=4618 or EventID=4621 or EventID=4622 or EventID=4697)]]</Select> \  

                <Select Path="Security">*[System[(EventID=5024 or EventID=5025 or EventID=5027 or EventID=5028 or 

EventID=5029 or EventID=5030 or EventID=5032 or EventID=5033 or EventID=5034 or EventID=5035 or EventID=5037)]]</Select> \  

                <Select Path="Security">*[System[(EventID=5038 or EventID=5056 or EventID=5058 or EventID=5059 or 

EventID=5061 or EventID=5890 or EventID=6281 or EventID=6400 or EventID=6401 or EventID=6402 or EventID=6403)]]</Select> \  

                <Select Path="Security">*[System[(EventID=6404 or EventID=6405 or EventID=6406 or EventID=6407 or 

EventID=6408 or EventID=6409 or EventID=6410)]]</Select> \  
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            </Query> \  

         </QueryList>  

</Input> 

 

<Output out_eventlog> 

  Module om_udp 

  Host %NCloud% 

  Port 514 

  Exec $SyslogFacilityValue = 17; 

  Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message; 

  Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \  

          else if ($EventType == 'WARNING')  { $SyslogSeverityValue = 4; } \  

          else if ($EventType == 'INFO' or $EventType == 'AUDIT_SUCCESS')  { $SyslogSeverityValue = 5; }  

  Exec to_syslog_bsd(); 

</Output> 

 

<Route eventlog> 

  Path in_eventlog => out_eventlog 

</Route> 

 

## For Microsoft IIS(Internet Information Server) log file use the following: 

<Input in_iislog> 

  Module im_file 

  File '%IISLog%\u_ex*.log' 

  ReadFromLast TRUE 

  Recursive TRUE 

  SavePos TRUE 

</Input> 

 

<Output out_iislog> 

  Module om_udp 

  Host %NCloud% 

  Port 514 

  Exec $SyslogFacilityValue = 22; 

  Exec $raw_event = "IIS [info]: " + $raw_event ; 

  Exec to_syslog_bsd(); 
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</Output> 

 

<Route iislog> 

  Path in_iislog => out_iislog 

</Route> 

9ƴǘŜǊ ǘƘŜ bπ/ƭƻǳŘ ǎȅǎǘŜƳ Lt ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ ōƭǳŜ ǘŜȄǘ ǎŜŎǘƛƻƴΦ 

define NCloud 192.168.8.4 

¢Ƙƛǎ ŜȄŀƳǇƭŜ ƛǎ ōŀǎŜŘ ƻƴ ŀ спπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΦ 

CƻǊ ŀ онπōƛǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΣ ǳǎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜǘǘƛƴƎ ƛƴǎǘŜŀŘΥ 

define ROOT C:\Program Files (x86)\nxlog 

9ƴǘŜǊ ǘƘŜ ŜȄŎƘŀƴƎŜ ƳŜǎǎŀƎŜ ǘǊŀŎƪƛƴƎ ƭƻƎ ǇŀǘƘǎ ƛƴ ōƭǳŜ ǘŜȄǘ ǎŜŎǘƛƻƴΥ 

define MailLog C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking 

9ƴǘŜǊ ǘƘŜ LL{ ό²о/ύ ƭƻƎ ǇŀǘƘǎ ƛƴ ōƭǳŜ ǘŜȄǘ ǎŜŎǘƛƻƴΥ 

define IISpath C:\ inetpub\ logs\LogFiles 

 

Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as 

ǘȅǇŜΣ ǎŜƭŜŎǘ ά!ƭƭ CƛƭŜǎ όϝΦϝύέΦ For Encoding, select UTF-8 to avoid encoding errors that could prevent the 

service from starting.  
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1.4 Starting the NXLog Service  

όмύ hǇŜƴ ά²ƛƴŘƻǿǎ tƻǿŜǊǎƘŜƭƭΦέ 

 

 

όнύ wŜǎǘŀǊǘ ǘƘŜ b·[ƻƎ ǎŜǊǾƛŎŜΣ ǾŜǊƛŦȅ ǘƘŀǘ ƛǘ ƛǎ ǊǳƴƴƛƴƎΣ ŀƴŘ ŜƴǎǳǊŜ ǘƘŜǊŜ ŀǊŜ ƴƻ ŜǊǊƻǊ ƳŜǎǎŀƎŜǎΥ 

PS C:\> Restart-Service -Name nxlog 

PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType 

PS C:\> Get-Content 'C:\  Program Files\  nxlog\data\nxlog.log' 

 

όоύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ƻǇŜƴ ǘƘŜ {ŜǊǾƛŎŜǎ ŎƻƴǎƻƭŜΥ 

PS C:\> Services.msc 
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(4) hǇŜƴ ǘƘŜ b·[ƻƎ ǎŜǊǾƛŎŜ ǇǊƻǇŜǊǘƛŜǎΥ ǎŜƭŜŎǘ άb·[ƻƎέ Ҧ/ƭƛŎƪ  άtǊƻǇŜǊǘƛŜǎΦέ   

(5) hƴ ǘƘŜ DŜƴŜǊŀƭ ǘŀōΣ ǾŜǊƛŦȅ ǘƘŀǘ {ǘŀǊǘǳǇ ǘȅǇŜ ƛǎ ǎŜǘ ǘƻ !ǳǘƻƳŀǘƛŎ ό5ŜƭŀȅŜŘ {ǘŀǊǘύΦ   
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(6) hƴ ǘƘŜ wŜŎƻǾŜǊȅ ǘŀōΣ ǾŜǊƛŦȅ ǘƘŀǘ CƛǊǎǘ ŦŀƛƭǳǊŜΣ {ŜŎƻƴŘ ŦŀƛƭǳǊŜΣ ŀƴŘ {ǳōǎŜǉǳŜƴǘ ŦŀƛƭǳǊŜǎ ŀǊŜ ŀƭƭ ǎŜǘ ǘƻ 

άwŜǎǘŀǊǘ ǘƘŜ {ŜǊǾƛŎŜέΣ ǘƘŜƴ ŎƭƛŎƪ άhYΦέ    
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2. Exchange 2007  

¢ƘŜ 9ȄŀƳǇƭŜ ƘŜǊŜΥ 9ȄŎƘŀƴƎŜ нллт ƛƴǎǘŀƭƭŜŘ ƻƴ ŀ ²ƛƴŘƻǿǎ нлло ǎŜǊǾŜǊΦ 

¸ƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ƳŜǎǎŀƎŜ ǘǊŀŎƪƛƴƎ ƭƻƎǎ ǳǎƛƴƎ ŜƛǘƘŜǊ ǘƘŜ 9ȄŎƘŀƴƎŜ aŀƴŀƎŜƳŜƴǘ /ƻƴǎƻƭŜ ƻǊ ǘƘŜ 9ȄŎƘŀƴƎŜ 

aŀƴŀƎŜƳŜƴǘ {ƘŜƭƭΦ 

2.1 Exchange MessageTracking Log  

¢ƻ ƳƻŘƛŦȅ ƴȄƭƻƎΦŎƻƴŦΥ 

Note: Please refer to 1.3 NXLog Configuration File. 

9Řƛǘ ǘƘŜ ōƭǳŜ ǘŜȄǘ ǎŜŎǘƛƻƴ ǘƻ ǎǇŜŎƛŦȅ ǘƘŜ ƳŜǎǎŀƎŜ ǘǊŀŎƪƛƴƎ ƭƻƎ ŦƻƭŘŜǊΥ 

define MailLog C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\MessageTracking 

2.1.1 Exchange Management Console  

όмύ hǇŜƴ ά9ȄŎƘŀƴƎŜ aŀƴŀƎŜƳŜƴǘ /ƻƴǎƻƭŜΦέ 

 

όнύ 9ȄǇŀƴŘ ά{ŜǊǾŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ ǎŜƭŜŎǘ άIǳō ¢ǊŀƴǎǇƻǊǘέ Ҧ ǎŜƭŜŎǘ ά9ȄŎƘŀƴƎŜ {ŜǊǾŜǊ ό²Lbнллоύέ Ҧ 

ǎŜƭŜŎǘ άtǊƻǇŜǊǘƛŜǎΦέ  
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όоύ Dƻ ǘƻ ǘƘŜ [ƻƎ {ŜǘǘƛƴƎǎ ǘŀō Ҧ ǾŜǊƛŦȅ ǘƘŀǘ 9ƴŀōƭŜ ƳŜǎǎŀƎŜ ǘǊŀŎƪƛƴƎ ƭƻƎ ƛǎ ŎƘŜŎƪŜŘ ŀƴŘ ǘƘŜ ƳŜǎǎŀƎŜ 

ǘǊŀŎƪƛƴƎ ƭƻƎ ǇŀǘƘ ƛǎ ǎŜǘ ǘƻΥ 

C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\MessageTracking 
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2.1.2 Exchange Management Shell  

όмύ hǇŜƴέ 9ȄŎƘŀƴƎŜ aŀƴŀƎŜƳŜƴǘ {ƘŜƭƭΦέ 

 

 

όнύ ±ŜǊƛŦȅ ǘƘŀǘ aŜǎǎŀƎŜ ǘǊŀŎƪƛƴƎ ƭƻƎ ƛǎ ŜƴŀōƭŜŘ ŀƴŘ ŎƘŜŎƪ ǘƘŜ ƳŜǎǎŀƎŜ ǘǊŀŎƪƛƴƎ ƭƻƎ ǇŀǘƘΥ 

ώ/ΥξtǊƻƎǊŀƳ CƛƭŜǎξaƛŎǊƻǎƻŦǘξ9ȄŎƘŀƴƎŜ {ŜǊǾŜǊξ¢ǊŀƴǎǇƻǊǘwƻƭŜǎξ[ƻƎǎξaŜǎǎŀƎŜ¢ǊŀŎƪƛƴƎϐ 

[PS] C:\> Get-TransportServer Win2003 | Select-Object *Track* 

 

Replace the red text section with the name of your Exchange server 
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2.2 IIS Log  

όмύ hǇŜƴ LƴǘŜǊƴŜǘ LƴŦƻǊƳŀǘƛƻƴ {ŜǊǾƛŎŜǎ όLL{ύ aŀƴŀƎŜǊΦ 

όнύ wƛƎƘǘπŎƭƛŎƪ ƻƴ ǘƘŜ άLL{ ǎŜǊǾŜǊέόǘƘŜ ŜȄŀƳǇƭŜ ƘŜǊŜ ƛǎ ²Lbнллоπ!5π9bDύ Ҧ ǎŜƭŜŎǘ άtǊƻǇŜǊǘƛŜǎΦέ  
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όоύ /ƘŜŎƪ 9ƴŎƻŘŜ ²Ŝō ǎƛǘŜ ƭƻƎǎ ƛƴ ά¦¢Cπуέ Ҧ ŎƭƛŎƪ άhYΦέ  

όпύ /ƭƛŎƪ άhYέ ŀƎŀƛƴ ǘƻ ǊŜǎǘŀǊǘ ǘƘŜ LL{ ǎŜǊǾƛŎŜΦ  

όрύ hǇŜƴ ά/ƻƳƳŀƴŘ tǊƻƳǇǘΦέ   
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όсύ /ǊŜŀǘŜ ŀƴŘ ǾŜǊƛŦȅ ǘƘŜ LL{ [ƻƎCƛƭŜǎ ŘƛǊŜŎǘƻǊȅΥ 

C:\> mkdir C:\ Inetpub\ logs\LogFiles 

C:\> dir C:\ Inetpub\ logs 

(7) wƛƎƘǘπŎƭƛŎƪ ƻƴ ά²Ŝō {ƛǘŜǎέ Ҧ ǎŜƭŜŎǘ άtǊƻǇŜǊǘƛŜǎΦέ   
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(8) Lƴ ǘƘŜ ²Ŝō {ƛǘŜ ǘŀōΥ ŎƘŜŎƪ ά9ƴŀōƭŜ ƭƻƎƎƛƴƎέ Ҧ ǎŜƭŜŎǘ ά²о/ 9ȄǘŜƴŘŜŘ [ƻƎ CƛƭŜ CƻǊƳŀǘέ ŀǎ ǘƘŜ ŀŎǘƛǾŜ 

ƭƻƎ ŦƻǊƳŀǘ Ҧ ŎƭƛŎƪ άtǊƻǇŜǊǘƛŜǎΦέ  

(9) Lƴ ǘƘŜ DŜƴŜǊŀƭ ǘŀōΥ 

{Ŝǘ ƭƻƎ ǎŎƘŜŘǳƭŜ ǘƻ άIƻǳǊƭȅέ Ҧ ŎƘŜŎƪ ά¦ǎŜ ƭƻŎŀƭ ǘƛƳŜέ ŦƻǊ ŦƛƭŜ ƴŀƳƛƴƎ ŀƴŘ ǊƻƭƭƻǾŜǊҦ ŜƴǘŜǊ ǘƘŜ ƭƻƎ ŦƛƭŜ 

ŘƛǊŜŎǘƻǊȅΥ /ΥξLƴŜǘǇǳōξƭƻƎǎξ[ƻƎCƛƭŜǎҦ ŎƭƛŎƪ ά!ǇǇƭȅΦέ  
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(10)  Lƴ ǘƘŜ 9ȄǘŜƴŘŜŘ tǊƻǇŜǊǘƛŜǎ ǘŀōΥ 

{ŜƭŜŎǘ 5ŀǘŜ όŘŀǘŜύΣ ¢ƛƳŜ όǘƛƳŜύΣ /ƭƛŜƴǘ Lt !ŘŘǊŜǎǎ όŎπƛǇύΣ ¦ǎŜǊ bŀƳŜ όŎǎπǳǎŜǊƴŀƳŜύΣ {ŜǊǾƛŎŜ bŀƳŜ όǎπ

ǎƛǘŜƴŀƳŜύΣ {ŜǊǾŜǊ bŀƳŜ όǎπŎƻƳǇǳǘŜǊƴŀƳŜύΣ {ŜǊǾŜǊ Lt !ŘŘǊŜǎǎ όǎπƛǇύΣ {ŜǊǾŜǊ tƻǊǘ όǎπǇƻǊǘύΣ aŜǘƘƻŘ όŎǎπ

ƳŜǘƘƻŘύΣ ¦wL {ǘŜƳ όŎǎπǳǊƛπǎǘŜƳύΣ ¦wL vǳŜǊȅ όŎǎπǳǊƛπǉǳŜǊȅύΣ tǊƻǘƻŎƻƭ {ǘŀǘǳǎ όǎŎπǎǘŀǘǳǎύΣ tǊƻǘƻŎƻƭ 

{ǳōǎǘŀǘǳǎ όǎŎπǎǳōǎǘŀǘǳǎύΣ ²ƛƴон {ǘŀǘǳǎ όǎŎπǿƛƴонπǎǘŀǘǳǎύΣ .ȅǘŜǎ {Ŝƴǘ όǎŎπōȅǘŜǎύΣ .ȅǘŜǎ wŜŎŜƛǾŜŘ όŎǎπ

ōȅǘŜǎύΣ ¢ƛƳŜ ¢ŀƪŜƴ όǘƛƳŜπǘŀƪŜƴύΣ tǊƻǘƻŎƻƭ ±ŜǊǎƛƻƴ όŎǎπǾŜǊǎƛƻƴύΣ Iƻǎǘ όŎǎπƘƻǎǘύΣ ¦ǎŜǊ !ƎŜƴǘ όŎǎό¦ǎŜǊπ

!ƎŜƴǘύύΣ /ƻƻƪƛŜ όŎǎό/ƻƻƪƛŜύύΣ wŜŦŜǊǊŜǊ όŎǎόwŜŦŜǊŜǊύύ 

Ҧ /ƭƛŎƪ άhYΦέ  
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(11)  /ƭƛŎƪ ά{ŜƭŜŎǘ !ƭƭέ ǘƻ ŀǇǇƭȅ ǘƻ ŀƭƭ ²Ŝō ǎƛǘŜǎ Ҧ ŎƭƛŎƪ άhYΦέ  

(12)  ±ŜǊƛŦȅ LL{ ƭƻƎ ŦƛƭŜǎ ŀǊŜ ŎǊŜŀǘŜŘ ƛƴ ǘƘŜ ŘƛǊŜŎǘƻǊȅΥ /ΥξLƴŜǘǇǳōξƭƻƎǎξ[ƻƎCƛƭŜǎξ²о{±/м 
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2.3 Event Log  

2.3.1 Organizational Unit (OU) Configuration  

όмύ /ƭƛŎƪ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎΦέ 

 

όнύ !ŘŘ ŀƴ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘ 

wƛƎƘǘπŎƭƛŎƪ ƻƴ ά5ƻƳŀƛƴ /ƻƴǘǊƻƭƭŜǊǎΣ ǎŜƭŜŎǘ άbŜǿΣέ ŀƴŘ ŎƭƛŎƪ άhǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΦέ 
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όоύ 9ƴǘŜǊ ȅƻǳǊ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘ ƴŀƳŜΥ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ 

Note: Please create the organizational unit name according to the actual environment. Ҧ ŎƭƛŎƪ άhYΦέ 

 

όпύ aƻǾŜ ǘƘŜ {ŜǊǾŜǊ ǘƻ ȅƻǳǊ bŜǿ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

{ŜƭŜŎǘ ά/ƻƳǇǳǘŜǊǎέ Ҧ ǊƛƎƘǘπŎƭƛŎƪ ƻƴ ǘƘŜ ά²Lbнллоπ!5π9bDέ ǎŜǊǾŜǊΦ 

Note: Please select the Windows AD server according to the actual environment. Ҧ ŎƭƛŎƪ άaƻǾŜΦέ  
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όрύ {ŜƭŜŎǘ ȅƻǳǊ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

{ŜƭŜŎǘ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ Ҧ ŎƭƛŎƪ άhYΦέ 

 

όсύ ±ŜǊƛŦȅ ǘƘŜ {ŜǊǾŜǊ Iŀǎ .ŜŜƴ aƻǾŜŘ ǘƻ ȅƻǳǊ bŜǿ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

9ȄǇŀƴŘ ά5ƻƳŀƛƴ /ƻƴǘǊƻƭƭŜǊǎέ ŀƴŘ ǎŜƭŜŎǘ ȅƻǳǊ h¦ ŦƻƭŘŜǊ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ ŀƴŘ ŎƻƴŦƛǊƳ ǘƘŀǘ 

ǘƘŜ ά²Lbнллоπ!5π9bDέ ǎŜǊǾŜǊ Ƙŀǎ ōŜŜƴ ƳƻǾŜŘΦ  
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2.3.2 Group Policy Settings  

όмύ /ƭƛŎƪ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎΦέ 

 

 

όнύ Lƴ ǘƘŜ ά{ŜǊǾŜǊǎέ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ όh¦ύΣ ǊƛƎƘǘπŎƭƛŎƪ ŀƴŘ ǎŜƭŜŎǘ άtǊƻǇŜǊǘƛŜǎΦέ 
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όоύ 9ƴǘŜǊ ǘƘŜ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ όDthύ ƴŀƳŜ 

hƴ ǘƘŜ άDǊƻǳǇ tƻƭƛŎȅέ ǇŀƎŜ Ҧ ŎƭƛŎƪ άbŜǿΦέ  

όпύ 9Řƛǘ ȅƻǳǊ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ  

Lƴ ȅƻǳǊ ƎǊƻǳǇ ǇƻƭƛŎȅ ƻōƧŜŎǘΣ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ άbπtŀǊǘƴŜǊ tƻƭƛŎȅέύ  

Note: Please create the GPO name according to the actual environment.  

Ҧ ǎŜƭŜŎǘ ά9ŘƛǘΦέ  
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όрύ [ƻŎŀƭ DǊƻǳǇ tƻƭƛŎƛŜǎΥ !ǳŘƛǘ tƻƭƛŎȅ 

9ȄǇŀƴŘ ŦƻƭŘŜǊ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ ά[ƻŎŀƭ tƻƭƛŎƛŜǎέ 

Ҧ ά!ǳŘƛǘ tƻƭƛŎȅΦέ !ƴŘ ŎƭƛŎƪ ƻƴ ά!ǳŘƛǘ ŀŎŎƻǳƴǘ ƭƻƎƻƴ ŜǾŜƴǘǎΣέ ά!ǳŘƛǘ ŀŎŎƻǳƴǘ ƳŀƴŀƎŜƳŜƴǘΣέ ά!ǳŘƛǘ ƭƻƎƻƴ 

ŜǾŜƴǘǎΣέ ŀƴŘ ά!ǳŘƛǘ ǎȅǎǘŜƳ ŜǾŜƴǘǎέ Ҧ ŎƘŜŎƪ ά5ŜŦƛƴŜ ǘƘŜǎŜ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎǎέΥ {ǳŎŎŜǎǎΣ CŀƛƭǳǊŜΦ Ҧ ŎƭƛŎƪ άhYΦέ 
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όсύ 9ǾŜƴǘ [ƻƎΥ {ŜŎǳǊƛǘȅ [ƻƎ wŜǘŜƴǘƛƻƴ aŜǘƘƻŘ 

9ȄǇŀƴŘ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ ά9ǾŜƴǘ [ƻƎέ Ҧ ǎŜƭŜŎǘ 

άwŜǘŜƴǘƛƻƴ ƳŜǘƘƻŘ ŦƻǊ ǎŜŎǳǊƛǘȅ ƭƻƎέ Ҧ ŎƘŜŎƪ ά5ŜŦƛƴŜ ǘƘƛǎ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎέ Ҧ ǎŜƭŜŎǘ άhǾŜǊǿǊƛǘŜ ŜǾŜƴǘǎ ŀǎ 

ƴŜŜŘŜŘέ Ҧ ŎƭƛŎƪ άhYΦέ 
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όтύ 9ǾŜƴǘ [ƻƎǎΥ aŀȄƛƳǳƳ {ƛȊŜ ƻŦ {ŜŎǳǊƛǘȅ [ƻƎ 

9ȄǇŀƴŘ ŦƻƭŘŜǊ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ ά9ǾŜƴǘ [ƻƎέ Ҧ 

ŀƴŘ ŎƭƛŎƪ ƻƴ άaŀȄƛƳǳƳ ǎŜŎǳǊƛǘȅ ƭƻƎ ǎƛȊŜέ Ҧ /ƘŜŎƪ ά5ŜŦƛƴŜ ǘƘƛǎ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎέ Ҧ ŜƴǘŜǊ нлпулл Y.  

Note: Please adjust the number based on the actual environment. Ҧ ŎƭƛŎƪ άhYΦέ  

  



 

                     32 
 

όуύ hƴ ǘƘŜ 9ȄŎƘŀƴƎŜ ǎŜǊǾŜǊΣ ƻǇŜƴ ά/ƻƳƳŀƴŘ tǊƻƳǇǘΦέ 

 

όфύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜŦǊŜǎƘ ƎǊƻǳǇ ǇƻƭƛŎȅΦ 

C:\> gpupdate /force 

όмлύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǾŜǊƛŦȅ ǘƘŜ ŀǇǇƭƛŜŘ ƎǊƻǳǇ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎǎΦ 

C:\> gpresult /v 
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3. Exchange  2010 

9ȄŀƳǇƭŜΥ 9ȄŎƘŀƴƎŜ нлмл ƛƴǎǘŀƭƭŜŘ ƻƴ ŀ ²ƛƴŘƻǿǎ нллу ǎŜǊǾŜǊΦ 

aŜǎǎŀƎŜ ǘǊŀŎƪƛƴƎ ƭƻƎǎ Ŏŀƴ ōŜ ŎƻƴŦƛƎǳǊŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ά9ȄŎƘŀƴƎŜ aŀƴŀƎŜƳŜƴǘ /ƻƴǎƻƭŜέ ƻǊ ǘƘŜ ά9ȄŎƘŀƴƎŜ 

aŀƴŀƎŜƳŜƴǘ {ƘŜƭƭΦέ 

3.1 Exchange MessageTracking Log  

aƻŘƛŦȅ ƴȄƭƻƎΦŎƻƴŦ 

Note: Please refer to 1.3 NXLog Configuration File. 

9Řƛǘ ǘƘŜ ōƭǳŜ ǘŜȄǘ ǎŜŎǘƛƻƴ ǘƻ ǎǇŜŎƛŦȅ ǘƘŜ ƳŜǎǎŀƎŜ ǘǊŀŎƪƛƴƎ ƭƻƎ ŦƻƭŘŜǊΥ 

 define MailLog\> C:\Program Files\Microsoft\Exchange Server\V14\TransportRoles\Logs\MessageTracking 

3.1.1 Exchange Management Console  

όмύ hǇŜƴ ά9ȄŎƘŀƴƎŜ aŀƴŀƎŜƳŜƴǘ /ƻƴǎƻƭŜΦέ 

όнύ 9ȄǇŀƴŘ ά{ŜǊǾŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ ǎŜƭŜŎǘ άIǳō ¢ǊŀƴǎǇƻǊǘέ Ҧ ǎŜƭŜŎǘ ά9ȄŎƘŀƴƎŜ {ŜǊǾŜǊ ό²Lbнллуύέ Ҧ 

άtǊƻǇŜǊǘƛŜǎΦέ    
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όоύ Dƻ ǘƻ ǘƘŜ ά[ƻƎ {ŜǘǘƛƴƎǎέ ǘŀō Ҧ ǾŜǊƛŦȅ ά9ƴŀōƭŜ ƳŜǎǎŀƎŜ ǘǊŀŎƪƛƴƎ ƭƻƎέ ƛǎ ŎƘŜŎƪŜŘ ŀƴŘ ǘƘŜ ƭƻƎ ǇŀǘƘ ƛǎ ǎŜǘ 

ǘƻΥ /ΥξtǊƻƎǊŀƳ CƛƭŜǎξaƛŎǊƻǎƻŦǘξ9ȄŎƘŀƴƎŜ {ŜǊǾŜǊξ±мпξ¢ǊŀƴǎǇƻǊǘwƻƭŜǎξ[ƻƎǎξaŜǎǎŀƎŜ¢ǊŀŎƪƛƴƎ 
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3.1.2 Exchange Management Shell  

όмύ hǇŜƴ ά9ȄŎƘŀƴƎŜ aŀƴŀƎŜƳŜƴǘ {ƘŜƭƭΦέ 

  

 

όнύ ±ŜǊƛŦȅ ǘƘŀǘ άaŜǎǎŀƎŜ ǘǊŀŎƪƛƴƎ ƭƻƎέ ƛǎ ŜƴŀōƭŜŘ ŀƴŘ ŎƘŜŎƪ ǘƘŜ ƭƻƎ ǇŀǘƘΥ 

[PS] C:\> Get-TransportServer Win2008 | Select-Object *Track* 

 

Note: Replace the red text section with the name of your Exchange server. 
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3.2 IIS Log  

aƻŘƛŦȅ ƴȄƭƻƎΦŎƻƴŦ 

bƻǘŜΥ wŜŦŜǊ ǘƻ ϦмΦо b·[ƻƎ /ƻƴŦƛƎǳǊŀǘƛƻƴ CƛƭŜϦΦ 

9Řƛǘ ǘƘŜ ōƭǳŜ ǘŜȄǘ ǎŜŎǘƛƻƴ ǘƻ ǎǇŜŎƛŦȅ ǘƘŜ LL{ ƭƻƎ ŦƻƭŘŜǊ ǇŀǘƘΥ 

define IISLog C:\ inetpub\ logs\AdvancedLogs 

όмύ Lƴǎǘŀƭƭ ϦLL{ !ŘǾŀƴŎŜŘ [ƻƎƎƛƴƎϦ ŦƻǊ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нллуΦ 

/ƭƛŎƪ ά!ŘǾŀƴŎŜŘ[ƻƎƎƛƴƎспΦƳǎƛέ Ҧ ŎƘŜŎƪ άL ŀŎŎŜǇǘ ǘƘŜ ǘŜǊƳǎ ƛƴ ǘƘŜ ƭƛŎŜƴǎŜ ŀƎǊŜŜƳŜƴǘέ Ҧ ŎƭƛŎƪ άLƴǎǘŀƭƭέ Ҧ 

άCƛƴƛǎƘΦέ 

 

όнύ hǇŜƴ άLƴǘŜǊƴŜǘ LƴŦƻǊƳŀǘƛƻƴ {ŜǊǾƛŎŜǎ όLL{ύ aŀƴŀƎŜǊΦέ 
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όоύ {ŜƭŜŎǘ άLL{ {ŜǊǾŜǊέ Ҧ ά[ƻƎƎƛƴƎΦέ  

όпύ /ƭƛŎƪ ά5ƛǎŀōƭŜΦέ 
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όрύ ±ŜǊƛŦȅ ǘƘŀǘ ƭƻƎƎƛƴƎ ƛǎ ŘƛǎŀōƭŜŘΦ 

 

όсύ /ƭƛŎƪ ά!ŘǾŀƴŎŜŘ [ƻƎƎƛƴƎΦέ 
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όтύ /ƭƛŎƪ ά9Řƛǘ [ƻƎƎƛƴƎ CƛŜƭŘǎΦέ 

 

όуύ /ƭƛŎƪ ά!ŘŘ CƛŜƭŘΦέ 
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όфύ 9ƴǘŜǊ ŦƛŜƭŘ L5Υ ·πCƻǊǿŀǊŘŜŘπCƻǊ Ҧ ǎŜƭŜŎǘ ŎŀǘŜƎƻǊȅΥ ά5ŜŦŀǳƭǘέ Ҧ ǎƻǳǊŎŜ ǘȅǇŜΥ άwŜǉǳŜǎǘ IŜŀŘŜǊέ Ҧ 

ŜƴǘŜǊ ǎƻǳǊŎŜ ƴŀƳŜΥ ·πCƻǊǿŀǊŘŜŘπCƻǊ Ҧ ŎƭƛŎƪ άhYΦέ 

όмлύ /ƭƛŎƪ άhYΦέ 
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όммύ /ƭƛŎƪ ά9ƴŀōƭŜ !ŘǾŀƴŎŜŘ [ƻƎƎƛƴƎέ ŀƴŘ ά9ƴŀōƭŜ /ƭƛŜƴǘ [ƻƎƎƛƴƎΦέ 

όмнύ {ŜƭŜŎǘ ά҈/hat¦¢9wb!a9҈π{ŜǊǾŜǊέ Ҧ ŎƭƛŎƪ ά5ƛǎŀōƭŜ [ƻƎ 5ŜŦƛƴƛǘƛƻƴΦέ 
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(13)  /ƭƛŎƪ ά!ŘŘ [ƻƎ 5ŜŦƛƴƛǘƛƻƴΦέ  

(14)  9ƴǘŜǊ ōŀǎŜ ŦƛƭŜ ƴŀƳŜΥ ǳψŜȄ Ҧ ŎƘŜŎƪ ά9ƴŀōƭŜŘέ Ҧ ǎŜƭŜŎǘ ǎŎƘŜŘǳƭŜΥ άIƻǳǊƭȅέ Ҧ ŎƭƛŎƪ ά{ŜƭŜŎǘ CƛŜƭŘǎΦέ  
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(15)  {ŜƭŜŎǘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛŜƭŘǎ Ҧ ŎƭƛŎƪ άhYέΥ 

·πCƻǊǿŀǊŘŜŘπCƻǊΣ ²ƛƴон{ǘŀǘǳǎ όǎŎπǿƛƴонπǎǘŀǘǳǎύΣ ¦ǎŜǊbŀƳŜ όŎǎπǳǎŜǊƴŀƳŜύΣ ¦ǎŜǊ !ƎŜƴǘ όŎǎό¦ǎŜǊπ

!ƎŜƴǘύύΣ ¦wLπ{ǘŜƳ όŎǎπǳǊƛπǎǘŜƳύΣ ¦wLπvǳŜǊȅǎǘǊƛƴƎ όŎǎπǳǊƛπǉǳŜǊȅύΣ ¢ƛƳŜπ[ƻŎŀƭ όǘƛƳŜπƭƻŎŀƭύΣ ¢ƛƳŜ ¢ŀƪŜƴ 

ό¢ƛƳŜ¢ŀƪŜƴa{ύΣ {ǳōǎǘŀǘǳǎ όǎŎπǎǳōǎǘŀǘǳǎύΣ {ǘŀǘǳǎ όǎŎπǎǘŀǘǳǎύΣ {ƛǘŜ bŀƳŜ όǎπǎƛǘŜƴŀƳŜύΣ {ŜǊǾŜǊπLt όǎπƛǇύΣ 

{ŜǊǾŜǊ tƻǊǘ όǎπǇƻǊǘύΣ {ŜǊǾŜǊ bŀƳŜ όǎπŎƻƳǇǳǘŜǊƴŀƳŜύΣ wŜŦŜǊǊŜǊ όŎǎόwŜŦŜǊŜǊύύΣ tǊƻǘƻŎƻƭ ±ŜǊǎƛƻƴ όŎǎπ

ǾŜǊǎƛƻƴύΣ aŜǘƘƻŘ όŎǎπƳŜǘƘƻŘύΣ Iƻǎǘ όŎǎπƘƻǎǘύΣ 5ŀǘŜπ[ƻŎŀƭ όŘŀǘŜπƭƻŎŀƭύΣ /ƻƻƪƛŜ όŎǎό/ƻƻƪƛŜύύΣ /ƭƛŜƴǘπLt όŎπ

ƛǇύΣ .ȅǘŜǎ {Ŝƴǘ όǎŎπōȅǘŜǎύΣ .ȅǘŜǎ wŜŎŜƛǾŜŘ όŎǎπōȅǘŜǎύΦ   
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(16)  !ŘƧǳǎǘ ǘƘŜ ǎŜƭŜŎǘŜŘ ŦƛŜƭŘǎΥ 5ŀǘŜπ[ƻŎŀƭ όŘŀǘŜπƭƻŎŀƭύΣ ¢ƛƳŜπ[ƻŎŀƭ όǘƛƳŜπƭƻŎŀƭύΣ {ƛǘŜ bŀƳŜ όǎπǎƛǘŜƴŀƳŜύΣ 

{ŜǊǾŜǊ bŀƳŜ όǎπŎƻƳǇǳǘŜǊƴŀƳŜύΣ {ŜǊǾŜǊπLt όǎπƛǇύΣ aŜǘƘƻŘ όŎǎπƳŜǘƘƻŘύΣ ¦wLπ{ǘŜƳ όŎǎπǳǊƛπǎǘŜƳύΣ ¦wLπ

vǳŜǊȅǎǘǊƛƴƎ όŎǎπǳǊƛπǉǳŜǊȅύΣ {ŜǊǾŜǊ tƻǊǘ όǎπǇƻǊǘύΣ ¦ǎŜǊbŀƳŜ όŎǎπǳǎŜǊƴŀƳŜύΣ /ƭƛŜƴǘπLt όŎπƛǇύΣ tǊƻǘƻŎƻƭ 

±ŜǊǎƛƻƴ όŎǎπǾŜǊǎƛƻƴύΣ ¦ǎŜǊ !ƎŜƴǘ όŎǎό¦ǎŜǊπ!ƎŜƴǘύύΣ /ƻƻƪƛŜ όŎǎό/ƻƻƪƛŜύύΣ wŜŦŜǊǊŜǊ όŎǎόwŜŦŜǊŜǊύύΣ Iƻǎǘ όŎǎπ

ƘƻǎǘύΣ {ǘŀǘǳǎ όǎŎπǎǘŀǘǳǎύΣ {ǳōǎǘŀǘǳǎ όǎŎπǎǳōǎǘŀǘǳǎύΣ ²ƛƴон{ǘŀǘǳǎ όǎŎπǿƛƴонπǎǘŀǘǳǎύΣ .ȅǘŜǎ {Ŝƴǘ όǎŎπ

ōȅǘŜǎύΣ .ȅǘŜǎ wŜŎŜƛǾŜŘ όŎǎπōȅǘŜǎύΣ ¢ƛƳŜ ¢ŀƪŜƴ ό¢ƛƳŜ¢ŀƪŜƴa{ύΣ ·πCƻǊǿŀǊŘŜŘπCƻǊ ˽ ŎƭƛŎƪ άaƻǾŜ ¦Ǉέ 

ƻǊ άaƻǾŜ 5ƻǿƴέ ˽  ŎƭƛŎƪ ά!ǇǇƭȅΦέ  



 

                     45 
 

(17)  /ƭƛŎƪ άwŜǘǳǊƴ ǘƻ !ŘǾŀƴŎŜŘ [ƻƎƎƛƴƎΦέ 

(18)  /ƭƛŎƪ ά9Řƛǘ [ƻƎƎƛƴƎ 5ƛǊŜŎǘƻǊȅΦέ 
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(19)  ±ŜǊƛŦȅ ά{ŜǊǾŜǊ [ƻƎƎƛƴƎ 5ƛǊŜŎǘƻǊȅέ ŀƴŘ ά5ŜŦŀǳƭǘ ²Ŝō {ƛǘŜ [ƻƎƎƛƴƎ 5ƛǊŜŎǘƻǊȅέ ǇŀǘƘǎ ˽ ŎƭƛŎƪ άhYΦέ 

(20)  /ƭƛŎƪ άwŜǎǘŀǊǘέ LL{ ǎŜǊǾƛŎŜΦ 

(21)  ±ŜǊƛŦȅ LL{ ƭƻƎ ŦƛƭŜǎ ŀǊŜ ŎǊŜŀǘŜŘ ƛƴ ǘƘŜ ŦƻƭŘŜǊΥ /ΥξƛƴŜǘǇǳōξƭƻƎǎξ!ŘǾŀƴŎŜŘ[ƻƎǎ    
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3.3 Event Log  

3.3.1 Organizational Unit (OU) Configuration  

όмύ /ƭƛŎƪ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎΦέ 

 

όнύ !ŘŘ ŀƴ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘ 

wƛƎƘǘπŎƭƛŎƪ ǘƘŜ ά5ƻƳŀƛƴ bŀƳŜέ όǘƘŜ ŜȄŀƳǇƭŜ ƘŜǊŜ ƛǎ ƴǇŀǊǘƴŜǊΦƭƻŎŀƭύ Ҧ ǎŜƭŜŎǘ άbŜǿΣέ ŀƴŘ ŎƭƛŎƪ 

άhǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΦέ 
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όоύ 9ƴǘŜǊ ȅƻǳǊ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘ ƴŀƳŜΥ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ 

Note: Please create the organizational unit name according to the actual environment. Ҧ ŎƭƛŎƪ άhYΦέ 

 

όпύ aƻǾŜ ǘƘŜ {ŜǊǾŜǊ ǘƻ ȅƻǳǊ bŜǿ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

{ŜƭŜŎǘ ǘƘŜ ά/ƻƳǇǳǘŜǊǎέ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ όh¦ύ Ҧ ǊƛƎƘǘπŎƭƛŎƪ ƻƴ ǘƘŜ ά²Lbнллуπ!5π9bDέ ǎŜǊǾŜǊΦ 

Note: Please select the Windows AD server according to the actual environment. Ҧ ŎƭƛŎƪ άaƻǾŜΦέ   
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όрύ {ŜƭŜŎǘ ȅƻǳǊ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

{ŜƭŜŎǘ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ ŦǊƻƳ ǘƘŜ ά5ƻƳŀƛƴ /ƻƴǘǊƻƭƭŜǊǎέ Ҧ ŎƭƛŎƪ 

άhYΦέ 

 

όсύ ±ŜǊƛŦȅ ǘƘŜ {ŜǊǾŜǊ Iŀǎ .ŜŜƴ aƻǾŜŘ ǘƻ ȅƻǳǊ bŜǿ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

9ȄǇŀƴŘ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ ŦƻƭŘŜǊ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ ŀƴŘ ŎƻƴŦƛǊƳ ǘƘŀǘ ǘƘŜ ά²Lbнллуπ

!5π9bDέ ǎŜǊǾŜǊ Ƙŀǎ ōŜŜƴ ƳƻǾŜŘΦ  
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3.3.2 Group Policy Settings  

όмύ /ƭƛŎƪ άDǊƻǳǇ tƻƭƛŎȅ aŀƴŀƎŜƳŜƴǘΦέ 

 

όнύ wƛƎƘǘπŎƭƛŎƪ ǘƘŜ ά{ŜǊǾŜǊǎέ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ όh¦ύ ŀƴŘ ǎŜƭŜŎǘ ά/ǊŜŀǘŜ ŀ Dth ƛƴ ǘƘƛǎ ŘƻƳŀƛƴΣ ŀƴŘ [ƛƴƪ ƛǘ 

ƘŜǊŜΧέ 
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όоύ 9ƴǘŜǊ ǘƘŜ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ όDthύ ƴŀƳŜ 

Lƴ ȅƻǳǊ ƎǊƻǳǇ ǇƻƭƛŎȅ ƻōƧŜŎǘΣ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ άbπtŀǊǘƴŜǊ tƻƭƛŎȅέύ  

Note: Please create the GPO name according to the actual environment.  

Ҧ ǎŜƭŜŎǘ άhYΦέ  

όпύ 9Řƛǘ ȅƻǳǊ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ 

wƛƎƘǘπŎƭƛŎƪ ǘƘŜ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ όDthύ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ άbπtŀǊǘƴŜǊ tƻƭƛŎȅέύ Ҧ ǎŜƭŜŎǘ ά9ŘƛǘΦέ   
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όрύ [ƻŎŀƭ DǊƻǳǇ tƻƭƛŎƛŜǎΥ !ǳŘƛǘ tƻƭƛŎȅ 

9ȄǇŀƴŘ ŦƻƭŘŜǊ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ ά[ƻŎŀƭ tƻƭƛŎƛŜǎέ 

Ҧ ά!ǳŘƛǘ tƻƭƛŎȅΦέ !ƴŘ ŎƭƛŎƪ ƻƴ ά!ǳŘƛǘ ŀŎŎƻǳƴǘ ƭƻƎƻƴ ŜǾŜƴǘǎΣέ ά!ǳŘƛǘ ŀŎŎƻǳƴǘ ƳŀƴŀƎŜƳŜƴǘΣέ ά!ǳŘƛǘ ƭƻƎƻƴ 

ŜǾŜƴǘǎΣέ ŀƴŘ ά!ǳŘƛǘ ǎȅǎǘŜƳ ŜǾŜƴǘǎέ Ҧ ŎƘŜŎƪ ά5ŜŦƛƴŜ ǘƘŜǎŜ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎǎέΥ {ǳŎŎŜǎǎΣ CŀƛƭǳǊŜΦ Ҧ ŎƭƛŎƪ άhYΦέ  
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όсύ 9ǾŜƴǘ [ƻƎΥ {ŜŎǳǊƛǘȅ [ƻƎ wŜǘŜƴǘƛƻƴ aŜǘƘƻŘ 

9ȄǇŀƴŘ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ άtƻƭƛŎƛŜǎέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ ά9ǾŜƴǘ 

[ƻƎέ Ҧ ǎŜƭŜŎǘ άwŜǘŜƴǘƛƻƴ ƳŜǘƘƻŘ ŦƻǊ ǎŜŎǳǊƛǘȅ ƭƻƎέ Ҧ ŎƘŜŎƪ ά5ŜŦƛƴŜ ǘƘƛǎ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎέ Ҧ ǎŜƭŜŎǘ 

άhǾŜǊǿǊƛǘŜ ŜǾŜƴǘǎ ŀǎ ƴŜŜŘŜŘέ Ҧ ŎƭƛŎƪ άhYΦέ  
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όтύ 9ǾŜƴǘ [ƻƎǎΥ aŀȄƛƳǳƳ {ƛȊŜ ƻŦ {ŜŎǳǊƛǘȅ [ƻƎ 

9ȄǇŀƴŘ ŦƻƭŘŜǊ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ άtƻƭƛŎƛŜǎέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ 

ά9ǾŜƴǘ [ƻƎέ Ҧ ŀƴŘ ŎƭƛŎƪ ƻƴ άaŀȄƛƳǳƳ ǎŜŎǳǊƛǘȅ ƭƻƎ ǎƛȊŜέ Ҧ /ƘŜŎƪ ά5ŜŦƛƴŜ ǘƘƛǎ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎέ Ҧ ŜƴǘŜǊ 

нлпулл Y.  

Note: Please adjust the number based on the actual environment. Ҧ ŎƭƛŎƪ άhYΦέ   
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όуύ hƴ ǘƘŜ 9ȄŎƘŀƴƎŜ ǎŜǊǾŜǊΣ ƻǇŜƴ ά²ƛƴŘƻǿǎ tƻǿŜǊ{ƘŜƭƭΦέ 

 

όфύ 9ƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ǊŜŦǊŜǎƘ ƎǊƻǳǇ ǇƻƭƛŎȅΦ 

PS C:\> gpupdate /force 

 

όмлύ hƴ ǘƘŜ ǎŜǊǾŜǊΣ ƻǇŜƴ ά²ƛƴŘƻǿǎ tƻǿŜǊ{ƘŜƭƭέ Ҧ ŜƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ōŜƭƻǿ ǘƻ ƎŜƴŜǊŀǘŜ ǘƘŜ ƎǊƻǳǇ 

ǇƻƭƛŎȅ ǊŜǇƻǊǘ ŦƻǊ ǘƘŜ ²ƛƴŘƻǿǎ CƛƭŜ ǎŜǊǾŜǊΦ 

PS C:\> Get-GPResultantSetofPolicy -Computer Win2008 -Path C:\ tmp\Win2008.html -ReportType html 

 

Replace the text shown in red with the Windows server name and the folder path/filename. 
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όммύ hǇŜƴ ǘƘŜ ǊŜǇƻǊǘ ŀƴŘ ǾŜǊƛŦȅ ǘƘŀǘ ǘƘŜ ²ƛƴŘƻǿǎнллуπ!5π9bD ǎŜǊǾŜǊ Ƙŀǎ ŀǇǇƭƛŜŘ ǘƘŜ άbπtŀǊǘƴŜǊ tƻƭƛŎȅέ 

DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ όDthύΦ  

  



 

                     57 
 

4. Exchange 2013  

9ȄŀƳǇƭŜΥ 9ȄŎƘŀƴƎŜ нлмо ƛƴǎǘŀƭƭŜŘ ƻƴ ŀ ²ƛƴŘƻǿǎ нлмн ǎŜǊǾŜǊΦ 

aŜǎǎŀƎŜ ǘǊŀŎƪƛƴƎ ƭƻƎǎ Ŏŀƴ ōŜ ŎƻƴŦƛƎǳǊŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ά9ȄŎƘŀƴƎŜ !ŘƳƛƴƛǎǘǊŀǘƛǾŜ /ŜƴǘŜǊέ ƻǊ ǘƘŜ ά9ȄŎƘŀƴƎŜ 

aŀƴŀƎŜƳŜƴǘ {ƘŜƭƭΦέ 

4.1 Exchange MessageTracking Log  

aƻŘƛŦȅ ƴȄƭƻƎΦŎƻƴŦ 

Note: Please refer to 1.3 NXLog Configuration File. 

9Řƛǘ ǘƘŜ ōƭǳŜ ǘŜȄǘ ǎŜŎǘƛƻƴ ǘƻ ǎǇŜŎƛŦȅ ǘƘŜ ƳŜǎǎŀƎŜ ǘǊŀŎƪƛƴƎ ƭƻƎ ŦƻƭŘŜǊΥ 

define MailLog C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking 

4.1.1 Exchange Administrative Center  

όмύ hǇŜƴ ά9ȄŎƘŀƴƎŜ !ŘƳƛƴƛǎǘǊŀǘƛǾŜ /ŜƴǘŜǊΦέ 

όнύ 9ƴǘŜǊ ǘƘŜ ¦w[Υ ƘǘǘǇǎΥκκғ9ȄŎƘŀƴƎŜLtҔκŜŎǇ Ҧ ŜƴǘŜǊ ά5ƻƳŀƛƴξǳǎŜǊƴŀƳŜέ ŀƴŘ ǇŀǎǎǿƻǊŘ Ҧ ŎƭƛŎƪ ά{ƛƎƴ 

ƛƴΦέ   
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όоύ {ŜƭŜŎǘ ǘƘŜ ά{ŜǊǾŜǊǎέ ǇŀƎŜ Ҧ ǎŜƭŜŎǘ ά{ŜǊǾŜǊǎέ Ҧ ǎŜƭŜŎǘ άaŀƛƭōƻȄ {ŜǊǾŜǊ ό²Lbнлмнπ!5π9bDύέ Ҧ ŎƭƛŎƪ 

ά9ŘƛǘΦέ 

όпύ {ŜƭŜŎǘ ά¢ǊŀƴǎǇƻǊǘ [ƻƎǎέ Ҧ ǾŜǊƛŦȅ ά9ƴŀōƭŜ ƳŜǎǎŀƎŜ ǘǊŀŎƪƛƴƎ ƭƻƎέ ƛǎ ŎƘŜŎƪŜŘ ŀƴŘ ǘƘŜ ƭƻƎ ǇŀǘƘ ƛǎ ǎŜǘ ǘƻΥ 

/ΥξtǊƻƎǊŀƳ CƛƭŜǎξaƛŎǊƻǎƻŦǘξ9ȄŎƘŀƴƎŜ {ŜǊǾŜǊξ±мрξ¢ǊŀƴǎǇƻǊǘwƻƭŜǎξ[ƻƎǎξaŜǎǎŀƎŜ¢ǊŀŎƪƛƴƎ Ҧ ŎƭƛŎƪ ά{ŀǾŜΦέ  
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4.1.2 Exchange Management Shell  

όмύ hǇŜƴ ά9ȄŎƘŀƴƎŜ aŀƴŀƎŜƳŜƴǘ {ƘŜƭƭΦέ  

 

όнύ ±ŜǊƛŦȅ ά9ƴŀōƭŜ ƳŜǎǎŀƎŜ ǘǊŀŎƪƛƴƎ ƭƻƎέ ƛǎ ŎƘŜŎƪŜŘ ŀƴŘ ǘƘŜ ƭƻƎ ǇŀǘƘ ƛǎ ǎŜǘ ǘƻΥ ώ/ΥξtǊƻƎǊŀƳ 

CƛƭŜǎξaƛŎǊƻǎƻŦǘξ9ȄŎƘŀƴƎŜ {ŜǊǾŜǊξ±мрξ¢ǊŀƴǎǇƻǊǘwƻƭŜǎξ[ƻƎǎξaŜǎǎŀƎŜ¢ǊŀŎƪƛƴƎϐ ŀƴŘ Ǌǳƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 

ŎƻƳƳŀƴŘ ƛƴ ά9ȄŎƘŀƴƎŜ aŀƴŀƎŜƳŜƴǘ {ƘŜƭƭέΥ 

[PS] C:\> Get-TransportServer Win2012 | Select-Object *Track* 

 

Replace the server name in red text with your Exchange server name. 
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4.2 IIS Log  

όмύ hǇŜƴ άLƴǘŜǊƴŜǘ LƴŦƻǊƳŀǘƛƻƴ {ŜǊǾƛŎŜǎ όLL{ύ aŀƴŀƎŜǊΦέ 

 

όнύ {ŜƭŜŎǘ ȅƻǳǊ άLL{ {ŜǊǾŜǊέ όǘƘŜ ŜȄŀƳǇƭŜ ƘŜǊŜ ƛǎ ²Lbнлмнπ!5π9bDύ Ҧ ά[ƻƎƎƛƴƎΦέ  
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όоύ {ŜƭŜŎǘ ά/ǊŜŀǘŜ ŀ ƭƻƎ ŦƛƭŜ ŦƻǊ ŜŀŎƘ ǎƛǘŜέ Ҧ ǎŜǘ ά[ƻƎ ŦƛƭŜ ŦƻǊƳŀǘέ ǘƻ ά²о/έ Ҧ ǎŜǘ ά5ƛǊŜŎǘƻǊȅέ ǘƻ 

҈{ȅǎǘŜƳ5ǊƛǾŜ҈ξƛƴŜǘǇǳōξƭƻƎǎξ[ƻƎCƛƭŜǎ Ҧ ǎŜǘ ά9ƴŎƻŘƛƴƎέ ǘƻ ά¦¢Cπуέ Ҧ ǎŜǘ ά[ƻƎ ŜǾŜƴǘ ŘŜǎǘƛƴŀǘƛƻƴέ ǘƻ 

ά[ƻƎ ŦƛƭŜ ƻƴƭȅέ Ҧ ǎŜǘ ά{ŎƘŜŘǳƭŜέ ǘƻ άIƻǳǊƭȅέ Ҧ ŎƘŜŎƪ ά¦ǎŜ ƭƻŎŀƭ ǘƛƳŜ ŦƻǊ ŦƛƭŜ ƴŀƳƛƴƎ ŀƴŘ ǊƻƭƭƻǾŜǊέ Ҧ ŎƭƛŎƪ 

ά{ŜƭŜŎǘ CƛŜƭŘǎΦέ  
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όпύ {ŜƭŜŎǘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛŜƭŘǎ Ҧ ŎƭƛŎƪ ά!ŘŘ CƛŜƭŘέΥ 

ά5ŀǘŜ όŘŀǘŜύΣ ¢ƛƳŜ όǘƛƳŜύΣ /ƭƛŜƴǘ Lt !ŘŘǊŜǎǎ όŎπƛǇύΣ ¦ǎŜǊ bŀƳŜ όŎǎπǳǎŜǊƴŀƳŜύΣ {ŜǊǾƛŎŜ bŀƳŜ όǎπǎƛǘŜƴŀƳŜύΣ 

{ŜǊǾŜǊ bŀƳŜ όǎπŎƻƳǇǳǘŜǊƴŀƳŜύΣ {ŜǊǾŜǊ Lt !ŘŘǊŜǎǎ όǎπƛǇύΣ {ŜǊǾŜǊ tƻǊǘ όǎπǇƻǊǘύΣ aŜǘƘƻŘ όŎǎπƳŜǘƘƻŘύΣ ¦wL 

{ǘŜƳ όŎǎπǳǊƛπǎǘŜƳύΣ ¦wL vǳŜǊȅ όŎǎπǳǊƛπǉǳŜǊȅύΣ tǊƻǘƻŎƻƭ {ǘŀǘǳǎ όǎŎπǎǘŀǘǳǎύΣ tǊƻǘƻŎƻƭ {ǳōǎǘŀǘǳǎ όǎŎπ

ǎǳōǎǘŀǘǳǎύΣ ²ƛƴон {ǘŀǘǳǎ όǎŎπǿƛƴонπǎǘŀǘǳǎύΣ .ȅǘŜǎ {Ŝƴǘ όǎŎπōȅǘŜǎύΣ .ȅǘŜǎ wŜŎŜƛǾŜŘ όŎǎπōȅǘŜǎύΣ ¢ƛƳŜ ¢ŀƪŜƴ 

όǘƛƳŜπǘŀƪŜƴύΣ tǊƻǘƻŎƻƭ ±ŜǊǎƛƻƴ όŎǎπǾŜǊǎƛƻƴύΣ Iƻǎǘ όŎǎπƘƻǎǘύΣ ¦ǎŜǊ !ƎŜƴǘ όŎǎό¦ǎŜǊπ!ƎŜƴǘύύΣ /ƻƻƪƛŜ 

όŎǎό/ƻƻƪƛŜύύΣ wŜŦŜǊǊŜǊ όŎǎόwŜŦŜǊŜǊύύΦέ  
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όрύ 9ƴǘŜǊ ŦƛŜƭŘ ƴŀƳŜΥ ·πCƻǊǿŀǊŘŜŘπCƻǊ Ҧ ǎŜƭŜŎǘ ά{ƻǳǊŎŜ ǘȅǇŜέΥ άwŜǉǳŜǎǘ IŜŀŘŜǊέ Ҧ ŜƴǘŜǊ ǎƻǳǊŎŜ ƴŀƳŜΥ 

·πCƻǊǿŀǊŘŜŘπCƻǊ Ҧ ŎƭƛŎƪ άhYΦέ 

όсύ /ƭƛŎƪ άhYΦέ   
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όтύ /ƭƛŎƪ ά!ǇǇƭȅΦέ 

όуύ ±ŜǊƛŦȅ LL{ ƭƻƎ ŦƛƭŜǎ ŀǊŜ ŎǊŜŀǘŜŘ ƛƴ ǘƘŜ ŦƻƭŘŜǊΥ /ΥξƛƴŜǘǇǳōξƭƻƎǎξ[ƻƎCƛƭŜǎξ²о{±/н  
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4.3 Event Log  

4.3.1 Organizational Unit (OU) Configuration  

όмύ hǇŜƴ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎΦέ 

 

όнύ !ŘŘ ŀƴ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘ 

wƛƎƘǘπŎƭƛŎƪ ƻƴ ǘƘŜ ŘƻƳŀƛƴ ƴŀƳŜ όǘƘŜ ŜȄŀƳǇƭŜ ƘŜǊŜ ƛǎ ƴǇŀǊǘƴŜǊΦƭƻŎŀƭύ Ҧ ǎŜƭŜŎǘ άbŜǿΣέ ŀƴŘ ŎƭƛŎƪ 

άhǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΦέ  
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όоύ 9ƴǘŜǊ ȅƻǳǊ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘ ƴŀƳŜΥ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ 

Note: Please create the organizational unit name according to the actual environment. Ҧ ŎƭƛŎƪ άhYΦέ 

 

όпύ aƻǾŜ ǘƘŜ {ŜǊǾŜǊ ǘƻ ȅƻǳǊ bŜǿ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

{ŜƭŜŎǘ ά/ƻƳǇǳǘŜǊǎέ Ҧ ǊƛƎƘǘπŎƭƛŎƪ ƻƴ ǘƘŜ ά²Lbнлмнπ!5π9bDέ ǎŜǊǾŜǊΦ 

Note: Please select the Exchange server according to the actual environment. Ҧ ŎƭƛŎƪ άaƻǾŜΦέ  
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όрύ {ŜƭŜŎǘ ȅƻǳǊ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

{ŜƭŜŎǘ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ Ҧ /ƭƛŎƪ άhYΦέ 

 

όсύ ±ŜǊƛŦȅ ǘƘŜ {ŜǊǾŜǊ Iŀǎ .ŜŜƴ aƻǾŜŘ ǘƻ ȅƻǳǊ bŜǿ hǊƎŀƴƛȊŀǘƛƻƴŀƭ ¦ƴƛǘΥ 

9ȄǇŀƴŘ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ ŦƻƭŘŜǊ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ά{ŜǊǾŜǊǎέύ ŀƴŘ ŎƻƴŦƛǊƳ ǘƘŀǘ ǘƘŜ ά²Lbнлмнπ

!5π9bDέ ǎŜǊǾŜǊ Ƙŀǎ ōŜŜƴ ƳƻǾŜŘΦ  
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4.3.2 Group Policy Settings  

όмύ /ƭƛŎƪ άDǊƻǳǇ tƻƭƛŎȅ aŀƴŀƎŜƳŜƴǘΦέ 

 

 

όнύ Lƴ ǘƘŜ {ŜǊǾŜǊǎ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ όh¦ύΣ ŎǊŜŀǘŜ ŀ ƴŜǿ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ όDthύΥ 

wƛƎƘǘπŎƭƛŎƪ ǘƘŜ ά{ŜǊǾŜǊǎέ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ Ҧ ǎŜƭŜŎǘ ά/ǊŜŀǘŜ ŀ Dth ƛƴ ǘƘƛǎ ŘƻƳŀƛƴΣ ŀƴŘ [ƛƴƪ ƛǘ ƘŜǊŜĺέ  
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όоύ 9Řƛǘ ȅƻǳǊ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ  

9ƴǘŜǊ ȅƻǳǊ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ ƴŀƳŜΦ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ άbπtŀǊǘƴŜǊ tƻƭƛŎȅέύ  

Note: Create your GPO name according to the actual environment. Ҧ ǘƘŜƴ ŎƭƛŎƪ ά9ŘƛǘΦέ 

 

όпύ 9Řƛǘ ȅƻǳǊ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘ  

Lƴ ȅƻǳǊ ƎǊƻǳǇ ǇƻƭƛŎȅ ƻōƧŜŎǘΣ όƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ άbπtŀǊǘƴŜǊ tƻƭƛŎȅέύ  

ǊƛƎƘǘπŎƭƛŎƪ ŀƴŘ ǎŜƭŜŎǘ ά9ŘƛǘΦέ 
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όрύ [ƻŎŀƭ DǊƻǳǇ tƻƭƛŎƛŜǎΥ !ǳŘƛǘ tƻƭƛŎȅ 

9ȄǇŀƴŘ ŦƻƭŘŜǊ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ άtƻƭƛŎƛŜǎέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ 

ά[ƻŎŀƭ tƻƭƛŎƛŜǎέ Ҧ ά!ǳŘƛǘ tƻƭƛŎȅΦέ !ƴŘ ŎƭƛŎƪ ƻƴ ά!ǳŘƛǘ ŀŎŎƻǳƴǘ ƭƻƎƻƴ ŜǾŜƴǘǎΣέ ά!ǳŘƛǘ ŀŎŎƻǳƴǘ 

ƳŀƴŀƎŜƳŜƴǘΣέ ά!ǳŘƛǘ ƭƻƎƻƴ ŜǾŜƴǘǎΣέ ŀƴŘ ά!ǳŘƛǘ ǎȅǎǘŜƳ ŜǾŜƴǘǎέ Ҧ ŎƘŜŎƪ ά5ŜŦƛƴŜ ǘƘŜǎŜ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎǎέΥ 

{ǳŎŎŜǎǎΣ CŀƛƭǳǊŜΦ Ҧ ŎƭƛŎƪ άhYΦέ 
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όсύ 9ǾŜƴǘ [ƻƎΥ {ŜŎǳǊƛǘȅ [ƻƎ wŜǘŜƴǘƛƻƴ aŜǘƘƻŘ 

9ȄǇŀƴŘ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ άtƻƭƛŎƛŜǎέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ ά9ǾŜƴǘ 

[ƻƎέ Ҧ ǎŜƭŜŎǘ άwŜǘŜƴǘƛƻƴ ƳŜǘƘƻŘ ŦƻǊ ǎŜŎǳǊƛǘȅ ƭƻƎέ Ҧ ŎƘŜŎƪ ά5ŜŦƛƴŜ ǘƘƛǎ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎέ Ҧ ǎŜƭŜŎǘ 

άhǾŜǊǿǊƛǘŜ ŜǾŜƴǘǎ ŀǎ ƴŜŜŘŜŘέ Ҧ ŎƭƛŎƪ άhYΦέ 
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όтύ 9ǾŜƴǘ [ƻƎǎΥ aŀȄƛƳǳƳ {ƛȊŜ ƻŦ {ŜŎǳǊƛǘȅ [ƻƎ 

9ȄǇŀƴŘ ŦƻƭŘŜǊ ά/ƻƳǇǳǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ Ҧ άtƻƭƛŎƛŜǎέ Ҧ ά²ƛƴŘƻǿǎ {ŜǘǘƛƴƎǎέ Ҧ ά{ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎέ Ҧ 

ά9ǾŜƴǘ [ƻƎέ Ҧ!ƴŘ ŎƭƛŎƪ ƻƴ άaŀȄƛƳǳƳ ǎŜŎǳǊƛǘȅ ƭƻƎ ǎƛȊŜέ Ҧ /ƘŜŎƪ ά5ŜŦƛƴŜ ǘƘƛǎ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎέ Ҧ ŜƴǘŜǊ 

нлпулл Y.  

Note: Please adjust the number based on the actual environment. Ҧ ŎƭƛŎƪ άhYΦέ  

  




















































































































