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Note: This document is provided solely as a reference for configuring log output. It is recommended
that you contact the device or software vendor for assistance with the appropriate log export

methods.
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1 NXLog
1.1 NXLog Installation

OMR oYyt 2FR b-[23 [/ 9 0/ 2YYdzyAile 9RAGAZ2YD
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Windows x86-64 nxlog-ce-3.2.2329.msi

Note: If you require the32-bit version of NXLog, please contact our support team.

6Hyaidltf b-[ 23
<2.QC2NJ 2 AY R 21m&2 WJISINBABINNIYY

,§ QXchftE Seiup

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will install NXLog-CE on your computer,
Click Next to continue or Cancel to exit the Setup Wizard.

B=ch Cancel |
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https://nxlog.co/products/nxlog-community-edition/download

e z s

6dBEIEOGE O0SLII GKS GSNYVaAERKSBMBTEIAMOSY &S ! INBS

{i# NXLog-CE Setup M= B
End-User License Agreement
Please read the following license agreement carefully '
NXLOG PUBLIC LICENSE v1.0 i—l

1. DEFINITIONS
“License” shall mean version 1.0 of the NXLOG PUBLIC
LICENSE, 1.e. the terms and conditions set forth in this document,
“Software” shall mean the source code and object code form, all
associated media, printed matenals, and "online" or electronic
documentation. All such software and matenals are referred to |

F lacceptthetenmhtheLkuseAqmeni

Cancel I

U/ f EbCB@AKS RSTFI dzf G A ¢ A NI T NI GMERELS &l K

i‘,?a NXLog-CE Setup =] B3
Destination Folder
Click Next ta install to the default Folder or chick Change to choose another,

Install NXLog-CE to:

|C \Program Files\nxlog),

Change.., |

Back | | Cancel I
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Op & BOnasil t t @
{i# NXLog-CE Setup E= R

Ready to install NXLog-CE @

Click Install to beqin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

v [ oa ]| oo |

6 d Ut BQAYEA & K @
i’,§ NXLog-CE Setup P =] E3

Completed the NXLog-CE Setup Wizard

Click the Finish button to exit the Setup Wizard,

NE YR / 2 YLJzi SNE ®¢

[~ Open README.txt to read important installation notes
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# NXLog-CE Setup — X

Ready to install NXLog-CE @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.
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1.2 Download NXLog Configuration File

OMLISH2YYF YR & NBRYLI @

Command
Prompt

O oyt 2R [RKEAS 2 AYR2ZIF RHRAOENBNAES (KS SEA&GAY T

2 AyR2p4a aegaidsSvyo

52yt 2 KR GELAAYYIKYK 6 6 g dY LI NI Y SNIPO2YKR246Yyf 2 Rk SOKK Y
PS Q> InvokeWebRequestUri'http://www.npartner.com/download/tech/nxlog_Exchange.conf'

OutFile 'C: nxlog confinxlog.conf’

Note: The example above is for abid operating systemior a 32bit operating system, repladhe

highlighted textwith: 'C\ Program Files (x8&hxlog conf\nxlog.conf’
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https://www.npartner.com/download/tech/nxlog_Exchange.conf

1.3 NXLog Configuration

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define MailLogC\Program Filedvlicrosoft Exchange Server15 TransportRoled og§MessageTracking
define lISLo@ \inetpub\logs LogFiles

define ROOT\Program Filesixlog

define CERTDIR %RO QXY

define CONFDIR %ROQdéhaf

define LOGDIR %ROQata

define LOGFILE %LOGDHd6g.log

LogFile %LOGFILE%

Moduledir %ROOTWhodules
CacheDir %ROOVdata
Pidfile  %ROOMN¥ata nxlog.pid

SpoolDir  %ROOTéata

## Load the modules needed by the outputs
<Extension syslog>
Module xm_syslog

</Extension>

## For Exchange Message Tracking log file use the following:
<Input in_maillog>

Module im_file

File '%MailLog¥MSGTRK*.LOG'

ReadFromLast TRUE

SavePos TRUE

</Input>

<Output out_maillog>
Module om_udp
Host %NCloud%
Port 514

Exec $SyslogFacilityValue = 2;

I al Lyl




Exec $SourceName = 'Exchange’;
Exec to_syslog_bsd();

</Output>

<Route maillog>
Path in_maillog => out_maillog

</Route>

## For Windows Event log use the following:
<Input in_eventlog>

Module im_msvistalog

ReadFromLast TRUE

SavePos TRUE

Query <QueryList>

<Query 1d="0"*
<Select Path="Security">*[System[(EventID=4624 or EventID=4625 or EventID=4626 or EventID=4627 or
EventiD=4634 or EventlD=4646 or EventlD=4647 or EventlD=4648 or EventlD=4649 or EventlD=4672 or EventlD=4675)]]</Seled
<Select Path="Security">*[System[(EventID=4778 or EventID=4779 or EventID=4800 or EventID=4801 or
EventID=4802 or EventlD=4803 or EventlD=4964 or EventID=4976 or EventID=5378 or EventlD=5632 or EventID=56338)]]</Seled
<Select Path="Security">*[System[(EventID=4768 or EventiD=4769 or EventID=4770 or EventID=4771 or
EventlD=4772 or EventiD=4773 or EventlD=4774 or EventID=4775 or EventID=4776 or EventlD=4777 or EventlD=4820)]]</Seled
<Select Path="Security">*[System[(EventID=4720 or EventlD=4722 or EventlD=4723 or EventlD=4724 or
EventID=4725 or EventlD=4726 or EventlD=4727 or EventID=4731 or EventID=4732 or EventlD=4733 or EventIlD=4734)]]</Seled
<Select Path="Security">*[System[(EventID=4735 or EventiD=4738 or EventlD=4739 or EventID=4740 or
EventID=4749 or EventlD=4750 or EventlD=4751 or EventID=4752 or EventID=4753 or EventlD=4764 or EventlD=4765)]]</Seled
<Select Path="Security">*[System[(EventID=4766 or EventlID=4767 or EventiD=4780 or EventlD=4781 or
EventlD=4782 or EventlD=4793 or EventlD=4794 or EventlD=4797 or EventID=4798 or EventlD=4799 or EventID=5376 or
EventID=5377)]]</Select>
<Select Path="Security">*[System[(EventID=4608 or EventID=4610 or EventID=4611 or EventID=4612 or
EventlD=4614 or EventlD=4615 or EventlD=4616 or EventlD=4618 or EventID=4621 or EventlD=4622 or EventID=469Y)]]</Seled
<Select Path="Security">*[System[(EventID=5024 or EventlD=5025 or EventID=5027 or EventID=5028 or
EventID=5029 or EventID=5030 or EventlD=5032 or EventID=5033 or EventID=5034 or EventlD=5035 or EventID=503Y)]]</Seled
<Select Path="Security">*[System[(EventID=5038 or EventlD=5056 or EventID=5058 or EventID=5059 or
EventID=5061 or EventID=5890 or EventlD=6281 or EventID=6400 or EventID=6401 or EventlD=6402 or EventID=64038)]]</Seled
<Select Path="Security">*[System[(EventID=6404 or EventlD=6405 or EventID=6406 or EventID=6407 or

EventID=6408 or EventlID=6409 or EventlD=6410)]]</Sélect>

m al Ly i




</Query>\
</QueryList>

</Input>

<Output out_eventlog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 17;
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message,;
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; }
else if (3EventType == '"WARNING") { $SyslogSeverityValue = 4; }
else if ($EventType =="INFO' or $EventType == 'AUDIT_SUCCESS') {$SyslogSeverityValue = 5;}
Exec to_syslog_bsd();

</Output>

<Route eventlog>
Path in_eventlog => out_eventlog

</Route>

## For Microsoft lIS(Internet Information Server) log file use the following:
<Input in_iislog>

Module im_file

File '%IISLog% ex*.log'

ReadFromLast TRUE

Recursive TRUE

SavePos TRUE

</Input>

<Output out_iislog>
Module om_udp
Host %NCloud%

Port 514

Exec $SyslogFacilityValue = 22;

Exec $raw_event = "lIS [info]: " + $raw_event ;

Exec to_syslog_bsd();

I al Lyl




</Output>

<Route iislog>
Path in_iislog => out_iislog

</Route>

oy (SNt i ®@RHISY Lt | RRNB&& Ay G(KS ofdf GSEG a80¢

define NCloudL92.1688.4

¢KA&a SEI YL Soma @ILINR (AW 3 dem G Sy o

C2NJOAH2ZLISNI GAy3 &aeaidsSY>x dzaS GKS F2ftft2gAy3 aSi
define ROOT\Program Files (x86)xlog

9y (S AKKSSHS (NI D RAAYANGE dzS GSEG aSOliAazyyY

define MailLogC\Program Fileédvlicrosoft Exchange ServerlS TransportRoled ogS§MessageTracking
OYVIiISNL{KEBABG Kt dzS GSEG aSOliAz2yY

define lISpatiC\inetpub\logs LogFiles

File name: f -
Save as typeg|al F j
“  Hide Faldersl Enceding: |'—|T:'5 ﬂ Save Cancel I

AMSI
Unicode
Inicode big endi

Note: After modifying the configuration file, save it as a new file to overwrite the original. For Save as
0@ LIS> astSrosFontEnadding, ©lked: $Bio avoid encoding errors that could prevent the

service from starting.
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1.4 Starting the NXLog Service

OMO RBRINFR2@Ba tdEGSNEKSE f

Viindows

PowerShell

6B adlr NI GKS b-[ 23 aSNWBAOS:E @OSNATFe GKIY AG Aa
PSC\> RestartServiceName nxlog

PS Q> GetServiceName nxlog | SeleeDbject-Property Name,Status,StartType

PS Q> GetContent 'Ct Program Filésnxlod datal nxlog.log'

2 Administrator: Windows PowerShell

service -Mame nx

Service -Name nxloz |

Mame  Status StartType

nxlog Running dutomatic

6Py GSNI G§KS O2 Y3 W RCKHIBA 2Bz A1(2S Y

PS G> Services.msc
2 Administrator: Windows PowersShell
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File Action View Help

=

q--»ll_]:] Z|HE[ > muw

7, services (Loca)

L4, PrP-Y IP Bus Enum,., The PrP-X ...

Lo Network Store Inte...  This servic... St

Description: K ndog
This service is responsible for running the =OTTne Fles ol T
NXLog agent. See www.nxlog.co. g v

w; Performance Count... Enablesre...

(4, Performance Logs ... Performan...

i Plug and Play Enables a ... 5t

Mame = |status | StarbupType [Logonas | |
0 Network Ccmnecnor‘s Manages 0... St .&rted Manual _ocal Svstem
Stop the service .'.,'; Metwork List Service  Identifies t... Started Manual Local Service
Restart the service L4 Network Location A.,. Collects an.,. Started Automatic Metwork S...

arted Automatic Local Service
Automatic (D... Local System

Disabled Local System -
Manual Local Service
Manual Local Service
arted Automatic Local System
Digabled Local System LI

\ Extended A Standard /

G)hy GKS DSYSN}Yf GFrox OSNAFe GKIFOG {GFNIOdzLd de LS

LogDn] Recovery | Depandencies |
Service name; rodog
Display name: rodog

cription: g service is responsible for running the NXLog -
B . See www rodog.co. j

Path to executable:
"C-\Program Files‘\rodog'rodog.exe” < "C:\Program Files rwlog'confrodog.

Startup type: I_ﬂmaﬁa‘n: [Delzyed Stad) 'l

Help me configure service startup options.

Service status:  Started

Start | Stop I FPause Hesume

You can specify the start parameters that apply when you start the service
from here,

Start parameters I

x|

oK I Cancel Lnply

&7 N-Partner
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nxleg Properties (Local Computer)

I

LI ErOErant

Erogran:

Lommeatid ling parametens:
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2. Exchange 2007

. 2dz Oy O2yFA3IdzNB YSaal
al yF3SySyiad {KStfo

¢ KSEI YRE MEYOKI y3S wnnt AyaidlffsSR
3 1

2.1 Exchange MessageTracking Log
¢t22KRATE VYEf 23002y T

Note: Please efer to 1.3 NXLog Configuration File.

ORAG GKS o0ftdzS GSEG asSoOiAazy (2 alLlSOATe (GKS YSaa
define MailLogC\Program Filédviicrosoft Exchange ServefransportRoled og§MessageTracking

2.1.1 Exchange Management Console

6 MILISY EOKI y3S al yl 3SYSyid /2yaztsSo

2

Exchange
ment

Zonsole

6 WE LIKYRNIIS NI / ZybF & SAzRDO G & NFTHRIIFNGOK | yIS { SNIHSNI o6
aStE 0B LIENIASE D

Exchange Management Console

=10l x|
File  Action ‘Wew Help
€ Em @
£3) Microsoft Exchangs f&: Hub Transport : Actions
[+l aia_Organization Configuration Hub Transport R
|5+ Export List...
View 3
Refresh
g5 Toolbox B Help
-
< 2|

WINZOD3-AD-ENG

L WINZ2003-AD-ENG S Manage Maibox Serve, ..

Receive Connectors | i&) Manage Client Access ...

sName — I Sty I §_'l Manage Diagnostic Log...
" client WIN2003-A0-ENG  Enabled
‘E Defaulk WINZ003-AD-ENG  Enshled (&l Enter Produck Key...

_g Mews Receive Connect. .,

Properties

Client WIN2003-AD-ENG
'@I Disable

75 Remove

Properties
@ Help

15 &7 N-Partner



6D (R2d@KEBGOAYHWONKTE SGKISEAIAS AN OISR I R

GNF O1Ay3 23 LIGK Aa

CWrogramMFct eBxdhhange \TSearnwsero r\lt RggMdeessssage Tracking

WINZ2003-AD-ENG Properkties

a

General I System Settings I wternal O

Intermal DMS Lookups I Lirnits

Sd Gz2vY

nokELID

tezzage tracking log

v {Enable mezzage tracking logging

Mezzage racking log file path:

IE:HPrngram Filez\MicrozofthE xchange ServersTransportBol

Browse. ..

Caonnectivity lagaging

[T Enable connectivity logging
Connectiity log file path:

IE:"\F'rngram FilezhMizrozofthE schange ServersTranzportF ol

Broweze, .

Praotocal log

Send connectar protocal log file path:

IE:HPrngram Filez\MicrozofthE xchange Servert TransportFolesh

Receive connectar pratocol log file path:

IE:HPrngram Filez\MicrozofthE xchange ServertTransportFolesh

Browse...

LF

Browse...

X

Log Settingz

Help

Cancel Apply
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2.1.2 Exchange Management Shell

6 MLIBYEOKI y3S8 al y¢ 3SYSyild {KStft o

O HES NR FaeS alak 13S INBR OP Y datf SR3IF YR OKSO1 GKS YSaal 3
QOANE INIEXA ONBEDKT v 38 NI ¢ MG NIFAR d £1a3S¢e NI O1 Ay 38
| SelectObject *Trac

@Machine: WIN2003-AD-ENG | Scope: npartner.local

Welcome to the Exchange Management Shell?

Full list of cmdlets: get—command

Only Exchange cmdle get—excommand

Cmdlets for a specific role: get—help —role =M= or *Mailhox=

Get general help: help

Get help for a cmdlet: help <cmdlet-name> or <cmdlet-name> —7%
Show guick reference guide: guickref

Exchange team bhlog: get—exhlog

Show full output for a cmd: {cmd> | format—list

Tip of the day #13:

Identity is your friend. Identity iz a powerful construct that lets you view, mo
dify. or remove a particular Exchange object or configuration set by referring t
o it by a friendly name. Additionally. wou can even specify server name as part
of the identity. For example: the following command will try to find "First Stor
age Group'" on the local host because no server was specified:

Get—StorageGroup “"First Storage Group®

If you know exactly where “First Storage Group" is, you can use:

Get—StorageGroup “"Serveri*First Storage Group'

This same pattern can be applied to all Active Directory—based configurations.

[PS]1 C:“\Documents and Settings“AdministratorsDesktoprGet-TransportServer WINZBA3-AD-ENG | Select—0Object >Tracks

MessageTrackingLogEnahled True

MessageTrackingLogMaxAge 30.80:00:988

MessageTrackinglogMaxDirectorySice 2LAMB

MezssageTrackingLlogMaxFileSize 168MB

MezssageTrackingLogPath C:5\Program Files“Hicrosofts\Exchange Server TranszportRolez“Logz-Meszagelr
acking

MessageTrackingLogSubjectLoggingEnabhled True

[P5]1 C:“\Documents and Settings“AdministratorsDesktopr_

Replace theed text sectionwith the name of your Exchange server

v ral Liiel
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2.2 IS Log

WMhLISY LYGSNYySG LYF2NXIGA2Y {SNBAOSaA O6LL{UO al yl

i g

Internet

O vk KA O day @ERIBS IE | V2 LIOf bSH mKBSONIEDTH A3aSd 818 GIENI A S & @

T Internet Information Services (I1S) Manager - 10| x|
g File  Ackion  Wiew ‘Window  Help | _|5’|5|
¢ | BEEFRR 20 8] 8
"3 Internet Information Services | Mame Status
SR INZ003-A0-ENG (acal oo | Annliratinn Ponls

Lpplicabion Pools Conneck,,,

! Service is running
- Weh Sites Disconnect

_F,J Web Service Extensio  Browse

Mew ]
Al Tasks 3
Wi b

Mews Window From Here

Refresh
Expart Lisk...

Help

< | His | H

|O|:uens the properties dialog box For the current selection, |

18 &/ N-Partner
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Internet Information Services |

— " Enable Direct Metabase Edit

Allows wou to edit the IIS metabase configuration file while IIS is
FURRIng.

—UTF-5 Logging

Allaws I1S ko write log entries using UTF-G encoding instead of local
code page.

MIME tvpes

s 115 serves only Files with extensions

registered in the MIME types list. To

2341 configure additional file extensions,
click MIME Twpes.

MIME Types...

Zancel | Apply | Help

ond A0l ahyYé F3IAFLAY (2 NB

IIS Manager

» |  Some properties changed on this dislog require IIS reskart to have effect,
\"f) Do you wank o restark ITS now?

a

l.fl

N
L

t NB Y LJi d¢

iZommand
Prompk
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OdWINBIGS yR OSNRATeR
CA>mkdir Ctlnetpubl\logs LogFiles
CA>dir C\Inetpub\logs

e Command Prompt

C:vmkdir C:sInetpubslogssLogFiles

C:srdir CisInetpubs~logs
Uolume in drive C has no lahbel.
Uolume Serial Mumbher iz B476-35A4

Directory of C:sInetpubslogs

A%.-03.-2025 A3:52 PM <DIR>

A? - A3-2A25  A3:57 PH <DIR>

#9.-03.-2025 BA3:52 PM <DIR>
W Fileis?

ﬂagFiles

U hytes

3 Dipds> 41.240,.895,.488 hutes free

A

(WA KR RSRYEMIBHE SI@LIENI A SE @

‘rﬂ File  Action ew bindow  Help

=101 %]

=181

« = | OEEFEE 2E|2]) =

?'. Internet Information Services | Mame

| Skatus

=), H MWINZ003-AD-ENG (local co || ) Application Pools

¢ | Application Pools __Iweh Sites
Weh Sited News b [Exbensions
&l Tasks »

Mew Mindow From Here

Refresh

Help

1| | Hin

Service is running

|O|:uens the properties dialog box For the current selection.
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@BLY (KS 2S00 ONIEDtBemraoGREII 9EGCSYRSR ¢ 23 G&5Bt & O
f23 F2NY& U2 BINT A% P
21|

[ijf ek LIty I HTTP Headers I Custam Errars I Service I ASP.NET
Web Site Performance I ISAPI Filkers I Horne Direckory I Ciacurments

—Web site identification

Descripbion: I

IF address: ||[.ﬁ.II Unassigned) ﬂ Advanced, ., |
TEF pork: I S50 pork: I

Conneckions

Conneckion timeout: seconds

[ Enable HTTP keep-alives

‘Ev‘ Enable logging

| W3C Extended Log File Format

[o]'4 I Cancel | Apply | Help

QLY GKS DSYySNYrft {GFoyY

{SG 23 dQHABMESKHIAE  26F12(NJ FMY S vy I Y BYES NIYRK NPt &
RA NB O & 2/\SBiY 2dpba 3 CHF RALIDE &

x|
 General fadvanced |

—Mew log schedule
Doaily
£ Weekly
= Monkthly
= Unlimited file size

" wWhen file size reaches:

20 = ME

¥ Use local time For file naming and rollowver

Loq File directory:

4 InetpubtlogsiLogFiles Browse, ., |

Loqg File name: WISV R exyymmddhh. log

(] 4 Zancel | Al Help

21 &7 N-Partner




(10) Ly AEKISSYRSR G INBYJISNI A SA
{ StHIOHES 6RIFGS0Z ¢AYS @idlesSy = Sivd HRIVBY H1OR! RRNB A
AAGSYIYSOZ HSNINENBNY VESod fA3MIZS NI SR NERARNRBE R (i
YSGK2R0Z oAl $YiEY 0\@izNrdz8- 8RB Q2 OAL@K G dzdz26 30t NP
{ dzo & O I#iddma Oraitdza 0 = ™ A i G{ didl 0izdzad &iESE 0 Sy & a0 w!
020540z ¢ANMS | SYUEYy t NRAPERNEIA 24/SRER AR (60! @aSad | ISy
1 3SYydo0vsr 2PR2PA8Z00W865RNENI 0036wWSFSNBND O
M / TR G

x|
Y ey

Extended logging options:

Dakte ( date)

Tirne 1 time )

Extended properties

- [wf] Client IP Address ( c-ip )

- [w] User Mame ( cs-username )

- [w] Service Mame { s-sitenarme )

- [w] Server Mame { s-computernanme )
- [wf] Server IP Address {s-ip )

- [wf] Server Port { s-port )

- [wf] Method { cs-method )

- [wf] URI Skem [ cs-uri-stem )

- [wf] URI Query [ cs-uri-query )

- [w] Protocol Skatus | sc-skakus )

- [w] Protocol Substatus ( sc-subskatus )
- [wf] W32 Status { sc-win3z2-stakus )
- [wf] Bwkes Sent [ sc-bykes )

- [wf] Bytes Received | cs-byhes )

- [wf] Tirme Taken ( time-taken )

- [w] Protocol Yersion § cs-version )

- [wf] Hosk [ cs-host )

- [wf] User Agent { cs{ser-ggent) )

- [wf] Cookie { cs{Cookie) )

- [w] Referer [ cs{Referer) ) —

|»

Cancel Ay Help

22 &7 N-Partner
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(11) / t BCBLf S&diie 1HfLaLI & (G BHOF thDge So
x

The following child nodes also defing the value of the “LogFilePeniod" property,
which overndes the walue you have just set. Pleaze zelect from the list below thoze
nodes which should use the new value.

Child Modes:
TestSub

coce_|

(12)+SNRAFe LL{ 23 TAf S/AY V KLWHET @EASERSHA Wi G§KS RANDB

@% C:'.Inetpub'logs'LogFiles\ W3S¥YC1

QX
>+
[N
w»
ax

File Edit \iew Favortes Tools Help

@Back > ?’ | ,':]Search ™ Folders | B (¥ X K}| '

F\gldresslﬁ Y InetpubllogsiLogFiles\ W3Sl I

e

Falders x | Size | Tvpe

| Date Modified | attributes |

@ Deskiop OKE Text Document

G Iy Documents

23
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2.3 Event Log

2.3.1 Organizational Unit (OU) Configuration

om0 [/ £A0] d&! OGADGS S5ANBOG2NER ! aSNA
d
Active
Directory
Users and
Computers
6HO ! RR Iy hNBFYATFGAZ2YEE ' yvAl
wAEKMR O]l 2y a52YFAY [/ 2yGNRfEtSNARZ &
R
< Ele Action View Window Help |8 =]
= OB B XEFRR 2B 2R TED
FL ) Saved Querie -
(=28 roartner.iocal Ype
. Builtin WINZ003-AD-ENG Computer
P e T S—
[:-.:. main Controllers g
[#-|_] ForeignSecurityPrir s i
#-(_] LostandFound Find...
&)-{&] Microsoft Exchang Computer
-] Microsoft Exchang Contact
-] NTDS Quatas Group
&[] Program Data View Y etorae
(&) servers New Window from Here e
BB System - msExchDynamicDistributionList
(23 Users Refresh MSMQ Queue Alias
Export List... Organizational Unit
Printer
Properties User
Help Shared Folder
a | s | )
(Create a new object. .. |
24
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600 9YUGSNI @2dzNJ hNAYYSKRAASFINEEEXGATI X8Yao
Note: Please create the organizational unit name according tatealenvironment. G AdD ¥ ¢

New Object - Organizational Unit x|

@ Create in.  npartner.local/

Name:

||Sewers |

A

Cancel I

r

onv az2@S GKS {SNBSNJ (2 @&2dzNJ bSg hNBIFYATFGA2Y I §
{ Sth DY LIdIHDER I A O ¢ 2.\b i S b &3 S NIJ S NIp
Note: Please select the Window®serveraccording to theactualenvironment TG Aé® 2 &S @

4% Active Directory Users and Computers - O] x|
<3 Fle  pction  Wiew Window  Help =] x|
& - BE LB XFIR 2B QTG TE o

@ Active Direckory Users and Computer Computers 1
-] Saved Queries
El@ npartner.local

&[] Builtin :
arne Mappings. ..
Iy Conp bz [
-] Domain Controllers Ae=slicount
I:l ForeignaecurityPrincipals
-1 LostandFound ===
@ Microsoft Exchange Security all Tasks N
I:l Microsaft Exchange System
-1 NTDS Quokas Cuk
-1 Program Data Delete
€8] Servers )
D Systerm Properties
-7 Users Help

< | A | i

|M|:uves the current selection ko another organizational unit, | |
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6p0 {StS8SO00G 82dzNJ hNAEFYATFdGA2yFE ! yAQY
{ St SO0 &2dzNJ 2NBA FKA & (i SEYNEBIHIHROEDPOA &«
Move 20|

Move object into container:

= @ nparkher .
[+-(_] Builtin
-] Computers
(&5 Domain Cantrollers
I:l Fareigns ecurityPrincipals
-] LostandFound
@l Mizrazaft Exchange Security Graups
-7 Microzoft Exchange System Objscts
l - MTDS Quotas

0clO *SNATeEe (GKS {SNBSNJ Il & .SSy az2@SR G2 @2dzNJ b
9ELIB/RY HRW I NP Yy RSHEf SO0 & FdadK ha $F(EF N&BENERE G 2ly TAAAND
(0 KB Lbwomhbd bda SNIBSNI KIFa 0SSy Y20SRO
4% Active Directory Users and Computers =10 x|
<5 Fle  Action  Wiew ‘Window  Help =8| =]

€= DMl 4eXETFER2®

@ Active Direckory Users and Compuber S50 00 e objects
-1 Saved Queries

el laY S

=2 npartner local 'T'E Twpe [
+-[_] Builtin S INZ003-Enli Cormputer
...... [0 Computers BTN Z003-A0-EMG Computer

- #-{3] Domain Controllers

|:| ForeigngecurityPrincipals
|:| LostandFound

IEl Microsoft Exchange Security
|:| Microsoft Exchange Syskem
[j MTDS CQuokas

|:| sers

26 A&/ N-Partner



2.3.2 Group Policy Settings

om0 &/ fONIA1IPS S5ANBOG2NE ! aSNE | yR / 2YLJzi SNE ®¢

ﬁ@

Active

Directory
Users and
Computers

O HU o RRISNNEF Yy AT | GA 2y ot AdylA GotydRe [3BRIBNIEA K

£# Active Directory Users and Computers - 10| =|
@ File Action Yiew wWindow Help _|ﬁ’|£|
e BE B XERR RE[EEETE

@ Active Directary Users and Caompuber S G o
[:l Saved Queries

=@ rpartrer local ILEmE Ty
(2] Builtin =] vy 1hz003-ERG =

...... (33 Computers = wINz003-AD-ENG e

- F-{25] Domain Controllers

I:l FaoreignaecurityPrincipals
I:l LoskandFound

@ Microsoft Exchange Securiky
I:l Microsoft Exchange Systern ©
- NTDS Quatas

I - F‘ru:uram Daka

Delegate Conkral, .,

- I:l Users Move. ..
Find. ..

Mew 3
all Tasks 3

Wigsta k
Mew Window From Here

Cuk

Delete
Rename
Refresh
Export Lisk...

Properties

Help

1| | ol | 0

|O|:-ens the properties dialog box For the u:u| |
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6@y I8N GKS DNRdzLI t 2t A O@

hy NS dzLI¢ k2 THOO s S

Servers Properties ﬂil

General | Mansged By | Object | Secuty | come [ Group Polcy |

':.=: g Current Group Policy Object Links for Servers

Group Policy Object Links | Mo Ovenide | Disabled

Group Policy Objects higher in the list have the highest priority.
This list obtained from: WIN2003-AD-ENG.npartner. local

New agd.. | Edt | v |

Options.. | Delete. I Properties | Down |

I~ Black Palicy inheritance

Close I Cancel I Loply

ony 9RA(G @2dzNJ DNRdzLJ t 2f A Oe

hoe2SOoi

PN

6Dt ho yIYS

hoaSoi

Ly &neRddidl) RoOBSOG X OAYy (bKAANIS/EEW W28 GG A& a
Note: Please create the GPO name according to the actual environment.

Mm&St SO0 a9RAG DE

Servers Properties _?Iil

General | Managed By | Object | Secuity | COM+  Group Policy |

A= Current Group Policy Dbject Links for Servers

Groui Polic! Elhiecl Links No Override | Disabled

Group Palicy Objects higher in the list have the highest priority.
This list obtained from: WIN2003-4D-EMNG.npartner.local

[ New | g | g
ﬂptims,“l Delete... | Broperties Down I
[ Block Policy inheritance

Cloze | Cancel Apply

28
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6p0 [20Ft DNRdzLI t 2t AOASAY ! dzZRAG t2f A0
9ELI YR F2f RSNJ 6/ 2MHaRizli $ R2 6 & Vo chaNNRAig6 g SOL A yBAE
Ma! dzRAG t2f A0eddé | yR Of A Gl dzRNV G all 0282 deytli OWDR HiAy 6 6 ¥ !
SOSYIHiyalRdzRA 1 a4 EaHS Qo XsISF Ay S (KSasS LRimORORSAENR
=k

File Action  Wew Help

&= O XFR| 2 E

5 M-Partner Paolicy [WINZ003-A0-EMG.MPARTM | Palic
| - B8 Cornputer Configuration

iz Audit account logon events Success, Failure
F'.ul:lil: account management Success, Failure
| [t audit directory service access Mot Defined
[ Audit logon events Success, Failure
me | audit object access Mot Defined
.ﬂ.uu:lit policy change Mot Defined
.ﬂ.udit privileqe use Mot Defined
2% audit process tracking Mot Defined
[RE] Audit systemn everts

- -2 Security Options Success, Failure
(-8 Evertt Log

-8 Restricted Groups

; Audit | ks P i x
= P 1
-4 Registry Secuity Palbcy Setting | Ewplain This Setting |
(-4 File System .

- Wireless Metwark (IEEE g0z, | - A5]  Auditlogon events

-1 Public Key Policies
-] Software Restriction Palicies
g IF Security Paolicies on &ctive ¥ Define these policy settings
-2 Administrative Templates
EI@ ser Configuration
-] Software Settings M Success
- Windows Settings W Faiue
I:l Administrative Templates

Audi theze ttempts;

! e L= o | e b
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6 WSy i JCdaAN & [ 23 wSiSyiAiz2y aSikKz2R

9 E LJGY2RY Lidz(i SNJ / &MjeF A ¥ &R & % P (SIOdyNFR &G & hd S 8 i aripPRES O
wSiSyiAazy YSiKIARO KNG TarS/OdZNRKIARE AR B @@ NI& SN il & y ST
y S SRHAf shOfo

i Group Policy Object Editor _ (O] x|

File  Action  YWew Help

= | EE xR @ E

Wy INZ003-A0-EMG.MPARTE | Palicy £ I Policy Setting
Maximum application log size Mot Defined
Maximum security log size Mot Defined
Maximum syskem log size Mot Defined

F‘ravant local guests group from accessing a... Mot Defined
F‘ravant lacal guests group From accessing .., Mot Defined
F‘ravant local guests group From accessing .., Mot Defined

Ratain application log Mot Defined
" Restricted Groups Ratain security log Mot Defined
@ System Services Ratain .systam log

-8 Registry

-8 File System

w-Y wireless Network (IEEE 802,

553 ot e ol 21

g IP Security Paolicies an Active | Secuity Policy Setiing | Explain This Setting |

#-[Z2] Administrative Templates

EI@ User Configuration Retention method for security bog
I:l Software Settings
I:l Windows Settings
I:I Adrministrative Templates 3 Define thiz policy setting

™ Qversite events by dayps

(% Owvenwite everts as needed

" Do pot ovensite events [clear log marualy]
& W odiying this sethng may affect compatibiliy waith chents, seraces,

me |Retention method For system log

.................................. —.,

and applications.
Foi moie indoimation, se& B etenbon method [or secunilty b
[Q823659)

ol | i
| (e |

(1 e |

|4

HoWE 3
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6TOWSY (G [238Y al EAYdzY {ATS 2F {SOdaNnGeée [ 23

9ELI YR F2f RSNJ ¢/ 2MhaRizi $ R2 ¢ 2 yHoX EaNGNRA(EN69 S8 Vi iy B A 3
lyR Of ADEA ¥ozY 6 a S OamIAKISRO |f 260b SFAAYSS &AL Noavnamoe &S
Note: Please adjust the number based on the actual environnfgy® A 01 dah Y ¢

o

Fil=  Action  Wiew Help

&= DR XEFR | 2E

' h-Partner Policy [YWINZ003-A0-EMNG MPARTH

=] Computer Configuration

- | Software Settings

=[] ‘Windows Sektings

: roups
@ Swskem Services
@ Regiskry
@ File System
- Wireless Mebwork (IEEE 802,
|:| Public Key Policies
(-] Software Restriction Policies
g IP Security Policies on Active
R Administrative Templates
EI@ User Configuration

|:| Software Settings

|:| Windows Settings

[#-[_1 Administrative Templates

Policy £ | Policy Setting

Mot Defined

E:l Mairur application log
aimum security log size

Maxirmum system log size

Mot Defined

Prevent local guests group from accessing a... Mot Defined
Prevent lacal quests group from accessing 5., Mot Defined
Prevent local guests group from accessing s... Mot Defined
Retain application log Mot Defined
Retain security log Mot Defined
Retain syskem log Mot Defined
Retentiu:un method For application log Mot Defined
Retentiu:un method For security log Az needed

Retentiu:un method For system log Mot Defined

Maximum security log size Properties

Secuity Pobcy Setling | Explain This Setting |

23 M aximum secuity og size

2042800 E kilohytes

.t
and applications.

For more infomation, see M axinum securty 10g size. ((523653)

204800 kilobytes

M odifying thiz sating may affect compatibility with chents, services.

2

Jl | )
|
b | T manana vorw Saoar "[‘2“.. 1 Rac

31
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Gyhly GEOKEGEHBSNEZ BYIJSWYWR & NP Y LI

OG0 9YGESNI GKS O2YYlIYR 06St2¢ (G2 NBFTNBaAaK 3INPRIzLI L.
CA>gpupdate /force

ci. Command Prompk

Cisrgpupdate sforce
Refrezhing Policy...

Uzer Policy Refresh has completed.
Computer Policy Refresh has completed.

To check for errors in policy processing,. review the event log.

s

OMAYISNI GKS O2YYIYyR 06St2g9 G2 OSNAFEe GKS | LILX AS
C\>gpresult /v

¢+ Command Prompt =101 x|

C:rgpresult v | more

Microseoft <RH> Windows <R> Operating System Group Policy Result tool v2.8
Copyright <C» Microszoft Corp. 1981-2801

Created On 942825 at 18:12:89 AM

REOF data for HPARTHER“administrator on WINZ2B8B3-AD-EHG - Logging Mode

Microzoft(R» Windows<{R}» Server 2003 Enterprise xb6d

08 Configuration: Primary Domain Controller
08 Uersion: L.2.377R

Terminal Server Mode: Remote Administration
Site Mame: Default-First-Site—Mame
Roaming Profile:

Local Profile: C:~Documents and Settings“Administrator
Connected over a slow link?: Mo

COMPUTER SETTIHGE
CH=UIHN2883-AD-ENG . OU=Servers  DC=npartner, DC=local
Last time Group Policy was applied: ?-4-2825 at 18:18:85% AN
Group Policy was applied from: WIN2883-AD-ENG _npartner.local
Group Policy slow link threzshold: 588 kbhps
Domain Mame: npartner
Domain Type: Windows 2088

Applied Group Policy Objects
M—-Partner Policy
Default Domain Policy
Local Group Policy

W r<alLliiel



3. Exchange 2010

9EFYLX SY 9EOKIYy3IS wnmn AyaidltftSR 2y | 2AyR264
aSaalrasS GNIO1Ay3 f23a POEYVKS FIA62 ¢ F ¥ H NSRRI G NP ¢A
al yIF3SYS&ia {KStfto

3.1 Exchange MessageTracking Log
a2RATE YEf23002YyF

Note: Please efer to 1.3 NXLog Configuration File.

ORAG GKS o6ftdzS GSEG asSoOiArzy G2 aLSOATe GKS YS
define MailLog> C\Program FiledMicrosoft Exchange SenrlATransportRoled og§MessageTracking

aa

3.1.1 Exchange Management Console

6 MLIXYEOKI y3S8 al yI #8SYSyiG [/ 2yazts

R

Exchange
Management

Consale

6 HOE LIKYRNIIS NI / Zybf A BdzBD0 G X NFHRIIBNBOK ! yIS { SNIHSNI o
@ NP LISNIAS&a®

!Exchange Management Console !E
File Action ‘iew Help
= |7
3 _Microsoﬂ: Exchange E Hub Transport 1 ohject Aclions
[l 25 Microsoft Exchange On-Premises =
3 f Hub Transport -
i) Organization Configuration [ Create Filter 2
= Server Configuration I |5 Exportlist.
-
T Mailbax iz el )
Eh Client Access WIN2008 Hub Transport, Client Access, Mailbox il 4
~: Hub Transport |G Refresh
2= Unified Messaging
=]
_3) Recipient Canfiguration E Help
=8 Toolbox < | ] -
- WIN2008 2 objects | WIN2008 :
G Manage Mailbox Role
Receive Conneckors | _
= Manage Client Access Role
Mame = | Status —
3:'_1 Cliert WIN2008 Disabled im Manage Diagnostic Logging Prop...
! Default WIN2008 Enabled P ew Receive Connectar..,
7 Properties
Default WIN2008
(@) Disable
75 Remove
Properties
E Help
1] | | 1 | H
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A A A

OdD® G2 GKS a[ 23 {oSiliontyS a¥s &1d 163 §h @RISIGTFRRI  yRI (G K
2% N2 INIEXA OCNBEDKI v 356 vép SN S NE[NIEAR § S183 S ¢ NI O Ay 3

General I System Settings I Extarnal DNS Lool
Intenal DNS Lookups | Lirits

ezzage tracking log
¥ Enable message tracking log

Meszage tracking log path:
| \Program Files\Micrasoft\Exchange Server\v4\Transporfoles\Logs\Me:

Connechvity log
¥ Enable connects
Connectivity log

log

icrosoft\E schange Server\Y145\TransportRoles\Logs\Cor

|C:\Program Files\Midiosoft\Exchange Server'v14\T ransportFloles\Logs\Protoc:

Receive protocol log
|C:\Program Files'\Mi

soft\Exchange Server\Y14\TranspontRoles\Logs\Protoc

5 | ok ]| cancel Apply Help
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3.1.2 Exchange Management Shell

M0 BWE®OKRIFIS al yipéaaASYSy i { KSt

E /

Exchange
Management
Shell

OHEISNA TR Sa&FHS ENIAOBSNYBEISRI T YR OKS
[PS] Q> GetTransportServer Win2008 | SeleGbject *Track*

O«
—_—
[
A
0p}
No
LU

rator: Exchange Management Shell

Uelcome to the Exchange Management Shell?t

Full list of cmdlets: Get—Command

Only Exchange cmdlets: Get—-ExCommand

Cmdlets that match a specific string: Help *string>=

Get general help: Help

Get help for a cmdlet: Help {cmdlet nameX> or <{cmdlet name> -7
Show quick reference guide: QuickRef

Exchange team blog: Get—ExBlog

Show full output for a command: <command> | Format-Liszt

Tip of the day #8:

Command line 505! Do you need help? Type:

Help <cmdlet-name> or <cmdlet—namel> —7

You can choose what information to return when you view Help by using the Detailed. Full, and Examples switches:
Help Get—Mailbox —-Detailed

UERBOSE: Connecting to WIN2BA8-AD-ENG.npartner.local
UERBOSE: Connected to WIN2BBE-AD-ENG.npartner.local

3 - Adminiztra

tor skto t—Tran . WINZ2B88-AD-ENG

ortServer cndlet will be removed in a future vers o change. Use the Get-TransportService
ripts that use the Get-T sportServer cadlet,. update them to e the
more information. ht go.nicresoft.confulink p-TLinkld 7i1.

True
.8 Pa:Pa

\Exchange Server\U14\TransportRoles\Logs \MessageTra

geTrackinglogSubjectLoggingEnabled :

Note: Replace theed text sectionwith the name of your Exchange server.
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3.2 1S Log

a2RATE YyEf23002YyF
b20SY wWSTSNJ 42 bmdo b-[23 [/ 2yFAIdz2NI A2y CAftShHo
ORAG GKS o6tdzS GSEG asSoOltAazy (2 aLSOATe GKS LL{
define lISLo@ \inetpub\logs AdvancedLogs

6 Myba (brLELE{ ! RO yRPSNR 2[A2yaRaAgyaa b SNIISNJ Hnny @

/| £t BARDI Yy OSR[ 248 AOKSEcOTOYGES\LIG G KS (0 S NI asm O tikyQ8 iyt A O
GCAVYEA AKOD

x|

Microsoft Please read the IIS Advanced Logging 1.0

Internet .
I IS Information License Agreement
Services

MICROSOFT SOFTWARE SUPPLEMENTAL =
LICENSE TERMS

IS5 ADVANCED LOGGING 1.0 FOR MICROSOFT
WINDOWS OPERATING SYSTEMS

Microsoft Corporation (or based on where you
live, one of its affiliates) licenses this
supplement to you. If you are licensed to use
Microsoft Windows Operating Systems software
(for which this supplement is applicable) (the

“software™), you may use this supplement. You
mav nnt nse it if wnn dn nnt have A lirense for ;I

¥ Iaccept the terms in the License Agreement

Bach: Install Cancel |

OISy Y GSNYSU LYTF2NXYEFGA2Y { SNBWAOS& oLL{O0 alyl 3S

I5)

Manager
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I o er

"E Internet Information

rvices (II5) Manager

@-@ [03 b WIN200S-AD-ENG »

€-Hi7 e

G;! WIN2008-AD-ENG Home

1 | v [ElFeatures view

Filter: = 6o -~ 5Show All | Groupby: Area
ASP.NET
& 9
a ¥ ¢ )
NET WNET NET Error NET NET Trust Application Connection
Authorizati,..  Compilation Pages Globalization Levels Settings Strings

& @R & B

Machine Key ~ Pages and Providers ~ Session State  SMTP E-mail

Controls
s
B & 9 o &
Advanced  Authentication Compression  Default Directory
Logging Document Browsing
= i
. X 6 E
Handler ~ HTTP Redirect HTTR ISAPIand CGI  ISAPI Filters
Mappings Respo... Restrictions
ot o= fa
i = ll
e = Lo iy
Madules Output Request Server Worker
Caching Fitering ~ Certificates  Processes
Management
Configuration Feature Shared
Editor Delegation  Configuration

Error Pages  Falled Request

i

Tracing Rules

=

MIME Types

Open Feature
Manage Server
Restart

Start

Stop

| I

View Application Pools
View Sites

Change .NET Framework Version

@ Hep

Online Help

Ready -
o BXREKESE S
¥ Iiternet Inf =1olx]

< @ -

@_@ [03 ¥ WIN200B-ADENG *

e -7 |8
€5 StartPage
93 WIN2008-AD-ENG (NPARTNER A
L2} Application Pools
(4] Sites

—Log File

#;! Logging
Use this feature to configure how TIS logs requests on the Web server.

One log file per:
Site i

Format:

W3C | Select Fields

Directory:
|%Sysnemnme%vnaq:unvogsuogmes

Encoding:
UTF-8 -

Brows:

[ Log File Rollover

Select the method that IIS uses to create a new log file,
@ Schedule:

Daily =

€ Maximum file size (in bytes):

¢ Do not create new log files

[ Use local time for file naming and rollover

Apply
Cancel

View Log Files...

[

Online Help

J R | BT

Configuration: 'localhest' applicationHost. config

&
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0;3 Legging

Use this feature to configure how IT5 logs requests on the Web server,

One log file per:
site -
—Log File

Format:

W3C | - Select Fields

Directory:

[PeSystemDrive %alinetpublogs\.ogFies
Encoding:

UTF-8 -

[~ Log File Rollover
Select the methed that IIS uses to create a new log file.

& schedule:

Daily 2

€ Maximum file size (in bytes):

e

' Do not create new log fles

I Use local time for file naming and rollover

@-d17 |8
5 startPage
-4 WINZ0DS-AD-ENG (NPARTNER V]
¥ Application Pools
(8] sites
4| | »

[ =] Features view

Configuration: 'localhost’ applicationHost.config

Apply
Cancel

Enable

w Log Files...

[

Online Help

0dd RO yOSR [ 233Ay 3o

"E Internet Information Services (IIS) Manager

@@ [‘3 » WINZODB-AD-ENG

>

0;! WIN2008-AD-ENG Home

Filter: - Bico - (5hshow All | Groupby: Area -
ASP.NET
& & q
3 © ¢ o o
NET NET .MET Error NET JMET Trust Application Connection
Authorizati.., Compilation Pages Globalization Levels Settings Strings
— | "
i!é T3 & [ =
Machine Key  Pages and Providers  Session State  SMTP E-mail
Controls
s

d 9 o

Authentication Compression  Default

Document
ot e
& e & B
Hander ~ HTTPRediect ~ HTTP  ISAPIand CGI
Mappings Respo...  Restictions

i i‘”& % Legl

Modules Qutput Request Server
Caching Filtering Certificates
Management
Configuration  Feature Shared
Editor Delegation  Configuration

Directory
Browsing

%

ISAPI Filters

@y
Wiorker
Processes

&

Error Pages Failed Request
Tradng Rules

8 =

logging  MIME Types

€-idl7 |8
- W3 StartPage
95 WIN2008-AD-ENG (NPARTNER VA
L2 Application Pools
(8] Sites
< | >
Ready

| = | Features View |/~ Content View

Open Feature
Manage Server
Restart

Start

Stop

met

View Application Pools
View Sites

Change .NET Framework Version

@ Hep

Online Help

S
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a‘ge Advanced Logging

Use this feature to create and manage log definitions, which specify which server-side
and dient-side logging fields to log, and to configure additional logging settings.

Group by: Mo Grouping @

MName =
ereseren

| Enabled |

{3COMPUTERNAME %-Server

Enabled

File  WView Help
e H|” e
W5 Start Page
Eeﬂ WIN2008-AD-ENG (NPARTNERW
J Application Poals
B-[w] Sites
«| | 2

[ = |Features View |\ - Content View

Configuration: 'localhost' applicationHost. config

® The Advanced Logging feature
is disabled.

Add Log Definition. ..

Enable Advanced Logging
Enable Client Logging
Edit Log Directory...

View Log Files...

@ Help

Online Help

qi:i

Oy BEARR €

ASER

i Edit Logging Fields

| Group by: INn Grouping

-~

2 x|

D | Source Mame | Source Type | Category | Header Mame =
Win325tatus Win325tatus Built-In Default sc-win32-status
| W3IWP-PrivateBytes Process(w3wp)'\Pri... Performance C... Default W3IWP-PrivateB
|IserMame |IzerMame Request Header Default Cs-USErname
ser Agent ser-Agent Reguest Header Default cs(User-Agent)
URI-Stem URI-Stem Built-In Default cs-Uri-stem
URI-Querystring URI-Querystring Built-In Default cs-uri-query
Time-UTC Time-UTC Built-In Default time
Time-Local Time-Local Built-In Default time-ocal
Time Taken Time-Taken Built-In Default TimeTakenMs
Substatus Substatus Built-In Default sc-substatus
Status Status Built-In Default sc-status
Site Mame SiteMame Built-In Default s-sitename
Server-IP Server-IP Built-In Default 54p
Server Port ServerPort Built-In Default s-port e
il
Remaove | Edit Feld... |
o | concel |
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Field ID:
II-Forwarded-For

Category:
IDefault j

—General Properties
Source type:
IF‘.equest Header j
Source name:
|X-Fnrwarded-For
Performance counter type:

IRatE j

Show Advanced Properties

Cancel

0 min ) BhOd

Group by: INo Grouping j

ID | Source MName | Source Type | Category | Header Mame &
¥-Forwarded-For ¥-Forwarded For Request Header Default

Win32Status Win32Status Built-In Default sc-win32-status
W3WP-PrivateBytes \Process(w3wp)VPri... Performance C... Default W3WP-PrivateB
UserMName UserMName Request Header Default Cs-UIsername

User Agent User-Agent Request Header Default cs(User-agent)
URI-Stem URI-Stem Built-In Default cs-uri-stem  —
URI-Querystring URI-Querystring Built-In Default cs-uri-query
Time-UTC Time-UTC Built-In Default time

Time-Local Time-Local Built-In Default time-ocal

Time Taken Time-Taken Built-In Default TimeTakenMs
Substatus Substatus Built-In Default sc-substatus
Status Status Built-In Default sc-status

Site Name SiteName Built-In Default s-sitename
Server-IP Server-IP Built-In Default 5-p -
l | LIJ
Add Field... I Remove Edit Field... |

] e

40 A&/ N-Partner



OMMD KONl 6t S ! ROMYPABNI02IFIAAYASY(H [233IAy3To
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@@ [Gﬂ b WINZO0S-ADENG # ] A e -

File View Help

(Comectons . es
Q-7 & G‘i! Advanced Logging

‘@ The Advanced Logging feature
qj Start Page . N . . . . is disabled.
B qﬂ WINZ008-AD-ENG (NPARTNER |2 Use this feature to create and manage log definitions, which specify which server-side

and dient-side logging fields to log, and to configure additional logging settings. _
.;" Application Pools °gging od, g logging g

-6 Sites Group by: No Grouping - Add Log Definition. ..

Name = [ Enabled [
%LCOMPLUTERMAME %-Server Enabled

Enable Advanced Logging
Enable Client Logging

m—
Edit Logging Fields. ..
Edit Log Directory...
View Log Files...

@ Help

Online Help

J | ol o] cameven

Configuration: 'localhost’ applicationHost. config

qﬂ:i
ovpdtBOhat ! ¢ 9w B AIES NDEBAAGHl 60f S [@3 S5STFAYAILAZY

"’E Internet Information Services (IIS) Manager

=10l x|
% [Gj b WIN20OS-AD-ENG P ] S @ -

File Wview Help

(Comections . Actins
@7 |8 G‘i! Advanced Logging

Add Log Definition. ..
q=_| Start Page

: i it i i i i Edit Log Definition...
as 08-AD-ENG TNER Use this feature to create and manage log definitions, which spedify which server-side

= j L —— s Y and dient-side logging fields to log, and to configure éddiﬁonal logging settings.

¥ Application Poals

/| Sites

x Remove Log Definition
Dizable Log Definition
Clone Log Definition. ..

Group by:  No Grouping M
Mame =

Disable Advanced Logging
Dizable Client Logging
Edit Logging Fields. ..

Edit Log Directory...

View Log Files...

@ Help

Online Help

q | o ] o

Configuration: 'localhost’ applicationHost. config

qﬂ:i
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1’E Internet Information Services (IIS) Manager

@_@ [ €3 » wivzoos-anEnG »

Help

File  View

-l .

-4 StartPage

i@! Advanced Logging

I Add Log Definition. .. I

=10l
EEEICE

Use this feature to create and manage log definitions, which specify which server-side

@ 08-AD-ENG TMER
= j oL (L ¥ and dient-side logging fields to log, and to configure additional logging settings.

L=} Application Pools

Edit Log Definition. ..
x Remove Log Definition

@] Sites Group by: Mo Grouping - Enable Log Definition
MName = | Enabled | Clone Log Definition...
SCOMPUTERNAME %o-Server Disabled

Disable Advanced Logging
Disable Client Logging
Edit Logging Fields. ..

Edit Log Directory...

View Log Files. ..

@ Help

Online Help

q | o] e commmeven

Configuration: ‘localhost’ applicationHost. config

9

149y iGSNI 61 485 MWOKSOY I &8 Rdzf St

@@ |62 » winzoos-aDENG b

File  View Help

ii;l Log Definition

Base file name:

Q- |78
W3 Start Page
€3] WIN2008-AD-ENG (NPARTNER'

J Application Pools
B-[@ Sites

5/ Apply

5% Cancel

II.I_E)(

Wiew Log Files...

[V Enabled

I publish real-time events
¥ write to disk @ reb
Orline Help

—Log File Rollover

" Schedule

Hourly -

[ startnew log file when configuration changes
€ Maximum duration (in seconds)

—

' Maximum file size (in kiobytes)

—Selected Fields

D | Header Name

| Required | Default Value i

Edit... |

Move First |
Move Up |
Move Down |

Mave Last |
i
Select Fields. .. I Remove

r—Filter

Edit Filter...

Filter details:

B

14| b
Ready

E Features View |/ - Content View

Qﬂ Return To Advanced Logging

@& @ KAB@t 86Xt SO
=10l x|
R ICE

-
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Group by: INo Grouping j
D | Source Mame I Source Type I Category I Header Name 4
¥-Forwarded-For ¥-Forwarded-For Request Header Default
Win325tatus Win325tatus Built-In Default sc-win32-status
| | W3WP-PrivateBytes Process(w3wp)WPri... Performance C... Default W3WP-PrivateB
UserMame UserMame Request Header Default CS-USErNaMme
User Agent User-Agent Request Header Default cs{User-Agent)
URI-Stem URI-Stem Built-In Default cs-uri-stem
URI-Querystring Built-In Default C5-Uri-query
Time-JTC Built-In Default time
Time-Local Time-Local Built-In Default time-ocal
Time Taken Time-Taken Built-In Default TimeTakenMs
Substatus Substatus Built-In Default sc-substatus
Status Status Built-In Default sc-status
Site Name SiteMName Built-In Default s-sitename
Server-IP Server-IP Built-In Default s4p
Server Port ServerPort Built-In Default s-port
Serveriame Built-In Default S-CompUternam
| | RequestsPerSecond W3sSVC_W3WP(_T... Performance C... Default RequestsPerse,
| Referer Request Header Default cs(Referer)
.I Prox Via Request Header Default S-Proxy
¥ Protocol Version | ProtocolVersion Built-In Default  cs-version
| | Protocol Protocol Built-In Default c-protocol
Method Built-In Default cs-method
Host Request Header Default cs{Host)
EndRequest-UTC Maodule Default EndRequest-UT
Date-JTC Built-In Default date
Date-Local Built-In Default dateocal
| | cru-Utilization VProcessor(_Total)\... Performance C... Default CPU-Utilization
1= Cookie RequestHeader  Default  cs{Cookie)
| [] ContentPath ContentPath Built-In Default  s-contentpath
Client-IP Client-1P Built-In Default cHip
Bytes Sent BytesSent Module Default sc-bytes
Bytes Received BytesReceived Module Default cs-hytes
[ Beginrequest-LUTC BeginRequest-UTC Module Default BeginRequest-. 7
L« | Bl
oK I Cancel |
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‘-E Internet Information Services (IIS) Manager A_Q_LE]
@g, | €5 » winzoos-ADENG @ - e -
File View Help
_; @ Log Definition
@ id|” 18, | %9 '
@:., Start Page Base file name: [ 12 Cancel
=-€5 WIN2008-AD-ENG (NPARTNERVE |  |u_ex
L2 Application Pools View Log Files...
& A ¥V Enabled = RS
&-led 42 Return To Advanced Logging
I Publish real-time events EE—
¥ Write to disk 0 Help
Online Help
Log Fie Rollover
@ Schedue
|Hou!ly ;]
[ Start new log file when configuration changes
" Maximum duration (in seconds)
" Maximum fie size (in kiobytes)
Selected Fields
D | HeaderName § Requred | DefaultVale 4
Date-Local date-ocal No
Time-Local timedocal No
Site Name s-sitename No %
Server Name s-computername No
Server-IP s+p No
Method cs-method No
URI-Stem cs-uri-stem No
URI-Querystring cs-uri-query No
Server Port s-port No
UserName cs-usermname No
Client-1P cHp No
Protocol Verson cs-version No
User Agent cs(User-Agent) No
Cookie cs{Cookie) No
Referer cs(Referer) No &
Host cs(Host) No __—_I
Status scstatus No
Substatus sc-substatus No
Win325tatus sC-vin32-status No
Bytes Sent schytes No Move First
Bytes Received csbytes No Move Up
Time Taken TimeTakenMS No
X-Forwarded-For No Move Down
-
< | »f Move Last
Select Fields... I Remove
Fiter
Edit Filter... I
Fiter detals:
« | o Erovmver] - comentien
A a .
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"E Internet Information Services (IIS) Manager

g2

| ROy OSR

[233Ay30

_iol x|
@—@ [ €3+ winaosapENG » & - @ -
File View Help
Q Y @1 Log Definition -
M = 1 SN : 5/ Apply
qa Start Page Base file name: B¢ cancel
195 WIN2008-AD-ENG (NPARTNERY | u_ex ,
= ication Pools View Log Files...
22 Ao W Enabled
[-[8] sites 43 Return To Advanced Logging I
" Publish real-time events
F wirite to disk @ rep
Online Help
—Log File Rollover
& Schedule
IHour\y 'l
™ Startnew log file when configuration changes
= Maximum duration {in seconds)
€~ Maximum file size {in kiobytes)
—Selected Fields
D | Header Name | Required [ Defauitvalue =
Referer cs({Referer) Mo Edit |
Host cs{Host) Mo e
Status sc-status MNo
Substatus sc-substatus Mo
Win325tatus sc-win32-status MNo
Bytes Sent sc-bytes Mo MI
Bytes Received cs-bytes Mo Move Up |
Time Taken TimeTakenMs Mo
¥-Forwarded-For No Move Down |
-
4 I B Move Last |
Select Fields. .. | Remove
—Filter
Edit Filter... |
Filter details:
=l
[
q | ol e comtven
Ready

(18) / t BOORA U

[ 2334y 3

5ANBOG2NED

jE Internet Information Services (II5) Manager

=0l x|

@-@ | €3 » wN2008-ADENG b

EEECE

File View Help

@ -iH|” &

&5 Start Page

[-[a] Sites

<]

E...Gj WIN2008-AD-ENG (NPARTMER |
3 Application Pools

additional logaging settings.

Group by: No Grouping

Q‘;‘! Advanced Logging

Use this feature to create and manage log definitions, which spedify
which server-side and dient-side logging fields to log, and to configure

1]

Name ~ | Enabled
SLCOMPLTERNAME ¥o-Server Disabled
u_ex Enabled

Configuration: localhost’ applicationHost. config

» (2| Features View (= Content View

Add Log Definition. ..

Disable Advanced Logging
Disable Client Logging
Edit Logaing Figlds...

View Log Files. ..

@ Help

Online Help

G.5.:5
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Server log directory:

I%System[]riue gatinetpublogsiAdvancedLogs
Default site log directory:

I%System[]riue ZatinetpubYogsiAdvancedLogs

QK Cancel

(20) / f ACRlA &L INI 2 SNIDA OS o

1E Internet Information Services (IIS) Manager

1ol x|
@@ [Gi_:] b WIN200B-AD-ENG » I‘b < 5 1@ -
File View Help
- @9 WIN2008-AD-ENG Home
u,v H l lﬁ’ = Manage Server
- strtpage -
: 3 -~ L = - - - « Restart
E-€3 5-AD-ENG (NPARTIER -l I [fice - 5show Al |Groupby: Area —
ication Pools ASP.HET
P= Aol B Stop
[+ @ Sites @ .
o . = p e
’:_i %\2 & 0 é’ E ab)| View Application Pools
NET NET .NET Error NET NETTrust  Applicaton  Connection LRI
Authorizati... Compilation Pages Globalization Levels Settings Strings Change .NET Framework Version
villé :_"—‘ t © @ Help
= . Bl i& =]

Machine Key  Pages and

Online Help
Providers ~ Session State  SMTP E-mail
Controls

& & 9 o

@ &

Advanced  Authentication Compression Default Directory Error Pages  Failed Request
Logging Document Browsing Tracing Rules
A w & 8§ 0
4=n 9o = % ﬂ
Handler HTTP Redirect HTTP ISAPI and CGL  ISAPI Filters Logging MIME Types
Mappings Respo... Restrictions
.
@%H o2l &= LV iy
Modules Output Request Server Worker
Caching Filtering Certificates Processes
Management
El ih; =
=%
Configuration Feature Shared
Editor Delegation  Configuration
Fl | | » @ Features View ._; Content View

Ready

h-F
£ 23 TALSaY I NBITENS Iy OSR[ R\aGIKS F2f R

' AdvancedlLogs

1) + SNRAFe LL{

@vL. = Computer = Local Disk (C:) - inetpub - logs = AdvancedLogs

Organize *  Indudeinlibrary +  Share with

- m I Search AdvancedLogs

Mew folder
e Favorites Mame = Date modified | Type
B Desktop | u_ex_202509091700.log af9/2025 PM 05:12 Text Document
4L Downloads
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3.3 Event Log
3.3.1 Organizational Unit (OU) Configuration

6mM0O / EAO0] ! OGAGS S5ANBOG2NER ! aSNAR FyR [/ 2YLlziSN.

Active

Directory
Users and
Computers

6HU0 !'RR Iy hNEFYATFGAZYIE ! yAd
WA K O 2 W KS yEobilkKYSS SE I YWLID SNIKy/BERES & if abSez¢é | YR
GhNBFYATFGAZY I E ! yAG®DE

B Active Directory Usersand Computers -I0olx

File  Acton View Help

e Flo= B 225 TId%

: Active Directory Users and Comput | Mame | Type | Description
pmS2iEd OUEr _| Saved Queries Folder to store your favol
| ru:narh'uer.ln:u:al, == (PR TR | Domain
Builtin Delegate Control...

Bl

Computer:  Find...

Domain Cc Change Damain. ..

Faoreign5e  Change Domain Controller...
LostAndFe  Raise domain functional level...

Managed:  pperations Masters. ..
Microsoft

I
L

P

bl

Y

1l

FHMEEEGEEBH
L

" | Program C Compuiter
o Servers All Tasks 2 Contact
| System Group
al U:ers 2L InetOrgPerson
| Microsoft!  Properties msExchDynamicDistributionList
| NTDS Quo msImaging-PSPs
— MSMQ Queue Alias
Organizational Unit
Printer g
User
Shared Folder

K1 E— i) K1 | ©

|Create a new object... |

47 &7 N-Partner



600 9YUGSNI @2dzNJ hNAYYSKRAASFINEEEXGATI X8Yao
Note: Please create the organizational unit name according tatealenvironment. G AdD ¥ ¢

New Object - Organizational Unit x|

— Createin:  npartner local/Domain Contraollers

MName:
ISenrers I

¥ Protect container from accidental deletion

6nv az2@®S GKS {SNBSNJ (i2 @&2dzNJ bSgs hNBIFYATFGAZ2Y I §
{ St S@iz2 YIKE2 SIHT y AT I A Boydd F& fideyON 68 23phHik6S b €8 S NI S N3p

Note: Please select the Window®serveraccording to theactualenvironment TG Aé® 2 &S @

B Active Directory Users and Computers 10| =|
File Action View Help
- | = = = == | 4@ iy P o "
& AT 480 XE = HE A RS TR
: Active Directory Users and Comput | Mame z
_| Saved Queries L_..'-."'J'II"-J7‘-.':":“3-.-'-’-EZ'EI'-JG Computer
= ‘j’j npartner.local Add toa aroup...
. Fuiltin Mame Mappings...
Reset Account
2 | Domain Controllers
| ForeignSecurityPrincipals e
| LostAndFound
| Managed Service Accounts All Tasks. 3
3| Microsoft Exchange Securit
| Program Data it
2| Servers Delete
~| System Properties
| Users
| Microsoft Exchange Syster Help
| NTDS Quotas
E 3| | | B
|I'“'Ioves the current selection to another organizational unit. |
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Move x|

12| Domain Cortrollers
| ForeignSecurtyPrincipals
| LostAndFound
| Managed Service Accourts
- | Microsoft Exchange Securty Groups
| Microsoft Exchange System Cbjects
{7 NTDS Quatas
~| Program Data
BER Servers

RN RCRE R N Rk

=
Kl

0clO *SNATEe (GKS {SNBSNJ Il & .SSy az2@SR G2 @2dzNJ b
OELIRYRINE yAT | 3 2K$ KL 6/ 4 G S(ES NELE ySBE  GAly TABNIMD iyid h G
| 59 b8 SNIISNJ KIFa 0SSy Y20SRo®

-0l

File  Action View Help

f@“‘ﬂ“ﬁ”ﬂ&éﬂ|'::3x':9€~,'::':‘|_'|"??;]'@7

:] Active Directory Users and Comput | Name | Type | Descrip
_| Saved Queries 1 WIN2008-AD-ENG Computer
= 53 npartner.local P WIN2008-ENG

Computer
| Builtin

| Computers

2 | Domain Controllers

| ForeignSecurityPrindpals
| LostAndFound

| Managed Service Accounts
2 | Micosoft Exchange Securit

CIr gim

B EHEE

[+

| System

| Users
| Microsoft Exchange Syster
| NTDS Quotas

1| | | KN | i
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3.3.2 Group Policy Settings

OMU DDRRA@N t 2T A0®¢ al yI ASYSy

(P
Group Policy
Management

O nviA TOK (A K SNESWHEI yAT FGA2Y I JINBIGG $ h! oDty RA V& Si

K S XEB
E Group Policy Management - 10| =|
5l File Action Wiew Window Help ‘ 8]l
&= |5 o
_%5 Group Paolicy Management Group Policy Management
= _ﬁ Forest: npartner.local Corterts |
= (55 Domains
= 3 npartner.local MName =
@z Default Domain Policy 3 Forest: npartner Jocal
2 | Domain Controllers
| | Microsoft Exchange Security
% WML Fil =
E Starter Blodk Inheritance
ErE thes Blicy M Group Policy Madeling Wizard. ..
o Group Policy Mo sl Uit
4, Group Palicy Re S A
Mew Window from Here
Delete
Rename
Refresh
Properties
Help
udl | ©
< | ©

|Create a GPO in this domain and link it to this container
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Note: Please create the GPO name according to the actual environment.
MaS t Showé a

a

x
MName:
Source Starter GPO:
|ﬁ-|nne} ﬂ
e RN

6nuv 9RAU &2dzNJ DNRdzLJ t 2f A0& hoeaSoi

wA KR Ol GKS DNEP dzLd Aty2 fiAKORa hSoEd SVl Semmba i 63 @ (6

E Group Policy Management N w1
3 File Action View Window Help | o =
&= |5 ol
_% Group Policy Management Group Policy Management
= _ﬁ Forest: npartrer.local Contents |
= [ Domains
= _f_:_] npartner.local MName =
i Default Domain Policy 45, Forest: npartnerlocal
2| Domain Controllers
2| Microsoft Exchange Security
= 2 Serye
[5f Group Policy Ob
[ WMI Filters :
[ ] Starter GPOs v Link Enabled
_‘E'E Sites Save Report. ..
Ju Group Pcl!cy Modeling S
|¢ Group Policy Results
Delete
Rename
Refresh
Help
udl | ©
< | H
[Dpen the GPO editor |
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File Action View Help

o |HEXE = | HE
M-Partner Policy [WIN2008-AD-ENG.NPARTMNER.LO | Poli

“ Computer Configuration (210) Audit account logon events
Ll Policies Audit account management
| Software Settings
_ | Name Resolution Palicy
= Seripts (Startup/Shutdown)

9ELI YR F2f RSNJ

=101 %]

Mot Defined
5 , Failure

l:1o) Audit object access Mot Defined

[5 = Secunity Settings loio] Audit policy change Mot Defined
e = [o) Audit privilege use Mot Defined
S+ Account Polides ) )
T Local Poldes i1z Audit process traddng Mot Defined
EH Audit Poli I__“Audit system events Success, Failurel

| Security Options
:ﬂ Ewent Log

A Restricted Groups Audit logon events Properties x|

4 System Services : : . :
j Registry SR | Bokan |
_‘-‘_!I File System 3 Audit logon events
g/ Wired Network (IEEE 802.3) Po = )
| Windows Firewall with Advance

| Network List Manager Policies
Zaff Wireless Network (IEEE 802, 11 ¥ Define these policy settings
| Public Key Policies Audit these attempts:
| Software Restriction Policies
| Network Access Protection V¥ Success
| Application Control Policies ¥ Failure
{8, 1P Security Policies on Active Di
" Advanced Audit Policy Configur

ally Policy-based Qos
| Administrative Templates: Policy definiti
| Preferences
B 4% User Configuration
| Policies
| Preferences

QK I Cancel F¥ ] 1]
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File Action View Help

& 2= XE = B

=[' N-Partner Policy [WIN2008-AD-ENG NPARTNER.LO | Palicy = | Policy Setting
=] i Computer Configuration |15 Maximum application log size Not Defined
=l Policies 2| Maximum security log size 204300 kilobytes
_| Software Settings 1) Mandmum system log size Not Defined
ltis) Prevent local guests group from accessing application log Mot Defined
—| Name Resolution Policy ls) Prevent local guests group from accessing security log Mot Defined
10| Prevent local guests group from accessing system log Mot Defined
lt1s) Retain application log Mot Defined
= Local Policies loo) Retain security log Mot Defined
@ ls) Retain system log Mot Defined
4, Restricted Groups = nethod for application log Mot Defined

*g System Services - Retention method for security log As needed I
A Registry l21z) Retention method for system log Not Defined

‘4, File System

o Wired Network (IEEE 802.3) Po
| Windows Firewall with Advance
salfl Wireless Network (IEEE 802,11
~| Public Key Polides Securty Policy Setting | Explain |
| Software Restriction Policies

| Network Access Protection

| Application Control Policies

8, 1P Security Policies on Active Di

Retention method for security log

LY !
A

| Advanced Audit Policy Configur Ip Define this policy setting I
ol Policy-based Qos
| Administrative Templates: Policy definit £ Ovenwrits events by days
“| Preferences Iﬁ' Overwrite everts as needed I
= 4% User Configuration
| Policies ™ Do not overwrite events (clear log manually)
| Preferences Madifying this setting may affect compatibility with clients, services,

& and applications.
For more information, see Retention method for security log.

{3823655)

ok | Cancet | enn |
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Note: Please adjust the number based on the actual environnrqgjﬁ AO1 dahyYoé
-0l x|

File Action View Help

o= | HE|XE = HE

IN2008-AD-ENG.NPARTNER.LO | Policy = | Policy Setting

! Computer Configuration |.:| Maximum application log size Mot Defined
Ll Polides /-] Maximum security log size 204300 kilobytes |

L Software Settings 41 Maximum system log size Mot Defined

121z) Prewent local guests group from accessing application log Mot Defined

— Nar.ne Resolution Policy \o1o| Prevent local quests group from accessing security log Mot Defined

< ' fariup Shutdown) 121z) Prevent local guests group from accessing system log Mot Defined

Seu.:::mi::h:oiies ¥:| Retain application log Mot Defined

'=; - l21z) Retain security log Mot Defined

= EventL \o1o| Retain system log Mot Defined

3 Restricted Groups 121z) Retention methed for application log Mot Defined

A System Services lis| Retention method for security log Mot Defined

"4 Registry i) Retention methed for system log Mot Defined

__:g File System

7of Wired Network (IEEE 802.3) Po
| windows Firewall with Advance
Safff Wireless Network (IEEE 802,11
| Public Key Polices Security Policy Setting | Explain I
| Software Restriction Policies

| Network Access Protection

| Application Control Policies

g IP Security Policies on Active Dil

Maximum security log size

%

| Advanced Audit Policy Configur Ip Define this policy setLingl
wlly Policy-based Qos
| Administrative Templates: Policy definit .
| Preferences |2[I 800 = kilobytes

[ i, User Configuration
_| Policies Modifying this setting may affect compatibility with clients, services,
| Preferences V. and applications.

For more information, see Maximum security log size. (Q823659)

oK | Cancel | Aoy |
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Windows
PowerShell

Gp0 9YGSNI GKS O2YYFIYyR 06St2¢ (2 NBFTNBAK 3INRAzLI L.

5 Administrator: Windows Powershell 10| x|

PS C:»> gpupdate ~force
Updating Policy...

Uzer Policy update has completed successfully.
Computer Policy update has completed successfully.

PS C:v>

Gmmy GKS & #NISRZ G 2 LISFHES/NISKHS (GfK S 02 8 % RIBB tzBIK S {
12f AO0& NBLR2NI F2N) 0KS 2AyR264 CA{tS aSNIISN®

2 Administrator: Windows PowerShell

PS5 G:»> Get—GPResultantSetofPolicy —Computer WINZBAS-AD-ENG -Path G:»tmp WINZ2BB8 . html —-ReportType html !

RsopMode : Logging

Namespace = \SWIN2888-AD-ENG“Root“Rsop MSD1BE356A3_9284 443A_BAB6_9C18171222BE
LoggingComputer : WIN2BB8-AD-ENG

: NPARTHNER“Administrator

: Computer

Replace the text shown ired with the Windows server name and the folder path/filename.
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@ NPARTNER\WINZ008-AD-ENG X +

<« C @ &= | C/tmp/Win2008.html
Minimum password age
Minimum password length

Password must meet complexity requirements
Store passwords using reversible encryption

Account Policies/Account Lockout Policy
Policy
Account lockout threshold

Account Policies/Kerberos Policy

ho2SO0oi

0KS NBLR NI Ay sSAes BE NP ING Kb /sl FLBLIE yASSNR t i

1 days

T characters
Disabled
Disabled

Setting
0 invalid logen attempts

0Dt ho o

%

-
Y

o =@ =
m e« O@ :

Default Domain Policy o
Default Domain Policy
Default Domain Policy
Default Domain Policy

Winning GPO
Default Domain Policy

Policy Serting Winning GPO
Enforce user logon restrictions Enabled Default Domain Policy
Maximum lifetime for service ticket 600 minutes Default Domain Pelicy
Maximum lifetime for user ticket 10 hours Default Domain Pelicy
Maximum lifetime for user ticket renewal 7 days Default Domain Policy
Maximum tolerance for computer clock synchronization 5 minutes Default Domain Pelicy
Local Policies/Audit Policy
Policy Setting ‘Winning GPO

Audit account logon events
Audit account management
Andit logon events

Audit system events

Success, Failure
Success, Failure
Suce:

, Failure
Success, Failure

N-Partner Policy
N-Partner Policy
N-Partner Policy
N-Partner Policy

[~
Local Policies/User Rights Assignment l/\‘
Policy Setting ‘Winning GPO
Log on as a service administrator, NPARTNER' Administrator N-Partner Policy
Manage auditing and security log NPARTNER.\Administrator, NPARTNER npartner N-Partner Policy
Local Policies/Security Options
Network Access
Policy Setting Winning GPO
Network access: Allow anomymeus SID/Name translation Disabled Default Domain Pelicy
Network Security
Policy Serting Winning GPO
Network security: Do not store LAN Manager hash value on next password change  Enabled Default Domain Pelicy
Network security: Force logoff when logon hours expire Disabled Default Domain Pelicy
Event Log
Policy Setting ‘Winning GPO
Maximum security log size 204300 kilobytes N-Partner Policy
Retention method for security log As needed N-Partner Policy
Public Key Policies/Certificate Services Client - Auto-Enrollment Settings -
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4. Exchange 2013

OEF YL SY O9RGRIY IS SRn eyt ENBENR264a Hn
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4.1 Exchange MessageTracking Log
a2RATE YEf23002YyF

Note: Please efer to 1.3 NXLog Configuration File.

ORAG GKS o0ftdzS GSEG asSoOiAazy (2 alLlSOATe (GKS YSaa
define MailLogC\Program FilédMicrosoff Exchange Server18 TransportRoled og§MessageTracking

4.1.1 Exchange Administrative Center

O MILISFEOKE RISy AAGN®GAOBS / Sy SNJ

Exchange
Administrativ
e Center

Oy ISNIYKKS LB WK kK f 9 EME Y (S BY [EdBYSNGHIWE LI B 5 & S v
AY D

|- | o
Bﬁ Exchange Admin Center 0 ﬁ {g}

Exchange Admin Center

npartner\Administrator

I
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6 =) = x 4 servers - Microsoft Exchange *

(] CEnterprise Office 365

Administrator + P -

Exchange admin center
recipients databases database availability groups virtual directories certificates
permissions
compliance management p e
- NAME 4 | SERVER ROLES VERSION
organization
) ‘ WIN2012-AD-ENG Mailbox, Client Access Version 15.0 (Build 1497.2) WIN2012-AD-ENG
protection
Mailbox, Client Access
mail flow Version 15.0 (Build 1497.2)
Standard Trial Edition
; Unlicensed
mobile Enter Product Key
public folders
unified messaging
II servers I
hybrid
tools
1 selected of 1 total

OB IB® AN yaLRMNAS eEHBot S YSaalédd OKISO] BRI RIGKS
/¥ N2 INIEXA CRNBEDKI v 3% vep BNY S NE[ NI 4 $1a3 S chdit GONF I o

WINZ2012-AD-ENG

general

Message tracking log
E Enable message tracking log
Message tracking log path:
POP3 |Enchange Server\V15\TransportRoles\Logs\MessageTracking
IMAP4
unified messaging Connectivity log
DNS Iookups E Enable connectivity log
Connectivity log path:
|C_'\ngram Files\Microsoft\Exchange Server\\V15\TransportR:

databases and database
availability groups

transport limits

QOutlook Anywhere

Protocol log
Send protocol log path:

|C:\Prug|=rn Files\Microsoft\Exchange Server\V1 5\Trinspunﬂulu|

Receive protocol log path:
|C'\Drog|am Files\Microsoft\Exchange Server\V1 S\TransportRolesl

% _ AJN-Partner
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4.1.2 Exchange Management Shell

MU GABYKFy3S al wF3SYSyid { KSftf

Exchange
Management
Shell

OB NEORE 60f S YS&aaléad OKISOTSRIAF Y RI DA YLI (G K A 2
CAfad DNBPEDOKIE vy 35 vép BN S NE[ NIEAR d 5183 S ¢ NINRBAYA Vi KES F2f £ 2
O2YYI YWREQKT y3aS al ya&vyaSYSyid { KSftf

| SelectObject *Track*

%) Machine: WIN2012-AD-ENG.npartner.local

Helcome to the Exchange Management Shellt?

Full list of cmdlets: Get—Command
Only Exchange cmdlets: Get—ExCommand
mdlets that match a specific string: Help *stringl>*
et general help: Help
et help for a cmdlet: Help <{cmdlet name> or <cmdlet name> -7
xchange team blog: Get—ExBlog
Show full output for a command: <command?> | Format-List

Chow gquick reference guide: QuickRef
ip of the day #93:

Did you know that you can download and integrate the latest version of Help for all cmdlets on the local Exchange serven
7 Tupe:

pdate—ExchangeHelp

ou need to run this command on each Exchange server to get updated Help.

ERBOSE: Connecting to WIN2812-AD-ENG.npartner.local.

ERBOSE: GConnected to WIN2B12-AD-EMG.npartner.local.

[PE] C:vUzersAdminiztrator Desktop>

[PS]1 C:sUsersAdninistratorsDesktop>Get—TransportServer WIN2B12-AD-ENG ! Select—-0Object =*Track=

JARNING: The Get-TransportServer cmdlet will he removed in a future version of Exchange. Use the Get-TransportService
mdlet instead. If you have any scripts that use the Get-TransportServer cmdlet, update them to use the
et—TransportService cmdlet. For more information. see http: ~go.microsoft.com fulink p s?LinkId=254711.

MeszageTrackingLogEnabled True

MessageTrackingLogMaxfige 3A.06:86 88

MessageTrackingLogMaxDirectorySize 1888 MB <1.048.576.808 bhytes)

MessageTrackingLogMaxFileSize 18 MB <18.485.768 hytes)

MessageTrackingLogPath C:“Program Files“Microsoft Exchange Server-Ui15-TransportRolesz“Logs-Messagelra
cking

MessageTrackingLogSubjectLoggingEnabled True

Replace the server nameiied textwith your Exchange server name.
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4.2 11S Log

h LISy Yy G SNY SG LY T2NXIF ALY

&

Internet
Information
Services (I15)

Manager

HO{ St SBDMNY S NISNS SE YRI $ 1t GWNBIHGaz 3 ZAy I o

Internet Information Services (lIS) Manager

{ SNBAOSa

@@

[ € » wiN212-AD-ENG

File View Help

Connections
@ - & @ WIN2012-AD-ENG Home
= Start Page =
Filter: - Gi w1 Show All | G by: - B8]+
[ 5 WiN2012-AD-ENG (NPARTNE | " 0O T Nmthow roup by: Area
ASP.NET
i & ;
"*% N “ q ab)
ES
NE NET .NET Error {NET {NET Trust  Application Connection
Authorizat... Compilation Pages Globalization Levels Settings Strings

Machine Key Pagesand  Providers  Session State SMTP E-mail

Controls
s
s -
A S . EL
o Si L/ =]
Authentic... Compression Default  Directory  ErrorPages  Failed Handler
Document  Browsing Request Tra... Mappings
e 4 & G| d |
HTTP HTTP ISAPland  ISAPI Filters| Logging {IMIME Types  Modules
Redirect Respon..  CGI Restri...
. . p
e (==
» 2 = &y
Output Request Server  URLRewrite  Worker
Caching Filtering  Certificates Processes
Management
J 0% 8 @
= 3 = {a
Configurat.. ~ Feature  [I5Manager IS Manager Management  Shared

Actions
Open Feature

Manage Server
> Restart

| siop

fiew Application Pools
View Sites
o Get New Web Platform

Camponents

@ Help
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! 93 » WIN2012-AD-ENG » EIII

File View Help
(Comections : _
ORI @3 Logging & 200t

'3 Start Page Cance
4-83 WIN2012-AD-ENG (NPARTNE

) Application Pools

. o View Log Files...
b @ Sites Site “| :
0 Help

Use this feature to configure how IIS logs requests on the Web server. = C
Disable

>

I FSystemDrive3\inetpub\logs\LogFiles I | Browse... |I [
Encoding:
I UTF-8 v I

Log Event Destination

Select the destination where IS will write log events.
O ETW event only
O Both log file and ETW event

Log File Rollover
Select the method that IS uses to create a new log file.

® Schedule:
| Hourly v ‘

) Maximum file size (in bytes):

]

() Do not create new log files

I [w] Use local time for file naming and rollover I

<[

T w ] 1 [ =] Features View | Content View

Configuration: 'localhost’ applicationHost.config L=

o o S N-Partner
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W3C Logging Fields [ > [

Standard Fields:

[w] Date ( date ) A
(] Time (time)

[w] Client IP Address ( c-ip)

[] User Name ( cs-username )

(] Service Name ( s-sitename )

[¥] Server Name ( s-computername )
[v] Server IP Address ( s-ip)

[] Server Port ( s-port)

[w] Method ( cs-method )

[ URI Stem ( cs-uri-stem )

|| URI Query ( cs-uri-query )

[w] Protocol Status ( sc-status )

[] Protocol Substatus ( sc-substatus )
[w] Win32 Status ( sc-win32-status )
[w] Bytes Sent ( sc-bytes )

|| Bytes Received ( cs-bytes )

[w] Time Taken ( time-taken )

[] Protocel Version ( cs-version )

[ Host ( cs-host )

[¥] User Agent ( cs(User-Agent) )

|| Cookie ( cs(Cookie) )

| Referer ( cs(Referer) ) v

Custom Fields:

Log Field Source Type Source

Add Field...

0K ‘ | Cancel
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Field Name:

|X-Forwa rded-For

Source Type:

|Request Header

Source:

|X-Forward ed-For

6d U hO4d

Standard Fields:

[ Date ( date)

Time (time )

[w] Client IP Address ( c-ip)

User Name ( cs-username )

[ Service Name ( s-sitename )

[ Server Name ( s-computername )
[w Server IP Address ( s-ip)

[v Server Port ( s-port )

[+] Method ( cs-method )

[¥] URI Stem ( cs-uri-stem )

[ URI Query ( cs-uri-query )

[¥] Protocol Status ( sc-status )

[ Protocol Substatus ( sc-substatus )
[#] Win32 Status ( sc-win32-status )
[ Bytes Sent ( sc-bytes)

[ Bytes Received ( cs-bytes )

[ Time Taken ( time-taken )

[ Protocol Version ( cs-version )
Host ( cs-host )

[ User Agent ( cs(User-Agent) )
Cookie ( cs(Cookie) )

[ Referer ( cs(Referer) )

Custom Fields:

|>

<|

Log Field Source Type
X-Forwarded-For Request Header

Source
X-Forwarded-For

Add Field... | | Remove Field

Edit Field..

[ o ]| oma |
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€5 » WIN2012-AD-ENG »

File View Help

Q- = |8
4y Start Page
4185 WIN2012-AD-ENG (NPARTNE
-l Application Pools
b @ Sites

< m >

g Logging

Use this feature to configure how IIS logs requests on the Web server.

One log file per:

Log File
Format:

W3cC v Select Fields...

Directory:

I>]

[se5ystembrivessiinetpubliogsiLogFiles | |

Encoding:
UTF-8 v

Log Event Destination

Select the destination where IIS will write log events.
@® Logfile only

O ETW event only

© Both log file and ETW event

Log File Rollover
Select the method that IS uses to create a new log file.

® Schedule:

© Maximum file size (in bytes):

(I

) Do not create new log files

Use local time for file naming and rollover

o]

| Features View - Content View

Configuration: 'localhost’ applicationHost.config

[=¢ Cancel

Disable

View Log Files...

o Help

b |

Oy B NR TFe

LL{

f23 FAi/Say I NBGHFEENEAd SR/ Ay

© v 1| L « Local Disk (C:) » inetpub » logs » LogFiles » W3svC2 |

v & [ searchwisvca

l Downloads |~

W Music

(& Pictures E

B Videos

iy Local Disk (C) |

3% share (\\192.168."

& public (\\192.168 v
448 items

Name

| u_ex25082913 _x
|} u_ex25082912 x
| ] u_ex25082911 x

8/29/2025 PM 02:00
8/29/2025 PM 01:59
8/29/2025 PM 12:59
8/29/2025 AM 11:59
8/29/2025 AM 10:59

Date modeied Type

Text Document
Text Document
Text Document
Text Document
Text Document

64

18 KB
1,664 KB
1,653 KB
1,651 KB
1,576 KB
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4.3 Event Log
4.3.1 Organizational Unit (OU) Configuration

O MILIFYOG A PSS S5ANBOG2NBE ' aSNE YR / 2 YLldzi SNE ®

Il
Active
Directory

Users and

CLomputers

6HO 'RR Iy hNEFYATFGAZYEFE ' yAd
WABEKAGKS2WR2YFAY VI YS ¢ilKSI SEHASUHISE (K S NS 6K &
GhNEFYATFGAZYEE ! VA ®DE

File Action View Help

o9 m 6= B %k‘}:?@k

= | Actrve Dlrectory Users and Com|| Name Type Description
i npartner. Iocal Domain

e Folder to store your fz

& || Builtin Delegate Control...

b [ Computer Find...

b ._:_j Domain C Change Domain...
b [ ForeignSes
b [ Managed
b (2] Microsoft
b (2] Servers Operations Masters...

Change Domain Controller...
Raise domain functional level...

- Users New Computer
All Tasks Contact

Refresh Group
InetOrgPerson

msExchDynamicDistributionList
msimaging-PSPs

MSMQ Queue Alias
Organizational Unit

Printer

Properties

Help

User

< Il Shared Folder

Create a new object...

I Y R
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Note: Please create the organizational unit name according t@athealenvironment. hG@ AdD ¥ @

E] Createin: nparnerlocal/

[#] Protect container from accidental deletion

6nv az2@®S GKS {SNBSNJ (i2 @&2dzNJ bSg hNBIFYATFGAZ2Y I §
{ StH Y LIIdDBEREA Ol @2y n i kS bda S NI S NIp

Note: Please select tHexchangeerveraccording to theactualenvironment TG Aé@ 2 &S o

File Action View Help
e 2@ 40/ XEHm 3auETaR
[ Active Directory Users and Com|| Name “ Typ
p [] Saved Queries [ WIN2012-AD-ENG Computer
4 3 npartner.local
B || Builtin
b = Domain Controllers Move..
p [ ] ForeignSecurityPrincipal: Manage
[ [;1 Managed Service Accour All Tasks
I (2] Microsoft Exchange Secu
3] Servers Cut
[ Users

Add to a group...
Reset Account

Properties
Help

Moves the current selection to another organizational ui
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-3 npartner
@#-{3] Domain Controllers

E} :] ForeignSecurityPrincipals

6clO +SNATFe GKS { SNUSNJ
QELIRPRNEL yAT | 2 2KE KD 64 (SES NGBE Y6 Oly TAABNIGD il i | §

| 59 b&& SNIBSNJ KI &

File Action View Help

l-a .SSy a

0SSy Y2QSRo®

e xnE L0 XE @a\ln\*&h*ﬁhwak

] Active Directory Users and Com
b || Saved Queries
4 4 npartner.local
b [ ] Builtin
[ Computers
p (2] Demain Controllers
p || ForeignSecurityPrincipal:
p [ Managed Service Accour

b 2] Microsoft Exchange Secu
5 Servers|
|| Users

[ WIN2012-AD-ENG
18 WIN2012-ENG
18 WIN2012R2-ENG

Typ
Computer

67
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4.3.2 Group Policy Settings

OM0O DRB@N w2t AO®é al yI38YSyi

m:—"f

Group Policy
Management

OHY GKS {SNISNHE 2NBFYATFGA2Y I

WA KR O SHUESNEEF YA T | Tha 8 {6 OB bzl § G |

'Z File Action View Window Help

<« =|[F 4

dzy N (i
Dt h

|2 Group Policy Management
4 4\ Forest: npartner.local

Group Policy Management
Contents

4 (54 Domains
4 3 npartner.local
=] Default Domain Policy
p 2| Domain Controllers
p_a | Microsoft Exchange Secur

Create a GPO in this domain, and Link it here...
Link an Existing GPO...

Block Inheritance

b = Groupk
b [ WMIFi
b (G Starter

b _a Sites
5% Group Policy N
%, Group Policy R

Group Policy Update...

| Group Policy Modeling Wizard...
New Organizational Unit
New Window from Here

Delete
Rename
Refresh

Properties
Help

|

<| " | >|

Create a GPO in this domain and link it to this container
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Note: Create your GPO name according to the actual environmgik Sy  Of A O] 4G9 RA G dé

Name:
| N-Partner Policy |

Source Starter GPO:
| {none)

onyd 9RAG @2dzNJ DNRdzZLJ t 2f AO0é hoe2Soi

Ly &aepddeld 205003 oAy (bkA ANISEEG L2832 oG A& d
NABEKAO]l YR aSt SO0 a9RAGDE

'z File Action View Window Help
= @ 0 G
| Group Policy Management Group Policy Objects in npartner.local

4 X\ Forest npartner.local Corterts | Delegation

4 5% Domains -
4 3 npartner.local %anm;f“ . GPO Status

=i/ Default Domain Policy - )
p (2] Domain Controllers L5/ Defau Domain Polcy :3:

p— =/ N-Pattner AD Policy
> |2 Microsoft Exchange Secur =] N-Partner Policy Enabled

4 5 Servers

| N-Partner Policy
b [t Group Policy Obje Edit... %
p [ WMIFilters Enforced 5

b [ Starter GPOs Link Enabled

b L@ Sites
5% Group Policy Modeling
4, Group Policy Results New Window from Here

Save Report...

Delete
Rename
Refresh

o  A&N-Partner
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N-Partner Policy [WIN2012-AD-ENG.NPARTNE ~ || Policy

Computer Configuration
. Policies J (.| Audit account management

p | Software Settings

b | Name Resolution Policy
2 Startup/Shutdown)

> Policy Setting
{2 Audit account logon events Success, Failure I
Success, Failure
\;) Audit directory service access Not Defined
[, Audit logon events Successi Failure I
[z Audit object access Not Defined
[ Audit policy change Not Defined
[ Audit privilege use Not Defined
(] Audit process tracking Not Defined

(s Audit system events

Success, Failure l

4| User Rights Assignment
b i Security Options

b 3 Eventlog Securty Polcy Settng | Explain

b [ 4 Restricted Groups
b 3 System Services

3 Audt logon events

b (4 Registry
p (4 File System
b £al Wired Network (IEEE 802.3) P [ Dshio e policy sekings
b ] Windows Firewall with Advar Ak these altepts:
[ ] Network List Manager Polici¢ [ Success
Zaf Wireless Network (IEEE 802.1 [ Faiure

1 Public Key Policies

(] Software Restriction Policies

|| Network Access Protection
p | Application Control Policies
3 S IP Security Policies on Active:
p -] Advanced Audit Policy Confi
b ol Policy-based QoS
p [ Administrative Templates: Policy de

p [ ] Preferences

4 4% User Configuration

vV wvw

p (-] Policies v
<JTwm ] >| |« 1
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N-Partner Policy [WIN2012-AD-ENG.NPARTNER.L

Computer Configuration
_ Policies

p | Administrative Templates: Policy defini
b | Preferences
4 % User Configuration
p [ Policies
p | Preferences

Software Settings

p | Name Resolution Policy
=i Scripts (Startup/Shutdown)

b 5 Account Policies
b i Local Policies
[ j| Event Log |
b @ Restricted Groups
p [ System Services
b & Registry
p [ 4 File System
[ li-_,gf Wired Network (IEEE 802.3) Polic
p | Windows Firewall with Advance
| Network List Manager Policies
b Zaf Wireless Network (IEEE 802.11) P
p | Public Key Policies
p ] Software Restriction Policies
b [ ] Network Access Protection
p ] Application Control Policies
b &, IP Security Policies on Active Dir
p | Advanced Audit Policy Configu:
b gl Policy-based QoS

m >

-

Policy
{4/ Maximum application log size
1y Maximum security log size
(%) Maximum system log size
1| Prevent local guests group from accessing application log
1| Prevent local guests group from accessing security log
1| Prevent local guests group from accessing system log
14| Retain application log
(1, Retain security log
[, Retain system log
-, Retention method for application log
Retention method for security log
{12, Retention method for system log

Securtty Policy Setting | Explain

Policy Setting
Not Defined
204800 kilobytes
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
As needed
Not Defined

3 Retention method for securtty log

|7 Define this polcy settng |

O Overwrite events by days
|® Overwrte events as needed |
(O Do not overwrite events (clear log manually)

For more information, see Retertion method for securtty log.
(823659)

and applications

|| comce ||
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