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https://kb.isc.org/docs/aa-01526

1 CentOS

1.1 CentOS 7

1.1.1 #7#5 BIND 32 E1E

(1) =& BIND k&

[root@Cent0S7 ~]# named -v
BIND 9.11.4-P2-RedHat-9.11.4-26.P2.el7 9.9 (Extended Support Version) <id:7107deb>

[root@Cent0S7 ~]#

(2) ¥7i8 BIND log BRI FEHIEE log EHI5E BIND 1R

# mkdir -p /var/log/named
# chown -R named.named /var/log/named/

[root@Cent0S7 ~]# mkdir -p /var/log/named
[root@Cent0S7 ~]# chown -R named.named /var/log/named/
[root@Cent0S7 ~]#

(3) #m¥E BIND :27ELE

#vi /etc/named.conf

[root@Cent0S7 ~]# vi /etc/named.conf

al Ll



(4) %riZ BIND Logging

logging{

channel default_debug{
file "data/named.run";
severity dynamic;

s

channel default_log{
file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};

channel general_log{
file "/var/log/named/general.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};

channel notify_log{
file "/var/log/named/notify.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

s

channel network_log{
file "/var/log/named/network.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};

channel queries_log{
file "/var/log/named/queries.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

s

channel query-errors_log{
file "/var/log/named/query-errors
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

s

channel lame-servers_log{
file "/var/log/named/lame-servers
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};

category default{default_log;};

category general{general_log;};

category notify{notify_log;};

category network{network_log;};

category queries{queries_log;};

category query-errors{query-errors_log;};

category lame-servers{lame-servers_log;l};

HISE B X FEMU
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Llogging {
channel defa

'’

channel default Log
primt -
primt
primt

sevari

(T
r

i
notify.log
primt -
primt
print-severity yes;
severity dynamic;

channel

print-time
print
primt -:
severity

%

channal

pr L ATy yes;
severity dynamic:
I )
channel lame
file i ;

print-ti

primt -+
S 2l

letaultl

{
{
:

notify
network {
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(5) #&= BIND RREXH, BREERAR

# named-checkconf /etc/named.conf

[root@Cent0S7 ~]1# named-checkconf /etc/named.conf

[root@Cent0S7 ~]#

(6) ERY BIND ARF5FNTERARIEARAE

# systemctl restart named && systemctl status named

amed . cc

53
H figuring com hannel ndc
command channel listening on
Internet Name O

B al Ll



1.1.2 &7 Rsyslog #2% BIND Log

(1) &% Rsyslog hR#&

# rsyslogd -v

[root@Cent0S7 ~]# rsyslogd -v
rsyslogd 8.24.0-57.el7 9.2, compiled with:
PLATFORM: x86_64-redhat-linux-gnu
PLATFORM (lsb _release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@Cent0S7 ~]#

(2) #REE rsyslog R ELE

#vi /etc/rsyslog.conf

[root@Cent0S7 ~]# vi /etc/rsyslog.conf

(3) #miE imfile WA
$ModLoad imfile # provides support for file logging

#### MODULES ####

# The imjournal module bellow is now used as a message source instead of imuxsock.
$ModLoad imuxsock # provides support for local system logging (e.g. via logger command)

$ModLoad imjournal # provides access to the systemd journal

#%ModLoad imklog # reads kernel messages (the same are read from journald)
#%$ModlLoad immark # provides --MARK-- message capability

$ModLoad imfile # provides support for file logging

al Ll



(4) ERFEEEE BIND log

# Send Bind log to N-Reporter

input (type="imfile" File="/var/log/named/default.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/general.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/notify.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/network.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/queries.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

ruleset (name="nreporter"){ action(type="omfwd" Target=" " Port="514" Protocol="udp") }

# Send Bind log to N-Reporter
input(type=" " Fil ar/log/named/default.log” Tag="bind" Facility="1local6" Ruleset="nreporter”
" Fil /var/log/named/general.log” Ta bind" Facility="local6" Rul er”

Fil ar/log/named/notify.log" g ind" Facility="local6" Rul

Fil ar/log/named/network.log" bind" Facility="1local6" Ru

Fil /var/log/named/queries.log” Tag="bind" Facility="1local6" Ruleset="nreporter")
input(type="imfile" Fil ar/log/named/query ors.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" Fil ar/log/named/lame-servers.log” Tag="bind" Facility="local6" Ruleset="nreporter"”)

}

A B FEIEH A N-Reporter %t IP address

(5) ERI Rsyslog BRISMERRFFIER

# systemctl restart rsyslog && systemctl status rsyslog

ystemctl status rsyslog

dor preset: enabled)

" swVWersion="§ .e 9.2" x-pid info="http://www.rsyslog..."] start

al Ll



1.2 CentOS 8

1.2.1 #7#5 BIND 32 E1E

(1) =& BIND K&

[root@Cent058 ~]1# named -v

BIND 9.11.26-RedHat-9.11.26-6.e18 (Extended Support Version) =id:3ff8620=
[root@Cent0S8 ~]# |

(2) #mi% BIND log EHIRFMEE log Eif}3€ BIND R

# mkdir -p /var/log/named
# chown -R named.named /var/log/named/

[root@Cent058 ~]# mkdir -p /var/log/named
[root@Cent058 ~]# chown -R named.named /var/log/named/
[root@Cent0S8 ~1# i

(3) #mi¥E BIND RRELE

#vi /etc/named.conf

[root@Cent0S8 ~]# vi /fetc/named.conf

[root@Cent0S8 ~1# JJ

al Ll



(4) %riZ BIND Logging

logging{

channel default_debug{
file "data/named.run";
severity dynamic;

s

channel default_log{
file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};

channel general_log{
file "/var/log/named/general.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};

channel notify_log{
file "/var/log/named/notify.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

s

channel network_log{
file "/var/log/named/network.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};

channel queries_log{
file "/var/log/named/queries.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

s

channel query-errors_log{
file "/var/log/named/query-errors
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

s

channel lame-servers_log{
file "/var/log/named/lame-servers
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};

category default{default_log;};

category general{general_log;};

category notify{notify_log;};

category network{network_log;};

category queries{queries_log;};

category query-errors{query-errors_log;};

category lame-servers{lame-servers_log;l};

HISE B X FEMU
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channel default
Tile arflog
print-time vy
print-cat
print-se

severlity

print-time
int-cat

print-time
print-category
print-se

file =/
print-time
print-cate

print-time
print-cate
print-s

severity dynamic;

nnel lame-

print-time
print-ca
print-se

severity

query

Lame

otify.log®;

flame-sarvers.,

5 { lama-se

10
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(5) #&= BIND RREXH, BREERAR

# named-checkconf /etc/named.co

[root@Cent058 ~]1# named-checkcont /etc/named.ce

[root@Cent0S8 ~]# |

(6) ERY BIND AR50 B ARFSAR RS

tl restart named && systemctl

disabled)
(running) c
ExecStop= -c ] /bin/kill -TERM $MAINPID (code=exited, status=0/SUCC )
NF} $0PT. d xit a /SUCCESS)
_ZONE_CHECKTNG" H sr/sbin/named-checkconf $NAMEDCONF"; els g of zone files is d

CGroup

named -c /etc/named.conf

1 utoma

] : automatic

] automat

] autol

] 238114 0 4]: nor

| 4 onf. n o h e n
]
]
]

command channel listening on 127.6.6
onfiguring command channel from
command channel listening on

]

ines 1-22/22 (END)

B al Ll
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1.2.2 &7 Rsyslog #2% BIND Log

(1) &% Rsyslog hR#&

[root@Cent0S8 ~]1# rsyslogd -v
rsyslogd 8.2410.0.master (aka 2024.10) compiled with:
PLATFORM: ¥86 64-redhat-linux-gnu
PLATFORM (1lsb release -d):
FEATURE_REGEXP:
G5SAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported:
memory allocator: system default
Buntime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: /etc/rsyslog.conf
PID file: fvar/run/syslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@Cent0S8 ~]# |j

(2) #REE rsyslog 32 E1E

[root@Cent0S8 ~]1# vi /etc/rsyslog.conf
[root@Cent0S8 ~1# )

(3) #1B imfile WAEAR
module(load= "imfile") # provides support for file logging
##44# MODULES #4#4H

module(load="imuxsock" # provides support for local system logging (e.g. via logger command)
SysSock.Use="off") # Turn off ge reception via local log socket;

# local messages are retrieved through imjournal now.
module(load="imjournal” # provides access to the systemd journal
StateFile="imjournal.state") # File to sto the position in the journal
#module(load="imklog") # reads kernel messages (the same are read from journald)
#module(load"immark") # provides --MARK-- message capability
module(load="imfile") # provides support for file logging

al Ll
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(4) ERFEEEE BIND log

# Send Bind log to N-Reporter

input (type="imfile" File="/var/log/named/default.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/general.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/notify.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/network.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/queries.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

ruleset (name="nreporter"){ action(type="omfwd" Target=" " Port="514" Protocol="udp") }

# Send Bind log to N-Reporter

lﬂput(ty o= 1mf11~ i "/var/log/named/d ¢

input(ty imfile i /var/log/na neral.log"” Ta bind" Facility="local6" Ru

input(type="imfile i “fvarflogfnamudfnotlfy log” Tag—"biﬂd“ Facility="1local6" Rul

input(ty imfile i ar; /ne /network.log" g="bind" Facility="Tlocal6" Ru

input(ty ile i /1og, e log g="bind" Fa:lllty-"localﬁ" Ru

input(type="imfile i “fvarflogfnamudfquu ( : nreporter™)
input(type="imfile" Fi /var/log/na ame-ser . : d ="nreporter™)
ruleset(name="nreporter”){ action(type

A B FEMUEE A N-Reporter 4% IP address

(5) ERI Rsyslog BR#IZMEDRFFIER

# systemctl restart rsyslog && systemctl status rsyslog

[rootﬂCuntUS ~]1# systemctl restart rsyslog && systemctl status rsyslog
- System Logging Service
(/usr/lib/systemd/system/rsyslog.serv ; enabled; vendor preset: enabled)

active (running) since Thu 2025-83-20 16:42:: 5T; 8ms ago
man:rsyslogd(8)
https://www.rsyslog.com/doc/
Main PID: 284314 (rsyslogd)
Tasks: 4 (limit: 49495)
Memory: 3.4M
CGroup: /sys .slice/rsyslog.service
fusr/sbin/rsyslogd -n

? Cent0S8 systemd[1]: rsyslog.service: d
: 2 ent0S8 systemd[1l]: Stopped System Logglﬂg 5~rv1cn.
[root@Cent0S8 ~1# i

al Ll

13



2 Debian 11

21 #s#g BIND &S

(1) =& BIND &

root@ebianll:~# named -v
BIND 9.16.27-Debian (Extended Support Version) <id:96094c5>

root@ebianll:~#

(2) #AiZ BIND log EI & log Eiltt 5 BIND #R

# mkdir -p /var/log/named

# chown -R bind.bind /var/log/named/

root@ebianll:~# mkdir -p /var/log/named
root@ebianll:~# chown -R bind.bind /var/log/named
root@ebianll:~#

B

(3) #®#E named.conf.options &7

#vi /etc/bind/named.conf.options

root@ebianll:/# vi /etc/bind/named.conf.options

al Ll
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(4) %riZ BIND Logging

logging{

channel default_log{
file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};

channel general_log{
file "/var/log/named/general.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

s

channel notify_log{
file "/var/log/named/notify.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

+;

channel network_log{
file "/var/log/named/network.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};

channel queries_log{
file "/var/log/named/queries.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

+;

channel query-errors_log{
file "/var/log/named/query-errors
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

s
channel lame-servers_log{
file "/var/log/named/lame-servers.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

s

category default{default_log;};

category general{general_log;l};

category notify{notify_log;};

category network{network_log;};

category queries{queries_log;};

category query-errors{query-errors_log;};
category lame—servers{lame—servers_log;};

I al L




Logging {
channel default_1
file '
print-time
print-cateqg
print-seve
severity dynamic;
}i
channel general log
jeneral .l

print-time
print-cate

channel

rint-time
print-cat

};

channel queries 1
file * Log/ fqueries . log"”;
rint-time
rint - ]
rint rity
dynamic

channel
ar
print-time
print
print-s
Laye
};
channel lame
file “/var 3
print-time

i
0]

B al Ll
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(5) #&= BIND RREXH, BREERAR

# named-checkconf /etc/bind/named.conf

root@ebianll:/# named-checkconf /etc/bind/named.conf

root@ebianll:/#

(6) ERI BIND ARF5FNTE R ARFEAR AR

# systemctl restart named && systemctl status named

root@ebianll:/# systemctl restart named && systemctl status named
® named.service - BIND Domain Name Server

Loaded:
Active:
Docs:
Main PID:
Tasks:
Memory:
CPU:
CGroup:

loaded (/lib/systemd/system/named.service; enabled; vendor preset: enabled)
active (running) since Fri 2022-05-27 09:51:12 CST; 6ms ago

man :named(8)

7500 (named)

1 (limit: 9506)

420.0K

1ms

/system.slice/named.service

L7500 /usr/sbin/named -f -u bind

May 27 09:51:12 Debianll systemd[1l]: Started BIND Domain Name Server.
root@ebianll:/#

al Ll
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2.2 F%7E Rsyslog 2% BIND Log

(1) &% Rsyslog k&

# rsyslogd -v

root@ebianll:~# rsyslogd -v
rsyslogd 8.2102.0 (aka 2021.02) compiled with:
PLATFORM: x86 64-pc-linux-gnu
PLATFORM (lsb_release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: /etc/rsyslog.conf
PID file: /run/rsyslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
root@ebianll:~#

)

(2) #REE rsyslog & E1E

root@ebianll:~# vi /etc/rsyslog.conf

(3) ¥iE imfile 8AA1E4

module(load= "imfile") # provides support for file logging

HABHHAARRBHHHHHRS
#### MODULES ####
HABHHAAARBHHHH A

module(load="imuxsock") # provides support for local system logging
module(load="1imklog") # provides kernel logging support
#module(load="immark") # provides --MARK-- message capability
module(load="imfile") # provides support for file logging

al Ll
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(4) ERFEEEE BIND log

# Send Bind log to N-Reporter

input (type="imfile" File="/var/log/named/default.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/general.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/notify.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/network.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/queries.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

ruleset (name="nreporter"){ action(type="omfwd" Target=" " Port="514" Protocol="udp") }

# Send Bind log to N-Reporter

input(type="imfile"” File="/var/log/named/default.log" ind" Facility="local6" Ruleset="nreporter”)
input(type="imfile" File="/var/log/named/general.log" ind" Facility="1local6" Rul nreporter”)
input(type="imfile" File="/var/log ed/notify.lo g i Facility="1localb6" Rule

input(type="imfile" Fil ar/log o r 0 ind" Facility="local6" Ruleset=" nrpporteﬁﬂ
input(type="imfile"” File / ug/nampd/quprlﬁs lug bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" F11P—"fvarflog/namwd/quprv errors. 1oq Tag="bind" Facility="localb" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="localb6" Ruleset="nreporter")
ruleset(name="nreporter”){ action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp") }

A EBXFE MU A N-Reporter 4% IP address

(5) EFR{ Rsyslog R MERRIZIESE

# systemctl restart rsyslog && systemctl status rsyslog

&& systemctl status rsyslog

Loaded: loaded (/11 yste € yslog. \ enabled; vendor preset: enabled)
Active: i ing) since i 0:14:28 s ago
TriggeredBy: 3 50C
Docs :

Main PID:

B al Ll
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3 Ubuntu 22

3.1 #m#g BIND i EE

(1) =& BIND &

I ——

root@buntu22:~# named -v
BIND 9.18.1-1ubuntul.l-Ubuntu (Stable Release) <id:>

root@buntu22:~#

(2) #7iE BIND log Ei43EF££EE log Eil43& BIND #R

# mkdir -p /var/log/named

# chown -R bind.bind /var/log/named/

root@buntu22:~# mkdir -p /var/log/named
root@buntu22:~# chown -R bind.bind /var/log/named/
root@buntu2?:~#

(3) #®%8 named.conf.options & E1E

#vi /etc/bind/named.conf.options

root@buntu22:~# vi /etc/bind/named.conf.options

al Ll
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(4) %riZ BIND Logging

logging{

channel default_log{
file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};

channel general_log{
file "/var/log/named/general.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

s

channel notify_log{
file "/var/log/named/notify.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

+;

channel network_log{
file "/var/log/named/network.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};

channel queries_log{
file "/var/log/named/queries.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

+;

channel query-errors_log{
file "/var/log/named/query-errors
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

s
channel lame-servers_log{
file "/var/log/named/lame-servers.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

s

category default{default_log;};

category general{general_log;l};

category notify{notify_log;};

category network{network_log;};

category queries{queries_log;};

category query-errors{query-errors_log;};
category lame—servers{lame—servers_log;};

I al L




Logging {

default 1

file “/var
print-time
print-category
print-s

severity dynamic;
};

channel sral log

‘mamed/notify.log”;

i
channel
eTwork.
print-time
print-catego

ki

channel queries [
file * | fqueries  log":
print-time

dr
print-time
print-category yes;

-
I
channel lame

Tl
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(5) #&= BIND RREXH, BREERAR

# named-checkconf /etc/bind/named.conf

root@lbuntu22:~# named-checkconf /etc/bind/named.conf

root@buntu2?:~#

(6) ERY BIND BRF5FNTERDARFSAR AR

# systemctl restart named && systemctl status named

root@buntu22:~# systemctl restart named && systemctl status named
® named.service - BIND Domain Name Server
Loaded: loaded (/lib/systemd/system/named.service; enabled; vendor preset: enabled)
Active: active (running) since Fri 2022-05-27 02:41:29 UTC; 6ms ago
Docs: man:named(8)
Process: 815 ExecStart=/usr/sbin/named $0PTIONS (code=exited, status=0/SUCCESS)
Main PID: 816 (named)
Tasks: 6 (limit: 9407)
Memory: 6.3M
CPU: 40ms
CGroup: /system.slice/named.service
L 816 /usr/sbin/named -u bind

May 27 02:41:29 Ubuntu22 named[816]: automatic empty zone: A

May 27 02:41:29 Ubuntu22 named[816]: automatic empty zone: B IP6.ARPA

May 27 02:41:29 Ubuntu22 named[816]: automatic empty zone: 8.B.D0.0.1.0.0.2.IP6.ARPA

May 27 02:41:29 Ubuntu22 named[816]: automatic empty zone: EMPTY.AS112.ARPA

May 27 02:41:29 Ubuntu22 named[816]: automatic empty zone: HOME.ARPA

May 27 02:41:29 Ubuntu22 named[816]: configuring command channel from '/etc/bind/rndc.key’
May 27 02:41:29 Ubuntu22 named[816]: command channel listening on 127.0.0.1#953

May 27 02:41:29 Ubuntu22 named[816]: configuring command channel from '/etc/bind/rndc.key’
May 27 02:41:29 Ubuntu22 named[816]: command channel listening on ::1#953

May 27 02:41:29 Ubuntu22 systemd[1l]: Started BIND Domain Name Server.

root@lbuntu2?2:-~#

.E.F.IP6.ARPA
.E.F.

al Ll
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3.2 E%%E Rsyslog #2% BIND Log

(1) &% Rsyslog k&

# rsyslogd -v

root@buntu22:~# rsyslogd -v
rsyslogd 8.2112.0 (aka 2021.12) compiled with:
PLATFORM:

PLATFORM (1lsb_release -d):
FEATURE_REGEXP:

GSSAPI Kerberos 5 support:
FEATURE_DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported:
memory allocator:

Runtime Instrumentation (slow code):
uuid support:

systemd support:

Config file:

PID file:

x86_64-pc-linux-gnu

Yes

Yes

No

Yes

Yes

system default

No

Yes

Yes
/etc/rsyslog.conf
/run/rsyslogd.pid

Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.

root@buntu2?:~#

(2) #REE rsyslog & E1E

#vi /etc/rsyslog.conf

root@buntu22:~# vi /etc/rsyslog.conf

(3) Hil imfile @AM

module(load= "imfile") # provides support for file logging

module(load=

module(load=

(4) ¥ bind.conf FREE

#vi /etc/rsyslog.d/110-bind.conf

root@buntu22:~# vi /etc/rsyslog.d/110-bind.conf

24
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(5) =RE¥HEE BIND log

# Send Bind log to N-Reporter

input (type="imfile" File="/var/log/named/default.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/general.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/notify.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/network.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/queries.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

input (type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="local6" Ruleset="
nreporter")

ruleset (name="nreporter"){ action(type="omfwd" Target=" " Port="514" Protocol="udp") }

# Send Bind log to N-Reporter

input(type="imfile"” File="/var/log/named/default.log" ind" Facility="local6" Ruleset="nreporter”)
input(type="imfile" File="/var/log/named/general.log" ind" Facility="1local6" Rul nreporter”)
input(type="imfile" File="/var/log ed/notify.lo g i Facility="1localb6" Rule

input(type="imfile" Fil ar/log o r 0 ind" Facility="local6" Ruleset=" nrpporteﬁﬂ
input(type="imfile"” File / ug/nampd/quprlﬁs lug bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" F11P—"fvarflog/namwd/quprv errors. 1oq Tag="bind" Facility="localb" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="localb6" Ruleset="nreporter")
ruleset(name="nreporter”){ action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp") }

A EBXFE MU A N-Reporter 4% IP address

(6) ZER{ Rsyslog R MERRIZIESE

# systemctl restart rsyslog && systemctl status rsyslog

restart rsyslog && systemctl status rsyslog
e
; vendor preset: enabled)
1S ago

‘/run/systemd/journal/syslog’ (fd 3) from systemd.

8.2112.0" x-pid="1284" x-info="http f .com"] start

B al Ll
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4 N-Reporter

(1) %1% BIND(DNS) &
REEE] > [RERARE] -> FE [Fi]

O
||I||I
131

.. @) Global (10/10)

b 2] F=EIERE (003)

= zgz=

REEEESE

HEMREE

mEAERE

HEESSE
RERTEE=EDY

e

& s5em

B r==m

AARERRE
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(2) EEREESR
%42 [Application/ DB/ OS/ Server]-> 35 [5[:818 (]

ha WTNERGE x

=EES

Switch / Router

=B Flow ThaE + SSEILER -

-'é Firewall / IPS / Load Balancer / NAC / UTM /
mmmm  WAF/Wireless

- - BEReAESE 85 PE - ASHELE -3
.-/ \T ,\ N-Cloud / N-Reporter / N-Probe

l'-._ _/?\_ __.-l NCloud £2 NReporter 1855 3 5 BTl SIa7 Syslog = N ...
\ "/

(1]

Tl

Q Auto / More / User Defined Format

HRER SIE#EH |
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(3) RREBEEFRTE
B A\ B 2 M 1P->Syslog B RHMET(E#E [UNIX DNS]-> B4 [T —F]

b WTHE - REEARE X

REEARE A~

HREER

‘ Bind_DMNS-192.168.3.88 ‘

P~

‘ 192.168.3.88 ‘

FrmeRs; -

‘ Global hd
Syslog ®E#X 0

‘ UNIX DNS v

RERREAL O

SNMP Model ©

% | T g

&Y N-Partner
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(4) Syslog MHEAZEE
Facility 1212 [(22) local use 6 (local6)]-> B [T —]
(& 23 [Raw Data fR&] - A [S54&59] 8~ Raw Data E#fl)

ok WM - Syslog AMERE "

Syslog HMEE .

Facility ©

‘ (22) local use 6 (localg) v

Rl

‘ UTF-8 "

Syslog ER{EREREXB LR O

Raw Data RESEEHS

A N-Partner
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(5) Efth
2% lcon #IZ [Host]-> EUTARBE IR [RUFE]-> 203 [N —F]->[FER3]

& RN - R x

HE

)
1% lcon ||
‘ Host
i o
‘ BEED keyl="value" » TEL S EEEMD
HERE
EUR A
@®sm O #F

EEMABRERE  KREREHEREMEESRRE-> #E (4]

£ SERAEIEE - KERTHERIG ISR 2
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