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前言

本文件描述 N-Reporter使用者如何使用 Rsyslog方式設定 BIND(DNS) syslog。

此文件適用於 CentOS / Debian / Ubuntu

BIND Logging:https://kb.isc.org/docs/aa-01526

註︰本文件僅做為如何將日誌吐出的設定參考，建議您仍應聯繫設備或是軟體原廠尋求日誌輸出方式之協助。
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1 CentOS

1.1 CentOS 7

1.1.1 編輯 BIND設定檔

(1) 查看 BIND版本

# named -v

(2) 新增 BIND log資料夾和變更 log資料夾 BIND權限
# mkdir -p /var/log/named
# chown -R named.named /var/log/named/

(3) 編輯 BIND設定檔

# vi /etc/named.conf
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(4) 新增 BIND Logging
logging{

channel default_debug{
file "data/named.run";
severity dynamic;

};
channel default_log{

file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel general_log{

file "/var/log/named/general.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel notify_log{

file "/var/log/named/notify.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel network_log{

file "/var/log/named/network.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel queries_log{

file "/var/log/named/queries.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel query-errors_log{

file "/var/log/named/query-errors.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel lame-servers_log{

file "/var/log/named/lame-servers.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
category default{default_log;};
category general{general_log;};
category notify{notify_log;};
category network{network_log;};
category queries{queries_log;};
category query-errors{query-errors_log;};
category lame-servers{lame-servers_log;};

};

新增藍色文字部位
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(5) 檢查 BIND設定文件,顯示無錯誤訊息

# named-checkconf /etc/named.conf

(6) 重啟 BIND服務和確認服務狀態

# systemctl restart named && systemctl status named
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1.1.2 設定 Rsyslog轉發 BIND Log

(1) 查看 Rsyslog版本

# rsyslogd -v

(2) 編輯 rsyslog設定檔

# vi /etc/rsyslog.conf

(3) 新增 imfile輸入模組

$ModLoad imfile # provides support for file logging
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(4) 設定轉發 BIND log
# Send Bind log to N-Reporter
input(type="imfile" File="/var/log/named/default.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/general.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/notify.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/network.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/queries.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
ruleset(name="nreporter"){ action(type="omfwd" Target=" 192.168.3.88 " Port="514" Protocol="udp") }

紅色文字部位請輸入 N-Reporter系統 IP address

(5) 重啟 Rsyslog服務和確認服務正常

# systemctl restart rsyslog && systemctl status rsyslog
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1.2 CentOS 8

1.2.1 編輯 BIND設定檔

(1) 查看 BIND版本

# named -v

(2) 新增 BIND log資料夾和變更 log資料夾 BIND權限
# mkdir -p /var/log/named
# chown -R named.named /var/log/named/

(3) 編輯 BIND設定檔

# vi /etc/named.conf
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(4) 新增 BIND Logging
logging{

channel default_debug{
file "data/named.run";
severity dynamic;

};
channel default_log{

file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel general_log{

file "/var/log/named/general.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel notify_log{

file "/var/log/named/notify.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel network_log{

file "/var/log/named/network.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel queries_log{

file "/var/log/named/queries.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel query-errors_log{

file "/var/log/named/query-errors.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel lame-servers_log{

file "/var/log/named/lame-servers.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
category default{default_log;};
category general{general_log;};
category notify{notify_log;};
category network{network_log;};
category queries{queries_log;};
category query-errors{query-errors_log;};
category lame-servers{lame-servers_log;};

};

新增藍色文字部位
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(5) 檢查 BIND設定文件,顯示無錯誤訊息

# named-checkconf /etc/named.conf

(6) 重啟 BIND服務和確認服務狀態

# systemctl restart named && systemctl status named
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1.2.2 設定 Rsyslog轉發 BIND Log

(1) 查看 Rsyslog版本

# rsyslogd -v

(2) 編輯 rsyslog設定檔

# vi /etc/rsyslog.conf

(3) 新增 imfile輸入模組

module(load= "imfile") # provides support for file logging
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(4) 設定轉發 BIND log
# Send Bind log to N-Reporter
input(type="imfile" File="/var/log/named/default.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/general.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/notify.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/network.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/queries.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
ruleset(name="nreporter"){ action(type="omfwd" Target=" 192.168.3.88 " Port="514" Protocol="udp") }

紅色文字部位請輸入 N-Reporter系統 IP address

(5) 重啟 Rsyslog服務和確認服務正常

# systemctl restart rsyslog && systemctl status rsyslog
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2 Debian 11

2.1 編輯 BIND設定檔

(1) 查看 BIND版本

# named -v

(2) 新增 BIND log資料夾和變更 log資料夾 BIND權限
# mkdir -p /var/log/named
# chown -R bind.bind /var/log/named/

(3) 編輯 named.conf.options設定檔

# vi /etc/bind/named.conf.options
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(4) 新增 BIND Logging
logging{

channel default_log{
file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel general_log{

file "/var/log/named/general.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel notify_log{

file "/var/log/named/notify.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel network_log{

file "/var/log/named/network.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel queries_log{

file "/var/log/named/queries.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel query-errors_log{

file "/var/log/named/query-errors.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel lame-servers_log{

file "/var/log/named/lame-servers.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
category default{default_log;};
category general{general_log;};
category notify{notify_log;};
category network{network_log;};
category queries{queries_log;};
category query-errors{query-errors_log;};
category lame-servers{lame-servers_log;};

};
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(5) 檢查 BIND設定文件,顯示無錯誤訊息

# named-checkconf /etc/bind/named.conf

(6) 重啟 BIND服務和確認服務狀態

# systemctl restart named && systemctl status named
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2.2 設定 Rsyslog轉發 BIND Log

(1) 查看 Rsyslog版本

# rsyslogd -v

(2) 編輯 rsyslog設定檔

# vi /etc/rsyslog.conf

(3) 新增 imfile輸入模組

module(load= "imfile") # provides support for file logging
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(4) 設定轉發 BIND log
# Send Bind log to N-Reporter
input(type="imfile" File="/var/log/named/default.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/general.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/notify.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/network.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/queries.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
ruleset(name="nreporter"){ action(type="omfwd" Target=" 192.168.3.88 " Port="514" Protocol="udp") }

紅色文字部位請輸入 N-Reporter系統 IP address

(5) 重啟 Rsyslog服務和確認服務正常

# systemctl restart rsyslog && systemctl status rsyslog
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3 Ubuntu 22

3.1 編輯 BIND設定檔

(1) 查看 BIND版本

# named -v

(2) 新增 BIND log資料夾和變更 log資料夾 BIND權限
# mkdir -p /var/log/named
# chown -R bind.bind /var/log/named/

(3) 編輯 named.conf.options設定檔

# vi /etc/bind/named.conf.options
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(4) 新增 BIND Logging
logging{

channel default_log{
file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel general_log{

file "/var/log/named/general.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel notify_log{

file "/var/log/named/notify.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel network_log{

file "/var/log/named/network.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel queries_log{

file "/var/log/named/queries.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel query-errors_log{

file "/var/log/named/query-errors.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
channel lame-servers_log{

file "/var/log/named/lame-servers.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;

};
category default{default_log;};
category general{general_log;};
category notify{notify_log;};
category network{network_log;};
category queries{queries_log;};
category query-errors{query-errors_log;};
category lame-servers{lame-servers_log;};

};
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(5) 檢查 BIND設定文件,顯示無錯誤訊息

# named-checkconf /etc/bind/named.conf

(6) 重啟 BIND服務和確認服務狀態

# systemctl restart named && systemctl status named
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3.2 設定 Rsyslog轉發 BIND Log

(1) 查看 Rsyslog版本

# rsyslogd -v

(2) 編輯 rsyslog設定檔

# vi /etc/rsyslog.conf

(3) 新增 imfile輸入模組

module(load= "imfile") # provides support for file logging

(4) 新增 bind.conf設定檔

# vi /etc/rsyslog.d/110-bind.conf
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(5) 設定轉發 BIND log
# Send Bind log to N-Reporter
input(type="imfile" File="/var/log/named/default.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/general.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/notify.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/network.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/queries.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
input(type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="local6" Ruleset="
nreporter")
ruleset(name="nreporter"){ action(type="omfwd" Target=" 192.168.3.88 " Port="514" Protocol="udp") }

紅色文字部位請輸入 N-Reporter系統 IP address

(6) 重啟 Rsyslog服務和確認服務正常

# systemctl restart rsyslog && systemctl status rsyslog
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4 N-Reporter

(1) 新增 BIND(DNS)設備

[設備管理] -> [設備樹狀圖] ->點選 [新增]
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(2) 選擇設備種類

選擇 [Application/ DB/ OS/ Server]->點選 [引導模式]
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(3) 設備基本設定

輸入設備名稱和IP->Syslog資料格式選擇 [UNIX DNS]->點選 [下一步]
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(4) Syslog相關設定

Facility選擇 [(22) local use 6 (local6)]->點選 [下一步]

(若勾選 [Raw Data保留]，則 [事件查詢]顯示 Raw Data資訊)
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(5) 其他

設備 Icon選擇 [Host]->接收狀態選擇 [啟用]->點選 [下一步]->[確認]

是否啟用預設報表，將套用置相同廠牌型號設備->點擊 [否]
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