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Preface 

This document describes how N-Reporter users can configure BIND (DNS) syslog using Rsyslog. 

This document applies to CentOS / Debian / Ubuntu. 

BIND Logging: https://kb.isc.org/docs/aa-01526 

 

Note: This document is provided solely as a reference for configuring log output. It is recommended 

that you contact the device or software vendor for assistance with the appropriate log export 

methods. 

 

  

https://kb.isc.org/docs/aa-01526
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1. CentOS 

1.1 CentOS 7 

1.1.1 Edit BIND Configuration File 

(1) Enter the command below to check the BIND version: 

# named -v 

(2) Enter the commands below to create the BIND log directory and update its permissions: 

# mkdir -p /var/log/named  

# chown -R named.named /var/log/named/ 

(3) Enter the command below to edit the BIND configuration file: 

# vi /etc/named.conf 

(4) Enter the command below to add BIND logging: 

logging{  

      channel default_debug{  

              file "data/named.run";  

              severity dynamic;  

       };  

       channel default_log{  

              file "/var/log/named/default.log";  

              print-time yes;  

              print-category yes;  

              print-severity yes;  

              severity dynamic;  

        };  

        channel general_log{  

               file "/var/log/named/general.log";  

               print-time yes;  

               print-category yes;  
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               print-severity yes;  

               severity dynamic;  

         };  

         channel notify_log{  

                file "/var/log/named/notify.log";  

                print-time yes;  

                print-category yes;  

                print-severity yes;  

                severity dynamic;  

          };  

          channel network_log{ 

                 file "/var/log/named/network.log";  

                 print-time yes;  

                 print-category yes;  

                 print-severity yes;  

                 severity dynamic; 

          };  

          channel queries_log{  

                 file "/var/log/named/queries.log";  

                 print-time yes;  

                 print-category yes;  

                 print-severity yes; 

                 severity dynamic;  

           };  

           channel query-errors_log{  

                   file "/var/log/named/query-errors.log";  

                   print-time yes;  

                   print-category yes;  

                   print-severity yes;  

                   severity dynamic;  

            };  

            channel lame-servers_log{  

                    file "/var/log/named/lame-servers.log"; 

                    print-time yes;  

                    print-category yes;  

                    print-severity yes;  
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                    severity dynamic;  

             };  

             category default{default_log;};  

             category general{general_log;};  

             category notify{notify_log;};  

             category network{network_log;}; 

             category queries{queries_log;};  

             category query-errors{query-errors_log;};  

             category lame-servers{lame-servers_log;};  

};  

Please add the parts marked in blue. 
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(5) Check the BIND configuration file to ensure there are no error messages: 

# named-checkconf /etc/named.conf 

 

(6) Enter the command below to restart the BIND service and verify its status: 

# systemctl restart named && systemctl status named 

  



 

                     7 
 

1.1.2 Configure Rsyslog to Forward BIND Logs 

(1) Check the Rsyslog version: 

# rsyslogd -v 

(2) Enter the command below to edit the Rsyslog configuration file: 

# vi /etc/rsyslog.conf 

(3) Add the imfile input module: 

$ModLoad imfile   # provides support for file logging 
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(4) Configure Rsyslog to forward BIND logs: 

# Send BIND log to N-Reporter 

input(type="imfile" File="/var/log/named/default.log"       Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/general.log"       Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/notify.log"        Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/network.log"       Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/queries.log"       Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/query-errors.log"  Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/lame-servers.log"  Tag="bind" Facility="local6" Ruleset="nreporter") 

ruleset(name="nreporter"){action(type="omfwd" Target="192.168.3.88" Port="514" Protocol="udp")} 

 

Replace the red-highlighted text with the IP address of your N-Reporter system. 

(5) Enter the command below to restart the Rsyslog service and verify that it is running: 

# systemctl restart rsyslog && systemctl status rsyslog 
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1.2 CentOS 8 

1.2.1 Edit BIND Configuration File 

(1) Enter the command below to check the BIND version: 

# named -v 

(2) Enter the commands below to create the BIND log directory and update its permissions: 

# mkdir -p /var/log/named  

# chown -R named.named /var/log/named/ 

(3) Enter the command below to edit the BIND configuration file: 

# vi /etc/named.conf 

(4) Enter the command below to add BIND logging: 

logging{  

      channel default_debug{  

              file "data/named.run";  

              severity dynamic;  

       };  

       channel default_log{  

              file "/var/log/named/default.log";  

              print-time yes;  

              print-category yes;  

              print-severity yes;  

              severity dynamic;  

        };  

        channel general_log{  

               file "/var/log/named/general.log";  

               print-time yes;  

               print-category yes;  

               print-severity yes;  
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               severity dynamic;  

         };  

         channel notify_log{  

                file "/var/log/named/notify.log";  

                print-time yes;  

                print-category yes;  

                print-severity yes;  

                severity dynamic;  

          };  

          channel network_log{ 

                 file "/var/log/named/network.log";  

                 print-time yes;  

                 print-category yes;  

                 print-severity yes;  

                 severity dynamic; 

          };  

          channel queries_log{  

                 file "/var/log/named/queries.log";  

                 print-time yes;  

                 print-category yes;  

                 print-severity yes; 

                 severity dynamic;  

           };  

           channel query-errors_log{  

                   file "/var/log/named/query-errors.log";  

                   print-time yes;  

                   print-category yes;  

                   print-severity yes;  

                   severity dynamic;  

            };  

            channel lame-servers_log{  

                    file "/var/log/named/lame-servers.log"; 

                    print-time yes;  

                    print-category yes;  

                    print-severity yes;  

                    severity dynamic;  
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             };  

             category default{default_log;};  

             category general{general_log;};  

             category notify{notify_log;};  

             category network{network_log;}; 

             category queries{queries_log;};  

             category query-errors{query-errors_log;};  

             category lame-servers{lame-servers_log;};  

};  

 

Please add the parts marked in blue. 
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(5) Check the BIND configuration file to ensure there are no error messages: 

# named-checkconf /etc/named.conf 

 

(6) Enter the command below to restart the BIND service and verify its status: 

# systemctl restart named && systemctl status named 
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1.2.2 Configure Rsyslog to Forward BIND Logs 

(1) Check the Rsyslog version: 

# rsyslogd -v 

(2) Enter the command below to edit the Rsyslog configuration file: 

# vi /etc/rsyslog.conf 

(3) Add the imfile input module: 

module(load="imfile")   # provides support for file logging 
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(4) Configure Rsyslog to forward BIND logs: 

# Send BIND log to N-Reporter 

input(type="imfile" File="/var/log/named/default.log"       Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/general.log"       Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/notify.log"        Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/network.log"       Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/queries.log"       Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/query-errors.log"  Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/lame-servers.log"  Tag="bind" Facility="local6" Ruleset="nreporter") 

ruleset(name="nreporter"){action(type="omfwd" Target="192.168.3.88" Port="514" Protocol="udp")} 

 

Replace the red-highlighted text with the IP address of your N-Reporter system. 

(5) Enter the command below to restart the Rsyslog service and verify that it is running: 

# systemctl restart rsyslog && systemctl status rsyslog 
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2. Debian 11 

2.1 Edit BIND Configuration File 

(1) Enter the command below to check the BIND version: 

# named -v 

(2) Enter the commands below to create the BIND log directory and update its permissions: 

# mkdir -p /var/log/named  

# chown -R bind.bind /var/log/named/ 

(3) Enter the command below to edit the BIND configuration file: 

# vi /etc/bind/named.conf.options 

(4) Enter the command below to add BIND logging: 

logging{ 

  channel default_log{ 

file "/var/log/named/default.log"; 

print-time yes; 

print-category yes; 

print-severity yes; 

severity dynamic; 

  }; 

  channel general_log{ 

file "/var/log/named/general.log"; 

print-time yes; 

print-category yes; 

print-severity yes; 

severity dynamic; 

  }; 

  channel notify_log{ 

file "/var/log/named/notify.log"; 
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print-time yes; 

print-category yes; 

print-severity yes; 

severity dynamic; 

  }; 

  channel network_log{ 

file "/var/log/named/network.log"; 

print-time yes; 

print-category yes; 

print-severity yes; 

severity dynamic; 

  }; 

  channel queries_log{ 

file "/var/log/named/queries.log"; 

print-time yes; 

print-category yes; 

print-severity yes; 

severity dynamic; 

  }; 

  channel query-errors_log{ 

file "/var/log/named/query-errors.log"; 

print-time yes; 

print-category yes; 

print-severity yes; 

severity dynamic; 

  }; 

  channel lame-servers_log{ 

file "/var/log/named/lame-servers.log"; 

print-time yes; 

print-category yes; 

print-severity yes; 

severity dynamic; 

  }; 

  category default{default_log;}; 

  category general{general_log;}; 

  category notify{notify_log;}; 
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  category network{network_log;}; 

  category queries{queries_log;}; 

  category query-errors{query-errors_log;}; 

  category lame-servers{lame-servers_log;}; 

}; 

Please add the parts marked in blue.  

(5) Check the BIND configuration file to ensure there are no error messages: 

# named-checkconf /etc/bind/named.conf 
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(6) Enter the command below to restart the BIND service and verify its status. 

# systemctl restart named && systemctl status named 
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2.2 Configure Rsyslog to Forward BIND Logs 

(1) Check the Rsyslog version: 

# rsyslogd -v 

(2) Enter the command below to edit the Rsyslog configuration file: 

# vi /etc/rsyslog.conf 

(3) Add the imfile input module: 

module(load="imfile")   # provides support for file logging 
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(4) Configure Rsyslog to forward BIND logs: 

# Send BIND log to N-Reporter 

input(type="imfile" File="/var/log/named/default.log"       Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/general.log"       Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/notify.log"        Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/network.log"       Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/queries.log"       Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/query-errors.log"  Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/lame-servers.log"  Tag="bind" Facility="local6" Ruleset="nreporter") 

ruleset(name="nreporter"){action(type="omfwd" Target="192.168.3.88" Port="514" Protocol="udp")} 

 

Replace the red-highlighted text with the IP address of your N-Reporter system. 

(5) Enter the command below to restart the Rsyslog service and verify that it is running: 

# systemctl restart rsyslog && systemctl status rsyslog 
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3. Ubuntu 22 

3.1 Edit BIND Configuration File 

(1) Enter the command below to check the BIND version: 

# named -v 

(2) Enter the commands below to create the BIND log directory and update its permissions: 

# mkdir -p /var/log/named  

# chown -R bind.bind /var/log/named/ 

(3) Enter the command below to edit the BIND configuration file: 

# vi /etc/bind/named.conf.options 

(4) Enter the command below to add BIND logging: 

logging{ 

  channel default_log{ 

file "/var/log/named/default.log"; 

print-time yes; 

print-category yes; 

print-severity yes; 

severity dynamic; 

  }; 

  channel general_log{ 

file "/var/log/named/general.log"; 

print-time yes; 

print-category yes; 

print-severity yes; 

severity dynamic; 

  }; 

  channel notify_log{ 

file "/var/log/named/notify.log"; 
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print-time yes; 

print-category yes; 

print-severity yes; 

severity dynamic; 

  }; 

  channel network_log{ 

file "/var/log/named/network.log"; 

print-time yes; 

print-category yes; 

print-severity yes; 

severity dynamic; 

  }; 

  channel queries_log{ 

file "/var/log/named/queries.log"; 

print-time yes; 

print-category yes; 

print-severity yes; 

severity dynamic; 

  }; 

  channel query-errors_log{ 

file "/var/log/named/query-errors.log"; 

print-time yes; 

print-category yes; 

print-severity yes; 

severity dynamic; 

  }; 

  channel lame-servers_log{ 

file "/var/log/named/lame-servers.log"; 

print-time yes; 

print-category yes; 

print-severity yes; 

severity dynamic; 

  }; 

  category default{default_log;}; 

  category general{general_log;}; 

  category notify{notify_log;}; 
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  category network{network_log;}; 

  category queries{queries_log;}; 

  category query-errors{query-errors_log;}; 

  category lame-servers{lame-servers_log;}; 

}; 

(5) Check the BIND configuration file to ensure there are no error messages: 

# named-checkconf /etc/bind/named.conf 
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(6) Enter the command below to restart the BIND service and verify its status. 

# systemctl restart named && systemctl status named 
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3.2 Configure Rsyslog to Forward BIND Logs 

(1) Check the Rsyslog version: 

# rsyslogd -v 

(2) Enter the command below to edit the Rsyslog configuration file: 

# vi /etc/rsyslog.conf 

(3) Add the imfile input module: 

module(load="imfile")   # provides support for file logging 

(4) Add a new bind.conf configuration file: 

# vi /etc/rsyslog.d/110-bind.conf 
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(5) Configure Rsyslog to forward BIND logs: 

# Send BIND logs to N-Reporter 

input(type="imfile" File="/var/log/named/default.log"      Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/general.log"      Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/notify.log"       Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/network.log"      Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/queries.log"      Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="nreporter") 

input(type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="local6" Ruleset="nreporter") 

ruleset(name="nreporter"){action(type="omfwd" Target="192.168.3.88" Port="514" Protocol="udp")} 

 

Replace the red-highlighted text with the IP address of your N-Reporter system. 

(6) Enter the command below to restart the Rsyslog service and verify that it is running: 

# systemctl restart rsyslog && systemctl status rsyslog 
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4. N-Reporter 

(1) Add a BIND(DNS) device: 

Go to “Device Management” → “Device Treeview” → click “Add.” 

 

(2) Select the device type: 

Choose “Application/DB/OS/Server” → click “Guided Mode.”  
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(3) Basic Device Settings: 

Enter the device name and IP address → For Syslog Data Format, select “UNIX DNS” → click “Next.”   
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(4) Syslog Settings 

Set “Facility” to “(22) local use 6 (local6)” → click “Next.” 

If “Raw Data Kept” is checked, the “Event Query” page will display raw data information. 
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(5) Others 

Set “Device Icon” to “Host” → Set “Receiving Status” to “Activated” → click “Next” → Confirm. 

Activate default templates for devices of the same vendor type, click “No.”  
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Contact 

 

 

 

  


