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Preface

This document describes how N-Reporter users can configure BIND (DNS) syslog using Rsyslog.
This document applies to CentOS / Debian / Ubuntu.
BIND Logging: https://kb.isc.org/docs/aa-01526

Note: This document is provided solely as a reference for configuring log output. It is recommended
that you contact the device or software vendor for assistance with the appropriate log export

methods.
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1. CentOS
1.1 CentOS 7
1.1.1 Edit BIND Configuration File

(1) Enter the command below to check the BIND version:

# named -v

[root@Cent0S7 ~]# named -v
BIND 9.11.4-P2-RedHat-9.11.4-26.P2.el7 9.9 (Extended Support Version) <id:7107deb>
[root@Cent0S7 ~]#

(2) Enter the commands below to create the BIND log directory and update its permissions:
# mkdir -p /var/log/named

# chown -R named.named /var/log/named/

[root@Cent0S7 ~]# mkdir -p /var/log/named
[root@Cent0S7 ~]# chown -R named.named /var/log/named/
[root@Cent0S7 ~1#

(3) Enter the command below to edit the BIND configuration file:

# vi /etc/named.conf

[ root@Cent0S7 ~]1# vi /etc/named.conf

(4) Enter the command below to add BIND logging:
logging{
channel default_debug{

file "data/named.run";
severity dynamic;
Iy
channel default_log{
file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
Iy
channel general_log{
file "/var/log/named/general.log";
print-time yes;

print-category yes;
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print-severity yes;
severity dynamic;
Iy
channel notify_log{
file "/var/log/named/notify.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
Iy
channel network_log{
file "/var/log/named/network.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
Iy

channel queries_log{

file "/var/log/named/queries.log";

print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
12
channel query-errors_log{
file "/var/log/named/query-errors.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
I
channel lame-servers_log{
file "/var/log/named/lame-servers.log";
print-time yes;
print-category yes;

print-severity yes;
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severity dynamic;
category default{default_log;};

category general{general_log;};

category notify{notify_log;};

category network{network_log;};
category queries{queries_log;};
category query-errors{query-errors_log;};

category lame-servers{lame-servers_log;};

annel ault debug {
ata/named.run”;

channel

fi /general . log”
print
print

print-se\

channel
/notify.log

-

!
channel
/network. L

queries.log";

erity y
dynamic;

1
channel

/query-erro

channel
/lame-servers.,log

category noti

cate
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(5) Check the BIND configuration file to ensure there are no error messages:

# named-checkconf amed.co

[ root@Cent0S/ ~]# named-checkconf /etc/named.conf

[root@Cent0S/ ~]#

(6) Enter the command below to restart the BIND service and verify its status:

named && system

loaded us
: active (running) s
16419 E S

(out of

named [ configuring command channel from te
named [ : command channel listening on 127.0.8.1#953
figuring channel fr
command channel listening on
ed 3

I al Lyl



1.1.2 Configure Rsyslog to Forward BIND Logs

(1) Check the Rsyslog version:

# rsyslogd -v

[root@Cent0S7 ~]# rsyslogd -v
rsyslogd 8.24.0-57.el7 9.2, compiled with:
PLATFORM: x86_64-redhat-linux-gnu
PLATFORM (lsb _release -d):
FEATURE_REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@Cent0S7 ~]#

(2) Enter the command below to edit the Rsyslog configuration file:

# vi /etc/rsyslog.conf

[root@Cent0S7 ~]# vi /etc/rsyslog.conf

(3) Add the imfile input module:

SModLoad imfile  # provides support for file logging

#### MODULES ####

# The imjournal module bellow is now used as a message source instead of imuxsock.
$ModLoad imuxsock # provides support for local system logging (e.g. via logger command)

$ModlLoad imjournal # provides access to the systemd journal

#$ModlLoad imklog # reads kernel messages (the same are read from journald)
#$ModLoad immark # provides --MARK-- message capability

$ModLoad imfile # provides support for file logging
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(4) Configure Rsyslog to forward BIND logs:

# Send BIND log to N-Reporter

input(type="imfile" File="/var/log/named/default.log"

input(type="imfile" File="/var/log/named/general.log"

input(type="imfile" File="/var/log/named/notify.log"

input(type="imfile" File="/var/log/named/network.log"
input(type="imfile" File="/var/log/named/queries.log"
input(type="imfile" File="/var/log/named/query-errors.log"
input(type="imfile" File="/var/log/named/lame-servers.log"

ruleset(name="nreporter"){action(type="omfwd" Target="

# Send Bind

input(type="

input(typ
input(type=
input(type=
input(typ

input(type=

input(type='

‘imfile”

Tag="bind" Facility="local6" Ruleset="nreporter")
Tag="bind" Facility="local6" Ruleset="nreporter")
Tag="bind" Facility="local6" Ruleset="nreporter")
Tag="bind" Facility="local6" Ruleset="nreporter")
Tag="bind" Facility="local6" Ruleset="nreporter")
Tag="bind" Facility="local6" Ruleset="nreporter")
Tag="bind" Facility="local6" Ruleset="nreporter")
" Port="514" Protocol="udp")}
log to N-Reporter
imfile" File="/var/log/named/default.log" Tag="bind" Facility="1local6" Ruleset="nreporter")
imfile" File="/var/log/named/general.log" Tag="bind" Facility="local6" Ruleset="nreporter")
imfile" File="/var/log/named/notify.log" Tag="bind" Facility="local6" Ruleset="nreporter")
imfile" File="/var/log/named/network.log" Tag="bind" Facility="local6" Ruleset="nreporter")
imfile" File="/var/log/named/queries.log" Tag="bind" Facility="local6" Ruleset="nreporter")

imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="nreporter")
File="/var/log/named/lame-servers.log" Tag="bind" Facility="1local6" Ruleset="nreporter")

ruleset(name="nreporter"){ action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp") }

Replace the red-highlighted text with the IP address of your N-Reporter system.

(5) Enter the command below to restart the Rsyslog service and verify that it is running:

# systemctl restart rsyslog && system

Main PID:
CGroup: /

May 27 17:1¢

tl status rsyslog

g && systemctl status rsyslog

syslog.serv enabled; vendor preset:

e; enabled)
5-27 17:18:16 CST; 9ms ago

g) since Fri

slogd(8)

slog.com/dc

rting System Logging Service...
[origin software " swVersion="8.24

md[1]: Started System Logging

to show in full.

localdomain rsyslogd X-pid="1982" x-info="http://www.rsyslog..."] start
aldomain emd

, use -1

.8-57.el17 9.2"
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1.2 CentOS 8
1.2.1 Edit BIND Configuration File

(1) Enter the command below to check the BIND version:

# named -v

[root@Cent0sS8 ~1# named -v
BIND 9.11.26-RedHat-9.11.26-6.e18 (Extended Support Version) <id:3ff8620=
[root@Cent0S8 ~1# |}

(2) Enter the commands below to create the BIND log directory and update its permissions:

# mkdir -p /var/log/named
# chown -R named.named /var/log/named/

[root@Cent058 ~]# mkdir -p /var/log/named
[root@Cent058 ~]# chown -R named.named /var/log/named/
[root@Cent0S8 ~]# |}

(3) Enter the command below to edit the BIND configuration file:

# vi /etc/named.conf

[root@Cent058 ~]1# vi /etc/named.conf
[root@Cent058 ~1# |

(4) Enter the command below to add BIND logging:
logging{
channel default_debug{
file "data/named.run";
severity dynamic;
Iy
channel default_log{
file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
y
channel general_log{
file "/var/log/named/general.log";
print-time yes;
print-category yes;

print-severity yes;
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|5

severity dynamic;

channel notify_log{

|5

file "/var/log/named/notify.log";
print-time yes;

print-category yes;
print-severity yes;

severity dynamic;

channel network_log{

|5

file "/var/log/named/network.log";
print-time yes;

print-category yes;

print-severity yes;

severity dynamic;

channel queries_log{

|5

file "/var/log/named/queries.log";
print-time yes;

print-category yes;

print-severity yes;

severity dynamic;

channel query-errors_log{

|5

file "/var/log/named/query-errors.log";

print-time yes;
print-category yes;
print-severity yes;

severity dynamic;

channel lame-servers_log{

file "/var/log/named/lame-servers.log";
print-time yes;

print-category yes;

print-severity yes;

severity dynamic;
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2
category default{default_log;};

category general{general_log;};

category notify{notify log;};

category network{network_log;};
category queries{queries_log;};
category query-errors{query-errors_log;};

category lame-servers{lame-servers_log;};

efault.log”;

tify.log®;

work.log”;
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(5) Check the BIND configuration file to ensure there are no error messages:

# named-checkconf amed.co

[root@Cent0S8 ~1# named-checkconf fetc/named.conf

[root@Cent0S8 ~1# |

(6) Enter the command below to restart the BIND service and verify its status:

named && system

stemctl status named

M $MAINPID (code=exited, statt
atus=0/SUCCESS
-checkconf - N ; cho ing of zone files is disabled

Memory
CGroup
bin/named -u named -¢ /etc/named.conf

empty zone: B.E.F.IP6.ARPA

c empty zon 8.B. .1 8.2
EMPTY.AS112.ARPA
;

ting to 1MB (out of
ring command cha 1 from ‘/etc/rndc.key’
command channel listening on 127.
nfiguring command channel from
command channel listening on 1#953
ain (DNS).

12
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1.2.2 Configure Rsyslog to Forward BIND Logs

(1) Check the Rsyslog version:

# rsyslogd -v

[root@Cent058 ~1# rsyslogd -v
rsyslogd 8.2410.0.master (aka 2024.10) compiled with:
PLATFORM: %86 _64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE _DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): [ [s]
uuid support: Yes
systemd support: Yes
Config file: fetc/rsyslog.conf
PID file: fvar/run/syslogd.pid
Mumber of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@Cent0S8 ~1# |

(2) Enter the command below to edit the Rsyslog configuration file:

# vi /etc/rsyslog.conf

[root@Cent0S8 ~]1# vi /etc/rsyslog.conf
[root@Cent0s8 ~1# |j

(3) Add the imfile input module:

module(load="imfile")  # provides support for file logging
#HHHE MODULES #4HHE

module(load="imuxsock" # provides support for local system logging (e.g. via logger command)
SysSock.Use="off") # Turn off message reception via local log socket;

# local messac : trieved through imjournal now.
module{load="imjournal” # provides access to the systemd journal
StateFile="imjournal.state") # File to store the position in the journal
#module(load="imklog") # reads kernel messages (the same are read from journald)
#module(load"immark"”) # provides --MARK-- message capability
module (load="imfile") # provides support for file logging
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(4) Configure Rsyslog to forward BIND logs:
# Send BIND log to N-Reporter

input(type="imfile" File="/var/log/named/default.log"
input(type="imfile" File="/var/log/named/general.log"

input(type="imfile" File="/var/log/named/notify.log"

input(type="imfile" File="/var/log/named/network.log"

input(type="imfile" File="/var/log/named/queries.log"

Tag="bind" Facility="local6" Ruleset="nreporter")

Tag="bind" Facility="local6" Ruleset="nreporter")

Tag="bind" Facility="local6" Ruleset="nreporter")
Tag="bind" Facility="local6" Ruleset="nreporter")

Tag="bind" Facility="local6" Ruleset="nreporter")

input(type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="nreporter")

input(type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="local6" Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# Send Bind log to N-Reporter

input(type="imfile" File="/var/log/named/default.log" Tag="bind" Facility="localbt" Ruleset="
input(type 1/general.log" Tag="bind" Facility="local6" Rule
input(ty i/notify.log" Tag="bind" Facility="local6" Ru

input(ty network.log" Tag="bind" Facility="local6" Ru
input(type 1/queries log“ Tag="bind" Facility="localt" Ruleset=
input(ty J g" Tag="bind" Facility="localg"
input(type ile i ar/log/n: : g" Tag="bind" Facility="localb"
ruleset{name:"ﬂreporter')L a:tlonftypu mfwd"” Target="192.168.3.88" Port="514" Protocol="udp")

Replace the red-highlighted text with the IP address of your N-Reporter system.

(5) Enter the command below to restart the Rsyslog service and verify that it is running:

# systemctl restart rsyslog && systemctl status rsyslog

[root@Cent0S8 ~]# systemctl restart rsyslog && systemctl status rsyslog
L] rsyslog service - System Logging Service
Loa : loaded (/usr/lib/systemd/sy rsyslog.servi enabled; vendor preset: enabled)
Active: active (running) since Thu 2025 ,
Docs: man:rsyslogd(8)
htt / fwww . rsyslog.com/doc/
Main PID: 2 4 (rsyslogd)
Tasks: 4 (limit: 49495)
Memory: 3.4M
CGroup: /system.slice/rsyslog.service
L-284314 /usr/sbin/rsyslogd -n

? Cent058 systemd[1l]: rsyslog.service: Succe
Cent0S8 systemd[1l]: Stopped System Logging 5urv1:u.
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2. Debian 11
2.1 Edit BIND Configuration File

(1) Enter the command below to check the BIND version:
# named -v
root@ebianll:~# named -v

BIND 9.16.27-Debian (Extended Support Version) <id:96094c5>
root@ebianll:~#

(2) Enter the commands below to create the BIND log directory and update its permissions:

# mkdir -p /var/log/named
# chown -R bind.bind /var/log/named/
root@ebianll:~# mkdir -p /var/log/named

root@ebianll:~# chown -R bind.bind /var/log/named
root@ebianll:~#

(3) Enter the command below to edit the BIND configuration file:

# vi /etc/bind/named.conf.options

| #vi/etc/bind/namedconfoptions
root@ebianll:/# vi /etc/bind/named.conf.options

(4) Enter the command below to add BIND logging:
logging{
channel default_log{
file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
Iy
channel general_log{
file "/var/log/named/general.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
y
channel notify_log{

file "/var/log/named/notify.log";
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print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
Iy
channel network_log{
file "/var/log/named/network.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
Iy
channel queries_log{
file "/var/log/named/queries.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
2

channel query-errors_log{

file "/var/log/named/query-errors.log";

print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
2
channel lame-servers_log{
file "/var/log/named/lame-servers.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
2
category default{default_log;};
category general{general_log;};

category notify{notify log;};
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category network{network_log;};

category queries{queries_log;};

category query-errors{query-errors_log;};

category lame-servers{lame-servers_log;};

Please add the parts marked in

logging {
channel default_log {
file "/var/log/named/default.log”;
print-time yes;
print-category yes;
print-se ity yes;
severity dynamic;
)
channel general_log {
file “/vary )/named/general,log”;
print-time yes;
print ry yes;
print- erity yes;
severity dynamic;
}i
channel notify log {
file "/var/log/named/notify.log";
print-time yes;
print-category
print-severity
severity dynamic;
};
channel network_loc
fite “
print
print-category yes;
print- erity yes;
severity dynamic;
channel queries log {
file "/var/log/named/queries.log";
print-time
print-
print-se

file “/var/1
print-time
print-category
print erity
severity dynamic;

b

channel lame-servers log {
file “/var/ named/lame-servers.log”;
print-time yes
print-cat ry yes;
print- ity yes;
severity dynamic;

ault { default 1
neral { general_l
ify { notify log; };
ry network { network 1 i
{ queries_log; };
rors { query-errors log;
category lame-servers { lame-servers 10g;

root@ebianll:/# named-checkconf /etc/bind/named.conf
root@ebianll: /#
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(6) Enter the command below to restart the BIND service and verify its status.

# systemctl restart named && systemctl! status named

root@ebianll:/# systemctl restart named && systemctl status named
@ named.service - BIND Domain Name Server
Loaded: loaded (/lib/systemd/system/named.service; enabled; vendor preset: enabled)
Active: active (running) since Fri 2022-05-27 09:51:12 CST; 6ms ago
Docs: man:named(8)
Main PID: 7500 (named)
Tasks: 1 (limit: 9506)
Memory: 420.0K
CPU: 1ms
CGroup: /system.slice/named.service
L7500 /usr/sbin/named -f -u bind

May 27 09:51:12 Debianll systemd[1]: Started BIND Domain Name Server.
root@ebianll:/#

18 ol
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2.2 Configure Rsyslog to Forward BIND Logs

(1) Check the Rsyslog version:

# rsyslogd -v

root@ebianll:~# rsyslogd -v
rsyslogd 8.2102.0 (aka 2021.02) compiled with:
PLATFORM: x86 64-pc-linux-gnu
PLATFORM (1lsb _release -d):
FEATURE _REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: /etc/rsyslog.conf
PID file: /run/rsyslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
root@ebianll:~#

(2) Enter the command below to edit the Rsyslog configuration file:

# vi /etc/rsyslog.conf

root@ebianll:~# vi /etc/rsyslog.conf

(3) Add the imfile input module:

module(load="imfile")  # provides support for file logging

e
#### MODULES ####
B e

module(load="imuxsock") # provides support for local system logging
module(load="imklog") # provides kernel logging support
#module(load="immark") # provides --MARK-- message capability
module(load="imfile") # provides support for file logging

19 o
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(4) Configure Rsyslog to forward BIND logs:

# Send BIND log to N-Reporter
input(type="imfile" File="/var/log/named/default.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/general.log" Tag="bind" Facility="local6" Ruleset="nreporter")

input(type="imfile" File="/var/log/named/notify.log" Tag="bind" Facility="local6" Ruleset="nreporter")

input(type="imfile" File="/var/log/named/network.log" Tag="bind" Facility="local6" Ruleset="nreporter")

input(type="imfile" File="/var/log/named/queries.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="local6" Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# Send Bind log to N-Reporter

input(typ imfile" File="/var/log/named/default.log"” Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/general.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/notify.log" Tag="bind" Facility="1local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/network.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/queries.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/lame-servers.log” Tag="bind" Facility="local6" Ruleset="nreporter")
ruleset(name="nreporter"){ action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp") }

Replace the red-highlighted text with the IP address of your N-Reporter system.

(5) Enter the command below to restart the Rsyslog service and verify that it is running:

# systemctl restart rsyslog && system s rsyslog

) ; vendor preset: enabled)
ST; 18ms ago

vice
n - 1NONE

start
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3. Ubuntu 22
3.1 Edit BIND Configuration File

(1) Enter the command below to check the BIND version:

# named -v

root@buntu22:~# named -v
BIND 9.18.1-1ubuntul.l-Ubuntu (Stable Release) <id:>
root@buntu22:~#

(2) Enter the commands below to create the BIND log directory and update its permissions:
# mkdir -p /var/log/named
# chown -R bind.bind /var/log/named/

root@buntu22:~# mkdir -p /var/log/named
root@buntu22:~# chown -R bind.bind /var/log/named/
root@buntu2?:~#

(3) Enter the command below to edit the BIND configuration file:

# vi /etc/bind/named.conf.options

root@buntu22:~# vi /etc/bind/named.conf.options

(4) Enter the command below to add BIND logging:
logging{
channel default_log{
file "/var/log/named/default.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
ly
channel general_log{
file "/var/log/named/general.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
Iy
channel notify_log{

file "/var/log/named/notify.log";
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print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
Iy
channel network_log{
file "/var/log/named/network.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
Iy
channel queries_log{
file "/var/log/named/queries.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
2

channel query-errors_log{

file "/var/log/named/query-errors.log";

print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
2
channel lame-servers_log{
file "/var/log/named/lame-servers.log";
print-time yes;
print-category yes;
print-severity yes;
severity dynamic;
2
category default{default_log;};
category general{general_log;};

category notify{notify log;};

I al Lyl




category network{network_log;};
category queries{queries_log;};
category query-errors{query-errors_log;};

category lame-servers{lame-servers_log;};

logging {
channel default_1
file var/1 default.l
print-time yes
print-category yes,;
print-se
severity dynamic
) 3
channel ge 2
“/var/ med/general.log”;
print-time
print-category yes;
print-severity yes;
severity dynamic;
b
channel notify log {
file "/var/log/named/notify.log";
print-t
print-

};
channel ne

print-severity yes;
severity dynamic;
b
channel
‘named/queries .log";
print
print-ce i
print-severity yes;

}

channel query-erro
file “/ / named/query-errors.log”;
print-time ye
print-category yes;

}
channel
‘named/lame-servers.log”;
print
print-c s;
verity yes;
erity dynamic;

fault {
neral { g
notify
network { network
category queries { queries
category query-errors { query-errors
ory lame-servers { lame-servers 1

# named-checkco

root@buntu22:~# named-checkconf /etc/bind/named.conf
root@lbuntu22:~#
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(6) Enter the command below to restart the BIND service and verify its status.

# systemctl restart named && systemctl! status named

root@buntu22:~# systemctl restart named && systemctl status named
® named.service - BIND Domain Name Server
Loaded: loaded (/lib/systemd/system/named.service; enabled; vendor preset: enabled)
Active: active (running) since Fri 2022-05-27 02:41:29 UTC; 6ms ago
Docs: man:named(8)
Process: 815 ExecStart=/usr/sbin/named $0PTIONS (code=exited, status=0/SUCCESS)
Main PID: 816 (named)
Tasks: 6 (limit: 9407)
Memory: 6.3M
CPU: 40ms
CGroup: /system.slice/named.service
L-816 /usr/sbin/named -u bind

May 27 02:41:29 Ubuntu22 named[81
May 27 02:41:29 Ubuntu22 named[816]: automatic empty zone: E.F.IP6.ARPA
8

6]: automatic empty zone: A.E.F.IP6.ARPA
B.

[
[
May 27 02:41:29 Ubuntu22 named[816]: automatic empty zone: 8.B.D.0.1.0.0.2.IP6.ARPA
May 27 02:41:29 Ubuntu22 named([816]: automatic empty zone: EMPTY.AS112.ARPA
May 27 02:41:29 Ubuntu22 named[816]: automatic empty zone: HOME.ARPA

May 27 02:41:29 Ubuntu22 named[816]: configuring command channel from '/etc/bind/rndc.key’
May 27 02:41:29 Ubuntu22 named[816]: command channel listening on 127.0.0.1#953

May 27 02:41:29 Ubuntu22 named[816]: configuring command channel from '/etc/bind/rndc.key’
May 27 02:41:29 Ubuntu22 named[816]: command channel listening on ::1#953

May 27 02:41:29 Ubuntu22 systemd[1]: Started BIND Domain Name Server.

root@buntu22:~#
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3.2 Configure Rsyslog to Forward BIND Logs

(1) Check the Rsyslog version:

# rsyslogd -v

root@Ubuntu22:~# rsyslogd -v
rsyslogd 8.2112.0 (aka 2021.12) compiled with:
PLATFORM: x86_64-pc-linux-gnu
PLATFORM (lsb_release -d):
FEATURE_REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: /etc/rsyslog.conf
PID file: /run/rsyslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
root@Ubuntu22:~#

(2) Enter the command below to edit the Rsyslog configuration file:

# vi /etc/rsyslog.conf

root@buntu22:~# vi /etc/rsyslog.conf

(3) Add the imfile input module:

module(load="imfile")  # provides support for file logging

module(load=

module(load=

(4) Add a new bind.conf configuration file:

# vi /etc/rsyslog.d/110-bind.conf

root@buntu22:~# vi /etc/rsyslog.d/110-bind.conf
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(5) Configure Rsyslog to forward BIND logs:
# Send BIND logs to N-Reporter

input(type="imfile" File="/var/log/named/default.log" Tag="bind" Facility="local6" Ruleset="nreporter")

input(type="imfile" File="/var/log/named/general.log" Tag="bind" Facility="local6" Ruleset="nreporter")

input(type="imfile" File="/var/log/named/notify.log" Tag="bind" Facility="local6" Ruleset="nreporter")

input(type="imfile" File="/var/log/named/network.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/queries.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/query-errors.log" Tag="bind" Facility="local6" Ruleset="nreporter")
input(type="imfile" File="/var/log/named/lame-servers.log" Tag="bind" Facility="local6" Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

Replace the red-highlighted text with the IP address of your N-Reporter system.

(6) Enter the command below to restart the Rsyslog service and verify that it is running:

# systemctl restart rsyslog && systemctl status rsyslog

My systemctl status rsyslog

vendor preset: enabled)

Main PID:
Tas

CGroup: /

iNONE

: Stopped S
Starting .
T C i NI ‘frun/systemd/journal/syslog’ (fd 3) from systemd.

sion="8.2112.0" x-pid="1284" x-info="https
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4. N-Reporter

(1) Add a BIND(DNS) device:

Go to “Device Management” - “Device Treeview” - click “Add.”

M-Reporter? @

_g, hank? (Global) ~

'E Event
Iﬂ Report

@ Analysis
# N-Robot
@D Dashboard
E Device

Device Treeview

Device Management
Device Additional Setting
Alert Template

Device Abnormal Alert
Config Comparison

User Defined Format

E Home / Device / Device Treeview

& Device Treeview

All v Search

+ {8} Global A . (198/229)
2 Unknown Device (0/18)

[T Resource Recovery Area (0/1)

(2) Select the device type:

English ~ E

Y Filter | Reset ORSELTeIENN E

Choose “Application/DB/OS/Server” - click “Guided Mode.”

Device Category

Switch / Router

If the device only aclives the

A switch is a network ha

Application / DB / OS / Server

Host type, providing specific se

Firewall / IPS / Load Balancer / NAC / UTM /
WAF / Wireless

Network security related

N-Cloud / N-Reporter / N-Probe

N-Probe can collect traffic at a ratio

Auto / More / User Defined Format

Customization and other equipm

Expert Mode Guided Mode Cancel
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(3) Basic Device Settings:

Enter the device name and IP address - For Syslog Data Format, select “UNIX DNS” - click “Next.”

Basic Setting ~

Machine Name ~

Bind_DM5-192.168.3.88

(| =

192.168.3.88

Domain *

Global b

Syslog Format € E Activate Full-text Search (FTS3)

UNIX DMS h

User Defined Syslog Format ©

SNMP Model @

Mot Activated b

i License limitation: The ICMP alert template can only be activated if the
device (Category One: Switch/Router/SNMP) has activated Syslog format or
SNMP Model.

Performance Monitoring Setting w

Cancel

Previous Next
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(4) Syslog Settings

Set “Facility” to “(22) local use 6 (local6)” = click “Next.”

If “Raw Data Kept” is checked, the “Event Query” page will display raw data information.

Syslog Setting ~
Facility &

(22) local use 6 (localg) b
Encoding

UTF-8 -

Syslog Normalized Data Retention Days (Max) ©

7-18250

Syslog Normalized Data Retention Days (At Least) ©

1-18250

Raw Data Kept and Replied

Raw Data Kept
|:| Raw data format is adopted while Syslog relaying is activated in Threshold Report.

|:| The source IP will be kept in normalized data relaying

Previous Cancel
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(5) Others
Set “Device lcon” to “Host” - Set “Receiving Status” to “Activated” = click “Next” = Confirm.

&h Add Device - Other x

Other A~

Latitude and Longitude

atitude, longitude

Remark ©

special format: [key]="value”, which can be exported into a custom field.

Receive Status

(B Lty P . "
(@) Activated (_) Disabled

Previuus Cancel

Activate default templates for devices of the same vendor type, click “No.”

£+ Activate default template, this will apply to the same vendor type ?
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