gn{olze E
Apache syslog

V017

53/
o



hR =2 AR

N-Partner Technologies Co. iR#FA - K4 N-Partner Technologies Co. EHF T - LAEMUEAE B - #H -
B EEAFMUEAAS - BREm—BEEENT - N-Partner Technologies Co. (REB A SHEBHIHER) -

e

AFEMARMRIINETN AT ER - BEAEMBR - IBESAEMATRE -

&7 N-Partner



1

RedHat

1.1

1.2

1.3

1.4

CentOS

2.1

2.2

23

24

RedHat 5
1.1.1

#m¥8 Apache R EHE

1.1.2 %%t Rsyslog 8 EH

1.1.3 &XZE Rsyslog ¥ 5% Apache log

RedHat 6

1.2.1 #%#8 Apache :REE
E ¥ Rsyslog 8 EX

# E Rsyslog # 3 Apache log

122 B¥Rsyslog8EHF .. ... .. ...
1.2.3
RedHat 7

1.3.1 #REE Apache FREE
E ¥ Rsyslog fRA&

& E Rsyslog #3 Apache log

1.3.2

1.3.3
RedHat 8

1.4.1 #%EE Apache FREE

1.4.2 ER7E Rsyslog #%& Apache log

CentOS 5

2.1.1 #R¥8 Apache R E1E

Z 4% Rsyslog 8 EXF

2.1.2

2.1.3 7 Rsyslog # % Apache log

CentOS 6

2.21

#w¥8 Apache REE
B Rsyslog 8 hRAS

T Rsyslog #3& Apache log

222

2.2.3
CentOS 7

2.3.1 #w¥E Apache REE
E#7 Rsyslog fRZA&

& Rsyslog #2& Apache log

232 BEFiRsyslog k2 . ... ... ....
233
CentOS 8

2.4.1 #R¥E Apache REE
7 Rsyslog iRAx

# E Rsyslog #3& Apache log

242

243

Al 3 OracleLinux

3.1

3.2

Debian 9

4.1
4.2

OracleLinux 6

3.1.1 #R¥8 Apache R E1E
EHT Rsyslog 8 hii A&

€ Rsyslog # % Apache log

3.1.2 BEFiRsyslog8 hkA& . .........
3.1.3
OracleLinux 7

3.2.1 #R¥E Apache RREE
EHT Rsyslog kA

R € Rsyslog # % Apache log

3.2.2

3.2.3

#m¥8 Apache R E1E

% & Rsyslog #%& Apache log

Ubuntu18 . . . . . . . . . . .. ..

5.1
5.2

6.1

6.2

Solaris 11

7.1
7.2

FreeBSD 12

8.1
8.2

Windows 2016

9.1

#m¥8 Apache R E1E

R E Rsyslog # 2 Apache log

SUSE 10

6.1.1 #REE Apache RRE1E

6.1.2 EXIE syslog-ng #%& Apache log

SUSE 15

6.2.1 #R¥E Apache RREE

6.2.2 %7€ Rsyslog ¥ % Apache log

#m¥8 Apache R E1E

R E Rsyslog # 2 Apache log

#m¥8 Apache R E1E

B

=X TE Syslog #5% Apache log

9.1.1
9.1.2 NXLog :REWE T &
9.1.3 NXLog & E1&

NXLog &%

) Partner



914 NXLog BBEMTH ........... 67

9.2 Apache ... ... ... ............ 08
9.2.1 #R¥E Apache :BREE . ... ...... 08

9.22 ER Apache B# . . ... ... ... fod

10 N-Reporter . . . . . ... ... ...........

MV N-Partner



==

B

Ik

A N-Reporter £F# - #£ Linux /A Rsyslog / Syslogd / Syslog-NG F17£ Windows f#/ Open Source L

B NXLog 755 E Apache syslog °
NXLog T E#% Windows Apache FC#%8E 5% syslog - F# 8% N-Reporter #IERE  FE1ZE 4 -

AN IRIE % Red Hat / CentOS / OracleLinux / Debian / Ubuntu / SUSE / Solaris / FreeBSD #1 Windows %%% Apache

Ef -
LogFormat Options:https://httpd.apache.org/docs/current/mod/mod_log_config.html

ErrorLogFormat Options:https://httpd.apache.org/docs/current/mod/core.html

i AXHEHANARERTLNRESE - EEANBEMBRENERERBSKBRE LN ZHE) -

'

.

Partner


https://httpd.apache.org/docs/current/mod/mod_log_config.html
https://httpd.apache.org/docs/current/mod/core.html

1 RedHat

1.1 RedHat5

1.1.1 #%#8 Apache & E1E

(1) &% Apache &

# httpd -v

[ root@RedHatd ~]# httpd -v
Server version: Apache/2.2.3

Server built: Jul 18 2014 04:46:39
[ root@edHatb ~)#

(2) #®¥E Apache F&E1E
#vi /etc/httpd/conf/httpd.conf

[root@RedHat5 ~]# vi /etc/httpd/conf/httpd.conf

al Ll



% Apache log £ &

ErrorLog logs/error-NReporter.log
<IfModule logio_module>
LogFormat "%h %1 %u %t \"%r\" %>s %0 %I %T %b \"/%{Referer}i\" \"/{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

ErrorLog: The location of the error log file.
# If you do not specify am ErrorLog directive within a <VirtualHost=>
# container, error messages relating to that virtwal host will be
# logged here. If you *do* define anm error logfile for a =VirtualHost=
# container, that host's errors will be logged there and not here.
#
Errorlog logs/error Log
ErrorLog logs/error-NReporter.log

LogLevel: Control the number of messages logged to the error_log.
Possible wvalues include: debug, info, notice, warm, error, crit,
alert, emerdg.

#

LoglLevel warn

The following directives define some format nicknames Tor use with

a CustomLog directive (see below).
#
LogFormat "%h %1 %u %t “V%riv" %> %b V'%{Referer}iv” WV%{User-Agent}ir™" combined
LogFormat "%h %1 %u %t ““%r\" %>s5 %b" common
LogFormat “%{Referer}i -= %U" referer
LogFormat "%{User-agent}i" agent
# "“combinedio” includes actual counts of actual bytes received (%I) and sent (%0); this
# requires the mod_logio module to be loaded.
#logFormat "%h %1 %u %t A\“%rv" %>s %b Z"%{Referer}iv" “V%{User-fgent}iy” %I %0" combinedio
<IfModule logio_module=

LogFormat “%h %1 %u %t \V'%ry" %=s %0 %1 %T %b \"%{Referer}i’" “V'%{User-Agent}i\"" nreporter

</ T fModul e

#
# The location and format of the access logfile {(Common Logfile Format).
# If you do not define any access logfiles within a =VirtualHost>
container, they will be logged here. Contrariwise, if you *dot
define per-<VirtualHost> access logfiles, transactions will be
# logged thereim and *not* in this file.
#
#CustomLog logs/access_log common

#
# 1T you would like to have separate agent and retferer Logfiles, umcomment
# the following directives.

i 4

#CustomLog logs/referer log referer

#CustomlLog logs/agent_log agent

#
# For a single logfile with access, agent, and referer information
# (Combined Logfile Format), use the following directive:

#

CustomLon loasfaccess Loo combined

CustomlLog “logs/access-NReporter.log” nreporter

al Ll Il




(4) ERI Apache BR#ZFNTEER Apache BRFSAK AR

# service httpd restart &% service httpd status

[ root@RedHat5 ~]# service httpd restart && service httpd status
Stopping httpd:

Starting httpd:
httpd dead but subsys locked
[ root@RedHatb ~]1#

al Ll



1.1.2 %%t Rsyslog 8 E%

11.21 RKERE

(1) (=M syslog BR#%

# service syslog stop

[root@RedHatb ~]# service syslog stop

Shutting down kernel logger:
Shutting down system logger:
[root@RedHatb ~]#

(2) (FRRH syslog B ENRIEN AR

# chkconfig syslog off
# chkconfig syslog --list

[root@RedHat5 - chkconfig syslog off

[root@RedHat5 - chkconfig syslog --list

syslog J:o0ff l:off 2:0ff 3:0ff 4:off 5:0ff 6:0ff
[ root@RedHat5

et

(3) T & rsyslog repository & &
# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo

[root@RedHats ~]# curl -o fetc/yum.repos. d/frsyslog.repo hitp://rpms . adiscon.com/vB-stablefrsyslog. repo
% Total % Received % Xferd Average Speed [ime [ime Time Current
Dload Upload Total Spent Laft Spesad
laa 227  loe 227 i @ 238 @ i==1 ¥

[rooct@RedHats ~]#

(4) =% rsyslog Ef

# yum -y install rsyslog

al Ll



(5) %% rsyslog Eff

# service rsyslog start && service rsyslog status

[root@RedHat5 ~]# service rsyslog start && service rsyslog status
Starting system logger: [ ]
rsyslogd (pid 3348) is running...

[root@edHath ~1#

(6) ERRE rsyslog Rtk B ENRI B MMEL rsyslog BEIRIFZELR

# chkconfig syslog on
# chkconfig syslog --list

[root@RedHat ~]# chkconfig rsyslog on

[root@RedHat5 ~]# chkconfig rsyslog list

rsyslog O:o0ff 1:0ff 2:0n 3:0n 4:0n
[root@RedHath ~]#

(7) W& rsyslog hRA

# rsyslogd -v

[root@RedHatS ~]# rsyslogd -v
rsyslogd 8.16.0, compiled with:
PLATFORM: x86_ 64-redhat-linux-gnu
PLATFORM (1sb release -d):
FEATURE REGEXP : Yes
GSSAPI Kerberos 5 Support: No
FEATURE DEBUG (debug build, slow code): No
3Z2bit Atomic operations supported: Yes
64bit Atomic 'I'JF]E'I'EIII:]FIS SL.I[ZJ[.':IUT"[E‘H: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuld support: No
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[ root@RedHat5 ~]#

al Ll



11.2.2 BREE

(1) {=H syslog BR#%

# service syslog stop

[root@RedHatb ~]# service syslog stop

Shutting down kernel logger:
Shutting down system logger:
[ root@RedHath ~]#

(2) FFRR% syslog BENRIENARTS

# chkconfig syslog off
# chkconfig syslog --list

[root@RedHat5 ~]# chkconfig syslog off

[root@RedHat5 ~]# chkconfig syslog --list
syslog 0:o0ff l:o0ff 2:0ff 3:0ff 4:0ff 5:0ff 6:0ff

[root@RedHats ~]#

al Ll



(3) T&irsyslog MHEREH

# wget http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/rsyslog-8.16.0-1.el5.centos.x86_64.rpm
http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/libestr-0.1.10-1.el5.centos.x86_64.rpm
http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/1libgt-0.3.11-1.el5.centos.x86_64.rpm
http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/liblogging-1.0.6-1.el5.centos.x86_64.rpm
http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/json-c-0.11-3.el5.centos.x86_64.rpm

[root@RedHats ~]# woget http://rpms. adiscon.c wB-5t B6_B4/R s,m]u; 8.16.8-1.el5.centos. xB6_64 . rpm http://rpms.adiscon.com/vB-stable/epel -5/x86_64/RPMS
fibestr-8.1.18-1.el5.centos xﬂl':_»'-d.lr'm htt . C . ) _G4/RPMS/ L11-1. .centos.xB6_G4.rpm http://rpms.adiscon.c fvB-stableleps
1-5/x86_64/RPMS/ 14k ging 6-1.e /4 rpms COm/ v 1 El-5 4 ;.--"n c-8.11-3.el5.centos. x86_64.rpm
ZLZZ 63 U' Bl:48:54 http://rpms
Resolving rpms.adiscon.com... 45.55
Connecting to rprt._.]rllscnr rm|‘|‘> 55.282. 73'7| 88... connected,
HTTP request sent, awaiting response 200 0K
Length: 811194 (792K) [ lication/x- redhat -package-manager
Saving to: "rsyslog-8.16.8-1.el5.centos.x86_64.rpm’

2022-83-03 81:40:57 (492 KB/s) rsyslog-&.16 .el5.centos, xB6_64. rpm’ saved [811194/811194

--20822-83-83 B1:48:57-- http://rpms_adiscon.com/v8-stable/epel-5/x86_64/RPHMS/1libestr-8.1.18-1. el5.centos. xB6_64.rpm
Reusing existing connection to rpms.adiscon B

HTTP request sent, awaiting response 200 OK

Length: 8585 (&.4K) [application/x-redhat-package-manager]

Saving to: "libestr-8.1.10-1.el5.centos.x86 64_rpm’

188%[=
B22-83-83 81:48:57 (6l.6 MB/s) libestr-@.1.16-1.el5 centos . x86_64.rpm’ saved [8585/8585]

--2022-83-83 81:40:57-- http://rpms_adiscon. fvB-stable/epel-5/x86_64/RPHM5/1ibgt-8.3.11-1.15. centos . xB6_64. rpm
Reusing existing connection to rpms.adiscon
HTTP requ |c&t sen t ting response 20
1 tion/x-redhat-package- manager]
1.el5.centos . xB6_64.rpm

0.801s
20822-03-83 01:40:57 (58.7 MB/s) - "libgt-8.3.11-1.el5.centos.x86_64.rpm' saved [62763/62763]

--2022-03-83 01:48:57-- http://rpms.adiscon.com/v8-stable/epel-5/x86_64/RPMS/1iblogging-1.0.6-1.e15,.centos ., x86_64. rpm
Reusing existing connection to rpms.adiscon.com:B86.

HTTP request sent, awaltimg response 0K

Length: 25311 (25K) [applic almu - Ilnl package- |||-ar|a4 r]

Sawving to: "1i ging-1.9.6-1.el5.centos. xB6_64. rpm’

2022-83-83 81:40:57 (184 MB/s) - "liblogging-1.8.6-1.el5_centos.xB6_64.rpm’ saved [25311/25311]

2022-03-83 01:48:57 http://rpms . adiscon /vB-stable/epel-5/x86_64/RPMS/json-c-8.11-3.el5.centos . xB6_64 . rpm
Reusing existing connection to rpms om: B0,
HITP request se i ' 191 . K
Length: 54911 (5 : ¥ ation/x- - kage-manager]
Saving to jsan- -3. n] 3.centos . xB6_64 . rpm

54,911
2822-03-83 61:40:58 (48.4 MB/s) - "json-c-8.11-3.el5.centos.x86_64.rpm' saved [54911/54911]
FINISHED --2022-83-83 01:46:58

Downloaded: 5 files, 948K in 1.6s (583 KB/s)
[ root@RedHats ~]#

(4) EETH rsyslog HHIKEH

[root@RedHats =]1# 11
total 968

MW=-r--r root root 54911 Apr 30
“FwW-T root root 8585 Dec 9
-wW- 1T root root 62763 Nov 15
-rwW-T root root 25311 Mar 6
-rw-r--r-- 1 root root 811194 Jan
[root@RedHath ~]#

al LIl




(5) %% rsyslog HIREH

# rpm -ivh json-c-0.
i 0.3.11- 1.el5.

(6) E¥rrsyslog Eft

# rpm -Uvh rsyslog-8.16.0-1.el5.centos.x86_64.rpm

[root@RedHat5 ~]# rpm -Uvh rsyslog-8.16.0-1.el5.centos.x86_64.rpm
warning: rsyslog-8.16.0-1.el5.cent x86_64.rpm: Header V3 RSA/SHAl1l signature: NOKEY, key ID eb0b8985
Preparing... HEHHU U U BB BHH R R R BB R R a8y [100%)]
l:rsyslog HHR SRR SRR R R R R [100%]
[root@RedHat5 ~]#

(7) FR4Eh rsyslog AR#5FTEED rsyslog BRFFIEE

# service rsyslog start &% service rsyslog status

[root@RedHat5 ~]# service rsyslog start && service rsyslog status
Starting system logger: [
rsyslogd (pid 3348) is running...

[root@RedHatb ~]#

(8) FZ7E rsyslog BB ENRIFAFNESR rsyslog B ENRI SR

# chkconfig rsyslog on
# chkconfig rsyslog --list

[root@RedHat5 ~]# chkconfig rsyslog on

[root@RedHat5 ~]# chkconfig rsyslog --list
rsyslog O:off 1:off Z2:0n 3:0n
[root@RedHath ~]#

al Ll



(9) TR rsyslog hRZ&

# rsyslogd -v

[root@RedHatb ~]1# rsyslogd -v
rsyslogd 8.16.0, compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (1lsb release -d):
FEATURE_REGEXP : Yes
GSSAPI Kerberos 5 support: No
FEATURE DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: No
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@RedHat5 ~]#

al Ll

10



1.1.3 XX Rsyslog 2% Apache log

(1) #RE8 rsyslog R EE

#vi /etc/rsyslog.conf

[root@RedHat ~]# vi /etc/rsyslog.conf

(2) #ni8 imfile BIAEA

module(load="imfile") # provides support for file logging

##t## MODULES #4t#4#

module(load="imuxsock"”) # provides support for local system logging (e.g. via logger command)
module(load="imklog") # provides kernel logging support (previously done by rklogd)

#module(load"immark") # provides --MARK-- message capability
module(load="imfile") # provides support for file logging

(3) =REEEE Apache log

# Send Apache log to N-Reporter

input (type="imfile" File=" " Tag="apache" Severity="info"
Facility="local6" Ruleset="nreporter")

input (type="imfile" File=" " Tag="apache" Severity="warning"
Facility="local6" Ruleset="nreporter")

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

(4) EFEYE rsyslog BRFEFNTERR rsyslog FRIFIEE

# service rsyslog start && service rsyslog status

[root@edHatb ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: [ ]

Starting system logger: | ]
rsyslogd (pid 3192) is running...
[root@RedHath ~]#

al Ll

11



1.2 RedHat 6

1.2.1 #%#8 Apache & E1E

(1) &% Apache hR&

# httpd -v

[root@RedHatb ~]# httpd -v
Server version: Apache/2.2.15 (Unix)

Server built: Jun 19 2018 15:45:13
[root@RedHatb ~])#

(2) #=#8 Apache REME

#vi /etc/httpd/conf/httpd.conf

[root@RedHat6 ~]# vi /etc/httpd/conf/httpd.conf

al Ll

12



% Apache log £ &

ErrorLog logs/error-NReporter.log
<IfModule logio_module>
LogFormat "%h %1 %u %t \"%r\" %>s %0 %I %T %b \"/%{Referer}i\" \"/{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

ErraorLog: The location of the error log file,
IT you do not specify an ErrorLog directive within a <VirtualHost>
container, error messages relating to that wirtwual host will be
Logged here. If you *do* define an error logfile for a <VirtualHost=
container, that host's errors will be logged there and not here,

#

ErrorLog logs/error log

ErrorLog logs/error-NReporter.log

#
# LogLevel: Control the number of messages logged to the error log.
# Possible wvalues include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

|

oglLevel warn

The following directives define some format nicknames for use with
a CustomLog directive (see below)
LogFormat "%h %1 %u %t \WV"%r\" %5 %b \"%{Referer}i\” “"%{User-Agent}i\"" combined
LogFormat "%h %1 %u %t \V"%r\" %>s %b" common
LogFormat "%{Referer}i -= %U" referer
LogFormat “%{User-agent}i® agent

# "combinedio" includes actwal counts of actual bytes received (%I) and sent (%0); this
# requires the mod_logio module to be loaded.
#logFormat "%h %1 %u %t S"%r\" %>s %h \"%{Referertin” V'%{User-fAgent}i’” %1 %0° combinedio
<] fModule logio module=
LogFormat "%h %1 %u %t Y"%r\" %=s %0 %I %T %b \"%{Referer}i\" \V"%{User-Agent}i\"" nreporter
</IfModule>

B

The location and format of the access logfile (Common Logfile Format).
If you do not define any access logfiles within a <VirtualHost=
container, they will be logged here. Contrariwise, if you *do*

define per-<=VirtualHost> access logfiles, transactions will be

logged therein and *not* in this file.

3 R 4 3

#CustomLog logs/faccess_log common

%

IT you would like to have separate agent and referer logfiles, uncomment
the following directives.

3% 5t

#CustomLog logs/referer_log referer
#CustomLog logs/fagent_log agent

#
# For a single lLogfile with access, agent, and referer information
# (Combined Logfile Format), use the following directive:

#
CustomLog logs/access log combined
CustomLog "logs/access-NReporter.log” nreporter

I al L




(4) ERI Apache BR#ZFNTEER Apache BRFSAK AR

# service httpd restart &% service httpd status

[root@edHatb ~]# service httpd restart && service httpd status
Stopping httpd:

Starting httpd:
httpd (pid 7937) is running...
[root@RedHatb ~]#

al Ll

14



1.2.2 F ¥ Rsyslog 8 Eft

1.221 ®REZRE

(1) 1= syslog IR#%

# rsyslogd -v

[root@RedHatb ~]1# rsyslogd -v
rsyslogd 5.8.10, compiled with:
FEATURE REGEXP :
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code):

3Z2bit Atomic operations supported:
b4bit Atomic operations supported:
Runtime Instrumentation (slow code):

See http://www.rsyslog.com for more information.
[ root@RedHate ~]4#

)

(2) T&i rsyslog repository & E1E
# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo

[root@RedHate ~]# curl /yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
% Total % Received % Xfe Average Speed Time Ti 2
Dload Upload Total S
113 227 113 227 [& 0 193 b 0:00:01
[root@RedHatb ~]#

(3) L3t rsyslog EH

# yum -y install rsyslog

Libfastjsond.xB6_64 0:0.

(4) FRi&h rsyslog ARFEFNTEED rsyslog ARFZIEE

# service rsyslog start && service rsyslog status

[root@RedHatb ~]# service rsyslog start && service rsyslog status

Starting system logger:
rsyslogd (pid 8022) is running...
[root@RedHatb ~]#

al Ll

15



(5) ERTE rsyslog Ft& B ENRI AT rsyslog BEEIRIFA SR

# chkconfig rsyslog on
# chkconfig rsyslog --list

[root@RedHat6 ~]# chkconfig rsyslog on

[root@RedHat6 ~]# chkconfig rsyslog --list
rsyslog 0:0ff l:off 2:0n 3:on 4:0n
[root@RedHatb ~]#

(6) W& rsyslog hRA&

# rsyslogd -v

[root@RedHatt ~]# rsyslogd -v
rsyslogd 8.2010.0 (aka 2020.10) compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (1lsb release -d):
FEATURE_REGEXP : Yes
GSSAPI Kerberos 5 support: No
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: No
Config file: /etc/rsyslog.conf
PID file: /var/run/syslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[ root@RedHatbt ~]#

al Ll

16



1.22.2 BREE

(1) 18 =& rsyslog hR&

# rsyslogd -v

[root@RedHatb6 ~]# rsyslogd -v

rsyslogd 5.8.10, compiled with:
FEATURE REGEXP:
FEATURE _LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE _DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported:
Runtime Instrumentation (slow code):

See http://www.rsyslog.com for more information.
[root@RedHatb ~1#

(2) T&i rsyslog FIHRIKEML

# wget http://rpms.adiscon.com/v8-stable/epel-6/x86_64/RPMS/rsyslog-8.2010.0-2.e16.x86_64.rpm
http://rpms.adiscon.com/v8-stable/epel-6/x86_64/RPMS/libestr-0.1.11-1.e16.x86_64.rpm
http://rpms.adiscon.com/v8- stable/epel-6/x86_64/RPMS/libfastison4-0.99.8-1.e16.x86_64.rpm

[root@RedHat6 ~]# wget http://rpms.adiscon.com/vB-stable/epel-6/x86_64/RPMS/rsyslog-8.2010.0-2.e16.x86_64.rpm http://rpms.adiscon.com/vB-stable/epel-6/x86 64/RPMS/1libe
str-0.1.11-1.e16.x86_64.rpm http://rpms.adiscon.com/v8-stable/epel-6/x86_64/RPMS/1ibfastjsond-0.99.8-1.e16.x86_64.rpm
2022-03-03 03:24:31 http://rpms.adiscon.com/vB-stable/epel-6/x86_64/RPMS/rsyslog-8.2010.0-2.e16.x86_64.rpm
Resolving rpms.adiscon.com... 45.55,202.239
Connecting to rpms.adiscon.com|45.55,202.239|:80... connected.
HTTP request sent, awaiting response... 200 OK
ength: 660868 (b45K) [application/x-redhat-package-manager
Saving to: “rsyslog-8.2010.8-2.e16.x86 64.rpm"”

===>] 660,868 452K/s
2022-03-03 03:24:33 (452 KB/s) - “rsyslog-8.2010.0-2.e16.x86_64.rpm" saved [660868/660868]

2022-03-03 ©3:24:33 http://rpms.adiscon.com/v8-stable/epel-6/x86_64/RPMS/1ibestr-0.1.11-1.e16.x86_64.rpm
Reusing existing connection to rpms.adiscon.com:88.
HTTP request sent, awaiting response... 200 OK
Length: 8640 (8.4K) [application/x-redhat-package-manager]
Saving to: “libestr-0.1.11-1.el6.x86_64.rpm"”

100% [==== - ——- === S =>] 8,640
2022-03-03 03:24:33 (1.34 GB/s) - “libestr-0.1.11-1.el6.x86_64.rpn" saved [8640/8640]

2022-03-03 93:24:33 http://rpms.adiscon.com/v8-stable/epel-6/x86_64/RPMS/1ibfastjsond4-0.99.8-1.e16.x86_64.rpm
Reusing existing connection to rpms.adiscon.com:80.
HTTP request sent, awaiting response... 200 OK
Length: 56052 (55K) [application/x-redhat-package-manager]
Saving to: "libfastjson4-0.99.8-1.el6.x86 64.rpm"

100%[=== = =] 56,052 - in 0.001s
2022-03-03 03:24:34 (53.2 MB/s) “libfastjsond-0.99.8-1.e16.x86_64.rpm” saved [56052/56052]
FINISHED 2022-83-03 03:24:34

Downloaded: 3 files, 709K in 1.4s (496 KB/s)
[root@RedHatt ~]#

(3) EETH rsyslog HKEH

[root@RedHatt ~]# 11

total 716

-rw-r--r--. 1 root root 8640 Jan 15 2020 libestr-0.1.11-1.e16.x86 64.rpm
“rwW-r--r--. root root 56052 Jan 15 2020 libfastjson4-0.99.8-1.e16.x86 64.rpm
-TW-r--r--. root root 660868 Nov 24 2020 rsyslog-8.2010.0-2.e16.x86 64.rpm
[root@RedHat6 ~]#

I al L




(4) =% rsyslog HHIKEH

#yum -y localinstall *.rpm

Installed:
libestr.x86_64 0:0.1.11-1.e16 libfastjsond.x86_64 0:0.99.8-1.el6

Updated:
rsyslog.x86 64 0:8.2010.0-2.el6

Complete!
[root@RedHatt ~]#

(5) FEYEh rsyslog BRFEFNTERR rsyslog ARIFIEE

# service rsyslog start && service rsyslog status

[root@RedHatb ~]# service rsyslog start && service rsyslog status
Starting system logger:

rsyslogd (pid 1839) is running...

[root@RedHatt ~]#

(6) FZE rsyslog Bt B ENRYFAFMED rsyslog B ENRIAELR

# chkconfig rsyslog on
# chkconfig rsyslog --list

[root@RedHatb ~]# chkconfig rsyslog on

[root@RedHatb ~]# chkconfig rsyslog --list
rsyslog O:0ff l:off 2:0n 3:on
[root@RedHatb ~]#

al Ll
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(7) TR rsyslog &

# rsyslogd -v

[root@RedHatb ~]# rsyslogd -v
rsyslogd 8.2010.0 (aka 2020.10) compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (1lsb _release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: No
FEATURE _DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes

memory allocator: system default
Runtime Instrumentation (slow code): No

uuid support: Yes

systemd support: No

Config file: /etc/rsyslog.conf
PID file: /var/run/syslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@RedHat6 ~]#

al Ll
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1.2.3 X% Rsyslog 2% Apache log

(1) #RE8 rsyslog R EE

#vi /etc/rsyslog.conf

[root@edHatb ~]# vi /etc/rsyslog.conf

(2) #Ai8 imfile B AR
module(load="imfile") # provides support for file logging

###4# MODULES ####

module(load="imuxsock") # provides support for local system logging (e.qg. via logger command)
#module(load="imklog") # provides kernel logging support (previously done by rklogd)
#module(load"immark") # provides --MARK-- message capability

module(load="1imfile") # provides support for file logging

(3) &A% imjournal 1841
# module (load="imjournal" StateFile="imjournal.state")

# provides access to the systemd journal and file to store the position in the journal
# module(load="imjournal" StateFile="imjournal.state")

(4) 7¥#% OmitLocalLogging

# $0mitLocallogging on

Turn off message reception via local log socket;
local messages are retrieved through imjournal now.
$OmitLocallLogging on

(5) E&TE¥EEE Apache log

# Send Apache log to N-Reporter

input (type="imfile" File=" " Tag="apache" Severity="info"
Facility="local6" Ruleset="nreporter")

input (type="imfile" File=" " Tag="apache" Severity="warning"
Facility="local6" Ruleset="nreporter")

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")}

e Y C rity="info" Facil
orter.log" Ta ity arning”
get="1 Protocol="udp")}

A EXFEMIAR A Apache HERESEMEZEA N-Reporter %4t IP address

al Ll
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(6) ZERX rsyslog BR#ZFITESD rsyslog FRIFIEE

# service rsyslog restart && service rsyslog status

[root@RedHatb ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: [ ]

Starting system logger: [ ]
rsyslogd (pid 1979) is running...
[root@RedHatb ~]#

al Ll
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1.3 RedHat7

1.3.1 #%#8 Apache & E1E

(1) &% Apache hR&

# httpd -v

[root@RedHat7 ~]# httpd -v
Server version: Apache/2.4.6 (Cent0S)

Server built: Oct 1 2020 16:52:05
[root@RedHat/ ~]#

(2) #Ri#g Apache F&EE

#vi /etc/httpd/conf/httpd.conf

[root@RedHat7 ~]# vi /etc/httpd/conf/httpd.conf

al Ll
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(3) #Ai8 log

ErrorLog "logs/error-NReporter.log"
ErrorLogFormat "[/{u}t] [%-m:%1] [pid %P:tid %T] %7F: %E: [client\%al] %M/, ,\referer\){Referer}i"
<IfModule logio_module>

LogFormat "%h %1 %u %t \"%xr\" %>s %0 %I %T %b \"%{Referer}i\" \"/{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

ErrorLog: The location of the error log file.
If you do not specify an ErrorlLog directive within a =VirtualHost=
container, error messages relating to that virtual host will be
logged here. If you *do* define an error logfile for a =VirtualHost=
container, that host's errors will be logged there and not here.

=

ErrorLog “"logs/error log®

ErrorLog “logs/error-NReporter.log”

#
# LogLevel: Control the number of messages logged to the error_log.
# Possible wvalues include: debug, info, notice, warm, error, crit,
# alert, emerg.

=

L

oglLevel warn

=IfModule log config modules
&
# The following directives define some format nicknames for use with
# a CustomLog directive (see below).
&
LogFormat "%h %1 %u %t \V"%r\" %=s %b \V'"%{Referer}i\” V'"%{User-Agent}i\"" combined
LogFormat “%h %1 %u %t ““%r\" %=s %b" common
ErrorLogFormat "[%{u}t] [%-m:%1] [pid %P:tid %T)] %7F: %E: [client\ %a] %M% .\ referer\ %{Referer}i"

<IfModule logio module=
# You need to enable mod logio.c to use %I and %0
LogFormat "%h %1 %u %t \V"%r\" %=s %b \"%{RBeferer}i\" “\V"%{User-Agent}i‘" %I %0" combinedio
LogFormat "%h %1 %u %t V"%r\" %es %0 %I %T %b “W“"%{Referer}i\" \"%{User-Agent}i\"" nreporter
=/1fModule=

The location and format of the access logfile (Common Logfile Format).
If you do not define any access logfiles within a =VirtualHost=
container, they will be logged here. Contrariwise, if you *do*

define per-<VirtualHost> access logfiles, tramsactions will be

logged therein and *not® in this file.

o o oH R ok

#CustomLog "logs/access log® common

#
# If you prefer a logfile with access, agent, and referer information
# (Combined Logfile Format) you can use the following directive.
#
CustomLog “"logs/s/access log®™ combined
CustomLog "logs/access-NReporter.log" nreporter

=</ IfModule=

al LIl




(4) ERI Apache BR#ZFNTEER Apache BRFSAK AR

[root@RedHat? ~]# systemctl restart httpd && systemctl status httpd
® httpd.service - The Apache HTTP Server
Loaded: loaded (/us system/httpd.service; disabled; vendor preset: disabled)
Active: active (running) since Thu 2821-88-12 89:54:52 CST; 6ms ago
Docs: man:httpd(8)
man : apachectl(
Process: 5706 ExecStop=/bin/kill -WINCH %{MAINPID} (code=exited, status=0/SUCCESS)
5711 (httpd)
“Processing requests..."
fsystem.sli
5711 Jus in/ht ) GROUND
fsbin/httpd -DFOREGROUND
bin/httpd -DFOREGROUMD

-DFOREGROUND
DFOREGROUND

Aug 12 09: : Stopped The Apache HTTP Server.
Aug 12 09:54:52 RedHat/.localdomain systemd[1]: Starting The Apache HTTP Server...
Aug 12 09:54:52 RedHat7.localdomain systemd[1]: Started The Apache HTTP Server.
[root@RedHat7 ~14#

al Ll
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1.3.2 ¥ % Rsyslog hR&

(1) & rsyslog lRA&

# rsyslogd -v

[root@RedHat7 ~]# rsyslogd -v
rsyslogd 8.24.0-34.el7, compiled with:
PLATFORM: x86_64-redhat-linux-gnu
PLATFORM (1sb release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@RedHat7 ~]#

(2) E#irsyslog Eff

Updated:
rsyslog.x86 64 0:8.24.0-55.el7

Complete!
[root@RedHat7 ~1#

al Ll
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(3) 8= rsyslog &

# rsyslogd -v

[root@RedHat7 ~]# rsyslogd -v
rsyslogd 8.24.0-55.el7, compiled with:
PLATFORM: x86_64-redhat-linux-gnu
PLATFORM (1sb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@RedHat7 ~]#

al Ll
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1.3.3 XX Rsyslog 2% Apache log

(1) #RE8 rsyslog & E1E

#vi /etc/rsyslog.conf

(2) 18 imfile #AEA

module(load="imfile") # provides support for file logging
#### MODULES ####

# The imjournal module bellow is now used as a message source instead of imuxsock.
$ModLoad imuxsock # provides support for local system logging (e.g. via logger command)
$ModLoad imjournal # provides acces the systemd journal

#%ModLoad imklog # reads kernel messag same are read from journald)

#¢ModlLoad immark # provides MARK capability

$ModLoad imfile # provides support for file logging

(3) ERXEUHEE Apache log

# Send Apache log to N-Reporter

input (type="imfile" File="
Facility="local6" Ruleset="nreporter")
input (type="imfile" File="
Facility="local6" Ruleset="nreporter")
ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

" Tag="apache" Severity="info"

" Tag="apache" Severity="warning"

# Send

input(type:

input(ty
ruleset(name="nreporter”

A EXFE IR A Apache HEREEEHEZA N-Reporter %4t IP address

(4) ZER rsyslog IRFEFNTERR rsyslog IRIFIEE

# systemctl restart rsyslog && systemctl status rsyslog

: enabled)

Lel7?" x-pid="5745" x-info="ht fwwwi.rsyslog.com”] start

B al Ll
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1.4 RedHat 8

1.41 #RE8 Apache :&EHE

(1) &% Apache hR&
# httpd -v

[root@RedHat8 ~]# httpd -v

Server version: Apache/2.4.37 (Red Hat Enterprise Linux)
Server built: Sep 2 2019 14:31:45
[root@RedHat8 ~]#

(2) #W¥8 Apache :&E1E

[root@RedHat8 ~]# vi /etc/httpd/conf/httpd.conf

al Ll



(3) #Ai8 log

ErrorLog "logs/error-NReporter.log"
ErrorLogFormat "[/{u}t] [%-m:%1] [pid %P:tid %T] %7F: %E: [client\%al] %M/, ,\referer\){Referer}i"
<IfModule logio_module>

LogFormat "%h %1 %u %t \"%xr\" %>s %0 %I %T %b \"%{Referer}i\" \"/{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

ErrorLog: The location of the error log file.

If you do not specify an ErrorlLog directive within a <VirtualHost>
container, error messages relating to that virtual host will be
logged here. If you *do* define an error logfile for a <VirtualHost>
container, that host's errors will be logged there and not here.

ErrorLog "logs/error log”
ErrorLog "logs/error-NReporter.log”

&

# LogLevel: Control the number of messages logged to the error_Llog.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

LogLevel warn

<] fModule log config module=
#
# The following directives define some format nicknames for use with
# a CustomLog directive (see below).
#
LogFormat “%h %1 %u %t \"%r\" %=s5 %b \"%{Referer}il\” \"%{User-Agent}i\"" combined
LogFormat "%h %1 %u %t A\"%r\" %=s %b" common
ErrorLogFormat "[%{ul}t] [%-m:%L] [pid %P:tid %T] %/F: %E: [clienth %a] %M% .\ referer\ %{Referer}i”

<ITModule logio module=
# You need to enable mod logio.c to use %I and %0
LogFormat “"%h %1 %u %t \"%r\" %=s %b \"%{Referer}i\" “\"%{User-Agent}i\" %I %0" combinedio
LogFormat "%h %L %u %t \"%r\" %=s %0 %I %7 %b \“%{Referer}i\” \"%{User-Agent}i\"" nreporter
<f/ITModule:=

The location and format of the access logfile (Common Logfile Format).
IT you do not define any access logfiles within a <=VirtualHost=
container, they will be logged here. Contrariwise, if you *do®

define per-<VirtualHost> access logfiles, transactions will be

logged therein and *not™ in this file.

L

#CustomLog "logs/access_log" common

#
# If you prefer a logfile with access, agent, and referer information
# (Combined Logfile Format) you can use the following directive.
=
Customlog "logs/access log" combined
CustomLog "logs/access-NReporter.log® nreporter
=</I1tModule=

al LIl




(4) ERI Apache BR#ZFNTEER Apache BRFSAK AR

# systemctl restart httpd && systemctl status httpd

[root@RedHat8 ~]# systemctl restart httpd && systemctl status httpd

® httpd.service - The Apache HTTP Server
Loaded: loaded (/usr/lib/systemd/system/httpd.service; disabled; vendor preset: disabled)
Active: active (running) since Thu 2021-08-12 11:11:35 CST; 10ms ago

Docs: man:httpd.service(8)

Main PID: 10291 (httpd)
Status: "Configuration loaded.”
Tasks: 1 (limit: 23980)
Memory: 3.3M
CGroup: /system.slice/httpd.service

L-10291 /usr/sbin/httpd -DFOREGROUND

Aug 12 11:11:34 RedHat8.localdomain systemd[1l]: Starting The Apache HTTP Server...
Aug 12 11:11:35 RedHat8.localdomain systemd[1]: Started The Apache HTTP Server.
[root@RedHat8 ~]#

al Ll
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1.4.2 %7 Rsyslog #E:2% Apache log

(1) & rsyslog lRA&

# rsyslogd -v

[root@RedHat8 ~]# rsyslogd -v
rsyslogd 8.37.0-13.el8, compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (1lsb release -d):
FEATURE _REGEXP:
GSSAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[ root@RedHat8 ~]#

(2) #REE rsyslog RREE

#vi /etc/rsyslog.conf

[root@RedHat8 ~]# vi /etc/rsyslog.conf

(3) #miB imfile BWIAEA
module(load="imfile") # provides support for file logging

#### MODULES ####

module(load="imuxsock" # provides support for local system logging (e.g. via logger command)
SysSock.Use="off") # Turn off message reception via local log socket;
# local messages are retrieved through imjournal now.

module(load="imjournal" # provides access to the systemd journal

StateFile="imjournal.state") # File to store the position in the journal
#module(load="imklog") # reads kernel messages (the same are read from journald)
#module(load"immark™) # provides --MABK-- message capability
module(load="imfile") # provides support for file logging

al Ll
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(4) FRTE¥EEE Apache log

# Send Apache log to N-Reporter
input (type="imfile" File=" " Tag="apache" Severity="info"
Facility="local6" Ruleset="nreporter")

input (type="imfile" File=" Tag="apache" Severity="warning"
Facility="local6" Ruleset="nreporter")
ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

# Send Apache log

input(t imfile" var/ ccess-NRepo g

input(type= file" Fi ar/ / -NRepor ’ ac > i warning" Facility
ruleset(name="nreporter") {action(type="omfwd" Target="192.168.8.4" Port="514" Protocol="udp")}

A X FEMUFEBA Apache HEGESE1EZ M N-Reporter %4t IP address

(5) ZEFR rsyslog BRFEFTERR rsyslog RIFIEE

# syste 1 restart rsyslog && systemctl status rsyslog

Starting S
1: environ: cting this te TZ: 4 [v8.37.8-13.218 tr W . rsyslog. com/e/2442 ]
[origin t -13 tp J. T " r

B al Ll
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2 CentOS

21 CentOS5

21.1 #=¥8 Apache :&E1E

(1) &% Apache &

# httpd -v

[root@Cent0S5 ~]# httpd -v

-

Server version: ApachQHEZE:j ) )
Server built: Jul 18 2016 10:45:28

(2) #R#8 Apache XEE
#vi /etc/httpd/conf/httpd.conf

[root@Cent0S5 ~]# vi /etc/httpd/conf/httpd.conf

al Ll
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(3) #Ai8 log

ErrorLog logs/error-NReporter.log
<IfModule logio_module>
LogFormat "%h %1 %u %t \"%r\" %>s %0 %I %T %b \"/%{Referer}i\" \"/{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

E

# ErrorLog: The location of the error log file.

# If you do not specify an ErrorLog directive within a =VirtualHost=

# container, error messages relating to that virtual host will be

# logged here. If you *do* defime an error logfile for a <VirtualHost=
# container, that host's errors will be logged there and not here.

s

ErrorLog logs/error log

ErrorlLog logs/error-NReporter.log

#

# LoglLevel: Control the number of messages logged to the error_log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

Loglevel warn

#

# The following directives defime some format nicknames for use with

# a CustomLog directive (see below).

#

LogFormat "%h %1 %u %t WV"%r\" %=s %b \V"%{Referer}i}"” “"%{User-Agent}i\"" combined
LogFormat "%h %1 %u %t \“%r\" %=s %b" common

LogFormat "%{Referer}i -= %U" referer

LogFormat "%{User-agent}i® agent

# "combinedio” includes actual counts of actual bytes received (%I) and sent (%0); this
# requires the mod logio module to be loaded.
#lLogFormat “%h %1 %u %t \%r\" %=s %b \V"%{Referer}i\" “V'"%{User-Agent}il" %I %0* combineodio
<[ fModule logio module=
LogFormat "%h %1 %u %t WV“%r\" %=s %0 %I %7 %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule=

The locationm and format of the access logfile (Common Logfile Format}).
If you do not define any access logfiles withinm a =VirtualHost=
container, they will be logged here. Contrariwise, if you =do*

define per-<VirtualHost> access logfiles, transactions will be

logged therein and *not* in this file.

H o ok o i R

#lustomLog logs/access log common

#

# If you would like to have separate agent and referer logfiles, uncomment
# the following directives.

#

#Customlog logs/referer log referer

#CustomLog logs/agent_log agent

E-3

# For a single logfile with access, agent, and referer information
# (Combined Logfile Format), use the following directive:

#

Customlog logs/access log combined

CustomLog logs/access-NReporter.log nreporter

I al L




(4) ERI Apache BR#ZFNTEER Apache BRFSAK AR

# service httpd restart &% service httpd status

[root@Cent055 ~]# service hitpd re
Stopping httpd:

Starting httpd:
httpd dead but subsys locked
[root@Cent0S5 ~]#

al Ll
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2.1.2 %% Rsyslog 8 Eff

(1) f{H syslog IR#

# service syslog stop && service syslog status

[root@Cent0S5 ~]# service syslog stop && service syslog status
Shutting down kernel logger: [
Shutting down system logger: [

syslogd is stopped
klogd is stopped
[root@Cent0S5 ~]4#

(2) FRR% syslog BENRIENARTS

# chkconfig syslog off

# chkconfig syslog --list

[root@Cent0S5 ~]# chkconfig syslog off

[root@Cent0S5 ~]1# chkconfig syslog --list

syslog O:off l:o0ff 2:0ff 3:off 4:0ff 5:0ff 6:0ff
[root@Cent0S5 ~]#

)

(3) T rsyslog repository 5% E1E
# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo

[root@Cent0S5 ~]# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog. repo
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 227 160 227 0 0 63 0 0:00:03 0©0:00:03 --:--:-- 458

[root@Cent0S5 ~]#

(4) =% rsyslog EfF

# yum -y install rsyslog

8:8.16.8-1.el5.centos

l5.centos 64 8:0.1.18-1.el5.centos Libe ; centos liblogging

al Ll
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(5) TR rsyslog R

# rsyslogd -v

[root@Cent0S5 ~]# rsyslogd -v
rsyslogd 8.16.0, compiled with:
PLATFORM: x86 64-redhat-1linux-gnu
PLATFORM (1lsb release -d):
FEATURE_REGEXP : Yes
GSSAPI Kerberos 5 support: No
FEATURE DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: No
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@Cent0S5 ~]#

al Ll
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2.1.3 &%7%E Rsyslog #§2& Apache log

(1) #RE8 rsyslog & E1E

#vi /etc/rsyslog.conf

[root@Cent0S5 ~]# vi /etc/rsyslog.conf

(2) #ri8 imfile B A4
# module(load="imfile") # provides support for file logging

#### MODULES ####

module(load="imuxsock") # provides support for local system logging (e.g. via logger command)
module(load="imklog") # provides kernel logging support (previously done by rklogd)
#module(load"immark") # provides --MARK-- message capability

module(load="imfile") # provides support for file logging

(3) EXE#HEE Apache log

# Send Apache log to N-Reporter

input (type="imfile" File=" " Tag="apache" Severity="info"
Facility="local6" Ruleset="nreporter")

input (type="imfile" File=" " Tag="apache" Severity="warning"
Facility="local6" Ruleset="nreporter")

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

# Send Apache log to N-Reporter

input(type="imfile" File="/var/log/httpd/access-NReporter.log" Tag="apache" Severity="info" Facility="local6" Ruleset="nreporter™)
input(type="imfile" File="/var/log/httpd/error-NReporter.log" Tag="apache" Severity="warning" Facility="local6" Ruleset="nreporter")
ruleset(name="nreporter"){action(type="omfwd" Target="192.168.8.4" Port="514" Protocol="udp")}

A BEXFE AR A Apache HEEEEHEZA] N-Reporter 4% IP address

(4) FRi&h rsyslog ARFEFNTELD rsyslog ARFZIEE

# service rsyslog start && service rsyslog status

[root@Cent0S5 ~]# service rsyslog start && service rsyslog status
Starting system logger: [ 1
rsyslogd (pid 7748) is running...

[root@Cent0S5 ~]#

(5) &%7E rsyslog BB ENRIFAFNESR rsyslog B ENRI SR

# chkconfig rsyslog on
# chkconfig rsyslog --list

[root@Cent0S5 ~]# chkconfig rsyslog on

[root@Cent0S5 ~]# chkconfig rsyslog --list
rsyslog O:o0ff l:off 2:0n 3:on
[root@Cent0S5 ~]#

al Ll
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2.2 CentOS6

2.2.1 #w¥8 Apache R&E1E

(1) &% Apache hR&

# httpd -v

[root@Cent0S6 ~]# httpd -v
Server version: Apache/2.2.15 (Unix)

Server built: Jun 19 2018 15:45:13
[root@Cent0S6 ~]#

(2) #®¥E Apache F&E1E

#vi /etc/httpd/conf/httpd.conf

[root@Cent0S6 ~]# vi /etc/httpd/conf/httpd.conf

al Ll
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(3) #Ai8 log

ErrorLog logs/error-NReporter.log
<IfModule logio_module>
LogFormat "%h %1 %u %t \"%r\" %>s %0 %I %T %b \"/%{Referer}i\" \"/{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

ErrorLog: The location of the error log file.

If you do not specify an ErrorLog directive within a <VirtualHost=
container, error messages relating to that virtual host will be
logged here. If you *do* defime an error logfile for a <VirtualHost=
¢ contaimer, that host's errors will be logged there and not here.

#
ErrorLog logs/error log

ErrorLog logs/error-NReporter.log

#
# LogLevel: Control the number of messages logged to the error log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

|

oglLevel warn

#

# The following directives define some format nicknames for use with

# a CustomLog directive (see below).

&

LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\” \"%{User-Agent}i\"" combined
LogFormat “%h %1 %u %t V“%r\" %>s %b" common

LogFormat "%{Referer}i -= %U" referer

LogFormat "%{User-agent}i" agent

# "combinedio® includes actual counts of actual bytes received (%I) and sent (%0); this
# requires the mod logio module to be loaded.
#lLogFormat "%h %1 %u %t “"%r\" %=s %b \V"%{Referer}ii” “"%{User-Agent}i\" %I %0" combinedio
<]fModule logio module=

LogFormat "%h %1 %u %t “W"%ry" %=s %0 %I %7 %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
=/ fModule=

The location and format of the access logfile (Common Logfile Format).
If you do not define any access logfiles within a <=VirtualHost=
container, they will be logged here. Contrariwise, if you *do*

define per-<VirtualHost> access logfiles, transactions will be

logged therein and *not* in this file.

ok W oK W W R

#CustomLog logs/access_log common

#

# If you would like to have separate agent and referer logfiles, uncomment
# the following directives.

H

#CustomLog logs/referer_log referer

#CustomLog logs/agent_log agent

&
# For a single logfile with access, agent, and referer information

# (Combined Logfile Format), use the following directive:
.

CustomLog logs/access log combined
CustomLog logs/access-NReporter.log nreporter

I al Ll Il




(4) ERI Apache BR#ZFNTEER Apache BRFSAK AR

# service httpd restart &% service httpd status

[root@Cent0S6 ~]# service httpd restart && service httpd status
Stopping httpd:

Starting httpd:
httpd (pid 1796) is running...
[root@Cent056 ~1#

al Ll
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2.2.2 FE¥ Rsyslog 8 hR#&

(1) & rsyslog lRA&

# rsyslogd -v

~]# rsyslogd -v
.10, compiled with:
FEATURE_REGEXP:
FEATURE_LARGEFILE:

GSSAPI Kerberos 5 support:
FEATURE_DEBUG (debug build,

)1t Atomic operations supported:
64bit Atomic operations supported:
Runtime Instrumentation (slow

='J'Ll-‘-|*.‘é'.

(2) & rsyslog repository &% 7E
# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo

[root@Cent056 ~]# curl -o /fetc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left
113 227 113 227 0 0} 122 0 0:00:01 0:00:01
[root@Cent0S6 ~]#

(3) % rsyslog Eft
# yum -y install rsyslog

libfastjsond4.x86 64 ©:0.99.8-1.el6

al Ll
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(4) TEER rsyslog R

# rsyslogd -v

[root@Cent0S6 ~]# rsyslogd -v
rsyslogd 8.2010.0 (aka 2020.10) compiled with:
PLATFORM: x86_64-redhat-1linux-gnu
PLATFORM (1sb _release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: No
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes

memory allocator: system default
Runtime Instrumentation (slow code): No

uuid support: Yes

systemd support: No

Config file: /etc/rsyslog.conf
PID file: /var/run/syslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@Cent0S6 ~]#

al Ll
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2.2.3 &% Rsyslog i§2& Apache log

)

(1) #RE8 rsyslog R EE

#vi /etc/rsyslog.conf

[root@RedHatb ~]# vi /etc/rsyslog.conf

(2) FRiZ imfile & AE4H

module(load="imfile") # provides support for file logging

#### MODULES ##

module(load="imuxsock") # provides support for local system logging (e.g. via logger command)
#module(load="imklog") # provides kernel logging support (previously done by rklogd)

#module(load"immark") # provides --MARK-- message capability
module(load="imfile") # provides support for file logging

(3) &M% imjournal #£4

# module(load="imjournal" StateFile="imjournal.state")

# provides access to the systemd journal and file to store the position in the journal
#module(load="imjournal” StateFile="imjournal.state")

(4) 7¥#% OmitLocalLogging

# $0mitLocallogging on

# Turn off message reception via local log socket;
# local messages are retrieved through imjournal now.
#$0mitLocallogging on

(5) =XEEEE Apache log

# Send Apache log to N-Reporter

input (type="imfile" File=" " Tag="apache" Severity="info"
Facility="local6" Ruleset="nreporter")

input (type="imfile" File=" " Tag="apache" Severity="warning"
Facility="local6" Ruleset="nreporter")

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

A EXFEMIAR A Apache HERESEIEZA N-Reporter %4t IP address

al Ll
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(6) ZERX rsyslog BR#ZFITESD rsyslog FRIFIEE

# service rsyslog restart && service rsyslog status

[root@Cent0S6 ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: [ ]

Starting system logger: [ 1
rsyslogd (pid 2094) is running...
[root@Cent0S6 ~]#

al Ll
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2.3 CentOS 7

2.3.1 #m¥8 Apache & E1E

(1) &% Apache hR&

# httpd -v

[root@Cent0S/7 ~]1# httpd -v
Server version: Apache/2.4.6 (Cent0S)

Server built: Nov 16 2020 16:18:20
[root@Cent0S/7 ~]#

(2) #m#8 Apache REE

#vi /etc/httpd/conf/httpd.conf

[root@Cent0S7 ~]# vi /etc/httpd/conf/httpd.conf

al Ll
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(3) #Ai8 log

ErrorLog "logs/error-NReporter.log"
ErrorLogFormat " [} {u}t] [J-m: %1] [pid %P:tid %T] %7F: %E: [client\ %al %M\ , \referer\’, {Referer} i"
<IfModule logio_module>

LogFormat "%h %1 %u %t \"%xr\" %>s %0 %I %T %b \"%{Referer}i\" \"/{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

ErrorLog: The location of the error log Tile.
If you do nmot specify an ErrorLog directive within a =VirtualHost=
container, error messages relating to that virtual host will be
logged here. If you *do* define an error logfile for a <VirtualHost=
container, that host's errors will be logged there and not here.

#

ErrorLog "logs/error log”

ErrorLog " logs/error-NReporter.log”

£

# LoglLevel: Control the number of messages logged to the error_log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

i

LogLevel warn

<IfModule log_config_module=
=
# The following directives define some format nicknames for use with
# a CustomLog directive (see below).
=
LogFormat "%h %L %u %t “V"%r\" %=s %b \"%{Referer}i\" “"%{User-Agent}i\"" combined
LogFormat "%h %1 %u %t \V"%r\" %=s %b" common
ErrorLogFormat “[%{u}t] [%-m:%1] [pid %P:tid %T] %7F: %E: [clienty %a] %M% ,\ referer\ %{Referer}i’

=IfModule logio_module=
# You need to enable mod_logio.c to use %I and %0
LogFormat "%h %1 %u %t Y“%r\" %s %b \"%{Referer}i\" \"%{User-Agent}i\" %I %0" combinedio
LogFormat "%h %1 %u %t Y"%ri" %es %0 %I %17 %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule=

The location and format of the access logfile (Common Logfile Format).
If you do not define any access logfiles within a <VirtualHost=
container, they will be logged here. Contrariwise, if you *do*

define per-<=VirtualHost= access logfiles, transactions will be

logged therein and *not* in this file.

% % 4 4k bk e

#CustomLog "logs/access_log” common

=
# IT you prefer a logfile with access, agent, and referer information
# (Combined Logfile Format) you can use the following directive.
#
CustomlLog "logs/faccess log" combined
CustomLog "logs/access-NReporter.log” nreporter
</IfModule=

al LIl




(4) ERI Apache BR#ZFNTEER Apache BRFSAK AR

# systemctl restart httpd && systemctl status httpd

[root@Cent0S7 ~]# systemctl restart httpd && systemctl status httpd
httpd.service - The Apache HTTP Server
Loaded: loaded (/usr/lib/systemd/system/httpd.service; disabled)
Active: active (running) since Fri 2021-08-13 19:34:25 CST; 4ms ago
Docs: man:httpd(8)
man :apachect1(8)
Process: 2351 ExecStop=/bin/kill -WINCH ${MAINPID} (code=exited, status=0/SUCCESS)
Main PID: 2356 (httpd)
Status: "Processing requests...”
CGroup: /system.slice/httpd.service
2356 /usr/sbin/httpd -DFOREGROUND
2357 /usr/sbin/httpd -DFOREGROUND
2358 /usr/sbin/httpd -DFOREGROUND
2359 /usr/sbin/httpd -DFOREGROUND
2361 /usr/sbin/httpd -DFOREGROUND
2362 /usr/sbin/httpd -DFOREGROUND

Aug 13 19:34:25 Cent0S7.localdomain systemd[1]: Started The Apache HTTP Server.
[root@Cent0S57 ~]#

al Ll
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2.3.2 E#f Rsyslog hRZ&

(1) & rsyslog lRA&

# rsyslogd -v

[root@Cent0S7 ~]# rsyslogd -v
rsyslogd 7.4.7, compiled with:
FEATURE_REGEXP:
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE_DEBUG (debug build, slow code):

32bit Atomic operations supported:
64bit Atomic operations supported:
Runtime Instrumentation (slow code):
uuid support:

See http://www.rsyslog.com for more information.
[root@Cent0S7 ~]#

(2) E#irsyslog 8 EfF

# yum -y install rsyslog

(3) & rsyslog A

# rsyslogd -v

[root@Cent0S7 ~]# rsyslogd -v
rsyslogd 8.24.0-57.el7 9.1, compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (1sb release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@Cent0S7 ~]1#

al Ll
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2.3.3 &%7%E Rsyslog i§2& Apache log

(1) #RE8 rsyslog & E1E

#vi /etc/rsyslog.conf

[root@Cent0S7 ~]# vi /etc/rsyslog.conf

(2) 18 imfile #AEA

$ModLoad imfile # provides support for file logging

#iH MODULES ###

# The imjournal module bellow is now used as a message source instead of imuxsock.
$ModLoad imuxsock # provides support for local system logging (e.g. via logger command)
$ModLoad imjournal # provides access to the systemd journal

#$ModLoad imklog # reads kernel messages (the same are read from journald)

#$ModLoad immark # provides --MARK-- message capability

$ModLoad imfile # provides support for file logging

(3) FREEEE Apache log

# Send Apache log to N-Reporter

input (type="imfile" File=" " Tag="apache" Severity="info"
Facility="local6" Ruleset="nreporter")

input (type="imfile" File=" " Tag="apache" Severity="warning"
Facility="local6" Ruleset="nreporter")

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

3 " Facility='
input( i ary or- . " Facility
ruleset(nz "nreporte tion({type="o arget .168.8. ort="514" Protocol

HBEXFE S HE 22 A N-Reporter 4 IP address

(4) ER rsyslog IRFEFNTEED rsyslog IRFZIEE

# systemctl restart rsyslog && systemctl status rsyslog

Main
Car

al Ll
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24 CentOS 8

2.4.1 #=¥E Apache R&EE

(1) &% Apache hR&

# httpd -v

[root@Cent0S8 ~]# httpd -v
Server version: Apache/2.4.37 (centos)

Server built: May 20 2021 04:33:06
[ root@Cent0S8 ~1#

(2) #®E8 Apache :%EE

#vi /etc/httpd/conf/httpd.conf

[root@Cent0S8 ~]# vi /etc/httpd/conf/httpd.conf

al Ll
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(3) #Ai8 log

ErrorLog "logs/error-NReporter.log"
ErrorLogFormat " [} {u}t] [J-m: %1] [pid %P:tid %T] %7F: %E: [client\ %al %M\ , \referer\’, {Referer} i"
<IfModule logio_module>

LogFormat "%h %1 %u %t \"%xr\" %>s %0 %I %T %b \"%{Referer}i\" \"/{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

ErrorLog: The location of the error log file.
If you do not specify an ErrorlLog directive within a <VirtualHost=
container, error messages relating to that virtual host will be
logged here. If you *do* define an error logfile for a =VirtualHost=
container, that host's errors will be logged there and not here.

#

ErrorLog "logs/error log"

ErrorLog "logs/error-NReporter.log®

LoglLevel: Control the number of messages logged to the error_log.
Possible values include: debug, info, notice, warn, error, crit,
alert, emerg.

i e e e R

LogLevel warn

=IfModule log_config module=
i
# The following directives define some format nicknames
# a CustomlLog directive (see below).
o
LogFormat "%h %1 %u %t \"%r\" %=s %b \"%{Referer}i\" “"%{User-Agent}i\"" combined
LoaFormat “%h %1 %u %t \"%r\" %=s %b" common
ErrorLogFormat "[%{u}t] [%-m:%L] [pid %P:tid %T] %/F: %E: [client) %a] %M% ,%\ referer\ %{Referer}i”

for use with

=IfModule logio_module=
# You need to enable mod logio.c to use %I and %0
LogFormat “%h %1 %u %t \"%r\" %=>s %b “"%{Referer}i’\" \"%{User-Agent}i%" %I %0" combinedio
LogFormat “"%h %1 %u %t 2V"%ry" %=s5 %0 %I %T %b Z'"%{Referer}i\" \"%{User-Agent}i\"" nreporter
=/IfModule=

The location and format of the access logfile (Common Logfile Format).
If you do not define any access logfiles within a =VirtualHost>
container, they will be logged here. Contrariwise, if you *do*

define per-=VirtualHost> access logfiles, transactions will be

logged therein and *not* in this file.

#CustomLog “logs/access_log® common

If you prefer a logfile with access, agent, and referer information
{Combined Logfile Format) you can use the following directive.

Custoamlnn. "lons faccoass Lan"™ combinad

CustomLog "IUQEdeLUbbTNREpUILDI.IUU' nraporter
=/IfModule=

I al L




(4) ERI Apache BR#ZFNTEER Apache BRFSAK AR

# systemctl restart httpd && systemctl status httpd

[root@Cent0S8 ~]# systemctl restart httpd && systemctl status httpd

e httpd.service - The Apache HTTP Server
Loaded: loaded (/usr/lib/systemd/system/httpd.service; disabled; vendor preset: disabled)
Active: active (running) since Fri 2021-08-13 14:57:06 CST; 1llms ago

Docs: man:httpd.service(8)

Main PID: 9723 (httpd)
Status: "Configuration loaded."
Tasks: 1 (limit: 24009)
Memory: 2.7M
CGroup: /system.slice/httpd.service

L9723 /usr/sbin/httpd -DFOREGROUND

Aug 13 14:57:06 Cent0S8.localdomain systemd[1l]: Starting The Apache HTTP Server...
Aug 13 14:57:06 Cent0S8.localdomain systemd[1l]: Started The Apache HTTP Server.
[root@Cent0S8 ~]#

al Ll
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2.4.2 FE#i Rsyslog hRZ&

(1) & rsyslog lRA&

# rsyslogd -v

[root@Cent0S8 ~]# rsyslogd -v
rsyslogd 8.37.0-9.el18, compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (1sb release -d):
FEATURE _REGEXP: \CH
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@Cent0S8 ~]#

(2) E#irsyslog Eff

Upgraded:
rsyslog-8.1911.0-7.e18 4.2.x86 64

Complete!
[root@Cent0S8 ~]#

al Ll

54



(3) 8= rsyslog &

[root@Cent0S8 ~]# rsyslogd -v
rsyslogd 8.2410.0.master (aka 2024.10) compiled with:
PLATFORM: x86_64-redhat-linux-gnu
PLATFORM (1lsb release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: /etc/rsyslog.conf
PID file: /var/run/syslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@Cent0S8 ~1# [

al Ll
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2.4.3 &%7%E Rsyslog i§2& Apache log

W

(1) #RE8 rsyslog %€

#vi /etc/rsyslog.conf

[root@Cent0S8 ~]1# vi /etc/rsyslog.conf

(2) FriE imfile BATE4E
module(load="imfile") # provides support for file logging
#### MODULES ##£#£#

module (load="imuxsock" # provides support for local system logging (e.g. via logger command)

SysSock.Use="off") # Turn off message reception via local log socket;

# local messages are retrieved through imjournal now.

module(load="imjournal™ # provides access to the systemd journal

StateFil mjournal.state”) # File to store the position in the journal
#module(load="imklog") # reads kernel messages (the same are read from journald)
#module(load="immark") # provides --MARK-- message capability
module(load="imfile") # provides support for file logging

(3) FREHEEE Apache log

# Send Apache log to N-Reporter

input (type="imfile" File=" " Tag="apache" Severity="info"
Facility="local6" Ruleset="nreporter")

input (type="imfile" File=" " Tag="apache" Severity="warning"
Facility="local6" Ruleset="nreporter")

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

A EXFEIER A Apache HERESEIEZA N-Reporter %4t IP address

(4) ZER rsyslog BRFEFTER rsyslog IRIFIEE

# systemctl restart rsyslog && systemctl status rsyslog

journal files changed, reloading... [v8.1911.6-7.el8 4.2 try https://ww. rsyslog

B al Ll
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3 OracleLinux

3.1 OracleLinux 6

3.1.1 #R¥E Apache R EE

(1) &% Apache &

# httpd -v

[root@racleLinuxb ~]# httpd -v
Server version: Apache/2.2.15 (Unix)

Server built: May 1 2018 12:09:33
[root@raclelLinuxb ~]#

(2) #R#8 Apache XEE

#vi /etc/httpd/conf/httpd.conf

[root@raclelLinux6 ~]# vi /etc/httpd/conf/httpd.conf

al Ll
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(3) #Ai8 log

ErrorLog logs/error-NReporter.log
<IfModule logio_module>
LogFormat "%h %1 %u %t \"%r\" %>s %0 %I %T %b \"/%{Referer}i\" \"/{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

ErrorLog: The location of the error log file.

IT you do not specify an ErrorLog directive within a <VirtualHost>
container, error messages relating to that virtual host will be
logged here. 1t you *do™ define an error logfile for a <VirtualHost=
container, that host's errors will be logged there and not here.

ErrorLog logs/error log
ErrorLog logsserror-NReporter.log

#

# LogLevel: Control the number of messages logged to the error_log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

LogLevel warn

#

# The following directives define some format nicknames for use with

# a CustomLog directive (see below).

#

LogFormat "%h %1 %u %t \W"%r\" %=s %b ““%{Referer}i\” “"%{User-Agent}i\"" combined
LogFormat "%h %L %u %t ZWV“%r\" %=5 %b" common

LogFormat "%{Referer}i -= %U" referer

LogFormat "%{User-agent}i” agent

# "combinedio"” includes actual counts of actual bytes received (%I) and sent (%0); this
# requires the mod logio module to be loaded.
#LogFormat "%h %1 %u %t \"%r\" %=s %b \"%{Referer}il\" “"%{User-Agent}iZ" %I %0" combinedio
<IfModule logio_module=

LogFormat "%h %1 %u %t YW“%r\" %=s %0 %I %T %b \"%{Referer}il\" \"%{User-Agent}i\"" nreporter
=/ [ fModule=

The location and format of the access logfile (Common Logfile Format).
IT you do not define any access logfiles within a <VirtualHost=
container, they will be logged here. Contrariwise, if you *do®

define per-=VirtualHost= access logfiles, transactions will be

logged therein and *not* in this file.

o4 B e W B

#CustomLog logs/access_log common

=

# If you would like to have separate agent and referer logfiles, uncomment
# the following directives.

#

#CustomLog logs/referer log referer

#lustomLog logssagent log agent

it

# For a single logfile with access, agent, and referer information
# (Combined Logfile Format), use the following directive:

#

CustomLog logs/access log combined

CustomLog logs/access-NReporter.log nreporten

I al L




(4) EERI Apache BR¥ZF17EE2 Apache ARFEARAE

[root@racleLinux6 ~]# service httpd restart && service httpd status
[ ]

Stopping httpd:
Starting httpd: [ ]
httpd (pid 1856) is running...

[root@racleLinuxt ~]#

al Ll
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3.1.2 E#f Rsyslog 8 hR#&

(1) & rsyslog lRA&

# rsyslogd -v

[root@raclelLinuxb ~]# rsyslogd -v
rsyslogd 5.8.10, compiled with:
FEATURE_REGEXP:
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE_DEBUG (debug build, slow code):

32bit Atomic operations supported:
64bit Atomic operations supported:
Runtime Instrumentation (slow code):

See http://www.rsyslog.com for more information.
[root@raclelLinuxb ~]#

(2) T & rsyslog repository & E1E
# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo

[root@racleLinux6 ~]# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Sp Left Speed
113 227 113 227 0 0 155 0 0:00:01 0:00:01] tee 1140
[root@racleLinux6 ~]#

(3) Z% rsyslog EfF

# yum -y install rsyslog

Dependency Installed:
libestr.x86_64 6:0.1.11-1.el6 libfastjsond.x86 64 8:0.99.8-1.el6

Updated:

«86 64 0:8.20

acleLinuxb ~]#

al Ll
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(4) TEER rsyslog R

# rsyslogd -v

[root@raclelLinuxt ~]# rsyslogd -v
rsyslogd 8.2010.0 (aka 2020.10) compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (lsb release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: No
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: No
Config file: /etc/rsyslog.conf
PID file: /var/run/syslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@0racleLinux6 ~]#

al Ll
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3.1.3 &%7E Rsyslog #5E& Apache log

(1) #RE8 rsyslog R EE

#vi /etc/rsyslog.conf

[root@raclelLinuxb ~]# vi /etc/rsyslog.conf

(2) #miE imfile WA
$ModLoad imfile # provides support for file logging
#### MODULES ####

module(load="imuxsock") # provides support for local system logging (e.g. via logger command)
#module (load="imklog") # provides kernel logging support (previously done by rklogd)
#module(load"immark") # provides --MARK-- message capability

module(load="imfile") # provides support for file logging

(3) #¥f% imjournal 1541

# module(load="imjournal" StateFile="imjournal.state")

# provides access to the systemd journal and file to store the position in the journal
#module(load="imjournal” StateFile="imjournal.state")

(4) #fZ OmitLocalLogging
# $0mitLocallogging on

# Turn off message reception via local log socket;
# local messages are retrieved through imjournal now.
#%0mitLocallogging on

(5) =EE¥EEE Apache log

# Send Apache log to N-Reporter

input (type="imfile" File=" " Tag="apache" Severity="info"
Facility="local6" Ruleset="nreporter")

input (type="imfile" File=" " Tag="apache" Severity="warning"
Facility="local6" Ruleset="nreporter")

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

al Ll
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(6) ZERX rsyslog BR#ZFITESD rsyslog FRIFIEE

# service rsyslog restart && service rsyslog status

[root@racleLinuxb ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: [ ]

Starting system logger: [ ]
rsyslogd (pid 1809) is running...
[root@raclelLinux6 ~]#

al Ll
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3.2 OracleLinux 7

3.2.1 #R¥E Apache R EE

(1) &% Apache hR&

# httpd -v

[root@racleLinux7 ~]# httpd -v
Server version: Apache/2.4.6 ()

Server built: Nov 10 2020 12:35:43
[root@racleLinux/7 ~]#

(2) #W¥8 Apache F&E1E

#vi /etc/httpd/conf/httpd.conf

[root@0raclelinux/7 ~]# vi /etc/httpd/conf/httpd.conf

al Ll
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(3) #Ai8 log

ErrorLog "logs/error-NReporter.log"
ErrorLogFormat " [} {u}t] [J-m: %1] [pid %P:tid %T] %7F: %E: [client\ %al %M\ , \referer\’, {Referer} i"
<IfModule logio_module>

LogFormat "%h %1 %u %t \"%xr\" %>s %0 %I %T %b \"%{Referer}i\" \"/{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

ErrorLog: The location of the error log file.

If you do not specify an ErrorLog directive within a <=VirtualHost>
container, error messages relating to that virtual host will be
logged here. If you *do* define an error logfile for a <VirtualHost=
container, that host's errors will be logged there and mot here.

Errorlog "logs/error log”
ErrorLog "logs/error-NReporter.log”

=

# LoglLevel: Control the number of messages logged to the error_log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emarg.

#

LogLevel warn

<IfModule log config modules=
#
# The following directives define some format nicknames for use with
# a Customlog directive (see below).
#
LogFormat “%h %1 %u %t “V"%r\" %=s %b \V“%{Referer}i\" “"%{User-Agent}i\"" combined
LogFormat "%h %1 %u %t \"%r\" %»s %h" common
ErrorLogFormat " [%{u}t] [%-m:%Ll] [pid %P:tid %T] %7F: %E: [clienth %a] %M% ,%\ referer\ %{Referer}i’

<IfModule logio module=
# You need to enable mod_logio.c to use %I and %0
LogFormat “%h %1 %u %t A\ "%r\" %=s %b \"%{Referertir” A\ “S{lser-Acent}ir® %I %0" combinedio
LogFormat "%h %1 %u %t \V"%r\" %=s %0 %I %7 %b \"%{Referer}i\” \"%{User-Agent}i\"" nreporter
<f1TModule=

The location and format of the access logfile (Common Logfile Format).
If you do not define any access logfiles within a =VirtualHost=
container, they will be logged here. Contrariwise, if you *do*

define per-<=VirtualHost> access logfiles, transactions will be

logged therein and *not* in this file.

% % S S de 4 %

#CustomLog "logs/access_log" common

#
# If you prefer a logfile with access, agent, and referer information
# (Combined Logfile Format) you can use the following directive.
#
CustomLog "logs/access log" combined
CustomLog "logs/access-NReporter.log" nreporter
=/ ITModule=

al LIl




(4) ERI Apache BR#ZFNTEER Apache BRFSAK AR

# systemctl restart httpd && systemctl status httpd

[root@raclelLinux7 ~]# systemctl restart httpd && systemctl status httpd
® httpd.service - The Apache HTTP Server

Loaded:
Active:
Docs:

Main PID:
Status:
CGroup:

Aug 16 14
Aug 16 14

loaded (/usr/lib/systemd/system/httpd.service; disabled; vendor preset: disabled)

active (running) since Mon 2021-08-16 14:54:14 CST; 6ms ago

man:httpd(8)

man :apachect1(8)

19131 (httpd)

"Processing requests...’

/system.slice/httpd.service
19131 /usr/sbin/httpd -DFOREGROUND
19132 /usr/sbin/httpd -DFOREGROUND
19133 /usr/sbin/httpd -DFOREGROUND
19134 /usr/sbin/httpd -DFOREGROUND
19135 /usr/sbin/httpd -DFOREGROUND
19136 /usr/sbin/httpd -DFOREGROUND

:54:14 OracleLinux7.localdomain systemd[1]: Starting The Apache HTTP Server...
:54:14 OracleLinux7.localdomain systemd[1l]: Started The Apache HTTP Server.

[root@OracleLinux7 ~]#

al Ll
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3.2.2 i Rsyslog hRZ&

(1) & rsyslog lRA&

# rsyslogd -v

[root@0racleLinux? ~]# rsyslogd -v
rsyslogd 8.24.0-38.el7, compiled with:
PLATFORM: x86_64-redhat-linux-gnu
PLATFORM (1sb_release -d):
FEATURE_REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@0raclelLinux7 ~]#

(2) Z% rsyslog Eft

# yum -y install rsyslog

Updated:
rsyslog.x86 64 0:8.24.0-57.0.1.el7 9.1

Complete!
[root@0raclelLinux7 ~]#

(3) #RE rsyslog lRA

# rsyslogd -version

[root@raclelLinux7 ~]# rsyslogd -v
rsyslogd 8.24.0-57.0.1.el7 9.1, compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (lsb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@racleLinux/ ~]#

al Ll
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3.2.3 &% Rsyslog 52 Apache log

(1) #RE8 rsyslog & E1E

#vi /etc/rsyslog.conf

[root@0raclelLinux/7 ~]# vi /etc/rsyslog.conf

(2) 18 imfile #AEA

$ModLoad imfile # provides support for file logging

#### MODULES ####

# The imjournal module bellow is now used as a message source instead of imuxsock.
$ModLoad imuxsock # provides support for local system logging (e.g. via logger command)
$ModLoad imjournal # provides access to the systemd journal

#%ModLoad imklog # reads kernel messages (the same are read from journald)

#%ModLoad immark # provides --MARK-- message capability

$ModLoad imfile # provides support for file logging

(3) "REEHEE Apache log
# Send Apache log to N-Reporter
input (type="imfile" File=" " Tag="apache" Severity="info"
Facility="local6" Ruleset="nreporter")
input (type="imfile" File=" " Tag="apache" Severity="warning"
Facility="local6" Ruleset="nreporter")
ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

input(t

ruleset(name="nreporter”){action(type="om

#IEeXFEIFE A Apache HASEEEE

(4) ERirsyslog IRFEFNTERD rsyslog IRFEIEE

# systemctl restart rsyslog && systemctl status rsyslog

x-info="http

al Ll
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4 Debian9

4.1 #RiE Apache :REHE

(1) ZE%& Apache hRF

# apache2 -v

root@ebian9:~# apache2 -v
Server version: Apache/2.4.25 (Debian)

Server built: 2021-10-02T13:27:55
root@ebian9:~#

(2) #E8 Apache2 :&7ETE

#vi /etc/apache2/apache2.conf

root@ebian9:~# vi /etc/apache2/apache2.conf

(3) A& ErrorLog &%7E

ErrorLog ${APACHE_LOG_DIR}/error-NReporter.log

# ErrorLog: The location of the error log file.

# If you do not specify an ErrorlLog directive within a <VirtualHost>

# container, error messages relating to that virtual host will be

# logged here. If you *do* define an error logfile for a <VirtualHost>
# container, that host's errors will be logged there and not here.

#

ErrorLog ${APACHE LOG DIR}/error.log

ErrorLog ${APACHE LOG DIR}/error-NReporter.log

(4) ¥R LogFormat 5&%E

LogFormat "%h %1 %u %t \"%r\" %>s %0 %I %T %b \"%{Referer}i\" \"/{User-Agent}i" nreporter
ErrorLogFormat "[/{u}t] [%-m:%1] [pid %P:tid %T] %7F: %E: [client\%al] %M/, ,\referer\){Referer}i"

or use with

s in that they use %0
b (the size of the
e to detect partial

%h is not recommended.

t_combined

LogFormat "%h %1 %u % - %T %b \"%{Referer}i\" [User-Agent}i\"" nreporter

ErrorLogFormat "[%{u}t] [%-m:%1] [pid %P:tid %T] %/F: %E: [client) ] \, referer\ %{Referer}i”

al Ll
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(5) #wi§ 000-default 5% EE

#vi /etc/apache2/sites-enabled/000-default.conf

root@ebian9:~# vi /etc/apache2/sites-enabled/000-default.conf

(6) #iE CustomLog %7€

CustomLog ${APACHE_LOG_DIR}/access-NReporter.log nreporter

ErrorLog ${APACHE LOG DIR}/error.log
CustomLog ${APACHE LOG DIR}/access.log combined
CustomLog ${APACHE LOG DIR}/access-NReporter.log nreporter

(7) ZERI Apache IR#EFNHEED Apache ARFEAR RS

# systemctl restart apache2 && systemctl status apache2

root@ebian9:~# systemctl restart apache2 && systemctl status apache2
® apache2.service - The Apache HTTP Server
Loaded: loaded (/lib/systemd/system/apache2.service; enabled; vendor preset: enabled)
Active: active (running) since Tue 2021-10-26 09:59:19 CST; 4ms ago
Process: 1750 ExecStop=/usr/sbin/apachectl stop (code=exited, status=0/SUCCESS)
Process: 1757 ExecStart=/usr/sbin/apachectl start (code=exited, status=0/SUCCESS)
Main PID: 1761 (apache2)
Tasks: 7 (limit: 4915)
CGroup: /system.slice/apacheZ.service
1761 /usr/sbin/apache2 -k start
El?fn‘l /usr/sbin/apache2 -k start
1765 /usr/sbin/apache2 -k start

Oct 26 09:59:19 Debian9 systemd[1]: Starting The Apache HTTP Server...
Oct 26 09:59:19 Debian9 systemd[1]: Started The Apache HTTP Server.
root@ebian9:~#

al Ll
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4.2 F%7%E Rsyslog 52§ Apache log

(1) 8= rsyslog &

# rsyslogd -v

root@ebian9:~# rsyslogd -v
rsyslogd 8.24.0, compiled with:
PLATFORM: x86_64-pc-linux-gnu
PLATFORM (1sb release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes

64bit Atomic operations supported: Yes

memory allocator: system default
Runtime Instrumentation (slow code): No

uuid support: Yes

Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
root@ebian9:~#

(2) #REE rsyslog & E1E

#vi /etc/rsyslog.conf

root@ebian9:~# vi /etc/rsyslog.conf

(3) ¥iiZ imfile #AEA

module(load="imfile") # provides support for file logging

BERBABHBHBHABHBHE
#### MODULES ####
FHAHHBHBHBHAHHRHH

module(load="imuxsock") # provides support for local system logging
module(load="imklog") # provides kernel logging support
#module(load="immark") # provides --MARK-- message capability
module(load="imfile") # provides support for file logging

al Ll
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(4) FRTE¥EEE Apache log

# Send Apache log to N-Reporter
input (type="imfile" File=" " Tag="apache" Severity="info"
Facility="local6" Ruleset="nreporter")

-

input (type="imfile" File=" " Tag="apache" Severity="warning"
Facility="local6" Ruleset="nreporter")
ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

# Ser
input(ty imfi i 3 1che 5 er. e eri info" Facili
input (type="imfile" File=' / ) - or-N ] Severity= ing" Facil

ruleset(name="nreporter”){action(ty 4" Port="514" Protocol="udp")}

A BN FEMUIFE A Apache HEFIS1E1E 2 N-Reporter 24t IP address

(5) ZERI Rsyslog BR#M#EE2 Rsyslog RIFIER

B al Ll
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5 Ubuntu 18

i

5.1 #%ig Apache REHE

(1) ZE%& Apache hRF

# apache2 -v

root@buntul8:~# apache2 -v
Server version: Apache/2.4.29 (Ubuntu)

Server built: 2021-09-28T22:27:27
root@buntul8:~#

(2) #E§ Apache2 F&EHE

#vi /etc/apache2/apache2.conf

root@buntul8:~# vi /etc/apache2/apache2.conf

(3) ¥AiE ErrorLog &7E

ErrorLog ${APACHE_LOG_DIR}/error-NReporter.log

0g ${APACHE LOG DIR}/ .log
Log ${APACHE_LOG DIR}/ -NReporter.log

(4) #Ai8 LogFormat 5%%E

LogFormat "%h %1 %u %t \"%r\" %>s %0 %I %T %b \"%{Referer}i\" \"V{User-Agent}i" nreporter
ErrorLogFormat "[/{u}t] [%-m:%1] [pid %P:tid %T] %7F: %E: [client\%al] %M/, ,\referer\){Referer}i"

vhost_combined
combined
common

nreporter

ErrorLogFormat

al Ll
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(5) #wi§ 000-default 5% EE

#vi /etc/apache2/sites-enabled/000-default.conf

root@ubuntul8:~# vi /etc/apache’l/sites-enabled/000-default.conf

(6) #¥Ai& CustomLog F&E
CustomLog ${APACHE_LOG_DIR}/access-NReporter.log nreporter

$ {APACHE_LOG DIR}/ log
| mLog ${APACHE LOG DIR}/access.log combined
stomLog ${APACHE LOG DIR}/access-NReporter.log nreporter

(7) ERI Apache BR#EFNTEER Apache RRFSAK AR

# systemctl restart apache2 && systemctl status apache2

root@Ubuntul8:~# systemctl restart apache2 && systemctl status apache2
® apache2.service - The Apache HTTP Server
Loaded: loaded (/lib/systemd/system/apacheZ.service; enabled; vendor preset: enabled)
Drop-In: /lib/systemd/system/apache2.service.d
L_apache2-systemd.conf
Active: active (running) since Tue 2021-10-26 02:40:12 UTC; 6ms ago
Process: 32482 ExecStop=/usr/sbin/apachectl stop (code=exited, status=0/SUCCESS)
Process: 32499 ExecStart=/usr/sbin/apachectl start (code=exited, status=0/SUCCESS)
Main PID: 32513 (apache2)
Tasks: 1 (limit: 2315)
CGroup: /system.slice/apache2.service
L_32513 /usr/sbin/apache2 -k start

Oct 26 02:40:12 Ubuntul8 systemd[1l]: Stopped The Apache HTTP Server.
Oct 26 02:40:12 Ubuntul8 systemd[1l]: Starting The Apache HTTP Server...
Oct 26 02:40:12 Ubuntul8 systemd[1]: Started The Apache HTTP Server.
root@buntul8:~#

al Ll
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5.2 &7 Rsyslog & Apache log

(1) 8= rsyslog &

# rsyslogd -v

root@buntul8:~# rsyslogd -v
rsyslogd 8.32.0, compiled with:
PLATFORM: x86_64-pc-linux-gnu
PLATFORM (1sb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
root@Ubuntul8:~#

(2) #RE8 rsyslog & ETE

#vi /etc/rsyslog.conf

root@buntul8:~# vi /etc/rsyslog.conf

(3) #iB imfile B A

module(load="imfile") # provides support for file logging

module(load=

module(load=

(4) #W#8 120-apache.conf ;8 E1E

#vi /etc/rsyslog.d/120-apache.conf

root@buntul8:~# vi /etc/rsyslog.d/120-apache.conf

al Ll
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(5) =TE¥EEE Apache log

# Send Apache log to N-Reporter
input (type="imfile" File=" " Tag="apache" Severity="info
Facility="local6" Ruleset="nreporter")

input (type="imfile" File=" " Tag="apache" Severity="warning"
Facility="local6" Ruleset="nreporter")
ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

# Send Apac

input
input( file ile="/var/
ruleset(na nreporter”) {acti

A BEXFEMIBR A Apache HERESEIEZA N-Reporter 24t |P address

ag="apache
" Port="514"

(6) EZERi Rsyslog FRFEFNHEED Rsyslog RFFIEE

Ubuntu

Ubuntu

Ubuntu
NTuls

B al Ll
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6 SUSE

6.1 SUSE 10

6.1.1 #R¥E Apache R E1E

(1) &% Apache &

# httpd2 -v

SUSE10:~ # httpd2 -v
Server version: Apache/2.2.3

Server built: Apr 23 2008 22:51:07
SUSE10:~ #

(2) #%%E mod_log_config & E1E

#vi /etc/apache2/mod_log_config.conf

SUSE10:~ # vi /etc/apache2/mod log config.conf

(3) #Ai8 log FR7E

LogFormat "%h %1 %u %t \"%x\" %>s %0
\%I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter

# To use %I and %0, you need to enable mod_logio

<IfModule mod_

LogFormat "% . \ .

\"%{Referer \ e %0 " combinedio

LogFormat h % ot \"%
%T %b \"%{Referer

=% anun

nreporter

(4) #i#8 loadmodule & EE

#vi /etc/apache2/sysconfig.d/loadmodule.conf

SUSE10:~ # vi /etc/apache2/sysconfig.d/loadmodule.conf

al Ll
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(5) R4 mod_logio.so t&4H

LoadModule logio_module

LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule

actions_module
alias module
auth_basic_module
authn_file module
authz_host module
authz_groupfile_module
authz_default_module
authz_user_module
authn_dbm module
autoindex_module
cgi_module
dir_module
env_module
expires_module
include_module

log config medule
mime module
negotiation_module
setenvif_module
ss1 module
suexec_module
userdir_module
logio_module

/usr/1ib64/apache2-prefork/mod_logio.so

/usr/lib64/apache2-prefork/mod_actions.so
/usr/1ib64/apache2-prefork/mod alias.so
/usr/1ib64/apache2-prefork/mod_auth_basic.so
/usr/lib64/apache2-prefork/mod_authn_file.so
/usr/1lib64/apache2-prefork/mod authz host.so
/usr/1lib64/apache2-prefork/mod _authz groupfile.so
/usr/1ib64/apache2-prefork/mod_authz_default.so
/usr/1lib64/apache2-prefork/mod_authz_user.so
/usr/lib64/apache2-prefork/mod authn_dbm.so
/usr/1ib64/apache2-prefork/mod_autoindex.so
/usr/lib64/apache2-prefork/mod_cgi.so
/usr/1ib64/apache2-prefork/mod dir.so
/usr/1lib64/apache2-prefork/mod env.so
/usr/1ib64/apache2-prefork/mod_expires.so
/usr/1ib64/apache2-prefork/mod_include.so
/usr/1lib64/apache2-prefork/mod log config.so
/usr/1ib64/apache2-prefork/mod mime.so
/usr/1ib64/apache2-prefork/mod_negotiation.so
/usr/lib64/apache2-prefork/mod_setenvif.so
/usr/1ib64/apache2-prefork/mod ssl.so
/usr/1ib64/apache2-prefork/mod suexec.so
/usr/1lib64/apache2-prefork/mod userdir.so
/usr/1lib64/apache2-prefork/mod_logio.so

=

(6) #m#E apache2 R EHE

#vi /etc/sysconfig/apache?2

SUSE10:~ # vi /etc/sysconfig/apache2

(7) A logio 48

APACHE_MODULES="actions alias auth_basic authn_core authn_file authz_host authz_groupfile
authz_core authz_user autoindex cgi dir env expires include log_config mime negotiation setenvif
ssl socache shmcb userdir reqtimeout

pires include 1

(8) #REE httpd R E1E

#vi /etc/apache2/httpd.conf

SUSE10:~ # vi /etc/apache2/httpd.conf

al Ll
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(9) F&%E CostomLog F1 ErrorLog

# ErrorLog /var/log/apache2/error_log

ErrorLog "| /usr/bin/tee -a /var/log/apache2/error-NReporter.log | /bin/logger -t apache -p
local6.error"

CustomLog "| /usr/bin/tee -a /var/log/apache2/access-NReporter.log | /bin/logger -t apache -p
local6.info" nreporter

# ErrorLog: The location of the error log file.

# If you do not specify an ErrorlLog directive within a <VirtualHost>

# container, error messages relating to that virtual host will be

# logged here. If you *do* define an error logfile for a <VirtualHost>

# container, that host's errors will be logged there and not here.

#Errorlog. /var/log/anache?/arror log

ErrorLog "| /usr/bin/tee -a /var/log/apache2/error-NReporter.log | /bin/logger -t apache -p local6.error”

CustomLog "| /usr/bin/tee -a /var/log/apache2/access-NReporter.log | /bin/logger -t apache -p localb6.info" nreporter

(10) ERY Apache BR#F5F1TEEE Apache ARFSARER

# service apache2 restart && service apache2 status

SUSE10:~ # service apache2 restart && service apache2 status
Syntax 0K

Shutting down httpd2 (waiting for all children to terminate) done
Starting httpd2 (prefork) done
Checking for httpd2: running
SUSE10:~ #

al Ll
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6.1.2 &R7E syslog-ng i 2% Apache log

(1) 18 =& syslog-ng k&

# syslog-ng -v

SUSE10:~ # syslog-ng -v

binding fd 3, unixaddr: /dev/log
SUSE10:~ #

(2) #REE syslog-ng REHE

#vi /etc/syslog-ng/syslog-ng.conf

SUSE10:~ # vi /etc/syslog-ng/syslog-ng.conf

(3) ERFE Facility local6

filter f_local6 { facility(local6); };

#

# Filter definitions

#

filter T iptables facility(kern) and match("IN=") and match("0UT="); };

filter f_console level(warn) and facility(kern) and not filter(f_iptables)
or level(err) and not facility(authpriv); };

filter f_newsnotice level(notice) and facility(news); };
filter f _newscrit level(crit) and facility(news); };
filter f _newserr level(err) and facility(news); };
filter f_news facility(news); };

filter f mailinfo level(info) and facility(mail); };
filter f _mailwarn level(warn) and facility(mail); };
filter f _mailerr level(err, crit) and facility(mail); };
filter f mail facility(mail); };

filter f_cron facility(cron); };

filter f_localb facility(local6); 1},
filter f local facility(local®, locall, local2, local3,
local4, local5, local6, local7); };

al Ll
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(4) =RTE#EEE Apache log

# Send Apache log to N-Reporter:

#

destination nreporter { udp(" " port(514)); };

log { source(src); filter(f_local6); destination(nreporter); };

Cron-messages in one file:
(don't forget to provide logrotation config)

#destination cron { file("/var/log/cron"); };
#log { source(src); filter(f cron); destination(cron); };

#

# Send Apache log to N-Reporter:

#

destination nreporter { udp("192.168.8.4" port(514)); };

log { source(src); filter(f _local6); destination(nreporter); };

#

# Some boot scripts use/require local[l-7]:

%

destination localmessages { file("/var/log/localmessages”); };

log { source(src); filter(f_local); destination(localmessages); };

A B FEMUEE A N-Reporter 24t IP address

(5) ERL Syslog-ng BR#FF#EES Syslog-ng RIFIESE

# service syslog restart && service syslog status

SUSE10:~ # service syslog restart && service syslog status
Shutting down syslog services done

Starting syslog services done
Checking for service syslog: running
SUSE10:~ #

al Ll
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6.2 SUSE 15

6.2.1 #R¥E Apache R EE

RELE

(1) #R% mod_log_config &7

#vi /etc/apache2/mod_log_config.conf

vi /etc/apache2/mod_log_config.conf

(2) #i% log FRE

ErrorLogFormat "[/{u}t] [%-m:%1] [pid %P:tid %T] %7F: %E: [client\%al] %M}, ,\referer\){Referer}i"
<IfModule logio_module>

LogFormat "%h %1 %u %t \"%xr\" %>s %0 %I %T %b \"%{Referer}i\" \"/%{User-Agent}i\"" nreporter
</IfModule>

3= 9

Format string: Nickname:

common
vhos t_common

agent

‘e r e
L

combined
vhost_combined
ErrorLogFormat
# To use %I and %
<IfModule
L ormat
\ combinedio

LogFormat nreporter
</1lTModu le>

(3) #WiE loadmodule X EE

#vi /etc/apache2/loadmodule.conf

vi /etc/apache2/loadmodule. conf

al Ll
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(4) EYF mod_logio.so 1841

ydule actions_module /usr/11bb4/ efork/mod_actions. s«
alias_ u'l S ibb4 /apac prefor _alias.so_
auth_basic_module TE 1b64 Y- - efor )C _dH th_bas
authn_file_module ¢ ib64 /apac refor d_authn f11e
authz_host_module ‘14b che fo _authz_host
authz_groupfi modu le 11 apachel- pl
authz_ : dule i /apache?
autoin no 1b64
cgi

apache?- plFf0|
rache? plnfnlk
1

expire
include
haq config_ moduh:
mime_module
negotiation
setenvif_

_module
socache_ Jhmgh
L dir C _ S
|e|t1meout module sr/1ib yache ~efork,/mod_reqtimeout
authn_core_module "11b64, ach or d_authn_core
authz core _module i bf ache?-prefor od _authz core
logio_module / /11b64 /apachel-prefork/mod_logio.so

(5) #®%8§ apache2 & E1E

#vi /etc/sysconfig/apache?2

sconfig/apache?2

(6) & A logio t5H

APACHE_MODULES="actions alias auth_basic authn_core authn_file authz_host authz_groupfile
authz_core authz_user autoindex cgi dir env expires include log_ conflg mime negotiation setenvif
ssl socache shmcb userdir reqtimeout

# apache's default installatioc
ACHE _MODULES="" _hos ctions i auth autoindex cgi dir imap include log_co
g min > Ei0 if status '
your settin
APACHE_MODULE:

(7) #REE httpd FRELE

#vi /etc/apache2/httpd.conf

vi /etc/apache?/httpd. conf

B al Ll
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(8) ERXTE CostomLog

ErrorLog /var/log/apache2/error-NReporter.log
CustomLog /var/log/apache2/access-NReporter.log nreporter

ErrorLog: The location of the error log file.
If you do not specify an ErrorLog directive within a <VirtualHost>
container, error mes s relating to that virtual host will be

10 1 here. If you 0* define an error logfile for a <VirtualHost>
# container, that host's errors will be logged there and not here.
ErrorLog ar/log/apachel/error-NReporter.log
CustomLog /var/log/apache?/access-NReporter.log nreporter

(9) ERI Apache BR#ZFNTEER Apache BRFSAK AR

# systemctl restart httpd && systemctl status httpd

al Ll
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6.2.2 E%7E Rsyslog i52& Apache log

(1) #RE8 rsyslog & E1E

#vi /etc/rsyslog.conf

/etc/rsyslog.conf

(2) i1 imfile 8 ARA

# provides support for file logging
$ModLoad imfile

# kernel logging (may be also provided by /sbin/klogd)
# see also http://www.rsyslog.com/doc-imklog.html.
$ModlLoad imklog.so

# set log level 1 (same as in /etc/sysconfig/syslog).
$klogConsoleloglLevel |

# provides support for file logging
$ModLoad imfile

(3) EXTE¥EEE Apache log

# Send Apache log to N-Reporter

input (type="imfile" File=" " Tag="apache" Severity="info"
Facility="local6" Ruleset="nreporter")

input (type="imfile" File=" " Tag="apache" Severity="warning"
Facility="local6" Ruleset="nreporter")

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

# Send Apache log to N-Reporter

input(ty imfile" Fi / ccess -NReporter.log” Tag="apache" "info" Facility="local6" Ruleset="nreporter"”)
imfile i ar / r-NRepor Tag="apache arning” Facility="local6" Ruleset="nreporter")

ruleset (name="nreporter”

A X FEMIFEBA Apache HEHESE1E 2 N-Reporter %4t IP address

(4) EZERI Rsyslog BR#FM#E2 Rsyslog RIFIER

# systemctl restart rsyslog && systemctl status rsyslog

preset: enabled)

.rsyslog.com/e/2442 ]

al Ll
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7 Solaris 11

7.1 #REE Apache &R EHE

(1) #REE httpd FREE

#vi /etc/apache2/2.4/httpd.conf

root@Solarisll:~# vi /etc/apache2/2.4/httpd.conf

(2) R4 mod_logio.so &4

LoadModule logio_module libexec/mod_logio.so

#lLoadModule log debug module libexec/mod log debug.so
#LoadModule log forensic module libexec/mod log forensic.so

LoadModule logio module libexec/mod logio.so
#lLoadModule lua module libexec/mod lua.so
LoadModule env_module libexec/mod env.so

al Ll
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)

i%E CostomLog 1 ErrorLog

ErrorLog "/var/apache2/2.4/logs/error_log"
ErrorLog "|/usr/bin/logger -t apache -p local6.error"

ErrorLogFormat "[%{u}t] [%-m:%1] [pid %P:tid %T] %7F: %E: [client\%al %M/ ,\referer\){Referer}i"

<IfModule logio_module>

LogFormat "%h %1 %u %t \"%r\" %>s %0 %I %T %b \"%{Referer}i\" \"/{User-Agent}i\"" nreporter

</IfModule>
CustomLog "|/usr/bin/logger -t apache -p local6.info" nreporter

u

# ErrorLog: The location of the error log file.

# IT you do not specify an Errorlog directive within a <VirtualHost=

# container, error messages relating to that virtuwal host will be

# logged here. If you *"do® define an error logfile for a <VirtualHost=
# container, that host's errors will be logged there and not here.

"

ErrorLog "/var/apache2/2.4/logs/error log"

ErrorLog *| fusr/bin/logger -t apache -p localb.error”

#

# LoglLevel: Control the number of messages logged to the error_log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

LogLevel warn

s

=IfModule log_config_module=
#
# The following directives define some format nicknames for use with
# a CustomLog directive (see below).
#
LogFormat "%h %1 %u %t V"% %=s %b \V"%{Referer}i\"” \"%{User-Agent}i\"" combined
LogFormat "%h %L %u %t %"%r\" %s %b" common

ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client %a] %M% .\ referer\ %{Referer}i”

<IfModule logio_module=
# You need to enable mod logio.c to use %I and %0
LogFormat "%h %1 %u %t “"%ry" %es %b YV"%{Referer}i\"” \"%{User-Agent}ii"” %I %0"

LogFormat "%h %1 %u %t %“%r\" %=s %0 %I %T %b \"%{Referer}i\” ““%{User-Agent}i\"" nreporter

</ fModule=

The location and format of the access logfile (Common Logfile Format).
If you do not define any access logfiles within a <VirtualHost=>
container, they will be logged here. Contrariwise, if you *do*

define per-<VirtualHost> access logfiles, transactions will be

logged therein and *not* in this file.

LT

CustomLog "/svar/apacheZ/Z.4/logs/access log" common
CustomLog "| fusr/bin/logger -t apache -p localb.info" nreporter

#
# IT you prefer a logfile with access, agent, and referer information
# (Combined Logfile Format) you can use the following directive.
#
#CustomLog "/Svar/fapache?/2.4/logs/access log" combined

=/IfModule=

combinedio

al LIl




(4) ERI Apache BR#ZFNTEER Apache BRFSAK AR

# svcadm -v restart http:apache24
# svcs -a | grep apache
root@Solarisll:~# svcadm -v restart http:apache24

Action restart set for svc:/network/http:apache24.
root@olarisll:~# svcs -a | grep apache

disabled 22:53:43 svc:/system/apache-stats-24:default
online 23:15:10 svc:/network/http:apache24
root@Solarisll:~#

al Ll

88



7.2 %% Rsyslog 2§ Apache log

(1) #RE8 rsyslog FREE

#vi /etc/rsyslog.conf

root@Solarisll:~# vi /etc/rsyslog.conf

(2) FREEEE Apache log

# Send Apache log to N-Reporter
local6.x*

# Send Apache log to N-Reporter
local6.* @192.168.8.4

A BXFE MU A N-Reporter 4% IP address

(3) {FH system-log:default I system-log:rsyslog F1E R system-log:rsyslog f1i#:2 system-log Ak &&

# svcadm -v restart system-log:rsyslog
#svcs -a | grep system-log

root@olarisll:~# svcadm -v restart system-log:rsyslog
Action restart set for svc:/system/system-log:rsyslog.

root@olarisll:~# svcs -a | grep system-log

disabled 22:53:42 svc:/system/system-log:default
online 23:35:41 svc:/system/system-log:rsyslog
root@olarisll:~#

al Ll

89



8 FreeBSD 12

8.1 #mEE Apache :REHE

(1) ZE%& Apache hRF

#httpd -version

root@FreeBSD12:~ # httpd -version
Server version: Apache/2.4.51 (FreeBSD)

Server built: unknown
root@reeBSD12:~ #

(2) #R%E Apache REE
#vi /usr/local/etc/apache24/httpd.conf

root@rreeBSD12:~ # vi /usr/local/etc/apache24/httpd.conf

(3) R4 mod_logio.so &4

LoadModule logio_module libexec/apache24/mod_logio.so

#lLoadModule log debug module libexec/apache24/mod log debug.so
#lLoadModule log forensic module libexec/apache24/mod log forensic.so

LoadModule logio module libexec/apache24/mod logio.so
LoadModule env_module libexec/apache24/mod env.so
#LoadModule mime_magic_module libexec/apache24/mod_mime magic.so

al Ll
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(4) #Ai8 log

ErrorLog "|/usr/bin/logger -t apache -p local6.error"
ErrorLogFormat "[/{u}t] [%-m:%1] [pid %P:tid %T] %7F: %E: [client\%al] %M}, ,\referer\){Referer}i"
<IfModule logio_module>

LogFormat "%h %1 %u %t \"%r\" %>s %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>
CustomLog "|/usr/bin/logger -t apache -p local6.info" nreporter

ErrorLog: The location of the error log Tile.

IT you do nmot specify an Errorlog directive within a <VirtualHost=>
container, error messages relating to that wvirtual host will be
logged here. If you *do* define an error logfile for a =VirtualHost=
container, that host's errors will be logged there and not here.

ErrorLog "/var/log/httpd-error.log’
ErrorLog "|fusr/bin/logger -t apache -p local6.error”

#

# LogLevel: Control the number of messages logged to the error_log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

&

LogLevel warnm

<[fModule log config modules
#
# The following directives define some format nicknames for use with
# a CustomLog directive (see below).
#
LogFormat "%h %1 %u %t \"%r\" %=s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%h %1 %u %t \"%r\" %=s %b" common
ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client) %a] %M% ,% referer\ %{Referer}i

<[ fModule logio modules
# You need to enable mod logio.c to use %I and %0
LogFormat "%h %1 %u %t \“%r\" %=s %b V'%{Referer}i\” “V"%{User-Agent}i\"” %I %0" combinedio
LogFormat "%h %1 %u %t \“%r\" %5 %0 %I %T %b \"%{Referer}i\" “"%{User-Agent}i\"" nreporter
</ITModule:=

The location and format of the access logfile (Common Logfile Format).
If you do mot define any access logfiles within a =VirtualHost=
container, they will be logged here. Contrariwise, if you *do*
define per-<VirtualHost> access logfiles, transactions will be
logged therein and *not®™ in this file.

=

CustomLog "/var/log/httpd-access.log” common

CustomLog " |/usr/bin/logger -t apache -p local6.info" nreporter

#
# If you prefer a logfile with access, agent, and referer information
# (Combined Logfile Format) you can use the following directive.
#
#CustomLog “fvarflog/httpd-access.log” combined
</ 1fModule=

I al L




(5) ERI Apache BRIZFNTEER Apache BRFSAK AR

# service apache24 onerestart && service apache24 onestatus

root@FreeBSD12:~ # service apache24 onerestart && service apache24 onestatus
Performing sanity check on apache24 configuration:

Syntax OK

Stopping apache24.

Waiting for PIDS: 1101.

Performing sanity check on apache24 configuration:
Syntax OK

Starting apache24.

apache24 is running as pid 1130.

root@rreeBSD12:~ #

al Ll
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8.2 % Syslog 2§ Apache log

(1) #RE8 syslog X EE

#vi /etc/syslog.conf

root@reeBSD12:~ # vi /etc/syslog.conf

(2) E&TE¥EEE Apache log

# Send Apache log to N-Reporter
local6.x*

# Send Apache log to N-Reporter
localb.* @192.168.8.4

BB FEMUE A N-Reporter 24t IP address
* DRI [tab)

(3) ERI syslogd AR#EFTEED syslogd BRFEIERE

# service syslogd onerestart && service syslogd onestatus

root@FreeBSD12:~ # service syslogd onerestart && service syslogd onestatus
Stopping syslogd.

Waiting for PIDS: 1161.
Starting sysloqgd.

syslogd is running as pid 1192.
root@FreeBSD12:~ #

al Ll
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9 Windows 2016

9.1 NXLog

9.1.1 NXLog Z&#t

(1) T& NXLog
BUTEA8L https://nxlog.co/products/nxlog-community-edition/download
TE AU FRFTAR nxlog-ce-x.x.xxxx.msi - & 6l: nxlog-ce-3.2.2329.msi

Windows x86-64 nxlog-ce-3.2.2329.msi

(2) FARL [Windows PowerShell]

Lo

Windows
PowerShell

(3) %% NXLog ¥Rz

PS C:\> Install-Package -Name

[ g

Ps C:\> Install-Package -Name .‘\nxlog-ce-3.2.2329.ms1 -Force

HEEE: Windows PowerShell (x86) — O "

Version source SUMMATY

ALEXFEAIE# A NXLog BRASEIEANIER

=) N-Partner
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9.1.2 NXLog iREE T &

(1) FERL [Windows PowerShell]

Lo

Windows
PowerShell

(2) T& Apache B9 NXLog A% E1E I ZE = NXLog 2 EE

NE3#E4S http://www.npartnertech.com/download/tech/nxlog_WinApache.conf
PS C:\> Invoke-WebRequest -Uri 'http://www.npartnertech.com/download/tech/nxlog_WinApache.conf'

-OutFile 'C:\Program Files\nxlog\conf\nxlog.conf'

N %:mEIES Windows Powershell (xB6) — O w

5 C:\> Invoke-WebRequest -Uri "http://www.npartnertech.com/download/tech/nxlog WinApache.conf’ -OutFile [
' _."-l:'rl am Files‘\nxloghconfinxlog.cont’

R BIZE NXLog 64bit hi A - %5 E NXLog 32bit hi A - AL B FEMIBIAFERE 'C: \Program Files (x86)

\nxlog\conf\nxlog.conf'

%y N-Partner
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9.1.3 NXLog % EHE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.3.88
define ApachePath C:\Apache24\logs

define ROOT C:\Program Files\nxlog

Moduledir %RO00T%\modules
CacheDir %R00TY%\data
Pidfile %RO0T%\data\nxlog.pid

SpoolDir %R0O0T%\data
LogFile %RO0T%\data\nxlog.log

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Apache access log file use the following:
<Input in_accesslog>
Module im_file
File '%ApachePathy\access-NReporter.log'
Exec $SyslogSeverityValue = 6;
SavePos True

ReadFromLast True
</Input>

## For Apache error log file use the following:
<Input in_errorlog>
Module im_file
File '%ApachePath¥\error-NReporter.log'
Exec $SyslogSeverityValue = 3;
SavePos True

ReadFromLast True
</Input>

<Output out_apachelog>
Module om_udp

Host %NCloud’%
Port 514
Exec $SyslogSeverityValue = 22;

Exec $SourceName = 'apache';
Exec to_syslog_bsd();
</0Output>

<Route apachelog>
Path2emin_accesslog, in_errorlog => out_eventlog
</Route>

EBXFEMIEBE A N-Reporter 4% IP address

define NCloud 192.168.8.4

R HEFIRIRR 64bit (FRZRM - BIFEZRRIRIES 32bit BRI MRE

define ROOT C:\Program Files (x86)\nxlog

EeNFEMIFRE A Apache HibHEEER

File '%ApachePathy\access-NReporter.log'

File '%ApachePath)\error-NReporter.log'

EHREEABTER SEniE BERAER 1. FRBEBERE IEER () 2. RBFEEUTF-8 LIGRmitiE
RIS R FAIE SR -

BEEE EE(E): |ANSI v ZES) | B

Unicode

Ur‘utcde :ug endian

al Ll
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9.1.4 NXLog iREME T &

(1) FERL [Windows PowerShell]

o
Windows
PowerShell

(2) REXEh NXLog fR# - 28Z& NXLog ARFSARAEMMEER NXLog Feit iR AIERM R
PS C:\> Start-Service -Name nxlog

PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType
PS C:\> Get-Content 'C:\Program Files\nxlog\data\nxlog.log'

EN %5 ZES: Windows PowerShell (x88) — O e

-aervice -Name 3

nxlog. log

d

R 5] Z NXLog 64bit M7 - &2 NXLog 32bit iR + AL B X FEMUB LU FERE 'C: \Program Files (x86)

\nxlog\conf\nxlog.conf'

=) N-Partner
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9.2 Apache

9.2.1 #m¥8 Apache R&E1E

(1) #REE httpd.conf 2 E1E - B{A mod_logio.so 1#4

Logio_module logio_module modules/mod_logio.so

#lLoadModule - 1bmethod heartbeat module modules/mod lbmethod heartbeat.so
#LoadModule - 1dap module -modules/mod ldap.so

LoadModule-logio module -modules/mod logio.so
LoadModule-log config _module-modules/mod log config.so
#LoadModule - log_debug_module-modules/mod_log_debug.so

MV N-Partner
08



(2) #Ri8 log

ErrorLog "logs/error-NReporter.log"
ErrorLogFormat "[/{u}t] [%-m:%1] [pid %P:tid %T] %7F: %E: [client\%al] %M/, ,\referer\){Referer}i"
<IfModule logio_module>

LogFormat "%h %1 %u %t \"%r\" %>s %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>
CustomLog "logs/access-NReporter.log" nreporter

ErrorLog: - The - location-of - the-error-log-file.
If-you-do-not-specify-an-Errorlog-directive -within-a-<VirtualHost>»
container, -error-messages -relating-to-that-virtual -host-will-be
logged - here. - -If you-*do* -define-an-error-logfile- for-a-<VirtualHost>»
container, -that-host’s-errors-will-be-logged-there-and-not - here.

Errorlog-"logs/error, log”
ErrorLog- "logs/error-NReporter.log”

#

# LoglLevel: -Control-the number-of -messages - logged - to-the - -error_log.
# Possible values -include: - debug, - info, -notice, -warn, -error, - crit,
# alert, emerg.

%

Loglevel -warn

<IfModule-log config module>
3
#-The - following-directives -define- some - format - nicknames - for-use -with
# a-CustomLog-directive  (see below).
#
LogFormat - “%h -%1 - %u - %t-\"¥r\" %35 -%b - \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat - “%h - %1 - Xu - Xt -\"%r\" - %>s5 - Xb" - common
ErrorLlogFormat-"[X{ult] - [X-m:%1] - [pid-%P:tid-XT] -%X7F: -%E: - [client\-Xa] %MX- .\ -referer\-%{Referer}i”
<IfModule-logio_module:>
#-You-need-to-enable-mod_logio.c-to-use-X%I-and- %0
LogFormat - "%h-%1-%u-%t-\"%r\" -%>s - %b - \"%{Referer}i\" - \"%{User-Agent }i\" - %1 -%0" - combinedio
LogFormat - “%h-%1-Xu-Xt-\"¥r\ " - X>s-X0-XI-XT-Xb- \"X{Referer}i\" - \"¥{User-Agent }i\"" - nreporter
</IfModule>

#
#-The-location-and- format-of -the-access-logfile- (Common-Logfile-Format).
#-I1f -you -do- not-define-any-access-logfiles -within-a-<VirtualHost>
#-container, -they-will-be- logged - here. - -Contrariwise, -if - you- *do*
# define - per-<VirtualHost> access-logfiles, -transactions will-be
#-logged - therein-and - *not*-in-this-file.

#

Customlog - "logs/faccess.log"” - common
CustomLog-“logs/faccess-NReporter.log™ nreporter

#
#-If -you prefer-a-logfile-with-access, -agent, - and - referer - information
#- (Combined-Logfile Format) -you-can-use-the-following directive.
#
#CustomlLog- "logs/access. log™ - combined
</IfModule>
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9.2.2 EFR{ Apache BR7%

(1) FERL [Windows PowerShell]

Lo

Windows
PowerShell

(2) ERI Apache BRIZFNHEER Apache BRFEAKAE

PS C:\> Restart-Service -Name

PS C:\> Get-Service -Name

EN 2EFEIBE: Windows PowerShell — O X

Restart—Service Apache24
Get—Service Apache24

DisplayName

Apache24

LB FEMIFE# A Apache AR#5 &
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10 N-Reporter

(1) ¥ri€ Apache &
RBEE] > [RERAARE] -> B2 (371D

B Home! zEsE) RERESRE
i REEEEVE
2o EEDEOEE
@ Global (10/10) I
- [ FEIEE (003)
= =mez
REEEESE
HEMREE
REMERE
=ERE
HEESSE
HEREREELE

WEEEE

& s5em

B r==m
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(2) EEREESR
%42 [Application/ DB/ OS/ Server]-> 35 [5[:818 (]

ha WTNERGE x

=EES

Switch / Router

=B Flow ThaE + SSEILER -

u -'é Firewall / IPS / Load Balancer / NAC / UTM /
mmmm  WAF/Wireless

1 | HETSHESE 85 - BE - ABRE2E - =
AN N-Cloud / N-Reporter / N-Probe

\ _,?\_ ___.' NCloud £ NReporter S8 8 RTFTUTRIH Syslog = N .
N4

(1]

Tl

Q Auto / More / User Defined Format

HRER SIE#EH |

102
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()

REBEEFRE

i A\ G2 BB 1P->Syslog ERIME TV E [Apache]-> BiE [F—2)

b WTHE - REEARE X

REEARE

HREER

P

‘ Apache_192.168.3.88

P~

‘ 192.168.3.88

FraBs:

‘ Global

Syslog Bl 0

‘ Apache

RERREAL O

SNMP Model ©
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(4) Syslog MHEAZEE
Facility 1212 [(22) local use 6 (local6)]-> B [T —]
(& 23 [Raw Data fR&] - A [S54&59] 8~ Raw Data E#fl)

ok WM - Syslog AMERE "

Syslog HMEE .

Facility ©

‘ (22) local use 6 (localg) v

Rl

‘ UTF-8 "

Syslog ER{EREREXB LR O

Raw Data RESEEHS

A N-Partner
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(5) Efth
2% lcon #IZ [Host]-> EUTARBE IR [RUFE]-> 203 [N —F]->[FER3]

& RN - R x

HE

)
1% lcon ||
‘ Host
i o
‘ BEED keyl="value" » TEL S EEEMD
HERE
EUR A
@®sm O #F

EEMABRERE  KREREHEREMEESRRE-> #E (4]

£ SERAEIEE - KERTHERIG ISR 2

105
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