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1 McAfee InstruShield Syslog Forwarding

McAfee IntruShield IDS B )38 Fault Notification Syslog Forwarder 3% Syslog % N-Reporter -

E&LE%H“E&QD—F :
(1) FEEREEEEREA IntruShield IDS
(2) #TF syslog forwarder FIEH °
(3) RETIRERTWMALENRIE -
Enable Syslog Forwarder:Ves
Forward Alerts:With Severity low and above

Syslog Server::5# A N-Reporter/N-Cloud % IP address

Port:

(4) 3=#E Message Preference: [Customized], A& 343 [Edit] &%, EARIBE L syslog message MEH -
(5) BB THMFEREEMLE:

category="$IV_CATEGORY$", sub_category="$IV_SUB_CATEGORY$", attack_name="$IV_ATTACK_NAMES$",
attack_severity=$IV_ATTACK_SEVERITY$, interface=$IV_INTERFACE$, source_ip=$IV_SOURCE_IP$,

source_port=$IV_SOURCE_PORT$,destination_ip=$IV_DESTINATION_IP$,destination_port=$IV_DESTINATION_ PORTS$,

network_protocol=$IV_NETWORK_PROTOCOL$,attack_count=$IV_ATTACK_COUNT$

iR EHRVIE, R B EARVRITRER -

(6) ®4# [Save] 1ziH -
(7) B4 [Apply] %88 -

(8) ERTESTHL ° TR, IntruShield IDS Bl S ELR Syslog 5 E N-Reporter/N-Cloud -

&Y N-Partner



2 McAfee Network Security Manager Syslog forwarding

(1) FHEREEEHEREA
[Network Security Manager] -> [IPS Setting] -> [Alert Notification] -> [Syslog]

(2) #TH [Syslog forwarder] BAEH -

(3) RETIMERTWMALENRIE -
Enable Syslog Forwarder:VYes
Server Name or IP Address:im@i A N-Reporter/N-Cloud %A IP address
UDP Port:514
Send Notification IF: ZJ#8 [The following notification filter is matched:] ¥ [Severity

Informational and above]

(4) 3E#E Message Preference: [Customized], A& 243E [Edit] &%, EARIBE L syslog message MEH -
(5) BB THMXFEREEMLE:

category="$IV_CATEGORY$", sub_category="$IV_SUB_CATEGORY$", attack_name="$IV_ATTACK_NAMES$",
attack_severity=$IV_ATTACK_SEVERITY$, interface=$IV_INTERFACE$, source_ip=$IV_SOURCE_IP$,

source_port=$IV_SOURCE_PORT$,destination_ip=$IV_DESTINATION_IP$,destination_port=$IV_DESTINATION_ PORTS$,

network_protocol=$IV_NETWORK_PROTOCOL$,attack_count=$IV_ATTACK_COUNT$

Wi RIS, R B EARVRITRER -

(6) R4 [Save] #&iH -
(7) B4 [Apply] %88 -

(8) FRTESEHL - #ET2K,IntruShield IDS Bl EiBFHELRY Syslog % ZE N-Reporter/N-Cloud -
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3 N-Reporter

(1) i€ McAfee NSP &%
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(2) EERBEEE

#1Z [Firewall/ IPS/ Load Balancer/ NAC/ UTM/ WAF/ Wireless]-> 253 [5|E (]

ha WTNERGE x

=EES

Switch / Router

57 Flow INEE + SEHES
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.-é ™ WAF [ Wireless

C T 8% ke - ABBESS 5
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(3) REELXRTE
B AFR 1B 2 FEF1IP->Syslog B RIS 0 EEIZ [McAfee NSP]-> Bh#E [ —]

b WTHE - REEARE X

REEARE A~

HREER

‘ McAfee_NSP-192.168.3.88 ‘

P~

‘ 192.168.3.88 ‘

FrmeRs; -

‘ Global hd
Syslog ®E#X 0

‘ McAfee NSP v

RERREAL O

SNMP Model ©
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(4) Syslog MHEAZEE
Facility {RI57858-> 388 [F—2)
(BQ# [Raw Data {RE8] - 8l [EH&EH] B~ Raw Data Eifl)

Syslog EMERTE .

Facility &

| e W

EEa

| UTF-8 o

Syslog ER{EREEEXH LR O

Raw Data (REESS
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Tel : 04-23752865  Fax : 04-23757458
HIEEMA : sales@npartner.com
1oz : support@npartner.com
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