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1 NXLog

1.1 NXLog &

(1) F& NXLog CE(¥tXhi)
BIE T EbEsE https://nxlog.co/products/nxlog-community-edition/download

T EEARAR nxlog-ce-x.x.xxxx.msi - Bl : nxlog-ce-3.0.2272.msi

Windows x386-64 nxlog-ce-3.2.2329.msi

x - MRFBE T2 NXLog 32 Tl A - IBEARBERAR °

(2) %% NXLog
<2.1> AT Windows 2008 T E S IR AR ELR S
mifi [nxlog-ce-3.2.2329.msi] -> s [Next].

il NXLog-CE Setup P sl

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will install NXLog-CE on your computer,
Click. Mext to continue or Cancel to exit the Setup Wizard,

ek Cancel |

P
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https://nxlog.co/products/nxlog-community-edition/download

-> Z)%E [| accept the terms in the License Agreement] - 7Afa s [Next] .

{i& NXLog-CE Setup [_ Ol %]
End-User License Agreement 2
Please read the Foliowing license agreement carefully ;
NXLOG PUBLIC LICENSE v1.0 :‘:I

1. DEFINITIONS
“License” shall mean version 1.0 of the WXLOG PUELIC
LICENSE, i.e. the terms and conditions set forth in this document;
“Software” shall mean the source code and object code form, all
associated media, pnnted matenals, and "online” or electronic
documentation. All such software and matenals are referred to LI

F I accept the terms in the License Agreement

Prink | Badk | Cancel |

-> M [Next]. (BAIAZLEEEE C:\Program Files\nxlog\)

i NXLog-CE Setup [_[O[=]
Destination Folder .
Click Mext to install to the default folder or cick Change to choose another,

Install MiLog-CE to:

|C:'I.F'rl:u;ram Files\rxlog)

Change, ., |

=
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-> A [Install].

it NXLog-CE Setup [_[=lx=]

Ready to install N¥Log-CE @

Click Install ko begin the installation. Chick Back bo review or chanoe any of wour
installation settings. Click Cancel bo exit the wizard.,

Back |I Install ! Cancel |

-> i [Finish].

i NXLog-CE Setup [_ =]

Completed the NXLog-CE Setup Wizard

Click the Finish button bo exit the Setup Wizard,

[~ Open README . txt to read important installation nokes

Bac |! Finish !! izancel

MV N-Partner



s

<2.2> Windows 2003
i [nxlog-ce-3.2.2329.msi] -> s [Install] £/ [Finish].

15 MXLog-CE Setup

Ready to install NXLog-CE @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back [ fwl ] [ conce |

<2.3> Windows 2000

BT NXLog CE |HAR FE{ T https://sourceforge.net/projects/nxlog-ce/ , mili [See All Activity] , FEEBT
Windows 2000 kAR nxlog-ce-2.8.1248.msi.

M [nxlog-ce-2.8.1248.msi] -> A %L [| accept the terms in the License Agreement] -> s [Install] £/ [Finish].

NXLOG PUBLIC LICENSE
v1.0

ks DEFINITIONS

“License” shall mean version 1.0 of the
NXLOG PUBLIC LICENSE, 1.e. the
terms and condihons set forth i this
document;

“Software” shall mean the source code and

Abaact rada Freen all arcaciatad saadia .-ﬂ
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https://sourceforge.net/projects/nxlog-ce/

1.2 NXLog FCEH T

1.2.1 EFTF Windows 2003 S E R IR AKNIZ(ERS

(1) TH [SRRE]

(2) RIBFJREFTHIERAT Windows IS B NXLog BeBE X - HEZIAR Windows %4t NXLog FC&E X -
<2.1> CRFIBERMEEX4:

TEHEHE © http://www.npartnertech.com/download/tech/nxlog_WinIIS.conf
<2.2> RigF Cookie 52 RIBLE X 14:

TNEPERE © http://www.npartnertech.com/download/tech/nxlog_WinIIS_no_cookie.conf
ICRBERNEREXHEHES

PS C:\> copy "C:\nxlog_WinIIS.conf" "C:\ \nxlog\conf\nxlog.conf" /y

A2 Cookie ERMNEENHERES

PS C:\> copy "C:\nxlog_WinIIS_no_cookie.conf" "C:\ \nxlog\conf\nxlog.conf" /y

|:::': ﬁ%ﬁﬁ?i
Czx»ocopy "C:wnxlog WinDHCP.conf" “"C:“Program Files“nxlog>conf*nxlog.conf" -~y

T L fEfEE -

AXHRBIERT 64 UIRIERSG - WRIRIERGAN 32 U - BRBUTABXFEHAHITEN 'C: \Program Files

(x86) \nxlog\conf\nxlog.conf'

Fal ey


http://www.npartnertech.com/download/tech/nxlog_WinIIS.conf
http://www.npartnertech.com/download/tech/nxlog_WinIIS_no_cookie.conf

1.2.2 3ERT Windows 2008 B SRAIEIEZR S

(1) #TF [Windows PowerShell]

o
Windows
PowerShell

(2) RIBFJ|KREFETHIERT Windows IIS B9 NXLog FeEX 4 - HEZMA Windows %4t NXLog ECE 4 -
<2.1> CERFAIAGERWEEX4:

TEBEHEE © http://www.npartnertech.com/download/tech/nxlog_WinIIS.conf
<2.2> Kig§ Cookie {5 R MECE X 4:

TEH%E3E © http://www.npartnertech.com/download/tech/nxlog_WinIIS_no_cookie.conf

CRABEEERNEEXHEFIES:

PS C:\> Invoke-WebRequest -Uri[ http://www.npartnertech.com/download/tech/nxlog WinDNS.conf'
—-OutFile 'C:\

PS C:\> Invoke-WebRequest -Uri
nf'l -OutFile 'C:\

RHRBIERT 64 MIRIFRLS - MRBEZRGIN 32 il - BERBUTABEXFEDHITER 'C: \Program Files

(x86) \nxlog\conf\nxlog.conf'
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http://www.npartnertech.com/download/tech/nxlog_WinIIS.conf
http://www.npartnertech.com/download/tech/nxlog_WinIIS_no_cookie.conf
http://www.npartnertech.com/download/tech/nxlog_WinDNS.conf
http://www.npartnertech.com/download/tech/nxlog_WinDNS.conf
http://www.npartnertech.com/download/tech/nxlog_WinDNS.conf

1.3 NXLog BcE ¥

1.3.1 LCEFMBEENEENH

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define IISpath C:\inetpub\logs\LogFiles

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR %R00T%\data

define LOGFILE %LOGDIR)%\nxlog.log
LogFile }%LOGFILE}

Moduledir %RO00T%\modules
CacheDir %R00T%\data
Pidfile %RO0T%\data\nxlog.pid

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Microsoft IIS(Internet Information Server) log file use the following:
<Input in_iilog>

Module im_file

File '%IISPath¥%\u_exx*.log'

SavePos TRUE

ReadFromLast TRUE

Recursive TRUE
</Input>

<0utput out_iislog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 22;
Exec $raw_event = "IIS [Infol: " + $raw_event ;
Exec to_syslog_bsd();
</0Output>

<Route dnslog>
Path in_iislog => out_iislog
</Route>

PR

2155 A N-Reporter 25R0 IP ik

define NCloud 192.168.8.4

RXHROIFIRA 64 AHRFRS - BRIFRFNIERN 32 I - BRUMREHTEN

define ROOT C:\Program Files (x86)\nxlog

BEXFEDBHA IS EE

define IISpath C:\inetpub\logs\LogFiles

EBUEEXHRNEEE "BHEAN" BREREXH 1. ®REREBREE "EXMH () - 2. FEBIBEE "UTF-8" - LIGER%R
BERSBRSTOAEEED -

i

EEEE(N): | nxlog.conf

FRERIM):

gEan EE(E): |ANSI ~ ZE(ES) ECE
ANS|
Unicode

]
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1.3.2 RIEFE Cookie EEMEEXH

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define IISpath C:\inetpub\logs\LogFiles

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR %R00T%\data

define LOGFILE %LOGDIR)%\nxlog.log
LogFile }%LOGFILE}

Moduledir %RO0O0T%\modules
CacheDir %R0O0T%\data
Pidfile %RO0T%\data\nxlog.pid

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Microsoft IIS(Internet Information Server) log file use the following:
<Input in_iilog>

Module im_file

File '%IISPath¥%\u_ex*.log'

SavePos TRUE

ReadFromLast TRUE

Recursive TRUE
</Input>

<0utput out_iislog>
Module om_udp
Host %NCloud¥%
Port 514
Exec $SyslogFacilityValue = 22;
Exec $raw_event = "IIS [no_cookie]: " + $raw_event ;
Exec to_syslog_bsd();
</0Output>

<Route dnslog>
Path in_iislog => out_iislog
</Route>

BEBEXFE 215 A N-Reporter 241/ IP #thilk

ASHRBITFER 64 (HRIERS - BRIERAIER 32 1 - BRUTREHTEY

define ROOT C:\Program Files (x86)\nxlog
BEXFEBHA IS EE

define IISpath C:\inetpub\logs\LogFiles

EBUEEXHRNEEE "BHEAN" BREREXH 1. REREBREE "EXMH () - 2. FEBIBEE "UTF-8" - LIGER%R
BERSBRSTOAEEED -

EEsK EE(E): |ANSI v =E(S) EH
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1.4 NXLog EzhARZS

1.4.1 Windows 2003 S ERIRKIZRIER S

(1) TH [SRRE]

Chv_

(2) B NXLog FRS3H#IA NXLog FiEiRER

PS C:\>net start nxlog
PS C:\> type "C:\Program Files\nxlog\data\nxlog.log"

o AR
C:srnet r‘1:&!11'-1: nxlug

C:x2>type "C:sProgram Filessnxlogsdatasnxlog.log''
20280-B6-8? 189:-10:-88 INFO nxlog-—ce—2.10.2158 started

(3) #T7F [AR33] Th&E

PS C:\> Services.msc

¢ | i B T L
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(4) $T7F NXLog FRS512E
Y42 [NXLog] -> B =k (/B

“ BB =] E3

ERD ®TL BAY HEO |
.""|IIE @ » e 0w

axlog 2% [k [k | EEMERY | B85 |4
‘@ Network DDEDSDM  SREE... A EEEERTS

EENIRTS g Network Location Awa... USRI, DEE Fi#h AT
%H&Mmk Prmrimumng . TEdEE

R

This service is responsible for running the L :

N¥Log agent See www mdog co. el and ... SN = i R
%Plug and Play EHE. CE® 88 FERT
& Portable Media Serial N... Retrieve .. Fa THFE |

\ it (EE/

(5) T [EM) imE -> WIAEFEER [BEh)

NXLog A% (FIBHLE) 7]

—%  lgA | eiE | e
RSEH mdog

mranw: Niloz

st D) Thas sepvace 12 responable for nonnmg the NXLog .«
WE0) ‘azent. See wyw dog co. —I

=
EVTHRFRTERSTE®H):

"C\Program Files (86 vedogindog exe” -¢ "C:\Program Files (x86)wdog

EBELE: |[EE -

ARFEARRE: E &
s | ek | EeE EEE
LS I B IR RS e -

2 ) |

&y
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(6) £ [%E] TTH -> HWIAF—RKM - FREKW - BERMHIERFEIRN [EFMBENRS] -> < [HE]

NXLog A% (%A 7[X]
— |2 | BE  |ume]
PSRBT AN » BIEHIRTAEE -
BRI E): |E#EHIRS |5
BT REREE): EX ~|
BRI (U): |EH SRS =]
EEERMET#MN Q) o Ezie
BEHBEHRH O T sz
BT
T2 )
| aEe. |
RIS (O |
T ASEREt @bl £ 5136 E (fail=%1 %) (E)
EEFESTEER. |
e | =AW |

. A&V N-Partner



1.4.2 Windows 2008 S E S IRAKIRIER S

(1) #TF [Windows PowerShell]

o
Windows
PowerShell

(2) ZEE NXLog R3S - HEFHHEIA NXLog THIRER

PS C:\> Restart-Service -Name nxlog
PS C:\> Get-Service -Name nxlog | Select-Object -Property Name,Status,StartType
PS C:\> Get-Content 'C:\ nxlog\data\nxlog.log'

PS C:-“\> Hestart—Service nxlog
PS C:=N2> Get—Service nxlog | Select—0Object Hame .Status . StartType

nxlog Running Automatic

PS C:=5> Get—Content
2022-A3-88 16:43:19 INF0O nxlog-—ce-3.8.2272 started
PS5 G~

RIHERBIZ NXLog 64 LIRS - EEMA 32 URA - BRASFE DL FREAITIEN ~C:\Progran Files

(x86) \nxlog\conf\nxlog.conf'

(3) #T7F [AR35] ThaE

PS C:\> Services.msc

) Partner
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(4) 3#TFF NXLog FRHFIRE
1%63% [NXLog] -> = &= (B

& BE - o X
RO BEA WEV) BEE
e w0z @m »eaun

o
NXLog 2% : i CL S T EARS A
EhNetwork Location Awareness WSE@Z. 0TF =58 Network Service
E-'-EE,_:E gﬂﬁ @Nehunrk Setup Service TEEST.. FEN(BRE. Local System
S . e - T
rurll:lf:;“ﬂc]: :Dr(e]’.sgg:ze:t g(ee '-;SlﬂpenSSH Authentication Agent Agentto h... CEE Local System
www.mdog.co. @Gpﬁmize drives HEEEEL F&h Local System .

Ee =E/

(5) %= [FM] UE -> WIABshZEEN [Boh (BRED)]

NXLog A= (X REE) >

—& |BA ®F Hfe

EEEE nxlog
ETEE: NXLog
Hit This service is responsible for running the NXLog

agent. See www.nxlog.co.

W

EUTERERE
"CA\Program Files\nxlog\nxlog.exe" -c "C\Program Files\nxlog\confinxlog

EEEI(E): B8 (ZEE) Vl

EERE nTs
B9(S) FLEM EEG) 28R

oL EEEEEnaRERAEEENEE

EXBh IV

[ == | = LT

Y N-Partner
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(6) £ [%E] TTH -> HWIAF—RKM - FREKW - BERMHIERFEIRN [EFMBENRS] -> < [HE]

NXLog RS (£ &EE) X
-% BA | ®F |mGe
ERLEESRROEEEE - E
E—RERBE: EFEOER vl
ETREHBO) EFEDER v
EEEHEBU): EFROEE v|
SETHEREERERHEO): =
S THAREEERLORBV) I
OassEssSne rHrsRgsE - EWENEDNEEAR)..
nTEx
BEP)
2EE).
w7 HISRI(C)
BExRstHRNSIe<SER (fail=%1%)(E)
[ == B L

15
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2 Windows 2000

(1) T [BLIR’RF]

PS C:\> mkdir C:\Inetpub\logs\LogFiles
PS C:\> dir C:\Inetpub\logs

C:sInetpubslogs
i ¢ PHRIREE R o
mﬁ%l—FPwlﬁ; FCC1-AC1E

H#f: C:\Inetpub:logs
2021-88,25 11:41a {DIR>

20218825 11:41a <DIR>
2021 -88.-25 11: 413. _ <DIR>

(3) #TH [Internet 52 IRB EIE2E]

16
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(4) BHRRE [FWE] - &F [BHE]

& ] W NPT
£ Intemet Information Services

=10l x|

| st #R® ||« ~ | B@m B2 (8] = |
fitik B | EENET T |
mi!_ghmtlnfummﬁon&wicesé B *win2000 2 TCPAP
= B3 *win2000
il Harld FIP ShE
+ -8
T TACE I Web i
-4 HAEK SMTP EERE:
&y W NNTP BB mpem
T
Bk
g5
Wi »
FEIEK *»
M= (D)
EFREED
HE® I!
—I" LI

ORI ERIRIENATE - |

17
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(5) 7E [MDh] 71 : Ak [EAAT] > HrAEEERE (W3C FREEXHER] > =i B

HEHD Web i65 AT 20 x|
S2EF | HITPEEE | BETeAR | (AARSSMERIER
Birs | e | SAPIEEES | xEs | =i
— Web S5 i RIRE
LTS [TRER Web 3E&
IP {4k Q- EZ353) > ERD.. |

TCP SERELE (T): |EU SSL SEIER L) |

Pt

~ EHEENW
C BE: | 1,000 548

SESRRRRAND: | 000 #
v B&R HTTP BSEIER ©

—ﬁv BRiRE I

WaC Extended Lo 2 File Format

ATE..

|EEIHS[‘{H

/L

ied

(6) = [FMEH] X . HASAPERE [B8/)\H] > Ak [ERFMNEAXERE] > BEXHEREA

C:\Inetpub\logs\LogFiles -> mif [(AZE]

B ILERAT

—RAT | BENE |
- % Bt

- ®AD
C EmaD
c BAW
C SRBABEANO
C EBRADDED

|1_‘:J 3_ ME
|V SERFiteEEEaRSED |
= }:
||C:\Imtpub'\logs'\LngFile3 AE®
Bt &8  W3SVClexyymmddhhlog
wE | =A@ | He |

18
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(7) E EEBHM L. TEBES®RMAE [HE (date)] - [T 8 (time)] * [E F i IP #t it (c-ip)] - [BF & (cs-
username)] * [[RFZ AR (s-sitename)] * [ARF2E B R (s-computername)] - [ARB 2R IP ik (s-ip)] * [ARFZ2EIHO
(s-port)] * [5 7% (cs-method)] - [URI E {& (cs-uri-stem)] - [URI & (cs-uri-query)] * [tH IR 7S (sc-status)] -
[ i F IR & (sc-substatus)] * [Win32 1R & (sc-win32-status)] * [& £ F T ¥ (sc-bytes)] * [EF UL F TI X (cs-
bytes)] - [¥HY (time-taken)] - [tXARZA (cs-version)] - [E#l (cs-host)] ~ [FAF L2 (cs(User-Agent))] *
[Cookie(cs(Cookie))] * [51F (cs(Referer))] -> R [N FH]

BWRILHEAT x|

—mAE| MEAT I]

-~ WEEERIETH

v BER (date ) El
BERE (time )
AR
v B IP (Ut (c-ip)
W EREEE (csusername )
v AT & ( s-utename )
| (EAREEEH (s-compulemame )
v {E1AR 38 IP Uk (s1p)
i) {E1AR 883 ER (sport)
W Fi&E (comethod )
v URT $H3#4R ( couri-stem )
v UR] B8 (cs-uni-query )
v EERIRTEARE (sc-status )
w| Win32 488 ( s-win?2-status )
[ EHAMITTHE (sc-bytes)
v W EIEATTHR (cobytes)
| TEERRHRE ( tme-taken )
v SRERIRTERRA (csversion)
W ¢ (cs-host)
| B EHIRIEE (co(User-Agent))
- [w| Cookie (cs(Cookie) )
| B E (cs(Referer)) -]

[ ®mE | H?ﬂl#ﬁi@“ 5E |

(8) THIA [C:\Inetpub\logs\LogFiles\W3SVC1] X#RARE=FE IS HEXH: ex*.log

58 =10] x|
| HRE ®HE VRO IHAFQ IAD HEE [ & |
| wt-H - = Ej\@,fm ek Qs | L X o B
|0 arrm T -] onz

T NET T (e Em [
|'1 ] @eﬂlﬂﬂﬁlibg 2KB =T 20218725 T4 02:26
W3sVCl
R EREFRAEH
HO6 _
BT -
1 B 105KB 2 EavEE 4

. &Y N-Partner



3 Windows 2003

(1) 7 [HSRTRH

C:h__

PS C:\> mkdir C:\Inetpub\logs\LogFiles
PS C:\> dir C:\Inetpub\logs

<> HRiEFRE 1985-20803 Microsoft Corp °
C=>Documents and Settings“™Administrator>mkdir C:sinetpub™logs“LogFiles
C=~Documents a Sgtting SAdminiztrator?dir Cisinetpubislogs
K& ¢ o ea=t '

C:sinetpubslogs BYHE#HF
20198327 T~ B2:12 <DIR>
2019-83/,27 [~ 82:12 <DIR>

12 <DIR>

s

81,.343.418.368

C:sDocuments and Settings“Administrator’_

(3) 117 [EEBXMIERMRSS (1S) EEER]

al Ll
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(4) 1 [IS RSE] LARRE > HiF [BiE]

I BEREEIERS (115) 825 HM=] E3
© RO HTW BRO #EW HEO =18 x|
= AE TR @@ 8 > =m0
-F SR R e RO 2 |
TINZ002 (A f ) [ _J L
ERR L ERO.. . WEERRE
B i cPERIER D) L
_ EEREEY  amem
FEan »
FETHEK »
HAEW b
BB RIS ()
BEWUBE
BEHHEEL)..
ARNHENEEEEATHE SR |

21
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(5) Ak [MILICRA UTF-8 k4wi3] -> mi [fARE]

WINZ003 (F{EEE) AT

R ERIRT |

1 ERERE Metabas tRER QD
FLEFADTE 11S BA1TR% + 483K 115 Metabase TH7EAE -

~UTF-8 iCik
FLEF IS {EF UTF-8 IR A EFEFBRAAR A L8 8E -

[V #@isicas UTF-8 FAREE(H) |

HH

MIME &Y

1S RIBREIE & E B MIME 18
HiEU R - SR EpE MME RN |
ZEHE R + 5% MIME 2] -

BUiH ERW A

(6) BRmE [MBRE]

s €85

2)

S EEE AR AV CRFHATRE IS EHRE#HHTEN -
T RIS 15 187

22
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(7) 7 [Mh] LARRE > EF B

O EESASEIES 11S) E25 (= B3
T BRE ATQ BAO ABW HAO =121
¢= A0 FRR E@E 2| =0
7‘. AR RS SRR TS bt | B30T E
=0 WIN2003 (AR EE) HEaAIS 1 MiTP
* ERZIRE
e T EE »
FRE TEE) b
L g
PEISTRETIEIRE (D
BERERE
EHEEL..
4] | i
EEnmMENEERMEATHE SN - |

(8) 7 [MIL] 71 : A% [BERABFE] > JAEHR LR [W3C T BEASXHER] > R [EH]

#h AT Kl Ed
_ BigET T | HTTP #2ER | SR IRT5

i8S wie | cariEmus | FBs | i |

G

e EA(E) |

IP {ar k(D) |.;-‘£_-;-_35."-F_.

TCP SEfELE(T) | SS1 SEIELE (L) |

IR

SEARMEFESREQD: | 120 #

v B HTTP BsEIER O

—I!v EFH?EE!!‘.EJl

MAMRHERN).

ES e || HEE.

EHH ()

23
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(9) % [EM] X . MEATRPERE [B/H] > A%k [ERFMREAKGSE] > BEXHERBA

C:\Inetpub\logs\LogFiles -> mi [N ]

—F |epr |

]
& BImD
- ®BAD
C EEW
C BAM
O RERSERA D)
O EEEAEIE):

|20 = ME

v BERtHREARRSE D]
f2iHE BiR0L):

C\lnetpubllogsLogFiles aem.. |
Heid E2% 6 W2SVCHexonmumddhh log

&Y N-Partner
24



(10) E[ER RE: T EAEE Q% [HE (date)] ~ [[F 8 (time)] ~ [ F I IP H ik (c-ip)] * [BF & (cs-
username)] * [BR 55 & R (s-sitename)] - [AR 55 88 & #R (s-computername)] - [AR 55 28 IP it it (s-ip)] * [AR 5
g% O (s-port)] * [/57& (cs-method)] * [URI X {& (cs-uri-stem)] - [URI & if (cs-uri-query)] * [tH IR (sc-

status)] - [tHIXFIRZ (sc-substatus)] * [Win32 IR7 (sc-win32-status)] * [REFTT

¥ (sc-bytes)] - [EWFTI

¥ (cs-bytes)] * [#ERY (time-taken)] - [tHIXARZA (cs-version)]  [E£4] (cs-host)] ~ [AF LI (cs(User-Agent))]

[Cookie(cs(Cookie))] * [517#% & (cs(Referer))] -> =i [MAZE]

—
W ETEE:
|U" Elﬂ l:d&te_:l -
v BERE (time )
BEAT
v B IF 4t (c-ip)
v IEREEE (csvsemame )
w| IRT5 AT ( s-sitename )
v EREE&# (s-computername )
w| 1510R 35 IP {ihl (sip)
v| (AR S5 EELE (s-port)
v i (cemethod ) —
v URI 8@ (csun-stem)
w| URI 50 ( csur-query)
v RERIRTEARRE [ sc-status)
v SEERRE TARE ( sc-substatus )
v Win32 RRE ( sc-wind2-status)
v PERYATCHE (sc-bytes)
v FEWEIATTH (csbyvies)
v TE BB ( time-taken )
v BEARTER A (cs-version )
v ¥ (ce-host)
v SR (cs(User-Lgent) )
w| Cookie (cs(Cookie) )
v HEEE (caReferer) ) ]

(1) i (2] 7 [FA5E]

THIF RS ES "LogFile TruncateSize” FITHE * EHEEEEEEHEME
HIE « S&he T HEHEE A EE A A SERE

FRIRSC):
THERHIHE S
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(12) H#iA [C:\Inetpub\logs\LogFiles\W3SVC1] X RAZRERFLE IS BEXH: ex*.log

% C-\lnetpubllogs\LogFiles\W3SYC1 M= E3
RO @%O #HO HO8EQ TED HEO | A
Q" -O- 7|, m8 manx | s J X 9| @
#iD)| ) ST S ~| EIBE
EHR x| [&# - [ T EEE [mE |
@ AR o =) u_ex19080617 log 6KB AFACHF 201986 T4 05:38 A
B (O e
= HaEE
= e FEMEER C)
# | Documents and Settngs
B I Inetpub
) AdminScnpts i
B logs
= ) LogFiles
O W3SVCl
) wwwmot
| Program Files .:I
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4 Windows 2008

(1) %% [IS Advanced Logging]
7 WS T & IIS Advanced Logging W - IBSH( I -

s [AdvancedLogging_amd64_zh-TW.msi] -> At [BBES XNEBENIN]-> R [Z5K] B [5eA]

{2 IIS Advanced Logging 1.0 %3 o]
Micrasoft p .
Internet PN 11S Advanced Logging 1.0 BFESE
II Information
Services

MICROSOFT #xi i ¥ A BTHE X

1IS ADVANCED LOGGING 1.0 2> MICROSOFT
WINDOWS OPERATING SYSTEMS

Microsoft (4 7] (SEHRREER - 0 SAFRE
(ERTHETE) FiE RAFEAFEWNER -

= BRFRE Microsoft Windows Operating
Systems §U88 GB 4 BWIEAZ808) ( (80

#2) ) ZEHEE AEAsEWES . &
FIFrSRARERERIE » AT {50 A3 e iE

o o T Ema e . 1 7

[ BEEEhERaRA |
FiEne) | =0 R

() 7 [EEMERRS (I1S) 28]
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(3) #E#FE (IS BRHEW] > KT [BE

™ Internet Information Services (I1S) RS

&G o) (% ws »

=
[ R *

WEE W) HBEHE)

e
e il |8

=€ mmmmm'
I

- £
moa s

ci! WIN20OR B E

EREE: - EEG) - GEEEEne |

= i% A
Advanced  HTTP Em! MIME 2834 If’Fg.ﬂi! {FIRRER SR

Logging
-
P-4 o &
Iﬂﬂgﬁﬁ job ety 19EH

REERES

< | »

(4) =i [FA]

[ hwig | e

"'E Internet Information Services (11S) W&

RAERThEE

ERERS
ERhEEh
Lt ul

fEik

WIREREAEE
s &
W4T NET Framework BR#

© s
M

13

[

qi:f

@_E) [ 83 » wivaooe »

WRE WRY BHEH

@--l7 e
0y pEbEFE
= €5 WIN2008 (WIN200B\Ady
L) EREAER
# el WE

Q; £

SEThREETFAACERE 118 A R A L iRip E RS -
{ETFIREARIRL—ERFE0)

pea

iR

M)

LES 'l TRTUR 5 |
BT

ﬁmmmvemmumbmoﬂs

ERTS(E):

UTF-8 -

Era ]
18R 115 RS RR T SR AT -

& PHEC)
[Ere =]

C RN LR (LT E):

© TERUICFEN

v (R e aER S & )

AEE)... |

IH7E: Tocalhost' applicationHost config

| | N BT e =
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(5) WIABECHEFR

N?Inl&met Information Services (IIS) 85

@_E) [ 95 » Winzom » o @

WEE A0 HEO

Q- idl” I8 @ =8 Y =

& ﬁj e LS INaoEAa | MESHEFTRAIRE 1S GRRINAE L RisERAS - %

) EREAEE {ETFFIEEAR ey —ERH#O) ki
w-(al & BE = wWIREiE
s @ ue
1AM i
CES v[ HERHR 3) |
BiEY
[!ﬂy@hmbjwsmwh&:ﬂnﬂs AEE). |
SR GE)
UTF-B 'l
Ty
ST 115 PR HR R RS -
& HHEC)
& -

£ AR (T @)
€ FERTFRHEN
P SR+ AR A )

4 | ] [ClhEmER]| - AS@R

THE: bocalhost' applicationtost config 9.

(6) =i [ERBFTICTE]

"E Internet Information Services (IIS) ¥ %

@E} (€ » Wi » | & = e -
ERE  WRE REAH)
- WIN2008 e
©-i17 18 0? EH RO
s fEAERR —— =
= Qﬁ WINZO08 (WINZ008\A iR - (_-Ch':".".' = E*i!ﬁ"m(&) |lﬁ§1’ﬁ§! | - ;;;g.
o) BRERER s > -
®- e WE b E@D
& = *’é =) ® B
HTT]‘EIM MIME 88y TiedEil (ORESE RREARIER
= Wi E
B - igE8 NET Framework HRA
§ & [, d T
wE EEESAH  Rwe BE @ u=
E ML
= @ g B 44
ﬁ&;iliﬁ A B 45k LLF ]
=5 ]
h = B
ThIEETR HEAWRE  RTEIREESE
4] | o [ ThiEdRiR | AEWRR
3heE !
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(7) R [REEEFER]

ﬁ'ﬁ Internet Information Services (IIS) ¥ &

G [ woame » |@ -~ e -
EEF ®EY =AW
w8 - -
S TE @) Advanced Logging @ el Lozsn HEESS
U 8RR . X ) : =
@ e SR PHEIE: ARHHE = RIS,
E | ERR EvA Advanced Loggmg
WCOMPUTERNAME®-S.. CLEYA FYRF RS
fREELIR B,
IR IRE
© w®
i rEe
q | [Comen] o wskea
E: localhost applicatinnHost config €.
(8) mif [FIE=FER]
T E Ry i EHE
WIS ) [[2EAH =]
| SEBIE | FEERE [ES T | #8831 | EEEEE -
Win328tatus Win323tatus A Defanlt  sc-win32-status
W 3WP-PrivateBytes Process(wiwp)\Priv... SIEEST&ER Default  W3WP-PrivateE
UserName TserName SRR Defanlt CE-USETNAME
User Agent User-A gent ER{=0R Default ce(lTser- A gent)
URI-Stem URI-Stem P Default cs-uri-stem
URI-Querystring URI-Querystring P Default  cs-uri-query
Time-UTC Time-UTC Py Diefanlt time
Time-Local Time-Local k] Default time-local
Time Taken Time-Taken A Defanlt Time TakenMS
Substatus Substatos Py Default sc-substatus
Status Status A Default  so-status
Site Name SiteName P2 Default s-sitename
Server-IP Server-IP FE Default sip
Server Port ServerPort P Default s-port v
4| | B
SR (R).. BB E) | sawee. |
e A |
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(9) WAFERIFAF: X-Forwarded-For-> % #F#5|: [Default] -> KiFEHEE: [Request Header(iEK3L)] -> MARIERZ

#R: X-Forwarded-For-> mi [(A%E]

nREIEMG

RLRBUNS F):

II-Foma.rded-Fnr
$HRIC):

ID&falJlt
~——RAE

FIFERRU(T).

(=
FEEHN):

H-Forwarded-For
m;.

EIE

il

RUH

(10) =& [ERASREE] M [EREFRAE

"H[nle]n:l Information Services (IIS) FIPH

G [ woe

L]

ERE WRE) HAH)

quJl] |8
- AR

= q__:] WIN2008 (WINZ009\

C ) EREAEE

#-w W&

U'i| Advanced Logging

@gggy ﬁ%&%’ﬁ%&%@ (R LB EE AR 2 S R B O S
ERiE: RAAH -
&6 - | BEm |

FCOMPUTERNAME%-S. . EEE

K| | J

BETTTVEL L

$R7E: Tocalhost' applicationHost config
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(11) %% [%COMPUTERNAME%-Server] -> & [EABEEY]

Nl; Internet Information Services (1IS) W&

€15 BETREEX R

EEF ®RY) HAH

C ST qi! Advanced Logging EITER .
o5 fEeAEE
- {8 PR TS T LRy BRI RARER (R e I ARes A 88T 0 = SRWRITIRTER..
ﬂ“iﬂﬁggggﬁgm“ﬂ ML) * DR S R 2T - X BREETE
.- E
B e W ilfg EHAE -
£ 35 ERIRTES. .
MPUTERNAM 155 Advanced Logging
SRR IRTE
SERR RN
ERTEEE .
AR
® #=H
8 3
] | ») EoEsR]  aeeR
TR7E: Tocalhost’ applicationHost config 6.

(12) R [FEEEEX]

NE Internet Information Services (IIS) M &

@;} | 85 » WIN2008 » & @~
WEE RV ®ED
Q- |2 |8 Q‘; Advanced Logging
(ST R
2 BRI AT LR T R TS (LSRR iR AR R0 RIS
=95 ‘{’,}%ﬁ;ﬁ?w PEIEREGT) ¢ LR B R T - K BMEETE
Bl W& B SESE - BRZHESR
FOOMPUTERNAME %-Server EiEH {8 R Advenced Logging
ERRSRDE
SRR IR
RIMTIFES.
BRI
@ 5=
8 F 198
4l [ »] [vmwE| AseR
$%7E: Tocalhost' applicationHost config a:
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(13) HWABMXHRIR: u_ex > Ak [EBEA] > EEHE [B8/\H] > =i EEFR]

r'h Internet Informntion Services (113) 25

G % s »

fExm RV REE

L N
Gy EEE

5 FELHEFE EEREAWE):
=47 WINZ008 (WIN2OOMAY | | Ju_ex
o BRGARE % ERAN
s T SAEEEE)
F EAmEE)
iR
|5 RO
[E1& =]
B I TE AT R R SLAR )

© SEIBERA LR 300

T WEhe bR EENE)

e ] _swe |
il

ERIRENEE)

3y o (M) |
i3 luy |
FiE (W) |
RIS L) |

WM LIRE

4 BE Advanced Logging

ﬂl:
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(14) 4% [X-Forwarded-For] - [Win32 iR 7 (sc-win32-status)] * [ FF & (cs-username)] * [(BF X 32 (cs(User-
Agent))] * [URI ZE {& (cs-uri-stem)] * [URI & i} (cs-uri-query)] * [ it B |8 (time-local)] * [# B¢ (TimeTak-
enMS)] * [FIRE (sc-substatus)] * IR (sc-status)] - [ 52 B #R (s-sitename)] - [AR S5 28 IP(s-ip)] - [R5 28
i% 0O (s-port)] * [ARF 2B R (s-computername)] * [5|7FE (cs(Referer))] * [tHXERAE (cs-version)] * [/53% (cs-
method)] * [ (cs(Host))] - [A it HHB (date-local)] - [Cookie(cs(Cookie))] * [E F I IP(c-ip)] * [REFTTH
(sc-bytes)] * [EUWFTIH (cs-bytes)] -> R [(ATE]

BREERN K
THEMIS )
B | EEEE E= T | 38R [ @EEEE 4|
Default
X-Forwarded-For X-Forwarded-For EEEE Diefanlt
Win32Status Win32Status A Default  sc-win’Z-status
[0 W3WP-PrivateBtes Process{wIwp)Priv..  SOETHEEE Defanlt WAWP-PrivateE
Uselame Usertlame EHEmE Diefanlt CE- VSR TAE
et Agzent User-A gent =9 Defanlt cxTzer-A gent)
URI-Stem URI-Ztem A Default  couri-stem
URI-Querystring URI-Querystring A Defanlt e uery
[ Time-UTC Time-UTC [ Diefanlt tiriie
[#] Time-Local Time-Local M Default  time-local
[#] Time Taken Time- Taken [ Diefanlt Time Takenhds
[4 Substatus Substatus [k - Default  sc-substatus
Status Status gk Default  sc-status
Site M SiteName [k Default  s-sitename
Server-IP Server-IP [ Default  sip
Server Port ServerPort [ Diefault sport
Server Name Servertlame (2] Default seomputemams
[ Request:PerSecand VWSSVC_WAWRLT.. SUEETtends Diefault RequestsPerSece
%_Rafmr Referer | RS Default  es(Refersr)
Proscy Via T 1860 Default  sproxy
Protocol Version ProtocolVersion | Py Default  coversion
Protocol Protocal [ Default c=protacal
Method Method [k Default  co-method
Host Host EhiEE Defanlt es(Haost)
[ EndRequest-UTC EndBequest-TUTC EL£3:| Deefenlt EndRequest-1TT
[] Date-UTC Date-UTC 3 Default  date
Date-Local Date-Local | np= Default  date-local
[ CPU-Utilization Processor(_Toll\V... WWEESHEREE Defanlt CPU-Ttlizaton
Cookie Cookie | EXEnE Defanlt exiCookie)
O ContentPath ContentPath AE Defoult  s-contentpath
Client-IP Chent-1P A2 Default  c-ip
Botes Sent BotesSent Lt Defanlt st-bortes
Bortes Recedved BotesRecetved FLobit) Defanlt o bores
[ BeginRequest-TTC BeginRequest UTC FLil ) Defanlt BeginFeqguest-T =
y of

|
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(15) AEEFWFER: [A i B E (date-local)] - [Z it i {8 (time-local)] * [I4 5= & ¥R (s-sitename)] - [iR 5 28 &
#R (s-computername)] - [fRS528 IP(s-ip)] * [/57% (cs-method)] - [URI E{& (cs-uri-stem)] * [URI &if] (cs-uri-
query)] * [ARZ5 83170 (s-port)] * [(AF & (cs-username)] * [ZEF I IP(c-ip)] * [HXARA (cs-version)] * [AF X
12 (cs(User-Agent))] * [Cookie(cs(Cookie))] * [5|# & (cs(Referer))] - [E# (cs(Host))] * [IAZ (sc-status)] -
[FIRE (sc-substatus)] - [Win32 RS (sc-win32-status)] - [REF T (sc-bytes)] * [{EUFTIH (cs-bytes)] *
[#8Y (TimeTakenMS)] - [X-Forwarded-For] -> s [N FH]

"k Internet Information Services ([15) #2825

G oy % W . W e
ERE  WRY)  HEH
Lo . 50405 e
Q- i |” |8 ) EER
o AR EERESRE. w A
€5 WINZ0E (WINZ009AA "
"2 m&[mm il | LT
B e B ¥ BERM d= T Advanced Lo B
) [ STRsmE 0 - pEENE
(=i % T ) & e
i #tEl
& |50
B =]

[ & B B im0
" #ineii L &

" Fh) LER EBIE)
1024

b el i [l

el | BIAE R BE  mE

Diee-L cozal date-locel H

Tome-Liocal time-local &

ite Mams sl E

Server Hams s-COmpuismams &

Sarear-IP i &

Method es~method &

URI-3tem U= T

UEI-Coerystmg. co-un-gueny H

Sanver Port wport E4

VerMame S-S ThATE &5

ClontIF teip H/

Protoeal Yermon EEWEREON &

Wser Agent el & genf) /

Coaks cofCoake) & =
Reforer exRefen) o o, |
Hoat cefHast) &

St -FiNms ki

Subatabis a-silbatahis =5 -
Wan32Shats B = 585w |
Bvtes Sand a-hyvies & IR I
Biiez Received ce-hyies il

Tane Taken T Taken3 H TR

H-Fi nied -Fi T —

e " x| ERREEL

EnmnE) . | BRE

(2
AR AEHEE).. I
Rl A)

o —: »f [Coew] wwn

P Yocalhost applicationod contiy ' e
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(16) M [REBEER]

"“E Internet Information Services (IIS) B2 S IS [=] E3
@,';', [ €3 » winzoos » EERICE
WEE WAY) RA®
L Advanced Loggin @
Q-7 I8 | 03! L PERAPER
o sk EREESE TR LR (LT E R A Advanced Logging
- &3 wowanee onaoneas | R B T i i
W8] 8 PHEHIEE: EAAE . BRI
&% - =L . (s |
%COMPUTERNAME %-Server EfFH AR LR
u_ex (w5 ® 8%
&8 5
« | ) [mean] - msen
$R7E: Tocalhost applicationHost config L=

(17) WARSREEEZRNRANESHEER > R [#E]

ERIEHE
{alAREE sLik HiR )
%S ystemDrive Bhinetpubilogs\ldvancedLogs

Wirwh e i BiRl):
S ystemnDrive ShinetpubMlogs\ddvancedLogs

H;

1;

ki E3

(18) {&c4 nxlog.conf
i 2% 1.3 NXLog BcE XX
HEBEXFEDIEEES Microsoft IS HEXHRIEERE

define IISpath C:\inetpub\logs\AdvancedLogs

(19) #TH [Windows PowerShell]

Lo

Windows
PowerShell
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(20) ZEE nxlog RS - #@E NXLog AR5 FHHfIA NXLog RAHIRER

PS C:\> Restart-Service nxlog
PS C:\> Get-Service nxlog
PS C:\> Get-Content 'C:\Program Files(x86)\nxlog\data\nxlog.log'

2 Administrator: Windows PowerShell

PE C:%> Restart—Service nxleg
PS8 C:2\> Get—Service nxloyg

DisplayName

nxlog

PSS C:»> Get—Content ’'C:“Program Files“wnxloghsdata‘nxlog.log”’

2022-93-14 16:00:34 INFO nxlog-ce—-3.0.2272 started

2022-93-14 16:808:42 WARNING stopping nxlog service

2022-93-14 16:88:43 WARNING nxlog—ce received a termination request signal, exiting...
2022-93-14 16:88:43 INFO nxlog-ce-3.08.2272 started

PS C:v\>

(21) =L [EE]S RS

@ L | %5 wiwzooe » & @ -

B\BEFR W\ WA

e WIN2008 &
@- 11”7 |8 < HH EnEES
H :1' *EE R CPEEG) - GhLRETRW) | -
L 118 B i
Bl & G ‘3 _ BRERESER
A = / Xy 8 e,
hdvaed  HTTP EUEE MIMEBE TEEEE (ARSS2 e .
Logging 5 F E NET Framework R4
= =] | o K=
= =) = G & & e
ERBE  mE BEESM WBXe e
= N &l B :\%;_

404

| = = [ | I
m&.ﬁ&ﬂ!ﬁ = EEE AFEE ek
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%
THHEER — ARIDE  DIEREE

. +f [ema] mown
e ]

(22) ##iA [C:\inetpubllogs\AdvancedLogs] X FRHPE2EFE IS HEXH: u_ex*.log

B AdvancedLogs Hi=1E3
|5 57 C \inetpub) ancedLogs 'EJ]
HEEE v MAZEEE - HAEHE v HEEHE = v [0l @

P 2% - | 2z 2 T [ A | |
. u_ex_H20190806-091441942 log 201986 FF 0519  ZFIH 51 KB
- BAeE
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5 Windows 2012

(1) 17 [EBMERIRSS (1S) EIEA]

BEFR "‘BRMV HEH

% WIN2012 B8

Q- |7 |8

o
| b -95 WIN2012 (wmzmﬂ

- YEEG) - GESETE |

s
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HTTPEEE MIMEEE THREEE GAEEERE FExmME
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MEEE
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EEEEE WHExs
=

HEZRE

ETESRES

Lo
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(3) EELUTHBNEMEI—MBEEXH: [ER]-> BEE: [W3C]->BR: %SystemDrive%\inetpub\logs\LogFiles
-> 45f5: [UTF-8] -> AESEHEHAH: [NREZEXMH] -> HEE: [B/\W] -> A% [FERAXMKNE N GHE] > R
[EFEFER)

9 » WINZDIZ »

SER  EEY) RS
& =

enmeTEwRT s EfEER cEeERe S .

- EREXNSE = =
=] -i.'| e e W

iCEE
=M

Jwac Al smens. [l
HE0:

l%ﬁmm‘\indmhﬂngﬂlugﬂh: : ).

SEE:

[ors ]

EREsEMNE
SR gEAEEESEa

' FREEEL
) (E0R ETW BT
O ESENETWET"ER)

EHEng
i IS AR IWESEnNSE

=

O mEwh B (i) E):

1

O FERUWESEMN)

|¥ mrzenEnazaay |

IR TR ) SETTT L
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& Fo.
i " L]

(4) @ik [BEE (date)] - [AFE) (time)] ~ [EF i IP #ilt (c-ip)] * [FF & (cs-username)] * [IRSE B FR (s-sitename)] *
[AR 55 28 | TR (s-computername)] * [AR 35 2% IP il (s-ip)] * [ARF 28Ik O (s-port)] * [/57% (cs-method)] * [URI
F 1K (cs-uri-stem)] -~ [URI & (cs-uri-query)] * [tHICIRE (sc-status)] * [HIXFIRE (sc-substatus)] - [Win32
R (sc-win32-status)] - [RIEF Ti#{ (sc-bytes)] * [#EF W F TTH (cs-bytes)] - [#E 1Y (time-taken)] * [ I AR &
(cs-version)] * [E#] (cs-host)] - [BF X (cs(User-Agent))] - [Cookie(cs(Cookie))] * [# 7% & (cs(Referer))]
> R [RINFR]

EEROS):

[v] =38 (time)

[v] AEEIP {1 (c-ip)

[v| EEEEE [ cs-usemame)

[v] EBFEEE (s-sitename)

[v] EEZEEE (s-computername )
[v] EEEE IP it (s-ip)

(v EERZREEIE (s-port)

[V 5% (cs-method )

[#] URL =28 (Stem) ( cs-uri-stem )
[v] URI E§ ( cs-uri-query)

[ EEFREEREE (sc-status)

[v] BERIBREFARRE ( sc-substatus)
[w] Win32 #7588 ( sc-win32-status)
[v] ST (sc-bytes)

[v| BT (cs-bytes)

[v] TEMERA ( time-taken)

[v] BIRBERES ( cs-version )

(v =18 ( cs-host)

v EEELIEE (cs(User-Agent) )
[ Cookie [ es(Caokie))

7| IEREE ( cs(Referer))

EETHRIC):
IR
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(5) HWIAFERBIR: X-Forwarded-For-> EFERIFEIHA: [Request Header(iEK k)] -> #i ARiR: X-Forwarded-For->
mi [fAE]

ROZEN)
|X-Forwsrd ed-For |

FEHEM:
EELL) v]

AE(S):
IX-Forward ed-For v ‘

(6) mit [MA%E]

EEES):

v A5 (date)

[w] B (time)

[v] BEEIP Uzt (c-ip)

] EEEEE (cs-username)
[v] BFEEEE (s-sitename )

[v] SEELTE (sc-bytes)
[v] CEWTE (cs-bytes)
[v] TEEET (time-taken)

[ EFEEEE (cs-version)

] =& (cs-host)

[w] EREREER (cs(User-Agent) )
[« Cookie [ cs(Cookie) )

¥ EEE ( cs(Referer))

BETHEu(C):

=t i xE
X-Forwarded-For ¥-Forwarded-For

A& N-Partner

41
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(3) ZEEUUTIHBRBEMAGIE—NEEXHE: [Ih=]-> BEEH: W3C]-> BR: YSystemDrive)\inetpub\logs\LogFiles
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(4) @ik [BEE (date)] - [AFE) (time)] ~ [EF i IP #ilt (c-ip)] * [FF & (cs-username)] * [IRSE B FR (s-sitename)] *
[AR 55 28 | TR (s-computername)] * [AR 35 2% IP il (s-ip)] * [ARF 28Ik O (s-port)] * [/57% (cs-method)] * [URI
F 1K (cs-uri-stem)] -~ [URI & (cs-uri-query)] * [tHICIRE (sc-status)] * [HIXFIRE (sc-substatus)] - [Win32
R (sc-win32-status)] - [RIEF Ti#{ (sc-bytes)] * [#EF W F TTH (cs-bytes)] - [#E 1Y (time-taken)] * [ I AR &
(cs-version)] * [E#] (cs-host)] - [BF X (cs(User-Agent))] - [Cookie(cs(Cookie))] * [# 7% & (cs(Referer))]
> R [RINFR]
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B8 (time)
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FHEEE ( cs-username )
BEFEEE (s-sitename)
EIEEEE ( s-computername )
EAREE IP {Ii (s-ip)

E R EEIE ( s-port)

FiE [ es-method )

URI =38 (Stem) ( cs-uri-stem )
URI E5 ( cs-uri-query )
HRER R EAREE ( sc-status)
MR IR E FARE ( sc-substatus)
Win32 %8 ( sc-win32-status )
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(5) HMIAFERBIR: X-Forwarded-For-> ¥EIERIFIE: [Request Header(ig K 3L)] -> i A RiE: X-Forwarded-For->
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(3) EELUTHBNEMEI—MBEEXH: [ER]-> BEE: [W3C]->BR: %SystemDrive%\inetpub\logs\LogFiles
-> 45f5: [UTF-8] -> AESEHEHAH: [NREZEXMH] -> HEE: [B/\W] -> A% [FERAXMKNE N GHE] > R
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(4) @ik [BEE (date)] - [AFE) (time)] ~ [EF i IP #ilt (c-ip)] * [FF & (cs-username)] * [IRSE B FR (s-sitename)] *
[AR 55 28 | TR (s-computername)] * [AR 35 2% IP il (s-ip)] * [ARF 28Ik O (s-port)] * [/57% (cs-method)] * [URI
F 1K (cs-uri-stem)] -~ [URI & (cs-uri-query)] * [tHICIRE (sc-status)] * [HIXFIRE (sc-substatus)] - [Win32
R (sc-win32-status)] - [RIEF Ti#{ (sc-bytes)] * [#EF W F TTH (cs-bytes)] - [#E 1Y (time-taken)] * [ I AR &
(cs-version)] * [E#] (cs-host)] - [BF X (cs(User-Agent))] - [Cookie(cs(Cookie))] * [# 7% & (cs(Referer))]
> R [RINFE]

W3C EEERET ? >

EERS):

HEH [ date)

=R (time)

BEEIP O (cip)
FHREEE ( cs-username )
BEFEEE [ s-sitename)
EIEEEE ( s-computername )
EAREE IP {Ii (s-ip)

E R EEIE ( s-port)
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(5) HMAFERBIR: X-Forwarded-For-> ¥EIFRFEZ A [Request Header(iE3K k)] -> i AKiE:: X-Forwarded-For->
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8 Windows 2022
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(3) EELUTHBNEMEI—MBEEXH: [ER]-> BEE: [W3C]->BR: %SystemDrive%\inetpub\logs\LogFiles
-> 45f5: [UTF-8] -> AESEHEHAH: [NREZEXMH] -> HEE: [B/\W] -> A% [FERAXMKNE N GHE] > R
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(4) @ik [BEE (date)] - [AFE) (time)] ~ [EF i IP #ilt (c-ip)] * [FF & (cs-username)] * [IRSE B FR (s-sitename)] *
[A 35 28 B 7R (s-computername)] ~ [R5 28 IP it (s-ip)] * [ARB 23 1% O (s-port)] * [/53% (cs-method)] * [URI
F 1K (cs-uri-stem)] -~ [URI & (cs-uri-query)] * [tHICIRE (sc-status)] * [HIXFIRE (sc-substatus)] - [Win32
R (sc-win32-status)] - [RIEF Ti#{ (sc-bytes)] * [#EF W F TTH (cs-bytes)] - [#E 1Y (time-taken)] * [ I AR &
(cs-version)] * [E#] (cs-host)] - [BF X (cs(User-Agent))] - [Cookie(cs(Cookie))] * [# 7% & (cs(Referer))]
> R [RINFE]

W3C &g ? *
EERS):
[ date) ~

=R (time)

BEEIP @ (c-ip)
EEZEEE [ cs-username )
BEFEEE [ s-sitename)
EIEEEE ( s-computername )
EAREE IP {Ii (s-ip)

AR EEIE (s-port)

FiE [ es-method )

URI =38 (Stem) ( cs-uri-stem )
URI 5 ( cs-uri-query )
iHER IR EATRE ( sc-status)
BB TE T AR RE ( sc-substatus)
Win32 475 ( sc-win32-status )
S UTEE (sc-bytes)
CEWUTHE ( cs-bytes )
TEEHAD (time-taken)
MIRIBEESE ( cs-version )
=1 (cs-host)

EEELIER (cs(User-Agent) )
Cookie ( cs(Cookie) )

X (cs(Referer))
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(5) HMIAFERBIR: X-Forwarded-For-> ¥EIERIFIE: [Request Header(ig K 3L)] -> i A RiE: X-Forwarded-For->
mif [[BRE]

HESIRED ? X
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¥-Forwarded-For
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EIEEE (s-sitename )
EEEEE (s-computername )
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BEZEEZE (s-port)

FE (cs-method )

URI =28 (Stem) ( cs-uri-stem )
URI E5 ( cs-uri-query)
ENBTERE (sc-status)

EF B EFAEE (sc-substatus )
Win32 #REE ( sc-win32-status )
EEETEE (sc-bytes)
DRI (cs-bytes)
TEEEE (time-taksn)
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=T (cs-host)

EREREET (cs(User-Agent) )
Cookie ( cs(Cookie) )

EEE (cs(Referer)) v
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EET 2
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9 N-Reporter
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(2) ZEFIREMSE
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(3) RBEEFRE

AR & BIRAIP->Syslog #HEAE VLR [IIS] -> mia [F—F]
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(4) Syslog HRIEE
Facility %5#¥ [(22) local use 6 (local6)] -> s [ F—#]
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(5) Efth
REBEIREEIE [Host] -> BUDRSIER [EA] > =t [F—F] -> [f8IA]
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