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1 Red Hat

1.1 Red Hat 3

1.1.1 #Rig SSH REE

(1) #R#§ sshd_config F2E1E

#vi /etc/ssh/sshd_config

[root@edHat3 root]# vi /etc/ssh/sshd config

(2) #%#% Facility AUTHPRIV 7 LogLevel INFO - #1& Facility AUTH #] LogLevel VERBOSE z##l:l2

SyslogFacility AUTH

# SyslogFacility AUTHPRIV
# LogLevel INFO

LogLevel VERBOSE

# Logging

#obsoletes QuietMode and FascistlLogging
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#lLoglLevel INFO

LogLevel VERBOSE

(3) ERY SSH MRIZHFERE SSH IRIFIERE

# service sshd restart && service sshd status

[root@RedHat3 root]# service sshd restart && service sshd status
Stopping sshd:

Starting sshd:
sshd (pid 1002 941) is running...
[root@RedHat3 root]#

al Ll



1.1.2 %7 syslog 3% SSH log

(1) &% syslog hR#&

# syslogd -v

[root@RedHat3 root]# syslogd -v

syslogd 1.4.1
[root@RedHat3 root]#

(2) #E8 syslog.conf FREE

#vi /etc/syslog.conf

[root@edHat3 root]# vi /etc/syslog.conf

(3) &&ZE Facility auth.*;authpriv.* log F#E &t /var/log/secure T#E %% N-Reporter

# The authpriv file has restricted access.
authpriv.*;auth.* /var/log/secure
# Send SSH log to N-Reporter

authpriv.*;auth.* Q@

#The authpriv file has restricted access.

authpriv.*;auth.* /var/log/secure
#Send SSH log to N-Reporter

authpriv.*;auth.* @192.168.3.50

A BXFEMIEEH A N-Reporter 4% IP address

(4) ERi syslog BRFEFNHEER syslog BRIFIEE

# service syslog restart && service syslog status

[root@RedHat3 root]# service syslog restart && service syslog status
Shutting down kernel logger: [ ]
Shutting down system logger:

[ ]
Starting system logger: [ ]
Starting kernel logger: [ ]
syslogd (pid 1035) is running...

klogd (pid 1039) is running...

[root@RedHat3 root]#

al Ll



1.2 Red Hat 5

1.2.1 #Rig SSH REE

(1) ##§ sshd_config F2E1E

#vi /etc/ssh/sshd_config

[root@RedHat5 ~]# vi /etc/ssh/sshd config

(2) & Facility AUTHPRIV #1 LogLevel INFO - ¥i1% Facility AUTH 1 LogLevel VERBOSE ##H:1 8

SyslogFacility AUTH

# SyslogFacility AUTHPRIV
# LogLevel INFO

LogLevel VERBOSE

# Logging

# obsoletes QuietMode and Fascistlogging
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LoglLevel INFO

LogLevel VERBOSE

(3) ERY SSH ARFIZFFERE SSH IRIFIER

# service sshd restart && service sshd status

[ root@RedHatb ~]# service sshd restart && service sshd status
Stopping sshd:

Starting sshd:
openssh-daemon (pid 3359) is running...
[root@RedHat5 ~1#

al Ll



1.2.2 %%t Rsyslog 8 E%

(1) f{H syslog IR#

# service syslog stop

[root@RedHath ~]# service syslog stop

Shutting down Kernel logger:
Shutting down system logger:
[root@RedHatb ~]#

(2) f5H syslog R BEENRIENRFEFTERR syslog ARFFERERZ off

# chkconfig syslog off
# chkconfig syslog --list

[root@RedHat5 ~]# chkconfig syslog off

[root@RedHat5 ~]# chkconfig syslog --list

syslog 0:off l:off 2:0ff 3:o0ff 4:0ff 5:0ff 6:0ff
[root@RedHats ~1#

st

(3) T & rsyslog repository & &
# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo

[root@RedHat5 ~]# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 227 100 227 0 0 166 0 0:00:01 0:00:01 --:--:--
[root@RedHat5 ~1#

0

(4) i rsyslog EH

# yum -y install rsyslog

liblogging

al Ll



(5) TR rsyslog R

# rsyslogd -v

[root@RedHat5 ~]# rsyslogd -v
rsyslogd 8.16.0, compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (1sb release -d):
FEATURE _REGEXP: Yes
GSSAPI Kerberos 5 support: No
FEATURE DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: No
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[ root@RedHat5 ~]#

al Ll



1.2.3 %% Rsyslog i 3% SSH log

(1) #RE8 rsyslog & E1E

#vi /etc/rsyslog.conf

[root@RedHat5 ~]# vi /etc/rsyslog.conf

(2) 7R authpriv.* - $iiE syslogfacility-text "auth” or ”authpriv” {71 /var/log/secure i §E£%%| N-Reporter

# authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# The authpriv file has restricted access.
#authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

A EBXFEMIEEH A N-Reporter 4% IP address

(3) EXEh rsyslog BRFEFNTERR rsyslog IRIFIEE
# service rsyslog start && service rsyslog status

[root@edHath ~]# service rsyslog start && service rsyslog status
Starting system logger: | ]
rsyslogd (pid 3658) 1is running...

[root@edHat5 ~]#

(4) F%7E rsyslog Bt B ENRIENARFE FNTERD rsyslog AR B BRI ER

# chkconfig rsyslog on
# chkconfig rsyslog --list

[root@RedHat5 ~]# chkconfig rsyslog on

[root@RedHat5 ~]# chkconfig rsyslog --1list
rsyslog 0:o0ff l:0ff 2:o0n 3:0n 4:o0n 5:0n
[root@RedHath ~]#

al Ll



1.3 Red Hat 6

1.3.1 #Rig SSH REE

(1) ##§ sshd_config F2E1E

#vi /etc/ssh/sshd_config

[root@RedHat6 ~]# vi /etc/ssh/sshd config

(2) &if# Facility AUTHPRIV # LogLevel INFO - #1& Facility AUTH %1 LogLevel VERBOSE #4152

SyslogFacility AUTH

# SyslogFacility AUTHPRIV
# LogLevel INFO

LogLevel VERBOSE

# Logging

# obsoletes QuietMode and FascistlLogging
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LoglLevel INFO

LogLevel VERBOSE

(3) ERY SSH AR#FFHTEER SSH IRIFIER

# service sshd restart && service sshd status

[root@RedHatb ~]# service sshd restart && service sshd status
Stopping sshd: [

Starting sshd: [
openssh-daemon (pid 6803) is running...
[root@RedHatb ~]#

al Ll



1.3.2 F 7 Rsyslog 8 Eft

(1) & rsyslog lRA&

# rsyslogd -v

[ root@RedHat6 ~]# rsyslogd -v
rsyslogd 5.8.10, compiled with:
FEATURE REGEXP:
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:

FEATURE DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported:
Runtime Instrumentation (slow code):

See http://www.rsyslog.com for more information.
[ root@RedHatb6 ~]#

)

(2) T & rsyslog repository & E1E
# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo

[root@RedHatb ~]# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
113 227 113 227 0 0 134 0 0:00:01 0Q:00:01 --:--:-- 1146
[root@RedHat6 ~1#

(3) E#irsyslog Eft

# yum -y install rsyslog

Dependency Installed:
libestr.x86_64 0:0.1.11-1.el6 libfastjson4.x86_64 0:0.99.8-1.el6

Updated:
rsyslog.x86_64 0:8.2010.0-2.e16

Complete!
[root@RedHat6 ~]#

al Ll



(4) TEER rsyslog R

# rsyslogd -v

[root@RedHat6 ~]# rsyslogd -v
rsyslogd 8.2010.0 (aka 2020.10) compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: No
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes

memory allocator: system default
Runtime Instrumentation (slow code): No

uuid support: Yes

systemd support: No

Config file: /etc/rsyslog.conf
PID file: /var/run/syslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@RedHat6 ~]#

al Ll

10



1.3.3 %% Rsyslog 3% SSH log

(1) #RE8 rsyslog & E1E

#vi /etc/rsyslog.conf

[root@RedHatb6 ~]# vi /etc/rsyslog.conf

(2) 7¥#% imjournal 1841

# module(load="imjournal" StateFile="imjournal.state")

# provides access to the systemd journal and file to store the position in the journal
#module(load="imjournal" StateFile="imjournal.state")

(3) F¥#% OmitLocalLogging

# $0mitLocallogging on

# Turn off message reception via local log socket;
# local messages are retrieved through imjournal now.
#$0mitLocallLogging on

(4) F¥ER authpriv.* - #i1E syslogfacility-text ”auth” or ”authpriv” #7218 /var/log/secure i §2%%| N-Reporter

# authpriv. * /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# The authpriv file has restricted access.
#authpriv.* /var/log/secure
# Send SSH log to N-Reporter
it ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

(B FEMUEE A N-Reporter 24t IP address

(5) ZER rsyslog BRFEFTER rsyslog RIFIEE

# service rsyslog restart && service rsyslog status

[root@RedHatb ~]1# vi /etc/rsyslog.conf
[root@RedHatb ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: | ]

Starting system logger: [ ]
rsyslogd (pid 6893) is running...
[root@RedHat6 ~]#

al Ll

11



1.4 Red Hat7

1.4.1 #R¥E SSH R EHE
(1) #R%8 sshd_config ;2 EE

#vi /etc/ssh/sshd_config

[root@RedHat/7 ~]# vi /etc/ssh/sshd config

(2)

#1#% Facility AUTHPRIV # LogLevel INFO - #ii& Facility AUTH #1 LogLevel VERBOSE 472

SyslogFacility AUTH

# SyslogFacility AUTHPRIV
# LogLevel INFO

LogLevel VERBOSE

# Logging

SyslogFacility AUTH
#SyslogFacility AUTHPRIV
#LoglLevel INFO

LogLevel VERBOSE

(3) ERX SSH AR#FFFNTERS SSH ARIFIER

# systemctl restart sshd && systemctl status sshd

[root@RedHat7 ~]# systemctl restart sshd && systemctl status sshd
® sshd.service - OpenSSH server daemon

Loaded:
Active:
Docs:

Main PID:
CGroup:

Aug
Aug
Aug
Aug
Aug

25 01:
25 01:
25 01:
25 01:
25 01:

loaded (/usr/lib/systemd/system/sshd.service; enabled; vendor preset: enabled)
active (running) since Thu 2022-08-25 01:13:04 CST; 8ms ago

man :sshd(8)

man:sshd_config(5)

13840 (sshd)

/system.slice/sshd.service

L-13840 /usr/sbin/sshd -D

13:04 RedHat7.localdomain
13:04 RedHat7/.localdomain
13:04 RedHat7.localdomain
13:04 RedHat7/.localdomain
13:04 RedHat7.localdomain

systemd[1l]: Stopped OpenSSH server daemon.
systemd[1l]: Starting OpenSSH server daemon...
sshd[13840]: Server listening on 0.0.0.0 port 22.

sshd[13840]: Server listening on :: port 22.
systemd[1]: Started OpenSSH server daemon.

[root@RedHat7 ~]#

al Ll

12



1.4.2 %7 Rsyslog i 3% SSH log

(1) & rsyslog lRA&

# rsyslogd -v

[root@RedHat7 ~]# rsyslogd -v
rsyslogd 8.24.0-34.el7, compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (1lsb release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@RedHat7 ~]#

(2) #®EE rsyslog.conf F&E1E

#vi /etc/rsyslog.conf

[root@edHat/ ~]# vi /etc/rsyslog.conf

(3) &I#E authpriv.* - $71Z syslogfacility-text "auth” or ”authpriv” %1 /var/log/secure i #£%%| N-Reporter

# authpriv. * /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# The authpriv file has restricted access.

#authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == “"authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

1B FE A A N-Reporter 4% IP address

al Ll

13



(4) EZER rsyslog BRFEFNTERR rsyslog IRIFIEE

# systemctl restart rsyslog && systemctl status rsyslog

status

oa usr/1
active (rumning

Main PID:

.'|| yd

main

"] start

B al Ll

14



1.5 Red Hat 8

1.5.1 #mig SSH :REE

(1) ##§ sshd_config F2E1E

#vi /etc/ssh/sshd_config

[root@RedHat8 ~]# vi /etc/ssh/sshd config

(2) & Facility AUTHPRIV #1 LogLevel INFO - ¥i1% Facility AUTH 1 LogLevel VERBOSE ##H: 8

SyslogFacility AUTH

# SyslogFacility AUTHPRIV
# LogLevel INFO

LoglLevel VERBOSE

# Logging

SyslogFacility AUTH
#SyslogFacility AUTHPRIV
#LoglLevel INFO

LoglLevel VERBOSE

(3) ERI SSH BR#SMHEED SSH IRIBIER

i (J lib
»: active (running)

al Ll

15



1.5.2 %% Rsyslog 3% SSH log

(1) & rsyslog lRA&

# rsyslogd -v

[root@edHat8 ~]# rsyslogd -v
rsyslogd 8.37.0-13.e18, compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE _DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@RedHat8 ~]#

=n|-'-|1E.

(2) #RE8 rsyslog.conf F&E

#vi /etc/rsyslog.conf

[root@RedHat8 ~1# vi /etc/rsyslog.conf

(3) &I#E authpriv.* - $71€ syslogfacility-text "auth” or ”authpriv” 75 /var/log/secure i #£%%| N-Reporter

# authpriv. * /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# The authpriv file has restricted access.

#authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

A BXFE MU A N-Reporter 4% IP address

al Ll

16



(4) EZER rsyslog BRFEFNTERR rsyslog IRIFIEE

# systemctl restart rsyslog && systemctl status rsyslog

oa sr/li
active (running)
1rsys

g

¥ [ jing -
: environment variable TZ is not set, auto correcting this to TZ=/etc/localtime [v8.37.0-13.e18 try http://www.rsyslof
ted System L i S i

x-info="http . ISy . "1 start

B al Ll

17



2 CentOS

21 CentOS 6

211 #RE5 SSH X EE

(1) #R#§ sshd_config F2E1E

#vi /etc/ssh/sshd_config

[root@Cent0S6 ~]# vi /etc/ssh/sshd config

(2) &E# Facility AUTHPRIV F] LogLevel INFO - ¥i12 Facility AUTH ] LogLevel VERBOSE $40:1 2

SyslogFacility AUTH

# SyslogFacility AUTHPRIV
# LogLevel INFO

LogLevel VERBOSE

# Logging

# obsoletes QuietMode and FascistlLogging
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#lLoglLevel INFO

LogLevel VERBOSE

(3) ERY SSH ARIZHTERE SSH IRIFIERE

# service sshd restart && service sshd status

[root@Cent0S6 ~]# service sshd restart && service ssh status
Stopping sshd:

Starting sshd:
ssh: unrecognized service
[root@Cent0S6 ~]#

al Ll

18



2.1.2 E# Rsyslog 8 Eff

(1) & rsyslog lRA&

# rsyslogd -v

[root@Cent0S6 ~]# rsyslogd -v
rsyslogd 5.8.10, compiled with:
FEATURE REGEXP:
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code):

32bit Atomic operations supported:
64bit Atomic operations supported:
Runtime Instrumentation (slow code):

See http://www.rsyslog.com for more information.
[root@Cent0S6 ~]#

(2) T & rsyslog repository & E1E
# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo

[root@Cent0S6 ~]# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
113 227 113 227 0 0 137 0 0:00:01 0:00:01 --:--:-- 1158
[root@Cent0S6 ~]#

(3) E#irsyslog Ef

# yum -y install rsyslog

Dependency Installed:
libestr.x86_64 0:0.1.11-1.el6 libfastjson4.x86_64 0:0.99.8-1.el6

Updated:
rsyslog.x86 64 0:8.2010.0-2.el6

Complete!
[root@Cent0S6 ~]#

al Ll

19



(4) TEER rsyslog R

# rsyslogd -v

[root@Cent0S6 ~]# rsyslogd -v
rsyslogd 8.2010.0 (aka 2020.10) compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE_REGEXP : Yes
GSSAPI Kerberos 5 support: No
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes

memory allocator: system default
Runtime Instrumentation (slow code): No

uuid support: Yes

systemd support: No

Config file: /etc/rsyslog.conf
PID file: /var/run/syslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@Cent0S6 ~1#

al Ll

20



2.1.3 &% Rsyslog 2% SSH log

(1) #RE8 rsyslog & E1E

#vi /etc/rsyslog.conf

[root@Cent0S6 ~]# vi /etc/rsyslog.conf

(2) &t#% imjournal 141
# module(load="imjournal" StateFile="imjournal.state")

# provides access to the systemd journal and file to store the position in the journal
#module(load="imjournal" StateFile="imjournal.state")

(3) F¥#% OmitLocalLogging

# $0mitLocallogging on

# Turn off message reception via local log socket;
# local messages are retrieved through imjournal now.
#$0mitLocallogging on

(4) FEER authpriv.* - #i1E syslogfacility-text ”auth” or ”authpriv” f#72i /var/log/secure i §2%| N-Reporter

# authpriv. * /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# The authpriv file has restricted access.
#authpriv.# /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

A BB FEMIEE A N-Reporter 4% IP address

(5) ZERL rsyslog BRFEFTER rsyslog RIFIEE

# service rsyslog restart && service rsyslog status

[root@Cent0S6 ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: [ ]

Starting system logger: [ ]
rsyslogd (pid 6321) is running...
[root@Cent0S6 ~]1#

al Ll
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2.2 CentOS7

2.21 #R¥E SSH X EME
(1) ##§ sshd_config F2E1E

#vi /etc/ssh/sshd_config

[root@Cent0S7 ~]# vi /etc/ssh/sshd config

()

#1#% Facility AUTHPRIV ] LogLevel INFO - #71& Facility AUTH ] LogLevel VERBOSE 4l 2

SyslogFacility AUTH

# SyslogFacility AUTHPRIV
# LogLevel INFO

LogLevel VERBOSE

# Logging

SyslogFacility AUTH
#SyslogFacility AUTHPRIV
#LoglLevel INFO

LogLevel VERBOSE

(3) ERY SSH AR#FFHMTEER SSH IRIFIER

# systemctl restart sshd && systemctl status sshd

[root@Cent0S7 ~]# systemctl restart sshd && systemctl status sshd
® sshd.service - OpenSSH server daemon

IGELELE
Active:
Docs:

Main PID:
CGroup:

25
25
25
25
25

Aug
Aug
Aug
Aug
Aug
[root@Cent0S/7 ~]#

18:
18:
18:
18:

18:

loaded (/usr/lib/systemd/system/sshd.service; enabled; vendor preset: enabled)
active (running) since Thu 2022-08-25 18:29:08 CST; 9ms ago

man:sshd(8)

man:sshd config(5)

8242 (sshd)

/system.slice/sshd.service

L8242 /usr/sbin/sshd -D

PAHY)
29:08
29:08
29:08
29:08

Cent0S7.localdomain
Cent0S7.localdomain
Cent0S7.localdomain
Cent0S7.localdomain
Cent0S7.localdomain

systemd[1]:
systemd[1]:
sshd[8242]:
sshd[8242]:
systemd[1]:

Stopped OpenSSH server daemon.
Starting OpenSSH server daemon...
Server listening on 0.0.0.0 port 22.
Server listening on :: port 22.
Started OpenSSH server daemon.

al Ll
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2.2.2 E# Rsyslog Eff

(1) & rsyslog lRA&

# rsyslogd -v

[root@Cent0S7 ~]# rsyslogd -v
rsyslogd 7.4.7, compiled with:
FEATURE_REGEXP:
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code):

32bit Atomic operations supported:
64bit Atomic operations supported:
Runtime Instrumentation (slow code):
uuid support:

See http://www.rsyslog.com for more information.
[root@Cent0S7 ~1#

(2) EFirsyslog Eft

# yum -y install rsyslog

64 9:0.3.189-13.el7 libfastjson.x86 64 0:0.99.4-3.el7 lz4.x86 64 0:1.8.3-1.el7

dracut . x86_| 17 t 8:9.49.53-1.el7 9.1 lvm2-1ibs.x86_64 7:2.082.187-6.e17_9.5

al Ll
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(3) T&&R rsyslog hRZ&

# rsyslogd -v

[root@Cent0S7 ~]# rsyslogd -v
rsyslogd 8.24.0-57.el7 9.1, compiled with:
PLATFORM: x86 64-redhat-1linux-gnu
PLATFORM (1lsb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@Cent0S7 ~]#

al Ll
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2.2.3 %7 Rsyslog #2% SSH log

(1) #RE8 rsyslog R EE

#vi /etc/rsyslog.conf

[root@Cent0S7 ~]1# vi /etc/rsyslog.conf

(2) 7R authpriv.* - $ii€ syslogfacility-text "auth” or ”authpriv” f#7Fi? /var/log/secure i §5£%%| N-Reporter

# authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# The authpriv file has restricted access.
#authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

A X FEMIE#EA N-Reporter %4t IP address

(3) ZERA rsyslog BRFEFTERR rsyslog IRIFIEE
# systemctl restart rsyslog && systemctl status rsyslog
eset: enabled)

ain PID
CGroup

x-info="httf

al Ll
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2.3 CentOS 8

2.3.1 #RrEg SSH ;X E1E

(1) ##§ sshd_config F2E1E

[root@Cent0S8 ~]# vi /etc/ssh/sshd _config

(2) #%#% Facility AUTHPRIV 7 LogLevel INFO - #71& Facility AUTH #]1 LogLevel VERBOSE 42

SyslogFacility AUTH

# SyslogFacility AUTHPRIV
# LogLevel INFO

LogLevel VERBOSE

# Logging

SyslogFacility AUTH
#SyslogFacility AUTHPRIV
#LoglLevel INFO

LogLevel VERBOSE

(3) ERI SSH ARF5FNTEEE SSH ARFFIER

# systemctl restart sshd && systemctl status sshd

8-gcm@open

al Ll
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2.3.2 %7 Rsyslog 2% SSH log

(1) & rsyslog lRA&

# rsyslogd -v

[root@Cent0S8 ~]# rsyslogd -v
rsyslogd 8.2102.0-8.el8 (aka 2021.02) compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (lsb release -d):
FEATURE _REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE _DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: /etc/rsyslog.conf
PID file: /var/run/rsyslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@Cent0S8 ~]#

(2) #REE rsyslog & E1E

#vi /etc/rsyslog.conf

[root@Cent0S8 ~]# vi /etc/rsyslog.conf

(3) #EfR authpriv.* - #ii& syslogfacility-text ”auth” or authpriv” f#7Fi /var/log/secure i §E£%%| N-Reporter

# authpriv. * /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# The authpriv file has restricted access.

#authpriv.#* /var/log/secure
# Send SSH 1og to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

A EXFE I A N-Reporter 4% IP address

al Ll
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(4) EZER rsyslog BRFEFNTERR rsyslog IRIFIEE
# systemctl restart rsyslog && systemctl status rsyslog
enable

Main PID:

ain
main
omain

d Sy gging
imjournal: journal files changed, reloading... [v8.2102.8-8.el8 try https://www.rsyslog.com/e/8 ]

B al Ll
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3 OracleLinux

3.1 OracleLinux 6

3.1.1 #RiE SSH RELE

(1) #R#§ sshd_config F2E1E

#vi /etc/ssh/sshd_config

[root@OraclelLinux6 ~]# vi /etc/ssh/sshd config

(2) &t Facility AUTHPRIV # LogLevel INFO - #f1& Facility AUTH 71 LogLevel VERBOSE #4152

SyslogFacility AUTH

# SyslogFacility AUTHPRIV
# LogLevel INFO

LogLevel VERBOSE

# Logging

# obsoletes QuietMode and FascistlLogging
SyslogFacility AUTH

#SyslogFacility AUTHPRIV

#LoglLevel INFO

LogLevel VERBOSE

(3) ERX SSH ARFH5FNTEEE SSH ARFFIER

# service sshd restart && service sshd status

[root@racleLinuxt ~]# service sshd restart && service sshd status
Stopping sshd:

Starting sshd:
openssh-daemon (pid 7779) is running...
[root@racleLinux6 ~]#

al Ll

29



3.1.2 E#i Rsyslog 8 Eff

(1) & rsyslog lRA&

# rsyslogd -v

[root@0racleLinux6 ~]# rsyslogd -v
rsyslogd 5.8.10, compiled with:
FEATURE REGEXP:
FEATURE LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code):

32bit Atomic operations supported:
b4bit Atomic operations supported:
Runtime Instrumentation (slow code):

See http://www.rsyslog.com for more information.
[root@racleLinuxt ~]#

st

(2) & rsyslog repository %7
# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo

[root@racleLinux6 ~]# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
113 227 113 227 0 0] A4 0@ 0:00:05 ©0:00:05 --:--:-- 1182
[root@raclelLinuxb ~]#

(3) EFrrsyslog E

#yum -y install rsyslog

Dependency Installed:
libestr.x86 64 0:0.1.11-1.el6

Updated:
rsyslog.x86_64 0:8.2010.0-2.e16

Complete!
[root@racleLinuxb ~]#

al Ll
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(4) TEER rsyslog R

# rsyslogd -v

[root@racleLinux6 ~]# rsyslogd -v
rsyslogd 8.2010.0 (aka 2020.10) compiled with:
PLATFORM: x86_64-redhat-linux-gnu
PLATFORM (Llsb release -d):
FEATURE _REGEXP: Yes
GSSAPI Kerberos 5 support: No
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: No
Config file: /etc/rsyslog.conf
PID file: /var/run/syslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@ raclelLinuxb ~1#

al Ll
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3.1.3 &% Rsyslog #2% SSH log

(1) #RE8 rsyslog & E1E

#vi /etc/rsyslog.conf

[root@racleLinuxb ~]# vi /etc/rsyslog.conf

(2) #t#% imjournal 154

# module(load="imjournal" StateFile="imjournal.state")

# provides access to the systemd journal and file to store the position in the journal
#module(load="imjournal"” StateFile="imjournal.state")

(3) F¥#% OmitLocalLogging

# $0mitLocallogging on

# Turn off message reception via local log socket;
# local messages are retrieved through imjournal now.
#$0OmitLocallLogging on

(4) &I#E authpriv.* - $71Z syslogfacility-text "auth” or ”authpriv” {71 /var/log/secure i #£%%| N-Reporter

# authpriv. * /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# The authpriv file has restricted access.
#authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

A B FE MU A N-Reporter 4% IP address

(5) EZERirsyslog IRFEFNMELRD rsyslog IRFZIEE

# service rsyslog restart && service rsyslog status

[root@raclelLinux6 ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: [ ]
Starting system logger: [ ]

rsyslogd (pid 7868) is running...
[root@raclelLinuxb ~]#

al Ll
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3.2 OracleLinux 7

3.21 #miE SSH :RELE

(1) ##§ sshd_config F2E1E

#vi /etc/ssh/sshd_config

[root@racleLinux7 ~]# vi /etc/ssh/sshd_config

(2) &fE Facility AUTHPRIV #1 LogLevel INFO - ¥i1% Facility AUTH 1 LogLevel VERBOSE ##H: 8

SyslogFacility AUTH

# SyslogFacility AUTHPRIV
# LogLevel INFO

LoglLevel VERBOSE

# Logging

SyslogFacility AUTH
#SyslogFacility AUTHPRIV
#LogLevel INFO

LogLevel VERBOSE

(3) ERY SSH AR#FEMTEER SSH IRIFIER

# systemctl restart sshd && systemctl status sshd

[root@raclelLinux7 ~]# systemctl restart sshd && systemctl status sshd
® sshd.service - OpenSSH server daemon
Loaded: loaded (/usr/lib/systemd/system/sshd.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 15:56:32 CST; 27ms ago
Docs: man:sshd(8)
man:sshd_config(5)
Main PID: 11169 (sshd)
CGroup: /system.slice/sshd.service
L-11169 /usr/sbin/sshd -D

Aug 25 15:56:32 OraclelLinux7.localdomain systemd[1l]: Starting OpenSSH server daemon. ..

Aug 25 15:56:32 OraclelLinux7.localdomain sshd[11169]: Server listening on 0.0.0.0 port 22.
Aug 25 15:56:32 OraclelLinux/7.localdomain sshd[11169]: Server listening on :: port 22.

Aug 25 15:56:32 OraclelLinux7.localdomain systemd[1l]: Started OpenSSH server daemon.
[root@OraclelLinux7 ~]#

al Ll
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3.2.2 &% Rsyslog #2% SSH log

(1) & rsyslog lRA&

# rsyslogd -v

[root@racleLinux/7 ~]# rsyslogd -v
rsyslogd 8.24.0-38.el/7, compiled with:
PLATFORM: x86 64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE _REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE _DEBUG (debug build, slow code): No

32bit Atomic operations supported: Yes

64bit Atomic operations supported: Yes

memory allocator: system default
Runtime Instrumentation (slow code): No

uuid support: Yes

Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
[root@raclelLinux7 ~]#

=n|-‘-|1\.~§.

(2) #REE rsyslog F&7E

#vi /etc/rsyslog.conf

[root@0raclelLinux7 ~]# vi /etc/rsyslog.conf

(3) &I#E authpriv.* - $71Z syslogfacility-text "auth” or ”authpriv” %5 /var/log/secure i # %% N-Reporter

# authpriv.* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# The authpriv file has restricted access.

#authpriv.#* /var/log/secure
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

A B FEIER A N-Reporter %t IP address

al Ll
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(4) EZER rsyslog BRFEFNTERR rsyslog IRIFIEE

# systemctl restart rsyslog && systemctl status rsyslog

usr/1i
nning)

x-info="http:

B al Ll
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4 Debian 11

4.1 #R¥E SSH X EE
(1) #W#8 sshd_config ;REE

#vi /etc/ssh/sshd_config

root@ebianll:~# vi /etc/ssh/sshd_config

(2) Ft#% LogLevel INFO - ¥7i& Facility AUTH #1 LogLevel VERBOSE 41 &
SyslogFacility AUTH

# LogLevel INFO

LogLevel VERBOSE

# Logging

SyslogFacility AUTH

#LoglLevel INFO

LogLevel VERBOSE

(3) ERY SSH AR#IFHTEER SSH IRIFIERE

# systemctl restart ssh && systemctl status ssh

root@ebianll:~# systemctl restart ssh && systemctl status ssh
® ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset:
Active: active (running) since Thu 2022-08-25 16:35:24 CST; 10ms ago
Docs: man:sshd(8)
man:sshd_config(5)
Process: 526 ExecStartPre=/usr/sbin/sshd -t
Main PID: 527 (sshd)
Tasks: 1 (limit:
Memory: 1.1M
CPU: 1l4ms
CGroup: /system.slice/ssh.service
L 527 sshd: /usr/sbin/sshd -D [listener]

enabled)

(code=exited, status=0/SUCCESS)

4668)

0 of 10-100 startups

Aug 25 16:35:24 Debianll
Aug 25 16:35:24 Debianll
Aug 25 16:35:24 Debianll
Aug 25 16:35:24 Debianll
root@ebianll:~#

systemd[1]: Starting OpenBSD Secure Shell server...
sshd[527]: Server listening on 0.0.0.0 port 22.

sshd[527]: Server listening on :: port 22.
systemd[1]: Started OpenBSD Secure Shell server.

al Ll
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4.2 F%7E Rsyslog i&%% SSH log

(1) &% Rsyslog k&

# rsyslogd -v

root@ebianll:~# rsyslogd -v
rsyslogd 8.2102.0 (aka 2021.02) compiled with:
PLATFORM: x86 64-pc-linux-gnu
PLATFORM (1lsb release -d):
FEATURE _REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: /etc/rsyslog.conf
PID file: /run/rsyslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
root@ebianll:~#

(2) #WEE rsyslog F&ELE

#vi /etc/rsyslog.conf

root@ebianll:~# vi /etc/rsyslog.conf

al Ll
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(3) #¥f% auth,authpriv.* - 1% syslogfacility-text “auth” or “authpriv” 725 /var/log/secure i ¥ £ 5 N-Reporter

# auth,authpriv.* /var/log/auth.log
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/auth.log")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

#

# First some standard log files. Log by facility.

#

#auth,authpriv.* /var/log/auth.log
* *-auth,authpriv.none -/var/log/syslog

#cron.* /var/log/cron.log
daemon . * -/var/log/daemon.log
kern.* -/var/log/kern.log
lpr.* -/var/log/1lpr.log
mail.* -/var/log/mail.log
user.* -/var/log/user.log

# Send SSH 1log to N-Reporter
if ($syslogfacility-text "auth™ or $syslogfacility-text "authpriv")
then { action(type="omfile" File="/var/log/auth.log")

action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

A BXFE MU A N-Reporter 4% IP address

(4) ZER rsyslog IRFEFTER rsyslog IRIFIEE

# systemctl restart rsyslog && systemctl status rsyslog

root@ebianll:~# ste esta yslog && systemctl status rsyslog
e rsyslog.s i S i 5
enabled; dor preset: enabled)

d 3) from

Xx-info="https

al Ll
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5 Ubuntu

5.1 Ubuntu 18

5.1.1 #miE SSH RELE

(1) #R#§ sshd_config F2E1E

#vi /etc/ssh/sshd_config

root@buntul8:~# vi /etc/ssh/sshd_config

(2) 7¥#% LogLevel INFO - ¥7i& Facility AUTH #1 LogLevel VERBOSE 41 &

SyslogFacility AUTH
# LogLevel INFO
LogLevel VERBOSE

(3) ERX SSH AR#FZHTEER SSH IRIFIER

# systemctl restart ssh && systemctl status ssh

root@buntul8:~# systemctl restart ssh && systemctl status ssh
® ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 09:42:07 UTC; 5ms ago
Process: 1978 ExecStartPre=/usr/sbin/sshd -t (code=exited, status=0/SUCCESS)
Main PID: 1991 (sshd)
Tasks: 1 (limit: 4590)
CGroup: /system.slice/ssh.service
L-1991 /usr/sbin/sshd -D

Aug 25 09:42:07 Ubuntul8 systemd[1]: Starting OpenBSD Secure Shell server...
Aug 25 09:42:07 Ubuntul8 sshd[1991]: Server listening on 0.0.0.0 port 22.
Aug 25 09:42:07 Ubuntul8 sshd[1991]: Server listening on :: port 22.

Aug 25 09:42:07 Ubuntul8 systemd[1]: Started OpenBSD Secure Shell server.
root@buntul8:~#

al Ll
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51.2 &% Rsyslog i 2% SSH log

(1) &% Rsyslog hR#&

# rsyslogd -v

root@buntul8:~# rsyslogd -v
rsyslogd 8.32.0, compiled with:
PLATFORM: x86 64-pc-linux-gnu
PLATFORM (lsb _release -d):
FEATURE REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
root@buntul8:~#

(2) #RE8 rsyslog A9 50-default.conf :& E1E

#vi /etc/rsyslog.d/50-default.conf

root@buntul8:~# vi /etc/rsyslog.d/50-default.conf

al Ll
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(3) #¥f% auth,authpriv.* - 1% syslogfacility-text “auth” or “authpriv” 725 /var/log/secure i ¥ £ 5 N-Reporter

# auth,authpriv.* /var/log/auth.log
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/auth.log")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

* *-auth,authpriv.none -/var/log/syslog

-/var/log/kern. log

-/var/log/mail.log

if ($syslogfacility-text or $syslogfacility-text
then { action(type= File= )
action(type= Target= Port= Protocol=

A BXFE IR A N-Reporter 4% IP address

(4) EZERirsyslog IRFEFNMELRD rsyslog IRFZIEE

# systemctl restart rsyslog && systemctl status rsyslog

root@buntul8:~# systemctl restart rsyslog && systemctl status rsyslog
® rsyslog.service - System Logging Service
Loaded: loaded (/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 09:48:51 UTC; 6ms ago
Docs: man:rsyslogd(8)

http://www.rsyslog.com/doc/
Main PID: 2028 (rsyslogd)
Tasks: 4 (limit: 4590)
CGroup: /system.slice/rsyslog.service
L2028 /usr/sbin/rsyslogd -n
root@buntul8:~#

al Ll
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5.2 Ubuntu 20

5.2.1 #R#§ SSH ;2 EE

RETE

(1) #R#§ sshd_config &%

#vi /etc/ssh/sshd_config

root@buntu20:~# vi /etc/ssh/sshd config

(2) E#E LogLevel INFO - ¥i1# Facility AUTH # LogLevel VERBOSE 5400, 2
SyslogFacility AUTH

# LogLevel INFO
LoglLevel VERBOSE

SyslogFacility AL

ogLevel VERBOSE

(3) ERY SSH MR#FFHTEER SSH IRIFIER

# systemctl restart ssh && systemctl status ssh

root@ubuntu20:~# systemctl restart ssh && systemctl status ssh
® ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 09:55:35 UTC; 8ms ago
Docs: man:sshd(8)
man:sshd _config(5)
Process: 1051 ExecStartPre=/usr/sbin/sshd -t (code=exited, status=0/SUCCESS)
Main PID: 1069 (sshd)
Tasks: 1 (limit: 4580)
Memory: 1.5M
CGroup: /system.slice/ssh.service
L1069 sshd: /usr/sbin/sshd -D [listener] © of 10-100 startups

Aug 25 09:55:35 ubuntu20 systemd[1]: Starting OpenBSD Secure Shell server...
Aug 25 09:55:35 ubuntu20 sshd[1069]: Server listening on 0.0.0.0 port 22.
Aug 25 09:55:35 ubuntu20 sshd[1069]: Server listening on :: port 22.

Aug 25 09:55:35 ubuntu20 systemd[1]: Started OpenBSD Secure Shell server.
root@ubuntu20:~#

al Ll
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5.2.2 &% Rsyslog i 2% SSH log

(1) &% Rsyslog hR#&

# rsyslogd -v

root@buntu20:~# rsyslogd -v
rsyslogd 8.2001.0 (aka 2020.01) compiled with:
PLATFORM: x86 64-pc-linux-gnu
PLATFORM (lsb release -d):
FEATURE_REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: /etc/rsyslog.conf
PID file: /run/rsyslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
root@ubuntu20:~#

(2) #WEE rsyslog B9 50-default.conf & E1E

#vi /etc/rsyslog.d/50-default.conf

root@buntu20:~# vi /etc/rsyslog.d/50-default.conf

al Ll
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(3) #¥f% auth,authpriv.* - 1% syslogfacility-text “auth” or “authpriv” 725 /var/log/secure i ¥ £ 5 N-Reporter

# auth,authpriv.* /var/log/auth.log
# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/auth.log")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

* *.-auth,authpriv.none -/var/log/syslog

kern.* -/var/log/kern.log

mail.* -/var/log/mail. log

if ($syslogfacility-text or $syslogfacility-text
then { action(type= File= )
action(type= Target= Port= Protocol=

A B FEMUE A N-Reporter 4% IP address

(4) ERrsyslog IRFEFNTERD rsyslog IRFEIEE

# systemctl restart rsyslog && systemctl status rsyslog

sendor preset: enabled)

9 ubun 0 ( ar ing -
9 ubuntu y gd[1 i k: Acquired UNIX "frun/systemd/journal/syslog’ (fd 3) from systemd. [v8
:49 ubun S m -
ubuntu rsyslogd|] d's groupid changed to 110
9 ubun 0 id ¢ 1 to 1€
ubuntu y gd[1127]: e="rsy ' Version="8 "1127" x-info="https://www.rsyslog.com"] start

B al Ll
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6 SUSE 15

6.1 #mig SSH sEE

(1) #W¥8 sshd_config 2 E1E

#vi /etc/ssh/sshd_config

(2) #t#% LogLevel INFO - ¥7i& Facility AUTH #1 LogLevel VERBOSE 41 &

SyslogFacility AUTH
LogLevel VERBOSE

0ggling

(3) ERY SSH MRIZHTERR SSH IRIFIER

# systemctl restart sshd && systemctl status sshd

al Ll

45



6.2 EXTE Rsyslog 2% SSH log

(1) 1= Rsyslog k&

# rsyslogd -v

(2) ¥riE rsyslog A9 100-sshd.conf ;R E1E

#vi /etc/rsyslog.d/100-sshd.conf

(3) F&TE SSH log f#%F R Ivar/log/auth.log il #2%%| N-Reporter

# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")

then { action(type="omfile" File="/var/log/auth.log")
action(type="omfwd" Target=" " Port="514" Protocol="udp")}

v

D = . )
action (type="omfwd" Target 52.168.3.50 ort
A B FEIEH A N-Reporter %t IP address

al Ll
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(4) EZER rsyslog BRFEFNTERR rsyslog IRIFIEE

# systemctl restart rsyslog && systemctl status rsyslog

al Ll
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7 Solaris

7.1 Solaris 10

7.1.1 #%#E SSH 2 EE

(1) #R#§ sshd_config F2E1E

#vi /etc/ssh/sshd_config

# vi /etc/ssh/sshd config

%€ SyslogFacility 1 LogLevel :4l: 2

SyslogFac111ty auth
LogLevel verbose

# Syslog facility and level
SyslogFacility auth
LogLevel verbose

(3) ERX SSH R

# svcadm restart svc:/network/ssh:default

# svcadm restart svc:/network/ssh:default

(4) EE;:E.\ SSH EE?QIEI%

# svcs ssh

# svcs ssh
STATE STIME FMRI

online 14:49:19 svc:/network/ssh:default
#

al Ll
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7.1.2 F%%E Rsyslog #2% SSH log

(1) #E'R system-log ARFSAIAKRE

# svcs system-log

# svcs system-1log
STATE STIME FMRI

online 14:40:16 svc:/system/system-log:default
#

(2) #WEE syslog FREHE

#vi /etc/syslog.conf

# vi /etc/syslog.conf

(3) ERTEHEELZF N-Reporter

# Send SSH log to N-Reporter
auth.* ¢

og to N-Reporter

auth.debug @192.168.3.50

=%: facility.severity B E W 7E#E <tab> - MIEZEH <space> ©
A B FEIEH A N-Reporter 2%t IP address

(4) ZERY syslog IRFE TR syslog IRIZIESE

# svcadm restart system/system-log:default
# svcs system-log

# svcadm restart system/system-log:default
# svcs system-1lo0g

STATE STIME FMRI
online 15:06:39 svc:/system/system-log:default
#

al Ll
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7.2 Solaris 11

7.2.1 #%#§ SSH ;2 EE

RETE

(1) #R#§ sshd_config &%

#vi /etc/ssh/sshd_config

root@Solarisll:~# vi /etc/ssh/sshd_config

(2) 7¥#% LogLevel INFO - ¥1% SyslogFacility auth ] LogLevel verbose ¥4H: 2

SyslogFacility auth
# LogLevel INFO
LogLevel verbose

# Syslog facility and level
SyslogFacility auth
#LoglLevel info

LogLevel verbose

(3) ERY SSH AR#IFHTEER SSH IRIFIER

# svcadm restart svc:/network/ssh:default
# svcs ssh

root@Solarisll:~# svcadm restart svc:/network/ssh:default
root@Solarisll:~# svcs ssh

STATE STIME FMRI
online 23:51:12 svc:/network/ssh:default

root@Solarisll:~#

al Ll
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7.2.2 EETE:R syslog & rsyslog AR

7.2.21 F&E syslog #2% SSH log

(1) H&R system-log ARFZAVAR A&

# svcs system-log

root@Solarisll:~# svcs system-1log
STATE STIME FMRI

disabled 23:30:15 svc:/system/system-log:rsyslog
online 23:30:58 svc:/system/system-log:default
root@olarisll:~#

(2) #WE¥E syslog RREHE

#vi /etc/syslog.conf

root@Solarisll:~# vi /etc/syslog.conf

(3) FREEEEZ N-Reporter

# Send SSH log to N-Reporter
auth. *

#Send SSH log to N-Reporter
auth.* @192.168.3.50

#F: facility.severity #E)/EEE <tab> - M3FZE R <space> ©
4B FEEEE A N-Reporter 4% IP address

(4) EZER syslog IR

# svcadm restart system/system-log:default
# svcs system-log

root@olarisll:~# svcadm restart system/system-log:default
root@Solarisll:~# svcs system-log

STATE STIME FMRI

disabled 23:30:15 svc:/system/system-log:rsyslog
online 23:55:39 svc:/system/system-log:default
root@Solarisll:~#

al Ll
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7.2.2.2 &7 rsyslog 2% SSH log

(1) H&R system-log ARFSAYARAE

# svcs system—log

root@Solarisll:~# svcs system-log
STATE STIME FMRI

disabled 23:57:42 svc:/system/system-log:default
online 23:59:58 svc:/system/system-log:rsyslog
root@Solarisll::~#

(2) 18E rsyslog hRA&

# /usr/lib/rsyslog/rsyslogd -v

root@olarisll:~# /usr/lib/rsyslog/rsyslogd -v
rsyslogd 8.15.0, compiled with:
PLATFORM: x86 _64-pc-solaris2.11
PLATFORM (1lsb release -d):
FEATURE _REGEXP : Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No
32bit Atomic operations supported: Yes
64bit Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.
root@olarisll:~#

(3) ¥AiE rsyslog B9 100-sshd.conf R E1E

#vi /etc/rsyslog.d/100-sshd.conf

root@olarisll:~# vi /etc/rsyslog.d/100-sshd.conf

al Ll
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(4) &% SSH log %= H Ivar/log/auth.log i #2%%| N-Reporter

# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/authlog")

action(type="omfwd" Target=" " Port="514" Protocol="udp")}

# Send SSH log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text "authpriv")
then { action(type="omfile" File="/var/log/authlog")

action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")}

A BXFE I A N-Reporter 4% IP address

(5) EZERirsyslog IRFEFNIERD rsyslog IRFZIEE

# svcadm restart svc:/system/system-log:rsyslog && svcs system-log:rsyslog
# svcs system-log

root@Solarisll:~# svcadm restart svc:/system/system-log:rsyslog && svcs system-log:rsyslog
STATE STIME FMRI
online# 23:59:58 svc:/system/system-log:rsyslog

root@solarisll:~# svcs system-1log

STATE STIME FMRI

disabled 23:57:42 svc:/system/system-log:default
online 0:05:17 svc:/system/system-log:rsyslog
root@Solarisll:~#

al Ll
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8 HP-UX

HP-UX sshd syslog : https://support.hpe.com/hpesc/public/docDisplay?docId=c01965934&docLocale=en_US

(1) #R%8 sshd_config ;R EE

#vi /opt/ssh/etc/sshd_config

2) &%E SyslogFacility AUTH #1 LogLevel VERBOSE

—_—

SyslogFacility AUTH LogLevel VERBOSE

(3) fFLt SSH AR#

# /sbin/init.d/secsh stop

(4) FRYEh SSH fR¥

# /sbin/init.d/secsh start

(5) =% SSH E&EfF

#ps -ef | grep sshd

=

(6) #WEE syslog FREE

#vi /etc/syslog.conf

7) T EEZ] N-Reporter

# Send SSH log to N-Reporter
auth.info ©

5% facility.severity B EI A1 <tab> - M3IFZEH <space> -
A EBXFE MU A N-Reporter 4% IP address

—_—

(8) f{FIEt syslogd ARFEFNELEN syslogd ARFE

# /sbin/init.d/syslogd stop
# /sbin/init.d/syslogd start

‘ ‘

al Ll
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9 AIX7

(1) #R%8 sshd_config ;2 E1E

#vi /etc/ssh/sshd_config

2) &%E SyslogFacility AUTH 71 LogLevel VERBOSE

—_

SyslogFacility AUTH LogLevel VERBOSE

(3) {F1E SSH BR#%

# stopsrc -s sshd

(4) FEYEh SSH AR#%

# startsrc -s sshd

(5) #wig syslog ;X EE

#vi /etc/syslog.conf

6) ERTE¥EEEZ] N-Reporter

# Send SSH log to N-Reporter
auth.info o

A B FEMUEE A N-Reporter 24t IP address

_

(7) f=IE syslog BRFS

# stopsrc -s syslogd

(8) FEXEh syslog RS

# startsrc -s syslogd

‘ ‘

al Ll
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10 FreeBSD 12

10.1 #mi5 SSH :REE

(1) #W#8 sshd_config ;REE

#vi /etc/ssh/sshd_config

root@FreeBSD12:~ # vi /etc/ssh/sshd config

(2) #t#% LogLevel INFO - #iZ SyslogFacility AUTH 1 LogLevel VERBOSE ¥4l =2
SyslogFacility AUTH

# LogLevel INFO
LogLevel verbose

# Logging
SyslogFacility AUTH
#LoglLevel INFO
LogLevel VERBOSE

(3) ERX SSH AR#FZMTELE SSH IRIFIER

# service sshd restart && service sshd status

root@FreeBSD12:~ # service sshd restart &% service sshd status
Performing sanity check on sshd configuration.

Stopping sshd.
Waiting for PIDS: 957.

Performing sanity check on sshd configuration.
Starting sshd.

sshd is running as pid 998.

root@rreeBSD12:~ #

al Ll
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10.2 E&7TE syslog #£% SSH log

(1) #RE8 syslog X EE

#vi /etc/syslog.conf

root@rreeBSD12:~ # vi /etc/syslog.conf

(2) EXTE#EEE%F N-Reporter

# Send SSH log to N-Reporter
auth.*

#Send SSH log to N-Reporter
auth.*;authpriv.* @192.168.3.50

#F: facility.severity & E /A <tab> - M3FZE R <space> ©
4B FEUEBE A N-Reporter 4% IP address

(3) ERI syslog AR5

# service syslogd restart

root@reeBSD12:~ # service syslogd restart
Stopping syslogd.

Waiting for PIDS: 459.

Starting syslogd.

root@rreeBSD12:~ #

(4) TE:D syslog RRIFIEE

# service syslogd status

root@FreeBSD12:~ # service syslogd status

syslogd is running as pid 1048.
root@rFreeBSD12:~ #

al Ll
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11 N-Reporter

(1) ¥ri€ SSH audit &5
RBEE] > [RERAARE] -> B2 (371D

B Home! zEsE) RERESRE
i REEEEVE
2o EEDEOEE
@ Global (10/10) I
- [ FEIEE (003)
= =mez
REEEESE
HEMREE
REMERE
=ERE
HEESSE
HEREREELE

WEEEE

& s5em

B r==m

&Y N-Partner
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(2) EEREESR
%42 [Application/ DB/ OS/ Server]-> 35 [5[:818 (]

ha WTNERGE x

=EES

Switch / Router

=B Flow ThaE + SSEILER -

-'é Firewall / IPS / Load Balancer / NAC / UTM /
mmmm  WAF/Wireless

- - BEReAESE 85 PE - ASHELE -3
.-/ \T ,\ N-Cloud / N-Reporter / N-Probe

l'-._ _/?\_ __.-l NCloud £2 NReporter 1855 3 5 BTl SIa7 Syslog = N ...
\ "/

(1]

Tl

Q Auto / More / User Defined Format

HRER SIE#EH |
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(3) RREBEEFRTE

) A\ 52 18 2 AN 1P->Syslog ERMETLEEE [UNIX/Linux/Solaris]-> £4# [ F—]

b ITHEHN - REEARE X

REEARE

HREER

P

‘ 55H-192.168.3.88

P~

‘ 192.168.3.88

FraBs:

‘ Global

Syslog ®E#X 0

‘ UNIX/Linux/Solaris

RERREAL O

SNMP Model ©
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(4) Syslog MHEAZEE

Facility 212 [(4) security/ authorization messages]-> 3 [T —%]
(£7%% [Raw Data 1RE] - Bl [E&534)] B~ Raw Data &:ll)

& TN - Syslog AMERE "

Syslog HHMEE

P

Facility &

‘ (4) securityfauthorization messages

Rl

‘ UTF-8

Syslog ER{EREREXB LR O

Raw Data (REEHE

bl

B Raw Data #=}
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(5) Efth
2% lcon #IZ [Host]-> EUTARBE IR [RUFE]-> 203 [N —F]->[FER3]

& RN - R x

HE

)
1% lcon ||
‘ Host
i o
‘ BEED keyl="value" » TEL S EEEMD
HERE
EUR A
@®sm O #F

EEMABRERE  KREREHEREMEESRRE-> #E (4]

£ SERAEIEE - KERTHERIG ISR 2

62

v

.

Partner



Tel : 04-23752865  Fax : 04-23757458
HIEEMA : sales@npartner.com
1oz : support@npartner.com




	前言
	Red Hat
	Red Hat 3
	編輯 SSH 設定檔
	設定 syslog 轉發 SSH log

	Red Hat 5
	編輯 SSH 設定檔
	安裝 Rsyslog 8 套件
	設定 Rsyslog 轉發 SSH log

	Red Hat 6
	編輯 SSH 設定檔
	更新 Rsyslog 8 套件
	設定 Rsyslog 轉發 SSH log

	Red Hat 7
	編輯 SSH 設定檔
	設定 Rsyslog 轉發 SSH log

	Red Hat 8
	編輯 SSH 設定檔
	設定 Rsyslog 轉發 SSH log


	CentOS
	CentOS 6
	編輯 SSH 設定檔
	更新 Rsyslog 8 套件
	設定 Rsyslog 轉發 SSH log

	CentOS 7
	編輯 SSH 設定檔
	更新 Rsyslog 套件
	設定 Rsyslog 轉發 SSH log

	CentOS 8
	編輯 SSH 設定檔
	設定 Rsyslog 轉發 SSH log


	OracleLinux
	OracleLinux 6
	編輯 SSH 設定檔
	更新 Rsyslog 8 套件
	設定 Rsyslog 轉發 SSH log

	OracleLinux 7
	編輯 SSH 設定檔
	設定 Rsyslog 轉發 SSH log


	Debian 11
	編輯 SSH 設定檔
	設定 Rsyslog 轉發 SSH log

	Ubuntu
	Ubuntu 18
	編輯 SSH 設定檔
	設定 Rsyslog 轉發 SSH log

	Ubuntu 20
	編輯 SSH 設定檔
	設定 Rsyslog 轉發 SSH log


	SUSE 15
	編輯 SSH 設定檔
	設定 Rsyslog 轉發 SSH log

	Solaris
	Solaris 10
	編輯 SSH 設定檔
	設定 Rsyslog 轉發 SSH log

	Solaris 11
	編輯 SSH 設定檔
	查看預設 syslog 或 rsyslog 服務


	HP-UX
	AIX 7
	FreeBSD 12
	編輯 SSH 設定檔
	設定 syslog 轉發 SSH log

	N-Reporter

