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Preface 

This document describes how N-Reporter users can configure SSH audit syslog using Rsyslog or 

Syslogd. 

It applies to RedHat / CentOS / OracleLinux / Debian / Ubuntu / SUSE / Solaris / HP-UX / AIX / 

FreeBSD. 

 

Note: This document is intended solely as a reference for configuring log output. For guidance on the 

appropriate log export methods, it is recommended to contact the respective device or software 

vendor. 
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1. Red Hat 

1.1 Red Hat 3 

1.1.1 Edit SSH Configuration File 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Comment SyslogFacility AUTHPRIV and LogLevel INFO, then add SyslogFacility AUTH and LogLevel 

VERBOSE for detailed logging. 

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

(3) Enter the command below to restart the SSH service and verify that it is running normally: 

# service sshd restart && service sshd status 
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1.1.2 Configure Syslog to Forward SSH Logs 

(1) Enter the command below to check the syslog version: 

# syslogd -v 

(2) Enter the command below to edit the syslog.conf configuration file: 

# vi /etc/syslog.conf 

(3) Configure the facility auth.* and authpriv. * Logs to be saved locally in /var/log/secure and forwarded 

to N-Reporter: 

# The authpriv file has restricted access.  

authpriv.*;auth.*           /var/log/secure  

# Send SSH log to N-Reporter  

authpriv.*;auth.*           @192.168.3.50 

 

Replace the red text with the N-Reporter system IP address. 

(4) Enter the command below to restart the syslog service and verify that it is running normally: 

# service syslog restart && service syslog status 
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1.2 Red Hat 5 

1.2.1 Edit SSH Configuration File 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Comment SyslogFacility AUTHPRIV and LogLevel INFO, then add SyslogFacility AUTH and LogLevel 

VERBOSE for detailed logging.  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

(3) Enter the command below to restart the SSH service and verify that it is running normally:  

# service sshd restart && service sshd status 
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1.2.2 Install Rsyslog 8 Package 

(1) Enter the command below to stop the syslog service: 

# service syslog stop 

(2) Enter the commands below to disable the syslog service from starting automatically at boot and verify 

that all run levels are set to off: 

# chkconfig syslog off  

# chkconfig syslog –list 

(3) Enter the command below to download the Rsyslog repository configuration file: 

# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo 

(4) Enter the command below to install the Rsyslog package: 

# yum -y install rsyslog 

(5) Enter the command below to check the Rsyslog version: 

# rsyslogd -v 
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1.2.3 Configure Rsyslog to Forward SSH Logs 

(1) Enter the command below to edit the rsyslog configuration file: 

# vi /etc/rsyslog.conf 

(2) Comment out authpriv.* and add configuration to use syslogfacility-text “auth” or “authpriv”, storing 

logs in /var/log/secure and forwarding them to N-Reporter: 

# authpriv.*        /var/log/secure 

# Send SSH log to N-Reporter 

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv") 

then { action(type="omfile" File="/var/log/secure") 

action(type="omfwd" Target=" 192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 

(3) Enter the command below to start the rsyslog service and verify that it is running normally: 

# service rsyslog start && service rsyslog status 

(4) Enter the commands below to enable the rsyslog service to start automatically at boot and verify its 

run levels: 

# chkconfig rsyslog on  

# chkconfig rsyslog --list 
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1.3 Red Hat 6 

1.3.1 Edit SSH Configuration File 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Comment SyslogFacility AUTHPRIV and LogLevel INFO, then add SyslogFacility AUTH and LogLevel 

VERBOSE for detailed logging.  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

(3) Enter the command below to restart the SSH service and verify that it is running normally:  

# service sshd restart && service sshd status 
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1.3.2 Install Rsyslog 8 Package 

(1) Enter the command below to check the Rsyslog version: 

# rsyslogd -v 

(2) Enter the commands below to download the Rsyslog repository configuration file: 

# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo 

(3) Enter the command below to update the Rsyslog package: 

# yum -y install rsyslog 

(4) Enter the command below to verify the Rsyslog version: 

# rsyslogd -v 
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1.3.3 Configure Rsyslog to Forward SSH Logs 

(1) Enter the command below to edit the rsyslog configuration file: 

# vi /etc/rsyslog.conf 

(2) Comment out the imjournal module: 

# module(load="imjournal" StateFile="imjournal.state") 

(3) Comment out OmitLocalLogging: 

# $OmitLocalLogging on 

(4) Comment out authpriv. * and add configuration to use syslogfacility-text "auth" or "authpriv", storing 

logs in /var/log/secure and forwarding them to N-Reporter: 

# authpriv.*          /var/log/secure  

# Send SSH log to N-Reporter  

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")  

then { 

    action(type="omfile" File="/var/log/secure")  

    action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp") 

} 

 

Replace the red text with the N-Reporter system IP address. 

(5) Enter the command below to restart the rsyslog service and verify that it is running normally: 

# service rsyslog restart && service rsyslog status 
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1.4 Red Hat 7 

1.4.1 Edit SSH Configuration File 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Comment SyslogFacility AUTHPRIV and LogLevel INFO, then add SyslogFacility AUTH and LogLevel 

VERBOSE for detailed logging.  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

(3) Enter the command below to restart the SSH service and verify that it is running normally:  

# service sshd restart && service sshd status 
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1.4.2 Configure Rsyslog to Forward SSH Logs 

(1) Enter the command below to check the Rsyslog version: 

# rsyslogd -v 

(2) Enter the command below to edit the rsyslog configuration file: 

# vi /etc/rsyslog.conf 

(3) Comment out authpriv. * and add configuration to use syslogfacility-text "auth" or "authpriv", storing 

logs in /var/log/secure and forwarding them to N-Reporter: 

# authpriv.*      /var/log/secure  

# Send SSH log to N-Reporter  

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")  

then { action(type="omfile" File="/var/log/secure")  

action(type="omfwd" Target=" 192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 
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(4) Enter the command below to restart the rsyslog service and verify that it is running normally: 

# service rsyslog restart && service rsyslog status 
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1.5 Red Hat 8 

1.5.1 Edit SSH Configuration File 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Comment SyslogFacility AUTHPRIV and LogLevel INFO, then add SyslogFacility AUTH and LogLevel 

VERBOSE for detailed logging.  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

(3) Enter the command below to restart the SSH service and verify that it is running normally:  

# service sshd restart && service sshd status 
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1.5.2 Configure Rsyslog to Forward SSH Logs 

(1) Enter the command below to check the Rsyslog version: 

# rsyslogd -v 

(2) Enter the command below to edit the rsyslog configuration file: 

# vi /etc/rsyslog.conf 

(3) Comment out authpriv. * and add configuration to use syslogfacility-text "auth" or "authpriv", storing 

logs in /var/log/secure and forwarding them to N-Reporter: 

# authpriv.*      /var/log/secure  

# Send SSH log to N-Reporter  

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")  

then { action(type="omfile" File="/var/log/secure")  

action(type="omfwd" Target=" 192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 
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(4) Enter the command below to restart the rsyslog service and verify that it is running normally: 

# service rsyslog restart && service rsyslog status 
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2. CentOS 

2.1 CentOS 6 

2.1.1 Edit SSH Configuration File 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Comment SyslogFacility AUTHPRIV and LogLevel INFO, then add SyslogFacility AUTH and LogLevel 

VERBOSE for detailed logging.  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

(3) Enter the command below to restart the SSH service and verify that it is running normally:  

# service sshd restart && service sshd status 
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2.1.2 Install Rsyslog 8 Package 

(1) Enter the command below to check the Rsyslog version: 

# rsyslogd -v 

(2) Enter the commands below to download the Rsyslog repository configuration file: 

# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo 

(3) Enter the command below to update the Rsyslog package: 

# yum -y install rsyslog 

(4) Enter the command below to verify the Rsyslog version: 

# rsyslogd -v 
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2.1.3 Configure Rsyslog to Forward SSH Logs 

(1) Enter the command below to edit the rsyslog configuration file: 

# vi /etc/rsyslog.conf 

(2) Comment out the imjournal module: 

# module(load="imjournal" StateFile="imjournal.state") 

(3) Comment out OmitLocalLogging: 

# $OmitLocalLogging on 

(4) Comment out authpriv. * and add configuration to use syslogfacility-text "auth" or "authpriv", storing 

logs in /var/log/secure and forwarding them to N-Reporter: 

# authpriv.*          /var/log/secure  

# Send SSH log to N-Reporter  

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")  

then { 

    action(type="omfile" File="/var/log/secure")  

    action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 

(5) Enter the command below to restart the rsyslog service and verify that it is running normally: 

# service rsyslog restart && service rsyslog status 
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2.2 CentOS 7 

2.2.1 Edit SSH Configuration File 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Comment SyslogFacility AUTHPRIV and LogLevel INFO, then add SyslogFacility AUTH and LogLevel 

VERBOSE for detailed logging.  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

(3) Enter the command below to restart the SSH service and verify that it is running normally:  

# systemctl restart sshd && systemctl status sshd 
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2.2.2 Install Rsyslog 8 Package 

(1) Enter the command below to check the Rsyslog version: 

# rsyslogd -v 

(2) Enter the command below to update the Rsyslog package: 

# yum -y install rsyslog 

(3) Enter the command below to verify the Rsyslog version: 

# rsyslogd -v 
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2.2.3 Configure Rsyslog to Forward SSH Logs 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Comment SyslogFacility AUTHPRIV and LogLevel INFO, then add SyslogFacility AUTH and LogLevel 

VERBOSE for detailed logging. 

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

(3) Enter the command below to restart the SSH service and verify that it is running normally: 

# systemctl restart rsyslog && systemctl status rsyslog 
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2.3 CentOS 8 

2.3.1 Edit SSH Configuration File 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Comment SyslogFacility AUTHPRIV and LogLevel INFO, then add SyslogFacility AUTH and LogLevel 

VERBOSE for detailed logging.  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

(3) Enter the command below to restart the SSH service and verify that it is running normally:  

# systemctl restart sshd && systemctl status sshd 
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2.3.2 Configure Rsyslog to Forward SSH Logs 

(1) Enter the command below to check the Rsyslog version: 

# rsyslogd -v 

(2) Enter the command below to edit the rsyslog configuration file: 

# vi /etc/rsyslog.conf 

(3) Comment out authpriv.* and add configuration to use syslogfacility-text “auth” or “authpriv”, storing 

logs in /var/log/secure and forwarding them to N-Reporter: 

# authpriv.*        /var/log/secure 

# Send SSH log to N-Reporter 

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv") 

then { action(type="omfile" File="/var/log/secure") 

action(type="omfwd" Target=" 192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 
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(4) Enter the command below to restart the rsyslog service and verify that it is running normally: 

# systemctl restart rsyslog && systemctl status rsyslog 
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3. OracleLinux 

3.1 OracleLinux 6 

3.1.1 Edit SSH Configuration File 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Comment SyslogFacility AUTHPRIV and LogLevel INFO, then add SyslogFacility AUTH and LogLevel 

VERBOSE for detailed logging.  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

(3) Enter the command below to restart the SSH service and verify that it is running normally:  

# systemctl restart sshd && systemctl status sshd 
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3.1.2 Install Rsyslog 8 Package 

(1) Enter the command below to check the Rsyslog version: 

# rsyslogd -v 

(2) Enter the commands below to download the Rsyslog repository configuration file: 

# curl -o /etc/yum.repos.d/rsyslog.repo http://rpms.adiscon.com/v8-stable/rsyslog.repo 

(3) Enter the command below to update the Rsyslog package: 

# yum -y install rsyslog 

(4) Enter the command below to verify the Rsyslog version: 

# rsyslogd -v 
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3.1.3 Configure Rsyslog to Forward SSH Logs 

(1) Enter the command below to edit the rsyslog configuration file: 

# vi /etc/rsyslog.conf 

(2) Comment out the imjournal module: 

# module(load="imjournal" StateFile="imjournal.state") 

(3) Comment out OmitLocalLogging: 

# $OmitLocalLogging on 

(4) Comment out authpriv. * and add configuration to use syslogfacility-text "auth" or "authpriv", storing 

logs in /var/log/secure and forwarding them to N-Reporter: 

# authpriv.*          /var/log/secure  

# Send SSH log to N-Reporter  

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")  

then { 

    action(type="omfile" File="/var/log/secure")  

    action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp") 

} 

 

Replace the red text with the N-Reporter system IP address. 

(5) Enter the command below to restart the rsyslog service and verify that it is running normally: 

# service rsyslog restart && service rsyslog status 
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3.2 OracleLinux 7 

3.2.1 Edit SSH Configuration File 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Comment SyslogFacility AUTHPRIV and LogLevel INFO, then add SyslogFacility AUTH and LogLevel 

VERBOSE for detailed logging.  

SyslogFacility AUTH 

# SyslogFacility AUTHPRIV 

# LogLevel INFO  

LogLevel VERBOSE 

(3) Enter the command below to restart the SSH service and verify that it is running normally:  

# systemctl restart sshd && systemctl status sshd 
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3.2.2 Configure Rsyslog to Forward SSH Logs 

(1) Enter the command below to edit the sshd_config configuration file: 

# rsyslogd -v  

(2) Enter the command below to edit the rsyslog configuration file: 

# vi /etc/rsyslog.conf 

 

(3) Comment out authpriv.*, and add syslogfacility-text “auth” or “authpriv” to store logs in 

/var/log/secure and forward them to N-Reporter: 

# authpriv.*     /var/log/secure  

# Send SSH log to N-Reporter  

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")  

then { action(type="omfile" File="/var/log/secure")  

action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 
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(4) Enter the command below to restart the SSH service and verify that it is running normally: 

# systemctl restart rsyslog && systemctl status rsyslog 
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4. Debian 11 

4.1 Edit SSH Configuration File 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Comment out LogLevel INFO, and add Facility AUTH and LogLevel VERBOSE for detailed logging: 

SyslogFacility AUTH 

# LogLevel INFO  

LogLevel VERBOSE 

(3) Enter the command below to restart the SSH service and verify that it is running normally:  

# systemctl restart sshd && systemctl status sshd 
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4.2 Configure Rsyslog to Forward SSH Logs 

(1) Enter the command below to check the Rsyslog version: 

# rsyslogd -v 

(2) Enter the command below to edit the rsyslog configuration file: 

# vi /etc/rsyslog.conf 

(3) Comment out authpriv.* and add configuration to use syslogfacility-text “auth” or “authpriv”, storing 

logs in /var/log/secure and forwarding them to N-Reporter: 

# authpriv.*        /var/log/secure 

# Send SSH log to N-Reporter 

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv") 

then { action(type="omfile" File="/var/log/secure") 

action(type="omfwd" Target=" 192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 
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(4) Enter the command below to restart the rsyslog service and verify that it is running normally: 

# systemctl restart rsyslog && systemctl status rsyslog 
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5. Ubuntu 

5.1 Ubuntu 18 

5.1.1 Edit SSH Configuration File 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Comment out the line LogLevel INFO, then add Facility AUTH and LogLevel VERBOSE to enable 

detailed logging:  

SyslogFacility AUTH  

# LogLevel INFO  

LogLevel VERBOSE 

(3) Enter the command below to restart the SSH service and verify that it is running normally:  

# systemctl restart ssh && systemctl status ssh 
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5.1.2 Configure Rsyslog to Forward SSH Logs 

(1) Enter the command below to check the Rsyslog version: 

# rsyslogd -v 

(2) Enter the command below to edit the 50-default.conf configuration file for rsyslog: 

# vi /etc/rsyslog.d/50-default.conf 

(3) Comment out authpriv. * and add configuration to use syslogfacility-text "auth" or "authpriv", storing 

logs in /var/log/secure and forwarding them to N-Reporter: 

# auth,authpriv.*    /var/log/auth.log  

# Send SSH log to N-Reporter  

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")  

then { action(type="omfile" File="/var/log/auth.log")  

action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 
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(4) Enter the command below to restart the rsyslog service and verify that it is running normally: 

# systemctl restart rsyslog && systemctl status rsyslog 
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5.2 Ubuntu 20 

5.2.1 Edit SSH Configuration File 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Comment out the line LogLevel INFO, then add Facility AUTH and LogLevel VERBOSE to enable 

detailed logging: 

SyslogFacility AUTH  

# LogLevel INFO  

LogLevel VERBOSE 

(3) Enter the command below to restart the SSH service and verify that it is running normally:  

# systemctl restart ssh && systemctl status ssh 
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5.2.2 Configure Rsyslog to Forward SSH Logs 

(1) Enter the command below to check the Rsyslog version: 

# rsyslogd -v 

(2) Enter the command below to edit the 50-default.conf configuration file for rsyslog: 

# vi /etc/rsyslog.d/50-default.conf 

(3) Comment out authpriv. * and add configuration to use syslogfacility-text "auth" or "authpriv", storing 

logs in /var/log/secure and forwarding them to N-Reporter: 

# auth,authpriv.*    /var/log/auth.log  

# Send SSH log to N-Reporter  

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")  

then { action(type="omfile" File="/var/log/auth.log")  

action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 
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(4) Enter the command below to restart the rsyslog service and verify that it is running normally: 

# systemctl restart rsyslog && systemctl status rsyslog 
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6. SUSE 15 

6.1 Edit SSH Configuration File 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Comment out the line LogLevel INFO, then add Facility AUTH and LogLevel VERBOSE to enable 

detailed logging:  

SyslogFacility AUTH  

# LogLevel INFO  

LogLevel VERBOSE 

(3) Enter the command below to restart the SSH service and verify that it is running normally:  

# systemctl restart sshd && systemctl status sshd 
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6.2 Configure Rsyslog to Forward SSH Logs 

(1) Enter the command below to check the Rsyslog version: 

# rsyslogd -v 

(2) Enter the command below to create a new rsyslog configuration file named 100-sshd.conf: 

# vi /etc/rsyslog.d/100-sshd.conf 

(3) Configure SSH logs to be stored in /var/log/auth.log and forwarded to N-Reporter: 

# Send SSH log to N-Reporter  

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")  

then { action(type="omfile" File="/var/log/auth.log")  

action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 

(4) Enter the command below to restart the rsyslog service and verify that it is running normally: 

# systemctl restart rsyslog && systemctl status rsyslog 
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7. Solaris 

7.1 Solaris 10 

7.1.1 Edit SSH Configuration File 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Enter the command below to configure SyslogFacility and LogLevel for detailed logging:   

SyslogFacility AUTH 

LogLevel VERBOSE 

(3) Enter the command below to restart the SSH service:  

# svcadm restart svc:/network/ssh:default 

(4) Enter the command below to verify that the SSH service is running normally: 

# svcs ssh 
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7.1.2 Configure Rsyslog to Forward SSH Logs 

(1) Enter the command below to display the status of the system-log service: 

# svcs system-log 

(2) Enter the command below to edit the syslog configuration file: 

# vi /etc/syslog.conf 

(3) Configure forwarding to N-Reporter: 

# Send SSH log to N-Reporter  

auth.* @192.168.3.50 

 

Note: The facility.severity must be followed by <tab>, not a space. 

Replace the red text with the N-Reporter system IP address. 

(4) Enter the commands below to restart the syslog service and verify that it is running normally: 

# svcadm restart system/system-log:default  

# svcs system-log 
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7.2 Solaris 11 

7.2.1 Edit SSH Configuration File 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Enter the command below to configure SyslogFacility and LogLevel for detailed logging:   

SyslogFacility AUTH 

LogLevel VERBOSE 

(3) Enter the command below to restart the SSH service verify that it is running normally: 

# svcadm restart svc:/network/ssh:default 

# svcs ssh 
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7.2.2 Check the Default syslog or rsyslog Service 

7.2.2.1 Configure syslog to Forward SSH Logs 

(1) Enter the command below to display the status of the system-log service: 

# svcs system-log 

(2) Enter the command below to edit the syslog configuration file: 

# vi /etc/syslog.conf 

(3) Configure forwarding to N-Reporter: 

# Send SSH log to N-Reporter  

auth.* @192.168.3.50 

 

Note: The facility.severity must be followed by <tab>, not a space. 

Replace the red text with the N-Reporter system IP address. 

(4) Enter the commands below to restart the syslog service and verify that it is running normally: 

# svcadm restart system/system-log:default  

# svcs system-log  
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7.2.2.2 Configure rsyslog to Forward SSH Logs 

(1) Enter the command below to display the status of the system-log service: 

# svcs system-log 

(2) Enter the command below to check the Rsyslog version: 

# /usr/lib/rsyslog/rsyslogd -v 

(3) Enter the command below to create a new rsyslog configuration file named 100-sshd.conf: 

# vi /etc/rsyslog.d/100-sshd.conf 

(4) Configure SSH logs to be stored in /var/log/auth.log and forwarded to N-Reporter: 

# Send SSH log to N-Reporter  

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")  

then { action(type="omfile" File="/var/log/auth.log")  

action(type="omfwd" Target="192.168.3.50" Port="514" Protocol="udp")} 

 

Replace the red text with the N-Reporter system IP address. 
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(5) Enter the command below to restart the rsyslog service and verify that it is running normally: 

# svcadm restart svc:/system/system-log:rsyslog && svcs system-log:rsyslog  

# svcs system-log 
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8. HP-UX 

Reference: HP-UX sshd syslog — HPE Documentation 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /opt/ssh/etc/sshd_config 

(2) Configure SyslogFacility and LogLevel: 

SyslogFacility AUTH 

LogLevel VERBOSE 

(3) Enter the command below to stop the SSH service: 

# /sbin/init.d/secsh stop 

(4) (4) Enter the command below to start the SSH service: 

# /sbin/init.d/secsh start 

(5) Enter the command below to verify that the SSH service is running: 

# ps -ef | grep sshd 

(6) Enter the command below to edit the syslog configuration file: 

# vi /etc/syslog.conf 

(7) Configure forwarding to N-Reporter: 

# Send SSH log to N-Reporter  

auth.info @192.168.3.88 

 

Note: The facility.severity must be followed by <tab>, not a space. 

Replace the red text with the N-Reporter system IP address. 

(8) Enter the commands below to stop and then start the syslogd service: 

# /sbin/init.d/syslogd stop  

# /sbin/init.d/syslogd start 

  

https://support.hpe.com/hpesc/public/docDisplay?docId=c01965934&docLocale=en_US
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9. AIX 7 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Configure SyslogFacility and LogLevel: 

SyslogFacility AUTH 

LogLevel VERBOSE 

(3) Enter the command below to stop the SSH service: 

# stopsrc -s sshd 

(4) Enter the command below to start the SSH service: 

# startsrc -s sshd 

(5) Enter the command below to edit the syslog configuration file: 

# vi /etc/syslog.conf 

(6) Configure forwarding to N-Reporter: 

# Send SSH log to N-Reporter  

auth.info @192.168.3.50 

 

Replace the red text with the N-Reporter system IP address. 

(7) Enter the command below to stop the syslog service: 

# stopsrc -s syslogd 

(8) Enter the command below to start the syslog service: 

# startsrc -s syslogd 
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10. FreeBSD 12 

10.1 Edit SSH Configuration File 

(1) Enter the command below to edit the sshd_config configuration file: 

# vi /etc/ssh/sshd_config 

(2) Comment out LogLevel INFO, and add SyslogFacility AUTH and LogLevel VERBOSE for detailed 

logging:   

SyslogFacility AUTH  

# LogLevel INFO  

LogLevel verbose  

(3) Enter the command below to restart the SSH service and verify that it is running normally: 

# service sshd restart && service sshd status 
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10.2 Configure Syslog to Forward SSH Logs 

(1) Enter the command below to edit the syslog configuration file: 

# vi /etc/syslog.conf 

(2) Configure forwarding to N-Reporter: 

# Send SSH log to N-Reporter  

auth.* @192.168.3.50 

 

Note: The facility.severity must be followed by <tab>, not a space. 

Replace the red text with the N-Reporter system IP address. 

(3) Enter the command below to restart the syslog service: 

# service syslogd restart 

(4) Enter the command below to verify that the syslog service is running normally:  

# service syslogd status 
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11. N-Reporter 

(1) Add an SSH Audit device: 

Go to “Device Management” → “Device Treeview” → click “Add.” 

 

(2) Select the device type: 

Choose “Application/DB/OS/Server” → click “Guided Mode.”  
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(3) Basic Device Settings: 

Enter the device name and IP address → For Syslog Data Format, select “UNIX/Linux/Solaris” → click 

“Next.”   
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(4) Syslog Settings 

Set “Facility” to “(4) security/ authorization messages” → click “Next.” 

If “Raw Data Kept” is checked, the “Event Query” page will display raw data information. 

  



 

                     56 
 

(5) Others 

Set “Device Icon” to “Host” → Set “Receiving Status” to “Activated” → click “Next” → Confirm. 

Activate default templates for devices of the same vendor type, click “No.”  
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Contact 

 

 

 

  


