LNER

Y0l 5% RE
FreeRADIUS syslog
V004
2024/10/2
@é@g

e



hR =2 AR

N-Partner Technologies Co. iR#FA - K4 N-Partner Technologies Co. EHF T - LAEMUEAE B - #H -
B EEAFMUEAAS - BREm—BEEENT - N-Partner Technologies Co. (REB A SHEBHIHER) -

e

AFEMARMRIINETN AT ER - BEAEMBR - IBESAEMATRE -

&7 N-Partner



BIS . . .
1 CentOS . ... ... ...
11 CentOS6 . .. ... ... ... ... . ...
1.1.1 #R&E FreeRADIUS 52 & . . . . . ..

112 EH Rsyslog RA& ... .. ... ...

1.1.3 &% Rsyslog #2& FreeRADIUS log .

12 CentOS7 . .. .. ... ...
1.2.1 #%8 FreeRADIUS F&EHE . . . . . . .

1.2.2 7 Rsyslog 3% FreeRADIUS log .

13 CentOS8 . . . . .. ... ..
1.3.1 #RYE FreeRADIUS &ERE . . . . . ..

1.3.2 =7 Rsyslog 3% FreeRADIUS log .

2 Debian . .. ... ...
21 Debian8 . ... ... ... ... ...
2.1.1 #m¥E FreeRADIUS RREHE . . . . . ..

2.1.2 &% Rsyslog # 2 FreeRADIUS log .

22 Debian9 ... ... ... oo
2.2.1 #w¥E FreeRADIUS RREHE . . . . . ..

2.2.2 &% Rsyslog # 2 FreeRADIUS log .

3 Ubuntu . ... ... ... ..
31 Ubuntu16 . ... ... ... ... .......
3.1.1 #R¥E FreeRADIUS RREHE . . . . . ..

3.1.2 &% Rsyslog #2 FreeRADIUS log .

32 Ubuntu18 . ... ... ... ... .......
3.2.1 #w¥8 FreeRADIUS RREHE . . . . . ..

3.2.2 H7E Rsyslog 3 FreeRADIUS log .

4 N-Reporter . ... .. ... .. ... ........
5 REIEEHERR . ... ...

5.1 Rsyslog ;8 B% W FreeRADIUS log . . . . . .

5.1.1 #%%8 FreeRADIUS 3&7Ef& . . . . . ..
5.1.2 &% Rsyslog #2& FreeRADIUS log .

EIID][CD]ISI][QII[DJ][CE[G)]I]S)]IE)]IE]

REBERBEEE BEREGGE & &E

D
(23

& & =2 E

v

Partner



==

B

Ik

A N-Reporter f£F#, £ Linux £ Rsyslog 77 V& E FreeRADIUS syslog -

I3 FARY CentOS / Debian / Ubuntu °

FreeRADIUS Logging: (https://wiki.freeradius.org/config/Logging)

FreeRADIUS Syslog HOWTO: (https://wiki.freeradius.org/guide/Syslog-HOWTO)

i AXHEHANARERTLNRESE - EEABMBRENESHERBSKBRE LN ZHE) -

&7 N-Partner

il


https://wiki.freeradius.org/config/Logging
https://wiki.freeradius.org/guide/Syslog-HOWTO

1 CentOS

1.1 CentOS 6

1.1.1 #7%8 FreeRADIUS & E1E

(1) E& FreeRADIUS BRA

|ﬁd
ILITY or FITHESS

|_.|1' FresRADIUS '-l.'||:-"|' T I'I e terms o

.thv_u matters, see the le named YRIGHT.

(2) #R#8 FreeRADIUS 2718

# vi /etc/raddb/radiusd.conf

[root@centosh ~]# /raddb/radiusd. conf

(3) RIS {nERERKECER

Log authentication requests to the log file.

allowed values: {no,

auth ves

(4) ERI FreeRADIUS RR#5FNEE2 FreeRADIUS BRFSAK &%

# service radiusd restart && service radiusd status

[root@centos6 ~]# service radiusd
Stopping radiusd:
starting radiusd:

radiusd (pid 6959) is running...

al Ll



1.1.2 FE# Rsyslog k&

(1) #8E rsyslog k&

# rsyslogd -version

rsys ion

5.8.10, compiled with:
FEATURE_REGEXP:
FEATURE_LARGEFILE:
( cerberos support:
DEEBUG (debug build, slow code):

32bit Atomic operations supported:
64bit Atomic operations sL rted:
Runtime Instrumentation (slow code):

See http://www.rsyslog.com for more information.

(2) A yum shell X

# yum shell

[|'f::-c-1-""1r._:Er_‘lt:::*;{f: ~]# yum shell
Loaded plugins: fastestmirror
Setting up Yum Shell

(3) % rsyslog 7 IR AFTZBR rsyslog 5 hRA

> install rsyslog7
> remove rsyslog

install rsyslog/
Setting up Insta
Loading mirror speeds from cached hostfile
# e: ftp. . Ctw
F nctu. edu. tw
edu. tw
su.edu. tw

setting up Remove Process

al Ll



(4) MITRE

> run
[y/N]:y

(5) B#BE yum shell 23

> quit

Leaving Shel
[rootllcentosb ~]#

(6) 1BE rsyslog lRA

# rsyslogd -version

entosb ~]# rsyslo
yslogd 7.4.10, compilec
FEATURE_REGEXP :
FEATURE_LARGEFILE:
PI Kerberos -
TURE_DEBUG (del

32bit Atomic ope

64bit Atomic opera
Runtime Instrumentation
uuid support:

‘'www . rsyslog.com for more information.

al Ll



1.1.3 &&7E Rsyslog #52% FreeRADIUS log

Eag—F o)

(1) #R¥8 rsyslog % EE

# vi /etc/rsyslog.conf

log. conf

provides support for file logging

i command )

(3) 3RTE#EEE FreeRADIUS log

# FreeRADIUS log

$InputFileName

$InputFileTag radius

$InputFileStateFile radius.log

$InputFileFacility local6é

$InputRunFileMonitor

# Send FreeRADIUS log to N-Reporter

if $programname == 'radius' then action (type="omfwd" Target=" " Port="514" Protocol=

radius. log

"omfwd"” Target="

B FEMIFEE A N-Reporter 24t IP address

Target=" "

AL FiEE A FreeRADIUS HASIEEER

$InputFileName

(4) ERI Rsyslog FRFEFNMEED Rsyslog lRFFIEE

# service rsyslog restart && service rsyslog status

Sh 10

Startine em logger:
rsvs load 11 C 1867) is running...

al Ll



1.2 CentOS 7

1.2.1 #7%8 FreeRADIUS & E1E

(1) E& FreeRADIUS BRA

| # usd

(2) 448 FreeRADIUS & E1%

# vi /etc/raddb/radiusd.conf

[root@centos? ~]# vi /etc/raddb/radiusd.conf

(3) RIS nEREFAKACHE

Log authentication requests to the log file.

allowed values: {no, ves}

(4) ERI FreeRADIUS AR#EF15E50 FreeRADIUS BRFEAK A

# systemctl restart radiusd && systemctl status radiusd

al Ll



1.2.2 F&7E Rsyslog #52% FreeRADIUS log

(1) &% Rsyslog hR#&

# rsyslogd -v

PLATFORM: x86_b4d-redhat-11nux-gnu
PLATFORM e

suppor t:
ebug build, slow
perations supporte

' tem default
Runtime

uuid supp

Number of Bits in RainerScript integers:

=/ www . T log.com for more information.

LR p

(2) #REE rsyslog R EE

# vi /etc/rsyslog.conf

[root@centos/ ~]# vi /etc/rsyslog.conf

$ModLoad imfile # provides support for file logging

wrce

0gging

(4) FREEEE FreeRADIUS log

# Send FreeRADIUS log to N-Reporter

input (type="imfile" File=" " Tag="radius" Facility="local6" Ruleset=
"nreporter"

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

A BXFEMIER A N-Reporter 4% IP address

n

Target="
X FHEBA FreeRADIUS HASBEER

File=" "

al Ll



(5) ZERX Rsyslog AR#Z &2 Rsyslog FRIFIEE

# systemctl restart rsyslog && systemctl status rsyslog

al Ll



1.3 CentOS 8

1.3.1 #7%8 FreeRADIUS & E1E

(1) &% FreeRADIUS FR&

[root@localhost ~]# radiusd

radiusd: FreeRADIUS Version 3.2.3, for host x86 64-redhat-linux-gnu, built on May 26 2023 at 15:03:54
FreeRADIUS Version ]

Copyright (C) 1999- The FreeRADIUS server project and contributors

There is NO warranty; not even for MERCHANTABILITY or FITNESS FOR A
PARTICULAR PURPOSE

You may redistribute copies of FreeRADIUS under the terms of the

GNU General Public License

For more information about these matters, see the file named COPYRIGHT
[root@localhost ~1# [}

(2) #WEE FreeRADIUS 2 7EE

# vi /etc/raddb/radiusd.conf

[root@localhost ~]1# vi /etc/raddb/radiusd.conf
[root@localhost ~]# I

(3) RIS {nEREFA KRR

Log all (accept and reject) authentication results to the log file.

This is the same as setting "auth accept = yes" and
"auth_reject = yes"

allowed values: {no, yes}

auth = yes

al Ll



(4) ZERY FreeRADIUS BR#5 #1752 FreeRADIUS BR#5HK A5

# systemctl restart radiusd && systemctl status radiusd

[root@localhost ~]# systemctl restart radiusd && systemctl status radiusd
€ serv ADIUS multi-protocol policy s
; enabled; vendor preset: disabled)
11lms ago

Pr 551 o xited, ¢ E /SUCCESS)
Main PID:

Status: rocessi

Tasks: 6 (limit: 4949

Memor 41.1IM (limit
CGroup: /system.slic

localhost.localdomain

localhost.localdomain radius watchdog int

localhost.localdomain > : ded virtual server <defaults>

localhost.localdomain radius Ignoring “sql” (see raddb/mods-available/README.rst)

localhost.localdomain radius Ignoring “ldap" (see raddb/mods-available/README.rst)

localhost.localdomain radi d virtual server default

localhost.localdomain radius # Skipping contents of 'if' as it is always 'false' -- /etc/raddb/sites-enabled/inner-tunnel:366

localhost.localdomain : ded server inner-tunnel

localhost.localdomain radius roc ts

:51:40 localhost.localdomain systemd[1]: Started FreeRADIUS multi-protocol policy server.

[root@localhost ~1# [

B al Ll
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1.3.2 X% Rsyslog 2% FreeRADIUS log

(1) &% Rsyslog hR#&

# rsyslogd -v

[root@localhost ~]# rsyslogd -v
rsyslogd 8.2408.0.master (aka 2024.08) compiled with:
PLATFORM: %86 _64-redhat-linux-gnu
PLATFORM (1lsb_release -d):
FEATURE_REGEXP:
GSSAPI Kerberos 5 support:
FEATURE DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported:
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Config file: /etc/rsyslog.conf
PID file: /var/run/syslogd.pid
Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.
[root@localhost ~1# [

(2) #REE rsyslog & E1E

# vi /etc/rsyslog.conf

[root@localhost ~]# vi /fetc/rsyslog.conf
[root@localhost ~1# |J

(3) 7NE imfile WA
module(load="imfile") # provides support for file logging

##H# MODULES ####

module(Lload="imuxsock" # provides support for local system logging (e.g. via logger command)
SysSock.Use="off") # Turn off message r ption wvia local log ;

# local messages are retrieved through imjournal now.
module(Load="imjournal” # provides access to the systemd journal
StateFile="imjournal.state") # File to store the position in the journal
#module(load="imklog") # reads kernel messa (the same are read from journald)
#module(load"immark") # provides --MARK-- message capability
module(load="1imTile"} # provides support for Tile logging

al Ll
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(4) 3RTEEEEE FreeRADIUS log

# Send FreeRADIUS log to N-Reporter

input (type="imfile" File=" " Tag="radius" Facility="local6" Ruleset=
"nreporter"

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

# Send FreeRADIUS log to N-Reporter
input(type="imfile" Fil /var/log/radius/radius.log" Tag="radius" Facility="local6" Ruleset="nreporter")
ruleset(name="nreporter”){act ( 3. Port="514" Protocol="udp")}

A BXFEMIEER A N-Reporter 4% IP address
Target="
KB FEH A FreeRADIUS BB EIER

File=" "

(5) EZERi Rsyslog BRFEFNHEER Rsyslog BRFFIEE

# systemctl restart rsyslog && systemctl status rsyslog

ed (/usr/lib/systemd t r g.ser H ; vendor preset: enabled)
Active: active (running) sin M 4 62 : CST; 11lms ago
Docs: man:rsyslogd(8)
https://www.rsyslog.com/doc/

Main PID:

Tasks

Memory:

CGroup:

g System Logging Service...
imjournal: filecreatemode is not set, using default 6644 [v8.24088.08.master try https://www.rsyslog.com/e/2186 ]
[origin softwa r d" swVersion= 0 .master" x-pid="533583" x-info="https://www.rsyslog.com"] start

[v8.2468.0.master try https://www.rsyslog.com/e/0 ]

B al Ll
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2 Debian

2.1 Debian 8

211 #R¥8 FreeRADIUS :2E1E

(1) &% FreeRADIUS kA&

# freeradius -v

e p
* MERCHANTABILITY or

f FreeRADIUS under

(2) #m¥8 FreeRADIUS R7E1E

# vi /etc/freeradius/radiusd.conf

etc/freeradius/radiusd. conf

(3) RIBE{nEREFAKCHE

auth = yes

Log authentication requests to the Tog file.

allowed values: {no, yes}

auth yes

al Ll

13



(4) ZERY FreeRADIUS BR#5 #1752 FreeRADIUS BR#5HK A5

# systemctl restart freeradius && systemctl status freeradius

status freeradius

rting FreeRADIUS daemon: freeradius.
: Radius

al Ll

14



2.1.2 % Rsyslog 2% FreeRADIUS log

(1) &% Rsyslog hR#&

# rsyslogd -v

rsys logd -v
compiled with:
ATURE_REGEXP :

GSSAPI Kerberos 5 support:
FEATURE_DEBUG (dek build, slow code):
32bit Atomic operations supported:

b4bit Atomic operations supported:
memory

Runtime Instrumentation (slow code):
uuid sup

Number of Bits in RainerScript integers:

ww. rsys log.com for more information.

-;-nnﬂ-*.'g.

(2) #RE8 rsyslog FREE

# vi /etc/rsyslog.conf

root@debian8:~# vi /etc/rsyslog.conf

(3) 7NE imfile E AR

$ModLoad imfile # provides support for file logging

$ModLoad imuxsock # provides support for locaz
$ModLoad imk1c # provic kernel logging

#$Modl oad 1mmaFk it_provides --MARK-- message capability
$ModLoad imfile # provides support for file logging

al Ll
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(4) 3RTEEEEE FreeRADIUS log

# FreeRADIUS log

$InputFileName

$InputFileTag radius

$InputFileStateFile radius.log

$InputFileFacility local6é

$InputRunFileMonitor

# Send FreeRADIUS log to N-Reporter

if $programname == 'radius' then action (type="omfwd" Target=" " Port="514" Protocol=

$Inpu
iTll;:ur:
fInputEl
fInputR

A BXFEMIEH A N-Reporter 4% IP address

n

Target="

AL FEH A FreeRADIUS HASEBEER

$InputFileName

(5) ERI Rsyslog AR#EFTERE Rsyslog ARFEIES

# systemctl restart rsyslog && systemctl status rsyslog

&& systemct] status rsyslog

Main PID:

CGroup:

debi1an8 systemd|1l]: Started System Logging Service.

al Ll

16



2.2 Debian9

2.21 #7¥8 FreeRADIUS :2E1E

(1) E& FreeRADIUS BRA

# freeradius -v

" host x80_bd-pc-linux-gnu, built on Aug

rver pro || ct and ntiributors
WTABILITY or FITNESS FOR A

S under the terms of the

» the file named Ci

(2) #%8 FreeRADIUS 331

# vi /etc/freeradius/3.0/radiusd.conf

(3) RIAE{nEREFEKICER

Log authentication requests to

lowed values: {no, yes}

J

(4) ERI FreeRADIUS FR#5 N2 FreeRADIUS BR#SAK &%

# systemctl restart freeradius && systemctl status freeradius

al Ll

17



2.2.2 ER%E Rsyslog 2% FreeRADIUS log

(1) &% Rsyslog hR#&

# rsyslogd -v

.24.0 ed with:
PLATFORM: x86_64-pc-1inux-gnu
PLATFORM (lsb_release d):
FEATURE_REG :

» J support:
FEATURE_DEBUG (debug build,

32bit Atomic operati

64bit Atomic ati

memory alloc .

Runtime Instrumentation (slow code):

uuid support:

Number of Bits i1n RainerScript integers: 64

vs log.com for more information.

Eag—F o)

(2) #RiE rsyslog % EE

# vi /etc/rsyslog.conf

root@debian9:~# vi /etc/rsyslog.conf

(3) INE; imfile #AELA

module (load="imfile") # provides support for file logging

rstem 1 O |:'1T;1-| I"IEJ

apability
ogging

al Ll

18



(4) 3RTEEEEE FreeRADIUS log

# Send FreeRADIUS log to N-Reporter

input (type="imfile" File=" " Tag="radius" Facility="local6" Ruleset=
"nreporter"

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

B FEIEH A N-Reporter 4% IP address

n

Target="

X FHEHA FreeRADIUS HiFEBEEE

vl

File=" "

(5) EZERI Rsyslog BR#FM#E2 Rsyslog RIFIER

# systemctl restart rsyslog && systemctl status rsyslog

al Ll

19



3 Ubuntu

3.1 Ubuntu 16

3.1.1 #7¥8 FreeRADIUS 2 E#E

(1) E& FreeRADIUS BRA

# freeradius -v

LITY
s of FreeRADIUS under the terms

"ﬁvaliﬁu.dumI.:hrﬂ-|u:lm“” see the file named COPYRIGHT.

(2) #m¥8 FreeRADIUS &7E1E

# vi /etc/freeradius/radiusd.conf

root@ubuntul6:~# vi fetc/freeradius/radiusd. conf

(3) RIS EEFAKHE

Log authentication requests

11 lowed values: h1”‘

(4) ERI FreeRADIUS fR#5H1#52 FreeRADIUS ARFSHRAR

# systemctl restart freeradius && systemctl status freeradius

status freerac

et
“]

‘eeRADIUS daemon freeradius

ubuntulf .. .
5 ubuntulb sy [1]: sStarted LSB: ius Daemon.

al Ll

20



3.1.2 E&7E Rsyslog #&% FreeRADIUS log

(1) &% Rsyslog hR#&

# rsyslogd -v

|1r:r:t'-luh|1r|1'|11+ # rsy 1'|| —
slogd 8.16.0, compiled with:

PLATFORM:
PLATFORM (lIsb_release -d):
FEATURE_REG Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): No
312bit Atomic « -ations supporte Yes
b4bit Atomic operations supporte d: Yes
memory allocator: ,',' stem default
Runtime Instrumentation (slow code):
uuid support:
Number of Bits in RainerScript i

64-pc-Tinux-gnu

www. rsys log.com for more informati

(2) #REE rsyslog RREE

# vi /etc/rsyslog.conf

root@ubuntul6:~ [ C s log. conf

(3) NE imfile B AEAE

module (load="imfile") # provides support for file logging

module(load= k") # provides " loc: tem logging
:']L.l-lv.:l load= ) # prov - |~.c'r“t|_-| '
d=""1mmark"™) proyvides —-MARK--
) #

(4) ¥ rsyslog AY 110-freeradius.conf FREE

# vi /etc/rsyslog.d/110-freeradius.conf

root@ubuntulb:~# vi /etc/rsyslog.d/110-freeradius.conf

al Ll
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(5) 3RTE#EEE FreeRADIUS log

# FreeRADIUS log

$InputFileName

$InputFileTag radius

$InputFileStateFile radius.log

$InputFileFacility local6é

$InputRunFileMonitor

# Send FreeRADIUS log to N-Reporter

if $programname == 'freeradius' then action (type="omfwd" Target=" " Port="514" Protocol=

Freeradius /radius. log

B FEIEH A N-Reporter 4% IP address

n

Target="

e FHEHA FreeRADIUS HifBBEER

$InputFileName

(6) ZERI Rsyslog BR#FM#E2 Rsyslog RIFIER

# systemctl restart rsyslog && systemctl status rsyslog

ystemct

gd -n

ubuntulb
ubuntulf sy I : Started

al Ll

22



3.2 Ubuntu 18

3.2.1 #7¥8 FreeRADIUS 2 E1E

(1) E& FreeRADIUS BRA

# freeradius -v

14 nux gnu , built onm ApT 17

roject and contr Thutors
¥ or FITMESS FOR A

s of FreeRADIUS wunder the terms of the

] .i||I'.:-|"|'.|II.'-'-:'n t these matters, see the file named COPYRIGHT

(2) #W¥8 FreeRADIUS 2 E1ETN#T1E auth log 2 E

# vi /etc/freeradius/3.0/radiusd.conf

root@ubuntul8:~# vi /etc/freeradius/3.0/radiusd.conf

(3) RIAE{nEREAKECER

Log authentication requests to the Tlog

= | ] ] ( :"I.'."-."tl v

(4) ERI FreeRADIUS BR75 AR FreeRADIUS AR#5AKAE

# systemctl restart freeradius && systemctl status freeradius
T BT T T T T T R T

al Ll
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3.2.2 F&7E Rsyslog #E% FreeRADIUS log

(1) &% Rsyslog hR#&

# rsyslogd -v

root@ubuntul8:~# rsyslogd -v
rsyslogd 8.32.0, compiled with:
PLATFORM: x86_64-pc-Tinux-gnu
PLATFORM (Isb_release -d):
FEATURE_REGEXP: Yes
GSSAPI Kerberos 5 support: Yes
FEATURE_DEBUG (debug build, slow code): Mo
32bit Atomic operations supported: Yes
b4b1t Atomic operations supported: Yes
memory allocator: system default
Runtime Instrumentation (slow code): No
uuid support: Yes
systemd support: Yes
Number of Bits in RainerScript integers: 64

See http://www.rsyslog.com for more information.

(2) #REE rsyslog REE

# vi /etc/rsyslog.conf

root@ubuntul8:~# vi /etc/rsyslog.conf

(3) MN&Ek imfile BAE4

# provides support for file logging
module (load="imfile")

FHREGEHERRBRRRRHAR

awiwtn MODULES ####

BHAEEREBHBBEEREYE

module(load= ) # provides support for local system logging
#modu le( load="1mmark"”) # provides --MARK-- message capability

# provides UDP syslog reception
#module(load="1mudp™)
#input(type="1mudp” port="514")

# provides TCP syslog reception
#module(load="1imtcp"™) _
#input(type="1imtcp"” port="514")

provides kernel logging support and enable non-kernel klog messages
module (load= permitnonkernelfacility= )

# provides support for file logging
module(load= )

al Ll




(4) FR1E rsyslog B9 110-freeradius.conf :&E1E

# vi /etc/rsyslog.d/110-freeradius.conf

root@ubunti

(5) FREHEEE FreeRADIUS log

# Send FreeRADIUS log to N-Reporter

Input(type="imfile" File=" " Tag="radius" Facility="local6"
Ruleset="nreporter")

ruleset (name="nreporter"){action(type="omfwd" Target=" " Port="514" Protocol="udp")?}

B FEIEH A N-Reporter 4% IP address

n

Target="
AN FE#HA FreeRADIUS HiblEEEZE

$InputFileName

(6) ZERI Rsyslog BR#M#E2 Rsyslog RIFIER

# systemctl restart rsyslog && systemctl status rsyslog

al Ll
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4 N-Reporter

(1) #ri€ FreeRADIUS &%
REBEE] > [RERGAARE] -> B2 (71D

2= O EFa S Eel-EiEE) E n a

.. @) Global (10/10) I

= e

1 =H&E (0/3)

= =EZE

REEEESE

HEMREE

mEAERE

HEESSE
RERTEE=EDY

e

& s5em

B r==m

&Y N-Partner
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(2) EERBEEE

42 [Application/DB/OS/Server]-> 2% [5EE )

aha WP x

=iEEE

Switch / Router

d
]
=]

Application /DB /

..'|'| o

S | Server

Firewall / IPS / Load Balancer / NAC / UTM /
WAF / Wireless

sE e S oER

i
i
el
+

1

i
1
i

N-Cloud / N-Reporter / N-Probe

MNCloud £ NReporter S8R 25 FUTTIRT Syslog = N

Auto / More / User Defined Format

A Eel SR

1]

FxRE#EA SiEE Bl

27
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(3) REELXRTE
B A SR 1B 2 FEF11P->Syslog ERIAE 02 [Linux Radius]-> ZhE [T —5]

b WM - RAEEARE x

HREEARE A~

MfEEW

‘ FreeRADIUS_192.168.8.55 ‘

P -

‘ 192.168.8.55 ‘

Pl -

‘ Global hd

Syslog BRSO

‘ Linux Radius A

SERREAL O

SNMP Model ©

‘ FEH ¥

Web B O
[ ] smsmesmmes

&Y N-Partner
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(4) Syslog MHEAZEE

Facility #£1Z [ (22) local use 6 (local6) ]-> #4% [ F—*¥] (& 2% [Raw Data R

i WTMRELES - Syslog IMELE x

Syslog R E

~

Facility ©

‘ (22) local use 6 (local)

HES

‘ UTF-8

Syslog FR{EEREEXE LR O

Raw Data REESE
I Raw Data £

[ ] #s@nomasnm=ng Syslog ERE

# 5 Raw Data =

% | T EniH

29
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5 MEREHERR

5.1 Rsyslog ;A% FreeRADIUS log

5.1.1 #7¥8 FreeRADIUS 2 E1E

AR ARE 2 Z R = AIFreeRADIUS Syslog HOWTO 3##5

(1) &% FreeRADIUS &

[root@localhost ~]# radiusd -v

radiusd: FreeRADIUS Version 3.2.3, for host x86_64-redhat-linux-gnu, built on May 26 2023 at 15:03:54
FreeRADIUS Version 3.2.3

Copyright (C) 1999- The FreeRADIUS server project and contributors

There is NO warranty; not even for MERCHANTABILITY or FITNESS FOR A
PARTICULAR PURPOSE

You may redistribute copies of FreeRADIUS under the terms of the

GNU General Public License

For more information about these matters, see the file named COPYRIGHT
[root@localhost ~1# [

(2) #W¥8 FreeRADIUS & E1E

# vi /etc/raddb/radiusd.conf

[root@localhost ~]# vi fetc/raddb/radiusd.conf
[root@localhost ~]# I

(3) &XA destination = files K #1g destination = syslog

# destination =files
destination = syslog

E=3

Destination fTor log messages. This can be one of:

files - log to "file", as defined below.

syslog - to syslog (see also the "syslog facility"”, below.
stdout - standard output

stderr - standard error.

The command-line option "-X" over-rides this option, and forces
logging to go to stdout.

o e e e h H e

E=3

#destination = files
destination = syslog

al Ll

31



(4) #IfZ syslog_facility = daemon K ¥ syslog_facility = local6é

# syslog_facility
syslog_facility =

#

Which syslog facility to use, if ${destination} == "syslog"

#
#
# The exact values permitted here are 05- endent. You probably
# don't want to change this.

#

#syslog facility = daemon
syslog_facility = localé

(5) RIRABHEEERE K

Log all (accept and reject) authentication results to the log file.

¥

=

# This is the same as setting "auth_accept = yes" and
# "auth_reject = yes"
#
¥
#

allowed values: {no, yes}

auth = yes

(6) ERY FreeRADIUS fR#5HH#58 FreeRADIUS ARFSARAR

1 restart radiusd && systemctl status radiusd

[root@localhost ~]# systemctl restart radiusd && systemctl status radiusd
i i - FreeRADIUS multi-protocol poli
/lib/systemd/system/radiusd r nabled; vendor preset: disabled)
: active (running) since Mon 2 0-2 139: 5T; 10ms
iusd(8)

Process: 3 > rtPr xited, status=0/SUCCESS)
Main PID d
Status: "Processing r
Tasks: 6 (limit: 49495)
Memory: 41.1M (1
CGroup: /system.sl
L3981 /usr/sbin/r

=] localhost.localdomain radiusd[3981]: | r not attach

B localhost.localdomain radiusd[3981]: systemd watchdog interval is 3@

H localhost.localdomain radiusd 3J81]: Loaded virtual server <default>

H localhost.localdomain radi 381] : Ignoring "sql" (see raddb/mods-available/README.rst)

H 2 139: localhost.localdomain radiusd : Ignoring "ldap" (see raddb/mods-available/README.rst)

=] localhost.localdomain radi 81]: Loaded virtual server

= localhost.localdomain radi 811: # Skipping contents of 'if' as it is always 'false’ /etc/raddb/sites-enabled/inner-tunnel:366
H localhost.localdomain radiusd[3981]: Loaded virtual server inner-tunnel

= localhost.localdomain radiusd[3981]: Ready

H 39: localhost.localdomain systemd[1]: Started FreeRADIUS multi-protocol policy server.
root@localhost ~]# I

B al Ll
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5.1.2 F&7E Rsyslog #&% FreeRADIUS log

(1) &% Rsyslog hR#&

# rsyslogd -v

[root@localhost ~]# rsyslogd -v
rsyslogd 8.2410.0.master (aka 2024.10) compiled with:
%86 64-redhat-linux-gnu

PLATFORM:

PLATFORM (1sb_release -d):
FEATURE_REGEXP:

GSSAPI Kerberos 5 support:

FEATURE_DEBUG (debug build, slow code):

32bit Atomic operations supported:
64bit Atomic operations supported:
memory allocator:

Buntime Instrumentation (slow code):
uuid support:

systemd support:

Config file:

PID file:

Yes

Yes

No

Yes

Yes

system default

No

Yes

Yes
Jetc/rsyslog.conf
Jvar/run/syslogd.pid

Number of Bits in RainerScript integers: 64

See https://www.rsyslog.com for more information.

[root@localhost ~]# I

N

(2) #WEE rsyslog F&ELE

# vi /etc/rsyslog.conf

[root@localhost ~]# vi fetc/rsyslog.conf

[root@localhost ~1#

(3) EXTE¥EEE FreeRADIUS log
# Send FreeRADIUS log to N-Reporter

input (type="imfile" File=" " Tag="radius" Facility="local6" Ruleset=

"nreporter"
ruleset (name="nreporter"){action(type="omfwd" Target="

# Send FreeRADIUS log to N-Reporter
imfile" F / ~/log/radius/radius.lo

nreporter”){action(type="omfwd" Targe

LB FENFERA FreeRADIUS HFFEEEESE -
(B FEIAEEH A N-Reporter 4% IP address -

33

" Port="514" Protocol="udp")}
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(4) EZERI Rsyslog IRFE D Rsyslog RIZIERE

# sys tl restart rsyslog && systemctl status rsyslog

- Syst
d (/usr/lib/systemd/sys ; enab
active (running) sinc 41: ; 9ms
man:rsyslo
https://www.rsyslog.com/doc/
Main PID:

Tasks

Memory:

CGroup:
L.

localhost.localdomain systemd[1]:
5 localhost.localdomain systemd[1]:
.localdomain r [4086] : eatemode is not set, using default 0644 [v8.2418.0.master try http:

.localdomain r 4 H rsyslog swVersion= e "https:
.localdomain r gd[4086]: imjournal: journal files changed, reloading... [v8.2418.8.master try https://www.rsyslog.com/e/8 ]

B al Ll
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