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1.

1.1 Server
P CcPU E2334 (8M
P RAM 48GB .
P 500G
P VMware ESXi 6.0
1.2 N-Probe
1.3 Windows
1.4 N-Cloud/NReporter

A 3.40GH3

32GRAM
VMware/ Proxmox VE
N-Probe/ExternaReceiver

Flow

Syslog
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2. N-Probe/ExternalReceiveWMwareimage
N-Probe A 500G 128G A 628G

VMware N-Probe/External Receivémage

https://www.npartner.com/download/vm/NProbe7_500G.zip

HyperV N-Probe/External Receivémage

https:/Amww.npartner.com/download/vm/Hype#V/N-Probe7_500G.hpv.zip

1: VMware OVF A N-Probe VM A Force BIOS (
F2) BIOSA Hard Drive(0:0)

2: (VMware OVA ) OVA (MD5 ). zZip (
7-Zip)

4 & N-Partner


http://www.npartner.com/download/vm/N-Probe7_500G.zip

3.

3.1vSphere Web Client
3.1.1 vSwitch Promiscuous Mode

(1) VMware ESXi

[ ]-> URL https://<VMware |P> -> > ]

ZA - VMware ESXi

N @ @ =

vmware ESXi

> A&7 N-Partner



)
[ 1> ] -> N-Probe ethl D ->
[ ]
localhost localdomain - Viviv. X S - O
&« a @ @ & https://192.168.2.50/ui/#/host/networking/portgroups - @ In O @ =
vmware ESXi” root@192.168.250 v | -~ | (R -
T HER 1 || & localhostlocaldomain - #5%
M WEEEH | ERETIRE  EENC  VMkemelNIC  TCPIPIEE  FOGESA
gt
BT D sl | S iReEnE || O Emasg | O EhE (Q js
B &#EE I €3 VM Network I 13 0 R IE T (== vSwitch0 17
$ HR - € ManagementNet.. | 1 0 BEEEIE T (=8 vSwitch0 TR
2mA P
VM Network
R 3
RS 17
EERETTRER: BB vSwitchi
WLAN HEE IR 0
{FREch E e 13
RSRFIT IR
hitps://192.168.2.50/ui/
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(3) VGT
Mirror Port ~ vSwitch VLAN [4095]
7 EBREEEEA - VM Network
EiE
VLAN ZRIE 4095
EETESE vSwitch0 v
- T
EeET ®@z= OEE O # ySwitch £
MAC firit = Oz OFE ® i yswitch £F
BEnEs Ozz OFE @ i vswitch £
» NIC 26 Z—TLIEE
» REE S—TLIEE

Mirror VLAN IDA IDU  Mirror
4095 ( All) VLAN ID

#F || EE |

VLAN IDA

& N-Partner



& N-Partner

24 W

So7 ~F
R - Sl
(4)
[ ]1-> | -
. |
& EEEBERFEE - VM Network
=iE
VLAN S RIE 4005
EETESE vSwitch0 -
v IEEE
saER @z= |0 m|E O # vSwitch £F
MAC it 8 E Oz OEE @ i ySwitch £3F
tisnEE Oz OEE @ % ySwitch £
b NIC Zd E—TLEE
P REEE H—TLIEE
g7 || mm



3.1.2Import N-Probe VM

1) VMware ESXi

[ ]->URL https://<VMware IP> -> > [

ZA - VMware ESXi

- O W I O @ =

vmware" ESXi

’ A&7 N-Partner



2
[/ ]
localhost localdomain - Vil X g — O
€« G o @ £ https.//192.168.2.50/ui/#/host - O In @ @ =
vmware ESXi root@192 168250 ~ | W v |
TeER || [ tocatnostiocaidomain
"~
() Eu{8 vCenter Server || B R TS ' EoRREs [ EurisE | C =Rl | O Ebfe
localhost.localdomain - CFRU TE: 131 GHz
fEE: 6.5.0 (Build 4887370) BUAESEHRES !’w : _ 6%
HAAE: IEH (BB ENE vCenter Server) E&S: 901 Mz TR 140
E{FEFRA: 70 REE—IR iR TH: 21,74 GB
- 9%
S 24,15 GB 5 255.80 GEB
BrE TEH: 19.41 T
11%
SEE 241 TB HS 2182 TB
-
BEETE Supermicro
B Super Server
v |l cPu 4 CPUs x Intel(R) Xeon(R) CPU E5-1620 v4 @ 3.50GHz
Wl iR 25589 GB
v [y E5E Flash 0BEiER, 0B TR v

s liiz
https://192.168.2.50/ui/
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[ OVF OVA

1>

D e B

A 1R A

2 %Wy OVF 1 VMDK fi3
3 EmGAT R

4 BHERE

5 BPRIEW

6 Hii %5

7 R 5ERR

BEHUEIIEA

o EE AN L R R EE 7

AR

\EZERRE AR

TR A G

HEEETRTIE [EESERRE OVF B VDK 855 iR EEn 2
=38

-8 || ' || == || ms |
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S T e
(4) OVF  VMDK
N-Probe/External Receiver -> [N-Probe/External Receiver OVA] -> [

[—

) SIS RS2 - N-Probe

" 1 EEEE R

2 W OVF 1 VMDK &=

3 ENEEFE
4 [HiEaH

5 AIEER
6 Bftis=iE
7 AliEsEnk

i2EY OVF 1 VMDK £
SIS EEESSEN OVF #1 VMDK #8228 OVA

B EEEEREE.
| N-Probe ||
EEUSEEESEETES 80 5. EEEE ESK FTESBTLESEE—.

X @ N-Probe7_500G_7.0.005.0va

8 || & || == B
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g

1.&
o

()
[ 1>

.;4 3
-

1 e BRS IS - N-Probe
v 1 ERGER ENETE
' 25&R OVF # VMDK 3% BT T P AT T I R T RS -
vEEI D
4 iggi TR RE T A BT R - 35 SR A0 PR S B A R TR -
58
P— &% v BE .~ A v BN . BEmE v BE 0 v
7 BT RR I ESXi_2.50 datastore 2182 TB 1941 7B VMFS5 B B
196E
-8 || ' || == K
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[ 1-> [
(Thick)

(Thick)] -> [ 1

1 e BRS AR - N-Probe

v 1 ERRIE s
2 3&Hr OVF # VMDK f&3 EEETEREIEIE
v 3 EREEE
g 4 HEEE

5 EMSEER Wi S WM Network | VM Network v

B O @
-5 || F7E | == || =n |
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L2l

- -y A S e ¥
e i'!" 4 S ok T
(7
A 1
T 518 ASIBIREE - N-Probe
v 1 SR BlA&5SRk
V' 2 AR OVF Hl VMDK {22 B TR
v 3 ERREEE
v 4 BEEE -
VEEEEE | T e
EEEEEE N-Probe
BE M-Probe7_500G_7.0.005-disk1.vmdk, N-Probe7_500G_7.0.005-disk2. vmdi
ERENE esxi1 46_datastore1
mEER ==
FEEHE Server Network: 10 Network
EEIEEEREE ESall

Fay
.a-’ ' E HEESUSEREETESEEES.
-

(em [ = L= ] == )
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(8)

A [N-Probe/External Receiver

vmware ESXi

1>

root@192.168.1.46 v | EREA ~ |

» 51 emily_Win2016_8.100
EE iR .
BREE
~ 6 @
E vmKko
=8 vSwitch0

=E vmnicO

HEER..

m ERER

N-Probe
SRR
1EEtE
Viware Tools
CPU

nEr gz | SeE | O=EE

Debian GNU/Linux & (64 (37T)

ESXi 5.5 REHEE (EEWREE 10 i)
Z

]

CcPU

0 MHz
o
221 MB

BEE
660.11 GB

[~ —mEA
v 63 =p
» BE VMware Tools
r BEFE
= K

BRI E
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(9) N-Probe/External Receiver

CLI U npartner / npartner

N-Probe

localhost login: System is loaded to memory. ..
[System is ready...

System IP is:
inet addr:192.168.2.2 Bcast:192.168.3.255 Mask:255.255.254.0

localhost login: npartner

tassyord :
Linux localhost 5.5.9 #4 3MP Thu Aug 19 12:19:38 C3T 2021 x86_64

elcome to CLIY

—-Probe#t

(20) N-Probe/External Receiver

N-Probe# show configure

—Probe#t show configure
ittt Current configuration f#fttiaiy

hostname N-Probe

interface eth0 192.168.2.2 255.255.251.0 gu 192.168.3.254
ip dn=s1 8.8.8.8

ntp server on tock.stdtime.gov.tw

e End S

o r<alLliiel



(12) N-Probe/External Receiver IP address

N-Probe# configure terminal

IP . interface ethO <N-Probe_IP> <subnet _mask> gw <gateway_[P>

N-Probe(config)# interface ethO
N-Probe(config)# exit
N-Probe# show configure
—Probe#t configqure terminal
—Probe(configl# int ethd 192.168.10.89 255.255.255.0 gw 192.168.10.5
—Probe(configl# exit
—Probe# show configure
gttt Current configuration ittt

flow—cache timeout active 30
flow—=sampling 1
hostname N-Probe

interface ethd 192.168.10.89 255.255.255.0 gw 192.168.10.5
ip dn=l 5.8.8.8

ntp =erver on tock.stdtime.gou.tw

ikt End  fidtiii

—Probe#t

N-Probe/External Receiver IP address

18 ot
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3.2vSphere Client

3.2.1 vSwitchPromiscuousMode

(1) VMware ESXi
[VMware vSphere Client] -> VMware IP address, User name, Password -> [Login]
@ Wilware vSphere Client pe

vmware

VMware vSphere®

Client

Iﬂ All vSphere features introduced in wSphere 5.5 and beyond are
available only through the vSphere Weh Client, The traditional
wSphere Client will continue to operate, supporting the same
feature set as vSphere 5.0,

To directly manage a single host, enter the IF address or host name.
To manage multiple hosts, enter the IP address or name of a
vwCenter Server.,

IP address [ Name: |192. 163.2.45 ﬂ
User name: Iruot
Password; I********

™ Use Windows session credentials

Login iI Close

19 ~ M&/N-Partner



)

[VMware ESXi host] -> [Configuration]

D vSwitch

-> [Networking] ->

N-Probe ethl

vSwitch: [Properties]

(&) 192.168.2.45 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

E ﬁ ‘é} Home [ gF] Inventory b [F Inventory

g &

@ |192.168.2.45

Hardware

Health Status
Processors
Memory

Storage

Storage Adapters
Metwork Adapters
Advanced Settings

Power Management

Software

Licensed Features

Time Configuration

DMS and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile

Host Cache Configuration
System Resource Reservation
Agent VM Settings

Advanced Settings

localhost localdomain VMware ESXi, 6.0.0, 3029758

Getting Started | Summary ' Virtual Machines ' Resource Allocation ' Performance

View: FSp here Standard Switch

Networking

Standard Switch: wSwitch0

Wirbual Machine Port Group
51 VM Network

57 virtual machine(s)

WMkernzl Port
1 Management Network

vmk( : 192.168.2.45
2001::c0a8:22d

Configuration WEEEE F-R S -y T

Refresh  Add Metworking... Properties...

~
Remowve... | Properties...

Physical Adzprars
@ ¢ |[—e BB vmnico 1000 Full | E3

e

71 Tasks |

[ront

20
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T

©)
[VM Network] ->  [Edit]
(&) vSwitchO Properties O x
Ports |Network Adapters I
Configuration | Summary | -~ Port Group Proper ies -
vSwitch 130 Parts Metwork Label: WM Network
VM Network Virtual Machine ... VLAN ID: Mone (1)
Management Net... vMaotion and IP ...
—Effective Polides
Security
Promiscuous Mode: Accept
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: -
Burst Size: =
Failover and Load Balancing
Load Balandng: Port ID
Metwork Failure Detection: Link status only
Motify Switches: Yes
Failback: Yes
Active Adapters: ymnico
. Standby Adapters: Mone
Add... Edit... I Remove Unused Adapters: Mane »

Closze |

21 ~ #&/N-Partner



(4) VGT
Mirror Port ~ vSwitch VLAN ID [4095]
[General] -> [VLAN ID (Optional):] [All (4095)]
| (&) VM Network Properties
General [security | Traffic Shaping | NIC Teaming
Port Group Properties
i
| Metwork Label: I'u'M Metwork
| VLAN ID (Optional): Il (4035) 1
A
K
Ok Cancel
Mirror VLAN IDA IDU Mirror
4095 (Al VLAN ID
22

VLAN IDA

& N-Partner



(5)
[Security] -> [Promiscuous Mode:] [Accept] ->  [OK]
(&) VM Metwork Properties
General| Security | Traffic Shaping I MIC Teaming I
— Policy Exceptions
Promiscuous Mode:
MALC Address Changes: r I,a..:.:ept
Forged Transmits: r I,a,.;.;ept ;I
corce

23
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3.2.2 Import N-ProbeVM

1) VMware ESXi
[VMware vSphere Client] -> VMware IP address, User name, Password -> [Login]
(&) VMware vSphere Client »

vmware

VMware vSphere®

Client

@ All wSphere features introduced in wSphere 5.5 and beyond are
available only through the vSphere Weh Client, The traditional
vSphere Client will continue to operate, supporting the same
feature set as vSphere 5.0,

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server,

IF address [ Name:

|192.168.2.45 vI

Iruut

User name:

Password: I********

[™ Use Windows session credentials

Close

24 | A7 N- Partner



2 N-Probe/External Receiver

[File] -> [Deploy OVF Template...]

(%) 192.168.2.45 - vSphere Client

File |Edit View Inventory Administration Plug-ins Help

New »

tory b [ Inventory

| Deploy OVF Template...

Export »

Report »

ocalhost.Jocaldomain VMware ESXi, 6.0.0, 3029758

Print Maps [l {eo RS el e Summary - Virtual Machines | Resource Allocation
Exit

Performance

What is a Host?

A host is a computer that uses virtualization software, such
as ESX or ESXi. to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity.

You can add a virtual machine to a host by creating a new
one or by deploying a virtual appliance.

The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system installed on it, such as Windows or Linux.

A Tosks |

Configuration | Users ' Events ' Permissions

! tab
close tab [X] o~

Virtual Machines A
L

Host

> 4
vSphere Client Ve

root

25
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©) OVA

[Browse] [N-Probe/External Receiver OVA] ->  [Next]
(@) Deploy OVF Template — O >
Source
Select the source location,
Source
OVF Template Details
Mame and Location
Resource Pool
Disk Farmat
Ready to Complete Deploy from a file or URL
D:\M-Probe?_500G_7.0.005.0va
Enter a URL to download and install the OVF padkage from the Internet, ar
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CO/OVD drive.
< Back Mext = Cancel
Y|

26
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(4) OVF

[N-Probe/External Receiver] ->  [Next]
(%) Deploy OVF Template — O x
OVF Template Details
Verify OVF template details.

Source
OVF Template Details
Mame and Location Product: N-Probe7
Resource Pool S
Disk Format o
Metwork Mapping o
Ready to Complete

Download size: 3.6GB

Size on disk: 4.0 GB (thin provisioned)

628.0 GB (thick provisioned)
Description:
Mext = Cancel
A

27
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()

\%

N-Probe/External Receiver - [Next]

(%) Deploy OVF Template — O x

Mame and Location
Specify a name and location for the deployed template

Source Mame:

OVF Template Details ||N—Wube—|
Mame and Location

The name can contain up to 80 characters and it must be unique within the inventory folder.

Storage

Disk Format
Metwark Mapping
Ready to Complete

< Back

i

Cancel |

A

28 A&/ N-Partner



ol

[datastore] ->

@ Deploy OVF Template — O x
Storage
Where do you want to store the virtual machine files?
Source Select a destination storage for the virtual machine files:
OVF Template Details — e > = e : = ==
Name and Location ame | rive Type | apacity | rovision | ree | Type | in Pro
Storage a datastarel () Mon-550 545TE 8.28 TB 166.03 GB WMFS5 Suppaorte
Disk Format a datastore? MNon-558D 546 TB 5.28 TB 597.84 GB VMFS5 Supporte
Metwark Mapping
Ready to Complete
£ >
" Disable 5 orage DRS fo 5 wirtual machine
Select a datastore
MName Drive Type Capacity | Provisioned | Free | Type | Thin Provi
£ >
Compatibility:
< Back || Mext = || Cancel

.

29 ~ M&/N-Partner



T

()
[Thick Provision Lazy Zeroed( )]/ [Thick Provision Eager Zeroed( )->
[Next]
: Thick Provision Lazy Zeroed( ) Thick Provision Eager Zeroed( )

@ Deploy OVF Template

Disk Format
In which format do you want to store the virtual disks?

OVF Template Details

Storage
Disk Format

Metwark Mapping

Source Datastore: Idamstorez

Mame and Location Available space (GB): I 597.8

Ready to Complete ¥ Thick Provision Lazy Zeroed

™ Thick Provision Eager Zeroed

™ Thin Provision

< Back || Mext = || Cancel

A

30
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[Network Mapping] ->

[Next]

@ Deploy OVF Template

Metwork Mapping

What networks should the deployed template use?

Source

OVF Template Details
Mame and Location
Storage

Disk Format
Metwork Mapping
Ready to Complete

Map the netwarks used in this OVF template to networks in your inventory

Source Metworks | Destination Metworks |
VM Network VM Network |
Description:

The VM Network network

.

31
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9)
A

[Power on after deployment(

)]->  [Finish]

(&) Deploy OVF Template

Ready to Complete

Are these the options you want to use?

Source

OVF Template Details
Mame and Location
Resource Pool

Disk Format

Metwork Mapping
Ready to Complete

When you dick Finish, the deployment task will be started.

Deployment settings:
OVFfile: D:\M-Probe?_500G_7.0.005.0va
Download size: 3.6 GB
Size ondisk: 623.0 GB
Mame: M-Probe
HostfCluster: TAC-ES¥i46.npartnertech.|ocl
Datastore: esxil.46_datastorel

Disk provisioning:
Metwork Mapping:

¥ Power on after deployment

Thick Provision Lazy Zenoed
"Server Network" to "Server Network"

< Back | Finish Cancel |

A

32
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[N-Probe/External Receiver

[Launch Virtual Machine Console(

(&) 192.168.2.45 - vSphere Client

- O X
File Edit View Inventory Administration Plug-ins Help
|E} Home b gf Inventory b [# Inventory
mir» oo &G Blalp @ @
B : : b * BEEE | aunch Virtual Machine Console
(S B hieh  Summary - ResourceAllocation ' Performance ' Events ' Console ' Permissions
close tab A
What is a Virtual Machine?
A virtual machine is a software computer that, like a Virtual Machines
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.
Because every virtual machine is an isolated computing 3
environment, you can use virtual machines as desktop or =
workstation environments, as testing environments, or to N Host
consolidate server applications.
Virtual machines run on hosts. The same host can run N
many virtual machines. W
~
Basic Tasks vSphere Client
@ Power Off the virtual machine
i Suspend the virtual machine
< % Edit virtual machine settings
v
< >
@ Tasks | [mot

33
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(12) N-Probe/External Receiver

CLI U npartner / npartner

| File View VM

BNy 8B @R B2

localhost login: System is loaded to memory...
System is ready...

System IP is:
inet addr:192.168.2.2 Bcast:192.168.2.255 Mask:Z255.255.255.0

localhost login: npartner

Passuword :

Last login: Sun Awg 6 18:25:48 CST 2017 from ::1 on pts-?

Linux localhost 3.16.35 #1 SMP Tue May 31 14:14:35 CS5T Z016 x86_64

Welcome to CLI?

N-Probeb . 04

W r<alLliiel



(22) N-Probe/External Receiver

N-Probe# show configure

Probe(configl)#t show configure
it Current configuration #uggsang
flow-cache timeout active 30
flow—sampling 1
hostname H-Probe

interface ethd 192.168.2.2 £55.255.254.0 gw 192.168.3.254
ip dn=l 8.8.8.8

ntp server on tock.stdtime.gov.tw

g End #iiiiiag

—Probe (config)#

(13) N-Probe/External Receiver IP address

N-Probe# configure terminal

IP . interface ethO <N-Probe_|P> <subnet_mask> gw <gateway [P>

N-Probe(config)# interface ethO
N-Probe(config)# exit
N-Probe# show configure

N-Probe#t configure terminal

N-Probe(config)# interface ethd 192.168.10.89 255.2 £95.0 guw 192.168.10.5
Update register informationm to N-Clou leporter successful
N-Probe(config)#t exit

N-Probe#t show configure

it Current configura

flow—cache timeout active 30

flow—sampling 1

hosztname N-Probe

interface ethd

ip dn=sl1l 8.8.8.8

nip server on tock.stdtime.gou.tw

it End ####iE4

N-Frobe#

N-Probe/External Receiver IP address

35 o
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At A

3.3VMware Workstation
3.3.1vSwitch Promiscuous Mode

Q) N-Probe.vmx

[N-Probe.vmx] A ->

[Notepad(

File Home Share View 0
— v 1 > ThisPC > Data(D:) > VM > N-Probe v O | Search N-Probe r
» Quick access
@ OneDrive D
= This PC
564d2a37-2913- N-Probe.vmx.Ick N-Probe-disk1.v 564d2a37-2913- N-Probe.vmsd
W Network 2fae-293f-590b1 mdklck 2fae-293f-590b1
7c0d17e.vmem.ic 7c0d17e.vmem
3
N-Probe.vmx N-Probe.vmxf N-Probe-disk1.v nvram vmware.log
Open with VMware Workstation etk
7-Zip >
CRC SHA >
(& Edit with Notepad++
4 BEEDESFHAFEES)
|& Share
Open with > | @l Notepad
Restore previous versions | ¥ VMware Player
Send to > &) VMware Workstation
Cut Search the Microsoft Store
Copy Choose another app
Create shortcut
Delete
Rename
Properties
10items 1 item selected 2.95KE =
Type: VMware virtual machine configuration, Size: 2.95 KB, Date modified: 9/12/2019 10:54 AM 295KB = Computer

36
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2 ethernetl.noPromisc = "false" ethernetl.noForgedSrcAddr = "false" ->

File Edit Format View Help

mci0.pciSlotNumber = "34"
ethernetO.present = "TRUE"
ethernetO.virtualDev = "vmxnet3"
ethernetO.connectionType = "custom"”
ethernet(.startConnected = "TRUE"
cthernet0.addressType = "generated"
ethernetO.wakeonpcktrcv = "false"
ethernetl.present = "TRUE"
ethernetl .virtualDev = "vmxnet3”
ethernetl .connectionType = "custom’
: thernetl startConnected = "TRUE"

7 ne T 1

PT hernetl . 1||f‘! ¢
vCpu.hotadd =
vcpu.hotremove = "false"
firmware = "bios"
mem.hotadd = "false"
nesteddHVEnabled = "false"

<

Ln 50, Col 1 100%  Windows (CRLF) UTF-8

N-Probe.vmx - Notepad = O
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3) N-Probe

[N-Probe] -> [ ]

BEF #WE WAV ESHHM BEO HEEH v | & OlnNegdamE
ixeE X
ok FE N-Probe
PR 2 canim -
~
localhost login: System is loaded to memory.
= System is read
ddr:192.168.1.188 Bcast:192.168.7.255 Mask:255.255.248.0
BRI S (
REAUGEEE®F
EfMDEA).
O =ZFEE
©) TEREE©D) /
=4
D & Crl+Alt+Del(E)
HEEARE
v

<
[(EEBASOIZERE  FESHARNTE—THE Crl+6 =3 CRC
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4 [ 2(ethernetl)] [

e sE

s - BB
e 8 GB EiE2(C)
[ Eress 2 [] gnghesiEis(0)
e FF R (SCSI) 4GB

' ! 3ass ]

— |® tsizma(8): EimEe TR

W 1 {EEAT3E [l Esu g mpBiRitas (P)

O NAT 18z8(N): BRI E484Y 1P firti
O @ #i8(H): B8 AR R
O EFI(V): ek

VMnet0 (1)
O LAN EE&(L):

LAN EEA(S)... | IBRECV)...

$mAA)... BERER)

K Ll
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3.3.2Import N-Probe VM

(1) Worstation -> [ ]

| Vhware Worlstation

#BRO FEO BEV EHEM SEM BHEE OeoD

=HE x

5 My Computer
I[N Brobel

o ER | [ nerobe

() rsEseE 20 FaEE -

1. mEEEeRE

PR VS £

WORKSTATION 16 PRO™

®

BUFMEES

K}

FEEEERE

—
F

ERERFARE

(2 N-Probe -> [ ]

DATA (D)

. N-Probe7_500G_7.0.005.ava

=

2024/3/19 T 04:00
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L
B

7

Partner



3) > > 0]

S ENRE
AR IR AR AT E -

ERHESE (A)

M-Probel

RS ERVEATR IR (P) -

SHEH FEA. (1) HLiH

C:\Program Files (x86)\VMware\VMware Workstat|| = 825 (R) ...

(4)
A [ ]

B N-Probe - ViMware Warkstation

#REO SEE RV SEE0M SED BEE | P - [+) 2/ 0DHO
=nE Xl azE - Finerobe
T [C] N-Probe

ments\Virtual Machines\N-Probe\N-Probe vmx
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(5) N-Probe/External Receiver

CLI U npartner / npartner

localhost login: 3ystem iz loaded to memory...
System i= ready...
System IP i=:
inet addr:192.168.2.2 Bcast:192.168.3.255 Mask:255.255.254.0

localhost login: npartner
Password:
Linux localhost 5.5.9 #4 SHP Thu Aug 19 12:19:38 CS5T 2021 x86_64

Welcome to CLI?

N-Probeit

(6) N-Probe/External Receiver

N-Probe# show configure

~Probe#t show configure

e Current configuration dH###HE

f low—cache timeout active 30

flow—=sampling 1

hostname M-Probe

interface eth0 192.168.2.2 255.255.254.0 guw 192.168.3.254
ip dn=1 8.8.8.8

ntp server on tock.stdtime.gou.tw

ittt End i

(7 N-Probe/External Receiver IP address

N-Probe# configure terminal

IP . interface ethO <N-Probe_IP> <subnet_mask> gw <gateway_|IP>

N-Probe(config)# interface ethO
N-Probe(config)# exit

N-Probe# show configure
—-Probe#t configure terminal
~Probe(config) int ethd 192.168.10.89 255.255.255.0 gw 192.168.10.5
—Probel(configl#t exit
—Probe#t show configure
ittt Current configuration titiiiiiig
flow—cache timeout active 30
flow—sampling 1
hosztname N-Probe
interface ethd 192.168.10.89 255.255.255.0 gw 192.168.10.5
ip dnsl1 8.8.8.8
ntp server on tock.stdtime.gov.tw
ittt End
—Probett

N-Probe/External Receiver IP address
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3.4Proxmox VE 7

3.4.1Mirror Bridge

Proxmox VE 7.0

(1) [PVE node] -> [System] -> [Network] -> [Create] -> [Linux Bridge]

P=RoLiatl OGN B Creaie v | 8@ Create CT | & root@pam

x PRO MO < virtuzl Environment 7.2-3  Search

Server View Node ‘pre’

% Datacenter
E;We Q Search

=[] local [pue)
=[] local-zfs (pre)

& Summary
[J Notes
>_ Shall

O Reboot (U Shutdown

©f System
= Network

# Cettificatss
@ ONSs

(2) Bridge port: eno2

Create: Linux Bridge

Name vmbr1
IPv4/CIDR

Gateway (IPv4)
IPv6/CIDR:

Gateway (IPv6)

© Help

Create I Revan Edit Ramova
Linux Bndge I Actiie
Linux Bond = v
evice G
Linwx VLAN
Device No

OV'S Brid

g% dge Yes
OVS Bond
OVS IntPort

Interface Port ->

Autostart
VLAN aware
Bridge ports

Comment:

43

>_ Shell i BulkActons © Help

Apply Configuration

Autastart VLAN aware orts/Slaves Bc
No No

Mo No

Yes No enol

: Port Mirror -> [Create]

M
L]

eno2

Port Mirror

& N-Partner



(4

3) [Apply Configuration]

X PROX MO X vitual Environment 7241 52001

& Docurmentstion ™ NeTERERITE § 5 Re R

Sorver View Node ‘pve O Reboot & shutdown  >_ Shell i BukAcions | @ Help
=2 Datacenter = :
Create Revert | Eat  Remave Apply Configuration
B Q Search
=[] local (pre) Name T | Type Active Autostart VLAN aware  Ports/Siaves | Sond Mode
=[] local-zfs (pve) & Summary "
‘ enol Metwork Device Yes No No
[ Notes
enc2 MNetwork Device No No No
>_ Shell ” .
vmbrD Linux Bridge Yes Yes No enol
o System vmbr1 Linux Bridge No Yes No eno?
= Network
& Certficates Pending changes (Either redoot or use "Apply Configuration’ (needs ifupdown2) to activate)
@ ONS .
--- fetc/network{ inierfaces 2022-1D0-25 14:10:05,955377402 +0800
+++ fetc/network/ interfaces new 2022-10-25 14:32:06.4€9084026 +0800
A -1 A +1 11 6%
Logs v
(4)  [Yes]
Confirm ()

' ’—)} Do you want to apply pending network changes?

Yes

(5) VM Bridge

X PROXMO X viruai envronment 7241 <. PRI O Coote it | @ crastacr | & roonapar |
Sarver View Iode “pre O Rezoot () Shutdown | > Shall t BulkAcions © Help
B2 Datacenter — : T T
B Raver! BMVE Apely Contigurahon
Bope Q Search
‘[]bﬂllpv!] 8 s Name Type Active AuLostan VLAN aware  Pons/Siaves Bond Moge  CIDR Gateway Comment
i \ Uy
8} ocalafe () onol  MNotworkDamica  Yes No Ho
[ Hetes
ano2 Network Davice Yoz No No
=Bl wmbrl  Linux Bridga Yes  Yes No anot 1921651283 192.188 13.264
idg
o Systam [ ‘mtﬂ_l Linux Bridge Yoz Yas Ho ena2 Port Mirsor
= Network
@ Cedficstes
@ ONS
0gs Q)
A&/ N-Partner



(6)

¥ PRO>XMO:
Sarver View

B= Datacenter

B e

(7)

e o

[>_ Shell] -> interface

Virtual Environment 7.2-11
Mode pve

pve §1 8MP

Q Se
e

[local {pve) The programa included with tha Debian f

the esxact distribution te
indiwvid £

lecal-2fs (pwa) THTIoRY

in /usr/

[J Notes

Debian GNU/Linux comes w

nano Jetc

= HMatwork
#® Cenificates
Q@ DS
Q@H

& Options

iface vmbrl

bridge_ageing 0 ->

x PRO MO < vitual Environment 7.2-11 earc

Sarver View

(8)

Mode ‘pre

WARRMNTY,

nano /etc/network/interfaces

& Documemation m M rool@pam

O Revoot & Shutdown Shall i BulkActions

© Help

to

->

[Ctrl] + [O] [Ctrl] + [X]

£ Documentation

© Cieaie CT

2 Revoot O Shutdown Bulk Actions © Help

Q Seaich 1face

vmbrl
iface vmbrl

auto

©f System
inat
= Matwork
® Cenificates
@ DNS

@ Ho

& Options

PVE

b

x PRO <MD < vinual Environment 7.2-11 Searct

Senver View

r

imemation

& roo@pam

@ Halp

Shutdown

NO WARRANTY,

status networking

Mode pve
Datacenter . =
/Limax UTELY
e Q Seaich by appli
£ (] local {pve) 2022 on pta/1
£ (1 local-2fs (pwa) & Summary terfacea
[J Notes
P tes Network zat
> Shel H'li).‘f':vs'.g: /=ysten/netw

rfacea(39)

8)

= Hatwork

® Cenincates

Q@ DNS

45

pdown2/abin/start-natworking atart
E55)

enabled;

ago

vendor presst: sasbled)

{code=axited,

intertoces

ol r<alLliiel



3.4.2Import N-Probe VM

Q) [Create VM]

‘PROXMOXW&vIram‘M}u Search

Sarver View

52 Datacenter
B e
£ local {pve)
=[] local-2fs (pre)

Logs

(2) [General]

Mods pre’
Q Search Package versions
B Summary
O Notes pve {Uptime: 00:48.30)
2— Shel &) CPUusage
o System B Load average
C Updates
=2 RAM
© Firsuall e
& Diks 2 /HD space
@ Ceph )
2 Repication Kernel Version
Task History PVE Manager Version
© Subscription Repostory Status

i  [PVE Node] -> VM ID:

Create: Virtual Machine

= o

Node:
VM ID:

Name:

LR [ | © e

D Revoot O Shutdown > Shall i BulkActions @ Help
Hour (averaga)
0.23% of 8 CPU(s) ’
@ 10 dalay 000%
000001004
B.43% (264 GiB of 3131 GiB)  KSM sharing 0B
0.04% (1.51 CiB of 3.51 TiB) & SWAP usage NIA

8 x Intel(R} Xeor{R) CPU E3-1231+3 @ 3 40GHz (1 Sockst)
Lirux §.15.30-2-pve #1 SMP PVE 5.15 30-3 {Fri, 22 Apr 2022 18:06.27 +0200)

pee-managen/7 2-11076d3178
@ Proxmax VE upd: " Non production-ready rep y enabled!
VM Name: N-Probe ->  [Next]
(9]

100
N-Probe

Resource Pool:

Start at boot:

© Help

Start/Shutdown |

an
order: Y
Startup delay default

Shutdown timeout: default

Advanced |

* o JEN-Partner



(3) [09] u [Do not use any media] ->
[Next]

Guest OS Type: [Linux] -> Version: [6.x - 2.6 Kernel] ->

Create: Virtual Machine
General System Disks CPU

(C) Use CD/DVD disc image file (iso)

() Use physical CDVDVD Drive

(@ Do not use any media

48]

(=]

47

Guest O5:
Type:

Version:

®
Linux W
6.x - 2.6 Kernel w
Advanced [ | [:EDS MNext

.’ N-Partner



(4) [System] U SCSI Controller: [VirtlO SCSI] ->  [Next]

Create: Virtual Machine ®
Generai OS BYEGME Disks CPU Memory  Metwork  Confirm

Graphic card: Default v SCSI Controller: | VirtlO SCSI v I

Machine: ' Default (i440fx) v | QemuAgent: []

Firmware

BIOS: Default (SeaBIOS) v Add TPM: O

o v POORY ... | v |

48 A&/ N-Partner
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(5) [Disk] U Bus/Device: [SCSI] -> [Next]

Create: Virtual Machine ()
General 0S5  System Disks eV Memaory Network Confirm
scsil O [EY Bandwidth
BusiDevice: SCsl vio g Cache: Default (Mo cache)
SCSI Controller:  VirtlQ SCSI Discard: ]
Storage: local ~ 10 thread: O]
Disk size (GiB): | 32 =
Format: QEMU image format
SSD emulation: [] Backup: |
Read-only: ] Skip replication: [ ]

Async 10: Default (io_uring) w

© Help Advanced m

” o P - Partner
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4

(6) [CPU] U Sockets:  Cores: 8 8 ->  [Next]

Create: Virtual Machine )

General OS5  System  Disks Memory letwork Confirm

Sockets: 1 o Type: Default (kvmb4) b
Cores: & - | Total cores: &

VCPUs: 8 o CPU units: 100 o
CPU lirnit: unlimited o Enable NUMA:  []

CPU Affinity: All Cores

Extra CPU Flags:

Default O@O + md-clear Requirad to let the guast OS5 know if MDS is mitigated correctly -
Default e oer pcid Meltdown fix cost reduction on Westmere, Sandy-, and lvyBridge
Intel CPU=
Default O@0O + spec-ctrl Allows improved Spectre mitigation with Intel CPUs
Default O@O + sshd Protection for "Speculative Store Bypass” for Intel models
Default O@O + ibpb Allows improved Spectre mitigation with AMD CPUs

© oo pancea 2 (I N
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(7) [Memory] U

Create: Virtual Machine

Memory (MiB): 32768

32GiB

-> Ballooning

General 0S  System Disks CPU Network  Corfrm
Memory (MiB): 32768 =
32768

Ballooning Device:

© Help

51
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(8) [Network] U Bridge: [vmbr0]

N-Probe

-> Model: [Intel E1000] ->

[Next]

Create: Virtual Machine ()
General OS  System Disks CPU  Memory Confirm

[] No network device

Bridge: vmbr0 Model: Intel E1000 v

VLAN Tag: no VLAN MAC address: auto

Firewall: M

Disconnect: ] m;;Tit T — 2

Multiqueue

© Help

52
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(9) [Confirm] U N-Probe VM ->  [Finish]
Create: Virtual Machine )
General 05  System  Disks CPU Memaory Network il
Key Value
balloon 0 -
Cores 8
ide? none media=cdrom
memory 32768
name M-Probe
netl e1000, bridge=vmbrl firewall=1
nodename pve
numa 0
ostype 126
scsil local:32 format=qoow2
scsihw virtio-scsi-pci
sockets 1
vmid 134 M
[] Start after created
Advanced (A m
(20) U [N-Probe VM] -> [Hardware] -> [Hard Disk] -> [Detach]
Virtual Maching 134 (N-Probe) on node ‘pve’ Mo Tagz#® P Start Shutdown < Migrate  >_ Console More
& Summary Add Edit  Disk Action Revert
>~ Console =9 Memory 32.00 GiB [balloon=0]
i Processors 8 (1 sockets, 8 cores)
& Cloud-Init ¥ BIOS Default (SeaBIOS)
& Options L Display Default
. € Machine Default (i440fx)
Task History
Z  SCS| Controller VirtlO SCSI
Monit
@ Montor ® CD/DVD Drive (ide2) none media=cdrom
Backup & Hard Disk (scsi0) local: 134/vm-134-disk-0.qcow?2 size=32G
13 Replication = Network Device (nat0) 21000=8AB5:3F: CC:FC:72 bridge=vmbr{ firawall=1

"D Snapshots
P Firewall

w' Permissions
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(11)  [Yes]
| Confirm (

Are you sure you want to detach entry ‘Hard Disk (scsi0)

(12) [Unused Disk] -> [Remove]

Virtual Machine 134 (N-Probe) on node '‘pve’  No Tag=#* | I Star Shutdown <] Migrate  >_ Console More
& Summary Add Edit Disk Action Revert
>~ Console =9 Memory 32.00 GiB [balloon=0]
& Hardware #® Processors 3 (1 sockets, 8 cores)
& Cloud-Init & BlOS Default (SeaBIOS)
& Opions 2 Display Default

) & Machine Default (i440fx)
Task History
= 3CSI Controller VirtlQ SCSI

Monit:
@ Wonitor ® CD/DVD Drive (ide2) none.media=cdrom
Backup = Network Device (net0) 21000=8A:B5:3F-CC:FC:72 bridge=vmbr0 firawall=1
3 Replication | & Unused Disk 0 | local:134/vm-134-disk-0.qcow2
D Snapshots
U Firewall
wi' Permissions

(13) [Yes]

Confirm )

Are you sure you want to remove entry ‘Unused Disk 0’
This will permanently erase all data.
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T

(14)

l.‘j

Virtual Machine 134 (N-Probe) on node 'pve’

& Summary
>_ Console

[ Hardware
& Cloud-Init

£+ Options

1}

Task History

Monitor

M @

Backup

Replication

O 0

Snapshots

Firewall

L &

Permissions

(15)  [ves]

Confirm

[CD/DVD Drive] -> [Remove]
Mo Tags & B Start Shutdown </ Migrate »_ Console Maore

Add Remove Edit Disk Action Revert
E= Memory 32.00 GiB [balloon=0]
M Processors & (1 sockets, 8 cores)
& BIOS Default (SeaBIOS)
L Display Default
& Machine Default (i440fx)
=  3CSI Controller VirtlO SCSI

|® coiDVD Drive (ide2) | none media=cdrom |

= Metwork Device (netl) e1000=8A:B5:3F:CC:FC:72 bridge=vmbr0 firewall=1

Are you sure you want to remove entry ‘CD/DVD Drive (ide2)

Yes
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(16) Mirror Bridge; [Hardware] ->  [Add] -> [Network Device]

Virtual Machine 134 (N-Probe} on node 'pve’  No Tags#* B+ Start Shutdown < Migrate  >_ Console More
& Summary Add Remove Edit Digk Action Revert
>_ Console g & Hard Disk 32.00 GiB [balloon=0]
= Hardware i @ CD/DVD Drive 8 (1 sockets, & cores)
- -
& Cloud-Init ]‘_ Netwrork Dewcel Default (5eaBIOS)
;& EFlDisk =
& Options S TPM State _
. 1 Default (i440fx)
Task History *% USB Device
E- 5C! Devi Virtlo 5CSI
¥ (=== EviCe
AT : _ 210) £1000=8AB5'3F-CC-FC 72 bridge=vmbr0 firewall=1
- Serial Port
Backup
Beol & Cloudinit Drive
eplication
B Rep 3 Audio Device
D Snapshots [=) VitlORNG
U Firewall
w' Permissions
(17) Mirror Bridge: [vmbri] mirror Bridge -> Model: [Intel E1000] ->  [Add]
Add: Network Device
Bridge vmbr1 Model Intel E1000
VLAN Tag no VLAN MAC address auto
Firewall M
Disconnect: [] Rate limit A
s unlimited
(MB/s)
Multiqueue
© Help Advanced [/] Add

%6 ~ #&/N-Partner



(18) N-ProbeVM

Virtual Machine 134 (N-Probe) on node ‘pve’ lo Tags#® | P+ Start Shutdowr | Migrate  >_ Console More
& Summary Add Remove Edit Disk Action Revert
»— Console = Memory 32.00 GiB [balloon=0]
& Hardware  Processors 3 (1 sockets, 8 cores)
& Cloud-Init & BIOS Default (SeaBIOS)
& Opions L Display Default

) £ Machine Default (i440fx)
Task History
=  SCS| Controller Virtl0 SCSI
@ Monit
® onfter = Network Device (net0) 21000=8A:B5:3F-CC-FC:72 bridge=vmbr0 firewall=1
Backup = MNetwork Device (net1) e1000=CA:AA:E4:DF:2B:45 bridge=vmbr1 firewall=1
13 Replication
% Snapshots
U Firewall
s’ Permissions
N-Probe OVA A N-Probe diskl.vmdk disk2.vmdk Proxmox VE

(15) KVM

# gemu-img | version

Jemu-img vers
2 right (c)

(16) N-Probe vmdk diskl qcow?2
# gemu-img convert -f vmdk N-Probe7_500G_7.0.005-disk1.vmdk -O qcow2 N-Probe7-disk1.qcow2

root@ve:/mnt/pve/nasl/images# gemu-img convert -f vmdk N-Probe7_500G_7.0.005-diskl.vmdk -0 qcow2 N-Probe7-diskl.qgcow?2
root@ve:/mnt/pve/nasl/images#

a7) N-Probe vmdk diskl qcow?2
# gemu-img convert -f vmdk N-Probe7_500G_7.0.005-disk2.vmdk -O qcow2 N-Probe7-disk2.qcow?2

root@ve:/mnt/pve/nasl/images# gemu-img convert -f vmdk N-Probe7 500G _7.0.005-diskZ.vmdk -0 qcow2 N-Probe7-diskZ.qcow2
root@pve:/mnt/pve/nasl/images#
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(18) gcow?2

# gemu-img info N-Probe7-disk1.qcow?2

root@pve:/mnt/pve/nasl/images# gemu-img info MN-Probe7-diskl.gcow2
image: N-Probe7-diskl.qcow?2

file format: gcow2

virtual size: 128 GiB (137438953472 bytes)

disk size: 3.98 GiB

cluster_size: 65536

Format specific information:
compat: 1.1
compression type: zlib
lazy refcounts: false
refcount bits: 16
corrupt: false
extended 12: false
root@pve:/mnt/pve/nasl/images#

# gemu-img info N-Probe7-disk2.qcow?2

root@pve:/mnt/pve/nasl/images# gemu-img info N-Probe7-disk?.gcow?
image: N-Probe7-disk2.qcow2
file format: qgcowZ
virtual size: 500 GiB (536870912000 bytes)
disk size: 41.1 MiB
cluster size: 65536
Format specific information:

compat: 1.1

compression type: zlib

lazy refcounts: false

refcount bits: 16

corrupt: false

extended 12: false
root@ve:/mnt/pve/nasl/images#

(29) QCcowz N-Probe

# gm importdisk -format qcow?2

root@pve:/mnt/pve/nasl/images# gm importdisk 134 N-Probe7-diskl.qcow2 zfs pool -format gcow2
importing disk 'N-Probe7-diskl w2' to VM 134
transferred 0.0 B of 128.0 GiB (0.0¢

transferred 0.0 B of 500.0 GiB (0.00%)

transferred 500.0 GiB of 500.0 GiB (100.00%)
SuccessTully imported disk as ‘unusedl:zfs pool:vm-134-disk-1'
root@pve:/mnt/pves/nasl/images#

gm importdisk <vmid> <source> <storage> --format qcow?2

W r<alLliiel



(20)

[N-Probe VM] ->

[Hardware] -> [Unused Disk 0] -> [Edit]

Virtual Machine 134 (N-Probe) on node 'pve’ Mo Tags#* I Start Shutdown ] Migrate  >_ Console More
& Summary Add Remove Disk Action Revert
>_ Console = Memory 32.00 GiB [balloon=0]
i Processors 8 (1 sockets. 8 cores)
& Cloud-Init ¥ BIOS Default (SeaBIOS)
£ Options o~ Display Default
. &% Machine Default (i440fx)
Task History
= SCSI Controller VirtlQ SCSI
@& Monitor . .
= Metwork Device (net) e1000=8A:B5:3F.CC:FC:72 bridge=vmbr0,firewall=1
Backup = Network Device (net1) 21000=CA:AAE4-DF-2B:45 bridge=vmbr1 firewall=1
t3 Replication IEn Unused Disk 0 | zfs_poolvm-134-disk-0
%) Snapshots = Unused Disk 1 zfs_poolvm-134-disk-1
U Firewall
o' Permissions
(21) [Disk] U Bus/Device: [SCSI] -> [Disk image] ->  [Add]
Add: Unused Disk )
EEY  sandwidin
Bus/Device: | SCsl 0 Cache: Default (Mo cache)
SCSI Controller:  VirtlQ SCSI Discard: |
Disk image: I zfs_poolvm-134-disk-0 I 10 thread: |
55D emulation: [ Backup: %)
Read-only: | Skip replication: []
Async 10: Default (io_uring)
© Help Advanced [/
(22) [N-Probe VM] -> [Hardware] -> [Unused Disk 1] -> [Edit]
Virtual Machine 134 (N-Probe) on node 'pve’ Mo Tags#* - Start Shutdown ] Migrate  >_ Console More
& Summary Add Remove | Edit | DiskAction Revert
>_ Console =1 Memory 32.00 GiB [balloon=0]
3 Hardware i Processors 8 (1 sockets, 8 cores)
& Cloud-Init ¥ BIOS Default (SeaBIOS)
& Options L Display Default
. & Machine Default (i440fx)
Task History
= 3CS| Controller VirtlQ SCSI
Monit
@ Monitor S Hard Disk (scsi0) zfs._poolvm-134-disk-0 size=128G
Backup = Network Device (net0) 21000=8A:B5:3F:CC-FC:72 bridge=vmbr{ firewall=1
t3 Replication = Network Device (natl) e1000=CA:AAE4-DF-2B:45 bridge=vmbr1 firewall=1
=) Snapshots |2 Unused Disk 1 | zfs_pool:vm-134-disk-1
U Firewall
m' Permissions
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(23) [Disk] U Bus/Device: [SCSI] -> [Disk image] ->  [Add]
Add: Unused Disk )
Disk Bandwidth
Bus/Device: SCSI 1 Cache: Default (Mo cache)
SCSl Controller:  VirtlQ SCSI Discard: |:|
Disk image: zfs_pool:vm-134-disk-1 10 thread: |
S50 emulation: [ Backup: | '
Read-only: | Skip replication: []
Async 10: Default (io_uring)
© Help Advanced [
(24)
disk 0(128G) A disk1
Virtual Machine 134 (N-Probe) on node 'pve’ Mo Tags#* P Start Shutdown <] Migrate  »>_ Console More
& Summary Add Remove  Edit  Disk Action Revert
»— Console B2 Memory 32.00 GiB [balloon=0]
2 Hardware W Processors 8 (1 sockets, & cores)
& Cloud-Init & BIOS Default (SeaBIOS)
& Options b Display Default
. #f Machine Default (i440fx)
Task History
=  SCSI Controller VirtlD SCSI
Mani
@ Wonitor S Hard Disk (scsi0) 2fs_poolvm-134-disk-0 size=128G
Backup & Hard Disk (scsif) zfs_poolvm-134-disk-1,size=500G
13 Replication = Network Device (netl) e1000=8A:B5:3F:CC:FC:72 bridge=vmbr{ firewall=1
<) Snapshots = Metwork Device (netl) e1000=CA A~ E4:DF 2B:45 bridge=vmbr1 firewall=1
U Firewall
o' Permissions
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(25) [Option] -> [Boot Order] -> [Edit]

Virtual Machine 134 (N-Probe) on node '‘pve’ Mo Tag=#* B Start Shutdown <] Migrate  >_ Console More
& Summary Edit Revert
> Console Mame N-Probe
< Hardware Start at boot Mo
& Cloud-Init Start/Shutdown order order=any
|§ Options 0S5 Type Linux 6.x - 2.6 Kernel
. I Boot Order netl I
Task History
Use tablet for pointer Yes

Monit
@ Monitor Hotplug
Backup ACPI support

£3 Replication KVM hardware virtualization

9 Snapshots Freeze CPU at startup
Use local time for RTC
RTC start date

SMEIOS settings (typel)

U Firewall

o' Permissions

Disk, Network, USB

Yes

Yes

No

Default (Enabled for Windows)
now

uuid=Tcea2402-1c4b-4133-b55f-F10105fcdd8c

(26) [Enabled Device N-Probe disk1] ->  [OK]
Edit: Boot Order )
# Enabled | Device Description
= 1 8 scsil zfs_pool:vm-134-disk-0,size=128G
= & scsil zfs_pool:vm-134-disk-1,size=500G
= = netl e1000=8A:B5:3F:CC:FC:72 bridge=vmbr( firewall=1
= = netl e1000=CA:AAE4:DF:2B:45 bridge=vmbr1 firewall=1

Drag and drop to reorder

@ Help

(27) [>_ Console] -> [Start Now]

Virtual Machine 134 (N-Probe) on node 'pve’

L]

Summary

Console

p—
e
I

Hardware
Cloud-Init

Options

il = ® {]

Task History

Monitor

w ®

Backup

A

Replication

&)

Snapshots

Firewall

a

m' Permissions

Tags & B Start Shutdown <] Migrate »_ Console

Guest not running

¢ Start Now
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(28) N-Probe/External Receiver

CLI U npartner / npartner

Virtual Machine 134 (N-Probe) on node 'pve’ lo Tags & start () Shutdown <] Migrate ~ >_ Console More @ Help

Lu}

Summary

Console

e

Hardware

Cloud-Init W4 SMP Thu Aug 19 12:

o 0 {]

Options

(i

Task History

Monitor

C

iL:}

Backup

v

Replication

(€]

Snapshots

Firewall

L &

Permissions

(29) N-Probe/External Receiver

N-Probe# show configure

~Probe#t show conf igure

guupund Current configuration HuEsgusRy
‘"low-cache timeout active 30

[ low-sampling 1

hostname N-Probe
interface eth® 192.168.2.2 255.255.254.0 gw 192.168.3.254
ip dnsl1 8.8.8.8
ntp server on tock.stdtime.gov.tw
pHunpuny End nuuuuun
Probe#
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(30) N-Probe/External Receiver IP address

N-Probe# configure terminal

IP : interface ethO <N-Probe_IP> <subnet_mask> gw <gateway |P>

N-Probe(config)# interface ethO
N-Probe(config)# exit

N-Probe# show configure

~Probe# configure terminal

Probe(config)# interface eth® 192 .168.9.91 255.255.254 .0 gw 192.168.9.254

Probe(config)# exit

Probe# show conf igure

gt Current configuration HuHEHRHH

 low—cache timeout active 30

low-sampling 1

iostname N-Probe

interface eth® 192.168.9.91 255.255.254.0 gw 192.168.9.254
ip dnsl 8.8.8.8
ntp server on tock.stdtime.gov.tw

g End sunguuy

—Probe#

N-Probe/External Receiver IP address
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3.5Hyper -V 2016-2022
3.5.1Mirror vSwitch

1) [Hyper-V ]

64

Ha Hyper-v Z12E ~ - .
&= 5|
EH Hyper-v ZEE -
BE WIN2016-HYPER-V () _ : ;
B WIN2022-HYPER-V £E A CPU EHZE e
3
HHiEREEE L3R E s B EASEEE.
[] Hyper-V EE..
g8 EmmmEEEs.
: e EEECANEEE.
-l ca SEEmEL
- .
wEETEkES, = oo
(w) LR
» =EEEs
O EgEsE
5 ,
FHEH kil
FERVER .
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00-15-5D-0E-9D-00 ] 00-15-5D-0..

;';'(:{%?E" Y=
Ak -
3) [ 1> 1> 1> ]
HYPER-V pIESTRBEEE — X
R vt
EERUHEREARERI RS (W)
Intel(R) 1210 Gigabit Network Con..,
A AR EE
& MacC futtEsE BA

B

RUFHEFWES T @ FOERRE  [RERRES RS -

|| HE©) II

RO

A
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4) vSwitch : Mirror vSwitch -> [ 1 1 ]-> [
1> [ 1
48 HYPER-V MERIREEER = X
A EETHE . ERTRBAT
2 BRENERIS TR
# ol VSWitch EEN):

[+ whs Mirror vSwitch
Intel(R) Ethernet Connection ... | MI:E(T):
2 EHSEREE
§ mac (Tt EiE

00-15-5D-0E-9D-00 % 00-15-5D-0...

iR

CENIUEREIRG R Z00hE?

® SHaREEE):
Intel(R) Ethernet Connection 1217-LM |
[ el (e i LIRS Y I+ ()
[ B ¥ —1R Bi# Yo IERHME (SR-10V)(S)

O mErERO

O BEABEE)

AR IR AR RE LAN T35

LAN SR PSS E B P A S e B /T R TR AR AR S
{RFEIEERE LAN = IESRTET & w8 R e H0sRIRa e (

2
B0
O CRUSKEIREBEAHERTE R0V - BEA R0V BYISFERTIREE
HERANEPRA ARG -
| mEo ||| wwHo IO
G []
EREEEE X

| BECHEEITSELTEELCEN
£ sy
HEEAATSELEE N EFfERIHEERR - B

BTCREMERNEFETERTR - ERuehR
URBNEFLNFAESERT - S ERER?

0 FEEm%E) | 2w || Bw |
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3.5.2 Import N-Probe VM

Q) [Hyper-V

(o
Hyper-V EE8
() [
ﬁi Hyper-\V SIEE ~ . y
a5 nm 3
B Hyper-v ZE2 —
Bg WIN2016-HYPER-V EBEEN : ;
@ WIM2022-HYPER-V EiE AREE CPU = %
g ,
BfEARES TR EREE [ ) smms |
[] HyperVgz..
g8 SgThBEEs
. o ESESAN SEE.
gEN0 i EEmE
= .
wEEmERE, = oo
(m) EILEE
¥ #EARES
O ExmE
s ,
=HER H =%
FEAAR.
>
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@ I ]

ENEERE w

1t &G R

TE SRS Bl FEAEEETIRBN I — RS TEAREE A ERHEES. EATES 135 EREREAERRE. IS RITILEM L
- {EH ERES.

SHEEE

TEAD EHHEEE

TEFFE ARR

i

L] TERiaT D)
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@ [ 1 N-Probe

> ]

(¢] EAEEFHE

FAFk

PES KD

SHER®
TERT E e
TR AR
e

EEDLSEE A 2 BRI TERT,

ErF o)

|E:\Hyper-V\VMs\N-Probe?_500G\ EEE
= F—#&(F) T—&M = ST (F) e
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(5) N-Probe > [ ]

PN %
R ERRE

e SEIVETE 60 BB 9):
AR £ " =rEE |
S e

SEEEIE 7 AE
e

N-Probe?_500G 2024/4)26 T4 05:39:47

<t—%F) || T-%0 > |

di
2

iV

© I ( N-> ]
RN <

REFE A ZER

TR SR (T 600E SR
BT O) S B aias ((EFRIRAGHE— 351 15) (R)
JEER BRI O B EAHEES (SR EIE— MBS (S)

JEEME A HER ® EREREE (RITRIE— MBS (0)
it

<t—£0) FHE R
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(7) > ]
ELEERE
=iE SRR EEENGEFER
T iEfmtm ToLEERER R REENRRETEEREEE - S 5x5E  BESEERE LS
St fie ERITEER Hyper-V Efl%  IZEERBERETRENENRK -
p ] £EgaaEEs=FRAUEE)
R A e
131’35 Ejiﬁ! T.'\: n 2 — 5 .\_'.‘.'T‘ At
e ——— EM\Hyper-Vi\WViMsh,
HE EUEHE

EXA\Hyper-\AWs\M-Probe7 500

= F—&{F)
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(8) > [ ]
EASHERE X

RIEFEZHkETr ERTE R EENEFR

g oK ST CREAR I AR AIEE A R IR T AR (O B

BHERT {uEL): |E:'n,Hy'per-'l.-"n,'l.-'Ms'n,I'sl-PrDI:uEI-"_EEIEIG'n,'I.-'irb_laI Hard Disks| | BEEED...
JEHR EE R

JEFEE A 2R

EEER A4

TEFERTEEAT
i

<E—%F) AR
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) >0 ]
7 EASmes >
] BOTEEE
TR TR SN B B IS | T SIS -
BIRHR EAHBES N-Probe’ R TR -
M- © BFHZ AR Management vSwitch'+
RS A
12 Bt S EEAEIE TRy L EFRERETIRG -
BB e E =
T
-
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<t—5F) En | [ ok
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ol

(10) Mirror > ]
7 EASmEE X
(2] MOTEEE
TR TR R B B | TR -
BIRRHR TS N-Probe’ R4 TS -
SR Q ETRIZ AT Management vSwitch' -
R0 AR
o ISR E RS HYPeR " HBRERSTIAG -
RF R wolE =
Aee TR

IR T |EEE

<t—50) w0 [ w
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a [ 1]

E)EHiEE x
IFTESEkEE A =
Tx SRR EI Lo RASEL T TRUPESE.
IHEY (D)
R EhE a2 EhHEE: M-Probe?_S00G
BEIECE A 2B AR E:Hyper-yiWMs-Probe?_5006G - #EENirtual Machines\88469 1CE-
EFER il FEEY (B SRE'TERR RS
T ERa ElEERE R E:\Hyper-V\WMs\N-Probe?_500GY
};fg@ﬁaﬂm TREr LT e E:\Hyper-v\¥MsH-Probe?_500G
I I RETIE: £ \Hyper-V\VMs\N-Probe7_S00G
EEFFIEE ATE E:\Hyper-V\WMs-Probe?_500G\Virtual Hard Disks',
< >
EEFE AL BMEALES. FE— T .
<t—%@) | | F-&0) = A
(12) N-Probe VM -> | ]
28 Hyper-V Z1BE = ] X
SRR DER)  EEN  HEH
&= 7 E
Hyper-V E8E
ﬁé%mz@zz%wm-v EHEED f::zozz-vaER-v -
25 yE CPUEHE  SENEEE i
] -Probe7_500G iz i
EASHESE.
Hyper-V &7E...
EETEESES .
_ 4l EESANESER.
HEO pp—
AR S R R £ wEss
(m) fEIREEEE
X EEERE
O ExmE
%3 ’
N-Probe7_500G %
B A8 2024/4/29 T4 05:25:30 EREER: & M-Probe7_500G -
| |ERA: 100 < =5
1% - 1 N
RE: =B En 8-
® ==
By wBEm
WE il AR HE B =a.
[y Bw.

WINZ2022-HYPER-V: 2R 1 HEHEE -
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(13) [ | [ ]

EA wiN2022-HYPER-V LRI N-Probe7_500G 5232 — *
M-Probe7_500G v [J]
& W@ 2 Wi SCiERE
B e
B Blos ST BRI e,
ik CD Rt RAM(R): 32763| MB
ENEET Y
SeET Ll s ET i A E R (B RS B BT s e B e
O s (] Bmeseiene) |
8 (B &k EITES o o -~
= [ e i o RAM TFERM): o12] ME
- T RAM _ERE(O): 1048575 MB
M-Probe7_500G_disk 1. vhdx
- fEpE EEEH +58 AfEEE A5 IE¥ 8 7 tk. Hyper-v &€ EE = LLF08E alaER1E
N-Probe7 500G disk2.vhdx ﬁﬁ%ﬂi‘ﬂ%ﬁﬁsﬁ[ﬁ‘lna AT LU
I0E 1SS 1 2 IEREHE ) 23
&l scstEHIS s
(14) [ ] G [ LAN 1> [ 1
ﬁ WIN2022-HYPER-V £#7 N-Probe7_500G 327F — >
M-Probe7?_500G ~ (4]
& @R AL D RS EE
B* sriguE
= B0 EERRE I RO R R e
fit co R BT IREE(S):
P =i N Management vSwitch w
- sﬁzhkﬁﬁm&ﬂ?!ﬁ VLN RS
32768 MB | [ BRFH e Lan 3R I5E (V)
el . Pl g P AT EISE ] e - o e
= 3 HEkEies VLAN 8RBT TE L i E E B S AR R TP A SRS A BET PR FAY B 18 LAN(L)
=l IDE }¥41g5 0 120
.
M-Probe7_500G_disk1.vhdx FEEEIR
- T [] EeFREEEEIRE)
M-Probe7_500G_disk2,vhdx
IDE J54IE5 1 EE RS E RO A R ER A . (B FEE M B FEE | A B ERE & Mb F.
_ Gl scorbtEhilgz B AR ) 0} Mbps
0 mzmnmk
Management vSwitch B EEE () 0| Mbps
i 'rﬂ“.l.j.\rg:ﬁch @ =STEEREESSRHE, (FEE 0 A EE.
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(15) [ ] u [ 1> [ 1]
B7 WIN2022-HYPER-V ERI N-Probe7 500G 2F — *
M-Probe7_500G v (4]
2 ep A | e &
B srignEhe
B eios MAC firht
fit D R @ #htED)
© =2t "
S BT RALILE (5P O B
ﬁ Eﬁa Qo |- 00 - 00 |- 00 - 00 |- 00
32768 MB
[ ges TMAC {7t 8 | ST2R B REESAS IS L ST D ohAEIE MAC TiHHE T B EHIRIR MAC (it 12|
5 {EEEIEI e B MAC {iTdl,
= [ IDE 4183 0 O FeFAMAC it HEE)
¥ e TIE
"rrobe/_aUtlG_diskL.vhdx DHCP fhEE
T B dechdx FDHCP 58 I STHETERR & FAEHS12 EL 14 DHCP 51523 2 EEEEE36Y DHCP (EIRESEN 8.
[ BT 1_ - [] B*F DHCP EAE&EH)
&l sca dEkIEE
7 [ WmBhiEE BernEsEheE
Management vSwitch F32EH 25FAaE | TIS TR G R IE A (NT MR BRSO ISRAS 1M By
SR R IEIEN
Mirror wSwitch (] BeFREBEHESERER)
S A Canch
" = 1B RIS PR RS, BING I SRS EeE B — EREEE,
& comz FIREETEIEC)
H ﬁiﬁ%ﬁé RS
e CEISIEAIS TR SEDE SENERORIS AR, ATUR RIS BT S, A5
2 B EEE e ANITERIAE e,
I SBIER ) Bt v
1 AR
1241555 IR NIC -8
b tREE AT TR EE RIRCRIE NIC /il LIS THSRELIL I8 S, BRI AR
tE FERTE/ TR, IR E R,
S EELAEEILARNE (] M5 EEAREE A E R A B FE R [ RET— BB 5 (T)
ELyper-vivivs iN-robe s _ ol F s . 8 ,_._._ ; g . £ n | E g2 42
B, manEEs . 5 ﬁﬁﬁfﬂtﬁlﬁ §, EEWIERNERELE, TR EE AR L ARG 5

| BE(0) |

EE(O)
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(16) I

]

28 Hyper-V
BER =
| H

=@

zEs
#BEWV)
= B =

SHEAH)

ﬁ Hyper-V SIS
E WWIN2022-HYPER-V

EREE])
=1 A CPU ERZE ERNELER Efr
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(18) N-Probe/External Receiver

CLI U npartner / npartner

5 = WIN2022-HYPER-V £#1 N-Probe7_500G - ERREES - O >
BEFR =HEQ  EBM  HEHEO ®BERV F=EH)
@O | nmi| G
localhost login: System is loaded to memory...
System i= ready...

Gystem IP i=:
inet addr:192.168.2.2 Bcast:192.168.3.255 Mask:255.255.254.0

localhost login: npartner
Password:
Linux localhost 5.5.9 #4 SMP Thu Aug 19 12:19:38 CST 2021 xB6_64

(29) N-Probe/External Receiver

N-Probe# show configure

MN-Probe#t show configqure

it Current configuration #HHHEHHHHE
flow—cache timeout active 30
flow—sanpling 1

hostname N-Probe

https—only on

interface eth® 192.168.2.2 £55.255.254.0 guw 192.168.3.254
ip dn=1 8.8.8.8

ntp server on tock.stdtime.gou.tw
it End

M-Probe#t _

(20) N-Probe/External Receiver IP address

N-Probe# configure terminal

IP . interface ethO <N-Probe_IP> <subnet_mask> gw <gateway_|P>

N-Probe(config)# interface ethO

N-Probe(config)# exit

N-Probe# show configure

N-Probe#t configure terminal

N-Probe(config)#t interface eth® 192.168.3.94 255.255.254.0 gu 192.168.3.254

N-Probe (configl#t exit
N-Probe#t show configure

tHHHHHHEE Current configuration #iHHHHHE
flow-cache timeout active 30

flow—sampling 1

hostname M-Probe

https-only on

interface eth® 192.168.3.94 255.255.254.0 gu 192.168.3.254
ip dnsl §.8.8.8

mtp server on tock.stdtime.gou.tw

tittiiitt End i

N-Probest

N-Probe/External Receiver IP address
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4.

4.1License upload

Q) machine.dat
[ ]1-> URL https://<N-Probe/External Receiver IP> -> N-Probe/External Receiver License
-> [Get Machine Key]

- License Register X

— C @ . hitps://192.168.2.128/fegister.ntml? B = @ % N @O @

IEN-Reporteriasi R ESEFE » SIRBLUTEERE:

(1)#2 " Get Machine Key , i#2§f T% "Machine Key file ,
QEBHEEREMNBEENZL N-ReporterE BB ElELicense -
(3)i2 "Upload License , izt F{EEVEA/Y T License file,

MRRZEIRBISTAZE » Fig 54

N-Reporter start-up fail due to illegal license, please follow these steps:
(1) Press "Get Machine Key" button to download “"machine key file"

(2) Send machine key file and your registration information to us

(3) Press "Upload License" to upload license file

If not auto re-direct to Login Page, please press here

I Get Machine Key I Upload License

Copyright © 2009 N-Partner. All rights reserved.
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(2) machine.dat machine.dat

se@npartner.com

8= machine.dat

O SRERE
| | machine.dat

B=EE: datFile (64 i )
i http://192.168.2.128

Firefox BEZ MO ETEILIEE ?
OBEsxQ: | BAE®.-
WEEEZE(Q
HtEEEEsEREEERT - (A
BE g
)
N-Probe License
Sl lj NJ

81
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(4) License

license.np i [ ]-> URL https://<N-Probe/External Receiver IP>/register.html -> N-
Probe/External Receiver License A [Upload License] -> [ ] [license.np] -> [Upload]
- License Register X

“)>S A B ® . ¥ IiNn @ @

IEN-ReporteriEx B S EEE » FREBUTEREE:

(1)iz "Get Machine Key . i2$ft T "Machine Key file ,
QEHMERTNBFFTNZFLL N-ReporterEE L EIE License -
(3)iz "Upload License ; 288 E{EHEIEAY "License file,

MRREBTRBEEAZE  Fig 58

N-Reporter start-up fail due to illegal license, please follow these steps:
(1) Press "Get Machine Key" button to download "machine key file"

(2) Send machine key file and your registration information to us

(3) Press "Upload License” to upload license file

If not auto re-direct to Login Page, please press here

Get Machine Key ' Upload License
HE... | license.np Upload

Copyright © 2009 N-Partner. All rights reserved.
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©)

License Register

| © 192.168.2.128/register.htmi?seed=1555041079432

Upload Successful and Restarting.
Please login N-Reporter later

” o JEN-Partner



(6) N-Probe

A [ ]-> URL https://<N-Probe/External Receiver |IP> : npartner /

npartner -> [Login]

A N-Probe Login

https//192.168.3.205

& Username

& Password

© 2009 N-Partner, inc. All rights reserved.
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(7 License

A HEEE | #5EE - N-Probe

x

£ z5z=

EilE 2=
NEEE

W =m==m

EEEE

N-Probe
NP-RPT-V-TW-ODMSWMES
7.0.005

2024/03/21 10:44

2024/03/21 11:56:13
GMT+0800

0014 Days 21:33

License 3

License

2025/01/18 23:39:59

Demo

CPU

17.61%

Probe Module ON Port 80
External Receiver Module OoN Port 443
DNS Module ON Port 5521
PM Module ON Port 18514
CPU Utilization (%)
2024/03/21 (time unit: 10secs)
100
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4.2 Firmware upgrade

(1) N-Probe/External Receiver
[ ]-> URL https://<N-Probe/External Receiver |P> > npartner / npartner ->
[Login]

A N-Probe Login

< (8 [ &%= | hitps//192.168.3.205 z O @ even |Ex =|

IN- e’

& Username

& Password

LOGIN

© 2009 N-Partner, inc. All rights reserved.
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)

MN-Prove 7 sEsx- (4D X @&

. Npartner (Superuser) ~ ame

BT

& zmEE G, B A License T Port AR EERIE
HmEE i sy
EESHEE
SR ]
rEeE S TR Probe Module on Port 80 on
=+ NP-RPT-V-TW-ODMSWMES
il _ External Receiver Module OoN Port 443 ON
ERETMH £ 7.0.005
L DNS Module ON Port 5521 ON
EHREEE 2024/03/21 10:44
EHEE 2024/03/21 11:56:13 PM Module ON Port 18514 ON
GMT+0800
TEEER 0014 Days 21:33
License Z#EEIE  2025/01/18 23:59:59
License #i7E Demo
[ ]1-> [Firmware image] -> [ ]
x
|‘ C\fakepath\nprobe-7.0.005.img
A
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(4)

¢

A A RREE | REEE - N-Pro

REIEE FEAT - RAHEEBEREENTH ‘

2 HEREENE x
2 Image upload x

o
5)
A [ ]-> URL https://<N-Probe/External Receiver IP> : npartner /
npartnerA )

A REEHE | REEE - N-Probe X

MN-Proce 7
Npartner (Superuser) ¥ E 2EE
& ss=E @, @A license | & remmszg Port $RERIE
B =nzzn i seEn
HeBrobe Probe Module oN Port 80 oN
External Receiver Module OnN Port 443 OoN
B 7.0.005
N DNS Module ON Port 5521 ON
= 2024/03/21 10:44
2024/03/21 12:02:01 PM Module ON Port 18514 oN
GMT+0300
0014 Days 21:39
License B 2025/01/18 23:5%:59
License fR%E Demo
f. J IN-Partner



5. N-Probe
5.1 N-Probe

( D Putty, SecureCRT, XShell ) SSH N-Probe (CLI)

(1)

N-Probe# show configure

N- Prnbeb 0# show configure

### Current configuration ########
£1ow- sampling 1
hostname N-Probeb.0

interface eth0 192.168.2.128 255.255.254.0 gw 192.168.2
ip dnsl 192.168.5.202
ntpdate lqa.

()

N-Probe# configure terminal

3) Flow N-Reporter IP Port
N-Probe(config)# flow-export 9001

N-Cloud/N-Reporter IP address

4) Flow
N-Probe(config)# flow-sampling 1

(5) IPv6

N-Probe(config)# flow-ipv6 on

(6) configure terminal

N-Probe(config)# exit

—Probe#t configure terminal
—Probe(configl# flow—export 192.168.2.77 9001

—Probe(config)# flow-sampling 1
—Probe(configl# flow-ipub on
—Probe(configl# exit

-Probei

(7)
N-Probe# show configure

—Probe#t show configure

ittt Current configuration i
flow—cache timeout active 30

f low-export 192.168.2.77 9001

flow-ipub om

flow—=anmpling 1

hostname N-Probe

interface ethd 192.168.10.89 Z£55.255.255.0 gw 192.168.10.5
ip dn=l 8.5.8.8

ntp =erver on tock.stdtime.gou.tw

it End b
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5.2N-Cloud/N-Reporter

(1) VMware ESXi
[ ]-> URL https://<N-Cloud/N-Reporter IP> -> -> [ ]
( Web U admin / admin , Web . superuser / admin)

A H5EE | REEE - N-Probe A N-Cloud Login X +

< 8y A 222 | https)//192.168.3.109 ! [ ) 5 =]

N-Clouo 7

& admin

Forgot password?
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[ 1->[ 1> ] N-Probe IP address -> [ ]

A SEEE | RREERHRE-N x +

hitps://192.168.3.109

stz (K|S DX (@] =

HEREHRE

SEES % 0FF A

192.166.3 205 Q Exm i el nann

W‘m A B [ FEEEs P ShEEs  SEEEa | ZNETRawDan £F Models |
AR RII) E m Global 192.168.3.205 + 192.168.3.205 & Flow =
F4 ﬂ Global 162 1683205 192168 3 205 @ Syslog &

sEnnEE

mEgERE
3 N-Cloud /N -Reporter/ N -Probe -> [ ]

& WiNEN x
SEEE

Switch / Router

- Application /DB / OS / Server

.-.l Firewall / IPS / Load Balancer / NAC / UTM /
T 1 WAF / Wireless
N . a2 S 05 BXE - ABRELRE - B

N-Cloud / N-Reporter / N-Probe

HxET SiEE o=
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(4) Syslog . SNMP Model N-Partner

i WTHRE - REELARE x

REELRE A

HEEW

‘ N-Probe7 ‘

P~

‘ 192.168.3.205 ‘

P

‘ Global e ‘
Syslog R O

‘ M-Partner A ‘

semxeeto ([

SNMP Model ©

‘ M-Partner h

Web B0
WSS

= T EE
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(5) N-Probe Flow
[ Flow ]-> [ ]
Flow 18Rz E ~

Flow ThiE
| E1F Flow In&t |
Flow ER{LREREXRH LR 0

+t— T EniE

%3 A&/ N-Partner



()

Detail

More

N-Probe?

192.168.3.205

Globa

N-Cloud/ N-Reporter/ N-Probe

N-Partner

N-Partner

£ SERHRERNE - REREHERGASESE ?
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5.3N-Probejoin N-Cloud/N-Reporter

5.3.1N-Cloud

(1) [ ]-> URL https://<N-Cloud/N-Reporter IP> -> -> [Login]

( Web U admin / admin , Web : superuser / admin)

A HEEHE | REEE - N-Probe A DREE | REEEEKE - N-Cl A N-Cloud Login

H O F= https://192.168.3.109

N-Cilouc 7

& superuser

Forgot password?
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@1 ] ID

% FHEE|SISE- N-Repor X + v - O X
< C A C | @ 2L o B ewn =

gEFxy LS9 X @ (=

HEEE

28 v e | G m 53
HmEE
E P : 5= i : Backup

EEEEE i Receiver
EnmE : ]

Global admin Reporter

&)

3= LOGO k&
BEEE
ERSHm R
EREEE
EEER

AP EfFEENHE

BERTSELE

- »
il ERETm = BET1EN s
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5.3.2N-Probe

( D Putty, SecureCRT, XShell ) SSH N-Probe (CLI)

1)
N-Probe# show version

N-Probe# show version
Software version : 7.0.005 (20240301-1657)

NP Kernel version : 20231201164625
Serial number
N-Probeit

(2) config
N-Probe# configure terminal

N-Probe# configure terminal
N-Probe(config)#

(3) N-Probe N-Cloud/N-Reporter IP

N-Probe(config)# ncloud ipv4

M-Probe(config)# ncloud ipv4 192.168.10.88
Success. N-Cloud ip is set to 192.168.10.88
N-Probe({config)#

N-Cloud/N-Reporter IP address

(4) A Global
N-Probe(config)# system register
N-Probe(config)# system register domain-name
M-Probe{config)# system register
domain-id Register device with the specific domain id
domain-name Register device with the specific domain name

global Register device with the "Global®™ domain

update Update device info with the existed machine id

reset Reset old gossip config if this probe will move to another N-Cloud
M-Probe{config)# system register domain-name Global
Register to N-Cloud/N-Reporter 192.168.10.88 is successful
MN-Probe(config)#
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5.3.3N-Cloud/N-Reporter

(1) [ ]-> URL https://<N-Cloud/N-Reporter IP> -> -> [Login]
( Web U admin / admin , Web : superuser / admin)
#/ N-Reporter Login X + X - 1 2%
< @ 0 © F=2 | htps//192.168.10.88 e Q9 0 SO (B evn =

|‘|-Reporter7

& superuser

Forgot password?
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ERESX
BREAE
{RLOGO t&
BIEEER
ERzGEEHE
EREEE
ESHE

AP E{EEENE
BERTZELH

i] ERETIm

N-Probe

] -> [Probe ]

2 - N-Probe =

hitps://192.168.10.88/c81e7

REzE pEEE R4S

Global

=2 RhiREE

2024/03/21 14:22:27 GMT+0800
0000 Days 00:06

2024/05/20 23:59:59

Demo

20231201164625

2024031515 [EF3

Probe,

External
Receiver,
DNS,
Performance

Lonitor

28d9d4c2f636f067f89cc14862¢/#/SysAdm/sys

192.168.10.89 192.168.10.89 I'™ (20240301-1657)  20231201164625 (@] )

(vl. ¢ o 0O B evwn

(Y

+ tanazns | & 18 pswsn T

co=s Q-
Syslog &Y 0/10
-

SNMP S HE 0/10
-

Server # 0/10
Flow EPS Max: 2000
Module Probe On

EREANE

NATREIPS B+ Kemel Ji% &

L 7.0.005 2024/03121
14:20

il =5

N-Partner
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6. ExternalReceiver

6.1 ExternalReceiver
( D Putty, SecureCRT, XShell ) SSH External Receiver (CLI)
: External Receiver 9001 port flow A port
: External Receiver 514 port syslog A port
(1)

N-Probe# show configure

N-Probe# show configure

#HHHHHE#HE Current configuration ##H#####H
flow-cache timeout active 30
flow-sampling 1

hostname N-Probe

interface eth® 192.168.10.89 255.255.255.0 gw 192.168.10.5
ip dns1 8.8.8.8

ncloud ipv4 192.168.10.88

ntp server on tock.stdtime.gov.tw

HHHHHHEE End  HHEHHHHE

N-Probe#

)
N-Probe# configure terminal

3) Syslog Flow N-Reporter P
N-Probe(config)# ncloud ipv4

N-Cloud/N-Reporter IP address

4) configure terminal

N-Probe(config)# exit

5)

N-Probe# configure terminal
N-Probe(config)# ncloud ipv4 192.168.10.88
Success. N-Cloud ip is set to 192.168.10.88
N-Probe(config)# exit

N-Probe# show configure

#FHHHEE#E Current configuration #####HEF
collector 192.168.10.88

flow-cache timeout active 30

flow-sampling 1

hostname N-Probe

interface eth® 192.168.10.89 255.255.255.0 gw 192.168.10.5
ip dnsl 8.8.8.8

ncloud ipv4 192.168.10.88

ntp server on tock.stdtime.gov.tw

FHEHETRE End #HEEEHE

N-Probe#

100 iy
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6.2N-Cloud/N-Reporter

6.2.1N-Cloud/N-ReporterDomain

(1) N-Cloud/N-Reporter
[ ]-> URL https://<N-Cloud/N-Reporter IP> -> -> [ ]
( Web U admin / admin , Web . superuser / admin)
%, N-Reporter Login x |+ v - O X
< B 0 © F=2 | bittps//192.168.10.88 c o 0 Sy @ ewn =

|‘|-Reporter7

& superuser

Forgot password?
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)

[ 1> ]1-> [ 1¢( : N-Partner) -> [ |
% RHTE|FEEE-N-Repor X 8 - N-Probe 5 & “NRep: | + v.o= o &
¢ o 0 https://192.168.10.88/cB1e728d9d4c216361067/89¢cc1486... 12, | & 0 DO G evwn =
[ 0] " P -
MN-Reporter 7 2B (L |f)|D||X| @]||=

Primary Backup
| Receiver | Receiver

£y

ERERS | Syslog ST

ERESEE ; ; ;
BEEE 0 Global admin Reporter
= LOGO ki

BRIEER

ERZzHEEE

EREEE
ESER
AP EEEENE
BRRTSETE

[3

B3N X1
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(€)) External Receiver
[ ] ->
a ANEE

|

EE;

o

ihuEs

n
i
i

li

Exiternal Receiver

External Receiver

External Receiver IP address ->

[

% | 192.168.10.89

[EER

1
o=m

BB

B | 2017/01/01

B E

B | 2100/01/01

;_u III.

s
®

o

sl
il
m

1]
i}
il
ot

103

BiE

A

A&/ N-Partner



(4)

G 0 SFEE|EMEE-NRee X A4 2

- N-Probe o e - o 2

< G; 0 © T=2 | hitps://192.168.10.88/c81e728d9d4c2i636f067100cc1486.. 2 | § A ™ @ ewen

(0]
M IIIIIIIIIIIIIIIIIIIIIIIIIIIII
BT v
. superuser (Superuser) v ome | HHEE

L& zg==

HEEE
FEEE

Primary Backup
| Receiver | Receiver

| EREER=
EREE=

BREE @ 0 Global admin Reporter
#E LOGO k&

BIEER

By ES A=

EREEE

ES1FE

API EEEETE

BERRSSETE

4 »

Em1EN s
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6.2.2N-Cloud/N-ReporterDevice

1) N-Cloud/N-Reporter
[ ]-> URL https://<N-Cloud/N-Reporter IP> -> -> [Login]
( Web U admin / admin , Web . superuser / admin)
258 | 2528 HEEE | 258 be % N-Reporter Login x + O

|‘|-Reporter7

& admin

Forgot password?
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2
[ 1> 1->1 ] ( : N-Partner) -> [ |

5 DEsE|RESEEFE-N X+

320dcc509a6(758... 12 | @ 20 S 0O B e

hitps://192.168.10.88/c4ca4238a0b
gRFxy (A DX & | =

REREERE
EBERE 12 CHN

<o EDBED

B  FEEES IPa RE=ES REEES

Global 192.168.10.5 192.168.10.5 @ Syslog

@® Dashboard

SEHREE ;ﬁ
LEEEDE %)

25 v M 4 1 HE | p M| & ETIE E1EE
& neee

& zzes

il EREFm

®3)
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7.1

Q) N-Probe

N-Probe# reboot

M-Probeb.0# reboot

(2) GNU GRUB -> [Booting from ISO-RESET-PWD] -> [Enter]

GNU GRUB wersion 2£.027betald-Z2Z2+debBul

Reporter ISO
Reporter last known good

Reporter ISO-Reset-PWD

Use the T and | keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the commands
before booting or ‘¢’ for a command-line.

3) password

N-Probe# show configure

M-Probe# show configure

#FH#HE Current configuration ##H#EE
flow-cache timeout active 30
flow-sampling 1

hostname N-Probe

interface eth® 192.168.10.89 255.255.255.0 gw 192.168.10.5
ip dnsl 8.8.8.8

ncloud ipv4 192.168.10.88

ntp server on tock.stdtime.gov.tw
#HEHHEHE End #HHHEBHHE

M-Probe#

(4) N-Probe
N-Probe# reboot

N-Probe# reboot
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