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1. EEE
1.1 FBEEEHE—F Server » FERHIAEIIT -
v/ CPU % E-2334 (8M {RENECIEEE - 3.40GHz) DI E -
v/ RAM 20 fE A% 48GB LI | -
v/ BEREZERT 500G DLE o BERE PR RIAE -
v’ 2245 VMware ESXi 6.0 S LL_FAYRRA -

1.2 N-Probe #H{TH} » FHEEF(AENGE > £/VFFEH 32G RAM sLiEASZER] -
1.3 FAEHF—5 Windows T » FHRNEH VMware / Proxmox VE -

1.4 Z5#E{# N-Cloud/N-Reporter 4% » 2% N-Probe/External Receiver #£7KHY Flow I Syslog figs °
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2. & N-Probe/External Receiver VMware image
N-Probe I#iRZE B FEHEZ - FERE S 500G BERMEGFZERE 128G 2R EEM[ - HFEEF 628G HEIRFEHRZER -
VMware BYARZS N-Probe/External Receiver Image ~aiithiitan T

[R4EtE
https://www.npartner.com/download/vm/N-Probe7.2_500G.zip
HyperV BYRRZS N-Probe/External Receiver Image F&jiitiN T~
[BR4EtE

https://www.npartner.com/download/vm/Hyper-V/N-Probe7 500G.hpv.zip

FF 1. BHEAE VMware FL & OVF EREEAEERMAW - 4598 N-Probe VM EREME - 2% Force BIOS (S5 %
F2) # A BIOS - fic & Hard Drive(0:0) &5 —B/chkiEE -

12 BHEEAREZE (VMware OVA &) IR OVA 1EH) (MD5 B8 i5iE) - B8 NEM zip BEERRBRERE (Al
7-Zip) RRIEL4E -
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https://www.npartner.com/download/vm/N-Probe7.2_500G.zip

3. ZERE

3.1 vSphere Web Client
3.1.1 vSwitch Promiscuous Mode

(1) A VMware ESXi

FARY [21Z 28] -> URL Bl A hitps://<VMware P> -> B AERZZBEMER -> 12 [BA]

@ & https://192.168.2.50/ui/#/login N @0 @ =

vmware ESXi

5 A&/ N-Partner



(2) #R¥E MRS AR E

2538 [4RR8] > EEHERIA] HEE -> B2 N-Probe eth1 B0 BHIBHA i FNEFPRRERERENE > g

7in

pa]

[4REERR E]
localhost localdomain - Viviv. X S - O
&« a @ @ & https://192.168.2.50/ui/#/host/networking/portgroups - @ In O @ =
vmware ESXi rool@192.168250 ~ | HH - | Chas -
T HER 1 || & localhostlocaldomain - #5%
M WEEEH | ERETIRE  EENC  VMkemelNIC  TCPIPIEE  FOGESA
38
BT D sl | S iReEnE || O Emasg | O EhE (Q js
B &#EE I €3 VM Network I 13 0 R IE T (== vSwitch0 17
L - € ManagementNet.. | 1 0 BEEEIE T (=8 vSwitch0 TR
2mA P
VM Network
BFR: 2
EREEEE 17
EERETTRER: BB vSwitchi
WLAN HEE IR 0
{EFACh AFREIEIR: 13
RSRFIT IR
https://192.168.2.50/ui/
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(3) RIAVGT #=

1 UL Mirror Port #9 vSwitch #9 VLAN i Bl 8 & [4095]

. |
/ EEEEEEA - VM Network
2%
VLAN = rlE 4095
EETESE vSwitch0 v
- B2
gaEs @z=z OE£ O # vswitch £%
MAC I 8E Ozz OFEZE @ # vswitch £F
BiEmEn Ozz OEE @ 2vswich £F
» NIC 225 BE—TLURES
» RERE HF—TLIRE
| BE || mB |
—

51 % Mirror BRIV BIATVLANID - IR ZE# AHFEMID ; & Mirror 382K BIF B Z{EVLAN ID - RIZE#E A
4095 (KR All) 7 ZFEFFZEVLAN ID BIRE
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4) REAREES
B (2] > BERESEN: [(BX] > ¥ [fFEHE]
. |
 EBEEEEE VM Network
ziE
VLAN ZEE
ERTES vSwitch0 v
v E2i
EEER ®==|0Ez O vswitch £
MAC I BE Oz OEE @ i vSwitch £
mEnER Oz=s OEE ® # vswitch £F
b NIC 26 F—TLIEE
y EEEE 5Tl EEs
7 || EE |
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3.1.2Import N-Probe VM

(1) &A VMware ESXi

FIRY [21Z 28] -> URL Bl A hitps://<VMware P> -> BIAERZZEMER -> 12 [BA]

ZA - VMware ESXi

- O in 0 @ =

vmware" ESXi
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(2) BEEHHEE
RhE [B1/F BREE SRR

localhost localdomain - Vil X g — O
€« G o @ £ https.//192.168.2.50/ui/#/host - O In @ @ =
vmware ESXi root@192 168250 ~ | W v |
TeER || [ tocatnostiocaidomain
"~
() Eu{8 vCenter Server || B R TS ' EoRREs [ EurisE | C =Rl | O Ebfe
localhost.localdomain - CFRU TE: 131 GHz
fEE: 6.5.0 (Build 4887370) BUAESEHRES !’w : _ 6%
HEEE: IEH (BB ENE vCenter Server) EES: 201 Mbz =2 140
E{FEFRA: 70 REE—IR iR TH: 21,74 GB
- 9%
S 24,15 GB 5 255.80 GEB
EEE A 19.41 TB
11%
SEE 241 TB HS 2182 TB
-
BEETE Supermicro
B Super Server
v |l cPu 4 CPUs x Intel(R) Xeon(R) CPU E5-1620 v4 @ 3.50GHz
Wl iR 25589 GB
v [y E5E Flash 0BEiER, 0B TR v

s liiz
https://192.168.2.50/ui/
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(3) EHEIFR
#EE [t OVF 3 OVA EXREZE#HHSR] -> 2 [F—H]

B
BlREER P o

T p e R
i 1 R B EHGERRA
R TR EMTE LGRS
3 EHETE
A ERAEH \ . - .
- HIIETE ISR OVF B VHDK e R iRiassan
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(4) #H OVF # VMDK 12

i A\ N-Probe/External Receiver [ #1423 %78 -> BEEVS HE AL [N-Probe/External Receiver OVA] &% -> & [F—

g]

) SIS RS2 - N-Probe

v 1 EHEEERR

2 W OVF 1 VMDK &=

3 ENEEFE
4 [HiEaH

5 AIEER
6 Bftis=iE
7 AliEsEnk

i2EY OVF 1 VMDK £
SIS EEESSEN OVF #1 VMDK #8228 OVA

B EEEEREE.
| N-Probe ||
EEUSEEESEETES 80 5. EEEE ESK FTESBTLESEE—.

X @ N-Probe7_500G_7.0.005.0va

8 || & || == B

12 - ;ﬂf.u-l?_‘artner



=

g

£

(5) ENEEFRE
EE [FHERB] > & [F—7A]

1 e BRS IS - N-Probe
v 1 ERGER ENETE
' 25&R OVF # VMDK 3% BT T P AT T I R T RS -
vEEI D
4 iggi TR RE T A BT R - 35 SR A0 PR S B A R TR -
58
P— &% v BE .~ A v BN . BEmE v BE 0 v
7 BT RR I ESXi_2.50 datastore 2182 TB 1941 7B VMFS5 B B
196E
-8 || ' || == K
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(6) ERBEIR

EE (YRR -> MR EIE [5TE(Thick)] -> % [F—H] °
71: STEE(Thick) B #8 BIEERSTEE A -

1 e BRS AR - N-Probe
v 1 B Ea =R
+ 2 iKY OVF 0 VMDK ff3E EEETEREIEIE
v 3 EHMESEE
vEEEEE
5 ENSES SR VM Network | VM Network v
i O ®=m
-5 | =8 | == || ws |
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(7) BH&ESTRL
REABNEELE - 17 5o - RSN EE ks

T 218 EiEHEE - N-Probe

v 1 EmEER BP48s=FRk

V' 218 OVF l VMDK &z B ez e

v 3 ERREEE

v s HEEE =

7 == e
EEHEEEE N-Probe
BE M-Probe7_500G_7.0.005-disk1.vmdk, N-Probe7_500G_7.0.005-disk2. vmdi
ERENE esxi1 46_datastore1
mEER ==
iEERE Server Network: 10 Network
EEIEEEREE ESall

Fay
.a-’ ' E HEESUSEREETESEEES.
-

(em [ = L= ] == )
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(8) FRIEZER

vmware ESXi

root@192.168.1.46 v | EREA ~ |

g
T

FEASSAE - ZhiEE [N-Probe/External Receiver E#iHzs] -> 12— T LIBIRNIE EHHE S0 E 25 £+

=l

» 51 emily_Win2016_8.100
EE iR .
BREE
~ 6 @
E vmKko
=8 vSwitch0

=E vmnicO

HEER..

m ERER

N-Probe
SRR
1EEtE
Viware Tools
CPU

[T =

ass | SeE | O

Debian GNU/Linux & (64 (37T)

ESXi 5.5 REHEE (EEWREE 10 i)
Z

]

CcPU

0 MHz
o
221 MB

BEE
660.11 GB

[~ —mEA
v 63 =p
» BE VMware Tools
r BEFE
2 M

BRI E
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(9) & A N-Probe/External Receiver

FE % CLI Z AMRSEZHE © npartner / npartner

login: System is loaded to memory...
[System is ready...

System IP is:
inet addr:192.168.2.2 Bcast:192.168.3.255 Mask:255.255.254.0

localhost login: npartner

tassyord :

Linux localhost 5.5.9 #4 3MP Thu Aug 19 12:19:38 C3T 2021 x86_64
elcome to CLIt

—-Probe#t

(10) && N-Probe/External Receiver %7

N-Probe# show configure

—Probe#t show configure
ittt Current configuration f#fttiaiy

hostname N-Probe

interface eth0 192.168.2.2 255.255.251.0 gu 192.168.3.254
ip dn=s1 8.8.8.8

ntp server on tock.stdtime.gov.tw

e End S

o r<alLliiel



(11) # & N-Probe/External Receiver IP address

N-Probe# configure terminal

IP RREFI: interface ethO <N-Probe_IP> <subnet_mask> gw <gateway P>

N-Probe(config)# interface eth0
N-Probe(config)# exit
N-Probe# show configure

—Probe#t configqure terminal

—Probe(config)#t int eth0 192.168.10.89 255.255.255.0 guw 192.168.10.5
—Probe(configl# exit

—Probe# show configure
gttt Current configuration ittt

flow—cache timeout active 30
flow—=sampling 1
hostname N-Probe

interface ethd 192.168.10.89 255.255.255.0 gw 192.168.10.5
ip dn=l 5.8.8.8

ntp =erver on tock.stdtime.gou.tw

ikt End  fidtiii

—Probe#t

3 A FEINIEEH A N-Probe/External Receiver IP address

18 ]
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3.2 vSphere Client

3.2.1 vSwitch Promiscuous Mode

(1) & A VMware ESXi

B B [VMware vSphere Client] -> & A VMware IP address * User name * Password -> £ [Login]

@ Wilware vSphere Client b
vmware

VMware vSphere®

Client

Iﬂ All vSphere features introduced in wSphere 5.5 and beyond are
available only through the vSphere Weh Client, The traditional
wSphere Client will continue to operate, supporting the same
feature set as vSphere 5.0,

To directly manage a single host, enter the IF address or host name.
To manage multiple hosts, enter the IP address or name of a
vwCenter Server.,

IP address [ Name: |192. 163.2.45 ﬂ
User name: Iruot
Password; I********

™ Use Windows session credentials

Login iI Close

19 ~ M&/N-Partner
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(2) FRUEBII SR

[VMware ESXi host] -> [Configuration] B H -> [Networking] I8 B -> 1% N-Probe eth1 B vSwitch: [Properties]

it BRERPRIRE

12 vSwitch

(&) 192.168.2.45 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

E ﬁ ‘é} Home [ gF] Inventory b [F Inventory

g &

@ |192.168.2.45

Getting Started

Summary | Virtual Machines

Hardware

Health Status
Processors
Memory
Storage

v Metworking

Storage Adapters
Metwork Adapters
Advanced Settings

Power Management

Software

Licensed Features

Time Configuration

DMS and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile

Host Cache Configuration
System Resource Reservation
Agent VM Settings

Advanced Settings

localhost localdomain VMware ESXi, 6.0.0, 3029758

Resource Allocation

View: FSp here Standard Switch
Networking

Standard Switch: wSwitch0

Wirbual Machine Port Group
51 VM Network

57 virtual machine(s)

WMkernzl Port
1 Management Network

vmk( : 192.168.2.45
2001::c0a8:22d

Performance

Configuration

Refresh  Add Metworking. ..

N

Physical Adzprars
@ ¢ |[—e BB vmnico 1000 Full | E3

e

Users

Events

Permissions

Properties...

71 Tasks |

[ront

20
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(3) #mEEMIEERRTE

#1E [VM Network] -> £ [Edit]

(&) vSwitchO Properties O x
Ports |Network Adapters I
Configuration | Summary | [~ Port Group Properties -
vSwitch 130 Parts Metwork Label: WM Network
VM Network Virtual Machine ... VLAN ID: Mone (0}
Management Net... vMaotion and IP ...
—Effective Polides
Security
Promiscuous Mode: Accept
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: -
Burst Size: =
Failover and Load Balancing
Load Balandng: Port ID
Metwork Failure Detection: Link status only
Motify Switches: Yes
Failback: Yes
Active Adapters: ymnico
. Standby Adapters: Mone
Add... Edit... I Remove Unused Adapters: Mane »

Closze |

21 ~ #&/N-Partner



(4) BLAVGT &
1 3%UZ Mirror Port #9 vSwitch 48 VLAN ID 5% 75 [4095]

[General] EH -> [VLAN ID (Optional):] ¥4 [All (4095)]

| (&) VM Network Properties

General [|Security I Traffic Shaping I MIC Teaming

Port Group Properties

Metwork Label; I'u'M Metwaork

VLAN ID {Qptional): Il {(4035)

QK

Cancel

=S T

af: & Mirror B2RRIE E1AFVLANID - BIFZI A HERIID ; 5 Mirror BRI EHFEZEVLANID - BIZEEH A

4095 (KZ&R All) 7 2E 22 EVLAN ID FORE

22
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(5) ARG

2L¥E [Security] EE -> A% [Promiscuous Mode:] #3F [Accept] -> 1% [OK]

General

Security

— Policy Exceptions

Promiscuous Mode:

MAC Address Changes:

(&) VM Metwork Properties

Traffic Shaping I MIC Teaming I

|—"

I.ﬁ.ccept

Forged Transmits: r I.ﬂ.ccept

Cancel

23
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3.2.2 Import N-Probe VM

(1) & A VMware ESXi

B B [VMware vSphere Client] -> i A VMware |IP address * User name * Password -> % [Login]

(&) VMware vSphere Client »

vmware

VMware vSphere®

Client

@ All wSphere features introduced in wSphere 5.5 and beyond are
available only through the vSphere Weh Client, The traditional
vSphere Client will continue to operate, supporting the same
feature set as vSphere 5.0,

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server,

IF address [ Name:

|192.168.2.45 vI

Iruut

User name:

Password: I********

[™ Use Windows session credentials

Close

2 ~ M&/N-Partner



(2) BBZE N-Probe/External Receiver

BLEE L _E A [File] -> [Deploy OVF Template...]

(%) 192.168.2.45 - vSphere Client

File |Edit View Inventory Administration Plug-ins Help

New »

tory b [ Inventory

| Deploy OVF Template...

Export »

Report »

ocalhost.Jocaldomain VMware ESXi, 6.0.0, 3029758

Print Maps L (e i RS £ LD Summary - Virtual Machines ' Resource Allocation
Exit

Performance

What is a Host?

A host is a computer that uses virtualization software, such
as ESX or ESXi. to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity.

You can add a virtual machine to a host by creating a new
one or by deploying a virtual appliance.

The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system installed on it, such as Windows or Linux.

7] Tosks |

Configuration | Users ' Events ' Permissions

! tab
close tab [X] ~

Virtual Machines A
? |

Host

> 4
vSphere Client Ve

ot/

25
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(3) EIEHIE OVA

#% [Browse] #1Z[E A [N-Probe/External Receiver OVA] &% -> #%Z [Next]

(@) Deploy OVF Template — O >
Source
Select the source location,
Source
OVF Template Details
Mame and Location
Resource Pool
Disk Farmat
Ready to Complete Deploy from a file or URL
D:\M-Probe?_500G_7.0.005.0va
Enter a URL to download and install the OVF padkage from the Internet, ar
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CO/OVD drive.
< Back Mext = Cancel
Y

26
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(4) OVF SAFFAER

1#53E A [N-Probe/External Receiver] &l -> 1% [Next]

(%) Deploy OVF Template

OVF Template Details
Verify OVF template details.

Source

OVF Template Details
Mame and Location
Resource Pool

Disk Format

Metwork Mapping

Ready to Complete

Product: MN-Probe?

Download size: 3.6GB

Size on disk: 4.0 GB (thin provisioned)
628.0 GB (thick provisioned)

Description:

< Back

Mext =

Cancel

27
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(5) BHEMNUE

& A\ N-Probe/External Receiver [E#ii%23 278 -> 12 [Next]

(%) Deploy OVF Template — O x

Mame and Location
Specify a name and location for the deployed template

Source Mame:

OVF Template Details ||N—Wube—|
Mame and Location

The name can contain up to 80 characters and it must be unique within the inventory folder.

Storage

Disk Format
Metwark Mapping
Ready to Complete

< Back | Cancel |

A
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(6) EEREEFR

#1E [datastore] -> 1% [Next]

—

Deploy OVF Template — O x

Storage
Where do you want to store the virtual machine files?

Source Select a destination storage for the virtual machine files:
OVF Template Details — e > = e : = ==
Name and Location ame | rive Type | apacity | rovision | ree | Type | in Pro
Storage a datastarel () Mon-550 545TE 8.28 TB 166.03 GB WMFS5 Suppaorte
Disk Format a datastore? MNon-558D 546 TB 5.28 TB 597.84 GB VMFS5 Supporte
Metwark Mapping
Ready to Complete
£ >
" Disable 5 orage DRS fo 5 wirtual machine
Select a datastore
MName Drive Type Capacity | Provisioned | Free | Type | Thin Provi
£ >
Compatibility:

< Back || Mext = || Cancel

.

2 ~ M&/N-Partner



(7) TREAST
#£3ZF [Thick Provision Lazy Zeroed (52 i 2 BB = 58 =)] / [Thick Provision Eager Zeroed(Se 2 i2FE B 37 =)]->

% [Next]
#F: Thick Provision Lazy Zeroed(Se2 M BB ERE) 3 Thick Provision Eager Zeroed(Se 2 A EBM X RE) 4
EIERRSEE AN

Deploy OVF Template — O >
@ .

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: Idamstorez
OVF Template Details

Mame and Location .

O — Available ce (GE): I 597.8
Storage space (G8)

Disk Format

Metwark Mapping
Ready to Complete

¥ Thick Provision Lazy Zeroed
™ Thick Provision Eager Zeroed

™ Thin Provision

< Back || Mext = || Cancel

A
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(8) HEEHE

#£ 12 [Network Mapping] -> #% [Next]

Metwork Mapping

Deploy OVF Template

What networks should the deployed template use?

Source

OVF Template Details
Mame and Location
Storage

Disk Format
Metwork Mapping
Ready to Complete

Map the netwarks used in this OVF template to networks in your inventory

Source Metworks | Destination Metworks |
VM Network VM Network |
Description:

The VM Network network

.

31

& N-Partner



(9) BN#F5ERL

BREAEMISEILER - 2% [Power on after deployment(Z3E & BIRIEIR)] -> 12 [Finish] FRIAENE & hitkes

(&) Deploy OVF Template

Ready to Complete

Are these the options you want to use?

O X

Source

OVF Template Details
Mame and Location
Resource Pool

Disk Format

Metwork Mapping
Ready to Complete

When you dick Finish, the deployment task will be started.

Deployment settings:
OVFfile: D:\M-Probe?_500G_7.0.005.0va
Download size: 3.6 GB
Size ondisk: 623.0 GB
Mame: M-Probe
HostfCluster: TAC-ES¥i46.npartnertech.|ocl
Datastore: esxil.46_datastorel

Disk provisioning:
Metwork Mapping:

¥ Power on after deployment

Thick Provision Lazy Zenoed
"Server Network" to "Server Network"

< Back | Finish Cancel |

A

32
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(10) FREES

BE A 52 AL & 2538 [N-Probe/External Receiver E##23] -> #£ [Launch Virtual Machine Console(BY &) & #i#25 £ 12

)]

(%) 192.168.2.45 - vSphere Client

- O X
File Edit View Inventory Administration Plug-ins Help
lé} Home b &F] Inventory b ] Inventory
munl> &6 & Blele @@
= F UREEL | aunch Virtual Machine Console
‘ (S B hieh  Summary - ResourceAllocation ' Performance ' Events ' Console ' Permissions
close tab A
What is a Virtual Machine?
A virtual machine is a software computer that, like a Virtual Machines
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system. |
Because every virtual machine is an isolated computing |
environment, you can use virtual machines as desktop or -
workstation environments, as testing environments, or to N Host
consolidate server applications.
Virtual machines run on hosts. The same host can run N
many virtual machines. P
\ -&f
Basic Tasks vSphere Client
Power Off the virtual machine
00 Suspend the virtual machine
< % Edit virtual machine settings
v
< >
7 Tasks | |root
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(11) & A N-Probe/External Receiver

& CLI B AIESRERT : npartner / npartner

A3

'

| File View VM

BNy 8B @R B2

localhost login: System is loaded to memory...
System is ready...

System IP is:
inet addr:192.168.2.2 Bcast:192.168.2.255 Mask:Z255.255.255.0

localhost login: npartner

Passuword :
Last login: Sun Awg 6 18:25:48 CST 2017 from ::1 on pts-?
Linux localhost 3.16.35 #1 SMP Tue May 31 14:14:35 CS5T Z016 x86_64

Welcome to CLI?

N-Probeb . 04
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(12) &% N-Probe/External Receiver %7€

Probe(configl)#t show configure
it Current configuration #uggsang
flow-cache timeout active 30
flow—sampling 1
hostname H-Probe

interface ethd 192.168.2.2 £55.255.254.0 gw 192.168.3.254
ip dn=l 8.8.8.8

ntp server on tock.stdtime.gov.tw

g End #iiiiiag

—Probe (config)#

(13) # & N-Probe/External Receiver IP address

N-Probe# configure terminal

IP 32ZE 5 =: interface ethO <N-Probe IP> <subnet_mask> gw <gateway P>

N-Probe(config)# interface ethO
N-Probe(config)# exit
N-Probe# show configure

N-Probe#t configure terminal

N-Probe(config)# interface ethd 192.168.10.89 255.2 £95.0 guw 192.168.10.5
Update register information to N-Cloud-N-Reporter successful
N-Probe(config)#t exit

N-Probe#t show configure

it Current configuration HHE###HESE

flow-cache timeout active 30

flow—sampling 1

hosztname N-Probe

interface ethd

ip dn=sl1l 8.8.8.8

nip server on tock.stdtime.gou.tw

it End ####iE4

N-Frobe#

3 A FEIIEE A N-Probe/External Receiver IP address
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3.3 VMware Workstation

3.3.1 vSwitch Promiscuous Mode

(1) #"¥E N-Probe.vmx &3

£ [N-Probe.vmx] #&% & - #&BEAH# -> HES U EZEA [Notepad(FEE )

File Home

@ OneDrive
S This PC

P Network

- v 1

> Quick access

View

564d2a37-2913-

2fae-293f-590b1

7c0d17e.vmem.ic
K

?l_

> ThisPC > Data(D:) > VM > N-Probe

N-Probe.vmx.ck

£)

N-Probe.vmx N-Probe.vmxf
Open with VMware Workstation
7-Zip
CRC SHA

[ Edit with Notepad++
o BEEDESSHNFEES)

|& Share

N-Probe-disk1.v
mdklck

B

N-Probe-disk1.v
mdk

564d2a37-2913-
2fae-293f-590b1
7c0d17evmem

nvram

Open with

>‘ «/] Notepad

Restore previous versions

Send to

4 VMware Player
S | @ VMware Workstation

Cut
Copy

Create shortcut

Delete

Rename

Properties

Search the Microsoft Store
Choose another app

10 items 1 item selected 2.95KB

Type: VMware virtual machine configuration, Size: 2.95 KB, Date modified: 9/12/2019 10:54 AM

295K8B

@
N-Probe ye
N-Probe.vmsd
vmware.log
==
W Computer
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N-Probe.vmx - Notepad —

File Edit Format View Help

mciQ.pciSlotNumber = "34"
ethernetO.present = "TRUE"
ethernetO.virtualDev = "vmxnet3"
ethernetO.connectionType = "custom"”
ethernetO.startConnected = "TRUE"
cthernet0.addressType = "generated"
ethernetO.wakeonpcktrcv = "false"
ethernetl.present = "TRUE"
ethernetl .virtuvalDev = "vmxnet3"
ethernetl .connectionType = "custom
: thernetl startConnected = "TRUE"

et 1r*YIf-*Tl 1||f‘!
vCpu.hotadd =
vcpu.hotremove = "false"
firnware = "bios"
mem.hotadd = "false"
nesteddVEnabled = "false"
<

Ln 50, Col 1 100%  Windows (CRLF) UTF-8
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(3) #E N-Probe BN EFHEZER

£ [N-Probe] LH#BERR -> RE [RRE]

3 N-Probe - VMware Workstation

BEP H#EE ®BAV) EREM FR&EO [REH) - me G 0l e :ﬁ‘ e
ok % FE N-Probe

localhost login: System is loaded to memory.

System is ready...
bystem IP is:

r:192.168.1.188 Bcast:192.168.7.255 MHask:255.255.248.0

S
48
ll;
i
’}ﬁ,',..‘
Er
4a
T
s

R 5
«!}t ]
3

<8l
o

v,

LEED) >

L1 L |
T

BT
o
(o =

tri+Alt+Del(E)

re

AR

b
Yy
=3
o

x

£

<
[(EEBASOIZERE  FESHARNTE—THE Crl+6 =3 CRC
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(4) 1 [#ETEF 2(ethernet1)] B E [1BHEET] -> BN [FEE]

g RE

ut e HREMRE

- e 8 GB EiEie(0)

[ Eese 2 EVEhEHERR(0)

A TET(SCSI) 4GB

. : EEH By
T — [® Eiiust(e): EEepEER|

g 1 {E#raE [ msuiyiimpsEimitas (P)

O NAT 18z8(N): BRI E484Y 1P firti
OIS #8N(H): B8 R AR
O EFI(V): ek

VMnet0 (1)
O LAN EE&(L):

LAN EEA(S)... | IBRECV)...

$mAA)... BERER)

K Ll
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3.3.2Import N-Probe VM
(1) B EhWorstation -> B8 [FARUE HEH]

| Vhware Worlstation

#BRO FEO BEV EHEM SEM BHEE OeoD

o ER | [ nerobe

() rsEseE 20 FaEE -

1. mEEEeRE PR VS £

WORKSTATION 16 PRO™

®

BUFMEES

K}

FEEEERE

—
F

ERERFARE

(2) #E#EN-Probe -> £ T [FR

DATA (D)

f

H

#, N-Probe7_500G_7.0.005.0va 2024/3/19 FF04:00  Open Virtualizati...

40
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(3) BEEBEETE > RIBEHEE > BT [EA]

S ENRE
AR IR AR AT E -

ERHESE (A)

M-Probel

RS ERVEATR IR (P) -

SHEH FEA. (1) HLiH

C:\Program Files (x86)\VMware\VMware Workstat|| = 825 (R) ...

(4) BRERE B
EEASSRE - RA%E B R R )

| N-probe - v
#ERE SEE ®BRE

\ware Workstation
EHBEM 2EM BEH | P - 2] Lol in ==

=nE Xl azE - Finerobe

= [C] N-Probe
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(5) & A N-Probe/External Receiver

FE % CLI Z AMRSEZHE © npartner / npartner

localhost login: 3ystem iz loaded to memory...
System i= ready...
System IP i=:
inet addr:192.168.2.2 Bcast:192.168.3.255 Mask:255.255.254.0

localhost login: npartner
Password:
Linux localhost 5.5.9 #4 SHP Thu Aug 19 12:19:38 CS5T 2021 x86_64

Welcome to CLI?

N-Probeit

(6) &E N-Probe/External Receiver %7

N-Probe# show configure

~Probe#t show configure

e Current configuration dH###HE

f low—cache timeout active 30

flow—=sampling 1

hostname M-Probe

interface eth0 192.168.2.2 255.255.254.0 guw 192.168.3.254
ip dn=1 8.8.8.8

ntp server on tock.stdtime.gou.tw

ittt End i

(7) #%F N-Probe/External Receiver IP address

N-Probe# configure terminal

IP &€ /5 3\ : interface ethO <N-Probe IP> <subnet_mask> gw <gateway P>

N-Probe(config)# interface ethO
N-Probe(config)# exit
N-Probe# show configure

—-Probe#t configure terminal

~Probe(config) int ethd 192.168.10.89 255.255.255.0 gw 192.168.10.5
—Probel(configl#t exit

—Probe#t show configure

ittt Current configuration titiiiiiig
flow—cache timeout active 30

flow—sampling 1

hosztname N-Probe

interface ethd 192.168.10.89 255.255.255.0 gw 192.168.10.5
ip dnsl1 8.8.8.8

ntp server on tock.stdtime.gov.tw

ittt End

—Probett

3 A FEUEE B A N-Probe/External Receiver IP address
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3.4 Proxmox VE 7

3.4.1 Mirror Bridge

X RAZ2EE Proxmox VE 7.0 S _ERIRRAS -

(1) ®5#E [PVE node] -> [System] -> [Network] -> [Create] -> [Linux Bridge]

XPROXMXVmual Environment 7.2-3 Search & Documentation & root@pam
Server View Node ‘pre’ © Reboot () Shutdown  >_ Shell i BulkAcions @ Help
Datacenter I
I I Crezte Reverl  Edt  Remove Apply Configuration
%We Q Search Linux Bndge l
=[] local [pue) 9 Actve Autostart VLAN aware  Ports/Slaves | Bc
R local2fs (pe) b Lo Bon Device Yes No No
[J Notes Linwx VLAN -
Device No No No
5= OV'S Bridge
=hall g dge Yes Yes No enol
® Syotem OVS Bond
OVS IntPort
= Network
# Cettificatss
@ ONSs

httos://152.168.12.85:8006/#

(2) # A Bridge port: eno2 X K& FIRIFH AR Interface Port -> # A5 ##: Port Mirror -> 1% [Create]

Create: Linux Bridge

Name vmbr1 Autostart v
IPv4/CIDR VLAN aware L]
Gateway (IPv4) Bridge ports eno2
IPv6/CIDR: Comment: Port Mirror

Gateway (IPv6)

SR ... |

43 ~ #&/N-Partner



e

<

- | a8
;

(3) # [Apply Configuration]
X PROX MO X vitual Environment 7241 52001

& Docurmentstion ™ NeTERERITE § 5 Re R

& shutdown  >_ Shell i BulkActions @ Help
Apply Corfiguration
Autostart VLAN aware  Ports/Slaves Sond Mode
Mo No
No No
Yes No eno’l
Yes No enoz

Pending changes (Either redoot or use "Apply Configuration’ (needs ifupdown2) to activate)

2022-10-23 14:10:05,935377402 +0800

+++ fetc/neiwork/ interfaces new 2022-10-25 14:32:06.4€69984026 +0300

Semver View Node ‘pve “ Reboot
=2 Datacenter
P Create Revort = Edt  Remave
: P Q Search
=[] local (pre) 8 s Name T | Type Active
&]local- ey )
S0 local-zfs (pre) enol Metwork Device Yes
[ Notes
enc2 MNetwork Device No
A=l mbed  Linux Bridge Yoz
o System bl Linux Bridge No
= Network
& Certficaies
@ DNS i
--- fetc/neiwork{Interfaces
A9 -1 A +1 71 60
Logs
(4) ¥ [Yes]
Confirm ()

' r—>] Do you want to apply pending network changes?

Yes

(5) #~"VM Bridge EREF

xFIHDXMXVmalmmmnmu-n Search

Saner View Iode ‘e
B2 Datacenter
Bpe Craate Hevsd  EoH Remove Apely Contiguration
Q Search
‘[] bocal (pee) 8 s Name Type Active AuLostan VLAN aware
: 1 ummary
@[ bcal = (o) anol  Notwork Dmice  Yes No Ho
[3 HNotes
ano2 Network Dinice Yoz No Ne
=Bl vmbr{l Linux Bridge Yoz Yoz Ne
| Linux Bea C5 (3 o
& Systam wmert | Li Y Vi N
= Netvork
@ Cedficates
@ ONs
0gs

& oramra

D Remoot () Shutdown > Shall { Bulkactions © Hep
Pons/Siaves Berd Moge  CIOR Gateway Comment
enol 192 168.12 89.. 192168 13.254
ena2 Port Mirsor

| ﬁf N-Partner



(6) tNI2%E] [>_Shell] -> #%#E interface ¥ A nano /etc/networkl/interfaces

Server View

B= Datacenter
B e
[local {pve)

local-2fs (pwa)

e o

Mo

¥ PRO MO X vitual Enviconment 7.2-11

de pve

e

Hatwork

Cenificates

& 0 0 @

Optionz

in

pve #1

/usr/

aMP

the

Dabian

O Revoot ) Shutdown

rogram are dsascribed
ght.

WARRMNTY, to

shell

SO e [ © cenecr | & coiaver |

i BulkAcions © Help

(7) *E iface vmbr1 XFEEFIRE 718 —17 bridge_ageing 0 -> 1% [Ctrl] + [O] 721& -> F 1% [Ctrl] + [X] BAS

x PRO MO < vitual Environment 7.2-11 earc

Sarver View

(8) XERUEE TR EHE PVE

Mo

de pe

& Documenmation

2 Revoot O Shutdown

© Cieaie CT

@ Holp

Bulk Actions

Seaich iface

Summary
Notes
Shel

System vmbrl

iface vmbrl

auto
= Matwork inat
& Cenificates
@ DNS

Q@ Ho

& Options

x PRO <MD < vinual Environment 7.2-11 Searct

Senver View

= Datacenter

[ =

e

9

[Tlecal {pve)

{i» oo

local-2fs (pwa)

Nl

7 Notes

de pue

Seaich

Summary

Shel

= Hatwork

® Cenincates

Q@ DNS

Network

rfacea(39)

8)

45

od (/lib/systend/systec/netw

imemation
J Reboot O Shutdown
O WARRANTY,
pta/1

&& systemctl
zation

status

natworking atart

wtwork

enabled;

ago

networking

vendor preset:

& roo@pam

@ Halp

enzbled)

{code=axitad, stn)

intertoces
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3.4.2Import N-Probe VM

(1) # [Create VM]

xPRﬂXMﬂvaml Environment 7.2-11 Search

Sarver View

52 Datacenter
B e
£ local {pve)
=[] local-2fs (pre)

Logs

Mode pre’

Q Search

8 Summary
[J Notes

> Shel

o System

C Updates

U Firawall

& Disks

@ Ceph

1 Ropication
Task History
© Subscription

i'
,l

& s

LR [ | © e

D Revoot O Shutdown | > Shall i BulkActions © Help
Package versions Hour (averaga)
pve {Uptime: 00:48.30) ’
CPU 0.23% of 8 CPU
w it &) @ 10 dalay 000%
B Load average 000001002
8 RAM usage B.43% (264 GiB of 3131 GiB) KSM shanng (<)
& (HD space 0.04% (1.51 GiB of 3.51 TiB) & SWAP usage NiA
CPU(a) 8 x Intel{R} Xeor{R) CPU E3-1231+3 @ 3 40GHz (1 Sockat)
Kernel Version Lirux §.15.30-2-pye #1 SMP PVE 5.15 30-3 {Fri, 22 Apr 2022 18:06.27 +0200)
PVE Manager Version pee-managen/7 2-11076d3178
Repostory Status @ Proxmax VE updates () Non production-ready reposiory enabled! $

(2) [General] EE ; #1Z[PVE Node] -> & A VM ID: 1 VM Name: N-Probe -> $Z[Next]

Create: Virtual Machine

= o

Node:
VM ID:

Name:

pve
100

N-Probe

Resource Pool:

®

Start at boot:

© Help

EE

46

Start/Shutdown
order:

Startup delay

Shutdown timeout

any

default

default

Advanced |
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e 4
W

¥ 3K oo

¥

(3) [OS] E | ; #hi#E[Do not use any media] -> % $# Guest OS Type: [Linux] -> Version: [6.x - 2.6 Kernel] -> &

[Next]

Create: Virtual Machine

General System

(C) Use CD/DVD disc image file (iso)

() Use physical CDVDVD Drive

(@ Do not use any media

47

Guest O5:
Type:

Version:

®
Linux
6.x - 2.6 Kernel
Advanced [ | [:EDS MNext

N ;ﬁ?.u- Partner

o
", |
§
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(4) [System] EH ; #1ESCSI Controller: [VirtlO SCSI] -> 1Z[Next]

Create: Virtual Machine ()
General OS ECUE Disks CPU Memory  HMetwork  Confirm

Graphic card: Default SCSI Controller: | VirtlO SCSI v

Machine:  Default (i440fx) v | QemuAgent: []

Firmware

BIOS: Default (SeaBIOS) v | Add TPM: O

s AR

48
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(5) [Disk] B ; #1ZBus/Device: [SCSI] -> 1Z[Next]

Create: Virtual Machine ()
General 0S5  System Disks eV Memory Network Confirn
scsil O [EY Bandwidth
BusiDevice: SCsl v = Cache: Default (Mo cache)
SCSI Controller:  VirtlQ SCSI Discard: ]
Storage: local ~ 10 thread: O]
Disk size (GiB): | 32 =
Format: QEMU image format
SSD emulation: [] Backup: |
Read-only: ] Skip replication: [ ]
Async 10: Default (io_uring) w
P
© Help Advanced
49
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S

(6) [CPU] B ; 8 A Sockets: ¥ Cores: 8 X1Z/DO#BE 8 LIE > ##7[Next]

Create: Virtual Machine )
General OS5  System  Disks Memory letwork Confirm
Sockets: 1 o Type: Default (kvmb4) b
Cores: 8 > | Total cores: 8
VCPUs: 8 o CPU units: 100 .
CPU lirnit: unlimited o Enable NUMA:  []
CPU Affinity: All Cores
Extra CPU Flags:
Default O@O + md-clear Requirad to let the guast OS5 know if MDS is mitigated correctly -
Default e oer pcid Meltdown fix cost reduction on Westmere, Sandy-, and lvyBridge
Intel CPU=
Default O@0O + spec-ctrl Allows improved Spectre mitigation with Intel CPUs
Default O@O + sshd Protection for "Speculative Store Bypass” for Intel models
Default O@O + ibpb Allows improved Spectre mitigation with AMD CPUs
© e pavances 2 (00 I

50 - @?.u-Eaﬂner



(7) [Memory] =M ; #A Memory (MiB): 32768 X £’V 32GiB LI E _> Ballooning#t BEUY A3 -> 2 [Next]

Create: Virtual Machine ()
General 0S  System Disks CPU Network  Corfrm

Memory (MiB): 32768 =

Ballooning Device: U

© Help Advanced [ m Next

” o T N-Partner



(8) [Network] EE ; #12Bridge: [vmbr0] X5 k& FIR1EEZ N-Probe EH7TH -> Model: [Intel E1000] -> %

[Next]

\ Create: Virtual Machine

|

General OS  System

[] No network device

Disks CPU  Memory Confirm

®

Bridge: vmbr0 Model: Intel E1000
VLAN Tag: no VLAN MAC address: auto
Firewall: M
Disconnect ] (lQ]\:E;e/sll)rT\it T — 2
Multiqueue
© Help

52
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(9) [Confirm] EE ; E&N-Probe VM ELE&-> 1%Z[Finish]

Create: Virtual Machine

General

Key
balloon
COres
ide2
memaory
name
netl
nodename
numa
ostype
scsil
scsihw
sockets
vmid

[] Start after

05

created

System

Disks CPU Memaory Network

Value

0

8

none media=cdrom
32768

M-Probe

e1000, bridge=vmbrl firewall=1
pve

0

126

local:32 format=qoow2
virtio-scsi-pci

1

134

(10) MUBRIEHE ; BHEE[N-Probe VM] -> [Hardware] -> [Hard Disk] -> #%[Detach]

I ;( 1

Advanced (] m

Virtual Maching 134 (N-Probe) on node ‘pve’ Mo Tagz#® P Start Shutdown < Migrate  >_ Console More
& Summary Add Edit  Disk Action Revert
>~ Console =9 Memory 32.00 GiB [balloon=0]
i Processors 8 (1 sockets, 8 cores)
& Cloud-Init & BIOS Default (SeaBIOS)
& Options L Display Default

. € Machine Default (i440fx)
Task History
Z  SCS| Controller VirtlO SCSI

Monit
@ onitor ® CD/DVD Drive (ide2) none media=cdrom
Backup & Hard Disk (scsi0) local: 134/vm-134-disk-0.qcow?2 size=32G
13 Replication = Natwork Device (net0) 21000=8AB5:3F: CC:FC:72 bridge=vmbr{ firawall=1
"D Snapshots
P Firewall
ui' Permissions
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(11) 1Z[Yes]

Confirm

Are you sure you want to detach entry ‘Hard Disk (scsi0)

(12) #43%E[Unused Disk] -> #%[Remove]

Virtual Machine 134 (N-Probe) on node 'pve’

& Summary
>_ Consocle
= Hardware
& Cloud-Init
£+ Options
Task History
@ Monitor
Backup
+3 Replication
D Snapshots
U Firewall

o' Permissions

(13) ##Z[Yes]

Confirm

No Tags« | P> Start Shutdown <] Migrate »_ Console Maore

Add Edit Disk Action Revert
&= Memory 32.00 GiB [balloon=0]
#® Processors 8 (1 sockets, & cores)
& BIOS Default (SeaBIOS)
2 Display Default
& Machine Default (i440fx)
= 3CSI Controller VirtlQ SCSI
(2) COD/DVD Drive (ide2) none, media=cdrom
= MNetwork Device (net0) e1000=8A:B5:3F:CC:FC:72 bridge=vmbr{ firewall=1
|2 UnusedDisk o | local:134/vm-134-disk-0.qcow2

Are you sure you want to remove entry ‘Unused Disk 0’
This will permanently erase all data.

5 ~ M&/N-Partner



(14) BERYCHEHE . 2H3¥[CD/DVD Drive] -> #%[Remove]

Virtual Machine 134 (N-Probe) on node 'pve’

& Summary
>_ Console

[ Hardware
& Cloud-Init

£+ Options

1}

Task History

Monitor

M @

Backup

Replication

O 0

Snapshots

Firewall

L &

Permissions

(15) &Z[Yes]

Confirm

Mo Tags & B Start Shutdown </ Migrate »_ Console Maore

Add Remove Edit Disk Action Revert
E= Memory 32.00 GiB [balloon=0]
M Processors & (1 sockets, 8 cores)
¥ BIOS Default (SeaBIOS)
L Display Default
& Machine Default (i440fx)
=  3CSI Controller VirtlO SCSI

|® coiDVD Drive (ide2) | none media=cdrom |

= Network Device (net) e1000=8A:B5:3F:CC:FC:72 bridge=vmbr0 firewall=1

Are you sure you want to remove entry ‘CD/DVD Drive (ide2)
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(16) #73& Mirror Bridge; [Hardware] I8 H-> #£[Add] -> Eh#E[Network Device]

Virtual Machine 134 (N-Probe} on node 'pve’  No Tags#* B+ Start Shutdown < Migrate  >_ Console More
& Summary Add Remove Edit Disk Action Revert
>_ Console g = HardDisk 32.00 GiB [balloon=0]
= Hardware i @ CD/DVD Drive 8 (1 sockets, & cores)
- -
& Cloud-Init ]‘_ Netwrork Dewcel Default (5eaBIOS)
;& EFlDisk Default
& Options S TPM State _
. 1 Default (i440fx)
Task History *% USB Device
E- 5C! Devi Virtlo SCSI
¥ [==5] EviCe
AT : _ 210) £1000=8AB5'3F-CC-FC 72 bridge=vmbr0 firewall=1
- Serial Port
Backup
Beol & Cloudinit Drive
S
B Replcation Wi Audio Device
D Snapshots [=) VitlORNG
U Firewall
o' Permissions
(17) 3#$2 Mirror Bridge: [vmbr1] 5 & SR 15 E1E mirror Bridge -> Model: [Intel E1000] -> $#2[Add]
Add: Network Device
Bridge vmbr1 Model Intel E1000
VLAN Tag no VLAN MAC address auto
Firewall M
Disconnect l Rate limit L e
!‘ unlimited
(MB/s)
Multiqueue
© Help Advanced [/] Add
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(18) E& R N-Probe VM tEESFH R

Virtual Machine 134 (N-Probe) on node 'pve’

& Summary Add Remove Edit
>_ Console =2 Memory
2 Hardware  Processors
& Cloud-Init & BIOS
£ Options o Display

. £ Machine
Task History

=  SCS| Controller

@& Monit
® onfter = Metwork Device (net)
Backup = Network Device (net1)
13 Replication
% Snapshots
U Firewall
s’ Permissions

agz# |+ Start Shutdown ] Migrate

32.00 GIB [balloon=0]

8 (1 sockets, & cores)

Default (SeaBIOS)

Default

Default (i440fx)

Virtlo SCSI

e1000=8A:B5:3F:CC:FC:72 bridge=vmbr( firewall=1
e1000=CA: AN E4:DF:2B:45 bridge=vmbr1 firewall=1

»_ Console

More

5 FAAR BA AR BN 32 1% N-Probe OVA f2F3 - W77% N-Probe disk1.vmdk disk2.vmdk #% 22 83% % Proxmox VE

(15) BE KVM fRA

# gemu-img —version

mu-kvm 7.0.0-4)

Bellard and the QEMU Project developers

(16) #% N-Probe vmdk disk1 &5 qcow2 &

# gemu-img convert -f vmdk N-Probe7_500G_7.0.005-disk1.vmdk -O gcow2 N-Probe7-disk1.qcow2

root@ve:/mnt/pve/nasl/images# gemu-img convert -f vmdk N-Probe7_500G_7.0.005-diskl.vmdk -0 qcow2 N-Probe7-diskl.qgcow?2

root@ve:/mnt/pve/nasl/images#

(17) #% N-Probe vmdk disk1 1% 6% qcow?2 1&
-img convert -f vmdk N-Probe7_500G_7.0.005-disk2.vmdk -O gcow2 N-Probe7-disk2.qcow2

root@ve:/mnt/pve/nasl/imag

# gemu-img convert -f vmdk N-Probe7_500G_7.0.005-disk2.vmdk -0 qcowZ N-Probe7-diskZ.qcow2

root@pve:/mnt/pve/nasl/images#
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(18) TEEIR qeow2 W

# gemu-img info N-Probe7-disk1.qcow?2

root@pve:/mnt/pve/nasl/images# gemu-img info MN-Probe7-diskl.gcow2
image: N-Probe7-diskl.qcow?2
file format: gcow2
virtual size: 128 GiB (137438953472 bytes)
disk size: 98 GiB
cluster _size: 65536
Format specific information:

compat: 1.1

compression type: zlib

lazy refcounts: false

refcount bits: 16

corrupt: false

extended 12: false
root@pve:/mnt/pve/nasl/images#

# gemu-img info N-Probe7-disk2.qcow?2

root@pve:/mnt/pve/nasl/images# gemu-img info N-Probe7-disk?.gcow?
image: N-Probe7-disk2.qcow2
file format: qgcowZ
virtual size: 500 GiB (536870912000 bytes)
disk size: 41.1 MiB
cluster size: 65536
Format specific information:

compat: 1.1

compression type: zlib

lazy refcounts: false

refcount bits: 16

corrupt: false

extended 12: false
root@ve:/mnt/pve/nasl/images#

(19) EEA QCOW2 # & E N-Probe [E#izs

# gm importdisk -format qcow2

root@pve:/mnt/pve/nasl/images# gm importdisk 134 N-Probe7-diskl.qcow2 zfs pool -format gcow2
importing disk 'N-Probe7-diskl.gcowZ' to VM 134
transferrec 0%

;_pool:vm-134-disk-0'

# gm importdisk -format qcow?2

root@ve:/mnt/pve/nasl/images# gm importdisk 134 N-Probe7-diskZ.qcow? zfs_pool -format gcow?2
importing disk 'N-Probe7-disk2.g 2' to VM 134
transferred 0.0 B of 500.8 GiB (@

transferred 500.0 GiB of 500.0 GiB (100.00%)
SuccessTully imported disk as ‘unusedl:zfs pool:vm-134-disk-1'
root@pve:/mnt/pves/nasl/images#

gm importdisk <vmid> <source> <storage> --format qcow?2
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(20) #E}Z[N-Probe VM] -> #L#E[Hardware] -> [Unused Disk 0] -> [Edit]

Virtual Machine 134 (N-Probe) on node 'pve’ Mo Tags#* I Start Shutdown ] Migrate  >_ Console More
& Summary Add Remove Disk Action Revert
>_ Console = Memory 32.00 GiB [balloon=0]
i Processors 8 (1 sockets. 8 cores)
& Cloud-Init ¥ BIOS Default (SeaBIOS)
£ Options o~ Display Default
. &% Machine Default (i440fx)
Task History
= SCSI Controller VirtlQ SCSI
@& Monitor . .
= Metwork Device (net) e1000=8A:B5:3F.CC:FC:72 bridge=vmbr0,firewall=1
Backup = Network Device (net1) 21000=CA:AAE4-DF-2B:45 bridge=vmbr1 firewall=1
t3 Replication IEn Unused Disk 0 | zfs_poolvm-134-disk-0 I
%) Snapshots = Unused Disk 1 zfs_poolvm-134-disk-1
U Firewall

w' Permissions

(21) [Disk] B ; 23ZBus/Device: [SCSI] -> & &[Disk image] FHAIE-> 1Z[Add]

Add: Unused Disk
EEY  sandwidin
Bus/Device: | SCsl 0 Cache: Default (Mo cache)

SCSI Controller:  VirtlQ SCSI Discard: |
Disk image: I zfs_poolvm-134-disk-0 I 10 thread: |
55D emulation: [ Backup: %)
Read-only: | Skip replication: []
Async 10: Default (io_uring)

© Help Advanced [/ “

(22) #EFE[N-Probe VM] -> BLE[Hardware] -> [Unused Disk 1] -> [Edit]

Virtual Machine 134 (N-Probe) on node 'pve’  No Tags#® > Start Shutdown 4] Migrate  »_ Console More
& Summary Add Remove | Edit | DiskAction Revert
>_ Console =1 Memory 32.00 GiB [balloon=0]
3 Hardware i Processors 8 (1 sockets, 8 cores)
& Cloud-Init & BIOS Default (SeaBIOS)
& Options L Display Default

. & Machine Default (i440fx)
Task History
= 3CS| Controller VirtlQ SCSI

Monit
@ Monitor S Hard Disk (scsi0) zfs._poolvm-134-disk-0 size=128G
Backup = Network Device (net0) 21000=8A:B5:3F:CC-FC:72 bridge=vmbr{ firewall=1
t3 Replication = Network Device (natl) e1000=CA:AAE4-DF-2B:45 bridge=vmbr1 firewall=1
=) Snapshots |2 Unused Disk 1 | zfs_pool:vm-134-disk-1
U Firewall
o' Permissions
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(23) [Disk] EE ; #h3EBus/Device: [SCSI] -> &&[Disk image] FHAIE-> Z[Add]

Add: Unused Disk

08 Bandwidth
Bus/Device: SCSI 1 Cache: Default (Mo cache)
SCSl Controller:  VirtlQ SCSI Discard: |:|
Disk image: zfs_pool:vm-134-disk-1 10 thread: |
S50 emulation: [ Backup: | '
Read-only: | Skip replication: []

Async 10: Default (io_uring)
© Help Advanced [

(24) TR AT

HEFdisk 0(128G) B A AMERR - disk1BE R -

Virtual Machine 134 (N-Probe) on node 'pve’

&

_ Console

Summary

e

Hardware
Cloud-Init

Options

i = & {

Task History

Monitor

m @

Backup

Replication

O

Snapshots

Firewall

L -

Permissions

No Tags¢#* B+ Start Shutdown < Migrate  >_ Console Mare
Add Remove Edit Disk Action Revert
E= Memory 32.00 GiB [balloon=0]
W Processors 8 (1 sockets, & cores)
& BIOS Default (SeaBIOS)
b Display Default
#f Machine Default (i440fx)
=  SCSI Controller VirtlD SCSI
& Hard Disk (scsi0) zfs_poolvm-134-disk-0 size=128G
& Hard Disk (scsit) zfs_poolvm-134-disk-1 size=500G
= Metwork Device (netl) e1000=8A:B5:3F:CC:FC:72 bridge=vmbr{ firewall=1
= Metwork Device (netl) e1000=CA A~ E4:DF 2B:45 bridge=vmbr1 firewall=1
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(25) F4%E[Option] -> [Boot Order] -> [Edit]

Virtual Machine 134 (N-Probe) on node 'pve’ Tags#® | P> Star Shutdown <] Migrate  >_ Console More
& Summary Edit Revert
> Console Mame N-Probe
< Hardware Start at boot Mo
& Cloud-Init Start/Shutdown order order=any
|§ Options 0S5 Type Linux 6.x - 2.6 Kernel
. I Boot Order netl I
Task History
Use tablet for pointer Yes

Monit
@ Monitor Hotplug
Backup ACPI support

£3 Replication KVM hardware virtualization
Freeze CPU at startup

Use local time for RTC

RTC start date

SMEIOS settings (typel)

9 Snapshots
U Firewall

o' Permissions

Disk, Network, USB

Yes

Yes

No

Default (Enabled for Windows)

now

uuid=Tcea2402-1c4b-4133-b55f-F10105fcdd8c

(26) “Z)¥E[Enabled Device N-Probe disk1] # &% & EE-> #Z[OK]

Edit: Boot Order

# Enabled | Device Description

= 1 8 scsil zfs_pool:vm-134-disk-0,size=128G

= & scsil zfs_pool:vm-134-disk-1,size=500G

= = netl e1000=8A:B5:3F:CC:FC:72 bridge=vmbr( firewall=1
= = netl e1000=CA:AAE4:DF:2B:45 bridge=vmbr1 firewall=1

Drag and drop to reorder

@ Help

(27) H¥E[>_ Console] -> #Z[Start Now]

Virtual Machine 134 (N-Probe) on node 'pve’

L]

Summary

Console

p—
e
I

Hardware
Cloud-Init

Options

il = ® {]

Task History

Monitor

w ®

Backup

A

Replication

&)

Snapshots

Firewall

a

m' Permissions

Tags &

B Start Shutdown

Guest not running

¢ Start Now
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(28) & AN-Probe/External Receiver
FRE& CLI Z AMRSRZZAE : npartner / npartner

Virtual Machine 134 (N-Probe) on node 'pve’ @ Shutdown <] Migrate ~ >_ Console More @ Help

Lu}

Summary

Console

e

Hardware

Cloud-Init alhe W4 SME The Aug 19 12:19:368

o 0 {]

Options

(i

Task History

Monitor

C

iL:}

Backup

v

Replication

(€]

Snapshots

Firewall

a

w' Permissions

(29) & & N-Probe/External Receiver & E
N-Probe# show configure

~Probe#t show conf igure

guupund Current configuration HuEsgusRy
‘"low-cache timeout active 30

[ low-sampling 1

hostname N-Probe

interface ethO 192.168.2.2 255.255.254.0 gw 192.168.3.254
ip dnsl1 8.8.8.8
ntp server on tock.stdtime.gov.tw
pHunpuny End nuuuuun
Probe#
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(30) # & N-Probe/External Receiver IP address

N-Probe# configure terminal

IP 5% F3 30 interface ethO <N-Probe_IP> <subnet_mask> gw <gateway IP>

N-Probe(config)# interface ethO
N-Probe(config)# exit

N-Probe# show configure

~Probe# configure terminal

Probe(config)# interface eth® 192 .168.9.91 255.255.254 .0 gw 192.168.9.254
Probe(config)# exit

Probe# show conf igure

gt Current configuration HuHEHRHH
 low—cache timeout active 30
low-sampling 1

iostname N-Probe

interface eth® 192.168.9.91 255.255.254.0 gw 192.168.9.254
ip dnsl 8.8.8.8

ntp server on tock.stdtime.gov.tw

i End susinsy

—Probe#

2t Al FEusE A N-Probe/External Receiver IP address
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3.5Hyper-V 2016-2022
3.5.1 Mirror vSwitch

(1) BERL [Hyper-V BEE]

ol
Hyper-v EEE
(2) BRE[ERRBBREEE]
iﬂ Hyper-v EEES - o *
ExEP =R wEN REH)
&= 5
% Hyper-v 128 EfE
BE WIN2016-HYPER-V EREEED IN2022-HYPERY -
Bl WIN2022-HYPER-V £ N $REE CPU EHE e
»
tEiERREEE EHTB R P EA S
[ Hyper-V E2E..
EE EmTmETEs
< o EE AN EBE_
BE(O) - EEmE.
- .
TR BRI -_' REER.-
ORI
¥ EBREES
D EF=iE
wE »
HER =5
FIEAER .
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(3) FHE[FE BB RIRER] > [IMN] -> [BRILEHERIRER] > [(MEE]

HYPER-V M EETRHEES

00-15-5D-0E-9D-00 ) 00-15-5D-0..

2 R ERT RS
BERUAEBIMERIRSE (W)
Intei(R) 1210 Gigabit Network Con..,
A SRR
§ MAC (IitEEE BA

RUFHEFWES T @ FOERRE  [RERRES RS -

B

|| HE©) II

BB A
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(4

3?3‘ Sy
Y S

(4) & A vSwitch &7&: Mirror vSwitch X k& FIRIE

{En

EEAGARUBEE N TEF] -> ZAEE]]

HE HYPER-V IERZBREER

T, A
o SUR S

B

AAE -> RREE[SMERARRS] MWETEF] -> BUBDE[RFFEE

HEERANEPA ARG -

A EETEHS v ERZBRBAT
2 IEREEIR TR
& o2 vSwitch EEN):
Intel(R) 1210 Gigabit Network Con... [[Mirror vSwitch
¥ wha Mirror vSwitch
Intel(R) Ethernet Connection ... PEECT):
A EHRREE
§ mac (Tt EiE
00-15-5D-0E-9D-00 3 00-15-5D-0...
jEER4ERY
CEFLERIRSERE R
@ SMEREKE):
Intel(R) Ethernet Connection 1217-LM v
[ Fuipessl (e fnim it A bL RS 1 i (M)
[[] BRE—1R B2 1/o FER{E (SR-10V)(S)
O REFERO
O BABRE)
VLAN 35558
R (FR R imaEE e
LAN S5 P! EEES waﬁsiﬂm zEIE
& FIRUAERE LA
2

O SRUSEREIREEAERTE Sr-10V - BERA Sr-10v AR RET RS E

1BRER)

| wro || wHEO IO
(5) ®I=]
EFEEEE X
BETHERIZTESSNEREINER
=7

AREAAFEEAEENEFERINEELRS - B
BTCREMERNEFETERTR - ERuehR
URENEFINFESERT - SERER?

L 2w ||| =

EN)

[ *=E8=0)
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(4

¥ 3K oo

3.5.2 Import N-Probe VM
(1) BRL [Hyper-vV BEE]

(ol
Hyper-V €28

(2) BHIE[TE A F152]

iﬂ Hyper-V S8
BEFR EEW BERN) HEH

o= 257 HE

EH Hyper-v ZEE

Ef WIN2016-HYPER-V ERERD
E WIN2022-HYPER-V 2 s CPU BAE
B EE L35 B s
£
BEEO
REERD SRS
FHE
FEREE .
£ >
67

EnfE

WIN2022-HYPER-V
i

[ mismms

Hyper-V 2E...

B oiE E

EFESAN EHEE .
SEuEE
BEZE.
FILEE
HEEES
EF=E

R

Bt

= Iz b

(<3 SO}

=

EHTEETER.
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(3) [N —2]

ENEERE w

1t &G R

TE SRS Bl FEAEEETIRBN I — RS TEAREE A ERHEES. EATES 135 EREREAERRE. IS RITILEM L
- {EH ERES.

SHEEE

TEAD EHHEEE

TEFFE ARR

i

L] TERiaT D)
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(4) RA[BI%5] #EHEE AN-Probe EHHERAVERIZE-> B[ F—F]

(¢] EAEEFHE

FAFk

PES KD

SHER®
TERT E e
TR AR
e

EEDLSEE A 2 BRI TERT,

ErF o)

|E:\Hyper-V\VMs\N-Probe?_500G\ EEE
= F—#&(F) T—&M = e
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(5) H 32 EE AN-Probe [EH#H425-> B[ T —]

PN %

R ERRE

1E e JEHVEREE A 64 g AR ()

?ﬁ =1 ) BrEH |
EM SRS N-Probe7_S00G 2024/4/26 T4F 05:39:47
JEHERE A rERY

RE

<t—%0) || T-#m> || mor AR
(6) FHE[EHEREREUNE—BAIE)] > Z[F—F]
EASEEE <

REFE A ZER

TR SR (T 600E SR
BT O) S B aias ((EFRIRAGHE— 351 15) (R)
JEER BRI O B EAHEES (SR EIE— MBS (S)

JEEME A HER ® EREREE (RITRIE— MBS (0)
it

<t—£0) TRE AR
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(7) EEERERMETFUE-> B[]

ELEERE

=iE SRR EEENGEFER

FEg KT oLl EHENERREENERREEREEEER - E5EE  EESEEEE N ILE
St & CRYTERR Hyper-V Eflsk i EEEREERTIEENERE -

pEE I [ EEggERETEFEuE©)

JHERE N _ S

EEB B

P — EA\Hyper-ViWiMsY, i

i BELENE(C

EXA\Hyper-\AWs\M-Probe7 500

= F—&{F)
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(8) EERFERERRFUE-> B[ F—D]
E EHES X

RIEFEZHkETr ERTE R EENEFR

g oK ST CREAR I AR AIEE A R IR T AR (O B

SHERT &L |E:'n,Hy'per-'l.-"n,'l.-'Ms'n,I'sl-PrDI:uEI-"_EEIEIG'n,'I.-'irb_laI Hard Disks| | HER(E). ..
JEHR EE R

JEFEE A 2R

EEER A4

TEFERTEEAT
i

<E—%F) AR
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ol

(9) BESENEEAR-> B[ T—5]

7 EAEmES X
] BOTEEE

T (TR HE TR B BATES | AR TR -

BIRHR EAHBES N-Probe’ R TR -

M- © BFHZ AR Management vSwitch'+

RS AR

B EM S (TS HyPeR v L ERAERSTIAG -

HHREHFREN #8: | vswiteh -

HE8 %5802

—_—

=

<t—5F) ERn [ e
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(10) 384F Mirror SEE& N HEHRRIR2R-> R[N —F]

7 EASmEs x
(] HRPEEE

5 AAK] BT B L R ERTIA -

SRR EREIAES -Probe’ B4 FFINVEIRIR -

it @ 1FHIZ AR STIAL Management vSwitch *

AT

T T SRS MRy LIRS -

T N B

BRI

IR T |EEE

<t—5@) TR wH
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(11) #Z[5ERk]

ELEEEE %
IFTESEkEE A =
FES A E L] EMAGE T TRIVESE.
FHEHT Jei ()
R EhE a2 EhHEE: M-Probe?_S00G
BEIECE A 2B AR E:Hyper-yiWMs-Probe?_5006G - #EENirtual Machines\88469 1CE-
EFER A EEEY FEEY (FE4 IREYGER HE)
T ERa ElEERE R E:\Hyper-V\WMs\N-Probe?_500GY
};fg@ﬁaﬂm TREr LT e E:\Hyper-v\¥MsH-Probe?_500G
I I RETIE: £ \Hyper-V\VMs\N-Probe7_S00G
EEFFIEE ATE E:\Hyper-V\WMs-Probe?_500G\Virtual Hard Disks',
< >
HETHEE AL MEES, SFE— T TRl
<t—%@) | | F-&0) = A
(12) 3 £ N-Probe VM -> 2[R E]
28 Hyper-V Z1BE — O X
EEER HER BEV)  BEH
&= | 5|
Hyper-V E8E
ﬁé%mz@zz%wm-v e f::zozz-mpm_v - n
£ HE CPUEHE  SENEEE i
] -Probe7_500G iz i
EASHESE
Hyper-V &7E...
EETEESES .
_ 4l EESANESER.
HEB(O) pp—
AN R R AR £ wEss
™ ELES
X EREARE
O ExmE
S »
N-Probe7_500G %
B A8 2024/4/29 T4 05:25:30 EREER: & M-Probe7_500G -
| FERA - 100 45 =5
1% - 1 N
RE: =B En 8-
O =
By S
WE DI RN S B =
[y Bw.

WINZ2022-HYPER-V: 2R 1 HEHEE -
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(13) [EoER8] BE| ; BUB A E R BBt 1B
B WIN2022-HYPER-V E#I N-Probe7_500G 338 —
M-Probe7_300G v [J]
& @@ A | mm osEieie
i wieEe
= ST BRI e,
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(15) RSB EMEENE ] FEERIIRE] BE ; RBEI: EFENMH] > Z[EE]
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(16) $Z[E#R]
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l'y) B
< o =T Snraess v
(17) BH3E[RIEN]
D Z= WIN2022-HYPER-V £#7 N-Probe7_500G - EEEBEES — O X

BEFR IFAW

EBM)  BENV

SRERH)

E M £ #1233 'N-Probe7_500G"

EERFEREET, FiE BT HERER [EEH)]

B
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(18) & A N-Probe/External Receiver
FE R CLI ZE AMRSEZHE © npartner / npartner

5 = WIN2022-HYPER-V £#1 N-Probe7_500G - ERREES - O >
BEFR =HE@R SBM ZE=E0 BEREMV HEH
DNONCRE LN
localhost login: System is loaded to memory...
System i= ready...

Gystem IP i=:
inet addr:192.168.2.2 Bcast:192.168.3.255 Mask:255.255.254.0

localhost login: npartner
Password:
Linux localhost 5.5.9 #4 SMP Thu Aug 19 12:19:38 CST 2021 xB6_64

(19) &%& N-Probe/External Receiver &

N-Probe# show configure

MN-Probe#t show configqure

it Current configuration #HHHEHHHHE
flow—cache timeout active 30
flow—sanpling 1

hostname N-Probe

https—only on

interface eth® 192.168.2.2 £55.255.254.0 guw 192.168.3.254
ip dn=1 8.8.8.8

ntp server on tock.stdtime.gou.tw
it End

M-Probe#t _

(20) # & N-Probe/External Receiver IP address

N-Probe# configure terminal

IP 2275 interface ethO <N-Probe_IP> <subnet_mask> gw <gateway_ |P>

N-Probe(config)# interface ethO

N-Probe(config)# exit

N-Probe# show configure

N-Probe#t configure terminal

N-Probe(config)#t interface eth® 192.168.3.94 255.255.254.0 gu 192.168.3.254

N-Probe (configl#t exit
N-Probe#t show configure

tHHHHHHEE Current configuration #iHHHHHE
flow-cache timeout active 30

flow—sampling 1

hostname M-Probe

https-only on

interface eth® 192.168.3.94 255.255.254.0 gu 192.168.3.254
ip dnsl §.8.8.8

mtp server on tock.stdtime.gou.tw

tittiiitt End i

N-Probest

2 A FEIEE B A N-Probe/External Receiver IP address

o r<alLliiel



4, BHIRE

4.1 License upload

(1) T & machine.dat &2
BHRY [BIEE 28] -> URL B A https://<N-Probe/External Receiver IP> -> i I N-Probe/External Receiver License B
[ -> 1Z [Get Machine Key]

- License Register X

— C @ . hitps://192.168.2.128/fegister.ntml? B = @ % N @O @

IEN-Reporteriasi R ESEFE » SIRBLUTEERE:

(1)#2 " Get Machine Key , i#2§f T% "Machine Key file ,
QEBHEEREMNBEENZL N-ReporterE BB ElELicense -
(3)i2 "Upload License , izt F{EEVEA/Y T License file,

MRRZEIRBISTAZE » Fig 54

N-Reporter start-up fail due to illegal license, please follow these steps:
(1) Press "Get Machine Key" button to download “"machine key file"

(2) Send machine key file and your registration information to us

(3) Press "Upload License" to upload license file

If not auto re-direct to Login Page, please press here

I Get Machine Key I Upload License

Copyright © 2009 N-Partner. All rights reserved.
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(2) T & machine.dat - #& machine.dat &F#; se@npartner.com

8= machine.dat

O SRERE
| | machine.dat

B=EE: datFile (64 i )
i http://192.168.2.128

Firefox BEZMTERILESE ?
OREr=©0):  BAZEE.-

@EEEE S

1
[T}
,

i

= IR ILEE

fith
IHEE
b
=i
=

IIEEEE

L

i

i

(3) F/IRE NERHBAEINES

HEER

F 5 : N-Probe License It 75
HMHEARS :

NEETE

EBEE

BT Y :

EBAERE

PRFIZROLSSHAEEL SI B : (o/ZEH)
fHeE :
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(4) LEfE License 1%
H 13 license.np 1EZ - FIRY [BIE 23] -> URL i A htitps://<N-Probe/External Receiver IP>/register.html| -> ## £ N-
Probe/External Receiver License B - #% [Upload License] -> [ZIE] #H [license.np] &3 -> 1% [Upload]

- License Register

&« > C @ & https://192.168.2.128/register.html B e g v IN o @

IEN-ReporteriEx B S EEE » FREBUTEREE:

(1)iz "Get Machine Key . i2$ft T "Machine Key file ,
QEHMERTNBFFTNZFLL N-ReporterEE L EIE License -
(3)iz "Upload License ; 288 E{EHEIEAY "License file,

MRREBTRBEEAZE  Fig 58

N-Reporter start-up fail due to illegal license, please follow these steps:
(1) Press "Get Machine Key" button to download "machine key file"

(2) Send machine key file and your registration information to us

(3) Press "Upload License” to upload license file

If not auto re-direct to Login Page, please press here

Get Machine Key ' Upload License
HE... | license.np Upload

Copyright © 2009 N-Partner. All rights reserved.
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(5) EMFEH
A EEEEMEE - 17 [T

License Register

| @ 192.168.2.128/register.htmi?seed=1555041079432

Upload Successful and Restarting.

Please login N-Reporter later

83
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(6) & A N-Probe
SHEAME - BN [B1E 28] > URL 8 A https://<N-Probe/External Receiver IP> & A\ BEMIESEZH: npartner /

npartner -> 1%~ [Login]

A N-Probe Login

https//192.168.3.205

& Username

& Password

© 2009 N-Partner, inc. All rights reserved.
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(7) ¥ License #AREE

£ z5z=

REEE i

EilE 2=
NEEE

W =m==m

EEEE

N-Probe
NP-RPT-V-TW-ODMSWMES
7.0.005

2024/03/21 10:44

2024/03/21 11:56:13
GMT+0800

0014 Days 21:33

License

2025/01/18 23:39:59

Demo

CPU

17.61%

Probe Module ON Port 80
External Receiver Module OoN Port 443
DNS Module ON Port 5521
PM Module ON Port 18514
CPU Utilization (%)
2024/03/21 (time unit: 10secs)
100
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4.2 Firmware upgrade

(1) & A N-Probe/External Receiver
BARY [BIEE 28] -> URL B A https://<N-Probe/External Receiver IP> & ABHEMRSE 2 npartner / npartner -> 1%
~ [Login]

A N-Probe Login

< 8 W &%= | hitps//192.168.3.205 z O @ even |Ex =|

IN- e’

& Username

& Password

LOGIN

© 2009 N-Partner, inc. All rights reserved.
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(2) LETEBMIE
1% [EEEEEMIE]

MN-Prove 7 sEsx- (4D X @&

.Npanner(Superusenv B Home/ zgmes

& zmEE @ WA License | 2+ FEmBEE

BT

HmEE i sy

EESHEE
EmEIs N-Probe

NEEE Probe Module ON Port 80 ON
=+ NP-RPT-V-TW-ODMSWMES

il _ External Receiver Module OoN Port 443 ON

ERETMH £ 7.0.005
L DNS Module ON Port 5521 ON
EHREEE 2024/03/21 10:44
EHEE 2024/03/21 11:56:13 PM Module ON Port 18514 ON

GMT+0800

TEEER 0014 Days 21:33

License Z#EEIE  2025/01/18 23:59:59

License #7738 Demo

(3) EATASEHIE

1z [BIE] -> # 12 [Firmware image] 1% -> 1% [EA]

2 HEglEEE x

|‘ C\fakepath\nprobe-7.0.005.img

BEA niE
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R AMERE LERIAR - SE=NEXKERIHMER

]

oveN |

REIEE FEAT - RAHEEBEREENTH ‘

2 HEREENE x
2 Image upload x

Q

[
>
)\HI\
i

(5) MERRARA
SHEME - B [BIE23] > URL 8 A https://<N-Probe/External Receiver IP> & ABHEMIRSEZH: npartner /

npartner - TEFRENIZARA -

A REEHE | REEE - N-Probe X

. Npartner {(Superuser) ¥ a 2EE

Lo JEN 2 FEmmEie Port 3RS

[l

B =nzzn i seEn
HeBrobe Probe Module oN Port 80 oN
External Receiver Module OnN Port 443 OoN
7.0.005
DNS Module ON Port 5521 oM
2024/03/21 10:44
2024/03/21 12:02:01 PM Module ON Port 18514 ON
GMT+0800
License fR%E Demo

A7 N- Partner



5. N-Probe i%7E
5.1 N-Probe

B IH AR B EREE (BIUD ¢ Putty ~ SecureCRT ~ XShell %) I SSH & 4% #IN-Probe an< %7/ TE(CLI)

()Eﬁ QENE

N-Probe# show configure

N- Probeb.0# show configure

Hi###### Current configuration ########
£1ow- sampling 1

hosthname N-Probeb6.0

interface eth0 192.168.2.128 255.255.254.0 gw 192.168.2
ip dnsl 192.168.5.202
ntpdate lqa.

(2) EAREE

N-Probe# configure terminal

(3) FRE Flow R E# H %) N-Reporter ##UZ IP £ Port
N-Probe(config)# flow-export 9001

i AL B FERUAE A N-Cloud/N-Reporter IP address

(4) 38 Flow EUiEREAENE B
N-Probe(config)# flow-sampling 1

(5) RUAHER IPve EHRESE

N-Probe(config)# flow-ipv6 on

(6) BfERF configure terminal

N-Probe(config)# exit

—Probe#t configure terminal
—Probe(configl# flow—export 192.168.2.77 9001
—Probe(config)# flow-sampling 1

—Probe(configl# flow-ipub on
—Probe(configl# exit
-Probei

(7) MERBRRERRS

N-Probe# show configure

—Probe#t show configure

ittt Current configuration i
flow—cache timeout active 30

f low-export 192.168.2.77 9001

flow-ipub om

flow—=anmpling 1

hostname N-Probe

interface ethd 192.168.10.89 Z£55.255.255.0 gw 192.168.10.5
ip dn=l 8.5.8.8

ntp =erver on tock.stdtime.gou.tw

it End b

W r<alLliiel



5.2 N-Cloud/N-Reporter

(1) A VMware ESXi
FARY [BIEE 28] -> URL 8 A https:/<N-Cloud/N-Reporter IP> -> B AR S IESERZHE -> 2 [BA]
(TR BIWeb RI&E AIRSEZHEE : admin /admin , FEEEHI Web B&EE AIRSEZHE: superuser / admin)

A FHEE | RFEE - N-Probe A N-Cloud Login X +

< 8y A 222 | https)//192.168.3.109 ! [ ) 5 =]

N-Clouo 7

& admin

Forgot password?

© 2009 N-Partner, inc. All rights reserved.
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(2) #1i& N-Probe =%
RhIE [RAESIE] > [REBIRE] -> [RAZRE] JHEE S N-Probe IP address & -> %

A LEEE | SREENRE-N- X

+

hitps://192.168.3.109

HREHREE

REHERE

HEREHRE

192.166.3 205

- @ Global (1020/1143) 4 A
LAy FEIEE (06)

PR o ceax [ [ [ 4] ¢)

B FESE: P

| REEES

Global

£ @

192.168.3.205 = 192.168.3.205

Global 192 168.3.205 ' 192.168.3.205

(3) ##EN-Cloud / N-Reporter / N-Probe -> 25 (5 581 1]

& WFNERA X

= EEE

T

At

Switch / Router

Application /DB / OS / Server

Firewall / IPS / Load Balancer / NAC / UTM /
WAF / Wireless

N-Cloud / N-Reporter / N-Probe

HxET SiEE o=

91

EEE. ARG
& Flow

® Syslog

Raw Data 28 Model 3 | B

1]

i}

EEE5 (= Jore
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(4) BMARBRBEILIEZSyslog EHMET -~ SNMP Model % N-Partner

i WTHRE - REELARE x

REELRE

~

HEEW

‘ N-Probe7

P~

‘ 192.168.3.205

PR

‘ Global

Syslog BT O

‘ M-Partner

semxeeto ([

SNMP Model ©

‘ M-Partner

Web B O
[ | mmmssens

= T EE
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(5) & E N-Probe Flow8Ez%E
T [F—#]

7 [FUHFlowThgg] -> %2

Flow M=E

Flow ThiE
| E1F Flow In&t |
Flow ER{LREREXRH LR 0

+t— T EniE

A&/ N-Partner
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(6) MERDRRTE ML FEEERERE

Detail More

e N-Probe?

P 192.168.3.205

Globa

N-Cloud/ N-Reporter/ N-Probe

=hlER N-Partner
Model N-Partne
eb BT =EIE

(7) ESERAERBE > 2

£ SERHRERNE - REREHERGASESE ?

o A&/ N-Partner



5.3 N-Probe join N-Cloud/N-Reporter

5.3.1 N-Cloud

(1) BARY [BIEE28] -> URL 8 A https://<N-Cloud/N-Reporter IP> -> B A S IRSEZE -> 12 [Login]

(TR B9Web BI& B AMRIEZMS : admin /admin , TEEZHI Web & & B AMRIEZ S superuser / admin)

A HEEHE | REEE - N-Probe A DREE | REEEEKE - N-Cl A N-Cloud Login

< & [ © F==| https//192.168.3.109

N-Cilouc 7

& superuser

Forgot password?

© 2009 N-Partner, inc. All rights reserved.
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(2) [{RIFEE] EEES ID MBRHZHE

% ZHEE|FEEE - N-Repor: X 4L W = [l X
< C N e | G 2L o B ewn =

gEFxy LS9 X @ (=

HEEE

il

£ s5==

28 v e | G m 53
REFEE
P s : 5= i E Backup

EEEEE i Receiver
EnmE : ]

Global admin Reporter

&)

3= LOGO k&
BEEE
ERSHm R
EREEE
EEER

AP EEEENH

BERTSELE

- »
il ERETm = EETEN HIE s

Copyright © 2009 N-Partner. All rights reserved.

% A&/ N-Partner



5.3.2 N-Probe

FIB LIRSS EE S (B : Putty + SecureCRT -~ XShell %) I SSH & #R %I N-Probe A< 3|7 E(CLI)

(1) BEBREX
N-Probe# show version

N-Probe# show version
Software version : 7.0.005 (20240301-1657)

NP Kernel version : 20231201164625
Serial number
N-Probeit

(2) # A config B3
N-Probe# configure terminal

N-Probe# configure terminal
N-Probe(config)#

(3) N-Probe 5%fft N-Cloud/N-Reporter IP

N-Probe(config)# ncloud ipv4

M-Probe(config)# ncloud ipv4 192.168.10.88
Success. N-Cloud ip is set to 192.168.10.88
N-Probe({config)#

7 Al e X FEMuUsE A N-Cloud/N-Reporter IP address

(4) FZ#Rarfl - ABIEREEZTEEEM Global F81%

N-Probe(config)# system register

N-Probe(config)# system register domain-name

M-Probe{config)# system register
domain-id Register device with the specific domain id
domain-name Register device with the specific domain name

global Register device with the "Global®™ domain

update Update device info with the existed machine id

reset Reset old gossip config if this probe will move to another N-Cloud
M-Probe{config)# system register domain-name Global
Register to N-Cloud/N-Reporter 192.168.10.88 is successful
MN-Probe(config)#

i AL X FEMUREARE ID SREEHE - REZEIANNE -

97 o

Ny r<alLliiel



5.3.3 N-Cloud/N-Reporter

(1) BARY [BIEE 28] -> URL 8 A https://<N-Cloud/N-Reporter IP> -> B A S IRSEZE -> 12 [Login]

(TR B9 Web BI& B AMRIEZMS : admin / admin , TEEZHI Web & & B AMRIEZ S superuser / admin)

%, N-Reporter Login X =+

< @; 0 © F=2 | bitps//192.168.10.88 e 9 0 S 0 @ evwn =

|‘|-Reporter7

& superuser

Forgot password?

© 2009 N-Partner, inc. All rights reserved.
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(2) B%& N-Probe &5 -> [RHETE] -> [Probe 53] BEE

78 - N-Probe + X %
https://192.168.10.88/c81e728d9d4c2f636f067f89cc14862¢/#/SysAdm/sys backstage e | @ A) o 0O @ ewn =
2/ REEE B

2024/0321 14:22:27 GMT+0800  Syslog RHE® 0/10
-
0000 Days:00:06 SNMP S22 0/10
-
License &31 2024/05/20 23:59:59
®ELOGO by - Server 8 0/10
BEER License A7 Demo
Flow EPS Max: 2000
ERzGEEHE Kernel 5% 20231201164625
I Module Probe On
CE RS EEEAESRE 2024031515 [EEd
EEHE EREASE
AP| BEEENE

RE5I= Probe REEER

BERTZELH
Y

i] ERETIm

REzE pEEE R4S NATREIPS % S | Kemel iz &

Probe,
External

s . 7.0,005

Cocsiier 202410321

@  N-Probe Global D;CSQ'"&' 192.168.10.89 192.168.10.89 1% (20240301-1657) 2023120164625 ® ) oo ~ =
Performance

Monitor

gt 5

N-Partner
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6. External Receiver 727E
6.1 External Receiver
FBE IS ETEEE (B : Putty ~ SecureCRT ~ XShell %) Ll SSH #E##R %l External Receiver i< 57T E(CLI)

5. External Receiver F85& 82F19001 port#Elflow - BIAERABERportiEI -
#t: External Receiver ¥8a& 2514 port#lisyslog - FAERBEZRportEIY -

(1) BEERERE

N-Probe# show configure

N-Probe# show configure

#HHHHHE#HE Current configuration ##H#####H
flow-cache timeout active 30
flow-sampling 1

hostname N-Probe

interface eth® 192.168.10.89 255.255.255.0 gw 192.168.10.5
ip dns1 8.8.8.8

ncloud ipv4 192.168.10.88

ntp server on tock.stdtime.gov.tw

HHHHHHEE End  HHEHHHHE

N-Probe#

(2) EAREET

N-Probe# configure terminal

(3) X Syslog M Flow 7t = &t % N-Reporter #UX IP
N-Probe(config)# ncloud ipv4

7 Al e X FEuUsEE A N-Cloud/N-Reporter IP address

(4) BB configure terminal

(5) BREEBRTEMIN

N-Probe# configure terminal
N-Probe(config)# ncloud ipv4 192.168.10.88
Success. N-Cloud ip is set to 192.168.10.88
N-Probe(config)# exit

N-Probe# show configure

#FHHHEE#E Current configuration #####HEF
collector 192.168.10.88

flow-cache timeout active 30

flow-sampling 1

hostname N-Probe

interface eth® 192.168.10.89 255.255.255.0 gw 192.168.10.5
ip dnsl 8.8.8.8

ncloud ipv4 192.168.10.88

ntp server on tock.stdtime.gov.tw

FHEHETRE End #HEEEHE

N-Probe#

100 i
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6.2 N-Cloud/N-Reporter

6.2.1 N-Cloud/N-Reporter Domain

(1) & A N-Cloud/N-Reporter &
FARN [BIEE 28] -> URL 8 A https://<N-Cloud/N-Reporter IP> -> B AE S IRSEZHE -> % [BA]

(FEHIWeb BIEE AINRIEZAS © admin /admin , TEEZHI Web B & E AIRIEZENE: superuser / admin)
%/ N-Reporter Login X + bt

< @, 0 © F== | hitps//192.168.10.88 c QG 0 SV 0 (8 | eveN | =

|‘|-Reporter7

& superuser

Forgot password?

© 2009 N-Partner, inc. All rights reserved.
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(2) #mEE<BLY

uuﬁ i [%%}E%}E] -> [%EEE%EE] -> %?% [%EEE] (ﬁﬁﬁ”%ﬁiﬁi%ﬁ’ N_Partner) N B?_F [Ié‘:mﬁﬁ]

% REEE|FEEE-N-Repor X £ zee N . : . !
2 @ &' S0 @ even | =

smex. [0 Z][2][%][@]|[=

[6 sner |

E¥n¢

= Prima Backu
=y  ERERE f ry  Backup b

— 3 iE

- Receiver | Receiver

. ’ g admin Reporter
R|ELOGO t&

EEEE

ERZmEE

EREEE

ESER

AP EEEENE

BRRTSETE

| 3

ETIEN SIS

Copyright © 2009 N-Partner. All rights reserved.
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(3) i A External Receiver

BHE [HMthEHN]) EE -> 7 External Receiver ##1fiI#i A External Receiver IP address -> 1Z [1&7E]

il

e

li

Exiternal Receiver

% | 192.168.10.89

[EER

==
el

BB

2017/01/M

B E

2 | 2100/01/01

s
®

F]
tH
O
il

-

1

alif
il

4t
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(4) REFERL

G 0 REEE | FHSE-NRep X | & & 7 - - *

< G; 0 © T=2 | hitps://192.168.10.88/c81e728d9d4c2i636f067100cc1486.. 2 | § A ™ @ ewen

(0]
. IIIIIIIIIIIIIIIIIIIIIIIIIIIII
B 2
. superuser (Superuser) v ome | HEEE

L& zg==
‘EEmn
S

FEEE

 EE=E= | Primary | Backup
EREE=E

EREE

| Receiver | Receiver

F4 0 Global admin Reporter
#E LOGO k&

BIEER

ES B =
ENEEE
ESEE

AP EEEENE

BERRSSETE

4 »

Em1EN s

Copyright @ 2009 N-Partner. All rights reserved.
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6.2.2 N-Cloud/N-Reporter Device

(1) & A N-Cloud/N-Reporter BI&
B RN [BIEE 28] -> URL 8 A https://<N-Cloud/N-Reporter IP> -> B ABI & 1R 5E 2245 -> 1% [Login]

(TR B Web RIEE AIRSEZEHE © admin /admin , FEEEHI Web B&E AIRSEZHE: superuser / admin)

FE38 - N-Probe %/ N-Reporter Login X <+

|‘|-Reporter7

& admin

Forgot password?

© 2009 N-Partner, inc. All rights reserved.
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(2) HFiBEERE
IE OS] > BB EIRE] > GRANEE] 1B B4 (86085 B 8: N-Partner) -> 2538 [4588]

% %) SEE| RESE - N-Probe 5 ShzE|SE=ESRE-N X+ L
< c 0 © F=2 | https//192.168.10.88/c4cad238a0b923820dcc509a6(758... 12 | @ A0 SO0 M ewn =

gREFxy L] Jf] DX =

Oadmin(Global)v B Home/ xEeE RARERRE

s
o s T KR I K1 3

[l =

Q s=ow

& Global (0/0)
FRE (01
ol Global 192.168.10.5 192.168.10.5 @ Syslog

@® Dashboard

25 v 4 4 | E 1 FE p » &

HEEE

& zzes

il EREFm

(3) REFHREHHIIET

ol =/1

RIBR B E RIS R E LR IERE -
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7. FEIREHERR

7.1 WIETEER 2215

(1) E#ELE) N-Probe

M-Probeb.0# reboot

(2) FAEMEHET GNU GRUB -> #1Z [Booting from ISO-RESET-PWD] -> 1% [Enter]

GNU GRUB wersion 2£.027betald-Z2Z2+debBul

Reporter ISO
Reporter last known good

Reporter ISO-Reset-PWD

Use the T and | keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the commands
before booting or ‘¢’ for a command-line.

(3) W& R A password E

N-Probe# show configure

M-Probe# show configure

#FH#HE Current configuration ##H#EE
flow-cache timeout active 30
flow-sampling 1

hostname MN-Probe

interface eth® 192.168.10.89 255.255.255.0 gw 192.168.10.5
ip dnsl 8.8.8.8

ncloud ipv4 192.168.10.88

ntp server on tock.stdtime.gov.tw
HEHHHHH End  $HEHEHEE

N-Probe#

(4) EFTRYEN N-Probe

N-Probe# reboot

N-Probe# reboot
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