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N-Partner 密切關注資訊安全問題，並針對已知漏洞採取修補行動。相關資訊已詳細整理於下方表

格中，內容包括 CVE ID、相關參考資料、安全漏洞類型及其嚴重程度(參考 Common Vulnerability 

Scoring System，CVSS)。下列表格將說明各項安全性修補措施，以確保您對 N-Partner 的安全策

略有清晰的了解。 

 

更新日期 PSIRT 描述 影響產品 修補措施 嚴重性 

Apr 21, 
2026 

NP-IR-26-
0401 

Patch Vulnerability:  
CVE-2026-2673  
CVE-2026-28388  
CVE-2026-28389  
CVE-2026-28390  
CVE-2026-31789  
CVE-2026-31790  
CVE-2026-35385  
CVE-2026-35386 
 
Upgrade: 
OpenSSH to 10.3p1 
OpenSSL to 3.5.6 

N-Cloud 6.1.X, 
N-Cloud 7.0.X, 
N-Reporter 6.1.X, 
N-Reporter 7.0.X, 
N-Probe 6.X, 
N-Probe 7.0.X 

Kernel 更新：

20260421165842 下載 

High:  
CVE-2026-
2673, 
CVE-2026-
28388, 
CVE-2026-
28389, 
CVE-2026-
28390, 
CVE-2026-
31790, 
CVE-2026-
35385 
 
Medium: 
CVE-2026-
31789 
 
Low:  
CVE-2026-
35386 

Mar 10, 
2026 

NP-IR-26-
0301 

Patch Vulnerability:  
CVE-2025-68615 
 
Upgrade: 
SNMP library, tools 
to 5.9.5.2 

N-Cloud 6.1.X, 
N-Cloud 7.0.X, 
N-Reporter 6.1.X, 
N-Reporter 7.0.X, 
N-Probe 6.X, 
N-Probe 7.0.X 

Firmware 更新： 

N-Cloud / N-Reporter 

6.1.187 (20260225) 下載, 

7.0.027 (20260119) 下載 

 

Critical 

Feb 23, 
2026 

NP-IR-26-
0202 

Patch Vulnerability:  
CVE-2025-15467 
CVE-2025-11187 
 
Upgrade: 
OpenSSL to 3.5.5 

N-Cloud 6.1.X, 
N-Cloud 7.0.X, 
N-Reporter 6.1.X, 
N-Reporter 7.0.X, 
N-Probe 6.X, 
N-Probe 7.0.X 

Kernel 更新：

20260129160709 下載 

Critical: 
CVE-2025-
15467 
 
Medium: 
CVE-2025-
11187 

Feb 11, 
2026 

NP-IR-26-
0201 

Patch Vulnerability:  
CVE-2025-55753 
CVE-2025-58098 
CVE-2025-59775 
CVE-2025-65082 
CVE-2025-66200 
 
Upgrade: 
Apache/2.4.66 

N-Cloud 6.1.X, 
N-Cloud 7.0.X, 
N-Reporter 6.1.X, 
N-Reporter 7.0.X, 
N-Probe 6.X, 
N-Probe 7.0.X 

Firmware 更新： 

N-Cloud / N-Reporter 

6.1.187 (20250730) 下載, 

7.0.009 (20250821) 下載, 

7.0.027 (20250919) 下載 

N-Probe 

6.2.187 (20250922) 下載, 

7.0.009 (20250917) 下載,  

7.0.027 (20250917) 下載 

 

Kernel 更新：

High: 
CVE-2025-
55753, 
CVE-2025-
58098, 
CVE-2025-
59775 
 
Medium: 
CVE-2025-
65082, 
CVE-2025-
66200 

https://www.cve.org/
https://www.first.org/cvss/
https://www.first.org/cvss/
https://nvd.nist.gov/vuln/detail/CVE-2026-2673
https://nvd.nist.gov/vuln/detail/CVE-2026-28388
https://nvd.nist.gov/vuln/detail/CVE-2026-28389
https://nvd.nist.gov/vuln/detail/CVE-2026-28390
https://nvd.nist.gov/vuln/detail/CVE-2026-31789
https://nvd.nist.gov/vuln/detail/CVE-2026-31790
https://nvd.nist.gov/vuln/detail/CVE-2026-35385
https://nvd.nist.gov/vuln/detail/CVE-2026-35386
https://www.npartner.com/download/kernel/np_kernel.npz
https://nvd.nist.gov/vuln/detail/CVE-2025-68615
https://www.npartner.com/download/firmware/ncloud-6.1.187.img
https://www.npartner.com/download/firmware/ncloud-7.0.027.img
https://nvd.nist.gov/vuln/detail/CVE-2025-15467
https://nvd.nist.gov/vuln/detail/CVE-2025-11187
https://www.npartner.com/download/kernel/np_kernel.npz
https://nvd.nist.gov/vuln/detail/CVE-2025-55753
https://nvd.nist.gov/vuln/detail/CVE-2025-58098
https://nvd.nist.gov/vuln/detail/CVE-2025-59775
https://nvd.nist.gov/vuln/detail/CVE-2025-65082
https://nvd.nist.gov/vuln/detail/CVE-2025-66200
https://www.npartner.com/download/firmware/ncloud-6.1.187.img
https://www.npartner.com/download/firmware/ncloud-7.0.009.img
https://www.npartner.com/download/firmware/ncloud-7.0.027.img
https://www.npartner.com/download/firmware/nprobe-6.2.187.img
https://www.npartner.com/download/firmware/nprobe-7.0.009.img
https://www.npartner.com/download/firmware/nprobe-7.0.027.img
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更新日期 PSIRT 描述 影響產品 修補措施 嚴重性 

20260129160709 下載 

Jan 12, 
2026 

NP-IR-26-
0101 

Patch Vulnerability:  
CVE-2025-61984 
 
Upgrade:  
OpenSSH to 10.2p1 

N-Cloud 6.1.X,  
N-Cloud 7.0.X, 
N-Reporter 6.1.X, 
N-Reporter 7.0.X, 
N-Probe 6.X, 
N-Probe 7.0.X 

Kernel 更新： 

20251216135658 下載 
Low 

建議所有用戶參考上述修補措施立即更新系統，該版本(或更新版本)已修復該項漏洞，以避免相對

應風險。  

如需詳細的更新步驟，請參考文件說明: 如何更新 N-Cloud / N-Reporter Firmware 與 Kernel 

7.X 以上版本的用戶也可以參考 N-Partner 的 YouTube 頻道: 〔系統更新〕如何進行設備升級

Firmware + Kernel。 

 

如需技術支援或報告其他安全問題，請聯絡 N-Partner 的安全團隊： 

電子郵件：support@npartner.com 

電話：04-23752865 #9 

 

  

https://www.npartner.com/download/kernel/np_kernel.npz
https://nvd.nist.gov/vuln/detail/CVE-2025-61984
https://www.npartner.com/download/kernel/np_kernel.npz
https://www.npartner.com/download/document/tech-documentation/N-Partner_HowTo_update_firmware_kernel-TW.pdf
https://www.youtube.com/watch?v=mTpfAJB1ORk
https://www.youtube.com/watch?v=mTpfAJB1ORk
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