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Patch Vulnerability: N-Cloud 6.1.X,
CVE-2025-9230 | N-cloud 7.0.%,
NP-IR-25- | ——————— N-Reporter 6.1.X, | Kernel & : .
Oct 8, 2025 i High
1001 Upgrade: N-Reporter 7.0.X, | 20251008100900 [k
OpenSSL to 3.5.4 N-Probe 6.X,
T N-Probe 7.0.X
Firmware B3 :
N-Cloud / N-Reporter
Patch Vulnerability: 6.1.187 (20250730) [ #k.
CVE-2025-10589 N-Cloud 6.1.X, 7.0.009 (20250821) i,
Vulnerability Fixes: | N-Cloud 7.0.X, 7.0.027 (20250919) [
Sep 17 2005 | NP-IR-25- 1“85{10;'“3]’“:]";3' N-Reporter 6.1.X, | N-Probe Hiah
pAL 0901 in-'ection revention N-Reporter 7.0.X, | 6.2.187 (20250922) T, 9
) preve N-Probe 6.X, 7.0.009 (20250917) T &,
2. Correct privilege N-Probe 7.0.X —
assignment for shell o 7.0.027 (20250917) &k
commands
Kernel &5 :
20250811094737 Tk
Patch Vulnerability:
CVE-2025-53020, Critical-
CVE-2025-49812, CVE. '
NPIR25. | CUEseaest383 | N-Cloud 7.0.02X, | Upgrade to Kemel 2025-
Jul 14, 2025 0701 CVE-2024-43394. l;l—oRggzrter §g§€2714123258 or 23048
CVE-2024-42516 e High:
Upgrade: Ot%e.rs
Apache to 2.4.62,
Freetype to 2.13.3-1
Upgrade:
N-Cloud 7.0.02X, | Upgrade to Kernel
Apr 21, 2025 g‘fd;R'%' Eﬂ:ngigﬁ”t‘z’it ot | N-Reporter 20250421224704, Image | N/A
. PP 7.0.02X 20250421 or above
TLS version 1.3
NP-IR-25- Patch Vulnerability: | N-Cloud 7.0.02X, | Upgrade to Kernel
Feb 26, 2025 0202 CVE-2024-3596 N-Reporter 20250226230815 or Critical
Blast RADIUS 7.0.02X above
Patch Vulnerability:
NP-IR-25- ng:gggg:ggjgg N-Cloud 7.0.02X, | Upgrade to Kernel
Feb 25, 2025 - N-Reporter 20250225013851 or Medium
0201 Upgrade:
. 7.0.02X above
OpenSSH version
to 9.9p2
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https://www.cve.org/
https://www.first.org/cvss/
https://www.first.org/cvss/
https://www.cve.org/CVERecord?id=CVE-2025-9230
https://www.npartner.com/download/kernel/np_kernel.npz
https://www.cve.org/CVERecord?id=CVE-2025-10589
https://www.npartner.com/download/firmware/ncloud-6.1.187.img
https://www.npartner.com/download/firmware/ncloud-7.0.009.img
https://www.npartner.com/download/firmware/ncloud-7.0.027.img
https://www.npartner.com/download/firmware/nprobe-6.2.187.img
https://www.npartner.com/download/firmware/nprobe-7.0.009.img
https://www.npartner.com/download/firmware/nprobe-7.0.027.img
https://www.npartner.com/download/kernel/np_kernel.npz
https://www.cve.org/CVERecord?id=CVE-2025-53020
https://www.cve.org/CVERecord?id=CVE-2025-49812
https://www.cve.org/CVERecord?id=CVE-2025-27363
https://www.cve.org/CVERecord?id=CVE-2025-23048
https://www.cve.org/CVERecord?id=CVE-2024-43394
https://www.cve.org/CVERecord?id=CVE-2024-42516
https://www.cve.org/CVERecord?id=CVE-2024-3596
https://www.blastradius.fail/
https://www.cve.org/CVERecord?id=CVE-2025-26466
https://www.cve.org/CVERecord?id=CVE-2025-26465
https://www.npartner.com/download/document/tech-documentation/N-Partner_HowTo_update_firmware_kernel-TW.pdf
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https://www.youtube.com/watch?v=mTpfAJB1ORk
https://www.youtube.com/watch?v=mTpfAJB1ORk
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