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N-Partner is committed to closely monitoring information security issues and has implemented patches for 

known vulnerabilities. Detailed information has been compiled in the table below, which includes 

descriptions of security issues (with CVE ID), remediation methods, affected products, updated versions, 

and severity levels (refer to Common Vulnerability Scoring System, CVSS). This table provides a clear 

overview of the security measures implemented, ensuring a comprehensive understanding of N-Partner’s 

security strategy. 

 

Updated 
Date 

PSIRT Description Affected Products Solution Severity 

Aug 5, 
2026 

NP-IR-
26-0801 

Patch Vulnerability: 
CVE-2026-59995 
CVE-2026-59996 
CVE-2026-59997 
CVE-2026-59998 
CVE-2026-59999 
CVE-2026-60000 
CVE-2026-60001 
CVE-2026-60002 
 
Upgrade: 
OpenSSH to 10.4p1 

N-Cloud 6.1.X, 
N-Cloud 7.0.X, 
N-Reporter 6.1.X, 
N-Reporter 7.0.X, 
N-Probe 6.X, 
N-Probe 7.0.X 

Kernel Upgrade: 
20260727093101 

Download 

Critical: 
CVE-2026-60002 
 
High: 
CVE-2026-59999, 
CVE-2026-60000 
 
Medium: 
CVE-2026-59995, 
CVE-2026-59996, 
CVE-2026-59997, 
CVE-2026-59998, 
CVE-2026-60001 

N-Cloud 7.2.X, 
N-Reporter 7.2.X, 
N-Probe 7.2.X 

Kernel6 Upgrade: 
Kernel6(20260710-

1045) Download 

July 27, 
2026 

NP-IR-
26-0701 

Patch Vulnerability: 
CVE-2026-34355 
CVE-2026-34356 
CVE-2026-42535 
CVE-2026-42536 
CVE-2026-43951 
CVE-2026-44119 
CVE-2026-44185 
CVE-2026-44186 
CVE-2026-49975 
 
Upgrade: 
Apache to 2.4.68 

N-Cloud 6.1.X, 
N-Cloud 7.0.X, 
N-Reporter 6.1.X, 
N-Reporter 7.0.X, 
N-Probe 6.X, 
N-Probe 7.0.X 

Kernel Upgrade: 
20260618222320 

Download 

Critical: 
CVE-2026-42535 
 
High: 
CVE-2026-34355, 
CVE-2026-34356, 
CVE-2026-42536, 
CVE-2026-44185, 
CVE-2026-44186, 
CVE-2026-49975 
 
Medium: 
CVE-2026-43951, 
CVE-2026-44119 

N-Cloud 7.2.X, 
N-Reporter 7.2.X, 
N-Probe 7.2.X 

Kernel6 Upgrade: 
Kernel6(20260618-

0956) Download 

May 19, 
2026 

NP-IR-
26-0501 

Patch Vulnerability: 
CVE-2026-31431 
CVE-2026-43284 
CVE-2026-43500 
Upgrade: 
Disabled related  
Modules 
 
Patch Vulnerability: 
CVE-2026-23918 
CVE-2026-24072 
CVE-2026-33006 
Upgrade: 
Apache to 2.4.67 

N-Cloud 6.1.X, 
N-Cloud 7.0.X, 
N-Reporter 6.1.X, 
N-Reporter 7.0.X, 
N-Probe 6.X, 
N-Probe 7.0.X 

Kernel Upgrade: 
20260514091823  

Download 
High: 
CVE-2026-31431, 
CVE-2026-43284, 
CVE-2026-43500, 
CVE-2026-23918, 
CVE-2026-24072 
 
Medium: 
CVE-2026-33006 

N-Cloud 7.2.X, 
N-Reporter 7.2.X, 
N-Probe 7.2.X 

Kernel6 Upgrade: 
Kernel6(20260513-

1120) Download 

Apr 21, 
2026 

NP-IR-
26-0401 

Patch Vulnerability:  
CVE-2026-2673  
CVE-2026-28388  
CVE-2026-28389  

N-Cloud 6.1.X, 
N-Cloud 7.0.X, 
N-Reporter 6.1.X, 
N-Reporter 7.0.X, 

Kernel Upgrade: 
20260421165842 
Download 

High:  
CVE-2026-2673, 
CVE-2026-28388, 
CVE-2026-28389, 

https://www.cve.org/
https://www.first.org/cvss/
https://nvd.nist.gov/vuln/detail/CVE-2026-59995
https://nvd.nist.gov/vuln/detail/CVE-2026-59996
https://nvd.nist.gov/vuln/detail/CVE-2026-59997
https://nvd.nist.gov/vuln/detail/CVE-2026-59998
https://nvd.nist.gov/vuln/detail/CVE-2026-59999
https://nvd.nist.gov/vuln/detail/CVE-2026-60000
https://nvd.nist.gov/vuln/detail/CVE-2026-60001
https://nvd.nist.gov/vuln/detail/CVE-2026-60002
https://www.npartner.com/download/kernel/np_kernel.npz
https://www.npartner.com/download/kernel/np_kernel6.npz
https://nvd.nist.gov/vuln/detail/CVE-2026-34355
https://nvd.nist.gov/vuln/detail/CVE-2026-34356
https://nvd.nist.gov/vuln/detail/CVE-2026-42535
https://nvd.nist.gov/vuln/detail/CVE-2026-42536
https://nvd.nist.gov/vuln/detail/CVE-2026-43951
https://nvd.nist.gov/vuln/detail/CVE-2026-44119
https://nvd.nist.gov/vuln/detail/CVE-2026-44185
https://nvd.nist.gov/vuln/detail/CVE-2026-44186
https://nvd.nist.gov/vuln/detail/CVE-2026-49975
https://www.npartner.com/download/kernel/np_kernel.npz
https://www.npartner.com/download/kernel/np_kernel6.npz
https://nvd.nist.gov/vuln/detail/CVE-2026-31431
https://nvd.nist.gov/vuln/detail/CVE-2026-43284
https://nvd.nist.gov/vuln/detail/CVE-2026-43500
https://nvd.nist.gov/vuln/detail/CVE-2026-23918
https://nvd.nist.gov/vuln/detail/CVE-2026-24072
https://nvd.nist.gov/vuln/detail/CVE-2026-33006
https://www.npartner.com/download/kernel/np_kernel.npz
https://www.npartner.com/download/kernel/np_kernel6.npz
https://nvd.nist.gov/vuln/detail/CVE-2026-2673
https://nvd.nist.gov/vuln/detail/CVE-2026-28388
https://nvd.nist.gov/vuln/detail/CVE-2026-28389
https://www.npartner.com/download/kernel/np_kernel.npz
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Updated 
Date 

PSIRT Description Affected Products Solution Severity 

CVE-2026-28390  
CVE-2026-31789  
CVE-2026-31790  
CVE-2026-35385  
CVE-2026-35386 
 
Upgrade: 
OpenSSH to 10.3p1 
OpenSSL to 3.5.6 

N-Probe 6.X, 
N-Probe 7.0.X 

CVE-2026-28390, 
CVE-2026-31790, 
CVE-2026-35385 
 
Medium: 
CVE-2026-31789 
 
Low:  
CVE-2026-35386 

Mar 10, 
2026 

NP-IR-
26-0301 

Patch Vulnerability:  
CVE-2025-68615 
 
Upgrade: 
SNMP library, tools 
to 5.9.5.2 

N-Cloud 6.1.X, 
N-Cloud 7.0.X, 
N-Reporter 6.1.X, 
N-Reporter 7.0.X, 
N-Probe 6.X, 
N-Probe 7.0.X 

Firmware Upgrade: 
N-Cloud / N-
Reporter 
6.1.187 (20260225)  
Download 
7.0.027 (20260119)  
Download 
 

Critical 

Feb 23, 
2026 

NP-IR-
26-0202 

Patch Vulnerability:  
CVE-2025-15467 
CVE-2025-11187 
 
Upgrade: 
OpenSSL to 3.5.5 

N-Cloud 6.1.X, 
N-Cloud 7.0.X, 
N-Reporter 6.1.X, 
N-Reporter 7.0.X, 
N-Probe 6.X, 
N-Probe 7.0.X 

Kernel Upgrade: 
20260129160709  

Download 

Critical: 
CVE-2025-15467 
 
Medium: 
CVE-2025-11187 

Feb 11, 
2026 

NP-IR-
26-0201 

Patch Vulnerability:  
CVE-2025-55753 
CVE-2025-58098 
CVE-2025-59775 
CVE-2025-65082 
CVE-2025-66200 
 
Upgrade: 
Apache/2.4.66 

N-Cloud 6.1.X, 
N-Cloud 7.0.X, 
N-Reporter 6.1.X, 
N-Reporter 7.0.X, 
N-Probe 6.X, 
N-Probe 7.0.X 

Firmware Upgrade: 
N-Cloud / N-
Reporter 
6.1.187 (20250730)  

Download. 

7.0.009 (20250821)  

Download,  

7.0.027 (20250919)  

Download 

N-Probe 
6.2.187(20250922) 

Download, 

7.0.009(20250917) 

Download,  

7.0.027(20250917) 

Download 

 
Kernel Upgrade: 
20260129160709  

Download 

High: 
CVE-2025-55753, 
CVE-2025-58098, 
CVE-2025-59775 
 
Medium: 
CVE-2025-65082, 
CVE-2025-66200 

Jan 12, 
2026 

NP-IR-
26-0101 

Patch Vulnerability:  
CVE-2025-61984 
 
Upgrade:  
OpenSSH to 10.2p1 

N-Cloud 6.1.X,  
N-Cloud 7.0.X, 
N-Reporter 6.1.X, 
N-Reporter 7.0.X, 
N-Probe 6.X, 
N-Probe 7.0.X 

Kernel Upgrade: 
20251216135658 
Download 

Low 

 

N-Partner strongly recommends that all users refer to the above solutions and update their systems 

immediately. This version addresses the identified vulnerabilities, helping to mitigate associated risks.  

Please refer to the documentation: How to Update N-Reporter/N-Cloud Firmware and Kernel 

For version 7.X and above, you can also refer to the N-Partner YouTube channel: How to Upgrade Device 

Firmware and Kernel 

https://nvd.nist.gov/vuln/detail/CVE-2026-28390
https://nvd.nist.gov/vuln/detail/CVE-2026-31789
https://nvd.nist.gov/vuln/detail/CVE-2026-31790
https://nvd.nist.gov/vuln/detail/CVE-2026-35385
https://nvd.nist.gov/vuln/detail/CVE-2026-35386
https://nvd.nist.gov/vuln/detail/CVE-2025-68615
https://www.npartner.com/download/firmware/ncloud-6.1.187.img
https://www.npartner.com/download/firmware/ncloud-7.0.027.img
https://nvd.nist.gov/vuln/detail/CVE-2025-15467
https://nvd.nist.gov/vuln/detail/CVE-2025-11187
https://www.npartner.com/download/kernel/np_kernel.npz
https://nvd.nist.gov/vuln/detail/CVE-2025-55753
https://nvd.nist.gov/vuln/detail/CVE-2025-58098
https://nvd.nist.gov/vuln/detail/CVE-2025-59775
https://nvd.nist.gov/vuln/detail/CVE-2025-65082
https://nvd.nist.gov/vuln/detail/CVE-2025-66200
https://www.npartner.com/download/firmware/ncloud-6.1.187.img
https://www.npartner.com/download/firmware/ncloud-7.0.009.img
https://www.npartner.com/download/firmware/ncloud-7.0.027.img
https://www.npartner.com/download/firmware/nprobe-6.2.187.img
https://www.npartner.com/download/firmware/nprobe-7.0.009.img
https://www.npartner.com/download/firmware/nprobe-7.0.027.img
https://www.npartner.com/download/kernel/np_kernel.npz
https://nvd.nist.gov/vuln/detail/CVE-2025-61984
https://www.npartner.com/download/kernel/np_kernel.npz
https://www.npartner.com/download/document/tech-documentation/N-Partner_HowTo_update_firmware_kernel-EN.pdf
https://www.youtube.com/watch?v=GBidT7HBzLw
https://www.youtube.com/watch?v=GBidT7HBzLw
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For technical support or to report additional security issues, please contact the N-Partner security team.  

Email: support@npartner.com 

Phone: 04-23752865 #9 
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