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N-Partner is committed to closely monitoring information security issues and has implemented patches for
known vulnerabilities. Detailed information has been compiled in the table below, which includes
descriptions of security issues (with CVE ID), remediation methods, affected products, updated versions,

and severity levels (refer to Common Vulnerability Scoring System, CVSS). This table provides a clear

overview of the security measures implemented, ensuring a comprehensive understanding of N-Partner’s

security strategy.

Updated Date PSIRT Description Affected Products Solution Severity
Patch Vulnerability: | <1019 51 %
NP-IR-25- CVE-2025-9230 N-Repo rte.r 6 1 X Kernel Upgrade:
Oct 8, 2025 Y 20251008100900 High
1001 . N-Reporter 7.0.X,
Upgrade: Download
OpenSSL to 3.5.4 N-Probe 6.X,
N-Probe 7.0.X
Firmware Upgrade:
N-Cloud / N-Reporter
6.1.187 (20250730)
Download.
7.0.009 (20250821)
Patch Vulnerability: Download,
CVE-2025-10589 N-Cloud 6.1.X, 7.0.027 (20250919)
N-Cloud 7.0.X, Download
NP-IR-25- Vulnerability Fixes: N-Reporter 6.1.X, N-Probe
Sep 17, 2025 0901 1. CLI command N-Reporter 7.0.X, 6.2.187 (20250922) High
injection prevention | N-Probe 6.X, Download,
2. Correct privilege | N-Probe 7.0.X, 7.0.009 (20250917)
assignment for shell Download,
commands 7.0.027 (20250917)
Download
Kernel Upgrade:
20250811094737
Download
Patch Vulnerability:
CVE-2025-53020, Critical:
CVE-2025-49812, CVE. ’
NPIR.25. gg:gggg:%gig: N-Cloud 7.0.02X, | Upgrade to Kernel 2025-
Jul 14, 2025 0701 CVE-2024-43394. I;I-ORggzrter 285\5{2714123258 or 23048
CVE-2024-42516 e High:
Upgrade: Ot%e.rs
Apache to 2.4.62,
Freetype to 2.13.3-1
Upgrade: Upgrade to Kernel
NP-IR-25- PHP OpenSSL N-Cloud 7.0.02X, 2(?350421224704,
Apr 21, 2025 ; N-Reporter N/A
0401 extension to support 7.0.02X Image 20250421 or
TLS version 1.3 o above
NP-IR-25- Patch Vulnerability: | N-Cloud 7.0.02X, Upgrade to Kernel
Feb 26, 2025 0202 CVE-2024-3596 N-Reporter 20250226230815 or Critical
Blast RADIUS 7.0.02X above
Patch Vulnerability:
NP-IR-25- ggg:gggg:ggjgg N-Cloud 7.0.02X, Upgrade to Kernel
Feb 25, 2025 0201 U de: N-Reporter 20250225013851 or Medium
pgrade:
. 7.0.02X above
OpenSSH version
t0 9.9p2
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https://www.cve.org/
https://www.first.org/cvss/
https://www.cve.org/CVERecord?id=CVE-2025-9230
https://www.npartner.com/download/kernel/np_kernel.npz
https://www.cve.org/CVERecord?id=CVE-2025-10589
https://www.npartner.com/download/firmware/ncloud-6.1.187.img
https://www.npartner.com/download/firmware/ncloud-7.0.009.img
https://www.npartner.com/download/firmware/ncloud-7.0.027.img
https://www.npartner.com/download/firmware/nprobe-6.2.187.img
https://www.npartner.com/download/firmware/nprobe-7.0.009.img
https://www.npartner.com/download/firmware/nprobe-7.0.027.img
https://www.npartner.com/download/kernel/np_kernel.npz
https://www.cve.org/CVERecord?id=CVE-2025-53020
https://www.cve.org/CVERecord?id=CVE-2025-49812
https://www.cve.org/CVERecord?id=CVE-2025-27363
https://www.cve.org/CVERecord?id=CVE-2025-23048
https://www.cve.org/CVERecord?id=CVE-2024-43394
https://www.cve.org/CVERecord?id=CVE-2024-42516
https://www.cve.org/CVERecord?id=CVE-2024-3596
https://www.blastradius.fail/
https://www.cve.org/CVERecord?id=CVE-2025-26466
https://www.cve.org/CVERecord?id=CVE-2025-26465

N-Partner strongly recommends that all users refer to the above solutions and update their systems
immediately. This version addresses the identified vulnerabilities, helping to mitigate associated risks.

Please refer to the documentation: How to Update N-Reporter/N-Cloud Firmware and Kernel

For version 7.X and above, you can also refer to the N-Partner YouTube channel: How to Upgrade Device

Firmware and Kernel

For technical support or to report additional security issues, please contact our security team:
Email: support@npartner.com
Phone: 04-23752865 #9
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https://www.npartner.com/download/document/tech-documentation/N-Partner_HowTo_update_firmware_kernel-EN.pdf
https://www.youtube.com/watch?v=GBidT7HBzLw
https://www.youtube.com/watch?v=GBidT7HBzLw
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